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(54) Method for cryptographic processing of data units

(57) The present invention concerns a method for
cryptographic processing of secret data units. This meth-
od includes:
- a permutation step during which elementary data units
of each data unit are permutated, and
- at least one cryptographic operation applied to the per-
mutated data units.

According to the invention, prior to said cryptograph-
ic operation step, a different permutation is applied to
each of the said data units.
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Description

[0001] The present invention concerns a method for cryptographic processing of data units, in particular to protect
them against side channel analysis (SCA) attacks, in particular differential power analysis (DPA) attacks, and an asso-
ciated device. It applies in particular to protecting contents to be kept secret or electronic circuits and microcircuit cards.
[0002] In some data processing methods, in particular in the context of cryptographic data processing, the processing
algorithms use data that must remain secret (for example cryptographic keys) to ensure that the system operates with
the required security. These types of methods are the target for attacks by malicious users seeking to outsmart the
security features of the system.

[0003] When a cryptographic algorithm is implemented in hardware or in an embedded program, information relating
to intermediate variables can "leak" during processing. This information can be present in electrical power consumption,
electromagnetic emissions or time characteristics. The SCA class of attacks attempts to exploit these leaks to retrieve
secret information (generally a secret key or key bits).

[0004] The DPA attack obtains information on the secret key (contained in a smart card, for example) by performing
a statistical analysis of records of electrical power consumption measured over a large number of calculations using the
same key. This type of attack does not require any knowledge of the individual electrical power consumption of each
instruction or the position in time of each instruction. It is applied in exactly the same way once the attacker knows the
outputs of the algorithm and the corresponding power consumption curves.

[0005] A known generic countermeasure separates all the intermediate variables (Suresh Chari, Charantjit S. Jutla,
Josyula R. Rao and Pankaj Rohatgi, "Towards Sound Approaches to Counteract Power-Analysis Attacks", Proceedings
of Advances in Cryptology - CRYPTQO’99, Springer-Verlag, 1999, pages 398-412). This general method greatly increases
the resources necessary in terms of memory space and/or calculation time. Moreover, the intermediate steps can also
suffer DPA attacks, and the variables must therefore be separated over all steps of the algorithm. This exacerbates the
problem of additional resource consumption, in particular for embedded systems such as smart cards.

[0006] A general countermeasure masks all inputs and outputs of each elementary operation executed by the micro-
processor, i.e. combines them with a mask m. To protect against side channel analysis (SCA) attacks and in particular
differential power analysis (DPA) attacks, it is known to use additive masking whose equation is

XXORm

where X is the Galois field GF(28)16,

XOR is the exclusive-OR function that associates with a pair (0,0) the value 0, with the pair (0,1) the value 1, with the
pair (1,0) the value 1 and with the pair (1,1) the value 0, and

m is a random number.

[0007] Note that when a bit of m has the value 1 the value of the corresponding bit of X is inverted on masking and
when a bit of m has the value 0 the value of the corresponding bit of X remains the same on masking. This amounts to
stating that (X XOR m) XOR m = X. Thus demasking is effected by the same operation as masking.

[0008] If the source of random numbers is uniformly distributed, the data resulting from masking is likewise and no
longer depends on the secret key.

[0009] The paper by J.-S. Coron "A new DPA countermeasure based on permutation tables" in "Security and cryp-
tography for networks", 6th international conference SCN 2008, volume 5229 in "Lecture Notes in Computer Science",
pages 278, 292, Springer 2008, proposes a countermeasure using permutation tables. This proposal can be seen as a
generalization of the standard approach, masking no longer being effected by random translation but by random per-
mutation. As in standard masking, the countermeasure using permutation tables necessitates a random data string,
which is used at the beginning of the algorithm to generate a permutation P. In the case of the encryption algorithm, the
permutation P is applied both to the message X to be encrypted and to the secret key K, to produce P(X) and P(K). The
encryption algorithm uses these permutated variables. In each step of the encryption algorithm, the cryptographic op-
erations must be modified so that all the intermediate variables remain in the permutated form defined by the permutation
P.

[0010] Inthe AES context, the intermediate variables are words of eight bits. The permutation P includes two permu-
tations of four bits, P4 and P, and is applied to a variable X of eight bits, or bytes, according to the following formula, in
which X}, and X, respectively represent the MSB half-byte and the LSB half-byte of the byte X and "||" represents con-
catenation:

P(X) = P2(Xn) [[ P+(X).
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[0011] Each time the algorithm is called, the permutations P, and P, are chosen randomly in a set of permutations
defined on F,%, set of four bits, also denoted by GF(2)%. In the remainder of the description, it is assumed that the random
variable P, (respectively P,) associated with the random generation of p, (respectively p,) satisfies the condition whereby
the probability that the event P, = p4 is equal to 2-4d (respectively the probability that P, = p, is equal to 2-4d), d being
an integer (typically d = 4), for each value of p, (respectively p,).

[0012] The AES standard is a well-known block encryption algorithm. The AES round function for encryption operates
on elements of 16 bytes a; with i running from 0 to 15, and consists of four transformations: AddRoundKey, SubBytes,
ShiftRows and MixColumns.

[0013] Hereinafter, the use of permutations in the AES context is referred to as "randomized AES", the term "rand-
omized" added at the start of an operation or transformation indicating that it operates on permutated data. After the
random permutation has been generated, it is applied to each byte of the message and the key. For each byte x, u = P
(x) denotes the representation of x by the permutation P.

[0014] Each permutated value is processed by the AES round function, in which it is subjected to the transformation
indicated above. Each of the AES transformations must be scrupulously implemented so that:

- the sensitive variables always appear in their form permutated by P, and
- the output of each transformation is a permutated form.

[0015] Implementations of AddRoundKey and MixColumns are given below:

- randomized AddRoundKey takes two bytes u = P(x) and v = P(y) as input and supplies as output P(x XOR y) where
XOR represents the exclusive-OR operation. To this end, two tables with input on 8 bits and output on 4 bits are
defined for (u;, v) and (uy, vy,) in (F*)2:

XTa'(ui || v)) = pa(p+™(ur) XOR py7(vi))

XT42(Un || Vi) = p2(p2"(un) XOR p2"'(vn))

where p4 and p, are such that P(X) = p;(x)llpo(X,) and "p,1" denotes the inverse permutation of permutation "p,".
[0016] The tables XT,! and XT,2 are calculated at the same time as P and stored in memory. An XOR function on
eight bits XTg is then calculated using look-up tables (LUT) for u and v in F,8.

XTs(u,v) = XT42(Un || vi) || XTa'(ui || vi).

- Randomized MixColumns is calculated as a combination of multiplication-by-two operations, and XOR operations.
To calculate randomized MixColumns from P(a;), the representation of the bytes as permutated by P, the XOR
operations are calculated using the function XTg. For the multiplication-by-two operation, a function D, is defined
such that, when itis applied to u = P(x), D,(P(x)) = P(<’02} . x) is obtained, where {.} represents hexadecimal notation
and "." represents multiplication modulo x4 + 1. The permutated representation of the first byte of the output of
MixColumns is calculated as follows:

P(agneW) = XTg (Do(a’g), XTg(Do(a'4), XTg(@’y, XTg(a@’s, @'3)))) in which formula a’; represents the representation
of a; permutated by P. The other bytes in the outputs of randomized MixColumns can be calculated similarly,
using XTg and D,.

[0017] At the end of the last round, the inverse permutation P-1 is applied to each byte of the current result, to reveal
the encrypted message.

[0018] The inventors have determined that this randomized AES is vulnerable, in particular because two identical data
units produce two identical permutated data units. The present invention aims to remedy this drawback.

[0019] To this end, according to a first aspect, the invention provides a method for cryptographic processing of data
units, that includes:

- apermutation step during which elementary data units of each data unit are permutated, and



10

15

20

25

30

35

40

45

50

55

EP 2 293 488 A1
- atleast one cryptographic operation applied to the permutated data units,

characterized in that, prior to said cryptographic operation step, a different permutation is applied to each of the said
data units.

[0020] Thus two identical data units are rendered different by the permutation step, which reduces the level of vulner-
ability referred to above. According to particular features, the method of the present invention further includes a step of
decomposition of each of said data units into data unit parts, each data unit part including a plurality of elementary data
units, and, during the permutation step, different permutations are effected for the same parts of said data units.
[0021] The quantity of memory necessary for processing the data units is much smaller with separate processing of
the data unit parts than if the data unit itself were processed because of the routine use of look-up tables to implement
operations. For example, processing two bytes would necessitate a look-up table with 218 binary inputs, which is not
compatible with the quantities of memory available, in particular in portable electronic units.

[0022] According to particular features, the permutation step includes:

- afirst permutation step during which the same permutation is applied to the different data units, and
- asecond permutation step during which different permutations are applied to the different data units.

[0023] According to particular features, the permutation step includes:

- afirst step of permutation of the data units during which a first permutation is applied to a first part of each of the
data units and a second permutation, different from the first permutation, is applied to a second part of each of the
data units, the first and second permutations being different, and

- asecond permutation step during which the second permutation is applied to the first part of one of the data units
after the inverse permutation of the first permutation, and the first permutation is applied to the second part of said
data units after the inverse permutation of the second permutation.

[0024] Thus only a small number of permutations and look-up tables are used, which reduces the processing time
and memory space resources necessary for implementing the present invention.

[0025] According to particular features, said permutations are statistically independent.

[0026] These features eliminate the level 1 vulnerabilities referred to above.

[0027] According to particular features, at least one cryptographic operation includes a step of concatenating the data
unit parts. Thus the output data units of the cryptographic operations are restored on the basis of the parts of the output
data units.

[0028] According to particular features, at least one cryptographic operation uses a look-up table for each data unit
part, the input side of which receives said part of two permutated data units and provides said part of an output data unit.
[0029] Using look-up tables speeds up processing, because simply reading their outputs provides the result of the
calculations, and also reduces vulnerability, because there are no intermediate steps that could risk giving information
to an attacker.

[0030] According to particular features, at least one cryptographic operation applied to the permutated data units
includes an exclusive-OR operation.

[0031] According to particular features, at least one cryptographic operation applied to the permutated data units is
an encryption algorithm.

[0032] According to particular features, at least one cryptographic operation applied to the permutated data units is
an AES encryption algorithm.

[0033] Thus, the present invention applies in particular to AES (Advanced Encryption Standard) coding and exploits
its advantages, in particular in terms of consumption of resources, with modifications limited to those necessary to
implement the randomized AES algorithm.

[0034] According to a second aspect, the present invention provides a device for cryptographic processing of secret
data, that includes:

- permutation means adapted to permutate elementary data units of each data unit, and
- atleast one operation means adapted to effect at least one cryptographic operation applied to the permutated data
units,

characterized in that the permutation means are adapted to apply a different permutation to each of said data units,
prior to said cryptographic operation.

[0035] Such a device can be a pocket electronic unit, such as a microcircuit card, for example one conforming to the
ISO 7816 standard. Alternatively, it can be some other type of electronic unit, for example a computer (such as a personal
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computer) or a USB key.

[0036] The method and device referred to above are typically implemented by a microprocessor executing instructions
of a computer program. Thus, executing these instructions enables the microprocessor to process data stored in the
device, for example in a random-access memory thereof. Other embodiments can nevertheless be envisaged, for ex-
ample using an application-specific integrated circuit to execute the steps of the methods referred to above.

[0037] Inthese various contexts, the input data can be data received by the processing device from an external device,
for example by means of a communication interface of the processing device. It can instead consist of data stored in
the device (for example in non-volatile memory) or intermediate data obtained from result data of another transformation.
[0038] Similarly, at least some of the result data can be data to be sent to the output of the device, for example to be
sent to the external device via the communication interface. The result data can nevertheless be only intermediate data,
possibly used by the device in subsequent processes (for example calculation processes).

[0039] Each of the cryptographic algorithms mentioned above is used for example to provide at least part of an
encryption, decryption, signature, cryptographic key exchange or cryptographic key generation operation.

[0040] In this type of application, the input data is, for example, a message (or part of a message) received from the
external device and that is encrypted (or decrypted) in the processing device by means of the cryptographic algorithm
or algorithms mentioned above and then forwarded via the communication interface at the output of the processing device.
[0041] According to a third aspect, the invention provides a computer program including instructions for executing the
method of the present invention when said instructions are executed by a processor.

[0042] According to a fourth aspect, the present invention provides an information medium containing instructions for
executing the method of the present invention when said instructions are executed by a processor.

[0043] The advantages, aims and particular features of this device, this computer program and this information medium
being similar to those of the method of the present invention, they are not set out here.

[0044] Other particular advantages, aims and features of the present invention will emerge from the following descrip-
tion given, by way of nonlimiting explanation, with reference to the appended drawings, in which:

- figure 1 represents diagrammatically the main elements of one particular embodiment of a microcircuit card;

- figure 2 represents the general physical appearance of the microcircuit card illustrated in figure 1;

- figure 3 represents diagrammatically the prior art randomized AES algorithm;

- figure 4 represents, in flowchart form, steps for executing a first particular embodiment of the method of the present
invention; and

- figure 5 represents, in flowchart form, steps for executing a second particular embodiment of the method of the
present invention.

[0045] Figure 1represents diagrammatically a data processing device 40 in which the presentinvention is implemented.
This device 40 comprises a microprocessor 10 with which are associated on the one hand, for example by means of a
bus 70, a random-access memory 60 and on the other hand, for example by means of a bus 50, a non-volatile memory
20 (for example of the EEPROM type).

[0046] The data processing device 40, to be precise its microprocessor 10, can exchange data with external devices
via a communication interface 30.

[0047] There is represented diagrammatically in figure 1 the transmission of an input data unit X received from an
external device (not shown) and forwarded from the communication interface 30 to the microprocessor 10. There is
similarly shown the transmission of an output data unit S from the microprocessor 10 to an external device via the
communication interface 30. This output data unit Y is the result of processing by the microprocessor 10 of data, generally
the input data unit X, using secret data 80 internal to the system, for example a private key.

[0048] Although, for the purposes of illustration, the input data and the output data are shown on two different arrows,
the physical means enabling communication between the microprocessor 10 and the interface 30 can take the form of
a single unit, for example a serial communication port or a bus.

[0049] The microprocessor 10 is adapted to execute software (or a computer program) that enables the data processing
device 40 to execute a method of the invention, examples of which are described with reference to figures 3 to 5. The
software consists of a series of command instructions to the microprocessor 10 that are stored in the memory 20, for
example.

[0050] Alternatively, the combination of the microprocessor 10, the non-volatile memory 20 and the random-access
memory 60 can be replaced by an application-specific integrated circuit including means for executing the various steps
of the data processing method.

[0051] Figure 2 represents a microcircuit card that constitutes one example of a data processing device of the invention
as shown in figure 1. In this case the communication interface 30 is provided by the contacts of the microcircuit card.
The microcircuit card incorporates a microprocessor 10, a random-access memory 60 and a non-volatile memory 20 as
shown in figure 1.
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[0052] This microcircuit card conforms for example to the ISO 7816 standard and is provided with a secure microcon-
troller that combines the microprocessor (or CPU) 20 and the random-access memory 60.

[0053] Alternatively, the data processing device can be a USB key, a paper document or a paper information medium
incorporating in one of its sheets a microcircuit associated with contactless communication means. This device is pref-
erably a portable or pocket electronic unit.

[0054] An example of the method of the invention applied to AES type symmetrical cryptographic processing during
which the microprocessor 10 encrypts a message X to produce an encrypted message Y is described next with reference
to figures 3 and 4.

[0055] Figure 3 shows diagrammatically the randomized AES algorithm that takes as input a block of 16 bytes of the
message to be processed: X = (x;)i=g_ 15 € GF(28)16.

[0056] The randomized AES algorithm executes a series of rounds, generally 10, 12 or 14 rounds, comprising the
individual transformations represented in figure 3. The AES algorithm on which the randomized AES algorithm is based
is a symmetrical encryption algorithm that takes as input a message X in the form of a block of 128 bits (16 bytes) and
a key of 128, 192 or 256 bits.

[0057] The four principal steps of a round of the AES algorithm are:

- anon-linear (bit-by-bit addition) operation SubByte 110 of substitution of each byte x; using an S-Box,
- alinear cyclic transposition operation ShiftRows 120,

- alinear matrix product operation MixColumns 130, and

- alinear operation AddRoundKey 140 of combining each byte with a round key.

[0058] Accordingly, the 16 input bytes are permutated in accordance with a predefined table during the transformation
SubByte 110. These bytes are then placed in a 4x4 matrix and its rows subjected to a rightward translation by an
increment that is variable as a function of the row during the transformation ShiftRows 120.

[0059] A linear transformation MixColumns 130 is then applied to the matrix in the form of binary multiplication of each
element of the matrix with polynomials taken from an auxiliary matrix, this multiplication being subject to special rules
according to the Galois group GF(28), or finite body.

[0060] An intermediate matrix is then obtained by applying an XOR function to the matrix and another matrix linked
to the round key.

[0061] These operations are repeated several times and define a "round". For a key of 128, 192 or 256 bits, AES
respectively necessitates 10, 12 or 14 rounds.

[0062] The operations SubByte 110 and ShiftRows 120 can be carried out in the opposite order to that shown in figure
3 without impacting on the algorithm.

[0063] These steps are defined in the AES standard and are therefore not described in detail here except for what is
relevant to the present invention.

[0064] In the randomized AES version, each of these steps is modified to take account of a random permutation.
These various modified steps are defined in the paper by J.-S. Coron cited above.

[0065] As in standard masking, the countermeasure using permutation tables necessitates a random data string,
obtained during a step 101, that is used at the beginning of the algorithm to generate a permutation P during a step 102.
In the case of the encryption algorithm, during a step 104, the permutation step P is applied both to the message X to
be encrypted and to the secret key K, to produce P(X) and P(K). These are permutated variables that are used by the
encryption algorithm.

[0066] During subsequent steps of the encryption algorithm, the cryptographic operations are modified so that all the
intermediate variables remain in the permutated form defined by the permutation P.

[0067] Inthe AES context, the intermediate variables are words of eight bits. The permutation P includes two permu-
tations P, and P, of four bits and operates on a variable X of eight bits, or bytes, in accordance with the following formula,
in which X;, and X, respectively represent the most significant half-byte and the least significant half-byte of the byte X
and "|" represents concatenation:

P(X) = P2(X:) || P1(Xy).

[0068] Each time the algorithm is called, the permutations P, and P, are chosen at random in a set of permutations
defined on F,2. In the remainder of the description it is assumed that the random variable P (respectively P,) associated
with the random generation of p, (respectively p,) satisfies the condition whereby the probability that the event P, = p,
is equal to 2-4d (respectively the probability that P, = p, is equal to 2-4d), d being an integer (typically d = 4) for each
value of p, (respectively p,).
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[0069] After the random permutation has been generated, it is applied to each byte of the message and the key. For
each byte x, u = P(x) denotes the representation of x by the permutation P.

[0070] Each permutated value is processed by the AES round function, in which it is subjected to the above transfor-
mations 110, 120, 130 and 140. Each of the AES transformations must be rigorously implemented so that:

- the sensitive variables always appear in their form permutated by P, and
- the output of each transformation is in a permutated form.

[0071] Implementations of randomized AddRoundKey 140 and randomized MixColumns 130 are given below by way
of example, it being understood that SubByte and ShiftRows can also be adapted to execute the present invention with
the level of vulnerability reduced or even eliminated.

[0072] Randomized AddRoundKey 140 takes two bytes u = P(x) and v = P(y) as input and supplies as output P(x
XOR y) where XOR represents the exclusive-OR operation. To this end, two tables XT,! and XT,2 with inputs on 8 bits
and outputs on 4 bits are defined for (u;, v)) and (uy,, v;,) in (F%)%:

XTa"(ui [ vi) = pa(p+™ () XOR p17'(wi))

XT4%(Un || Vi) = p2(p2"(Un) XOR p2"'(vh)).

[0073] The tables XT," and XT,2 are calculated in parallel with P during a step 131 (see the description of Randomized
MixColumns hereinafter) and stored in memory. An XOR function on eight bits XTg is then calculated during a step 145
using look-up tables (LUT) for u and v in F,8.

XTa(u,v) = XT2(Un || Vi) || XTa'(uy || v1).

[0074] Randomized MixColumns 130 is calculated as a combination of multiplication-by-two operations, and XOR
operations. To calculate Randomized MixColumns from P(a;), the representation of the bytes permutated by P, the XOR
operations are calculated, using the function XTg, during a step 132. A function D, is defined during a step 134 such
that, when it is applied to u = P(x) during the step 136 of multiplication by two, D,(P(x)) = P(<{02} . x) is obtained, where
{.} represents hexadecimal notation and "." represents multiplication modulo x4 + 1. The permutated representation of
the first byte of the output of Randomized MixColumns 130 is calculated as follows:

P(apneW) = XTg (Do(a’g), XTg(Do(a'y), XTg(@’y, XTg(@'y, @’3)))) In the above formula a’; represents the representation
of a; permutated by P. The other bytes in the outputs of randomized MixColumns are calculated in a similar way
using XTg and D,.

[0075] At the end of the last round, the inverse permutation P-1 is applied to each byte of the current result during a
step 150 to reveal the encrypted message.

[0076] As shown in figure 4, the countermeasure of the present invention consists in a new implementation of the
secure function XTg. As in the prior art described above, two tables XT,! and XT,2 going from eight bits to four bits are
used, different from those described with reference to figure 3. However, before applying them to the half-bytes of data
u(=P(x)) and v(=P(y)) to be combined using the XOR function, during preliminary steps 205 to 220, the representation
P(y) of y permutated by P is exchanged for another, P*(y).

[0077] This change is effected by accessing the look-up table for the function P* o P-1. Like the permutation P, the
permutation P* is defined by two permutations p4* and p,* such that P*(x) = p,*(X},) || p1*(x,). For security reasons, p,*
and p,* must be independent of p, and p,, respectively.

[0078] The two new tables XT,' and XT,2 are defined during a step 231 that replaces the step 131 described with
reference to figure 3, as follows:

XT4"(u, vi) = pa(p+7"(u)) XOR py'(v1))
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XT4(Un, Vi) = p2(p2" (Un) XOR p2 (Vi)

[0079] Accordingly, the new XOR function XTg on eight bits is defined with reference to these tables such that, for u
and v in F,8:

XTa(U,v) = XT42(Un, Vi) || XT4' (U, V).

[0080] Consequently the following secure implementation of P(x XOR y) is used based on the permutated represen-
tations u = P(x) and v = P(y):

In a step 205, v* = P* o0 P-1[v] is calculated.

In a step 210, q, = XT," (u;, v*) is processed.
In a step 215, q;, = XT42 (u}, vy,*) is processed.
In a step 220, XTg (u, v) = g, || g, is calculated.

[0081] Since p, and p, are statistically independent permutations, it is possible to choose P* = p, || p, without reducing
the level of security against a first order SCA attack. In particular, p* can simply be defined on the basis of P = p, || p;
by interchanging the roles of p; and p,. With such a construction, the security method of the present invention requires
no additional random permutation other than those already involved in the definition of the permutation P. Moreover, in
this case, calculating P* o P-1 [v] consists in processing p; 0 p,™1(V},) and p, o p4~1(v)). Compared to the implementation
of XTg proposed in the prior art, the secure implementation of the present invention requires only one additional access
to a look-up table and to two additional tables of 16 bytes that store the functions p, o p;~! and p; o p,™.

[0082] Moreover, these additional tables make it possible, without using additional memory, to optimize processing
time and memory use in the randomized AES implementation described in the prior art document cited above.

[0083] This is because p, 0 p;' and p4 0 p,! are the tables p,4 and p;, proposed in that document for calculating
non-linear functions known as S-boxes in the function MIT (MIT standing for "Multiplicative Inverse Transformation"), to
to achieve good time/memory tradeoff. Consequently, no additional memory space is necessary for conjointly imple-
menting this particular embodiment of the present invention and this optimization.

[0084] The present invention is not limited to transformations of the AES symmetrical cryptographic algorithm, and
can be applied to any type of algorithm, including DES and IDEA NXT (also known as FOX).

[0085] Inasimilar way to AES, FOX executes a number of rounds of operations, including a non-linear operation muX.
[0086] As shown in figure 5, in a second particular embodiment of the present invention, the method of cryptographic
processing of data units u and v includes:

- apermutation step 320 during which permutation is effected of the elementary data units of each data unit u and v
by applying different permutations to the elementary data units of u and the elementary data units of v that are
preferably statistically independent, and

- atleast one cryptographic operation 350 applied to the permutated data units.

[0087] Note that here the expression "elementary data units" primarily refers to binary data, i.e. bits, but can also
represent n-tuples of bits, not necessarily consecutive in the data, for example pairs, triplets or quadruplets of bits, each
data unit including a plurality of elementary data units.

[0088] Insomeembodiments, forexample that showninfigure 4, the method furtherincludes a step 305 of decomposing
each of the data units into data unit parts, each data unit part including a plurality of elementary data units. In the example
represented in figure 4, these data unit parts are most significant half-bytes and least significant half-bytes.

[0089] In this case, during the permutation step 320, it is preferable to effect a different permutation for the same parts
of the data units u and v, for example p4 and p, for the parts of u and p, and p, for the corresponding parts of v. Where
the parts of v are concerned, this permutation is effected by means of p, 0 p;~! and p4 0 p,~'. Accordingly, in the preferred
embodiment described with reference to figure 4, the permutation step includes:

- afirst step of permutation of the data units u and v during which a first permutation p, is applied to a first part of
each of the data units u and v and a second permutation p, different from the first permutation p, is applied to a
second part of each of the data units u and v, the first and second permutations being different and preferably
statistically independent, and
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- asecond step of permutation of P(v) into v* during which the second permutation p, is applied after the inverse
permutation p,-1 of the first permutation to the first part of the data unit v and the first permutation p, is applied after
the inverse permutation p,™! of the second permutation to the second part of the data unit v.

[0090] More generally, during the step 320, the permutation can include:

- afirst permutation step during which the same permutation is applied to the different data units, and
- asecond permutation step during which different permutations are applied to the different data units.

[0091] In some embodiments, at least one cryptographic operation 350 includes a step of concatenating the data unit
parts.

[0092] Insome embodiments, at least one cryptographic operation uses a look-up table (the two tables XT,! and XT,2
in the embodiment shown in figure 4) for each data unit part, the input side of which receives said part of two permutated
data units and provides said parts of an output data unit.

[0093] In some embodiments, in particular that shown in figure 4, at least one cryptographic operation applied to the
permutated data units is an operation including an exclusive-OR (XOR) operation.

[0094] In some embodiments, in particular that shown in figure 4, at least one cryptographic operation applied to the
permutated data units is an encryption algorithm.

[0095] In some embodiments, in particular that shown in figure 4, at least one cryptographic operation applied to the
permutated data units is an AES encryption algorithm.

Claims

-

Method for cryptographic processing of data units, that includes:

- a permutation step during which elementary data units of each data unit are permutated, and
- at least one cryptographic operation applied to the permutated data units,

characterized in that, prior to said cryptographic operation step, a different permutation is applied to each of the
said data units.

2. Method according to claim 1, characterized in that it further includes a step of decomposition of each of said data
units into data unit parts, each data unit part including a plurality of elementary data units, and, during the permutation
step, different permutations are effected for the same parts of said data units.

3. Method according to either of claims 1 or 2, characterized in that the permutation step includes:

- a first permutation step during which the same permutation is applied to the different data units, and
- a second permutation step during which different permutations are applied to the different data units.

4. Method according to either of claims 2 or 3, characterized in that the permutation step includes:

- a first step of permutation of the data units (u and v) during which a first permutation (p4) is applied to a first
part of each of the data units and a second permutation (p,), different from the first permutation, is applied to
a second part of each of the data units, the first and second permutations being different, and

- a second permutation step during which the second permutation is applied after the inverse permutation (p4')
of the first permutation to the first part of one of the data units (v) and the first permutation after the inverse
permutation (p,™1) of the second permutation is applied to the second part of said data units.

5. Method according to any one of claims 1 to 4, characterized in that said permutations are statistically independent.

6. Method according to any one of claims 2, 4 or 5, characterized in that at least one cryptographic operation includes
a step of concatenating the data unit parts.

7. Method according to any one of the claims 2 or 4 to 6, characterized in that at least one cryptographic operation
uses a look-up table for each data unit part, the input side of which receives said part of two permutated data units
and provides said part of an output data unit.
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Method according to any one of claims 1 to 7, characterized in that at least one cryptographic operation applied
to the permutated data units includes an exclusive-OR operation.

Method according to any one of claims 1 to 8, characterized in that at least one cryptographic operation applied
to the permutated data units is an encryption algorithm.

Method according to any one of claims 1 to 9, characterized in that at least one cryptographic operation applied
to the permutated data units is an AES encryption algorithm.

Device for cryptographic processing of secret data, that includes:
- permutation means adapted to permutate elementary data units of each data unit, and
- at least one operation means adapted to effect at least one cryptographic operation applied to the permutated

data units,

characterized in that the permutation means are adapted to apply a different permutation to each of said data
units, prior to said cryptographic operation.

Device according to claim 11, that constitutes a pocket electronic unit such as a microcircuit card.

Device according to claim 12, that conforms to the ISO 7816 standard.

10
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