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face of the fingerprint reader, capture fingerprint data of the
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INTEGRATED BIOMETRIC SWITCH

CROSS-REFERENCE TO RELATED APPLICATIONS

0604} This application claims the benefit of U.S. Patent Application 13/882,0605
filed on December 03, 2012, and is herby incorporated by reference in its entirety and
for all purposes.

FIELD

[8002] - The disclosure relales in general {o an integrated biometric user interface
and, more particularly, o a vehicle user interface incorporating a biometric sensor, such
as a fingerprint reader, for identifving a user and controlling one or more system in
communication with a vehicle.

BACKGROUND

{0003] Many vehicles include a number of systems or features that can be
customnized based upon a driver's preferences. Different drivers, for example, may
prefer different seating or wheel positions, different radio or entertainment system
configurations, and/or different mirror placement. Some vehicles include computer
control systems that can store different preset configurations of these systems for
different drivers. When a particular driver enters the vehicle, the vehicle can then setup
those different systems in accordance with the driver's preferences.
{6004} in order to setup the vehicle in accordance with the driver's preferences,
the driver must be identified. Many vehicles attempt to identify a driver by identifying a
key fob being carried by the current driver. Because the key fobs are normally carried
by a particular individual, this can sometimes provide an accurate identification of the
individual, in many households, for example, each driver is assigned a particular key
1
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fob, and generally carries that key fob at all times. In that case, the identification of a
particular key fob may allow the vehicle to identify a particular driver. Upon identifying
the kay fob, the vehicle then sets up the vehicle's systems in accordance with the stored
preferences of the individual associated with that key fob.

10005] Although the use of a key fob to identify a driver can sometimes be
accurate, in many cases it isn'l. A driver may be using someone else’s key fob or
muttiple drivers may share a single key fob. Sometimes, the driver {i.e., the individual
carrying the key fob) chooses toride as a passeng@r‘in the vehicle while another
individual drives. The car may be borrowed by another driver. Two key fobs may be
present in the vehicle at the same time and the vehicle may incorrectly detect and
identify a key fob held by a passenger rather than that of the driver. Finally, the key fob
may be ulilized by an unauthorized user.

[60086] In each of those cases, the use of key fob to identify the driver would
result in an inaccurate identification. As a result, the vehicle's systems, if automatically
configured in accordance with preferences associated with the key fob, would be

incorrectly configured for the individual aclually driving the vehicle.
SUMMARY

{0007} The disclosure relates in general to an integrated biometric user interface
and, more particularly, fo a user interface incorporating a biometric sensor, such as a
fingerprint reader, for identifving a user and controlling one or more vehicle system.
0008} in one implementation, the present invention is a user interface for
confrolling an electronic system in communication with a vehicle. The user interface
includes a fingerprint reader, a push-button swilch mounted {o the fingerprint reader and
configured {o detect a user pressing upon a surface of the fingerprint reader, and a
controller. The controller is configured to detect the user pressing upon the surface of
the fingerprint reader using the push-button switch, and, afler detecting the user
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pressing upon the surface of the fingerprint reader, capture fingerprint data of the user
using the fingerprint reader.

{00097 In another implementation, the present invention is a user interface for
controlling a start-stop function of a vehicle. The user interface includes a fingerprint
reader, a push-button switch mounted to the fingerprint reader and configured to detect
a user pressing upon a surface of the fingerprint reader, and a controller. The controlier
is configured o delect the user pressing upon the surface of the fingerprint reader using
the push-button swilch, and, after detecting the user pressing upon the surface of the
fingerprint reader, capture fingerprint data of the user using the fingerprint reader. The
interface includes a vehicle processor configured to receive the fingerprint data from the
controller, use the fingerprint data to identify a driver of the vehicle, and configure at
least one device of the vehicle in accordance with a preference of the user.

[0010] In ancther implementation, the present invention is 3 method of operating
a vehicle system. The method includes detecting a user pressing upon a surface of a
user interface for controlling the vehicle system, afier detecting the user pressing upon
the surface of the user interface, capturing fingerprint data of the user, and using the
fingerprint data fo identify the user.

BRIEF DESCRIPTION OF THE DRAWINGS

{6011] Fig. 1A shows an example installation of the present biometric switch info
a portion of a vehicle dashboard.

{0012} Fig. 18 is a block disgram showing the interconnection between the
present integrated biometric switch and a number of vehicle components,

10013} Fig. 2 is a flowchart showing an example method for operating a vehicle
incorporating the present biometric switch to control the stari-stop function of the
vehicle.

(00141 Fig. 3 is an exploded view of a switch incorporating a fingerprint reader in

combination with a push button switch.
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[0015] Fig. 4 shows an example user interface screen allowing a user 1o enter his

or her name allowing the user's vehicle preference settings to be stored by the vehicle.
DETAILED DESCRIPTION OF THE DRAWINGS

16016} The disclosure relates in general {0 an integrated biometric user interface
and, more particularly, to a vehicle user interface incorporating a biometric sensor, such
- as a fingerprint reader, for identifying a user and controlling one or more vehicle system.
(6017} The present system and method is presented in several varving
gmbodiments in the following description with reference to the Figures, in which like
numbers represent the same or similar elements. Reference throughout this
specification {0 “one embodiment,” “an embodiment,” or similar language means that a
particular feature, structure, or characteristic described in connection with the
smbodiment is included in at least one embodiment of the present invention. Thus,
appearances of the phrases “In one embodiment,” “in an embodiment,” and similar
language throughout this specification may, but do not necessarily, all refer to the same
embodiment.

[G0418] The described features, structures, or characteristics of the invention may
be combined in any suitable manner in one or more embodiments. In the following
description, numerous specific details are recited to provide a thorough understanding
of embodiments of the system. One skilled in the relevant art will recognize, however,
that the system and method may both be practiced without one or more of the specific
details, or with other methods, components, materials, and so forth. in other instances,
well-known structures, materials, or operations are not shown or described in detail o
avoid obscuring aspects of the invention.

{0019] The schematic flow chart diagrams included are generalily set forth as
logicatl flow-chart diagrams {e.g., Fig. 2). As such, the depicled order and labeled steps
are indicative of one embaodiment of the presented method. Other sleps and methods
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may be conceived that are equivalent in function, logic, or effect to one or more steps,
or portions thereof, of the ilustrated method.

[6020] Additionally, the format and symbols employed are provided fo explain the
logical steps of the method and are understood not to limit the scope of the method.
Although various arrow types and line fypes may be employed in the flow-chart
diagrams, they are understood not to limit the scope of the corresponding method.
Indeed, some arrows or other connectors may be used o indicate only the logical flow
of the method. For instance, an arrow may indicate a waiting or moniloring period of
unspecified duration between enumerated steps of the depicted method. Additionally,
the order in which a particular method occurs may or may not strictly adhere to the
order of the corresponding steps shown,

[06021] The present system integrates a biometric reader, such as a fingerprint
reader, into a user interface (e.g., a switch or push button) arrangement usable in a
vehicle compariment of a vehicle to control one or more systems of the vehicle or
systems in communication with the vehicle. In one configuration, the user interface is
used to provide a vehicle start-stop function. The integraied biometric reader is
configured o captures the user's identily as the user uses the user interface. When
incorporated into the vehicle start-stop button, for example, the system allows the actual
driver {0 be accurately identifisd upon starting the vehicle.

(00223 in one implementation, the biomedtric reader is incorporated info a push-
button user interface. When using the push-button, the driver is able to use a familiar
user interface for starting the vehicle, bul is identified at the same time, allowing the
vehicle to setup numerous vehicle systems in accordance with the driver's stored
preferences. As the user activates the start-stop control (e.g., by pressing against the
push-bution switch}, the user's finger contacis an integrated biometric reader that reads
the user's identity (e.g., by detecting the user's fingerprint) {o identify the driver. Also,
as the user activates the control, the vehicle can take another appropriate action, such
as starting the vehicle’s engine. In some cases, the abilily to stari the vehicle using the

start-stop control is predicated upon the presence of a suitable security token {e.g., key

5
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fob) within the vehicle. In other cases, though, the authority of a user to start the vehicle
can be determined solely by the user’s identity -~ captured via the biometric reader.
{00231 The present biometric user interface can be mounted within the vehicle's
passenger compartment at any convenient location for operation by a driver. Fig. 14,
for example, shows an example installation 10 of the present biometric switch 12 into a
vehicle dashboard. As shown in Fig. 14, switch 12 is mounted within a panel of
dashboard 8 of a vehicle. Switch 12 is activaled using a push bufton and includes a
surface configured to read a fingerprint of a user pressing upon swiich 12. To operate
switch 12, the user presses down upon the surface of switch 12, This action both
allows switch 12 to read the user's fingerprint as well as operate as a push bution swifch
allowing the vehicle to be started or stopped, or to take any other appropriate action
upon actuation of switch 12.

{0024} A number of different fingerprint detection technologies may be
incorporated into switch 12, Example {echnologies include a contact-detection system
that detects ridges in a user's fingerprint that are in contact with a surface and valleys in
the fingerprint that are not in contact with the sensor surface. The switch may also
include a multi-spectral imaging application that uses a number of Blumination sources
gach having different angles of incidence upon the platen of the fingerprint sensor in
combination with direct imaging to caplure data regarding the user's fingerprint. The
muitiple captured images can then be combined to accurately reconstruct the user's
fingerprint.

{Q%Zﬁ} Modem fingerprint scanning technologies allow for the construction of
fingerprint scanners that are ideal for extreme environmental conditions that are often
found in automobile implementations. For example, these sensors can be very refiable
in environments that vary from very hot to very cold, and dry to humid, and may include
rain or snow.

{0026} By embedding a fingerprint scanner into swilch 12 of a vehicle, every time
the vehicle is to be started or stopped {(or another function associated with switch 12 is

actuated), the user must use swilch 12, thereby aliowing the vehicle to capturs the

8



WO 2014/087243 PCT/IB2013/003148

identity of the vehicle operator. As such, if the swiich is used to stari the vehicle, upon
starting the vehicle the driver can be identified and the vehicle can setup a number of in-
vehicle systems in accordance with that person’s preferences.

[0027] Fig. 1B is a block diagram showing the interconnection between the
present integrated biometric switch and a number of vehicle components. In Fig. 18, a
vehicle's control system or processor 14 is in communication with a number of vehicle
components. Processor 14 is connecled to user interface switch 12 to receive
information therefrom. Switch 12 is configured fo capture biometric data{e.g., a
fingerprint) from a user. Swilch 12 also detects when the switch has been activated.
Frocessor 14 is connacted to swilch 12 and is configured to receive both the biometric
data and the switch's status from swilch 12. As described below, processor 14 can use
the biometric data to identify the driver and configure a number of vehicle systems in
accordance with that driver's preferences. Additionally, processor 14 uses the switch
status data to control the operation of one or more vehicle systems. For example, the
switch status may be used to control whether the vehicle's engine is to be started or
stopped.

{0028} Processor 14 is in communication with database 168, Database 16 stores
preference information describing the preferred configuration for a number of in-vehicle
systems for a number of users. The preferences may specify a particular seat
adjustment, mirror adjustment, entertainment system configuration, climate control
setling, sngine or suspension performance settings, and the like. The preferences may
also specify particular configurations for non-vehicle systems that are connecled o or in
communication with the vehicle (e.g., paired cell phones, laptops, music players, and
the like). Preference information may be stored for a number of users. Each useris
also associated with particular biometric data. For example, a unique fingerprint may be
associated with each set of user preferences and, thereby, each user. By associating
the biometric data with particular preferences, processor 14 can retrieve a particular
user's preferences from database 16 based upon the biometric data received from
switch 12.
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[0029] After the user's preferences are refrieved, processor 14 modifies the
configuration of 3 number of vehicle systems 18 in order {o setup those systems in
accordance with the user's ?reference&

[0030] in some implementations, processor 14 may also be configured to
communicate wirelessly with a key fob 17. Processor 14, {for example, may not allow
the vehicle to be started unless a particular key fob 17 is present and detected within
the vehicle by processor 14,

100313 Fig. 2 is a flowchart showing an example method for operating a vehicle
incorporating the present biometric switch to control the start-stop function of the
vehicle. In the method shown in Fig. 2, the biometric switch includes a push-bution
actuator that includes a fingerprint reader configured {0 read the fingerprint of a user
using the push button. In step 20 the vehicle's smart start system detects the presence
of an authorized key fob (either inside the vehicle's passenger compartment or nearby
the vehicle}. This allows the vehicle {o be staried by actuation of the biometric start-
stop switch. in other implementations, though, any set of triggers may be defined for
causing the vehicle's start system {o initiate (e.g., the unlocking of the vehicle's door, the
opening of a door, and the like).

(00321 in step 22, after the smarnt start system is aclivated, the fingerprint reader
of switch 12 is powered-up o turn on one or more illuminator disposed within the
fingerprint reader, allowing the reader {0 read a user's fingerprinl. Additionally, the
optical reader component of switch 12 is turned on.

10833} After the switch's fingerprint reader is turned on, the user wishes fo start
the vehicle. Accordingly, in step 24 the system detects that the user has pressed swilch
12 {o start the vehicle. Upon dstecting that swilch 12 was pressed, the syslem attempis
to read a fingerprint of the user.

[0034] After attempting to read the user's fingerprind, in step 26 the system
determines whether fingerprint data was successfully captured from switch 12. if not, in
step 28 the system displays an error message requesting that the user push upon
switch 12 to again allow the system to attempt to capture a fingerprint.

8



WO 2014/087243 PCT/IB2013/003148

{0035} if fingerprint data was successiully captured, in step 30 the system
compares the captured fingerprint data {o fingerprint data for existing drivers stored by
the vehicle. H there is a maich, the preference settings for the matching driver are
retrieved from the database in step 32 and the systems of the vehicle are configured in
accordance with that driver's preferences.

10036} if, however, in step 30 a matching fingerprint was not found in the vehicle's
database, that may indicate that the driver is new {0 the vehicle. In that case, in step 34
the vehicle promptls the driver {0 see whether he or she wishes to register as a driver of
the vehicle. If 50, in step 36 the vehicle records the current vehicle settings to a
database where the seltings are associated with the registered driver's fingerprint. The
driver is then prompted with a screen interface allowing the user to enter their identifying
information. That identifying information is then associated with the driver's
preferences stored in the vehicle database. Fig. 4 shows an example user interface
screen allowing a user to enter his or her name thereby allowing the user's vehicle
preference setiings to be stored by the vehicle. As the driver adjusis one or more of
those settings {e.g., by changing a position of the driver's seat or mirrors), those
updated setlings are stored in the vehicle's dalabase and associated with the now-
registered driver.

{00377 if the user does not wish o register in step 34, the system enters a guest
or valet mode in step 38. in the guest mode, the user is allowed to operate the vehicle,
but the current settings of the in-vehicle systems will not be saved. Additionally, the
capabilities of the vehicle may be limited (e.g., by providing only limited access to the
address book, limited range, limited speed, etc.). In some implementations, though, if
the driver is not recognized, operation of the vehicle is disallowed and the vehicle will
not start.

§0038] in other implementations, the identity of the driver of the vehicle can be
used to control the vehicle in other ways. For example, a particular driver may only be
authorized {0 use the vehicle within particular time periods. in that case, if the user
attempts {o start the vehicle oulside of the authorized time period, the vehicle will not

g
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start. Similarly, a particular driver may only be authorized fo operate the vehicle at
particular speeds less than a defined maximum speed. In that case, once the driveris
identified, the performance capabilities of the vehicle can be limited so as {o not exceed
that maximum speed.

[8039] Fig. 3 is an exploded view of switch 12 incorporating a fingerprint reader in
combination with a push bulton switch. As shown in Fig. 3, swiich 12 includes housing
100 for containing the components of switch 12. Housing 100 is generally configured to
be integrated into the dashboard of a vehicle in a location allowing actuation of swiich
12 by a driver of the vehicle.

{00447 Housing 100 is positioned over the components of switch12 and provides
environmental profection to the component disposed therein. Housing 100 fits over
carriage 102 of switch 12. Carriage 102 contains the components of the fingerprint
reader portion of switch 12. Platen 104 of the fingerprint reader is positioned within
carriage 102 of the fingerprint reader. Platen support 106 provides a suitable mount
point for platen 104 within carriage 102.

f0041] The optical assembly of the fingerprint reader includes chamber 108 that
fits over optical assembly 110 of the fingerprint reader. The optical aésembiy includes
the mirrors, chamber, lens asse;mbiy, IR filers, and camera of the fingerprint reader. To
provide protection to and snclose those components, chamber 108 is mounted over
optical assembly 110. A top portion of chamber 108 includes an opening so that the
optical components of optical assembly 110 can transmit to, and receive reflections
from, platen 104.

{00421 Fingerprint reader printed circuit board (PCB) 112 is electrically connected
to optical assembly 110, PCB 112 allows for electrical signals {0 be communicated to
and received from optical assembly 110.

[G043] A controller PCB 118 is interconnected with PCB 112 using ribbon cable
114. Controfler PCB 116 includes one or more processor configured to control the
componenis of oplical assembly 110 and also fo receive data therefrom. During
operation, the processor or processors of PCB 116 instruct the components of optical

10
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assembly 110 to lluminate platen 104 with light in order to capture fingerprint data
therefrom. PCB 116 is also configured to capture the resulting data and may perform
an analysis in order o characterize the fingerprint data (possibly by identifying a user
associated with the fingerprint).
100441 PCE 118 may also be in communication with one or more vehicle system.
For example, PCB 116 may communicate with the vehicle's smart start system {o
control whether the fingerprint reader (g.¢., the components of optical assembly 110}
should be activated - if the smart system indicates that the vehicle is not in condition to
start, optical assembly 110 will not be operational.
[0045] Additionally PCB 118 is configured {o communicate the resulis of a
particular fingerprint scan {o a vehicle computer system allowing the vehicle computer
system o identify the driver and setup various vehicle systems in accordance with that
driver's stored preferences.
{60486] To provide the push-bution functionality of switch 12, the fingsrprint reader
{e.g., the components enclosed within carriage 102) is mounted to a push-bution swilch
arrangement. Accordingly, PCB 112 of the finger print reader assembly is mounted {o
base 120. Base 120 is connected {o back cover 128 of switch 12 via spring 118 and
retainer 126, Spring 118, in combination with base 120, allows carriage 102 to move up
and down within housing 100 providing the push-button movement of switch 12 when a
user presses upon platen 104 of the fingerprint reader.
10047} To detect a press of switch 12, switch contact 122 is mounted to swiltch
support 124. Support 124 is then mounted to swilch 12 between base 120 and back
cover 128. As the user presses upon platen 104 of the fingerprint reader, causing
spring 118 to compress, switch contact 122 closes. The closing of swiich contagt 122 is
detected by a processor on PCB 116, which can then fransmit a switch activation signal
o the vehicle's computer system allowing that system to take appropriate action (e.g.,
by starting or sfopping the vehicle's engine).
(0048} Although the present invention has besn described with respect {o
preferred embodiment(s), any person skilled in the art will recognize that changes may
be made in form and deiail, and equivalents may be substituted for elements of the

11
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invention without departing from the spirit and scope of the invention. Therefore, itis
intended that the invention not be limited to the particular embodiments disclosed for
carrying out this invention, but will include all embodiments falling within the scope of

the appended claims.

12
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CLAIMS
VWhat is claimed is:

1. A user interface for controlling an electronic system in communication with a
vehicle, comprising: ‘
a housing, including:
a fingerprint reader disposed within the housing and being configured to
move within the housing, and
a switch contact mounted to the fingerprint reader and configured to detsct
a displacement of the fingerprint reader resulting from a user pressing upon a platen of
the fingerprint reader; and
a controlier configured to:
detect the user pressing upon the platen of the fingerprint reader using the
switch contact, and
after detecting‘ the user pressing upon the platen of the fingerprint reader,

capture fingerprint data of the user using the fingerprint reader.

2. The user interface of claim 1, wherein the fingerprint reader includes a

multispectral imaging device.

3. The user interface of claim 1, wherein the user interface is configured {o control

at least one of a starting and a stopping of an engine of the vehidle.

4. The user interface of claim 1, wherein the controlier is configured to, after
capturing the fingerprint data of the user, determine an identity of the user.

13
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5. The user interface of claim 4, including a vehicle processor configured to:
receive the identity of the user; and
configure at least one device of the vehicle in accordance with a preference of

the user.

8. The user interface of claim 5, wherein the device of the vehicle includes at least

one of an entertainment device, climate control device, and seat positioning device.

7. The user interface of claim 1, wherein the user interface is configured to mount to

a dashboard of the vehicle.

8. A user interface for controlling a start-stop function of a vehicle, comprising:
a housing:
a fingerprint reader disposed within the housing and being configured o
move within the housing, and
a switch mounted to the fingerprint reader and configured fo detect a
displacement of the fingerprint reader resulting from a user pressing upon a surface of
the fingerprint reader;
a coniroller configured o
detect the user pressing upon the surface of the fingerprint reader using
the switch, and
after detecting the user pressing upon the surface of the fingerprint reader,
caplure fingerprint data of the user using the fingerprint reader; and
a vehicle processor configured to:
receive the fingerprint data from the confroller,
use the fingerprint data {o identify a driver of the vehicle, and
configure at least one device of the vehicle in accordance with a

preference of the user.

14
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8. The user interface of claim 8, whersin the fingerprint reader includes a

multispectral imaging device.

10.  The user interface of claim 8, wherein the user interface is configured o mount {o

a dashboard of the vehicle.

11.  The user interface of claim §, wherein the vehicle processor is configured to,
when no preferences are associated with the user, prompt the user {o provide

identifying information,

12. A method of operating a vehicle system, comprising:

detecting a displacement of a platen of a fingerprint reader, the fingerprint reader
being disposed within a housing and configured {o move within the housing;

after detecting the displacement of the platen of the fingerprint reader, capturing
fingerprint data of a user pressing upon the platen; and

using the fingerprint data to determine an identity of the user.

13. The method of claim 12, including, after using the fingerprint data fo determine
the identity of the user, using the identity of the user to refrieve a preference of the user.

14.  The method of claim 12, including using the preference fo modify a configuration

of a device in communication with the vehigle.

15. The method of clgim 14, wherein the device of the vehicle includes at least one

of an entertainment device, climate control device, and seat positioning device.

16.  The method of claim 12, including:
when there are no preferences associaled with the user, prompting the user {o

anter identifving information.

15
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