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Description
SYSTEM FOR MANAGING AND PROTECTING PERSONAL IN-

FORMATION ON INTERNET AND METHOD THEREOF
Technical Field

[1] The present invention relates to a system for managing and protecting personal in-
formation on the Internet and a method thereof, and more particularly, to a system for
managing and protecting personal information on the Internet and a method thereof
that enables a user to manage personal information stored in several ID management
servers through one window and to control the use of the personal information.
Background Art

2] In order to use a large number of web sites existing on the Internet, a user should
register as a member of the respective web site by inputting his/her personal in-
formation that includes his/her address, phone number, email address, etc. It causes a
great inconvenience to the user to register such information with respect to a large
number of web sites. Additionally, the personal information registered in the web sites
may leak out or be used for other purposes although the corresponding user may not
know such use of the personal information.

[3] An Identity management technology for mitigating such inconvenience and
guarantee the security of personal information has been proposed. According to this
Identity management technology, the personal information is registered in a specified
server, and other web sites use the personal information by inquiring of the specified
server about the personal information. Accordingly, a user can register his/her personal
information only in the Identity management server without the necessity of repeating
the registration of his/ her personal information in the respective sites one by one. Ad-
ditionally, the user can control whether a specified web site can inquire about the
personal information registered in the Identity management server, and thus he/she can
safely manage his/her personal information.

[4] However, it is improper to place only one Identity management server on the
Internet. This is because it is very dangerous and may cause an invasion of the
respective user's privacy to concentrate all the users'personal information upon one
place on the Internet. Consequently, it is common that several Identity management
servers exist on the Internet. In this case, however, the respective user should register
and manage his/her own information on several Identity management servers and
frame a personal information security policy for each of the Identity management

servers to cause a great burden on the user.

Disclosure of Invention
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[6]

[8]

[10]

[11]

Technical Problem

Accordingly, the present invention is directed to a system for managing and
protecting personal information on the Internet and a method thereof that substantially
obviate one or more problems due to limitations and disadvantages of the related art
Technical Solution

It is an object of the present invention to provide a system for managing and
protecting personal information on the Internet and a method thereof that enables a
user to manage personal information stored in several ID management servers through
one window and to control the use of the personal information in order to perform the
management and the use control of the user's information existing on the Internet.

Additional advantages, objects, and features of the present invention will be set
forth in part in the description which follows and in part will become apparent to those
having ordinary skill in the art upon examination of the following or may be learned
from practice of the present invention. The objectives and other advantages of the
present invention may be realized and attained by the structure particularly pointed out
in the written description and claims hereof as well as the appended drawings.

In order to achieve the above and other objects, there is provided a system for
managing and protecting personal information on the Internet, according to the present
invention, which comprises at least one ID management server for performing reg-
istration of the personal information, and providing the personal information registered
by a user to a web server as well as a list of the personal information, the ID
management server providing the personal information to the web server in accordance
with personal information protection set values including whether to make the personal
information public.

In another aspect of the present invention, there is provided a method for managing
and protecting personal information on the Internet, which comprises the steps of a)
performing registration of the personal information in an ID management server, b)
registering a list of the registered personal information in an Identity search server, and
c) if the stored personal information is requested, the Identity search server providing
the list of the registered personal information, or the ID management server providing
the personal information to the web server in accordance with personal information
protection set values including whether to make the personal information public.

It is to be understood that both the foregoing general description and the following
detailed description of the present invention are exemplary and explanatory and are

intended to provide further explanation of the invention as claimed.
Brief Description of the Drawings

The accompanying drawings, which are included to provide a further understanding
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[12]

[13]

[14]

[15]

[17]

[18]

of the invention and are incorporated in and constitute a part of this application,
illustrate embodiment(s) of the invention and together with the description serve to
explain the principle of the invention. In the drawings:

FIG. 1 is a block diagram illustrating the construction of a system for managing
personal information on the Internet according to an embodiment of the present
invention; and

FIG. 2 is a flowchart illustrating a method for managing personal information on

the Internet according to an embodiment of the present invention.

Best Mode for Carrying Out the Invention

The system for managing and protecting personal information on the Internet and a
method thereof according to the preferred embodiment of the present invention will
now be explained in detail with reference to the accompanying drawings.

FIG. 1 is a block diagram illustrating the construction of a system for managing
personal information on the Internet according to an embodiment of the present
invention.

Referring to FIG. 1, the system for managing and protecting personal information
on the Internet proposed according to the present invention includes an Identity search
server 2, a personal information protection server 3, and an ID management server 4,
and operates in association with the existing browser 1 and a web server 5.

The ID management server 4 stores personal information input by users in a
personal information storage device 4-1, and provides the stored personal information
to a web server if needed. The ID management server 4 also registers a list of the
personal information registered by the users in the Identity search server 2. The ID
management server 4 is connected to a plurality of web servers 5 to provide the
personal information of the users. Meanwhile, a plurality of ID management servers 4
may be provided in the system.

The Identity search server 2 performs a function of searching which information of
the users are stored in which ID management server 4 by providing the list of the
personal information provided from the ID management server 4. In the case in which
plural ID management servers exist in the syste, the respective ID management servers
may store different kinds of personal information with respect to one user. For
example, the ID management server in the Office of Military Manpower Admin-
istration may store military affairs information while the ID management server in the
Exit and Entry Control Bureau may store immigration information. The Identity search
server 2 serves to store and provide the list of such information to the users. The
browser 1 is used as a means for searching for the user's Identity from the Identity
search server 2. The user grasps which information of the user is stored in which ID
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[19]

[20]

[21]

[22]

[24]

management server 4 through the information provided from the Identity search server
2, and then manages his/her own personal information stored in the corresponding ID
management server 4 by accessing the ID management server 4.

The personal information protection server 3 is a device that judges whether to
provide the user's specified personal information stored in the ID management server 4
to the web server 5. If the web server 5 requests specified personal information of a
specified user, the ID management server 4 inquires of the personal information
protection server 3 whether to provide the requested information to the personal in-
formation protection server 3. The personal information protection server 3 stores
preset personal information protection set values. Various kinds of user information
may dispersedly be stored in several ID management servers 4. The personal in-
formation protection set values should be designated with respect to the list of all the
personal information dispersedly stored in several ID management servers 4. The list
of all the personal information is brought from the Identity search server 2. The
personal information protection server 3 responds to the inquiry of the ID management
server 4 on the basis of the personal information protection set values. The ID
management server 4 transmits specified personal information to the web server 5
according to the response of the personal information protection server 3. The
users'personal information protection set values are stored in the personal information
protection server 3 through the users'smanipulation of the browser 1.

Now, the method for managing and protecting personal information on the Internet
as constructed above according to the present invention will be explained with
reference to FIG. 2.

FIG. 2 is a flowchart illustrating the method for managing personal information on
the Internet according to an embodiment of the present invention. Referring to FIG. 2,
as the user registers the personal information in the ID management server 4, the
personal information is stored in the personal information storage device 4-1 (step S1).
The ID management server 4 registers the list of the personal information registered by
the user in the Identity search server 2 (step S2).

If the user requests a personal information search through the browser to manage
his/her own personal information (step S3), the Identity search server 2 provides the
list of the registered personal information (step S4). Accordingly, the user can confirm
the personal information and correct the items subject to management (step S5).

At that time, if the user changes the personal information protection set value, for
example, if the user makes the personal information public in managing the personal
information (step S6), the changed personal information protection set value is stored
in the personal information protection server (step S7).

Meanwhile, if another user requests the personal information of the user (step S8),
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[25]

[26]

the ID management server inquires the state of the personal information protection set
value of the personal information protection server (step S9). Then, the personal in-
formation protection server responds the state of the personal information protection
set value to the ID management server (step S10). Whether to provide the personal in-
formation is determined according to the personal information protection set value
(step S11)

The method according to the present invention as described above can be im-
plemented by a program and stored in a computer-readable recording medium (such as
a CD ROM, RAM, ROM, floppy disc, hard disc, optomagnetic disc, etc.). This process
can be easily performed by an ordinary skilled in the art that the present invention
belongs to, and thus the detailed explanation thereof will be omitted.

As described above, according to the system for managing and protecting personal
information on the Internet and the method thereof according to the present invention,
personal information are stored in ID management servers that are managed through an
Identity search server, and thus a user can manage his/her own personal information in
one place to cause convenience in use. Additionally, the system and method according
to the present invention can effectively control the access of the personal information
and thus the user's privacy can be protected.

While the present invention has been described and illustrated herein with reference
to the preferred embodiment thereof, it will be understood by those skilled in the art
that various changes and modifications may be made to the invention without
departing from the spirit and scope of the invention, which is defined in the appended

claims.
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Claims

A system for managing and protecting personal information on the Internet, the
system comprising at least one ID management server for performing registration
of the personal information, and providing the personal information registered by
a user to a web server as well as a list of the personal information, the ID
management server providing the personal information to the web server in
accordance with personal information protection set values including whether to
make the personal information public.

The system as claimed in claim 1, wherein the ID management server comprises
a personal information storage device for storing the personal information to be
provided to the web server.

The system as claimed in claim 1, further comprising an Identity search server,
connected to the ID management server, for storing the list of the personal in-
formation stored in the respective ID management server and providing the cor-
responding list of the personal information in response to a request of a user
terminal.

The system as claimed in claim 1, further comprising a personal information
protection server for storing the personal information protection set values and
providing the personal information protection set values to the ID management
server if the personal information is requested.

A method for managing and protecting personal information on the Internet, the
method comprising the steps of:

a) performing registration of the personal information in an ID management
server;

b) registering a list of the registered personal information in an Identity search
server; and

c) if the stored personal information is requested, the Identity search server
providing the list of the registered personal information, or the ID management
server providing the personal information to the web server in accordance with
personal information protection set values including whether to make the
personal information public.

The method as claimed in claim 5, wherein in order to manage the personal in-
formation, the step ¢) comprises the steps of:

requesting a search for the personal information to the Identity search server; and
integratedly providing the list of the personal information by searching for the
personal information registered in the Identity search server.

The method as claimed in claim 6, further comprising the step of performing a
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management including a correction with respect to the provided personal in-
formation.

[8] The method as claimed in claim 5, further comprising the step of changing the
personal information protection set value and storing the changed personal in-
formation protection set value in the personal information protection server
before the step b) is performed.

[9] The method as claimed in claim 5, wherein at the step b), the providing of the
personal information corresponding to the personal information protection set
value is performed by the steps of:
the ID management server grasping a state of the personal information protection
set value in response to the request for the personal information; and
controlling the providing of the personal information according to the personal

information protection set value.
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