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ABSTRACT

A statistical approach implementing Singular Value Decom
position (SVD) to a policy-based management system for
autonomic and on-demand computing applications. The
statistical approach empowers a class of applications that
require policies to handle ambiguous conditions and allow
the system to “evolve' in response to changing operation
and environment conditions. In the system and method
providing the statistical approach, observed event-policy
associated data, which is represented by an event-policy
matrix, is treated as a statistical problem with the assumption
that there are some underlying or implicit higher order
correlations among events and policies. The SVD approach
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enables such correlations to be modeled, extracted and
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modified. From these correlations, recommended policies
can be selected or created without exact match of policy
conditions. With a feedback mechanism, new knowledge
can be acquired as new situations occur and the correspond
ing policies to manage them are recorded and used to
generate new event and policy correlations. Consequently,
based on these new correlations, new recommended policies
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POLICY-BASED MANAGEMENT SYSTEM
WITH AUTOMATIC POLICY SELECTION
AND CREATION CAPABILITIES BY USING
SINGULAR VALUE DECOMPOSITION

TECHNIQUE
FIELD OF THE INVENTION

0001. The present invention relates generally to on-de
mand and autonomic computing systems in IT systems and
environments generally, including those computing systems
that are managed by a policy-based management system.
The invention particularly relates to a novel system and
method by which policies can be selected or created auto
matically based on events observed and knowledge learned.
This new approach treats the observed event-policy rela
tionship represented by an event-policy matrix as a statisti
cal problem that can be yield results using a Singular Value
Decomposition (SVD) technique.
DESCRIPTION OF THE PRIOR ART

0002 On demand and autonomic computing, such as
described in the reference authored by J. O. Kephart and D.
M. Chess entitled “The Vision of Autonomic Computing.
IEEE Computer Magazine, January 2003, require policy
based management systems to be responsive to changes in
environments and adaptive to new operating conditions. In
a typical IT environment, there are thousands of events
reporting system faults, status and performance information.
New events may also appear due to the on-demand opera
tions, and the occurrences of these events are unpredictable.
Traditional policy-based management systems and policy
authoring, such as relying entirely on Static authoring of “if
condition then actions' rules, become insufficient. New
approaches to the design and implementation of policy
based systems have emerged, including goal policies such as
described in the references entitled “An AI Perspective on
Autonomic Computing Policies’. Policies for Distributed
Systems, Networks, 2004 by J. O. Kephart and W. E. Walsh,
and “A Goal-based Approach to Policy Refinement'. Pro
ceedings 5th IEEE Policy Workshop (Policy 2004) by A. K.
Bandara, E. C. Lupu, J. Moffett, A. Russo. Other new
approaches to the design and implementation of policy
based systems have emerged, including utility functions, and
data mining and reinforcement learning Such as described in
the reference entitled “Reinforcement Learning: A Survey',
Journal of Artificial Intelligence Research, Volume 4, 1996
by L. P. Kaelbling, M. Littman, A. Moore.
0003. However, it is the case that none of these
approaches provides a systematic way to enable policy
based management system and its policies to be responsive
to new and ambiguous situations.
0004. It would be highly desirable to provide a statistical
approach to the design and implementation of a policy-based
management system by utilizing a mathematical technique
called Singular Value Decomposition (SVD).
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of mathematical and statistical techniques, such as eigen
vector decomposition, spectral analysis and factor analysis.
0006 Generally, the invention provides a system and
method using a statistical approach implementing Singular
Value Decomposition (SVD) to a policy-based management
system for autonomic and on-demand computing applica
tions. The statistical approach empowers a class of applica
tions that require policies to handle ambiguous conditions
and allow the system to “evolve' in response to changing
operation and environment conditions. In the system and
method providing the statistical approach, observed event
policy associated data, which is represented by an event
policy matrix, is treated as a statistical problem with the
assumption that there are some underlying or implicit higher
order correlations among events and policies. The SVD
approach according to the invention enables Such correla
tions to be modeled, extracted and modified. From these

correlations, recommended policies can be selected or cre
ated without exact match of policy conditions. With a
feedback mechanism, new knowledge can be acquired as
new situations occur and the corresponding policies to
manage them are recorded and used to generate new event
and policy correlations. Consequently, based on these new
correlations, new recommended policies can be derived.
0007 Thus, according to one embodiment of the inven
tion, there is provided an adaptive policy-based management
system, method and computer program product for comput
ing systems. The adaptive policy-based management system
comprises:
0008 a means for representing the occurrences of com
puter system events and action response policies from
computing system resources into a first event-policy data
Structure:

0009 a means for constructing a second event-policy
data structure from the first event-policy data structure, the
second event-policy data structure representing an event
policy vector space comprising associative patterns and
correlations in the event-policy data;
0010 a means for receiving observed event data set from
a computing system resource:
0011 a means for recommending a policy for the
observed event data set based on existing policy vectors in
the constructed event-policy vector space; and,
0012 a means enabling updating of the first event-policy
data structure and the second event-policy data structure
representing the event-policy vector space as new observed
event data sets are received, thereby increasing accuracy in
generating recommended policies as new event knowledge
is input.
0013 Further to this embodiment of the invention, the
adaptive policy-based management system includes a means
for storing received observed data event sets and corre
sponding action response policies from computing system
SOUCS.

SUMMARY OF THE INVENTION

0014 Moreover, the adaptive policy-based management
system further comprises:
00.15 an interface means is provided for enabling a user
to review and modify a recommended policy for the

0005 According to the present invention, there is pro
vided a statistical approach to the design and implementa
tion of a policy-based management system by utilizing a
mathematical technique called Singular Value Decomposi
tion (SVD). The SVD technique is closely related to a class

0016 a means for executing a recommended policy and
determining a policy’s effectiveness for managing the
observed event data set, wherein the storing means is
updated with the received observed data event sets and
corresponding modified response policies.

observed event data set; and,
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0017. Further to this embodiment, the means for recom
mending a policy for the observed event data set comprises:
a means for constructing a pseudo-policy vector for an
observed event set from data in the event-policy vector
space; and, a means for determining a recommended policy
based on proximity of the pseudo-policy vector and existing
policy vectors included in the event-policy vector space. The
means for determining a recommended policy comprises
means for applying a similarity metric between the pseudo
policy vector and one or more policy vectors.
0018 Preferably, according to the invention, first event
policy data structure comprises an event-policy matrix, and
the means for constructing a second event-policy data struc
ture from the first event-policy data structure comprises
means for implementing Singular Value Decomposition
(SVD) function on the event-policy matrix.
0019. According to another aspect of the invention, there
is provided a method for policy-based management of
computing systems, the method comprising:
0020 representing the occurrences of computer system
events and action response policies from computing system
resources into a first event-policy data structure;
0021 constructing a second event-policy data structure
from the first event-policy data structure, the second event
policy data structure representing an event-policy vector
space comprising associative patterns and correlations in the
event-policy data;
0022 receiving observed event data set from a computing

0029 FIG. 2 depicts an example simplified set of security
policies 100 that may be illustratively used for demonstrat
ing the policy-based management system of the invention;
0030 FIG. 3 depicts an example left singular vector E
resulting from Singular Value Decomposition of the event
policy matrix R;
0031 FIG. 4 depicts an example right singular vector P'
resulting from Singular Value Decomposition of the event
policy matrix R;
0032 FIG. 5 depicts an example matrix S resulting from
Singular Value Decomposition of the event-policy matrix R:
0033 FIG. 6 depicts an example plot of the resulting row
vectors of the reduced matrices (shaded columns of the E
matrix 80 in FIG.3 and P' matrix 85 in FIG. 4) that are taken
as coordinates of points representing events and policies in
an example two-dimensional space;
0034 FIG. 7 depicts an example flow chart 100 repre
senting the method steps employed for selecting and/or
creating a recommended policy based on a set of observed

system resource;

tion.

0023 recommending a policy for the observed event data
set based on existing policy vectors in the constructed
event-policy vector space;
0024 enabling updating of the first event-policy data
structure and the second event-policy data structure repre
senting the event-policy vector space as new observed event
data sets are received, thereby increasing accuracy in gen
erating recommended policies as new event knowledge is
input.
0025 Advantageously, the statistical approach imple
menting Singular Value Decomposition (SVD) to a policy
based management system for autonomic and on-demand
computing applications not only is applicable for traditional
policy systems where conditions in policy are fixed, but also
is applicable for ambiguous and unpredictable situations.
Moreover, the use of a SVD based-policy system and its
attendant efficiencies may be implemented for specific areas
of autonomic and on-demand computing Such as a feedback
loop, as a symptom recognition mechanism, and as a pre
dictive mechanism.

0026. The present invention may also be applied to other
applications, such as applications for selecting preferred
parties or persons (from a space of people) with low risks
and/or charging them for low fees, for example, for insur
ance (auto, life) coverage, as well as loan granting or
lending.
BRIEF DESCRIPTION OF THE DRAWINGS

0027. The objects, features and advantages of the present
invention will become apparent to one skilled in the art, in
view of the following detailed description taken in combi
nation with the attached drawings, in which:
0028 FIG. 1 depicts an example design and architecture
of the policy-based management system 10 according to the
invention;

events; and,

0035 FIG. 8 depicts a flow diagram illustrating the
interaction of an administrator with the system 10 to exam
ine, modify and create recommended policy.
DESCRIPTION OF THE PREFERRED
EMBODIMENTS

0036 FIG. 1 shows the design and architecture of a
policy-based management system 10 according to the inven
0037. As shown in FIG. 1, the system 10 includes an
event bus device 13 for event subscription, an administrator
console (AC) 15 for administrator actions, an event-policy
repository (EPR) 20 for storing event sets and policies, and
an SVD engine (SVDE) 60 comprising a number of func
tional modules as will be explained in greater detail herein
below. Events from managed resources (MR) 12a.12b, . . .
12m are communicated to the SVDE 50 to the event bus 13

periodically or on an “as needed basis for analysis to
produce a set of “symptoms', describing system status,
faults or performance. In a typical data center, for example,
there are thousands of different events reporting system
faults, status, and performance information and their occur
rences are unpredictable. Moreover, new events and condi
tions also appear as operating environment changes. The
communication of such event data to the SVDE may be
computer network based, e.g., by transmission over wired or
wireless communications links 17 to the event bus. For

example, a managed resource 12, e.g., a disk drive, com
municates a Common Base Event (CBE) structure or object
that holds information about a situation. One example situ
ation may be an indication that the disk drive's capacity is
at its maximum. This CBE is placed on the event bus so all
components which Subscribe to that event type can listen.
0038. As shown in FIG. 1, the SVD engine (SVDE) 60
comprises three (3) modules: an event-policy matrix gen
eration module 30 that executes functions for transforming
event sets and their associated policies from the EPR reposi
tory 20 into a matrix; an event-policy space construction
module 40 that executes functions for decomposing the
event-policy matrix utilizing an SVD technique to construct
an n-dimensional event-policy space wherein events and
policies that are closely associated are placed near one
another. One SVD technique in general that may be used
according to the invention is described in the reference
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entitled “Singular Value Factorization.” S3.2.7 in Numerical
Linear Algebra for Applications in Statistics. by Gentle, J. E.
Berlin: Springer-Verlag, pp. 102-103, 1998, the whole con
tents and disclosure of which is incorporated by reference
herein; and, a policy selection and/or creation module 50
that executes functions for examining the event-policy space
to select or create recommended policies which are closely
associated in space with the observed events for remedia
tion.

0039. The AC device 15 provides a user interface(not
shown) that enables an administrator or like authorized user
to select one of two system operation modes: 1) a Supervised
mode whereby the administrator is enabled to examine or
modify the recommended policy; or 2) an automatic mode,
whereby a recommended policy is accepted without further
examination. Initially, the system operates in the Supervised
mode, whereby the administrator examines the event set as
problems occur and executes the corresponding policy to
correct the problems. The system records the administrators
actions as event-policy data. After enough knowledge (or
trust) has been established, the system may be left to operate
in an automatic mode. However, should the automatically
generated policies fail to perform as the administrator has
expected, the administrator or like user may intervene via
the AC or revert the system to run in supervised mode.
0040. For ease of illustration and depicting operation of
the invention, a simplified set of security policies P1-P5 is
shown in FIG. 2 that govern computer usage events gener
ally as indicated as events E1-E9 and, particularly govern
user's IP network connectivity. As shown in FIG. 2, the
example set of security events and the policies implemented
include:

0041
0042
0043
0044
0045
0046
0047
0048
0049

E1-more than 25 failed logins in 5 minutes,
E2-more than 25 logins by a single user/IP.
E3-excessive logins in the entire system,
E4–excessive logins in a domain,
E5–excessive logins in an individual server,
E6=excessive accounts are blocked by security,
E7=excessive FTP connections,
E8-connection established to suspicious IP
E9=excessive unknown application terminations,

and

0050 Action for P1=block IP
0051 Action for P2=block network segment
0052 Action for P3=block sever access
0053 Action for P4=disable account
0054 Action for P5-restrict access to entire system.
0055 Thus, as shown in the example dataset of FIG. 2,
there is depicted an Event-Policy Matrix 75 (alternately
referred to herein as a correlation matrix) comprising a
dataset having m events (Em) and n policies (Pn), where
m=9 and n=5. The m events are entered as rows and the n

policies are entered as columns in the mixin correlation
matrix R. The entries in the event-policy matrix 75 are
simply number of occurrences of events in different policies.
That is, the entries in the correlation matrix reflect the

number of times the corresponding event or circumstances
appears in the corresponding policy. It is further understood
that the existing policies comprise, or is extracted from, logs
or other records of previous actions taken in the system
being managed or in other similar systems. It is further
understood that if any policy includes the negation of a given
event or circumstance, the correlation matrix also contains

entries reflecting the occurrence of the negation of each
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event and/or circumstance in each of the plurality of poli
cies. Moreover, if any policy contains a disjunction between
two or more events or circumstances, the correlation matrix

also contains entries reflecting the occurrence of that dis
junction in each of the plurality of policies.
0056. According to the invention, the matrix R is decom
posed into three matrices by SVD technique as in equation
(1) as follows:
R=ESP

(1)

where E and P' are the event-policy matrices of respective
left singular vectors (gene coefficient vectors) and right
singular vectors (expression level vectors) with an example
left singular vector E 80 shown in FIG. 3 and an example
right singular vector P 85 shown in FIG. 4. As shown in
respective FIGS. 3 and 4, left and right singular vectors are
both shown having orthogonal columns. FIG. 5 depicts the
matrix S90 which is the diagonal matrix (mode amplitudes)
of singular values ordered in decreasing magnitude. Accord
ing to the invention, these special matrices E. S and P' are the
result of a breakdown of the original event-policy relation
ships such as shown in the data set of FIG. 2 into linearly
independent event and policy components. Consequently,
each event or policy is represented by a vector. As shown in
FIG. 5, the values for many of these singular values are can
be ignored as they become relatively small. Usually, only the
first few largest singular values are needed and the rest
deleted. Thus, a reduced model which is approximately
equal to the original event-policy model with fewer dimen
sions can be built. This process, in essence, captures the
major relationships among events and policies while ignor
ing the minor ones by treating them as noise.
0057. In a two dimensional model where k=2 as shown in
the shaded elements 82, 87 and 92 in respective FIGS. 3, 4
and 5, all the event to event, policy to policy, and event to
policy similarities are now approximated by the first two
largest singular values of matrix S90 of FIG. 5. As a result,
the row vectors of the reduced matrices (shaded columns of
the E matrix 80 in FIG. 3 and P' matrix 85 in FIG. 4) are
taken as coordinates of points representing events and
policies in a two-dimensional space 95 as shown in FIG. 6
where events are represented as diamonds, e.g., event E693,
and policies as squares, e.g., policy P598. The dot product
or cosine between two vectors representing any two com
ponents corresponds to their estimated similarity. It is under
stood that in the example provided, while the number of
orthogonal factors “k' used in the example reduced model is
chosen to be two to represent a 2-dimensional space, it is
understood that the representation of a conceptual space for
any large policy collection usually requires a fairly large
number of orthogonal factors. For example, with k approxi
mately 0.6, the smaller of m or n, where m and n are the
dimensions of event and policy vectors respectively, would
give a good representation with estimation.
0058. The ability to select and/or create a policy based on
a new set of events as enabled by the present invention is
now described with respect to FIG. 7. FIG. 7 depicts an
example flow chart 100 representing the method steps
employed for selecting and/or creating a policy based on a
new set of observed events that are received as input via the
CBE as indicated at step 105. At step 110, a determination
is made as to whether an event of the observed events set is

a new event. If it is determined at step 110 that an event of
the observed events set does not include a new event, then
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the process proceeds to step 115 where a determination is
made as to whether the observed events set matches one or

more existing event sets as held in the repository. If an
observed event set matches one or more of the existing event
sets, the system simply retrieves its corresponding policy
from the event-policy repository 10 (FIG. 1) as indicated at
step 120. Returning to step 110, if an event of the observed
events set includes a new event, then the process proceeds
to step 125 where the policy selection and creation mecha
nism in the event-policy space is invoked to construct a
pseudo-policy based only on the existing events from the
event policy space. However, when a new set of events
occurs without any individual new event, as result of the
determination made at step 115, the policy selection and
creation mechanism in the event-policy space is invoked at
step 130. Particularly, at steps 125 and 130, functions are
executed in the policy selection and/or creation module 50
of FIG. 1 for examining the event-policy space to select or
create recommended policies. Thus, at steps 125 or 130,
using the new observed event set, a pseudo-policy is first
constructed as the weighted Sum of its constituent event
vectors. With appropriate rescaling of both the event and
policy axes, this amounts to placing the pseudo-policy at the
centroid of its corresponding event points. Then, this
pseudo-policy is compared against all existing policies by
calculating the cosine between the pseudo-policy vector and
the existing policy vector as a similarity metric. As a result
of vector comparison cosine calculations, those policies with
the highest cosines (the nearest vectors) to the pseudo-policy
are selected as shown at step 140 in FIG. 7. Their policy
actions are appropriately merged at step 150 to form the
recommended policy. It is understood that the choice of the
threshold cosine value plays a significant role in the number
and the accuracy of the policies selected. One technique that
may be implemented would be to first use a small cosine
value to enable a broader search space initially, and reduce
the search space gradually as more data is accumulated to
maximize accuracy.
0059. In an alternate embodiment, referring back to FIG.
7, after a result of vector comparison cosine calculations and
selection of those policies with the highest cosines (the
nearest vectors) to the pseudo-policy as shown at Step 140,
those policy actions are appropriately merged at step 160 to
form a resultant vector. Then, proceeding from step 160, an
administrator or like authorized user may examine and
modify the resultant policy to create the recommended
policy as indicated at step 170. Thus, referring back to FIG.
6 depicting the 2-dimensional plot 95 of Es and Ps, when an
observed event set includes at least one new event, the

system only uses the existing events to form the pseudo
policy and selects the recommended policy. However, this
recommended policy must be examined by the administrator
regardless of what operation mode the system is currently in.
The administrator, at his/her discretion, may accept, modify
or add new actions to this recommended policy via the
administrator console 15 of FIG. 1. The recommended

policy, whether modified or not by the Administrator) will be
executed to determine its effectiveness for the corresponding
event set as indicated at block 70, FIG. 1. Upon successful
execution of the recommended policy, the new events and
actions are fed back from the Administrator Console 15 via
feedback loop 21 to the event-policy repository 20 where it
will be recorded. After receiving the new event policy entry
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at the repository, the SVDE 60 is triggered to re-construct a
new event-policy space for Subsequent uses. As a result, new
knowledge is acquired.
0060 FIG. 8 is a flow diagram 200 illustrating the
interaction of an administrator with the system to examine,
modify and create recommended policy. As shown in FIG.
8, at a first step 205, the system receives a set of observed
events. At step 210, a determination is then made as to

whether a new event is included in the observed event set.

If no new event is present in the observed event set, then the
process proceeds to step 215 where the system is placed in
an automatic mode. The process then proceeds to step 220
which represents the step of selecting or constructing a
recommended policy as described in detail with respect to
FIG. 7. The recommended policy is then executed as
depicted at step 225. After execution of the recommended
policy, a determination is made at step 230 to determine
whether the recommended policy was successfully
executed. If the policy was successfully executed, then the
process terminates. Referring back to step 210, if it has been
determined that a new event is included in the observed

event set, then the process proceeds to step 250, FIG. 8,
where the system is placed in a Supervised mode of opera
tion. Thereafter, at step 255, a resultant policy is constructed
from the event-policy space as explained herein with respect
to FIG. 7. Then, continuing to step 260, the resultant policy
is examined and potentially modified by the administrator in
order to create a recommended policy. Referring back to step
230, FIG. 8, if it is determined that the recommended policy
was not successfully executed, then the system is placed in
a supervised mode of operation as indicated at step 270. In
this mode, as indicated at step 275, the old recommended
policy is examined and potentially modified by the admin
istrator in order to create a new recommended policy.
0061 An illustrative example is now provided for gen
erating a recommended policy based on a set of observed
events is now provided. Specifically, for the example event
policy matrix 75 depicted in FIG. 2, an example embodi
ment of the invention is now described. In a first example,
with k=2 and a threshold cosine value of 0.7, an example
observed event set consists of E2 and E3, a direct match of
P2 is found; thus, the system simply applies P2 as the
recommended policy. However, according to the invention,
relevant policies can be further retrieved depending on their
proximity to the pseudo policy formed by E2 and E3, despite
the fact that an exact match is found. This is useful in the

case that the application needs to cover a broader spectrum
of recommended policies.
0062. In a further example, an observed event set consists
of E4 and E5; a search indicates that there is no matching
policy in the current repository. A pseudo-policy PS is
constructed from E4 and E5, represented as point “q as
shown in the two-dimensional event-policy space plot 95
generated as depicted in FIG. 6 which is the centroid of
vector E497 and E599. Policies P2, P3 are selected as they
are within the dotted cone 96 with a cosine value of 0.7 from
plotted point “q.
0063. In still a further example, an observed event set
consists of E693, E994 and, a new event E10 (excessive
external traffic). The system uses E6 and E9 to form the
pseudo policy represented as point “f” as shown in FIG. 6.
Using a cosine value of 0.7 from plotted point “f”, policy P5
is selected as the recommended policy. As in the example
policy matrix described hereinabove with respect to FIG. 2,
the action of policy P5 is to restrict system access for only
critical missions. An administrator examines P5, and due to

the external threat of system attacks indicated by E10, he
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adds an action A6, e.g., issue a red security alert action, to
the recommended policy. Upon Successful execution, this
new policy, now named P6, with actions A5 and A6, events
E6, E9 and E10 are recorded. Subsequently, the SVDE is
triggered to re-construct the event-policy space for Subse
quent uses.

0.064 Advantageously, the statistical approach imple
menting Singular Value Decomposition (SVD) to a policy
based management system for autonomic and on-demand
computing applications not only is applicable for traditional
policy systems where conditions in policy are fixed, but also
is applicable for ambiguous and unpredictable situations.
Moreover, the use of a SVD based-policy system and its
attendant efficiencies may be implemented for specific areas
of autonomic and on-demand computing Such as a feedback
loop, as a symptom recognition mechanism, and as a pre
dictive mechanism.

0065. The present invention may be applied to other
applications, such as applications for selecting preferred
parties or persons (from a space of people) with low risks
and/or charging them for low fees, for example, for insur
ance (auto, life) coverage, as well as loan granting or
lending.
0066. The present invention has been described with
reference to diagrams of methods, apparatus (systems) and
computer program products according to embodiments of
the invention. It will be understood that each diagram can be
implemented by computer program instructions. These com
puter program instructions may be provided to a processor
of a general purpose computer, special purpose computer,
embedded processor or other programmable data processing
apparatus to produce a machine. Such that the instructions,
which execute via the processor of the computer or other
programmable data processing apparatus, create means for
implementing the functions specified herein.
0067. These computer program instructions may also be
stored in a computer-readable memory that can direct a
computer or other programmable data processing apparatus
to function in a particular manner, such that the instructions
stored in the computer-readable memory produce an article
of manufacture including instruction means which imple
ment the functions specified herein.
0068. The computer program instructions may also be
loaded onto a computer-readable or other programmable
data processing apparatus to cause a series of operational
steps to be performed on the computer or other program
mable apparatus to produce a computer implemented pro
cess such that the instructions which execute on the com

puter or other programmable apparatus provide steps for
implementing the functions specified herein.
0069. The invention has been described herein with ref
erence to particular exemplary embodiments. Certain alter
ations and modifications may be apparent to those skilled in
the art, without departing from the scope of the invention.
The exemplary embodiments are meant to be illustrative, not
limiting of the scope of the invention.
1. An adaptive policy-based management system for
computing Systems comprising:
a means for representing the occurrences of computer
system events and action response policies from com
puting system resources into a first event-policy data
Structure:

a means for constructing a second event-policy data
structure from said first event-policy data structure,
said second event-policy data structure representing an
event-policy vector space comprising associative pat
terns and correlations in the event-policy data;
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a means for receiving observed event data set from a
computing system resource;
a means for recommending a policy for said observed
event data set based on existing policy vectors in said
constructed event-policy vector space;
a means enabling updating of said first event-policy data
structure and said second event-policy data structure
representing said event-policy vector space as new
observed event data sets are received, thereby increas
ing accuracy in generating recommended policies as
new event knowledge is input.
2. The adaptive policy-based management system as
claimed in claim 1, further comprising:
a means for storing received observed data event sets and
corresponding action response policies from computing
system resources;

an interface device for enabling a user to review and
modify a recommended policy for said observed event
data set;

a means for executing a recommended policy and deter
mining that policy’s effectiveness for managing said
observed event data set; and,

if said executed recommended policy is determined effec
tive, updating said storing means with said received
observed data event sets and corresponding modified
response policies.
3. The adaptive policy-based management system as
claimed in claim 1, wherein said means for recommending
a policy for said observed event data set comprises:
a means for constructing a pseudo-policy vector for an
observed event set from data in said event-policy vector
space; and,
a means for determining a recommended policy based on
proximity of said pseudo-policy vector and existing
policy vectors included in said event-policy vector
Space.

4. The adaptive policy-based management system as
claimed in claim 3, wherein said means for determining a
recommended policy comprises means for applying a simi
larity metric between said pseudo-policy vector and one or
more policy vectors.
5. The adaptive policy-based management system as
claimed in claim 4, wherein said applied similarity metric
includes a dot product function, said recommended policy
comprising a policy vector based on a resulting dot product
value within a threshold value.

6. The adaptive policy-based management system as
claimed in claim 5, wherein more than one policy vectors
provide dot product values below said threshold value, said
system further comprising means for merging said one or
more policy vectors to form a resultant recommended policy.
7. The adaptive policy-based management system as
claimed in claim 3, wherein said means for constructing a
pseudo-policy vector for an observed event data set com
prises obtaining a centroid of said event data points in said
observed event data set and generating an event vector
corresponding to said centroid.
8. The adaptive policy-based management system as
claimed in claim 1, wherein said first event-policy data
structure comprises an event-policy matrix, said means for
constructing a second event-policy data structure from said
first event-policy data structure comprises means for imple
menting Singular Value Decomposition (SVD) function on
said event-policy matrix.

US 2007/0282778 A1

9. The adaptive policy-based management system as
claimed in claim 1, wherein said observed event data set

from a computing system resource comprises one or more
of system faults, system status or performance information
of said resources.

10. The adaptive policy-based management system as
claimed in claim 1, wherein said observed event data set

includes a new event or new event patterns for which no
existing policy matching condition exists.
11. A method for policy-based management of computing
systems, said method comprising:
representing the occurrences of computer system events
and action response policies from computing system
resources into a first event-policy data structure;
constructing a second event-policy data structure from
said first event-policy data structure, said second event
policy data structure representing an event-policy vec
tor space comprising associative patterns and correla
tions in the event-policy data;
receiving observed event data set from a computing
system resource:

recommending a policy for said observed event data set
based on existing policy vectors in said constructed
event-policy vector space;
enabling updating of said first event-policy data structure
and said second event-policy data structure represent
ing said event-policy vector space as new observed
event data sets are received, thereby increasing accu
racy in generating recommended policies as new event
knowledge is input.
12. The method as claimed in claim 11, further compris
ing:
storing, in a data storage device, received observed data
event sets and corresponding action response policies
from computing system resources;
enabling a user to review and modify a recommended
policy for said observed event data set via an interface;
executing a recommended policy and determining a poli
cy’s effectiveness for managing said observed event
data set; and,

if said executed recommended policy is determined effec
tive, updating said storing means with said received
observed data event sets and corresponding modified
response policies.
13. The method as claimed in claim 11, wherein said

recommending a policy for said observed event data set
comprises:
constructing a pseudo-policy vector for an observed event
set from data in said event-policy vector space; and,
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determining a recommended policy based on proximity of
said pseudo-policy vector and existing policy vectors
included in said event-policy vector space.
14. The method as claimed in claim 13, wherein said

determining a recommended policy comprises: applying a
similarity metric between said pseudo-policy vector and one
or more policy vectors.

15. The method as claimed in claim 14, wherein said

applied similarity metric includes a dot product function,
said recommended policy comprising a policy vector based
on a resulting dot product value within a threshold value.
16. The method as claimed in claim 15, wherein more

than one policy vectors provide dot product values below
said threshold value, said method further comprising: merg
ing said one or more policy vectors to form a resultant
recommended policy.

17. The method as claimed in claim 11, wherein said first

event-policy data structure comprises an event-policy
matrix, said constructing a second event-policy data struc
ture from said first event-policy data structure comprises
implementing a Singular Value Decomposition (SVD)
function on said event-policy matrix.
18. A program storage device tangibly embodying soft
ware instructions which are adapted to be executed by a
computing device to perform a method for policy-based
management of computing systems according to claim 13.
19. A method for creating new policies for automated
decision-making, the method comprising:
creating a correlation matrix having entries reflecting the
correlation, in a set of existing policies, between a
plurality of events and/or circumstances and a plurality
of policies;
determining existence of a match between an observed set
of events and/or circumstances against the entries in the
correlation matrix, and,
if there is no exact match between the observed set of
events and/or circumstances and the entries in said

correlation matrix, then,

utilizing a singular-value decomposition (SVD) technique
for constructing a new policy responsive to the
observed set of events and/or circumstances and the
correlation matrix.

20. The method as in claim 19, further comprising:
updating the correlation matrix to include the newly-con
structed policy.

