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compression encoded data representative of protected media signals. The apparatus comprises a data

analyser which is operable to receive compression encoded data representative of the media signals and

to select low perceptibility data bits in the compression encoded data which when altered would have a
relatively low perceivable effect on the media signals recovered from compression decoding the
compression encoded data after the selected bits had been altered. The bits are selected in accordance
with predetermined criteria. The apparatus also comprises an information validation engine which is

operable to form a normalised version of the compression encoded data by setting the selected data bits

in the compression encoded data to a predetermined value and to generate a secure hash value of the
normalised version of the compression encoded data. The information validation engine then forms the
protected compression encoded data by replacing the selected data bits of the normalised compression

encoded data with the data bits of the secure hash value. By generating a secure hash of the normalised
bitstream rather than the original bitstream, subsequent authentication of the bitstream to verify that the
bitstream has not been changed becomes possible without increasing the size of the bitstream.

205 E i
2y Analyser i; Normalise Ca;_llc;uslﬁte > Encrypt E
Sy S S <
210 230 240 y 260 .
| Embed | !

! = Signed o>

220, o704]  Hesh 280

VY ¢9L6lv ¢ 99



] %,115
f_J
110
Y VA :
Compression ' | Validation . |
Encoder i | Data Generator *|  Recorder :
S S - S
120 3o 140 b
Fig. 1
| Receiver !
: < :
+ 720 730 :
E < 710 S :
| Authenticator —{ Decompressor |——



205 E i
2. Analyser E= Normalise > Cal_li(;uslﬁte > Encrypt i
Sy S S =
210 230 240 | 260
E Embed | !
! > Signed ="
220, 270~ Hash 1 280
Fig. 2
{840
805 E Extract E
2. Analyser —| Embedded »  Decrypt !
: Data !
S I S S !
810 | { 830 850 ! |
| 4 y 1
E—» Normalise Cﬂg‘gﬁte Compare i R
P S S S 890
820~ 860 870 880 .



-

3&?, i Calculate E
Analyser E » Normalise — MAC E
Sy S S
310 330 340 |
; Y :
: | Embed |
: oM [T
320, 360 + 380
Fig. 3
92_5, E Extract E
Analyser : > MAC E
SV S
910 | 930 !
E —>{ Normalise Ca'\lllcxgte Compare : .
' 1 980
[ H H H ]
920~ 940 960 970 :



VLC

4/6

VLC VLC VLC FLC EOB
S S S S S N
410 420 430 440 450 460
Fig. 4
VLC VLC VLC VLC FLC EOB
Candidate Candidate Candidate
Code Code Code
N N N N N N
410" 420' 430’ 440’ 450’ 460’
Fig. 5
622 642 652 094
VLC VLC \ VLC VLC N FLC N / EOB
0 0 0{0
N — AN — A— ~ oS
410 420" 430 440u 450" 460

Fig. 6



5/6

RuniLevel| Code Run|Level| Code Run]Level| Code
011 [1s e 111 [ofls 71 1 [000100s
1 [is - 2 10001105 2 0000000107015
2 [0100s 3 1001001075 8 1 1 ]0000141s
3 [00101s 4100000011005 2 [000000010001s
4 00001105 5 1000000011011 9 |1 00001015
5 1001001105 6_{0000000010110s 2 10000000010007s
6100100001 7 0000000010101 1011 [00100111s
710000001010 8_1000000000011117s 2 0000000010000
8_[000000011107s 9_[000000000011110s 17111 [00100011s
9 1000000011000s {710 [000000000011101s 200000000000710105
1000000001001 1 [417]000000000017100s 1211100100010
11 1000000010000s | 1040 [12 [000000000071011s 2 10000000000011001s
12 10000000011010s 13 1000000000011010s 1311 1001000005
13 0000000074007 14 1000000000110 2_0000000000011000s
A 114 1000000001000 | [15700000000007001Ts 14 1100000011105
1010 [_15100000000101s | ~1 [ 16 [000000000010010s 2_00000000000101T1s
16 [00000000011111s_| 1050 |17 [000000000010001s 1511 100000011015
17100000000011110s 18 1000000000010000s 2_[0000000000010170s
18 100000000011101s 2 |1 10101 1611 100000010005
1900000000070 210000100 2_0000000000070701s
20 [00000000011011s 3 [0000001017s 1711 0000000011115
L1721 T00000000011010s 4 (0000000101005 18] 1 1000000011010s
/1 22 T00000000011001s 5_[0000000010100s 1911 [000000011001s
1020 173 T00000000071000s 31 1 [00ffts 2011 [000000010111s
24 T00000000010711s 21001001005 2411 ]000000010110s
25 100000000010110s 7_000000011100s 221 1 [0000000011111s
26 100000000010101s 4~ 10000000010011s 231 1_]0000000011110s
27 100000000010100s 4 |1 00M0s 24T 1]0000000011101s
28 {00000000010011s 21000000115 2511 [0000000011100s
29 1000000000100705 3000000010010 261 1 [0000000011011s
30 100000000010001s 5 11 1000111s 271 1_[000000000001111s
31 0000000001000 210000001007 2811 {0000000000014110s
321 000000000770005 3 (0000000010010 291 1 [0000000000011100s
331 000000000101115 6 | 10001015 301 [0000000000011100s
34 T00000000010710s 2100000007110 3111 {0000000000011011s
35 100000000010107s 30000000000010100
T o
37 $
1030 [ 35 00000000010010s End-of-Block 83000 1
39 00000000010001s § -+ Firt coefficent of a non-inra block only LESC2e
40_100000000010000s §  ** Not first coefficient in a non-intra block

Sign bit s s 0 for positive and 1 for negative

Fig. 10A




6/6

Run|Level| Code RuniLevel| Code Run!Level{Code
0] 1 [10s 111 [010s 71 1 [0000100s
7 [110s 2 100110s 2 1000000010101s
3 10111 3 [1111001s 8 11 1000010%s
4 [11100s 4 [001001M1s 2000000010007
5 [11101s 5 (001000005 9 | 1 1111000
176 {000101s 6 [0000000010T10s 2 10000000070007s
A 177 T000100s 7 0000000010101 101 1 1111010
1060 7§ T111011s 8_[00000000001411Ts 2000000007000
9 [1111100s 9 [000000000071110s 111 00100001s
10 10010001fs {710 [000000000011101s 2 0000000000071010s
111001000105 A T171000000000011100s 1211 1001001015
12 [11111010s 1090 1712 1000000000011011s 2 {0000000000011001s
13 [11111011s 13 1000000000011010s 131 1 1001001005
14 11110 141000000000011001s 2 {0000000000017000s
15 [11itl1s | [715 [000000000010011s 141 1 ]000000107s
16_[0000000007T%s | T [ 16 [000000000010010s 7 0000000000011
17100000000014110s | 1100 |17 [000000000010001s 1511 ]000000111s
18_00000000011101s 18_]000000000010000s 2 0000000000010110s
19 [00000000011100s 31 1 00101s 161 1 10000001101
20 [00000000011011s 21000011 2 0000000000010701s
24 100000000011010s 3 11111005 1711 [000000011111s
22 100000000011001s 4100000011005 18] 1 0000000110105
/T 123 To0000000011000s 5 0000000010100 19] 1 0000000110015
1070 1724 100000000010111s 31 1 [00ills 20 1 0000000101415
25 100000000010110s 2 100100110s 211 1 |000000010110s
26 [00000000010101s 3000000011105 221 1 10000000011111s
27 100000000010100s 4[0000000010011s 231 1 1000000001105
28 100000000010011s 4 |1 0001105 241 1 1000000001101s
29 100000000010010s 2 [111110%s 251 1 1000000001100
30 100000000010001s 3000000010010 261 1 1000000001105
31 100000000010000s 51 1 [0001H1s 271 1 100000000000111T1s
~37_100000000011000s 2 1000000100s 2811 10000000000011110s
331 00000000010111s 310000000010010s 2011 [0000000000011101s
34 [00000000010110s 6 1 1 0000110s 301 1 0000000000011100s
35 1 00000000010101s 2 1000000017110s 3111 10000000000011011s
36 100000000010100s 3 10000000000010700s
| {oooooonoton Specal | Code
8 100000000010010s
1080 gg 000080800100015 End-of-Block 0110
| [740 T00000000010000s Escape | 000001

Sign bit s is 0 for positive and 1 for negative

Fig. 10B




10

15

20

25

2419762

DATA PROCESSING APPARATUS AND METHOD

Field of Invention

The present invention relates to a data processing apparatus and method for
validating compressed data. Embodiments of the invention can provide an encoding
data processing apparatus and method, and a decoding data processing apparatus and
method for generating validated compression encoded data representative of validated
media signals.

Background of the Invention

It is desirable when disseminating digital compressed data to prevent
unauthorised alteration of the compressed data. Copy protection and authentication
techniques for addressing this undesirable behaviour include public/private key
encryption and the use of hash generated digital signatures. Example non-alteration
techniques using real-time labelling of digital video data are described in the paper
“Real-time Labelling of MPEG-2 Compressed Video” by Gerrit C. Langelaar,
Reginald L. Lagendijk and Jan Biemond of Delft University of Technology, The
Netherlands.

Summary of Invention

According to a first aspect of the present invention, there is provided an
encoding data processing apparatus which is operable to generate protected
compression encoded data representative of protected media signals. The apparatus
comprises a data analyser which is operable to receive compression encoded data
representative of the media signals and to select low perceptibility data bits in the
compression encoded data which when altered would have a relatively low perceivable
effect on the media signals recovered from compression decoding the compression
encoded data after the selected bits had been altered. The bits are selected in
accordance with predetermined criteria. The apparatus also comprises an information
validation engine which is operable to form a normalised version of the compression
encoded data by setting the selected data bits in the compression encoded data to a

predetermined value and to generate a secure hash value of the normalised version of
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the compression encoded data. The information validation engine then forms the
protected compression encoded data by replacing the selected data bits of the
normalised compression encoded data with the data bits of the secure hash value.

A hash value may be generated from an input bitstream using a hash algorithm
and comprises a unique fixed-length string of digits (typically 160 bits) known as a
"message digest" that represents the original message. A hash value cannot be reverse
engineered to determine the original message, and the same message digest will not
usually be generated from two different inputs. Because of these properties, a hash
value is particularly useful for uniquely identifying a bitstream, and may therefore be
used to determine its authenticity, in particular whether the bitstream has been
modified since the hash value was generated.

If, for the purpose of authentication, validation data such as a hash is to be
added to a bitstream, this can be performed either by inserting the validation data into
or at the beginning or end of the bitstream. This does not result in the loss of any data
from the bitstream, but results in an increase in the length of the bitstream.
Alternatively, existing data bits of the bitstream can be replaced with validation bits of
the validation data. This ensures that the bitstream remains the same length, but
results in the loss of original data from the bitstream.

If a hash of a bitstream is generated before and then after modification of the
bitstream, different hash values will be result in each case. Accordingly, if a hash
value representing a bitstream is then embedded into the bitstream by replacing
selected bits, the bitstream is thereby modified and a hash taken of the modified
bitstream at a later time will produce a different value to the hash value carried in the
bitstream itself.

The invention recognises that the data bits which are to be replaced with bits of
the hash data should have the same value every time a hash is generated or else any
hash-based authentication routine will always determine that a modification has taken
place and that the bitstream is not authentic. Accordingly the present invention forms
a normalised version of the compressed information signals in which the selected bits
are all set to a predetermined known value. It is from this normalised version of the
compressed information signals that the hash is generated. By generating and storing

the hash in this way, the compression encoded data can be authenticated at a later time
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by determining which bits within the compression encoded data are the selected bits
storing the hash value, extracting the stored hash value and setting the selected bits to
the predetermined value used when initially generating the hash value to be stored. A
hash is then taken of the compression encoded data with the bits set to their
predetermined values. The newly generated hash value can then be compared with the
extracted hash value to determine whether the compression encoded data has been
altered. With this arrangement the embedding of the hash data within the compressed
bitstream will not affect hash generation and will therefore not impede the
authentication process.

To provide security, and prevent the hash value from being replaced, the hash
value is encrypted. Many different forms of encryption could be used. For instance,
the hash value may be digitally signed after its generation by encrypting it using a
private key before embedding it into the compression encoded data to form the
validated compressed information signals. A corresponding public key will then be
required in order to decode the hash. Alternatively, the hash value could be generated
in the form of a message authentication code, whereby it is generated not only on the
basis of the compressed bitstream, but also on the basis of a secret key. In this case,
the secret key will be required at a decoding apparatus in order to determine whether
the compressed bitstream is valid and should be decoded. The former method of using
private/public key encryption uses a two-step verification process, specifically the
digital signature is verified and then the hash value itself is verified. Anyone is able to
verify the data if they posses the public key corresponding to the private key used to
encrypt the hash value. Further, digitally signing the hash results in a relatively large
set of validation data to be inserted in the bitstream. For instance, the hash value itself
may be 160 bits in length, and the corresponding digital signature may be around 1024
bits in length. In contrast, with the message authentication code method, a single
verification step is required in order to determined whether the compressed bitstream
has been altered, although this requires the secret key with which the message
authentication code was generated and may therefore require the originator of the
compressed bitstream to actually verify that no change has occurred. The message

authentication code is however typically much smaller than a signed hash value, and

may be for instance around 128 bits in length.
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According to a second aspect of the present invention, there is provided a
decoding data processing apparatus which is operable to validate protected media
signals by decoding protected compression encoded data representative of the
protected media signals. The apparatus receives protected compression encoded data
containing validation data, the validation data having been calculated by identifying
selected data bits in the compression encoded data in accordance with predetermined
criteria which when altered would have a relatively low perceivable effect on the
media signals, setting the selected data bits to a predetermined value to form a
normalised version of the compression encoded data, calculating a secure hash value
of the normalised version of the compression encoded data and replacing the selected
data bits of the normalised version of the compression encoded data with the data bits
of the secure hash value. The apparatus comprises a data analyser which operable to
receive the protected compression encoded data and to identify selected data bits in the
protected compression encoded data in accordance with the predetermined criteria.
The apparatus also comprises an authentication engine which is operable to extract the
validation data from the selected bits, to form a normalised version of the validated
compression encoded data by setting the selected bits in the validated compression
encoded data to a predetermined value, and to calculate a hash value of the normalised
version of the validated compression encoded data. The decoding apparatus then
compares the extracted validation data with the calculated hash value and verifies the
protected compression encoded data being as valid if the validation data and the
calculated hash value match.

Further respective aspects and features of the present invention are defined in

the appended claims and include encoding and decoding methods, computer software

and a data bearing medium.

Brief Description of the Drawings

Embodiments of the invention will now be described, by way of example only,
with reference to the accompanying drawings in which:

Figure 1 schematically illustrates an example apparatus for recording and

encoding video information;
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Figure 2 schematically illustrates a validation data embedder suitable for use
with the apparatus of Figure 1;

Figure 3 schematically illustrates an alternative validation data embedder
suitable for use with the apparatus of Figure 1;

Figure 4 schematically illustrates a small section of a compressed bitstream;

Figure 5 schematically illustrates candidate codes within the bitstream of
Figure 1 which have been selected to store validation bits;

Figure 6 schematically illustrates the preparation of a normalised version of the
bitstream of Figure 5;

Figure 7 schematically illustrates an example apparatus for receiving and
decoding validated video information, such as that generated by the apparatus of
Figure 1;

Figure 8 schematically illustrates an authenticator suitable for use with the
apparatus of Figure 7,

Figure 9 schematically illustrates an alternative authenticator suitable for use
with the apparatus of Figure 7; and

Figures 10A and 10B schematically illustrate example candidate codes suitable
for storing validation bits.

Description of Example Embodiments

Figure 1 schematically illustrates an example apparatus for recording and
encoding video information. The apparatus comprises a video camera 110 operable to
generate a video signal corresponding to a scene 115, a compression encoder 120 for
receiving the video signal from the video camera 110 and compression encoding it to
form compressed video data, thereby reducing the volume of data to be communicated,
and a validator 130 for generating validation data, embedding it into the compressed
video signal and communicating the compressed video signal and validation data to a
receiving apparatus (to be described later with reference to Figure 7). The validator
130 comprises a validation data generator 140 for generating validation data from the
compressed video data and a recoder 150 for generating protected compressed video
data comprising the compressed video data and the validation data, and for

communicating the protected compressed video data to a receiving apparatus.
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An example apparatus for embedding validation data into a compressed
bitstream is illustrated schematically in Figure 2 and corresponds to the validator 130
described with reference to Figure 1. The apparatus of Figure 2 comprises an analyser
210 which receives a compressed bitstream 205 comprising codes, such as the
compressed bitstream generated by the compression encoder 120 of Figure 1. The
analyser 210 identifies candidate bits within the bitstream which are to be modified by
replacing them with validation data. Specifically, the analyser 210 identifies candidate
codes within the bitstream which are to be modified by replacing one or more least
important bits of the code with validation data. These least important bits are the
candidate bits, and these candidate bits within the candidate code should be those bits
that will have the smallest effect on the meaning of the candidate code when decoded.
In some compression schemes these least important bits may be the least significant
bits (LSBs) of the code, but in other compression schemes the least important bits may
be present at other positions within the candidate codes. The analyser 210 outputs
selection data corresponding to the identified candidate codes.

The candidate codes selected will be those the alteration of which would have
an acceptably small effect on the information contained in the bitstream, and would
preferably be those codes the alteration of which would have the smallest effect on the
information contained in the bitstream. The compressed bitstream, along with the
candidate code selection data generated by the analyser 210, is passed to an
information validation engine 220 where validation data will be generated and
embedded into the bitstream. Specifically, the information validation engine
comprises a normaliser 230, which receives the compressed bitstream and the
candidate code selection data from the analyser 210 and generates a normalised
bitstream by setting the one or more candidate bits of each candidate code to a
predetermined value. It will be appreciated that all candidate bits within the
normalised bitstream could be set to a single value, such as zero or one, or
alternatively could be set to values such as zero or one in accordance with a
predetermined pattern, for instance by alternating between zero and one over a series
of candidate bits.

The normalised bitstream is passed to a hash calculator 240 which generates a

hash from the normalised bitstream. The calculated hash is then passed to an
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encryption module 260 which encrypts the hash using a supplied private key 250 to
generate a signed hash. The normalised bitstream from the normaliser 230 and the
signed hash from the encryption module 260 are then both passed to an embedder 270
where the normalised candidate bits in the normalised bitstream are replaced with
respective bits of the signed hash to generate a protected compressed bitstream 280.
The purpose of the signed hash embedded within the protected compressed bitstream
280 is to enable verification that no changes have been made to the protected
compressed bitstream 280 after the signed hash has been embedded into it. Encrypting
the hash to generate the signed hash makes the system secure by inhibiting any
attempts to tamper with the hash value within the protected compressed bitstream,
although results in a greater amount of data being embedded into the bitstream. Other
hash operations are also possible, and can result in data being embedded into the
bitstream. For instance, running hashes of two or more successive data blocks can be
generated to prevent blocks of data from being cut from the bitstream or moved to
other areas of the bitstream. Additionally, hashes can be taken of successive hashes
generated in respect of successive blocks of data.

Referring to Figure 3, an alternative apparatus for embedding validation data
into a compressed bitstream is illustrated schematically and corresponds to the
validator 130 described with reference to Figure 1. The apparatus of Figure 3
comprises an analyser 310 which receives a compressed bitstream 305 and generates
candidate selection data based on the compressed bitstream 305. The analyser 310
corresponds to, and performs the same basic function as, the analyser 210 of Figure 2
and will not be described again in detail. The bitstream analysed by the analyser 310
and the corresponding candidate code selection data are passed to an information
validation engine 320 where validation data will be generated and embedded into the
bitstream. Specifically, the information validation engine 320 comprises a normaliser
330, which receives the compressed bitstream and the candidate code selection data
from the analyser 310 and generates a normalised bitstream by setting the one or more
candidate bits of each candidate code to a predetermined value. The normaliser 330
corresponds to, and performs the same basic function as, the normaliser 230 described

with reference to Figure 2 and will not be described again in detail.
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The normalised bitstream is passed to a message authentication code (MAC)
calculator 340 which generates a MAC from the normalised bitstream using a supplied
secret key 350. A MAC is a type of keyed hash which unlike the standard hash
described above is generated not only on the basis of an input bitstream, but also on
the basis of a secret key. Accordingly, this techique does not require an encryption
module to encrypt the message authentication code because it is already encrypted at
the time of its creation. The normalised bitstream from the normaliser 330 and the
MAC from the message authentication code calculator 34 are then both passed to an
embedder 360 where the normalised candidate bits in the normalised bitstream are
replaced with respective bits of the MAC to generate a protected compressed bitstream
380. As with the signed hash of Figure 2, the message authentication code embedded
within the protected compressed bitstream 380 enables verification that no changes
have been made to the protected compressed bitstream 380 after the message
authentication code has been embedded into it.

Referring to Figure 4, an example MPEG-2 bitstream fragment is schematically
illustrated and comprises four variable length codes (VLCs) 410, 420, 430 and 440,
one fixed length code (FLC) 450 and one end of block code (EOB) 460. Although the
example bitstream fragment is an MPEG-2 bitstream fragment, alternative data
formats for video data, audio data, or other data, may also be used. Variable length
codes may be of a variety of different lengths, depending on the information they
represent. For instance, the variable length codes in MPEG-2 may range in length
from 2 bits to 16 bits. However, fixed length codes in MPEG-2 always have a fixed
length, of for instance 24 bits. Of the 24 bits of a fixed length code, the first 6 bits
specify an escape code, the second 6 bits specify a run length of the fixed length code,
and the final 12 bits specify a code value.

If validation data is to be inserted into the bitstream by replacing existing bits
within the bitstream with validation bits, it is important to ensure that the resulting
changes to the bitstream will have a relatively small effect on the information content
represented by the bitstream. This can be achieved by identifying codes within the
bitstream that correspond to large magnitude changes in the information represented
by the bitstream and replacing the least significant bits (LSBs) of the identified codes
with the validation bits. In the case of an MPEG-2 compressed bitstream, the
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bitstream comprises sequential blocks, each block comprising a sequence of
codewords and representing a portion of an image frame. Each block within the
bitstream is terminated with an end of block (EOB) code, any code following the end
of block code relating to a subsequent block.

It should be recognised that the basic meaning of some variable length codes
and most fixed length codes is maintained if the least significant (non-sign bit) is
toggled to a different value. Specifically, in the case of a fixed length code, toggling
the least significant bits of the code changes the code into another code of the same
length (in bits) that also corresponds to the same run-length and, assuming the code
comprises several or more bits, almost the same signal level. In the case of variable
length codes, this principle will also apply, but only for certain predetermined variable
length codes.

A number of factors help to determine which codes may be suitable candidates
for replacement. For instance, longer codes tend to be good candidates for
replacement, and fixed length codes (FLCs), due to the length of their code value
portion (12 bits in the present case), are particularly good candidates, and may even
allow two or more least significant bits to be replaced with validation data bits without
introducing an unacceptable level of distortion. For instance, if the compression
encoded data includes variable length codes which vary in length from 2 bits to 16
bits, and fixed length codes which always contain a code value portion of 12 bits in
length, the data analyser may select candidate codes only from variable length codes
exceeding 10 bits in length, or from any fixed length code within the block. It should
be noted that end of block (EOB) codes should not be modified.

When selecting candidate codes, consideration should be given to any adaptive
quantisation applied by the compression algorithm, in particular the degree of
quantisation applied to each code. In the case of codes within an MPEG-2 bitstream,
where the codes represent DCT (Discrete Cosine Transform) coefficients of a portion
of an image, a code should only be selected for validation data insertion if it is
determined that toggling the least significant bit will result in an acceptable change in
the unquantised magnitude of the DCT coefficients. Accordingly, DCT coefficients
which have been heavily quantised may be less suitable than similar DCT coefficients

which have been less heavily quantised. In MPEG-2, the quantisation settings
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identifying the quantisation levels applied to DCT coefficients within the bitstream are
generally available within the header portion of each block of data and can be
extracted without fully decoding the bitstream. Accordingly, when selecting candidate
codes, preference may be given to codes having a quantisation level below a
predetermined threshold, since the greater the level of quantisation applied to a code,
the greater the impact will be on the unquantised version of the code if one of the bits
of the code is changed. Accordingly, replacing least significant bits from codes which
have been subject to a level of quantisation below a predetermined threshold may
result in less noticeable changes to the visual images.

With MPEG-2, the perceptibility of the information content of a block
generally reduces from the first code in the block, which relates to the DC coefficient
of the block, to the last code in the block, which relates to the least perceptible non-
zero AC coefficient in the block. This characteristic is a result of the quantisation
matrices used in MPEG-2 and also because in general, typical video imagery is
predominantly described by the lower frequency coefficients positioned towards the
start of each block. Accordingly, when selecting candidate codes, preference may be
given to codes near the end of each block.

A combination of some or all of these approaches can be combined to produce
better results. For instance, codes might be chosen using hierarchical selection logic
which determines whether a given code satisfies certain criteria such as minimum code
length, maximum applied quantisation and the position of the code within a current
block. These criteria might be defined independently such that the threshold values
used are fixed, and a code must satisfy one or more of them, or potentially all of them,
to be selected as a candidate code. Alternatively, the criteria may interact with each
other. Providing interacting criteria may be advantageous in circumstances where, for
instance, it is desirable for a code comfortably satisfying one criteria to be allowed to
marginally fail on another criteria and still be selected as a candidate code. As an
example, a first code may have a low level of quantisation and may accordingly be
selected as a candidate code if it has a length of greater than 10 bits, whereas a second
code may have a higher level of quantisation than the first code and may accordingly

be selected as a candidate code only if it has a length of greater than 13 bits.
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Rather than determining candidate codes using hierarchical logic, possible
values or ranges of each criteria may be tabulated into a look up table, the look up
table specifying for each combination of values for the various criteria whether or not
a code should be selected as a candidate code. Alternatively, one or more
mathematical expressions may be defined which operate on parameters such as code
length (in bits), quantisation level applied and related to this, the position of the code
in the block, to evaluate whether or not a code should be selected as a candidate code.

The process of looking for candidate codes can either terminate when enough
candidates have been found, which results in the selection operation being completed
quickly, or continue over the data for an entire image frame, replacing candidates
found earlier by new candidates which are better, that is, codes which when modified
will produce less noticeable distortion, which may result in less distortion of the
information content of the compression encoded data.

While it will be appreciated that the compression encoded data could represent
any kind of information, and could be encoded using a number of different encoding
methods and algorithms, preferably the compression encoded data is MPEG-2 encoded
video data.

Referring to Figure 5, applying the above candidate code selection methods
may result in certain codes within the bitstream being marked as candidate codes. One
or more least significant bits of these codes can be used to store the validation bits
which make up the validation data. As can be seen from Figure 5, the variable length
codes 420 and 440’ and the fixed length code 450° have been selected as candidate
codes, whereas the variable length codes 410’ and 430°, and the end of block code
460’ have not been selected as candidate codes and will therefore not be modified.

The validation data to be inserted into the bitstream comprises hash data
generated by taking a hash of the compressed bitstream. Hash data is generated using
a mathematical formula such as the SHA-1 algorithm (defined by the Secure Hash
Standard (SHS) [National Institute of Standards and Technology (NIST). FIPS
Publication 180: Secure Hash Standard (SHS). May 1993 & Updated May 1994)).
The SHA-1 hash algorithm converts a string of bits of any length into a unique fixed-
length string of digits (typically 160 bits) known as "message digest" that represents

the original message. Accordingly, if a hash of a bitstream is generated before and
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then after modification of the bitstream, different hash values will be generated in each
of these cases. In the present context this would appear to make the value of the hash
questionable, since after generating a hash from the bitstream, the bitstream will be
modified by embedding the hash data into it, and so a hash generated from the
modified bitstream at a later date will differ to the hash generated from the original
bitstream, and so comparison of the two hashes would always result in a discrepancy.

Referring to Figure 6, this problem is addressed by setting the candidate bits to
a predetermined value, for instance zero, before generating a hash of the bitstream. In
Figure 5, it can be seen that no candidate bits are present in codes 410°’, 430’ and
460, because these are not candidate codes, whereas an LSB 622 has been set to zero
in a candidate variable length code 420°°, an LSB 642 has been set to zero in a
candidate variable length code 440°’, and two LSBs 652, 654 have been set to zero in a
candidate fixed length code 450°°. Then, after the hash has been generated, the hash
data can be inserted into the candidate bits as validation bits. When the bitstream is to
subsequently be tested for its authenticity, the validation data can be extracted from the
bitstream, the candidate bits can be reset to the same predetermined value, and a hash
can then be generated of the bitstream. Assuming no additional modifications have
been applied to the bitstream, the newly generated hash will be identical to the hash
embedded in the bitstream, and the bitstream will therefore be determined as authentic.

Figure 7 schematically illustrates an example apparatus for receiving and
decoding protected video information, such as the protected compressed video data
generated by the apparatus described with reference to Figure 1. The apparatus
comprises a receiver 710 for receiving protected video information, an authenticator
720 for determining, using the validation data within the protected video information,
whether the received video information has been altered, and a decompressor 730 for
decompressing the protected video information if the authenticator 720 determines that
it has not been altered. The decompressed video information can be made available
for viewing or transmission to another apparatus.

An example detector operable to detect validation data, in particular signed
hash data, stored in a protected compressed bitstream is illustrated schematically in
Figure 8. A protected compressed bitstream 805, such as the protected bitstream 280

generated by the information validation engine 220 of Figure 2, is received at an
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analyser 810. The analyser 810 uses the same criteria as the analyser 210 of Figure 2
to determine candidate codes where validation bits should be present in an authentic
bitstream. Accordingly, the same candidate bits should be identified as with the
embedding apparatus of Figure 2. Candidate selection data will then be generated.
The detector also includes an authentication engine 820 where validation data present
in the protected bitstream will be detected and compared with newly generated
validation data to determine whether any alteration to the bitstream has occurred and
therefore whether the bitstream is authentic. The authentication engine 820 comprises
a validation data extractor 830 which extracts validation data from the candidate bits
determined by the analyser 810 from the protected compressed bitstream. The
extracted validation data, which comprises a signed hash, such as that generated by the
encryption module 250 in Figure 2, is then passed to a decryption module 850 which
decrypts the extracted validation data using a public key 840 corresponding to a
private key such as the private key 250 used to encode the hash in the embedding
apparatus of Figure 2.

The authentication engine 820 also comprises a normaliser 830 which receives
the protected compressed bitstream and the candidate bit selection data from the
analyser 810 and sets the value of the candidate bits within the received bitstream to
the same predetermined values as used in the normaliser 210 of the embedding
apparatus of Figure 2, and thus forming a normalised bitstream. The normalised
bitstream is passed to a hash calculator 870 which generates a hash from the
normalised bitstream. Although in the present example the analyser 810 and the
normaliser 830 determine the candidate codes within the protected bitstream by
directly applying the same criteria as applied during the embedding procedure, it will
be appreciated that identifying code could be provided in the protected bitstream
which identifies the positions of the candidate codes. In this case the analyser would
determine the candidate bits meeting the predetermined criteria by reading the
identifying code from the bitstream.

The decrypted hash from the decryption module 850 and the calculated hash
from the hash calculator 870 are passed to a comparison module 880 which compares
the two hashes and evaluates the compressed bitstream as authentic if the two hashes

are found to be identical. An indication of the authenticity of the compressed
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bitstream is output as an authentication signal 890. The authentication signal 890 can
be used to trigger or prevent further operations on or in respect of the compressed
bitstream.

An alternative detector operable to detect validation data, in particular message
authentication codes stored in a protected compressed bitstream, is illustrated
schematically in Figure 9. A protected compressed bitstream 905, such as the
protected bitstream 380 generated by the information validation engine 320 of Figure
3, is received at an analyser 910. The analyser 910 uses the same criteria as the
analyser 310 of Figure 3 to determine candidate codes where validation bits should be
present in an authentic bitstream. Accordingly, the same candidate bits should be
identified as with the embedding apparatus of Figure 3. Candidate selection data will
then be generated. The detector also includes an authentication engine 920 where
validation data present in the protected bitstream will be detected and compared with
newly generated validation data to determine whether any alteration to the bitstream
has occurred and therefore whether the bitstream is authentic. The authentication
engine 920 comprises a validation data extractor 930 which extracts the validation data
from the candidate bits determined by the analyser 910 from the protected compressed
bitstream. In this example, the validation data comprises a message authentication
code, such as that generated by the message authentication code calculator 340 in
Figure 3. The alternative methods of determining candidate codes described above
with reference to Figure 8 are equally applicable to the present example arrangement.

The authentication engine 920 also comprises a normaliser 930 which receives
the protected compressed bitstream and the candidate bit selection data from the
analyser 910 and sets the value of the candidate bits within the received bitstream to
the same predetermined values as used in the normaliser 310 of the embedding
apparatus of Figure 3, and thus forming a normalised bitstream. The normalised
bitstream is passed to a message authentication code calculator 960 which generates a
message authentication code from the normalised bitstream using a secret key 950
which is identical to the secret key 350 used in F igure 3.

The message authentication code extracted by the validation data extractor 930
and the message authentication code calculated by the message authentication code

calculator 960 are then compared by a comparison module 970. If the comparison
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module 970 determines that the two message authentication codes match, then the
protected compressed bitstream is determined to be authentic. An indication of the
authenticity of the compressed bitstream is output as an authentication signal 980. The
authentication signal 980 can be used to trigger or prevent further operations on or in
respect of the compressed bitstream.

While it is not necessary to insert validation data into every block within a
bitstream of video signals, it is desirable to insert validation data into a picture or
group of pictures to be protected. It is possible, particularly with P-frames and B-
frames within an MPEG-2 bitstream, that an insufficient number of candidate codes
can be selected from that frame of video data. In such a case, it would be necessary to
either loosen the criteria to selection of candidate codes, thus allowing a greater level
of distortion of the image, or to simply not protect that frame. Therefore in some
embodiments the hash value of the normalised bit stream may be calculated over a
number of frames, such as for example an entire GOP. For this case the secure hash
value may only be added to the I-frame of the GOP in which some candidate codes
have been identified by the validation engine, and normalised for the generation of the
hash value. As such it will be appreciated that the secure hash value could be
generated for any amount of the compressed data, for example only a part of the
compression encoded bit stream such as one region or frame of a GOP, a GOP or other
part thereof. According to such embodiments the authentication engine of the
decoding data processing apparatus is operable to recover the secure hash from the
appropriate part of the compression encoded data stream.

Figures 10A and 10B are tables which illustrate potential candidate variable
length codes within the MPEG-2 variable length coding scheme which may be altered
without causing an unacceptable change to the level of the code. While both of these
tables are used in MPEG-2, the table of Figure 10A describes variable length codes
used for coding non-intra block AC coefficients and under certain encoder conditions
for intra block AC coefficients. In contrast, the table of Figure 10B describes variable
length codes used for coding intra block AC coefficients under other encoder
conditions.

In the coding tables of Figures 10A and 10B, variable length codes terminate

with a sign bit “s” which represents whether the value represented by the variable
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length code is positive or negative. A positive value may be represented by a sign bit
of 0 and a negative value may be represented by a sign bit of 1 or vice versa. With
MPEG-2, it is the bit preceding the sign bit which will normally have the smallest
impact on the level of the code value, and it will usually be this bit, and potentially one
or more bits directly preceding this bit, which may be considered as candidate bits.
Clearly, the sign bit itself cannot be changed without changing the fundamental
meaning of the code. The potential candidate codes within the table of Figure 10A are
those within regions 1010, 1020, 1030, 1040 and 1050 of the coding table. The
potential candidate codes within the table of Figure 10B are those within regions 1060,
1070, 1080, 1090 and 1100 of the coding table.

With both Figures 10A and 10B, all of the regions containing potential
candidate codes relate to codes having either a run length of 0 or 1. Each potential
candidate code within one of these regions can be paired with at least one other
variable length code in the same region having the same run length and comprising the
same number of bits and differing only by one or more least significant (non-sign) bits.
It can be seen that for run lengths of 2 to 31, there are no pairs of codes consisting of
the same number of bits, and accordingly a change to any of these codes will result in
either an illegal code, or a code that relates to a different run length. Figures 10A and
10B also specify an end-of-block code and an escape code, neither of which should be
altered.

While these coding tables give an indication of those variable length codes
which may make suitable candidate codes, certain code pairs within the marked
regions of these tables may be more appropriate than other code pairs. Additionally,
proper evaluation of the codes depends on other factors, notably the degree of
quantisation applied to the code. These factors may be used in the selection process to
rank potential candidate codes with respect to other potential candidate codes, final
selection of the candidate codes being made on the basis of a ranked list. Under such a
system, two codes which would appear to be ranked in a predetermined order when not
taking account of quantisation may switch round to the opposite order when
quantisation is taken into account.

Unlike variable length codes, most fixed length codes can be validly modified

without changing the basic meaning of the code, generally by modifying one or more
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of the least significant bits of the code. Exceptional codes which cannot be modified
include fixed length codes which when modified would result in the generation of
illegal values. An example of such a code includes a fixed length code consisting
solely of a run of zeros terminating in a 1, which if modified by changing the least
significant bit from a 1 to a 0 would result in a code consisting solely of zeros, which
is an illegal code within the MPEG-2 coding scheme. However, in general terms
setting the least significant bit of a fixed length code to a predetermined value would
result in at most a change in value of 1, for instance from a value of 13 to a value of
14. Further, if the two least significant bits of a fixed length code to a predetermined
value or values would result in at most a change in value of 3, for instance from a
value of 13 to a value of 16. For candidate fixed length codes having a very large
value, and depending on the level of quantisation applied to the code, a larger number
of candidate bits may be selected from that fixed length code.

Various further aspects and features of the present invention are defined in the
appended claims. Various modifications can be made to the embodiments herein

before described without departing from the scope of the present invention.
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CLAIMS

1. An encoding data processing apparatus operable to generate protected
compression encoded data representative of protected media signals, the apparatus
comprising:

a data analyser operable to receive compression encoded data representative of
the media signals and to select low perceptibility data bits in the compression encoded
data which when altered would have a relatively low perceivable effect on the media
signals recovered from compression decoding the compression encoded data after the
selected bits had been altered, the bits being selected in accordance with predetermined
criteria,

an information validation engine operable

to form a normalised version of the compression encoded data by setting the
selected data bits in the compression encoded data to a predetermined value,

to generate a secure hash value of the normalised version of the compression
encoded data, and

to form the protected compression encoded data by replacing the selected data

bits of the normalised compression encoded data with the data bits of the secure hash

value.

2. An encoding data processing apparatus according to claim 1, wherein
the secure hash value is a message authentication code generated by calculating the
secure hash value with respect to both the normalised version of the compression

encoded data and a secret key.

3. An encoding data processing apparatus according to claim 1, wherein
the secure hash value is generated by calculating a hash value with respect to the
normalised version of the compression encoded data, and then encrypting the

calculated hash value using a private key.

4. An encoding data processing apparatus according to any preceding

claim, wherein the compression encoded data comprises one or more blocks of data,
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each block comprising one or more codes, each code comprising one or more
sequential data bits, and wherein the data analyser is operable to select candidate codes
in accordance with predetermined criteria, the low perceptibility bits being selected

from the candidate codes.

5. An encoding data processing apparatus according to claim 4, wherein

the candidate codes meet predetermined length requirements.

6. An encoding data processing apparatus according to claim 4 or claim 5,

wherein the candidate codes follow a predetermined position within a block of data.

7. An encoding data processing apparatus according to claim 4, 5 or 6,

wherein the candidate codes meet predetermined quantisation requirements.

8. An encoding data processing apparatus according to any preceding
claim, wherein the data analyser stops identifying selected data bits when a

predetermined number of selected data bits have been identified.

9. An encoding data processing apparatus according to any one of claims
1 to 7, wherein the data analyser is operable to discard selected data bits when new
selected data bits are found which when altered would have a less perceivable effect
on the media signals recovered from compression decoding the compression encoded

data after the selected bits had been altered.

10.  An encoding data processing apparatus according to any preceding
claims, comprising:

a compression encoder operable to receive media signals, to generate the
compression encoded data from the media signals, and to communicate the

compression encoded data to the data analyser.

11. An encoding data processing apparatus as claimed in any preceding

Claim, wherein the data analyser is operable to select low perceptibility data bits from
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a part of the bit stream, and the information validation engine is operable to form the
normalised version by setting the selected data bits from the part of the bit stream to
the predetermined value, to generate the secure hash value from the part of the
normalised version of the bit stream and to form the protected version of the
compression encoded data by replacing the selected data bits of the part of the bit

stream with the data bits of the secure hash value.

12.  An encoding data processing apparatus as claimed in Claim 11, wherein

the part of the bit stream is a Group of Pictures, or a frame within the Group of

Pictures.

13. A decoding data processing apparatus operable to validate protected
media signals by decoding protected compression encoded data representative of the
protected media signals, the protected compression encoded data containing validation
data, the validation data having been calculated by identifying selected data bits in the
compression encoded data in accordance with predetermined criteria which when
altered would have a relatively low perceivable effect on the media signals, setting the
selected data bits to a predetermined value to form a normalised version of the
compression encoded data, calculating a secure hash value of the normalised version
of the compression encoded data and replacing the selected data bits of the normalised
version of the compression encoded data with the data bits of the secure hash value,

the apparatus comprising:

a data analyser operable to receive the protected compression encoded data and

to identify selected data bits in the protected compression encoded data in accordance

with the predetermined criteria,

an authentication engine operable

to extract the validation data from the selected bits,

to form a normalised version of the validated compression encoded data by
setting the selected bits in the validated compression encoded data to a predetermined
value,

to calculate a hash value of the normalised version of the validated

compression encoded data, and
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to compare the extracted validation data with the calculated hash value, the
protected compression encoded data being verified as valid if the validation data and

the calculated hash value match.

14. A decoding data processing apparatus according to claim 13, wherein
the secure hash value within the validated compression encoded data is a message
authentication code generated by calculating the hash value with respect to both the
normalised version of the compression encoded data and a secret key, and wherein the
hash value calculated by the authentication engine is a message authentication code
generated by calculating the hash value with respect to both the normalised version of

the compression encoded data and the secret key.

15. A decoding data processing apparatus according to claim 13, wherein
the secure hash value in the validated compression encoded data has been generated by
calculating a hash value with respect to a normalised version of the compression
encoded data, and then encrypting the calculated hash value using a private key, and
wherein the authentication engine is operable to decrypt the validation data using a
public key corresponding to the private key to recover the hash value within the

validation data, and to compare the recovered hash value with the calculated hash

value.

16. A decoding data processing apparatus according to any of claims 13 to
15, wherein the compression encoded data comprises one or more blocks of data, each
block comprising one or more codes, each code comprising one or more sequential
data bits, and wherein the data analyser is operable to select candidate codes in

accordance with predetermined criteria, the low perceptibility bits being selected from

the candidate codes.

17. A decoding data processing apparatus according to claim 16, wherein

the candidate codes meet predetermined length requirements.
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18. A decoding data processing apparatus according to claim 14 or claim
15, wherein the candidate codes follow a predetermined position within a block of

data.

19. A decoding data processing apparatus according to claim 16, 17 or 18,

wherein the candidate codes meet predetermined quantisation requirements.

20. A decoding data processing apparatus according to any one of claims
13 to 19, wherein the data analyser stops identifying selected data bits when a

predetermined number of selected data bits have been identified.

21. A decoding data processing apparatus according to any one of claims
13 to 19, wherein the data analyser is operable to discard selected data bits when new
selected data bits are found which when altered would have a less perceivable effect
on the media signals recovered from compression decoding the compression encoded

data after the selected bits had been altered.

22. A decoding data processing apparatus as claimed in any of Claims 13 to
21, wherein the validation data has been determined by identifying selected data bits in
a part of the compression encoded data in accordance with the predetermined criteria,
the selected data bits in the part of the compression encoded data being normalised for
the calculation of the secure hash value and replaced with the data bits of the secure
hash value, the authentication engine being operable

to extract the validation data from the selected bits of the part of the
compression encoded data,

to form the normalised version of the validated compression encoded data by
setting the selected bits in the part of the validated compression encoded data to the
predetermined value,

to calculate a hash value of the part of the normalised version of the validated

compression encoded data, and
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to compare the extracted validation data with the calculated hash value, the
protected compression encoded data being verified as valid if the validation data and

the calculated hash value match.

23. A decoding data processing apparatus as claimed in Claim 22, wherein

the part of the bit stream is a Group of Pictures, or a frame within the Group of

Pictures.

24.  An encoding data processing method for generating protected
compression encoded data representative of protected media signals, the method
comprising the steps of:

receiving compression encoded data representative of the media signals,

identifying selected data bits in the compression encoded data which when
altered would have a relatively low perceivable effect on the media signals recovered
from compression decoding the compression encoded data after the selected bits had
been altered, the bits being selected in accordance with predetermined criteria,

forming a normalised version of the compression encoded data by setting the
selected bits in the compression encoded data to a predetermined value,

calculating a secure hash value of the normalised version of the compression
encoded data, and

forming the protected compression encoded data by replacing the selected data

bits of the normalised compression encoded data with the data bits of the secure hash

value.

25. An encoding data processing method according to claim 24, wherein
the secure hash value is a message authentication code generated by calculating the

secure hash value with respect to both the normalised version of the compression

encoded data and a secret key.

26.  An encoding data processing method according to claim 24, wherein

the secure hash value is generated by calculating a hash value with respect to the
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normalised version of the compression encoded data, and then encrypting the

calculated hash value using a private key.

27. A decoding data processing method for validating protected media
signals by decoding protected compression encoded data representative of the media
signals, the compression encoded data containing validation data, the validation data
having been calculated by identifying selected data bits in the compression encoded
data in accordance with predetermined criteria which when altered would have a
relatively low perceivable effect on the media signals, setting the selected data bits to a
predetermined value to form a normalised version of the compression encoded data,
calculating a secure hash value of the normalised version of the compression encoded
data and replacing the selected data bits of the normalised version of the compression
encoded data with the data bits of the secure hash value, the method comprising the
steps of:

receiving the protected compression encoded data,

identifying selected data bits in the protected compression encoded data in
accordance with the predetermined criteria,

extracting the validation data from the selected bits,

forming a normalised version of the protected compression encoded data by
setting the selected bits in the protected compression encoded data to the
predetermined value,

calculating a hash value of the normalised version of the protected compression
encoded data, and

comparing the extracted validation data with the calculated hash value, the
protected compression encoded data being verified as valid if the validation data and

the calculated hash value match.

28. A decoding data processing method according to claim 27, wherein the
secure hash value within the validated compression encoded data is a message
authentication code generated by calculating the hash value with respect to both the
normalised version of the compression encoded data and a secret key, and wherein the

calculated hash value is a message authentication code generated by calculating the
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hash value with respect to both the normalised version of the compression encoded

data and the secret key.

29. A decoding data processing method according to claim 27, wherein the
secure hash value in the validated compression encoded data has been generated by
calculating a hash value with respect to a normalised version of the compression
encoded data, and then encrypting the calculated hash value using a private key, and
wherein the validation data is decrypted using a public key corresponding to the
private key to recover the hash value within the validation data, the recovered hash

value being compared with the calculated hash value.

30. Computer software having program code, which when loaded onto a

data processor, causes the data processor to perform the method according to any of
claims 24 to 29.

31. A data bearing medium bearing computer program code, which when

loaded onto a data processor performs the method according to any of claims 24 to 29.

32. A data bearing medium according to claim 31, wherein the medium is a

storage medium.

33. A signal representative of protected compression encoded data
representative of the media signals, the protected compression encoded data containing
validation data, the validation data having been calculated by identifying selected data
bits in the compression encoded data in accordance with predetermined criteria which
when altered would have a relatively low perceivable effect on the media signals,
setting the selected data bits to a predetermined value to form a normalised version of
the compression encoded data, calculating a secure hash value of the normalised
version of the compression encoded data and replacing the selected data bits of the

normalised version of the compression encoded data with the data bits of the secure

hash value.
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34. A data carrier bearing a signal according to claim 33.

35. A data carrier bearing protected compression encoded data produced by

the method according to any of Claims 24 to 26.

36. An encoding data processing apparatus substantially as herein before

described with reference to the accompanying drawings.

37. A decoding data processing apparatus substantially as herein before

described with reference to the accompanying drawings.

38.  An encoding data processing method substantially as herein before

described with reference to the accompanying drawings.

39. A decoding data processing method substantially as herein before

described with reference to the accompanying drawings.
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