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(57) Abstract: A data processing system (10) has a system debug module (19) coupled to a processor (12) for performing system
debug functions. Located within the system, and preferably within the processor, is debug circuitry (32) that selectively provides
— debug information related to the processor. The circuitry identifies which of a plurality of registers (26) is sourcing the debug in-
& formation. A user-determinable enable and disable mechanism that is correlated to some or all of the registers sourcing the debug
@\ information specifies whether to enable or disable the providing of the debug information. In one form a single bit functions as the
O mechanism for each correlated register. Debug operations including breakpoints, tracing, watchpoints, halting, event counting and

others are qualified to enhance system debug. The registers may be included in a programmer’s model and can be compliant with
one or more industry debug related standards.
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METHOD AND APPARATUS FOR QUALIFYING DEBUG OPERATION USING
SOURCE INFORMATION

Field of the Invention

The present invention relates to a data processing system, and more particularly, to

test and debug features in a data processing system.

Related Art

Data processing systems typically incorporate circuitry that functions to permit a
programmer to determine various values within a system at differing points in time. The
circuitry allows the programmer to evaluate how software execution is affecting the system
and is therefore generally referred to as debug circuitry. Various debug operations exist, one
of which is a breakpoint. A breakpoint occurs when a particular condition in a system is
detected. Upon detection of a breakpoint condition, sequential program flow is interrupted
and may be redirected to another predetermined portion of the program. Alternatively, the
system or a portion of the system may be placed into an alternate state of processing.

In known systems, breakpoints are taken when the software program incurs a
predetermined address, data value and/or attribute. The predetermined addresses, data value
and attributes are stored in breakpoint control registers and a comparison is implemented. A
breakpoint may be asserted when either an address match, data value match or an attribute
match or any combination of matches are detected.

However, for analysis of non-obvious execution errors, existing systems are
inadequate. For example, unwanted breakpoint generation may readily occur. Some
memories require addresses assigned for dynamic storage of information in a stack to be
sequential with addresses corresponding to information which is desired to not be modified.
This assignment is a result of a widely accepted usage convention for data processors. The
stack length is finite and can frequently be inadequate so that information could spill into the
adjacent address range of the stack data. In order to prevent the undesired removal of
information outside of the stack data, a breakpoint could be created for the address range
outside of the stack data. However, when legitimate addressing of the non-stack data occurs
unintended breakpoints are generated which significantly slows processing. In addition to
stack data areas, other areas of data assigned for a dedicated processing purpose may be
present in the data processing system, and detection of unintended or intended access may be

desirable in order to more effectively debug the system with the use of data breakpoints.
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Brief Description of the Drawings

The present invention is illustrated by way of example and not limited by the
accompanying figures, in which like references indicate similar elements, and in which:

FIG. 1 illustrates in block diagram form a data processing system for implementing a
debug method and apparatus in accordance with the present invention;

FIG. 2 illustrates in block diagram form a portion of the processor of the data
processing system of FIG. 1 having debug circuitry in accordance with the present invention;

FIG. 3 illustrates in perspective form an organization of one of the debug registers of
FIG. 2;

FIG. 4 illustrates in text form debug software programming for use with the debug
circuitry of FIG. 2;

FIG. 5 illustrates in perspective form a functional organization of general purpose
registers in the execution unit(s) of the processor portion of FIG. 2; and

FIG. 6 illustrates an exemplary memory structure in connection with the method of
the present invention.

Skilled artisans appreciate that elements in the figures are illustrated for simplicity
and clarity and have not necessarily been drawn to scale. For example, the dimensions of
some of the elements in the figures may be exaggerated relative to other elements to help

improve the understanding of the embodiments of the present invention.
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Detailed Description of the Drawings

As used herein, the term "bus" is used to refer to a plurality of signals or conductors
which may be used to transfer one or more various types of information, such as data,
addresses, control, or status. The terms "assert" and "negate" are used when referring to the
rendering of a signal, bit, or similar apparatus into its logically true or logically false state,
respectively. If the logically true state is a logic level one, the logically false state is a logic
level zero. Furthermore, the memory described herein may be any type of memory, such as,
for example, a read-only memory (ROM), a random access memory (RAM), static random
access memory (SRAM), non-volatile memory (e.g. Flash), and magneto-resistive random
access memory (MRAM), etc.

FIG. 1 illustrates, in block diagram form, a data processing system 10 that uses source
information from an identified source to qualify whether debug information is provided. A
processor 12 is connected via a bidirectional bus to a global bus 13. All of the buses
illustrated in FIG. 1 are multiple conductor communication buses as indicated by a slash and
communicate information in the form of data, addresses and control signals. One or more
alternate bus master(s) 14 are bidirectionally connected to the global bus 13. An example of
an alternate bus master is a direct memory access (DMA) module. The one or more alternate
bus master(s) 14 arbitrate with the processor 12 using arbitration circuitry (not shown) for use
of the global bus 13 to avoid information transmission conflicts. A system debug module 19
is bidirectionally connected to the global bus 13, to processor 12 via bus 15, to the alternate
bus master(s) 14 via a bus 17 and to one or more peripherals 16 via a bus 21. The system
debug module 19 is also bidirectionally connected to external circuitry (not shown) such as a
hardware tester or other debugging interface hardware. The peripherals 16 may be any of a
variety of conventional peripheral devices such as serial interfaces, timers, etc. A system
memory 20 is bidirectionally connected to the global bus 13. The system memory 20 may be
any of a variety of types of memory circuits including but not limited to dynamic random
access memory (DRAM), Flash or magnetoresistive random access memory (MRAM).
Other devices may be connected to the global bus 13. Additionally, an input/output (I/O)
module 18 is bidirectionally connected to the global bus 13 and to external circuitry (not
shown). The I/O module 18 includes various interface circuits depending upon type of
external circuitry that is connected to the I/O module 18.

In operation, the system debug module 19 functions as a diagnostic check for data

processing operations related to an access to information storage circuitry. The information
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storage circuitry may be any type of storage circuit that is outside of data processing system
10, within data processing system 10, or within processor 12 of data processing system 10.
Therefore, the information storage circuitry may be a cache (not shown), registers (not
shown) and other types of data retention circuits utilized by data processing system 10
whether internal to or external to data processing system 10. The processor 12 and alternate
bus masters execute software code and obtain mastership of the global bus 13 as needed and
selectively access the system memory 20 to retrieve and store data. |

Dlustrated in FIG. 2 is a portion of processor 12 that further illustrates the debug
method and apparatus of data processing system 10. A control circuit 22 is bidirectionally
connected to one or more execution unit(s) 24. Within the one or more execution unit(s) 24
is a plurality of general purpose registers (GPRs) 26. In one form, thirty-two GPRs labeled
RO through R31 are provided. A load/store unit 28 is bidirectionally connected to the general
purpose registers 26. The load/store unit 28 controls the storage of information in the general
purpose registers 26 and the retrieval of information from the general purpose registers 26 in
response to a load or store access to a storage location within or external to data processing
system 10. A bus interface unit 30 is bidirectionally connected to the execution unit(s) 24.
The bus interface unit 30 functions to interface the global bus 13 with the circuitry that is
internal to processor 12. The bus interface unit 30 is also bidirectionally connected to control
circuit 22 and to debug circuitry 32. The debug circuitry 32 is also bidirectionally connected
to the control circuit 22 and to the execution unit(s) 24. Within the debug circuitry 32 is one
or more debug registers 34, a control circuit 36 and match circuitry 38 which contains
compare circuitry 41. The control circuit 36 is connected to the control circuit 22 via a
bidirectional bus 29. Control circuit 36 is bidirectionally connected to the debug registers 34
and to the match circuitry 38. Within the control circuit 36 is source determining circuitry 37
that is bidirectionally coupled to enable/disable circuitry 39.

In operation, the general purpose registers 26 are part of a programmer’s model for
data processing system 10. The general purpose registers 26 are registers which are
selectively visible to the user and which can be accessed by user software. The general
purpose registers 26 may be implemented with any type of information storage device.
Further, it should be well understood that although the general purpose registers 26 are
illustrated as being a part of the execution unit(s) 24 within processor 12, the general purpose
registers 26 may be physically implemented anywhere in the data processing system 10.
Debug circuitry 32 is enabled by the system debug module 19 of FIG. 1 for monitoring the

instruction execution within processor 12 and more specifically monitoring the accessing of
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the general purpose registers 26 when performing data accesses by load store unit 28 to and
from storage locations accessible by processor 12. When the general purpose registers 26 are
accessed for performing a load or store operation, the address and optionally the attributes of
the access are coupled to control circuit 36 via either the combination of bus 29 and control
circuit 22 or via bus 27 and load/store unit 28. In other implementations, the address and
attribute information could come directly from global bus 13 to the debug circuitry 32 via a
bus (not shown). Examples of attributes that are monitored by debug circuitry 32 include the
instruction type that caused the access, such as read or write, one or more operating modes of
processor 12, such as supervisor or user mode, etc. When an accessed address is received by
control circuit 36, the address is compared with predetermined addresses stored in match
circuitry 38 to determine whether the debug function should be enabled. If debug is enabled
of asserted, the debug circuitry 32 asserts a debug signal to the system debug module 19 via
the bus 15 or asserts the debug signal to bus interface unit 30 and the global bus 13 for use by
any circuitry, whether specifically illustrated or not, with access to the global bus 13.

In addition to matching on an address and an attribute, debug registers 34 of FIG. 2
within the debug circuitry 32 function to enable and disable a debug operation related to an
access. In particular, refer to FIG. 3 where there is disclosed a debug register 40 which is one
of the registers of debug registers 34. In the illustrated form, debug register 40 is
implemented as a thirty-two bit register with each bit corresponding to one of the general
purpose registers in execution unit(s) 24 of FIG. 2. It should be apparent that the bit
implementation for debug register 40 may be varied to include less than all of the GPRs of
execution unit(s) 24 or may include other GPRs (not shown) or other types of storage
devices. Each bit of the debug register 40 is either a “zero”” which means that the general
purpose register associated with this bit has debug, such as a data breakpoint matching, a
watchpoint operation, a triggering operation, a halting operation, an event counting operation,
a qualification of a subsequent debug operation, etc., enabled. When the bit of the debug
register 40 is a “one”, the general purpose register associated with the bit has debug disabled.
The enable/disable circuitry 39 within control circuit 36 of FIG. 2 functions to determine the
enable/disable bit value of the register which is sourcing the access information (i.e. address
or data), or a portion of collective access information (i.e. address or data). The source
determining circuitry 37 which is connected to the enable/disable circuitry 39 functions to
identify which register of the debug registers 34 and which bit of the identified debug register
is to be examined to determine if debug is enabled or disabled for the access source register.

It should be understood that debug registers 34 may be implemented in other locations in the
5
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data processing system 10 and may be selected from a pool of registers in the general purpose
registers 26.

Illustrated in FIG. 4 is exemplary software programming for execution by processor
12 in the form of a sequence of data processing instructions. The debug function may be
selectively enabled or disabled in response to the accessing of any of the general purpose
registers required to execute these instructions. A first instruction is an add instruction where
the first register that is specified is a destination register and the second and third registers are
source registers. The contents of the general purpose registers R2 and R3 are added and
placed in register R1. The second instruction is a subtraction instruction directing that the
contents of register R2 are subtracted from the contents of register R4 and placed into register
R4. The third instruction is a left shift instruction in which the contents of register R4 is left
shifted by two digit positions and placed in register R4. The fourth instruction is a load
instruction in which the contents of R4 has a first offset value, OFFSET1, added thereto to
form an access address, and the addressed location’s contents are read and stored in register
R6. The fourth instruction also specifies that the value is stored in system memory 20 at an
Address of 0X10000000. The fifth instruction is a multiply instruction in which the contents
of register R6 are multiplied as a multiplier and a multiplicand and stored in register R6. The
sixth instruction is a subtraction instruction directing that the contents of register R6 has the
contents of register R7 subtracted from it and placed in register R3. The seventh instruction
is a store instruction directing that the contents of register R8 has a second offset value,
OFFSET2, added thereto to form an access address, and the contents of general purpose
register R3 are read and stored in system memory 20 at an address of OXZOOOOOOO also
specified by the seventh instruction.

Depending upon the value of the corresponding bit in debug registers 34 for each of
the accessed registers above, a debug operation may be activated or disabled in response to
the execution of any of these load or store instructions. The debug operation may be an
operation other than a breakpoint operation which would be generated by the system debug
module 19. For example, the debug operation may consist of a watchpoint, tracing, halting,
qualifying a subsequent debug operation, triggering a system activity or a subsequent debug
activity, and event counting, as well as other functions useful in analyzing a data processing
system.

Illustrated in FIG. 5 is an exemplary general purpose register structure. General
purpose registers 80 include registers RO through R31. Data processing programming has

evolved in a manner that register usage has a defacto convention or protocol regarding how to
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set the general purpose registers with pointers. In the example, register R1 points to a top of
a data stack in which data is put on and pulled off dynamically. A current stack pointer is
assigned to register R1. Static data that is not desired to be overwritten or replaced is pointed
to by adjacent register R2 as indicated by the static data pointer. Other static data pointers
such as a heap data pointer at register R13 and a read-only data pointer at register R17 are
illustrated. Because data areas pointed to by registers R2, R13 and R17 are static, it is desired
to qualify accesses which use one of these arecas. However, these areas are often positioned
adjacent to stack data that can overflow into one of the static data areas or heap space.

Ilustrated in FIG. 6 is an exemplary organization of a memory 90 having an assigned
address region for information that is added and removed in a stack and an assigned address
region for stack data. The stack begins with a predetermined initial address and extends to a
last stack address existing at a stack boundary. Information is added and removed from the
stack in accordion-style. The non-stack data should not be written over or modified by stack
accesses. One technique to keep the non-stack data from being encroached upon by
information in the stack is to perform a debug operation such as a breakpoint every time there
is an address match of any non-stack data address within a certain range of the stack
boundary. However, in such an approach, performance is penalized when a true access of the
non-stack data is desired within this portion of the non-stack data, as a debug operation is
triggered and prevents the access. In the exemplary embodiments, further qualification of the
access is made by including debug register values to selectively disable the debug operation
based upon the source of the access. In the illustrated embodiment, accesses to any region of
memory may be further qualified by the particular general purpose register which is used to
form a portion of the access address. Thus, in the example embodiments illustrated in FIGs.
5-6, stack accesses may be further qualified by use of the general purpose register R1 in
forming a portion of stack access information, static data accesses may be further qualified by
use of the general purpose register R2 in forming a portion of static data access information,
heap data accesses may be further qualified by use of the general purpose register R13 in
forming a portion of heap data access information, and read-only data accesses may be
further qualified by use of the general purpose register R17 in forming a portion of read-only
data access information. Note that alternate embodiments may have additional, fewer, or
different conventions for general purpose register usage regarding accesses to various types
and regions of memory. By providing a screening capability for data access to particular

regions of memory, using software convention-based usage of general purposes registers in
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performing data accesses, the efficiency of performing debug operations may be greatly
improved.

As used herein a tracing operation is the capturing of the access information in a
storage device for later analysis. A breakpoint operation is a debug operation that interrupts a
normal flow of instructions and allows a debug exception routine to be run. A watchpoint
operation is a debug operation that generates a signal indicating that the debug operation
occurred while allowing normal instruction operation to continue. A halting operation is a
debug operation that stops normal instruction flow and allows a debug tool to take control of
the data processing system 10. An event counting operation is the incrementing of a counter
(not shown) within the debug circuitry 32 to count the number of times a debug operation
occurs. A triggering operation is related to a tracing operation. A triggering operation starts
one or more other debug operations such as a tracing operation.

There has been provided additional capability for screening out unwanted breakpoint
or other debug generation. Again, other debug functions such as tracing, watchpoints,
operation halting, event counting and later debug qualification may be implemented. The
selective screening is a valuable tool to use in debugging difficult system problems and
allows additional functionality. In particular, debug generation is restricted to selected base
registers being used in performing data accesses. At least one of the selected base registers
may be contained within a programmer’s model where the programmer’s model generally
includes a defined instruction set and user visible registers that can be accessed by user
software.

By now it should be appreciated that there has been provided a method and circuitry
used during a debug operation related to an access. A determination is made that a debug
condition associated with the access has occurred. A determination is made of which one of
a plurality of registers within a processor programmer’s model sourced the access
information associated with the access. A user-determinable enable and disable mechanism
is used to specify whether to enable or disable the debug operation and the specified action is
then implemented. In one form the user-determinable enable/disable mechanism is a register
bit and the one of the plurality of registers is a general purpose register (GPR). In one form
the circuitry used during the debug operation is compliant with the IEEE NEXUS ISTO-5001
Debug Interface standard. However, the circuitry and method described herein may be used
in other electronic standards as a uniformly adopted method and circuit to implement a debug

or diagnostic function.
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It should be apparent that various modifications may be made to the disclosed
embodiments. For example, processor 12 may be implemented as any of a variety of
differing types of data processing circuits for performing various types of processing
functions. Any type of storage device in addition to registers may be used. The system may
be implemented with any of a variety of differing bit sizes. The order of the debug register
fields of the information may be changed in any manner. The number of control bits in the
coﬁtrol registers to identify an access source may be changed. Various methods may be used
to program the control bits in the debug registers. In yet another form the control bits may.
also be stored in a static or permanent manner.

In one form there is provided a method for providing debug information. A
determination is made that a debug condition has occurred. A determination of which one of
a plurality of registers is sourcing at least a portion of the debug information is made. A user-
determinable enable/disable mechanism, corresponding to the one of the plurality of registers,
specifies whether to enable/disable provision of the debug information. If the user-
determinable enable/disable mechanism specifies to disable provision of the debug
information, providing the debug information is disabled. If the user-determinable
enable/disable mechanism specifies to enable provision of the debug information, providing
the debug information is enabled. In one form the debug information is provided during a
tracing debug operation. In another form the user-determinable enable/disable mechanism is
a register bit, the user-determinable enable/disable mechanism is in a programmer’s model,
and the one of the plurality of registers is in the programmer’s model.

In another form there is provided a method for enabling/disabling a debug operation
related to an access. Whether a debug condition associated with the access has occurred is
determined. A determination is made as to which one of a plurality of registers is sourcing at
least a portion of access information associated with the access. A user-determinable
enable/disable mechanism is provided, corresponding to the one of the plurality of registers,
to specify whether to enable/disable the debug operation. If the user-determinable
enable/disable mechanism specifies to disable the debug operation, the debug operation is
disabled. If the user-determinable enable/disable mechanism specifies to enable the debug
operation, the debug operation is enabled.

In another form the debug operation is one or more of: a tracing operation, a
breakpoint operation, a watchpoint operation, a triggering operation, a halting operation, a
triggering operation, a qualification of a subsequent debug operation, or an event counting

operation. In another form the user-determinable enable/disable mechanism is a register bit.
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In yet another form the one of the plurality of registers is within a programmer’s model. In
one form the programmer’s model is a processor programmer’s model. In yet another form
the one of the plurality of registers is a general purpose register. In another form at least a
portion of access information sourced by the one of a plurality of registers is one or more of
at least a portion of an address associated with the access, or at least a portion of a data value
associated with the access, or at least one attribute associated with the access.

In yet another form there is provided circuitry used during a debug operation. Debug
condition determining circuitry determines if a debug condition associated with an access has
occurred. The circuitry includes a first source register, a second source register and a first
user-determinable enable/disable mechanism corresponding to the first source register. The
first user-determinable enable/disable mechanism specifies whether to enable/disable the
debug operation when the first source register sources at least a portion of access information
associated with the access. A second user-determinable enable/disable mechanism
corresponds to the second source register. The second user-determinable enable/disable
mechanism specifies whether to enable/disable a debug operation when the second source
register sources said at least a portion of access information associated with the access.
Source determining circuitry determines if the first source register or the second source
register is sourcing said at least a portion of access information agsociated with the access.
Enable/disable circuitry selectively enables/disables the debug operation. The enable/disable
circuitry is coupled to said first user-determinable enable/disable mechanism, to said second
user-determinable enable/disable mechanism, to said source determining circuitry, and to said
debug condition determining circuitry. The enable/disable circuitry disables the debug
operation if: (1) the debug condition associated with the access has occurred, and (2) the
source determining circuitry determines that the first source register is sourcing the at least a
portion of access information associated with the access, and (3) the first user-determinable
enable/disable mechanism specifies to disable the debug operation. The enable/disable
circuitry also disables the debug operation if: (1) the debug condition associated with the
access has occurred, and (2) the source determining circuitry determines that the second
source register is sourcing said at least a portion of access information associated with the
access, and (3) the second user-determinable enable/disable mechanism specifies to disable
the debug operation.

In one form the debug operation includes one or more of a tracing operation, a
breakpoint operation, a watchpoint operation, a halting operation, a qualification of a

subsequent debug operation, or an event counting operation. In another form the first user-
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determinable enable/disable mechanism is a first register bit and the second user-
determinable enable/disable mechanism is a second register bit.

In yet another form the first source register and the second source register is within a
programmer’s model. In yet another form the programmer’s model is a processor
programmer’s model. In one form the first source register is a first general purpose register
and the second source register is a second general purpose register. In yet another form at
least a portion of access information associated with the access is one or more of at least a
portion of an address associated with the access, or at least a portion of a data value
associated with the access, or at least one attribute associated with the access. In one form
one or mote source registers could be the destination of the access, such as in a load where
the first register determines at least a portion of the access address/attributes and the second
register is the destination of a LOAD instruction. In another form the debug condition
determining circuitry is compare circuitry which determines if a match has occurred. In yet
another form the circuitry is formed on an integrated circuit, and the debug operation is
performed in order to debug predetermined circuitry. In a further form the circuitry used
during the debug operation is compliant with the IEEE NEXUS ISTO-5001 debug interface
standard.

Benefits, other advantages, and solutions to problems have been described above with
regard to specific embodiments. However, the benefits, advantages, solutions to problems,
and any element(s) that may cause any benefit, advantage, or solution to occur or become
more pronounced are not to be construed as a critical, required, or essential feature or element

m"n

of any or all the claims. As used herein, the terms "comprises," "comprising," or any other
variation thereof, are intended to cover a non-exclusive inclusion, such that a process,
method, article, or apparatus that comprises a list of elements does not include only those
elements but may include other elements not expressly listed or inherent to such process,
method, article, or apparatus. The terms a or an, as used herein, are defined as one or more
than one. The term plurality, as used herein, is defined as two or more than two. The term
another, as used herein, is defined as at least a second or more. The terms including and/or
having, as used herein, are defined as comprising (i.e., open language). The term coupled, as

used herein, is defined as connected, although not necessarily directly, and not necessarily

mechanically.
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CLAIMS

What is claimed is:

1. A method for providing debug information, comprising:

determining that a debug condition has occurred,;

determining which one of a plurality of registers is sourcing at least a portion of the
debug information;

providing a user-determinable enable/disable mechanism, corresponding to the one of
the plurality of registers, to specify whether to enable/disable provision of the
debug information;

if the user-determinable enable/disable mechanism specifies to disable provision of
the debug information, inhibiting provision of the debug information; and

if the user-determinable enable/disable mechanism specifies to enable provision of the

debug information, providing the debug information.

2. A method as in claim 1, wherein the debug information is provided during a tracing

debug operation.

3. A method as in claim 1, wherein the user-determinable enable/disable mechanism
comprises a register bit, and wherein the user-determinable enable/disable mechanism
is in a programmer’s model, and wherein the one of the plurality of registers is in the

programmer’s model.

4. A method for enabling/disabling a debug operation related to an access, comprising:
determining that a debug condition associated with the access has occurred;
determining which one of a plurality of registers is sourcing at least a portion
of access information associated with the access;

providing a user-determinable enable/disable mechanism, corresponding to the
one of the plurality of registers, to specify whether to enable/disable
the debug operation;

if the user-determinable enable/disable mechanism specifies to disable the

debug operation, disabling the debug operation; and
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if the user-determinable enable/disable mechanism specifies to enable the

debug operation, enabling the debug operation.

A method as in claim 4, wherein the debug operation comprises one or more of a

tracing operation, a breakpoint operation, a watchpoint operation, a halting operation,

. a triggering operation, a qualification of a subsequent debug operation, or an event

counting operation.

A method as in claim 4, wherein the user-determinable enable/disable mechanism

comprises a register bit.

A method as in claim 4, wherein the one of the plurality of registers is within a

programmer’s model.

A method as in claim 7, wherein the programmer’s model comprises a processor

programmer’s model.

A method as in claim 4, wherein the one of the plurality of registers comprises a

general purpose register.

A method as in claim 4, wherein said at least-a portion of access information sourced
by the one of the plurality of registers comprises one or more of at least a portion of
an address associated with the access, or at least a portion of a data value associated

with the access, or at least one attribute associated with the access.

Circuitry used during a debug operation, comprising:
debug condition determining circuitry which determines if a debug condition
associated with an access has occurred;
a first source register;
a second source register;
a first user-determinable enable/disable mechanism, corresponding to the first
source register, said first user-determinable enable/disable mechanism

specifying whether to enable/disable the debug operation when the first
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source register sources at least a portion of access information
associated with the access;

a second user-determinable enable/disable mechanism, corresponding to the
second source register, said second user-determinable enable/disable
mechanism specifying whether to enable/disable a debug operation
when the second source register sources said at least a portion of
access information associated with the access;

source determining circuitry which determines if the first source register or the
second source register is sourcing said at least a portion of access
information associated with the access; and

enable/disable circuitry which selectively enables/disables the debug
operation, said enable/disable circuitry being coupled to said first user-
determinable enable/disable mechanism, to said second user-
determinable enable/disable mechanism, to said source determining
circuitry, and to said debug condition determining circuitry,

wherein the enable/disable circuitry disables the debug operation if

(1) the debug condition associated with the access has occurred,
and

(2) the source determining circuitry determines that the first
source register is sourcing said at least a portion of
access information associated with the access, and

(3) the first user-determinable enable/disable mechanism
specifies to disable the debug operation, and

wherein the enable/disable circuitry also disables the debug operation if

(1) the debug condition associated with the access has occurred,
and

(2) the source determining circuitry determines that the second
source register is sourcing said at least a portion of
access information associated with the access, and

(3) the second user-determinable enable/disable mechanism

specifies to disable the debug operation.

12.  Circuitry as in claim 11, wherein the debug operation comprises one or more of a

tracing operation, a breakpoint operation, a watchpoint operation, a triggering
14
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operation, a halting operation, a qualification of a subsequent debug operation, or an

event counting operation.

Circuitry as in claim 11, wherein the first user-determinable enable/disable
mechanism comprises a first register bit and the second user-determinable

enable/disable mechanism comprises a second register bit.

Circuitry as in claim 11, wherein the first source register and the second source

register are within a programmer’s model.

Circuitry as in claim 14, wherein the programmer’s model comprises a processor

programmer’s model.

Circuitry as in claim 11, wherein the first source register comprises a first general
purpose register and wherein the second source register comprises a second general

purpose register.

Circuitry as in claim 11, wherein said at least a portion of access information
associated with the access comprises one or more of at least a portion of an address
associated with the access, or at least a portion of a data value associated with the

access, or at least one attribute associated with the access.

Circuitry as in claim 11, wherein said debug condition determining circuitry

comprises compare circuitry which determines if a match has occurred.

Circuitry as in claim 11, wherein the circuitry is formed on an integrated circuit, and

wherein the debug operation is performed in order to debug predetermined circuitry.

Circuitry as in claim 11, wherein the circuitry used during the debug operation is

compliant with a NEXUS debug interface standard.
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