20087138765 A 1IN} 1A 0 00 00RO 0

WO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
20 November 2008 (20.11.2008)

(10) International Publication Number

WO 2008/138765 Al

(51) International Patent Classification:
HO4L 29/06 (2006.01)

(21) International Application Number:
PCT/EP2008/055344

(22) International Filing Date: 30 April 2008 (30.04.2008)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
11/746,492
11/968,568

Us
Us

9 May 2007 (09.05.2007)
2 January 2008 (02.01.2008)

(71) Applicant (for all designated States except US): NOKIA
SIEMENS NETWORKS OY [FI/FI]; Karaportti 3, FIN-
02610 Espoo (FI).

(72) Inventors; and

(75) Inventors/Applicants (for US only): PATIL, Basavaraj
[US/US]; 409 Pedmore Drive, Coppell, TX 75019 (US).
WOLFNER, Gyorgy [HU/HU]; 13 Gvadanyi utca,
H-1144 Budapest (HU).

(74) Common Representative: NOKIA SIEMENS NET-
WORKS OY; COO RTP IPR/Patent Administration,
80240 Munich (DE).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AOQ, AT, AU, AZ,BA, BB, BG, BH, BR, BW, BY, BZ, CA,
CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,
EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,
1L, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC,
LK, LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN,
MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH,
PL, PT, RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, SV,
SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
ZA, 7M, 7ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB,GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL,
NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG,
CIL, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
with international search report

(34)

[Continued on next page]

(54) Title: METHOD AND DEVICE FOR PROCESSING DATA AND COMMUNICATION SYSTEM COMPRISING SUCH

DEVICE

FIG 1

AAA Server

Mobility Access

Home Agent

Gateway

{MAG)

{
105

(HA)

{
106

(57) Abstract: A method and a device for processing data are provided, the method comprising the step: a first network element
sends a message to a second network element thereby informing the second network element about a change of attachment of a third

network element.



WO 2008/138765 A1 |NININNI) DA 000 0000001000000 0 0

—  before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments



10

15

20

25

30

35

WO 2008/138765 1 PCT/EP2008/055344

Description

Method and device for processing data and communication

system comprising such device

The invention relates to a method and to a device for
processing data and to a communication system comprising such

a device.

Further, this invention is related in particular to IP layer
mobility. The protocols in consideration may preferably be a
Mobile Internet Protocol (also referred to as Mobile IP or
MIP) v4 and/or v6 as well as a Proxy Mobile IP (Proxy MIP).

A particular focus of this approach is directed to handling
the mobility of a node (e.g., a host or a mobile station)

between different networks.

Mobile IP is an IP layer mechanism that provides session

continuity to a host as it changes its point of attachment.

However, it is a disadvantage that a mobile node (also
referred to as MN) or a host that moves from a point of
attachment where Proxy Mobile IP is in use to, e.g., its home
link, an existing binding to its home link is still existent
and prevents the mobile node from using its home address

(HoA) or its home link.

The problem to be solved is to overcome the disadvantages as
stated before and to provide an approach to continuously
ensure that a mobile node may (re-)enter its home address or

home link even from a Proxy MIP domain.

This problem is solved according to the features of the
independent claims. Further embodiments result from the

depending claims.
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In order to overcome this problem, a method for processing
data is provided comprising the following step:
— a first network element sends a message to a second
network element thereby informing the second network
element about a change of attachment of a third

network element.

Hence, the first network element sending the message may
thereby explicitly inform the second network element about
the change of attachment of the third network element.
Preferably, the first network element can send the message,
because it becomes aware of the change of attachment of the
third network. This event (i.e. change of attachment) may not
be visible to either the second network element or the third

network element (or to both).

In an embodiment, the first network element is a network
entity, in particular a network component, a device within

the network or a server.

It is possible that the first network element merely
comprises a functionality as set forth above, said
functionality running within a component thereby adding tasks
as described herein to this particular component. In such
case, the first network element may be realized as a process
or as a thread implemented (with)in a (computing) device that

may be, e.g., a network component.

In another embodiment, the first network element can be an
authentication element, in particular an authentication

authorization and accounting server.

Such server may in particular become aware of the change of
attachment of the third network element and thus inform the

second network element about such event.

In a further embodiment, the method further comprises the

step:
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— the first network element is informed about the
change of attachment of the third network element and
thereupon sends the message to the second network

element.

Hence, the first network element may (explicitly) be informed
by, e.g., the third network element about a change of

attachment. This may be the case if the third network element
wants to become attached to another network and therefore may

need to be authenticated by the first network element.

It is to be noted that the first network element may be
informed directly or indirectly about such change of
attachment. Such indirect information may apply, e.g., if a
request for authentication to get connected to another
network is initiated while the third network component still
is attached to a previous network. Hence, the first network
element realizes upon receipt of such request that an event
to change the attachment of the third network element will be
due. Subsequently, the first network element can send the

message to the second network element as described.

In a next embodiment, the second network element is
associated with a previous network to which the third network

element is or has been attached to.

It is also an embodiment that the second network element is a
mobility access gateway (MAG), the method further comprising
the step:
— the message of the first network element informs the
second network element about a detachment of the

third network element.

Hence, the first network element in such case informs the
mobility access gateway (such being the previous network the
third network element has been - or still is - attached to)

about a required detachment of the third network element.
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Pursuant to another embodiment, the second network element

sends a deregistration message. Such deregistration message
may preferably be sent to a local mobile agent (LMA) of the
next or subsequent network (for the third network element to

be connected to).

Hence, after being informed by the first network element
about the change of attachment, the mobility access gateway
(MAG) may send such a deregistration message thereby
initiating a tunnel that is installed between a home agent of
the third network element and the mobility access gateway to

be disconnected.

According to a different embodiment, the second network
element i1s associated with a current network of the third

network element.

Hence, the third network element is connected to (or will
soon be connected to) such second network to which - in such

case — the second network element i1s associated with.

According to another embodiment, the second network element
is a home agent, the method thereby comprising the step:
— the message of the first network element informs the
second network element to deprecate a binding with

the third network element.

Thus, the first network element informs the home agent of the

third network element about the change of attachment.

In yet another embodiment, the second network element, in
particular the home agent of the third network element, sends
a notification to the previous network to which the third
network element has been attached to, thereby informing this
previous network that a binding to the third network element

is deprecated.
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Preferably, a tunnel between the previous network and the
actual network is disconnected and the associated resource in
the actual network, preferably the home network, is freed.
Hence, the third network element can be (directly) attached
to its home agent (without another tunnel to an alien network
to be installed).

The approach presented is in particular of importance if the
third network element is to be attached (from a PMIP domain
of another network that emulated a home link for the third

network element) to its home agent again.

The home link can be emulated also via the alien network by
providing a tunnel between a care-of-address of the alien

network and a home address of the home network (home link).

Pursuant to yet an embodiment, the third network element is a
mobile node, in particular a mobile terminal, e.g., a user

equipment according to 3GPP.

According to a next embodiment, the third network element
changes its attachment from a first network to a second
network. The first network may preferably comprise a Proxy
MIP (PMIP) domain. Further, the second network may be a home

network of the third network element.

The problem stated supra is also solved by a device for
processing data comprising a processor unit that is arranged
and/or equipped such that the method as described is

executable on said processor unit.

As an embodiment, said device i1s a communication device, 1in

particular an authentication server.

As yet an embodiment, the device is an authentication

authorization and accounting server.
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The problem can also be solved by a communication system

comprising the device as described herein.

Embodiments of the invention are shown and illustrated in the

following figures:

Fig.1l shows a graph visualizing a change of attachment of a
mobile node from a first network to a second network

in rough outline;

Fig.2 shows a more detailed graph based on the scenario of

Fig.1l.

Fig.l shows a diagram visualizing a change of attachment of a
mobile node (MN) 107 from a first network 102 to a second
network 103. In this graph, the first network 102 comprises a
Mobility Access Gateway (MAG) 105 and the second network 103
comprises a Home Agent (HA) 106 of this mobile node 107. The
MAG 105 and the HA 106 are connected by a tunnel 104 thereby
enabling the first network 102 to emulate a home link to the
mobile node 107.

There is an AAA Server 101 (Authentication Authorization and
Accounting Server) that is aware of the binding between a

home address and a care-of-address.

In this scenario, the mobile node 107 moves from the first
network 102 that may be a non-3GPP access network such as an
evolution-data optimized (EV-DO) or a WiMAX (Worldwide
Interoperability for Microwave Access) to a long term

evolution (LTE) network (here: the second network 103).

When the mobile node 107 is attached to the non-3GPP access
network 102, a Proxy Mobile IP may be used to manage the
host's mobility. The mobile node 107 is assigned a home
address (HoA) the scope of which is at the Home agent (Local
Mobility Agent, LMA). The MAG 105 in the Proxy MIP domain (or

network) performs a binding update on behalf of the mobile
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node 107 (Proxy base unit) with the HA 106 assigned to the
mobile node 107.

The HA 106 creates a binding 104 in its cache between the
home address (HoA) and the care-of-address (CoA), which is

the address of the mobility access gateway (MAG) 105.

When the mobile node 107 moves from the Proxy MIP domain to
its home network 103 (or home link) the binding 104 in the HA
106 needs to be deleted. Since the mobile node 107 is unaware
of the binding 104 at the HA 106, it does not invoke any

deregistration procedures on its own.

However until the binding 104 has been deprecated at the HA
106, the mobile node 107 is unable to use the home address

(HoA) on its home link.

Such scenario is in particular applicable if an attachment
has to be changed from Proxy Mobile IP to a 3GPP access
network, which uses a GPRS tunneling protocol (GTP). In the
GPRS tunneling protocol (GTP) based network the mobile node
is viewed as being on its home link. Hence, a mobile node
that starts in a non-3GPP access network and moves to a 3GPP
access network will need to cope with the situation

described.
There are in particular two approaches to solve this issue:

1. The AAA Server 101 is common to both, the first network
102 as well as the second network 103, i.e. the network
which uses Proxy Mobile IP and the network in which the

mobile node 107 is on its home link.

When the mobile node 107 moves from the Proxy MIP domain
to its home link, it performs access authentication. The
AAA Server 101 authenticates the mobile node 107.
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The AAA Server 101 as a result of the authentication
request from the mobile node 107 coming from its home
network/link knows that the mobile node 107 has moved
from the PMIP domain. The AAA Server 101 sends a message
to the MAG 105 in the Proxy MIP domain indicating that
the mobile node 107 has detached from the first network
102. The MAG 105 on being notified about the mobile node
107 no longer being attached to its network 102 sends a
deregistration message to the HA 106. The HA 106
deprecates the binding 104 between the home address HoA
and the care-of-address CoA. The mobile node 107 can now

use the HoA on its home link.

2. The AAA Server 101 can force the HA 106 to deprecate the
binding 104 between the HoA and the CoA.

When the mobile node 107 attaches to the home link and
performs access authentication, the AAA Server 101 knows

that the mobile node 107 has returned to its home link.

Since the AAA Server 101 knows that the mobile node 107
has moved from a PMIP domain to the home link, it can
command the HA 106 to deprecate the binding 104 between
the HoA and CoA (belonging to the MAG 105). The AAA
Server 101 sends a message (command) to the HA 106
indicating that the binding 104 for the node with the
address or prefix which is the HoA must be deprecated or
deleted. The HA 106 deletes the binding 104 between the
HoA and CoA.

On successful deletion of the binding 104 between the
HoA and CoA in the HA 106 the mobile node can continue

to use the HoA on its home link.

This scenario is also visualized in Fig.2 in more detail.
Within a Network X (also referred to as alien network to a
mobile node MN) there is a mobility access gateway MAG

connected to base stations BS. Each base station BS may
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support the mobile node MN while being associated with the
Network X. A Network Y comprises a home agent HA (together
with a local mobility agent LMA) that is connected to a
Serving-Gateway (GW). The Serving-GW supplies base stations
BS that may each support the mobile node MN when being
attached to the Network Y. The mobility access gateway MAG
and the home agent HA, are connected via a tunnel that is
further associated with a home address HoA and a care-of-
address CoA.

The scenario according to Fig.2 can be summarized as follows:

A mobile node MN (conform with, e.g., MIP v4 and/or vé6)
attaches to the Network X, which is PMIP enabled. The PMIP
domain emulates a home link for the mobile node MN and

assigns a home address HoA to the mobile node MN.

A mobility access gateway MAG performs a binding update with
the home agent HA and creates the bi-directional tunnel
between itself (i.e. its care-of address CoA) and a local
mobility agent LMA that hosts the home address HoA.

Next, the mobile node MN moves to another Network Y and
attaches to i1t. This Network Y is the home link for the
mobile node MN.

The mobile node MN is now on its real home link (i.e. not
connected via an emulated link). From the mobile node's
perspective at the IP layer and above, the mobile node MN is

unaware of the link change.

The mobile node MN performs access authentication and is
assigned the same home address HoA. Hence, there is no
interruption of the IP sessions running on the mobile node
MN.

When the mobile node MN, which has been assigned a home

address HoA as being attached to a PMIP domain in the Network
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X, returns to its home link (i.e., the mobile node MN
attaches to the Network Y) and is assigned the home address
HoA, the binding in the home address HA, which was created by
the mobility access gateway MAG in Network X needs to be

deprecated.

The mobility access gateway MAG in Network X may be unaware
of the mobile node MN exiting the Network X and hence will
not send a deregistration message on its own directed to the

local mobility agent ILMA (home agent HA).

The home agent HA needs to delete the binding between the
home address HoA, assigned to the mobile node MN, and the
care-of-address CoA assigned at the mobility access gateway
MAG, when the mobile node MN attaches via the real home link

(1.e. connects to the Network Y).

First Solution:

When the mobile node MN attaches to its home link, i.e. to

Network Y, it performs an access authentication.

An AAA server is aware of the binding between the home
address HoA and the care-ocf-address CoA at the home agent HA,
which was created when the mobile node MN was attached to the
Network X (the PMIP domain).

The AAA server sends a message to the mobility access gateway
MAG in the previous network (i.e. Network X) about the mobile

node's detachment from this Network X.
The mobility access gateway MAG sends a deregistration
message (i.e. a binding update preferably with a lifetime of

zero) to the local mobility agent LMA (home agent HA).

Second Solution:
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When the mobile node MN attaches to its home link, i.e. to

the Network Y, it performs an access authentication.

The AAA server is aware of the binding between the home
address HoA and the care-of-address CoA at the home agent HA
that was created when the mobile node MN was attached to the

Network X (i.e. the PMIP domain).

The AAA server sends a message (or command) to the home agent

HA to deprecate the binding.

The home agent HA (local mobility agent LMA) sends a
notification to the mobility access gateway MAG in the

Network X that the binding has been deprecated.
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Claims:

A method for processing data comprising the following

step:

— a first network element sends a message to a second
network element thereby informing the second network
element about a change of attachment of a third

network element.

The method according to claim 1, wherein the first
network element is a network entity, in particular a

network component and/or a server.

The method according to any of the preceding claims,
wherein the first network element is an authentication
element, in particular an authentication authorization

and accounting server.

The method according to any of the preceding claims

comprising the step:

— the first network element is informed about the
change of attachment of the third network element and
thereupon sends the message to the second network

element.

The method according to any of the preceding claims,
wherein the second network element is associated with a
previous network the third network element is or has
been attached to.

The method according to claim 5, wherein the second

network element is a mobility access gateway, the method

comprising the step:

— the message of the first network element informs the
second network element about a detachment of the

third network element.
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10.

11.

12.

13.

14.

The method according to claim 6, wherein the second
network element sends a deregistration message to a

local mobile agent.

The method according to any of the preceding claims,
wherein the second network element is associated with a

current network of the third network element.

The method according to claim 8, wherein the second

network element is a home agent, the method comprising

the step:

— the message of the first network element informs the
second network element to deprecate a binding with

the third network element.

The method according to claim 9, wherein the second
network element sends a notification to a previous
network of the third network element informing this
previous network that a binding to the third network

element is deprecated.

The method according to any of the preceding claims,
wherein the third network element is a mobile node, in

particular a mobile terminal.

The method according to any of the preceding claims,
wherein the third network element changes its attachment

from a first network to a second network.

The method according to any of the preceding claims,

wherein the first network comprises a PMIP domain.

The method according to any of the preceding claims,
wherein the second network is a home network of the

third network element.
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A device for processing data comprising a processor unit
that is arranged such that the method according of any

of the preceding claims is executable on said processor.

The device according to claim 15, wherein said device is
a communication device, in particular an authentication

server.

The device according to claim 15, wherein said device is

an authentication authorization and accounting server.

Communication system comprising the device according to

any of claims 15 to 17.
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