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ABSTRACT OF THE DISCLOSURE

Computerized methods, systems and computer program products for determining how an 

identity of a consumer can be verified during a transaction involving the consumer and a 

merchant. Embodiments access and analyze data of an account the consumer has with an

5 online social network to derive a challenge question response options. The social-network 

based challenge question and response options are presented to the consumer, and the 

consumer’s selection of certain response options is used to confirm that the consumer is 

the person named on a credit card or other payment instrument or that other identification 

or verification information should be requested by the merchant before completing the

10 transaction.
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METHODS SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR VERIFYING 

CONSUMER IDENTITY DURING TRANSACTION

RELATED APPLICATION

5 [0001] This application claims divisional status from Australian Patent Application No.

2013403305, the specification of which is incorporated by reference.

SUMMARY

[0001a] Embodiments relate to verifying consumer information during a transaction

10 utilizing dynamic, challenge-response protocols based at least in part upon a consumer’s 

online activities reflected in accounts the consumer has with one or more of a social 

networking site, an e-commerce site and an electronic mail site or program.

[0002] The consumer’s online activity data is analyzed during a transaction to determine

15 a challenge question and response options for use in verifying that the consumer is the 

person named on a tendered payment instrument. Embodiments may supplement or 

replace other known consumer identification or verification data such as signatures and 

PIN numbers provided by consumers at a point of sale (POS) device of a merchant.

20 [0003] Certain embodiments relate to verifying consumer information during a

transaction utilizing dynamic, social-network based challenge-response protocols by 

utilizing a consumer’s online social network data to determine or verify the consumer’s 

identity during a transaction.

25 [0004] Certain embodiments are directed to computer-implemented methods, systems

and computer program products for verifying a consumer’s identity during a transaction 

without requiring the consumer to key in personal information such as a zip code or a PIN 

number of a debit card. Instead, the consumer can select from response options including a 

content item of an online social network site used by the consumer.

30
[0005] Certain other embodiments are directed to determining a challenge question and 

response options for consumer identity verification after a transaction has been initiated, 

but
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before the transaction has been completed, e.g., before the consumer has left merchant store or

location and taken delivery of a good or before a merchant has performed service or agreed to 

perform a service.

[0006] Embodiments are also directed to computer-implemented methods, systems and

5 computer program products for determining and/or presenting dynamic challenge questions

requiring a pre-determined response, or selection of a valid response from a plurality of 

responses including invalid responses, in order to verify a consumer’s identity so that the 

transaction can then be completed. A consumer may have to respond to one or multiple 

challenge questions before a merchant can be satisfied the consumer is the person named on a

10 payment instrument. Thus, embodiments are in contrast to, for example, a consumer opening a

credit card account and having to enter a pre-determined zip code or phone number of the 

consumer, or a pre-determined PIN that was selected by the consumer when opening or 

configuring a debit card account since the consumer does not know the challenge question or

how to answer the challenge question before the transaction is initiated by tendering payment.

15 [0007] Embodiments are also directed to accessing an account the consumer has with an

online social network site and storing data to be utilized to determine challenge questions and

response options including at least a valid response. This is done before the consumer tenders a

form of payment to a merchant to make a purchase. A consumer’s account may be accessed

before a transaction has been initiated or in response to a request by a merchant after a

20 transaction has been initiated by, for example, swiping a credit card through the POS device, but 

before the transaction has been completed.
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[0008] Certain embodiments are directed to determining challenge questions and respective

response options based on data of an account a consumer has with one or more social networking

site such as FACEBOOK, MYSPACE, FOURSQUARE, PINTEREST, GOOGFE+ and

EINKEDIN social networking sites (facebook.com, myspace.com, foursquare.com,

5 pinterest.com, plus.google.com, linkedin.com).

[0009] Certain embodiments are directed to a dynamic, social-network based challenge- 

response methods, systems and computer program products. For example, a party involved in 

processing the payment or determining or communicating authorization to utilize a tendered 

form of payment accesses or retrieves data from an account the consumer has with an online

10 social network. This social networking site account data is analyzed to determine a valid

response comprising content of the consumer’s social network account and to derive a 

corresponding challenge question to which the correct answer is the valid response. 

Embodiments may also involve determining invalid response options such that the consumer is

presented with the challenge question and a plurality of response options including the valid

15 response that is a content item of the consumer’s account with the social networking site and one 

or more invalid responses that may or may not be from the social networking site.

[0010] Thus, with embodiments, a consumer may still enter information such as a zip code or

PIN as is traditionally done, but embodiments provide for independent identity verification by

leveraging data of a consumer’s online social network account and doing so in a way that

20 prevents or reduces fraud by utilizing data more likely to be known by the consumer and less 

likely to be known or not known by a fraudulent user or thief. Given the real-time identification 

verification capabilities provided by embodiments, transactions can be completed without the
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need for manual entry of a zip code or PIN into a merchant POS terminal, and may also

eliminate the need for the consumer to enter a signature into a keypad or touchscreen.

[0011] Certain embodiments are directed to computer-implemented methods, systems and 

computer program products for verifying a consumer’s identification without the consumer or

5 user having to key in any personal identification information or PIN numbers. Instead,

embodiments leverage data of consumer accounts with online social networking sites to 

determine which challenge questions to ask and which response options to the challenge 

questions should be presented. In this manner, the consumer will select a response option to one 

or more social-network based challenge questions instead.

10 [0012] Embodiments may involve challenge questions and response options that change after

each use of a payment card or other a form of payment, after a pre-determined number of 

transactions (e.g., after each transaction or after a pre-determined number of transactions), or 

after a pre-determined time (e.g., after a week or month). Embodiments provide a more secure

protocol compared to traditional systems that rely upon static address information or PIN

15 numbers previously selected by a consumer and that is more likely to be stolen. Moreover, 

challenge questions and valid response options determined according to embodiments may be 

based on social network data having specified timeliness attributes, e.g., challenge questions and

responses are based on new or updated social network data or social network data that was

posted to the account within a pre-determined time, and this recent data is more likely to be

20 known by the consumer and less likely to be known to a thief.

[0013] Embodiments may involve one or multiple online social networking sites with which 

the consumer has online accounts, and a particular challenge question and/or response option
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may be determined based on one online social networking site, multiple online social networking

sites, accounts of the consumer or user, accounts of online social connections of the consumer, or

accounts of online social connections of online social connections of the consumer or user.

[0014] Certain embodiments are directed to challenge questions and response options being

5 presented to a consumer through a merchant payment device such as an in-store POS terminal or

through a mobile communication device of a merchant executing a mobile payment application 

such as GOPAYMENT mobile payment application. In these embodiments, for example, after a 

credit or other payment card is swiped or data thereof entered into the POS device, the POS 

device receives and displays one or more challenge questions with response options to the user.

10 The user selects a response option through the POS device display or other data input method.

The POS terminal, which may have the valid response, compares the response entered or 

selected by the consumer and the correct or valid response to determine whether the consumer is 

the person named on a payment instrument, e.g., a name on a credit or debit card or a check.

[0015] Certain embodiments are directed to determining dynamic challenge questions and

15 response options and communicating with a consumer’s mobile communication device to present 

a challenge question and response options to the consumer via the consumer’s mobile 

communication device and providing a result regarding whether or not the consumer’s identity

was confirmed to the merchant. Thus, in these embodiments, the interaction concerning

challenge questions and responses occurs between the intermediate payment processor and the

20 consumer, rather than between the merchant and the consumer.

[0016] Certain embodiments are directed to how challenge questions and response options 

are determined and presented to the consumer directly via the consumer’s mobile communication
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device or presented to the consumer via the merchant’s POS terminal. Other embodiments are

directed to determining invalid responses that are included within a plurality of response options 

including a valid response option and at least one invalid response option.

[0017] Embodiments are also directed to computer-implemented methods, systems and

5 computer program products for verifying a consumer’s identity independently of authorization

determinations made by an issuer of a payment card.

[0018] Embodiments are also directed to reducing fraud and financial losses resulting from 

theft of payment instruments such as credit cards, debit cards and negotiable instruments such as

checks.

10 [0019] Embodiments may involve a consumer tendering a form of payment (e.g., a physical

credit card) and manually selecting a response option to a challenge question displayed by the 

merchant’s POS device to the consumer. Rather than a physical card or other form of payment, 

embodiments may involve a consumer tendering payment from a mobile wallet via the mobile

communication device, and the consumer manually selects a response option to a challenge

15 question displayed by the merchant’s POS device to the consumer. Further, rather than selecting 

a response option displayed on the merchant’s POS device, the challenge question and response 

options may be communicated to the consumer’s mobile communication device so that the

consumer can select a response option via the interface, display or touchscreen of the mobile

communication device rather than using the merchant POS device. In one embodiment, this

20 involves communications between the intermediate computer the mobile communication device 

for presenting and answering the challenge question. In another embodiment, this may involve 

a wireless connection being established between the POS device and the consumer’s mobile
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communication device (e.g., a near field communication (NFC) or other suitable wireless

connection. Such connections may be the same or different from a connection used for payment 

tendered by a mobile wallet, if a physical credit card is not tendered and a credit card or credit

card data of a mobile wallet is used instead.

5 [0020] Embodiments are also directed to verifying an identity of a consumer that has

tendered a physical form of payment (e.g., a credit card, payment card or check), and involves a 

consumer’s mobile communication device. Embodiments may involve the consumer’s mobile 

communication device communicating with the merchant POS device and/or the intermediate

computer.

10 [0021] Embodiments are also directed to verifying an identity of a consumer that has

tendered a mobile form of payment (e.g., a card from a mobile wallet of the consumer’s mobile 

communication device) and using the mobile communication device for verification of the

consumer’s identity. Embodiments may involve the consumer’s mobile communication device

communicating with the merchant POS device and/or the intermediate computer.

15 [0022] Embodiments are also directed to eliminating the need for traditional consumer inputs

such as a signature, zip code or PIN number manually entered at the point of sale when using 

credit cards, debit cards or other forms of payment, and may be utilized independently of or in

conjunction with such methods. Embodiments are also directed to a type of identification

verification that is separate from consumer biometrics, and that may be utilized independently of

20 or together with such methods.

[0023] Embodiments are related to computer-implemented methods for providing data to 

determine or verify consumer’s identity or determining or verifying a consumer’s identity before
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a transaction has been completed, e.g., while the consumer is at the merchant POS device

waiting for a separate issuer authorization to utilize a credit card.

[0024] One embodiment is directed to a computer-implemented method for providing a 

merchant with data for verifying an identity of a consumer that has tendered a payment card to

5 purchase a good or service from a merchant during a transaction and that is performed by an

intermediate computer in communication with and between a POS terminal of the merchant and 

a computer hosting an online social network site. The method comprises the intermediate 

computer receiving a request by the POS terminal for data used to verify the consumer’s identity. 

For example, this request may be transmitted by the merchant POS terminal after or in response

10 to swiping of a credit card tendered by the consumer. The method further comprises determining

a challenge question and one or more options for responding to the challenge question. At least 

one response option comprises a valid response and at least one response option is invalid. At 

least the challenge question and the valid response are determined by the intermediate computer

based at least in part upon data of an account the consumer has with the online social network

15 site. The method further comprises the intermediate computer transmitting the challenge 

question and the response options to the POS terminal before the transaction has been completed 

(e.g., while the consumer is waiting at the POS terminal) for presentation to the consumer

through the POS terminal. The consumer can answer the challenge question and the merchant to

verify the consumer’s identity based at least in part upon whether the consumer selects the valid

20 response.

[0025] A further embodiment is directed to a computer-implemented method for providing a 

merchant with data for verifying an identity of a consumer that has tendered a payment card to
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purchase a good or service from a merchant during a transaction, the method being performed by

an intermediate computer in communication with a POS terminal of the merchant and a 

computer hosting an online social network site. The method comprises the intermediate 

computer receiving a request by the POS terminal data for verification of the consumer’s identity

5 and the intermediate computer determining a challenge question and a valid response to the

question based at least in part upon data of an account the consumer has with an online social 

network site and transmitting the challenge question and the valid response to the POS terminal 

before the transaction has been completed. The challenge question and valid response are 

presented to the consumer through the POS terminal to allow the consumer to answer the

10 challenge question and allow the merchant to verify the consumer’s identity based at least in part

upon whether the consumer selects the valid response.

[0026] Yet another embodiment is directed to a computer-implemented method for providing 

a merchant with data for verifying an identity of a consumer that has tendered a payment card to

purchase a good or service from a merchant during a transaction, the method being performed by

15 an intermediate computer in communication with a POS terminal of the merchant, a computer 

hosting an online social network site and a mobile communication device of the consumer. The 

method comprises receiving a request by the POS terminal data to verify an identity of the

consumer and determining a challenge question and options for responding to the challenge

question based at least in part upon data of an account the consumer has with the online social

20 network site, at least one response option being a valid response to the challenge question and at 

least one response option being an invalid response to the challenge question. The method 

further comprises transmitting the challenge question and the response options to the mobile
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communication device for presentation to the consumer to allow the consumer to respond to the

challenge question through the mobile communication device and receiving the response option 

selected by the consumer in response to the challenge question. The method further comprises 

determining whether the consumer has selected the valid response option and when the consumer

5 has selected the valid response option, transmitting a message to the POS terminal in response to

the request indicating that the consumer’s identity has been verified, else transmitting a message 

to the POS terminal indicating that the consumer’s identity has not been verified.

[0027] A further embodiment is directed to a computer-implemented method for providing a 

merchant with data for verifying an identity of a consumer that has tendered a payment card to

10 purchase a good or service from a merchant during a transaction, the method being performed by

an intermediate computer in communication with a POS terminal of the merchant, a computer 

hosting an online social network site and a mobile communication device of the consumer. The 

method comprises receiving a request by the POS terminal data for a challenge question and

options for responding to the challenge question, at least one response option being a valid

15 response to the challenge question and at least one response option being an invalid response to 

the challenge question. The method further comprises determining the challenge question and 

response options based at least in part upon data of an account the consumer has with the online

social network site. The method further comprises transmitting the challenge question and the

response options to the mobile communication device for presentation to the consumer to allow

20 the consumer to respond to the challenge question through the mobile communication device 

before the transaction has been completed and transmitting at least the valid response to the POS 

terminal before the transaction has been completed.
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[0028] While certain embodiments are described as being directed to steps performed by the

intermediate computer, other embodiments are directed to computer-implemented methods 

performed by a merchant POS device such as an in-store terminal or mobile communication 

device executing a mobile payment application. For example, such embodiments may involve

5 one or more or all of transmitting a request for identification criteria to the intermediate

computer, receiving one or more challenge question and respective response option in response 

to the request, presenting the one or more challenge questions and respective response options to 

the consumer via the POS device, receiving consumer input in response to the challenge 

question, and determining whether the valid response or an invalid response was selected, which

10 is used to determine whether or not the consumer is who he or she claims. Further, in other

embodiments involving a method performed by a merchant POS device, the merchant POS 

device does not receive the actual challenge question and response options and instead receives 

data of a determination made by the intermediate computer (e.g., when a user responds to the

intermediate computer rather than to the merchant’s POS device).

15 [0029] Other embodiments are directed to steps performed by a mobile communication

device such as a smartphone or tablet computing device of the consumer executing an 

application. For example, such embodiments may involve one or more or all of receiving one or

more challenge questions and respective response options, e.g., in an electronic mail or SMS

message, from an intermediate computer, receiving the consumer’s selection of a response option

20 in response to the challenge question, and transmitting the response to the intermediate 

computer. As another example, such embodiments may involve one or more or all of receiving 

one or more challenge questions and respective response options, e.g., via a NFC or other
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suitable wireless connection, from a merchants POS device, receiving the consumer’s selection

of a response option in response to the challenge question, and transmitting the response to the

merchant’s POS device.

[0030] Yet other embodiments are directed to steps performed by a computer hosting the

5 online social networking site with which the consumer has an account. Such embodiments may

involve one or more or all of receiving a request by the intermediate or processor computer for 

access to a consumer’s account (e.g., before a transaction or during a transaction in response to a 

merchant request), identifying an account of a consumer that is the subject of a request (e.g., by 

consumer data such as the consumer’s phone number or e-mail address provided by the

10 consumer when setting up the online social networking account or configuring the online social

network account for use according to embodiments), and providing access to the account to 

allow the intermediate computer to access or download data of the consumer’s account, or 

transmit data of the consumer’s account to the intermediate computer.

[0031] Embodiments may also involve method steps performed by multiple components that

15 cooperatively operate to execute embodiments. For example, depending on whether or not a 

consumer’s mobile communication device is utilized, embodiments may involve method steps 

performed by the intermediate computer and the consumer’s mobile communication device; the

intermediate computer and the computer hosting the online social networking site; the

intermediate computer and the merchant’s POS device; the merchant’s POS device and the

20 consumer’s mobile communication device; the merchant’s POS device and the computer hosting 

the online social networking service; the consumer’s mobile communication device (or other 

computing device) and the computer hosting the online social networking site; the intermediate
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computer, the merchant’s POS device and the consumer’s mobile communication device; the

intermediate computer, the merchant’s POS device and the computer hosting the online social 

networking site; the merchant’s POS device, the consumer’s mobile communication device and 

the computer hosting the online social networking site; and all of the intermediate computer, the

5 merchant’s POS device, the computer hosting the online social networking site and the computer

hosting the online social networking site.

[0032] In a single or multiple embodiments, the merchant’s POS device is in the form of an 

in-store POS terminal or a merchant’s mobile communication device executing a mobile 

payment application operable or configured to accept mobile payments from consumers (e.g., by

10 transmitting a request to the intermediate computer via a cellular network).

[0033] In a single or multiple embodiments, the online social network site comprising a 

website that allows registered users to generate profiles from within the website and that reflects 

relationships or electronic social connections with other users of the website. In a single or

multiple embodiments, the intermediate computer communicates with the computer hosting the

15 online social networking site to receive or access data of the consumer account and determine the 

challenge question and response options in response to the request by the point of sale terminal 

and before the transaction has been completed.

[0034] In a single or multiple embodiments, the intermediate computer accesses the

consumer’s account by determining or receiving consumer authentication data and presenting the

20 consumer authentication data to an interface to the online social networking site to access the 

consumer’s account with the online social networking site through the interface utilizing the 

consumer data. For example, for this purpose, a request by the POS device to the intermediate
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computer may include a name on the payment card tendered by the consumer, and the

intermediate computer looks up the name within a database and determines the consumer data 

associated with the name. The consumer data may be at least one of an electronic mail address 

and a phone number of the consumer associated with the name that is associated with, included

5 within or linked to the consumer’s account. The name data received from the merchant’s POS

device may also be utilized with the consumer data if so configured.

[0035] In a single or multiple embodiments, the challenge question and the valid response 

are not known by the intermediate computer, and were not previously selected by the consumer, 

before the intermediate computer receives the request by the POS device.

10 [0036] In a single or multiple embodiments, the consumer grants permission to the

intermediate computer, or to the host computer, for the intermediate computer to access the 

consumer’s online social networking site account, but the intermediate computer has not 

provided the challenge question or the valid response to the consumer before the transaction has

been initiated or before the request by the POS device.

15 [0037] In a single or multiple embodiments, at least the challenge question and the valid

response are dynamic such that different challenge questions and respective valid responses 

based at least in part upon respective data of the consumer’s account are determined by the

intermediate computer for use during respective different transactions. For example, in one

embodiment, the consumer tendered the payment card to purchase another good or service from

20 a second merchant during a second, subsequent transaction such that the intermediate computer 

receives a request by a second POS device if the second merchant for verification of the 

consumer’s identity and determines a second challenge question and options for responding to
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the second challenge question including a second valid response and at least one invalid

response. At least the second challenge question and the second valid response are based at least 

in part upon data of the consumer’s account. The second challenge question and the response 

options including the second valid response are transmitted to the second POS device before the

5 second transaction has been completed for presentation to the consumer through the second POS

device. The consumer can answer the second challenge question and allow the second merchant 

to verify the consumer’s identity based at least in part upon whether the second valid response is

selected.

[0038] In a single or multiple embodiments, different accounts of an online social network or

10 different accounts at different online social networks are utilized. For example, in one

embodiment in which the intermediate computer is in communication with respective computers 

hosting respective online social network sites at which the consumer has respective accounts, the 

intermediate computer receives a request by a second POS device of a second merchant for

verification of the consumer’s identity and determining a second challenge question different

15 from the first challenge question. The intermediate computer also determines options for 

responding to the second challenge question comprising a second valid response and at least one 

invalid response. At least the second challenge question and the second valid response are

determined by the intermediate computer based at least in part upon data of a second account the

consumer has with the second online social network site. The intermediate computer transmits

20 the second challenge question and the response options including the second valid response to 

the second POS device before the second transaction has been completed for presentation to the 

consumer through the point of sale terminal to allow the consumer to answer the second
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challenge question and allow the second merchant to verify the consumer’s identity based at least

in part upon whether the consumer selects the second valid response.

[0039] Further, embodiments involving multiple consumer accounts at respective online 

social network sites may involve the intermediate computer determining which of the first and

5 second social network sites to use to determine the challenge question and response options. For

example, this determination may be based at least in part upon which online social network site 

includes the most recent activity by the consumer (e.g., a most recent update) or how many 

consumers that are registered with the intermediate computer have accounts with respective 

online social network sites. Further, embodiments may involve the intermediate computer

10 utilizing one online social networking site account to determine challenge questions and response

options for a first pre-determined number of transactions, and another account the consumer has 

with another social networking site to determine challenge questions and response options for a 

second pre-determined number of transactions. Other embodiments involve utilizing one account

for a first time (e.g., a day, week or month), and another account for another time (e.g., next day,

15 next week, next month), thus alternating using different accounts.

[0040] In a single or multiple embodiments, a challenge question may have multiple valid

response options, one valid response option being based on data of a consumer’s account with

one online social network site, whereas another valid response option is based on data of a

consumer’s account with another online social networking site. The intermediate computer can

20 retrieve or access and aggregate data from multiple online social network sites and derive a 

challenge question involving a valid response option from online social networking site or 

multiple online social networking sites.
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[0041] Embodiments may involve a consumer answering a single challenge question or

multiple challenge questions, such that in order to make a determination that a consumer’s 

identity has been verified, the consumer must answer a pre-determined minimum number of

challenge questions correctly.

5 [0042] In a single or multiple embodiments, the challenge question and valid response

change or are dynamic such that a determined challenge question and a valid response apply for 

transactions occurring during a date or range of dates, but then a different challenge question and 

valid response are used for transactions occurring during a different date or range or dates. 

Question and response changes, in other embodiments, may be based at least in part upon the

10 intermediate computer determining or receiving an update made to the consumer’s account

and/or based at least in part upon data of the account being posted or dated within a pre

determined time before a date that the transaction was initiated.

[0043] In a single or multiple embodiments, the valid response is selected from the

consumer’s account with the social networking site, and the at least one invalid response being

15 selected from another account of the social network, such as an account of another user of the

social network that is not an online social connection of the consumer, or a connection of a

connection of the consumer. In certain embodiments, invalid responses are selected from a non

connection account when the consumer and the non-connection user are separate from each other

by a pre-determined minimum degree or pre-determined minimum number of connections with

20 in the online social networking site, e.g., a minimum of three degrees of separation. In this 

manner, embodiments select invalid responses in a manner such that the consumer is more likely 

not to recognize the invalid response, thus improving the reliability of verification when, for
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example, the consumer is presented with a series of challenge questions and the consumer can

correctly distinguish and select the valid response from the invalid ones. In other embodiments, 

one or more invalid response are selected by the intermediate computer from outside of the 

online social network. For example, the intermediate computer may execute an internet search

5 independently of the social networking site and select random content items as invalid responses.

[0044] In a single or multiple embodiments, a valid response option is selected from the 

consumer’s social network account based at least in part upon when online activity within the 

consumer’s account occurred or when that content item was created or posted to the account. 

For example, a content item may qualify as a valid response based at least in part upon the online

10 activity involving the content item occurring within a pre-determined number of days before the

transaction or how often the content item is involved in online activity.

[0045] In a single or multiple embodiments, the challenge question and response options 

involve a content item in the form of a photograph, e.g., a photograph posted to facebook.com or

pinterest.com. For example, a valid response option may be a photograph that was taken by the

15 consumer and posted to the consumer’s account, or a photograph taken by the consumer or an 

online social connection of the consumer in which the consumer is tagged. Challenge questions 

and response options may also involve content in the form of audio and video files, e.g., a valid

response may be a recently purchased song or movie, or selected based on how often the

consumer plays or listens to a song or movie or other attributes thereof. Response options may

20 also involve content in the form of electronic check-ins, e.g., using a mobile application of 

FOURSQUARE social networking service.
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[0046] Challenge questions and response options may also be structured such that response

options involve the same type of content items. For example, challenge question derived from 

the consumer’s account may be “Where did you recently visit?” and the response options 

presented to the consumer may be four photographs from which the user can select one

5 photograph taken by the consumer at the visited location. As another example, this same

exemplary challenge question may involve a mixture of different types content items such as 

photographs and data of electronic check-ins.

[0047] Response options may involve names of online social network connections or events 

about online social network connections. For example, response options may include a plurality

10 of names, a valid response corresponding to a name of an online social network connection of

the consumer, whereas invalid response options are not online social network connections of the 

consumer. For example, an invalid responses may be a name of a connection of a consumer’s

connection, or a name of a connection of a connection of a consumer’s connection.

[0048] In one or more embodiments, invalid response options may be content items

15 randomly generated by the intermediate computer or selected from internet searches. For 

example, in one embodiment involving names of online social network connections, response 

options are selected based at least in part upon respective probabilities whether the consumer will

recognize respective response options, wherein the valid response is associated with a probability

that is greater than a pre-determined minimum threshold probability, and the at least one invalid

20 response is associated with a probably that is less the pre-determined minimum threshold 

probability. Probabilities may be based at least in part upon a degree of connection or separation 

of the consumer with other users within the online social network, e.g., whether a direct
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connection (high degree or likelihood of recognition), or an indirect connection and how many

degrees or levels of separation exist between the consumer and other users.

[0049] In one or more embodiments in which the form of payment tendered is a payment 

card such as a credit card, the intermediate computer, serving as an acquirer or intermediate

5 payment processor, is also in communication with a computer of an issuer of the payment card,

e.g., a computer of an issuer such as VISA or MASTERCARD issuers. In these embodiments, 

the intermediate computer also communicates with the issuer computer, which performs its 

standard authorization process, and the intermediate computer receives authorization data or an 

authorization code generated by the issuer computer that indicates whether the consumer having

10 sufficient credit for the transaction or whether the credit card is approved for the transaction. In

addition to transmitting one or more challenge questions and respective response options, the 

intermediate computer also transmits the authorization data to the point of sale terminal. In one 

embodiment, in which a challenge question and response options are transmitted to the

merchant’s POS device, the authorization data is transmitted together with the challenge question

15 and response options. Thus, with embodiments, while traditional issuer processing may 

authorize use of the credit card, the merchant may decline to proceed with the transaction when, 

for example, the consumer fails to select the valid response in response to one or more challenge

questions thus calling into question the identity of the consumer.

[0050] In a single or multiple embodiments, the intermediate computer receives the request

20 from the POS device, and in response to the request, accesses data of the consumer’s account. 

The consumer’s account data may have been previously retrieved and stored and is then accessed 

in response to the request, or the intermediate computer may connect to the computer hosting the
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online social networking site to access or retrieve data of the consumer's account in response to

the request, and then determine one or more challenge questions and response options, which are

transmitted to the merchant POS device or the consumer's mobile communication device before

the transaction has been completed.

5 [0050A] According to another example aspect, there is provided a computer-implemented

method comprising: receiving, by an intermediate computer through a respective network, a

request from a point of sale (POS) device of a merchant for data to be used to verify an identity of

a consumer during a first transaction after the POS device has been accessed by the consumer to

initiate the first transaction with a payment instrument tendered by the consumer; communicating,

0 by the intermediate computer through a respective network, with a computer hosting an online

social networking website and accessing or receiving data of an account the consumer has with

the online social networking website; determining, by the intermediate computer, a challenge

question and response options based at least in part upon the account data of the online social

networking website, the response options comprising a valid response that is a content item of the

5 account and at least one invalid response, wherein the valid response is selected from the

consumer's account and the at least one invalid response is selected from another account of

another user of the online social networking website; transmitting, by the intermediate computer,

the challenge question and the response options to the POS device; and transmitting, by the POS

device, the challenge question and the response options to a mobile communication device of the

20 consumer for presentation to the consumer through the mobile communication device, wherein

the challenge question and the response options are presented to the consumer through a display

of the mobile communication device, and the consumer interacts with the mobile communication
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device to select a response option to answer the challenge question for verification of the identity

of the consumer before the first transaction has been completed based at least in part upon

whether the consumer selects the valid response.

BRIEF DESCRIPTION OF THE DRAWINGS

5 [0051 ] The foregoing and other aspects of embodiments are described in further detail with

reference to the accompanying drawings, wherein like reference numerals refer to like elements

and like element descriptions are applicable for all described embodiments where relevant:

[0052] Fig. 1 is a flow diagram illustrating one embodiment of a method for determining a

challenge question and response options to the challenge question to be presented to a consumer

0 during a transaction;

[0053] Fig. 2 is a flow diagram illustrating one embodiment of a method for determining a

challenge question and response options based at least in part upon data of an account a consumer

has with an online social networking site and that are to be presented to a consumer during a

transaction;

5 [0054] Fig. 3 is a flow diagram illustrating one embodiment of a method for verifying a

consumer's identity by requesting a challenge question and response options during a transaction

from an intermediate computer that determines the challenge question and response options in

response to the request and receiving a consumer's answer to the challenge question;

[0055] Fig. 4 is a flow diagram illustrating one embodiment of a method for verifying a

20 consumer's identity by requesting a consumer identity verification data from an intermediate

computer that determines the challenge question and response options, receives the consumer's
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answer and transmits verification data comprising a comparison result to the merchant’s point of

sale device;

[0056] Fig. 5 is a flow diagram illustrating one embodiment of a method for providing access 

to an account a consumer has with an online social networking site for purposes of real time

5 verification of the consumer’s identity during a transaction;

[0057] Fig. 6 illustrates components of a system constructed according to one embodiment in 

which, before a transaction has been completed, a merchant requests data for verifying a 

consumer’s identity, an intermediate computer determines a challenge question and response 

options, challenge question and response options are presented to the consumer, and an answer is

10 received, through the merchant’s point of sale device;

[0058] Fig. 7 generally illustrates static data printed on a payment instrument in the form of a

credit card;

[0059] Fig. 8 is a flow diagram illustrating how a consumer signs up for an identity

verification service with one or more of the intermediate host of an intermediate computer and a

15 host of the online social networking site with which the consumer has an account;

[0060] Fig. 9 illustrates types of data that a database of an intermediate computer can store 

for determining and accessing an account consumer has with an online social networking site

according to one embodiment;

[0061] Fig. 10 illustrates types of data that a database of a computer hosting an online social

20 networking site may maintain for searches performed by the intermediate computer to determine 

challenge questions and response options according to one embodiment;
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[0062] Fig. 11 is a flow diagram illustrating steps performed by a merchant point of sale

device following tendering of a form of payment by a consumer according to one embodiment; 

[0063] Fig. 12 is a flow diagram illustrating steps performed by an intermediate computer in 

response to receiving a request by the merchant point of sale device to determine a challenge

5 question and response options based at least in part upon data of an account the consumer has

with an online social networking site according to one embodiment;

[0064] Fig. 13 is a flow diagram illustrating how a challenge question and response options 

that are to be presented to a consumer during a transaction are determined according to one

embodiment;

10 [0065] Fig. 14 illustrates online activity within an account the user has with an online social

networking site and embodiments filtering certain online activity by date for use in determining a 

challenge question and response option;

[0066] Fig. 15 generally illustrates a map of online social connections and how connections

and degrees of non-connection or separation can be used to determine challenge question and

15 response option;

[0067] Fig. 16 is a flow diagram illustrating steps performed according to one embodiment 

after a challenge question and response option are determined, before a transaction has been

completed;

[0068] Fig. 17 illustrates how a challenge question and response options in the form of

20 photographs, at least one of which was taken or posted by the consumer, are presented to the 

consumer through a display of the merchant’s point of sale device according to one embodiment;
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[0069] Fig. 18 illustrates how a challenge question and response options in the form of

names, at least one of which is an online social connection of the consumer, are presented to the

consumer through a display of the merchant’s point of sale device according to one embodiment; 

[0070] Fig. 19 illustrates how a challenge question and response options in the form of

5 restaurants, at least one of which is a restaurant at which the consumer visited, are presented to

the consumer through a display of the merchant’s point of sale device according to one

embodiment;

[0071] Fig. 20 illustrates how a challenge question and response options in the form of 

names of songs, at least one of which is a song that was purchased or listed by, or is listened to

10 by the consumer frequently, are presented to the consumer through a display of the merchant’s

point of sale device according to one embodiment;

[0072] Fig. 21 illustrates components of a system constructed according to one embodiment 

in which, before a transaction has been completed, a merchant requests data for verifying a

consumer’s identity, an intermediate computer determines a challenge question and response

15 options, challenge question and response options are communicated from the merchant point of 

sale device to a mobile communication device of the consumer, and presented to and answered 

by the consumer through the mobile communication device, the answer being communicated to

the merchant point of sale device;

[0073] Fig. 22 illustrates components of a system constructed according to one embodiment

20 in which, before a transaction has been completed, a merchant requests data for verifying a 

consumer’s identity, an intermediate computer determines a challenge question and response 

options and communicates with a consumer’s mobile communication device to present the
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challenge question and response options to the consumer, receive the consumer’s answer, and

generate result that is transmitted to the merchant in response to the request;

[0074] Fig. 23 is a flow diagram illustrating communications between the intermediate

computer and the consumer’s mobile communication device and between the intermediate

5 computer and the merchant point of sale device Fig. 22 in the system shown in Fig. 22; and

[0075] Fig. 24 is a system diagram of components of a computing apparatus that may be 

utilized by or embodied within various system components.

DETAILED DESCRIPTION OF ILLUSTRATED EMBODIMENTS

[0076] Embodiments are directed to confirming that the consumer that has tendered a

10 payment instrument to purchase a good or service is the person named on the payment

instrument, and to assist merchants to verify consumer identities during a transaction (e.g., 

before the good is handed over to the consumer or the service performed). Embodiments are 

also directed to reducing fraud involving payment instruments and reducing consumer and

merchant losses resulting from fraud.

15 [0077] Referring to Fig. 1, in a method according to one embodiment, at 102, an intermediate

computer or payment processor computer receives a request by a Point of Sale (POS) device of a 

merchant for data to be used to verify an identity of a consumer, or that the consumer is the

person named on a tendered payment instrument. At 104, the intermediate computer, in response

to the request, determines a challenge question and one or more response options, and at 106,

20 transmits the determined challenge question / response options to merchant POS device for use 

by the merchant to verify the consumer’s identity based on how the consumer answers the 

question before the transaction has been completed.
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[0078] Referring to Fig. 2, in a method according to one embodiment, at 202, the

intermediate computer receives a request by the merchant POS device for consumer verification

data, and at 204, accesses or receives data of an account the consumer has with one or more

online social networking sites, examples of which include FACEBOOK, MYSPACE,

5 FOURSQUARE, PINTEREST, GOOGLE+ and LINKEDIN social networking sites

(facebook.com, myspace.com, foursquare.com, pinterest.com, plus.google.com, linkedin.com) 

(generally, online social networking site). At 206, the intermediate computer determines a 

challenge question and response options based at least in part upon consumer’s account with an 

online social networking site, and at 208, before the transaction has been completed, transmits

10 the challenge question and response options to the merchant POS device for use by the merchant

to verify that the consumer is the person named on the tendered payment instrument based on 

how the consumer answers the question.

[0079] Referring to Fig. 3, in another embodiment, from the perspective of the merchant

POS device, at 302, the merchant POS device reads or receives data of a payment instrument

15 tendered by the consumer, and at 304, transmits a request for consumer verification data and data 

of the tendered payment instrument to the intermediate computer after the transaction has been 

initiated, but before the transaction has been completed. At 306, after the intermediate computer

has determined a challenge question and response, the challenge question and response are

transmitted to and received by the merchant POS device, and at 308, the challenge question and

20 response options are presented to the consumer through the POS device, e.g., through a display 

of the POS device. At 310, the merchant POS device receives consumer input selecting a 

response option at the POS device, and at 312, this data is used to determine whether to continue
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transaction based at least in part upon comparison of valid response and selected response

option.

[0080] Referring to Fig. 4, in another embodiment, rather than the merchant POS device 

receiving the challenge question and response options for presentation to the consumer, the POS

5 device instead receives a result of a comparison of the consumer’s selection of a response option 

and a valid response performed by the intermediate computer, e.g., when the consumer receives 

the challenge question from and responds to the question with a response the intermediate 

computer rather than the merchant POS device. Thus, at 402, the merchant POS device receives 

data of the payment instrument tendered by the consumer, and at 404, transmits a request for

10 consumer verification and data of the payment instrument to the intermediate computer which,

determines the challenge question and communicates with the consumer such that, at 406, the 

result of the analysis performed by the intermediate computer is transmitted to and received by

the merchant POS device. At 408, the result is used to determine whether to continue

transaction.

15 [0081] Referring to Fig. 5, in another embodiment, from the perspective of a computer

hosting an online social networking site with which the consumer has an account, at 502, the host 

computer receives consumer registration data or permission granted by the consumer for the

intermediate computer to access the consumer’s account with the online social networking site,

and at 504, receives a request by the intermediate computer to access the consumer’s account.

20 At 506, the host computer compares data provided by the intermediate computer to determine 

whether the intermediate computer has identified an account for that consumer. If so, and at 508 

the consumer account is identified by the host computer, at 510, the host computer grants the
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intermediate computer access the consumer’s account for purposes of accesses or retrieving data

to derive a challenge question and options for responding to the question.

[0082] Various embodiments and further aspects thereof are described in further detail below 

with reference to Figs. 6-24.

5 [0083] Referring to Fig. 6, components of a system 600 constructed according to one

embodiment for use in verifying an identity of a consumer 605 during a transaction involving the 

consumer 605 and a merchant 615 comprises or involves one or more or all of a payment 

processing device or point of sale (POS) device or terminal 610 (generally, POS device) of the 

merchant 615 that is in communication with an intermediate computer 620 of an intermediate

10 host 625 such as Intuit Inc., Mountain View, California, In certain embodiments, the

intermediate computer 620 is an acquirer financial institution (FI) that serves as an intermediate 

processor between the merchant 615 and an issuer 635 of a payment instrument 602 (“payment 

instr” in Fig. 6), which may be physical or electronic payment instrument.

[0084] In the illustrated embodiment, when the intermediate host 625 is an acquirer, the

15 intermediate computer 620 is also in communication with a computer 630 of the issuer 635, and 

a computer 640 of a host 645 (social network host) managing an online social networking site 

642. As generally illustrated in Fig. 6, users 655a-c (generally user 655, including the consumer

605) of the online social networking site 642 access the site by executing browsers on respective

computers or other computing devices 650a-c to access their accounts 643. Accounts user

20 profiles and data of online account activities or online social networking site content items 644. 

[0085] In the illustrated embodiment, the consumer 605 desires to purchase a good or service 

612 from the merchant 615, and has tendered a physical payment instrument 602 (other than
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cash) to the merchant 615. The payment instrument 602 may be a payment card, such as a credit

card, or debit card, gift card, or other card that can be used for payment. The payment 

instrument 602 may also be a negotiable instrument such as a check.

[0086] Referring to Fig. 7, a credit card 700, for example, includes various types of printed,

5 static or fixed, information including a name 702 of the card holder, credit card number 704,

expiration date 706 and card verification value (CVV) data 708, which is sometimes printed on 

the back of the credit card 700. Other payment instruments 602 may have similar printed, static 

or fixed, information. For example, a debit card includes a printed name and card number, and a 

check includes printed information including a name, address, account number and routing

10 number. Other information printed on a check is not static in that it changes as checks are used,

namely, check numbers. For ease of explanation, and not limitation, reference is made to a 

payment instrument 602 or credit card 700 as one example of a payment instrument that may be

utilized in embodiments.

[0087] According to one embodiment, the merchant 615 is a brick-and-mortar merchant that

15 offers goods or services 612 for sale from a physical merchant location or store, and utilizes an 

in-store POS device 610 that accepts credit cards 700 or other payment instruments, or through

which credit cards 700 can be swiped in order to read data of the credit card 700. Data can be

read from an encoded stripe or chip on the credit card 700. While reference is made to a POS

device 610 for ease of explanation, it will be understood that the POS device 610 can be credit

20 card terminal, a computer or other computing device capable of accepting various forms of 

electronic payment. For example, the merchant 615 may be a mobile merchant or a merchant 

that can execute transactions using a mobile communication device such as a smartphone or
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tablet computing device capable of wireless or cellular communications rather than using an in

store POS device 610. For this purpose, the mobile communication device of the merchant 615 

may execute a mobile payment application such as GO PAYMENT mobile payment application 

available from Intuit Inc. and include a credit card reader through which a credit card 700 can be

5 swiped in order to read credit card data. Merchants 615 may utilize a mobile communication

device in-store or at other locations. Whatever form of payment device is utilized, as generally 

illustrated in Fig. 6, the POS device 610 includes a display 611 and an input element 616, such as 

a keypad or touchscreen input element incorporated into the display 611.

[0088] As will be described in further detail below, the POS device 610 and/or intermediate

10 computer 620 hosts a consumer verification program 622. At least the intermediate computer

620 hosts or accesses a database 623 for consumers 605 that have registered with the 

intermediate host 625 for purposes of verifying consumer identities during transactions 

according to embodiments. The consumer verification program 622 is operable to determine one

or more challenge questions 626 and respective response options 627, at least one of which is a

15 correct or valid response. In the embodiment illustrated in Fig. 6, and as will be described in 

further detail below, challenge questions 626 and response options 627 are determined by the 

verification program 622, transmitted to the POS device 610, and presented to the consumer 605

through the POS device display 611.

[0089] The online social networking site 642 may host accounts 643 of various users 655 and

20 may provide an interface 646 for access to same. Examples of online social networking sites 642 

include, for example, facebook.com, linked.com, myspace.com, twitter.com and foursquare.com. 

Online social networking sites 642 include a website or other online forum that allows registered
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users 655 to generate profiles from within the website and that reflect relationships or electronic,

online social connections with other users of the website. These electronic, online social

connections may be in the form of “friends” as in facebook.com, “connections” as in 

linkedin.com, or “following” and “followers” as in twitter.com. Online social networking sites

5 642 may also provide a type of timeline based presentation of content items, which may be based

on year, month and more specific times such as date and hour. For example, facebook.com 

utilizes a reverse chronological timeline summary or interface. Online social networking sites 

642 may also allow registered users 655 to post various types of data or content 644 within their 

accounts 643 or profiles including photographs, remarks or “tweets” as in twitter.com, links to

10 other websites. Users 655 may post comments about where these photographs were taken and

their subjects. Further, a user 655 can “tag” or identify that user or other users appearing with 

the photograph. Other online social networking sites 642 allow users 655 to electronically 

check-in to locations using their mobile communication devices. For example, a user 655 may

download an application onto their mobile communication device such that when they visit a

15 restaurant or other destination, the consumer “electronically checks in” at the restaurant or 

destination, and this electronic check-in is posted to the foursquare.com site to share with others

to see.

[0090] Online social network sites 642 also provide various application programming

interfaces (APIs) or generally, interfaces 646 (“INT” in Fig. 6), for external access to their sites. 

20 For example, facebook.com provides a service that allows for identification of a registered user

655 by performing a reverse lookup of a cell phone or unlisted number or an e-mail address of 

that registered user 655. For ease of explanation, reference is made generally to an online social
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networking site 642, interface 646 to user accounts 643 thereof, and online activity, content or

content items 644 within a user’s account 643 of that online social networking site 642.

[0091] In the illustrated embodiment, the intermediate computer 620, acting as an acquirer 

for a credit card transaction, is also in communication with a computer 630 of the issuer 635,

5 e.g., through a card network. Examples of issuers 635 include CITI and BANK OF AMERICA,

and as is known, acquirers send requests to issuers 635 to authorization the transaction using the 

credit card 700, and when authorized, generate an authorization code 632 that is sent back to the 

intermediate computer 620 of the acquirer.

[0092] Components described above are in communication with each other through one or

10 more networks 660a-d (generally, network). Examples of these networks 660 and other

networks discussed herein that may be utilized for communications between system components 

include but are not limited to a Local Area Network (LAN), a Wide Area Network (WAN), 

Metropolitan Area Network (MAN), a cellular network, a wireless network, the Internet, a

proprietary network, other suitable networks capable of transmitting data, and a combination of

15 such networks, and in the case of acquirer-issuer communications, this may be done through a 

card network. For ease of explanation, reference is made to a network generally, but various 

networks, combinations of networks and communication systems, methods and protocols may be

utilized. Further aspects of system components are described in further detail below with

reference to Figs. 8-25.

20 [0093] Referring to Fig. 8, before the consumer 605 initiates a transaction to which

embodiments are applied, the consumer 605 registers or signs up for a fraud prevention or 

identification verification service executed by the verification program 622 and offered by the
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intermediate host 625. For this purpose, at 802, the consumer 605 may sign up for or register

with the intermediate computer 625 and/or grant permission to or authorize the intermediate 

computer 625 to access the consumer’s account 643 with the online social networking site 642 or 

configure the account 643 to grant access by the intermediate computer 620. As part of this

5 process, at 804, the consumer 605 provides static data of payment instruments 602 that are to be

processed by the identification verification program 622, and at 806, identifies the online social

network sites 642 at which the consumer 605 has accounts 643 and that are to be accessed and

utilized for identity verification by the verification program 622. At 808, as necessary, the 

intermediate computer 620 determines how to access identified online social network sites 642

10 and consumer accounts 643 thereby, e.g., via an API or interface 646 that can identify a

registered user through consumer data in the form of a cell phone number of e-mail address, or 

other login information that may be required in order to access the consumer’s account 643. For 

this purpose, the intermediate computer 620 maintains the database 623 of consumer data that is

used to at least access the online social networking site 642 through the interface 646, and other

15 log in information as needed in order to access the consumer’s account 643 hosted thereby.

[0094] Referring to Fig. 9, the intermediate computer 620 may host the database 623 with a

table or other data structure 900 for each registered user or consumer 605 including (in columns

902a-g) data such as the consumer’s first name, last name, consumer data used to access the

online social networking site 642 via the interface 646 and/or consumer account 643 such as the

20 consumer’s phone number, e-mail address and other log in information as needed, and 

identification or web address of the online social networking site 642 with which the consumer

605 has an account 643.
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[0095] Referring to Fig. 10, the consumer’s account 643 with the online social networking

site 642 will also have a table or other data structure 1000 including some of the same 

information. As generally illustrated in Fig. 10, the table or other data structure 1000 may

identify (in columns 1002a-e), the user or consumer 605 and may include the common cross-

5 reference consumer data such as phone number and/or email address, and account data reflecting

online activities performed by the consumer 605 in that account 643.

[0096] Thus, when as described in further detail below, the intermediate computer 620 

receives data of a tendered credit card 700 (such as the name 702 on the credit card 700 or other 

static printed information), the intermediate computer 620 can access the database 623 to search

10 for that name in the table 900, identify within the table 900 associated consumer data in other

linked columns such as e-mail address and/or phone number, and use this consumer data and 

other login data as needed to access the consumer’s account 643 through the interface 646.

[0097] Referring again to Fig. 8, at 810, before any transaction is initiated, or in response to a

request by the POS device 610 following initiation of a transaction, the intermediate computer

15 620 accesses the consumer’s account 643, reads consumer account data or content 644 or

retrieves consumer account data or content 644 and stores it to the database 623. Step 810 may 

be performed after the consumer 605 has completed registration, periodically thereafter (e.g., to

ensure that the intermediate computer 620 has updated account data 644 reflecting recent online

activity within the online social networking site 642), or in response to a request by the POS

20 device 610 after a transaction has been initiated, but before the transaction has been completed. 

[0098] Having described aspects of system components and how they are in communication 

with each other, and how a consumer 605 may register with the intermediate computer 620 to
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participate in the fraud detection or identification verification service, embodiments are

described in further detail with reference to Figs. 11-25, which describe how embodiments may 

be implemented to determine challenge questions 626 and response options 627 in real time, 

during a transaction, before the transaction has been completed, based at least in part upon the

5 data or content 644 of the consumer’s account 643 accessed by the intermediate computer 620.

[0099] With continuing reference to Fig. 6, and with further reference to Fig. 11, one 

embodiment involves presenting challenge questions 626 and response options 627 to the 

consumer through the POS device 610 (as illustrated in Fig. 6). At 1102, the consumer 605, 

within a merchant store at an in-store POS device 610 or dealing with a mobile merchant, tenders

10 a payment instrument 602 to purchase a good or service 612 from the merchant 615. As noted

above, one example of a payment instrument 602 is a physical credit card 700, but it will be 

understood that other payment instruments 602 may be utilized. Tendering a credit card 700 

may alternatively involve a consumer 605 utilizing the consumer’s mobile communication

device (not shown in Fig. 6) as a mobile wallet, which may involve establishing a wireless

15 connection (e.g., Near Field Communication) (NFC) connection with the merchant’s POS device

610 to communicate credit card information from the mobile wallet.

[00100] At 1104, the credit card 700 is swiped through a card reader of the POS device 610 or

otherwise red, and credit card data is communicated to the POS device 610, and at 1106, the POS

device 610 determines static credit card 700 data such as name 702, account number 704,

20 expiration date 706 and/or CVV code 708 (which is static for the duration of the validity of the 

credit card 700).

Page 35 of 75



20
17

24
85

02
 

19
 O

ct
 2

01
7

[00101] At 1106, the verification program 622 executing on the POS device 610 receives the

credit card data and, in embodiments in which the intermediate computer 620 serves as an 

acquirer, transmits a request 671 for issuer authorization and a request 672 for consumer 

verification to intermediate computer 620 at 1108. At 1110, the intermediate computer 620

5 receives the requests by the POS device 610 during the transaction, which is defined as referring

to after the consumer 605 has tendered payment instrument 602, but before the consumer has 

taken delivery of or received the good or service 612, and before any receipt or purchase 

confirmation has been generated by the POS device 610. Thus, the consumer 605 is waiting at 

merchant’s POS device 610 while the transaction is being processed. Accordingly, before the

10 transaction has been completed is distinguished from subsequent backend processing by the

acquirer and issuer 635 as part of card network processing, and instead involves the interaction

between the merchant 615 and the consumer 605.

[00102] The requests 671/672 may be transmitted by the POS device 610 in a single message

or different messages. In other embodiments in which the intermediate computer 620 services to

15 verify consumer identities but does not serve as an acquirer, the verification program 622 may 

transmit one message with a request 671 for authorization to a separate acquirer computer (not 

shown in Fig. 6) and a separate message with a request 672 for data to verify the consumer’s

identity to the intermediate computer 620. For ease of explanation, reference is made to the

system configuration and communications illustrated in Fig. 6 in which the intermediate

20 computer 620 is also in communication with a computer 630 of the issuer 635 of the tendered

credit card 700.
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[00103] Referring to Fig. 12, at 1202, in response to receiving the requests 671/672, the

intermediate computer transmits a request 673 to the computer 630 of the issuer 635 of the credit 

card 700 to authorize transaction (e.g., through a card network such as VISA or BANK OF 

AMERICA card network), and at 1204, determines the name 702 or other static data of the credit

5 card 700 from the request 672 by the POS device 610 and searches the database 623 for the name

702 or other static data. At 1206, the verification program 622 locates the name 702 with the 

database 623 and identifies associated consumer data (e.g., e-mail address and/or phone number 

as shown in Fig. 9), else transmits a message to POS device 610 that verification program 622 

was unable to verify the consumer’s identity using a social network account.

10 [00104] At 1208, when the intermediate computer 620 is able to locate the consumer’s record

in the database 623, and if consumer account data has not yet been received by the intermediate 

computer 620 or is to be updated, the intermediate computer 620 transmits a request 674 to the 

interface 646 to the computer 640 hosting online social networking site 642 to access the site and

the consumer’s account 643 hosted thereby. For this purpose, for example, the interface 646

15 may be an API to facebook.com that receives as an input phone number or e-mail address 

provided by the verification program 622 to identify the registered user with that phone number 

or e-mail address. At 1210, the intermediate computer 620 is granted access to online social

networking site and consumer account 643 hosted thereby using the same or other consumer data

for logging into the account 643, and accesses or retrieves 675 data or content 644 of the

20 consumer’s account 643 and stores the account data or content 644 to the database 623. At 1212,

the verification program 622, if not already done before the transaction was initiated, analyzes
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the data or content 644 to determine or derive one or more challenge questions 626 and one or

more corresponding response option(s) 627.

[00105] Referring to Fig. 13, the verification program 622 determining or deriving one or

more challenge questions 626 and one or more response options 627 comprises, at 1302,

5 determining attributes or data of content items 644 retrieved from the consumer’s account 643

with the online social networking site 642. The attribute or data may vary depending on the type 

online social network site 642 or other online account 643 involved, the type of content item 644 

or online activity that occurred.

[00106] For example, the consumer 605 may post one or more photographs to an account 643,

10 e.g., to a page or wall of the online social networking site 642 for other users to view and

comment upon. The consumer 605 may have noted what object or which people were 

photographed, or where the photograph was taken. There may also be data of when the 

photograph was posted. The photograph may be tagged with names of other users of the online

social networking site 642 that appear in the photograph. The consumer 605 may have also

15 posted remarks concerning an event at which the photograph was taken (e.g., a birthday party, 

wedding, etc.) These data are attributes of the photograph content item. As another example, the 

consumer 605 may have content items 644 in the form of friends or online social connections,

and attributes or data thereof may involve connection names or new connections or when

connections were made, or which connections posted a message to the consumer’s page or wall.

20 As yet another example, the online social networking site 642 such as facebook.com may allow a 

user to “Like” certain content 644, websites, stories or other information presented through the 

online social network website 642. Attributes or data of these content items 642 may be the
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subject matter or title that was “liked” or when it was “liked.” As a further example, the online

social networking site 642, such as twitter.com, includes content items 644 in terms of who a 

consumer 605 is following and who is following the consumer 605, and attributes or data thereof 

may be the names or identities of people the consumer 605 is following, a name of a person a

5 consumer 605 recently decided to follow, names or identities of people following the consumer

605, or a name of a person that recently decided to follow the consumer 605. As a another 

example, with an online social networking site 642 such as foursquare.com, content items 644 

may be electronic check-ins posted to the consumer’s account 643, wall or profile, and attributes 

or data thereof may be the name of a location (such as a restaurant, museum) at which the

10 consumer 605 visited and electronically checked in, when the electronic check-in occurred, or a

name of an award or mayorship earned as a result of electronic check-ins. Accordingly, 

attributes or data of content items 644 may identify a person, a location, an event, a date, or other 

aspects of online activity.

[00107] With continuing reference to Fig. 13, having retrieved the consumer’s account data

15 and identified content items 644 and attributes or data thereof, at 1304, the verification program 

622 compares the attribute or data of content items 644 and pre-determined criteria. According 

to one embodiment, pre-determined criteria serves to filter content items such that the resulting

identified or selected content items 644 are more likely to be recognized by the consumer 605 as

being content of the consumer’s account 643.

20 [00108] For this purpose, referring to Fig. 14, according to one embodiment, the pre

determined criteria is a date a content item 644 was posted to the consumer’s account 643. For 

example, if the pre-determined criteria is 10 days or less from a current date, then the verification
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program 622 would identify content items 644 posted to the account 643 within the last 10 days

1402, or the most recent updates to the account 643, but disregard or filter older posts 1404 not 

satisfying the pre-determined criteria.

[00109] Referring to Fig. 15, in another embodiment, the pre-determined criteria may involve

5 a degree of connectedness or connections of the consumer’s connections. For example, Fig. 15

generally illustrates a connection map or graph 1500 showing an example of how the consumer

605 is connected to other users 655, and how those other users 655 are connected to other users

655, and so on. Fig. 15 generally illustrates a direct connection, or Level 1 1501, and various

non-connections or other users at Level 2 1502, Level 3 1503, Level 4 1504, and so on for more

10 distant users or users that are increasingly disconnected or separated from the consumer 605

within the online social networking site 642. Fig. 15 also generally illustrates how each of the

consumer’s connections has different numbers of their own connections 1511-1514. For

example, one friend or connection of the consumer 605 may have 100 online social connections,

another friend or connection may have 15 online social connections, yet another friend or

15 connection may have 8 online social connections, and another friend or connection may have 

500 online social connections. The connection map 1500 generally illustrated in Fig. 15 not only 

illustrates direct and indirect connections spanning different levels or degrees of connection or

separation, which may indicate probabilities, or how likely or unlikely, the consumer 605 will

know another user 655.

20 [00110] With continuing reference to Fig. 15, according to one embodiment, the pre

determined criteria involves a level or degree of connection and how many connections that a 

connection of the consumer 605 has. For example, the pre-determined criteria may be a content
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item must be a direct or Level 1 1501 connection, and that the direct or Level 1 1501 connection

selected has the least number of online social connections or a number of online social network

connections that is less than a pre-determined number (e.g., 10) online social connections. In the 

example illustrated in Fig. 15, this would result in identification of only the second friend

5 (consumer’s connection with 8 total online social connections). It will be appreciated that other

pre-determined criteria may be applied, and that Fig. 15 is only provided as an illustrative 

example of how embodiments may be implemented.

[00111] Referring again to Fig. 13, the verification program 622, at 1306, selects the 

identified content item 644 or a content item of a plurality of identified or selected content items

10 644, that satisfies the pre-determined criteria to serve as a valid response 627v (“v” referring to

“valid” or correct response).

[00112] As one example, and continuing with the above example shown in Fig. 15, selection 

of the second friend (direct connection with the least online social connections) results in

selection of a valid response 627v that also reduces the likelihood that that a fraudulent user or

15 thief will be able to recognize the identified content item 644 of the second friend as an online 

social connection of the consumer 605 given the second friend’s limited involvement in the 

online social network site 642 since this friend has only 8 connections compared to others that

have 100 or 500 connections.

[00113] As another example, the verification program 622 may select a photograph or other

20 content that was recently posted to the consumer’s account 643 within a certain time.

[00114] At 1308, the verification program 622 determines data of or associated with the 

content item 644 selected as the valid response 627v. The data of or associated with the valid
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response 627v may indicate, the type of content item 644 (e.g., photograph, friend or connection,

online post or remark, online like, song or video, electronic checkin), location, date, name, event, 

message or post by the consumer, etc. This data is used, at 1310, to derive or determine the 

challenge question 626 to be asked of the consumer 605 during the transaction.

5 [00115] For example, in the example in which a photograph was selected to be the valid

response 627v, if the photograph has been tagged, has a title or described as being of El Capitan 

at Yosemite National Park, the verification program 622 may use this data to derive a challenge 

question 626 of “Where did you recently visit” or “Which photograph did you take?” As another 

example, if the photograph was described or tagged with data of a birthday for one of the online

10 social connections of the consumer, the challenge question 626 derived may be “Whose Birthday

was it?” As another example involving a different type of content item 644, if the identified 

content item selected as the valid response 627v is a name of a song or video, the verification 

program 622 may use this to derive a challenge question 626 of “What is your favorite song?” or

“What song or album did you recently purchase?” As yet another example, if the identified

15 content item selected as the valid response 627v is a name of a new online social connection, the 

verification program 622 may derive a challenge question 626 of “Who is a new social 

connection?” As a further example involving content items of electronic check-ins, the challenge

question 626 may be “Where did you check-in in the last three days?” For these purposes, the

verification program 622 may perform natural language analysis to determine a question or

20 matching of terms of the data associated with the valid response 627v to select a question from a 

table of pre-determined questions.
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[00116] In other embodiments in which the verification program 622 accesses data of online

activity other that of an online social networking site 642 (e.g., by analyzing the consumer’s e

mails), the challenge question 626 may be “Who do you often email?” It will be understood that

the content item 644 selected as the valid response 627v may be content items of various types

5 depending on the online account 643 utilized, and that the derived challenge question 626 may

be based at least in part upon one or more of a description or remark provided by the consumer 

605, a date, a title, a tag or other metadata of the content item 644.

[00117] At 1312, having determined the valid response 627v and the corresponding challenge 

question 626, the verification program 622 determines or selects invalid responses 627i (“i”

10 indicating invalid, or incorrect), in embodiments in which invalid responses are to be presented

as response options.

[00118] According to one embodiment, the verification program 622 determines a challenge

question 626 and a content item as the valid response 627v to the challenge question 626, but no

invalid response 627i options (e.g., for when the consumer 605 is to manually key in or type an

15 answer rather than select an option). According to another embodiment, the verification program 

622 determines a challenge question 626 and a content item as the valid response 627v and

determines or generates one invalid response 627i such that the consumer 605 will be asked to

choose among at least two response options 627 to answer the challenge question 626.

According to another embodiment, the verification program 622 determines a challenge question

20 626 and a content item 644 as the valid response 627v and determines or generates two or more

invalid responses 627i. For example, the verification program 622 may determine three invalid
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responses 627i such that the consumer 605 will be asked to choose among four response options

627 to answer the challenge question 626.

[00119] While embodiments are described with reference to a single challenge question 626 

for ease of explanation, embodiments may involve determining multiple challenge questions 626

5 and respective response options 627 for a particular transaction. For ease of explanation,

reference is made to a challenge question 626 and response options 627 having a valid response 

627v and one or more invalid responses 627i, but it will be understood that embodiments are not

so limited.

[00120] The verification program 622 may determine invalid responses 627i in different ways.

10 According to one embodiment, the verification program 622 may select content items of

accounts of other users 655 of the online social network site 642, for example, content from other

users 655 that are not connections of the consumer 605. Thus, if a content item in the form of a

photograph of the consumer’s account 643 is selected as a valid response 627v, content items in

the form of photographs pulled from accounts of other non-connection users 655 may be selected

15 as invalid response options 627i. For this purpose, the verification program 622 may request 

photographs from the online social network computer 640, and the online social network

computer 640 may access accounts of the other users 655 and provide photographs of non

connection users to the verification program 622 (e.g., without providing any other personal

information about these other users 655 for purposes of privacy). Other search engines, such as

20 Graph Search of facebook.com, may be utilized for this purpose, and may be used to determine 

response options from various connection levels.
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[00121] According to another embodiment, the other user 655 whose account is used for an

invalid response option 627i is not a connection of the consumer 605 but is a connection of a 

consumer’s connection. For example, referring again to Fig. 15, content may be selected from an 

account of another user 655 in Level 4 1504. According to a further embodiment, an account of

5 another user 655 qualifies to be used as a source of an invalid response 627i if that other user 655

is separated from the consumer 605 within the online social network site 642 by a pre

determined minimum number of degrees of separation, e.g., at least three degrees or levels of 

separation.

[00122] In a further embodiment, invalid response options 627i are determined by an internet

10 search performed by the verification program 622 independently of the online social networking

site 642. For example, if the challenge question 626 is “Who is one of your online social 

connections?” the verification program 622 may select one of the consumer’s FACEBOOK 

friends and perform an internet search for random names or utilize an online random name

generator to determine invalid response options 627i. While embodiments involving an internet

15 search to determine invalid response options 627i for names, it will be understood that 

embodiments are not so limited, and that randomly generated or selected response options may 

be identified by other search engines including, for example, Graph Search of facebook.com.

[00123] Embodiments that select a content item 644 as a valid response 627v based on pre

determined criteria, and select as an invalid response option 672i a content item from an account

20 of another user 655 that is separated from the consumer 605 by certain degree increase the 

probability that the consumer 605 will readily recognize the valid response 627v but not the 

invalid responses 627i such that the consumer 605 will be able to quickly identify the valid
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response 627v as their own social content whereas a fraudulent user or thief would be left to

essentially guessing which option item is the valid one.

[00124] Referring again to Fig. 12, having determined the challenge question 626 and 

response options 627 including a valid response 627v and invalid responses 627i, at 1214, the

5 intermediate computer 620 also receives a response 676 from the computer 630 of the credit card

issuer 635 via the card network, before or after various steps discussed above, indicating whether

the issuer 635 authorized the transaction, in which case the authorization code 632 is transmitted

to the intermediate computer 620 if valid credit is available. Thus, in this embodiment, the 

intermediate computer 620 handles the challenge question 626 / response 627 determinations and

10 the communications with the issuer computer 630, but embodiments are not so limited.

[00125] Referring again to Fig. 6, and with further reference to Fig. 16, having received the 

issuer authorization code 632 and determined the challenge question 626 and response options 

627 based at least in part upon the online activity of the consumer 605 within the online social

network site 642, at 1602, the intermediate computer 620 transmits 677 the issuer’s response or

15 authorization code 632 and the determined challenge question 626 / response options 627 to

merchant’s POS device 610, and at 1604, the merchant POS device 610 receives the issuer’s

response or authorization code 623 and the challenge question 626 / response options 627. At

1606, if the issuer 635 did not provide an authorization code 632, the transaction terminated, else

the transaction proceeds and the merchant POS device 610 displays 678 the challenge question

20 626 and response option(s) 627 to the consumer 605 via the display 611 of POS device 610 as

shown in Fig. 6. At 1608, the consumer 605 views challenge question 626 and response options
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627 and selects 679 a response option 627 by interaction with POS device 610, e.g., using a

keypad 616 or touchscreen of the POS device 610.

[00126] For example, referring to Figs. 17-20, the challenge question 626 is displayed by the 

merchant’s POS device 610 together with four response options (1-4) 627a-d and illustrate

5 examples involving the challenge question 626 asking the consumer 605 to identify which

photograph the consumer 605 captured or posted, which person is an online social network 

connection or friend, at which restaurant the consumer 605 recently dined or electronically 

checked in, and which song does the consumer 605 listen to frequently. While Figs. 17-20 

illustrate response options that can be selected, other embodiments may involve the consumer

10 605 typing an answer using a keypad 616 of the POS device 610 or different numbers of

response options. Accordingly, it will be understood that embodiments may involve other 

content items such that a photograph, online social connection, and location such as a restaurant, 

and a song are examples of content items that may be utilized.

[00127] In another embodiment, referring to Fig. 21 (in which other users 655 and computers

15 650 thereof are omitted for ease of illustration), after the POS device 610 receives the challenge

question 626 and response options 627, the POS device 610 transmits 2102 the challenge 

question 626 and response options 627 to a mobile communication device 2110 of the consumer

605, e.g., via a NFC or other wireless connection 2101 established between the POS device 610

and the mobile communication device 2110. Thus, in this embodiment, rather than the consumer

20 605 viewing the challenge question 626 and response options 627 on the POS device display

611, they are presented to the consumer 605 through a display 2111 of the mobile 

communication device 2110, and the consumer 605 selects a response option 627 by a
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touchscreen or keypad of the mobile communication device 2110. The selected option 627 is

then transmitted 2103 to the POS device 610 via the NFC or other wireless connection.

[00128] Referring again to Fig. 16, at 1610, the verification program 622 executing on the

POS device 610 performs a comparison 680 of the selected response option 627 and the valid

5 response 627v previously received from the intermediate computer 620 and at 1612, presents a

result to the merchant 615 that indicates that the consumer 605 5has correctly answered the 

challenge question(s) 626 such that it is verified that the consumer 605 is the person named 702 

on the tendered credit card 700, or to inform the merchant 615 of the result(s) so that the 

merchant 615 can decide whether to proceed with the transaction. For a particular transaction,

10 the consumer 605 may be presented with one challenge question 626 or multiple challenge

questions 626, which increases the probability that the person named 702 on the tendered credit 

card 700 is the consumer 605 as the consumer 605 additional challenge questions 626 correctly. 

At 1614, the merchant 625 proceeds with processing the transaction assuming the issuer

authorization code 632 was received, or terminating the transaction if the merchant 605 is not

15 satisfied with the results, or requesting that the consumer 605 provide additional identification 

information establishing that the consumer 605 is the person named 702 on the credit card 700 

such as a driver’s license, passport or other form of identification.

[00129] In a further embodiment, intermediate computer 620 sends only the challenge

question 626 to the POS device 610, but does not send the response options 627 to the POS

20 device 610. The POS device 610 still presents the challenge question 610 to the consumer 605, 

and the consumer 605 selects a response option 627 by interacting with the POS device 610. In 

these embodiments, the POS device 610 serves to present the challenge question 626 and collect
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the consumer’s response without knowing the correct or valid response 627v. The merchant

POS device 610 then transmits the consumer’s answer to the intermediate computer 620 which 

analyzes the answer to determine whether the consumer 605 selected the valid response 627v. 

The verification program 622 then generates a result and transmits a message back to the POS

5 device 610 advising the merchant 615 of the result so that the merchant 615 can assess the result.

Thus, with these embodiments, since the merchant’s POS device 610 does not know whether a

response option is valid or invalid, it may be more difficult for thieves or hackers to try to attack 

the POS device 610 to determine which response option is the valid response 627v.

[00130] Referring to Figs. 22 (in which other users 655 and computers 650 thereof are omitted

10 for ease of illustration), in a system 2200 according to another embodiment, the intermediate

computer 620 and the consumer’s mobile communication device 2110 are in communication 

with each other via a network such as a cellular network capable of electronic mail or SMS

messages. The challenge question 626 and response options 627 are transmitted by the

intermediate computer 620 to the consumer’s mobile communication device 2110 and presented

15 to the consumer 605 through the display 2111 of the mobile communication device 2110. The 

consumer 605 selects a response option 627 using the mobile communication device 2110, and 

the intermediate computer 620 can compare the valid response 627v and the consumer’s answer

to the challenge question 626.

[00131] In these embodiments, the consumer 605 may tender a physical credit card 700 or

20 other payment instrument, or use the mobile communication device 2110 as a mobile wallet. In

both of these embodiments, the merchant POS device 610 receives data of the tendered credit

card 700 and transmits the received data to the intermediate computer 620 as discussed above,
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and which communicates with the issuer computer 630 and determines a challenge question 626

and response options 627as described in detail above.

[00132] More specifically, referring to Fig. 23 (which omits previous steps involving

communications between the intermediate computer 620 and the POS device 610, and between

5 the intermediate computer 620 and issuer computer 630 as described above for ease of

explanation), and with continuing reference to Fig. 22, the intermediate computer 620 receives 

2201 the authorization code 623 from the issuer computer 630 when valid credit is available, and 

at 2304, the intermediate computer 620 looks up 2202 contact information for the consumer’s 

mobile communication device in the database 623 (e.g., the cellular phone number or an e-mail

10 address as shown in Fig. 9), transmits 2203 the challenge question 626 and response options 627

to consumer’s mobile communication device 2110, e.g., in an e-mail or SMS message. At 2306, 

the mobile communication device 210 receives the message from the intermediate computer 620, 

which is triggered to launch, or the consumer launches in response, an application or program

executing on the mobile communication device 2110 for displaying the message and the

15 challenge question 626 and response options 627 therein on the display 2111 of the mobile 

communication device 2110. At 2308, the consumer 605 selects a response option 627 via the 

display 2111 operable as touchscreen or other input element of the mobile communication

device 2110, and at 2310, the selected response 627 is transmitted 2204 from the mobile

communication device 2110 to the intermediate computer 620. At 2212, the verification

20 program 622 receives the selected response option and at 2214, compares the consumer’s 

selected response option and the valid response 627v to determine a result based at least in part 

upon the comparison or whether consumer 605 has selected valid response 627v to verify that
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the consumer 605 is the person named 702 on the credit card 627, or an invalid response 627i

indicating that the merchant 615 should request additional information from the consumer 605, 

proceed at the merchant’s own risk, or cancel the transaction. At 2316, the intermediate 

computer 620 transmits 2205 the authorization code 632 and the comparison result to the POS

5 device 610. In one embodiment, the intermediate computer 620 waits to transmit the

authorization code 632 or issuer 635 response until after the consumer 605 answers the challenge 

question 626, but the authorization code 632 can be transmitted to the POS device 610 when the 

intermediate computer 620 receives the authorization code 632, which may be before or after the 

intermediate computer 620 receives the consumer’s answer to the challenge question 626.

10 [00133] At 2318, the POS device 610 displays a result of the analysis performed by the

intermediate computer 620, and with this information, the merchant 615 can decide whether or 

how to proceed with the transaction using the authorization code 632, cancel the transaction or 

request additional identification information from the consumer 605 to verify that the consumer

605 is the person named on the credit card 700.

15 [00134] In another embodiment, using the system configuration shown in Fig. 22 in which the

intermediate computer 620 and the mobile communication device 2110 are in communication 

with each other, the intermediate computer 620 transmits only the valid response 627v to the

POS device, whereas the challenge question 626 and the response options 627 re transmitted to

the consumer’s mobile communication device 2110. The consumer 605 then answers the

20 challenge question 626 through the mobile communication device 2110, and the consumer’s 

response is transmitted to the POS device 610, e.g., via a NFC or other wireless connection 

between the POS device 610 and the mobile communication device 2110 (as shown in Fig. 21).
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The POS device 610 can then compare the valid response 627v and the response selected by the

consumer 605 to determine whether the consumer’s identity has been verified.

[00135] While certain embodiments are described with reference to determining a challenge

question 626 and response options 627 based on data of an account 643 the consumer 605 has

5 with one online social networking site 642, other embodiments involve utilizing data from

different accounts 643 the consumer 605 has with different online social networking sites 642, or 

aggregating data from multiple consumer accounts 643 with different social networking sites 

642. For example, response options 627 for a given challenge question 626 may include valid 

responses 627v based on content from one or multiple social networking site accounts 643 of the

10 consumer 605, or when a transaction involves multiple challenge questions 626, one challenge

question 626 and at least the valid response 627v can be based on one account 643 (e.g., an 

account with facebook.com), whereas another challenge question 626 and at least the valid

response 627v for that other challenge question 626 can be based on another account 643 (e.g. an

account with twitter.com). It will be understood that challenge questions 626 and/or valid

15 response options 627v can be determined from one or multiple consumer accounts 643, using 

one or multiple online social networking sites 642, and when multiple challenge questions are 

presented for a particular transaction, one challenge question can be based on one consumer

account 643 with an online social networking site, 642 whereas another challenge question 626

can be based on a different consumer account 643 with a different online social networking site

20 642.

[00136] In certain embodiments, social network based challenge questions 626 and response 

options 627 are usable for a pre-determined number of times or for a pre-determined amount of
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time. For example, in one embodiment, the challenge question 626 and valid response 627v

combination are single use and valid for a single transaction. Thus, after the challenge question 

626 and valid response 627v are used for a first transaction, the verification program 622

determines, e.g., in response to a subsequent request by a POS device for a different, second

5 transaction, either a second challenge question 626 and a second valid response 627v, or a

second valid response 627 to the same challenge question 626, and the new challenge question - 

valid response combination is usable for the second transaction.

[00137] In another embodiment, a challenge question 626 and response options 627 can be 

used multiple times for different transactions, but only for a pre-determined number of

10 transactions, e.g., for five transactions, after which that challenge question 626 and valid

response 627v expire such that when the verification program 622 receives a request by a POS 

device 610 of the same or other merchant for a sixth transaction, the intermediate computer 620 

then analyzes data of the consumer’s social network account 643, or another account the

consumer 605 has with another online social networking site 642, to determine a new challenge

15 question 626 and response options 627. In a further embodiment, a challenge question 626 and 

response options 627 can be used for a pre-determined time. For example, a challenge question 

626 and valid response 627v may be valid for one day or one week, after which that challenge

question 626 and that valid response 627v expire, and a new social network based challenge

question 626 and valid response 627v must be determined by the intermediate computer 620 for

20 transactions during the next time period.

[00138] Further, when embodiments utilize multiple online social networking sites 642, the 

verification program 622 may make determinations about which online social networking site
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642 to select for purposes of determining at least a challenge question 626 and a valid response

627v and/or an invalid response 627i, and when to switch to another online social networking 

site 642 for these purposes. For example in one embodiment, the verification program 622 may 

switch between using different online social networking sites 642 after a pre-determined number

5 of transactions or after a pre-determined time. As another example, verification program 622

determines which online social networking site 642 is identified more frequently by its registered 

users, and selects that online social networking site 642 to use more frequently than others, or to 

use initially.

[00139] Fig. 24 generally illustrates components of a computing device 2400 that may be

10 utilized to execute embodiments and that includes a memory 2415, account processing program

instructions 2412, a processor or controller 2420 to execute account processing program 

instructions 2412, a network or communications interface 2430, e.g., for communications with a 

network or interconnect 2440 between such components. The memory 2410 may be or include

one or more of cache, RAM, ROM, SRAM, DRAM, RDRAM, EEPROM and other types of

15 volatile or non-volatile memory capable of storing data. The processor unit 2420 may be or 

include multiple processors, a single threaded processor, a multi-threaded processor, a multi-core 

processor, or other type of processor capable of processing data. Depending on the particular

system component (e.g., whether the component is a computer or a hand held mobile

communications device), the interconnect 2440 may include a system bus, LDT, PCI, ISA, or

20 other types of buses, and the communications or network interface may, for example, be an 

Ethernet interface, a Frame Relay interface, or other interface. The network interface 2430 may 

be configured to enable a system component to communicate with other system components
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across a network which may be a wireless or various other networks. It should be noted that one

or more components of computing device 2400 may be located remotely and accessed via a 

network. Accordingly, the system configuration provided in Fig. 24 is provided to generally 

illustrate how embodiments may be configured and implemented.

5 [00140] Method embodiments may also be embodied in, or readable from, a computer-

readable medium or carrier, e.g., one or more of the fixed and/or removable data storage data 

devices and/or data communications devices connected to a computer. Carriers may be, for 

example, magnetic storage medium, optical storage medium and magneto-optical storage 

medium. Examples of carriers include, but are not limited to, a floppy diskette, a memory stick

10 or a flash drive, CD-R, CD-RW, CD-ROM, DVD-R, DVD-RW, or other carrier now known or

later developed capable of storing data. The processor 2420 executes program instructions 2412 

within memory 2410 and/or embodied on the carrier to implement method embodiments.

Further, embodiments may reside and execute on a mobile communication device such as a

cellular telephone or Smartphone.

15 [00141] Although particular embodiments have been shown and described, it should be

understood that the above discussion is not intended to limit the scope of these embodiments. 

While embodiments and variations of the many aspects of the invention have been disclosed and

described herein, such disclosure is provided for purposes of explanation and illustration only.

Thus, various changes and modifications may be made without departing from the scope of the

20 claims.

[00142] For example, while certain embodiments are described with reference to credit cards, 

it will be understood that embodiments may be utilized for verifying that the consumer is the
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person named on other payment instruments such as debit cards and checks. With debit cards,

for example, debit cards also have a printed name and account number, and this data can be used 

by the consumer to register with the intermediate computer. Checks contain static, printed 

information including an account holder name, address and MICR information such as account

5 number and routing number. This printed, static information can be used by the consumer to

register with the intermediate computer, and can be determined by a device that scans or reads 

checks, manually entered by the merchant into the POS device, or determined by use of an 

imaging device and Optical Character Recognition. Thus, when the name on the check is

determined, this name data can be used in a similar manner as described above with reference to

10 the name or other static data appearing on a credit card. Thus, embodiments can serve as a fraud

prevention or reduction tool not only with payment cards but also with negotiable instruments. 

[00143] Moreover, while embodiments have been described with reference to a person-to- 

person transaction during which the consumer tenders a physical payment instrument such as a

credit card, debit card or check, or a physical device such as a mobile communication device

15 serving as a mobile wallet, embodiments are also applicable to on-line transactions conducted 

between consumer and merchant computing devices through the internet during which the 

consumer and the merchant are not face to face. In these embodiments, rather than presenting a

challenge question and response options through a merchant POS device, the social network

based challenge question and response options can be communicated to the consumer through

20 the computing device utilized to initiate the on-line transaction or through a mobile 

communication device. Thus, in the on-line context, a transaction may be initiated when an item 

has been added to an electronic shopping cart, or after the item has been added to an electronic

Page 56 of 75



20
17

24
85

02
 

19
 O

ct
 2

01
7

shopping cart and the consumer presses a “purchase” button after entering credit card

information, but before the transaction is confirmed such as before a receipt or other e-mail 

confirmation is generated. Embodiments are executed to verify that the person who made the 

online purchase is the person named on the credit card that was utilized for that online purchase.

5 [00144] Additionally, while embodiments are described with reference to online social

networking sites such as facebook.com, twitter.com, myspace.com, linkedin.com, embodiments 

may also be implemented using other sources of online activity by the consumer such as based 

on electronic mail messages received by and sent by the consumer, e.g., using MICROSOFT 

OUTLOOK e-mail program (e.g., a personal e-mail account or a company or employee email

10 account) or an account with web-based e-mail service offered through, for example, gmail.com,

aol.com, apple.com, yahoo.com. In these e-mail embodiments, rather than analyzing attributes 

such as names of online social network connections, degrees of connection or separation between 

the consumer and non-connections, how often a song or video is played, or when the user posted

a photograph to a wall or profile, embodiments analyze content items in the form of electronic

15 mail messages to identify attributes including recipient, sender and subject matter. For this 

purpose, when registering with the intermediate computer, the consumer may provide login 

information to allow the verification program to access or read the consumer’s e-mails. The

verification program analyzes e-mails to identify, for example, frequent recipients of e-mails sent

by the consumer, frequency senders of e-mails to the consumer, and subject matter of e-mails

20 (e.g., reflecting a recent purchase), e-mail communications involving one to one correspondence

rather than emails involving a group. For example, if the consumer has frequent one to one 

communications with John Smith, the verification program may identify this name as the valid
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response to a challenge question of “Who sends you frequent e-mails?” and invalid responses

may be, for example names of users of an online social networking site that are separated from 

the consumer by a pre-determined minimum degree, or using an internet search or random name 

generator to generate random names as invalid responses. As another example, an e-mail may

5 include a receipt for a recent purchase such that the verification program can scan the e-mail to

determine the item that was purchased (e.g., a new camera) as a valid response. Accordingly, it 

will be understood that the same or similar analysis described above with reference to data of an 

account the consumer has with an online social networking site may also be applied to electronic 

mail messages received or transmitted by the consumer, and that embodiments may involve

10 analysis of only online social network data, only electronic mail data, or both.

[00145] Embodiments may also involve e-commerce sites such AMAZON and EBAY online 

purchase and auction services (amazon.com, ebay.com) or other commerce or online services 

sites involving different types of media (e.g. songs, movies), one example of which is

netflix.com, which is used for renting movies.

15 [00146] . In these embodiments, online activity is in the form of items purchased online or

items sold online. In embodiments involving e-commerce sites, the verification program

accesses the user’s amazon.com, ebay.com or other and analyzes purchase or sales data to

identify, for example, frequent or recent item purchases, frequent or recent item sales, frequent or

recent buyers, and frequent or recent sellers. Thus, for example, if the consumer frequently

20 purchases a particular coffee from amazon.com every month, the verification program may 

identify this item as the valid response to a challenge question of “What do you often buy on 

amazon.com?” and invalid responses may be, random items selected from amazon.com or
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determined by a random word generator or internet search. Accordingly, it will be understood

that the same or similar analysis described above with reference to data of an account the 

consumer has with an online social networking site may also be applied to electronic commerce

accounts of the consumer, and that embodiments may involve analysis of e-commerce accounts

5 only or in combination with other types of online consumer accounts.

[00147] Embodiments may also analyze other types of online activity such as prior 

transactions reflected in transaction histories of a checking account of the consumer such that a 

challenge question and valid response may involve from which merchant the consumer 

previously made a purchase, or particulars about a transaction such as a large deposit or large

10 check that was recently written by the consumer.

[00148] Moreover, while embodiments are described with reference to a verification program 

executing various instructions or steps, it will be understood that the verification program or 

aspects thereof may execute on the intermediate computer and/or the merchant computer, and

may be in the form of a mobile application executing on a mobile communication device of the

15 merchant or consumer. Further, the verification program may be in the form of a widget or other 

SaaS solution that can be utilized by issuers, acquirers and merchants and utilized with mobile 

payment applications such as GOPAYMENT available from Intuit Inc.

[00149] Additionally, certain of the steps may be performed concurrently in a parallel process

when possible, as well as performed sequentially. Accordingly, embodiments are intended to

20 exemplify alternatives, modifications, and equivalents that may fall within the scope of the

claims.
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[00150] The reference in this specification to any prior publication (or information derived 

from it), or to any matter which is known, is not, and should not be taken as, an 

acknowledgement or admission or any form of suggestion that that prior publication (or 

information derived from it) or known matter forms part of the common general

5 knowledge in the field of endeavour to which this specification relates.

[00151] Throughout this specification and the claims which follow, unless the context 

requires otherwise, the word "comprise", and variations such as "comprises" or 

"comprising", will be understood to imply the inclusion of a stated integer or step or group

10 of integers or steps but not the exclusion of any other integer or step or group of integers or 

steps.
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The claims defining the invention are as follows:

1. A computer-implemented method comprising:

receiving, by an intermediate computer through a respective network, a request from a

point of sale (POS) device of a merchant for data to be used to verify an identity of a consumer

5 during a first transaction after the POS device has been accessed by the consumer to initiate the

first transaction with a payment instrument tendered by the consumer;

communicating, by the intermediate computer through a respective network, with a

computer hosting an online social networking website and accessing or receiving data of an

account the consumer has with the online social networking website;

0 determining, by the intermediate computer, a challenge question and response options

based at least in part upon the account data of the online social networking website, the response

options comprising a valid response that is a content item of the account and at least one invalid

response, wherein the valid response is selected from the consumer's account and the at least one

invalid response is selected from another account of another user of the online social networking

5 website;

transmitting, by the intermediate computer, the challenge question and the response

options to the POS device; and

transmitting, by the POS device, the challenge question and the response options to a

mobile communication device of the consumer for presentation to the consumer through the

20 mobile communication device, wherein the challenge question and the response options are

presented to the consumer through a display of the mobile communication device, and the

consumer interacts with the mobile communication device to select a response option to answer
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the challenge question for verification of the identity of the consumer before the first transaction

has been completed based at least in part upon whether the consumer selects the valid response.

2. The method of claim 1, the intermediate computer communicating with the computer

5 hosting the online social networking website before the request is received from the POS device

and before the first transaction has been initiated, the method further comprising the intermediate

computer storing data of the consumer's account.

3. The method of claim 1 or 2, further comprising the intermediate computer:

0 determining or receiving consumer data, and

presenting the consumer data to an interface to the online social networking website to

access the consumer's account with the online social networking website through the interface

utilizing the consumer data.

5 4. The method of claim 3, the request comprising a name appearing on the payment

instrument tendered by the consumer, the method further comprising the intermediate computer:

looking up the name in a database;

determining whether consumer data is associated with the name; and

when the intermediate computer determines consumer data associated with the name,

20 accessing the consumer's account utilizing the consumer data, else transmitting a message to the

POS device that the intermediate computer was unable to verify the consumer's identity or to

request other data from the consumer for use in accessing the consumer's account.
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5. The method of any one of claims 1 to 4, wherein the challenge question and the valid

response are not known by the intermediate computer and were not previously selected by the

consumer before the intermediate computer receives the request.

5

6. The method of any one of claims 1 to 5, at least the challenge question and the valid

response being dynamic such that different challenge questions and respective valid responses

based at least in part upon respective data of the consumer's account are determined by the

intermediate computer for use during respective different transactions.

0

7. The method of claim 6, the intermediate computer being in communication through a

network with a second POS device of a second merchant, wherein after the first transaction has

been completed, the consumer tendered the payment instrument to purchase another good or

service from a second merchant during a second transaction, the method further comprising:

5 the intermediate computer receiving a request by the second POS device of the second

merchant for data used to verify an identity of the consumer during the second transaction after

the second POS device of the second merchant has been accessed by the consumer to initiate the

second transaction;

the intermediate computer accessing or receiving data of the consumer's account and

20 determining a second challenge question and response options for the second challenge question

based at least in part upon the data of the consumer's account, the response options for the second

challenge question comprising at least one valid response and at least one invalid response; and
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the intermediate computer transmitting the second challenge question and the response

options for the second challenge question to the second POS device for presentation to the

consumer through the second POS device, wherein the second challenge question and the

response options for the second challenge question are presented to the consumer through a

5 display of the second POS device, and the consumer interacts with the second POS device to

select a response option to answer the second challenge question for verification of the identity of

the consumer before the second transaction has been completed based at least in part upon

whether the consumer selects the valid response to the second challenge question.

0 8. The method of claim 1, the intermediate computer being in communication through

respective networks with a second POS device of a second merchant and a second computer

hosting a second online social networking website different from the first online social

networking website, wherein after the first transaction has been completed, the consumer

tendered the same or other payment instrument to purchase another good or service from a second

5 merchant during a second transaction, the method further comprising:

the intermediate computer receiving a request by the second POS device of the second

merchant for data used to verify an identity of the consumer during the second transaction after

the second POS device of the second merchant has been accessed by the consumer to initiate the

second transaction;

20 the intermediate computer accessing or receiving data of an account the consumer has

with the second online social networking website and determining a second challenge question

and response options for the second challenge question based at least in part upon the data of the
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consumer's account with the second online social networking website, the response options for

the second challenge question comprising at least one valid response and at least one invalid

response; and

the intermediate computer transmitting the second challenge question and the response

5 options for the second challenge question to the second POS device for presentation to the

consumer through the second POS device, wherein the second challenge question and the

response options for the second challenge question are presented to the consumer through a

display of the second POS device, and the consumer interacts with the second POS device to

select a response option to answer the second challenge question for verification of the consumer

0 before the second transaction has been completed based at least in part upon whether the

consumer selects the valid response to the second challenge question.

9. The method of claim 1, the intermediate computer being in communication with multiple

computers hosting respective different online social networking websites at which the consumer

5 has respective accounts, further comprising the intermediate computer determining which online

social networking website of respective online social networking websites should be utilized for

determining the challenge question and response options.

10. The method of claim 9, the intermediate computer alternating between different accounts

20 the consumer has with different online social networking websites to determine respective

challenge questions and respective response options.
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11. The method of claim 9, wherein at least one response option for the challenge question is

determined from a first account the consumer has with a first online social networking website,

and at least one other response option for the challenge question is determined from a second

account the consumer has with a second online social networking website.

5

12. The method of claim 9, further comprising the intermediate computer aggregating data of

multiple accounts the consumer has at respective online social networking websites and

determining at least the challenge question and at least one valid response based at least in part

upon aggregated data.

0

13. The method of claim 1, wherein verification of the consumer's identity is based at least in

part upon the consumer answering a single challenge question with the valid response to that

single challenge question.

5 14. The method of claim 13, the intermediate computer determining multiple challenge

questions and respective response options and transmitting the multiple challenge questions and

respective response options to the POS device, wherein verification of the consumer's identity is

based at least in part upon the consumer answering multiple challenge questions with respective

valid responses.

20

15. The method of claim 1, the intermediate computer determining or selecting at least one

additional invalid response utilizing data outside of the online social networking website.
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16. The method of claim 15, further comprising the intermediate computer:

executing an internet search independently of the social networking website; and

selecting a content item identified by the internet search as an additional invalid response.

5

17. The method of claim 1, the intermediate computer:

determining data associated with the selected content item; and

deriving the challenge question based at least in part upon the associated data.

0 18. The method of any one of claims 1 to 17, wherein the payment instrument is a payment

card tendered by the consumer.

19. The method of claim 18, wherein the intermediate computer is also in communication

with a computer of an issuer of the payment card, the method further comprising the intermediate

5 computer:

communicating with the computer of an issuer of the payment card in response to the

request;

receiving authorization data generated by the issuer computer; and

transmitting the authorization data to the point of sale device.

20

20. The method of claim 1, wherein, after accessing or receiving the data of the account the

consumer has with the online social networking website, the intermediate computer filters the
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account data based at least in part upon pre-determined criteria, and wherein a result of fdtering is

utilized by the intermediate computer to select the challenge question and the valid response

option.
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INTERMEDIATE COMPUTER TRANSMITS REQUEST TO ISSUER OF CREDIT 
CARD TO AUTHORIZE TRANSACTION 

1202

------------------T------------------

INTERMEDIATE COMPUTER IDENTIFIES CONSUMER ACCOUNT DATA. ELSE 
TRANSMITS MESSAGE TO POS DEVICE THAT INTERMEDIATE COMPUTER 
WAS UNABLE TO VERIFY THE CONSUMER'S IDENTITY OR TO REQUEST 

OTHER DATA FROM THE CONSUMER FOR USE IN ACCESSING CONSUMER’S 
ACCOUNT

1206

v
IF CONSUMER ACCOUNT DATA NOT YET RECEIVED, OR IS TO BE UPDATED, 

INTERMEDIATE COMPUTER TRANSMITS REQUEST TO INTERFACE TO 
COMPUTER HOSTING ONLINE SOCIAL NETWORKING SITE 

1208

Ϋ

INTERMEDIATE COMPUTER GRANTED ACCESS TO ONLINE SOCIAL 
NETWORKING SITE / CONSUMER ACCOUNT USING CONSUMER 

ACCOUNT OR OTHER LOGIN DATA PROVIDED BY CONSUMER AND 
ACCESSES / RETRIEVES DATA OF CONSUMER'S ACCOUNT AS NECESSARY 

AND STORES TO DATABASE 
1210

* r

INTERMEDIATE COMPUTER ANALYZES DATA OF CONSUMER'S ACCOUNT 
WITH ONLINE SOCIAL NETWORKING SERVICE TO DETERMINE OR 

DERIVE CHALLENGE QUESTION AND RESPONSE OPTION(S) (E.G,, VALID 
RESPONSE AND INVALID RESPONSE)

1212

v

INTERMEDIATE COMPUTER RECEIVES RESPONSE FROM ISSUER VIA
CARD NETWORK (AUTHORIZATION CODE IF VALID CREDIT IS AVAILABLE)

1214

FIG, 12
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FIG. 13
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Content Oct 9, 2013 "

Content Oct 7, 2013

Content Oct 6, 2013

Content Oct 2, 2013 J
Content Sept 28, 2013 A
Content Sept 7, 2013
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FIG. 14
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INTERMEDIATE COMPUTER TRANSMITS AUTHORIZATION CODE AND 
CHALLENGE QUESTION I RESPONSE OPTIONS TO MERCHANT’S POS 

DEVICE 
1602

▼

MERCHANT POS DEVICE RECEIVES AUTHORIZATION CODE AND 
CHALLENGE QUESTION / RESPONSE OPTIONS 

1604

IF NO AUTHORIZATION CODE, TRANSACTION TERMINATED, ELSE PROCEED 
TO PRESENT CHALLENGE QUESTION AND RESPONSE OPTION(S) ON 

DISPLAY SCREEN OF POS DEVICE 
1606

CONSUMER RECEIVES CHALLENGE QUESTION AND RESPONSE OPTIONS 
AND SELECTS RESPONSE OPTION BY INTERACTION WITH POS 

DEVICE
1608

POS DEVICE PERFORMS COMPARISON TO DETERMINE WHETHER 
CONSUMER HAS SELECTED VALID RESPONSE OR INVALID RESPONSE / 

WHETHER CONSUMER IDENTIFICATION VERIFIED 
1610
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INTERMEDIATE COMPUTER RECEIVES RESPONSE FROM ISSUER VIA 
CARD NETWORK (AUTHORIZATION CODE IF VALID CREDIT IS AVAILABLE) 

2302 '

INTERMEDIATE COMPUTER TRANSMITS CHALLENGE QUESTION / 
RESPONSE OPTIONS TO CONSUMER’S MOBILE COMMUNICATION DEVICE 

2304

CHALLENGE QUESTION AND RESPONSE OPTION(S) PRESENTED ON 
DISPLAY SCREEN OF MOBILE COMMUNICATION DEVICE 

2306

CONSUMER SELECTS RESPONSE OPTION VIA INPUT ELEMENT OR 
TOUCHSCREEN INPUT OF MOBILE COMMUNICATION DEVICE 

2308

SELECTED RESPONSE TRANSMITTED FROM MOBILE COMMUNICATION 
DEVICE TO INTERMEDIATE COMPUTER 

2310

INTERMEDIATE COMPUTER RECEIVES SELECTED RESPONSE OPTION 
2312

INTERMEDIATE COMPUTER COMPARES SELECTED RESPONSE OPTION TO 
VALID RESPONSE TO DETERMINE RESULT BASED AT LEAST IN PART 

UPON WHETHER CONSUMER HAS SELECTED VALID RESPONSE OR INVALID 
RESPONSE I WHETHER CONSUMER IDENTIFICATION VERIFIED 

2314

INTERMEDIATE COMPUTER TRANSMITS AUTHORIZATION CODE AND 
COMPARISON RESULT TO MERTHANT’S POS DEVICE 

2316

POS DEVICE DISPLAYS RESULT OF COMPARISON TO ALLOW MERCHANT 
TO DECIDE WHETHER TO PROCEED WITH TRANSACTION USING 

AUTHORIZATION CODE, CANCEL TRANSACTION OR REQUEST 
ADDITIONAL IDENTIFICATION INFORMATION FROM CONSUMER TO 

COMPARE TO NAME ON CREDIT CARD 
2318
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FIG, 24


