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(57) Abstract: The present invention provides a method comprising: encoding of a biometric vector-stream, as comprises a sequence
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ability of server to undertake such decoding by subject to correct demonstration of private PKC credential corresponding to public
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METHOD OF ZERO KNOWLEDGE PROCESSING ON BIOMETRIC DATA IN
DISCRETISED VECTOR REPRESENTATION

FIELD OF INVENTION

The present invention relates generally to a method of cryptographic encoding
on biometric data in discretised vector representation, more particularly a
method of client-side masking of biometric data and client-side encoding and
corresponding server-side decoding, wherein masking and encoding/decoding
operations are based on finite field (FF) computations, as exemplified by Galois

Field (GF) computations, and as applicable in cryptographic operations.
BACKGROUND ART

Authentication by means of biometric data is fundamentally different from
equivalent process by means of knowledge-based or hardware-specific
credentials, arising from the fact that biometric data is “attached” to a particular
user, with the corresponding difficulty of revocation and refreshment in a
manner equivalent to that of knowledge-based or hardware-specific credentials,
resulting in necessity for exceptionally strong protection of biometric

authentication data and processes.

At present, such protection is generally of extrinsic nature, as exemplified by
encrypted storage of biometric reference data, or establishment of SSL/TLS

secure connectivity for transport of biometric data streams.

Rather than constituting a security measure, biometric representations are
generally utilized as analytic methods. Biometric authentication is regarded as a
unidirectional client-to-server process, with correspondingly insufficient
specification with regards to server-side credentials prior to undertaking

biometric authentication, or server-side storage and management of biometric

reference data.

SUMMARY OF INVENTION
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The present invention provides a method of zero knowledge (ZK) encoding on
biometric data in discretised vector representation. The present invention
proposes client-side masking of biometric data, as protective measure against
leakage of biometric data on server-side storage, and additionally client-side
encoding and corresponding server-side decoding, as protective measure
against interception and/or leakage of biometric data in transit from client-to-
server, as predicate on client-server interaction to establish mutual
trustworthiness, wherein masking and encoding/decoding operations are based
on finite field (FF) computations, as exemplified by Galois Field (GF)

computations.

In one aspect of the present invention is a method of cryptographic encoding on
biometric data in discretised vector representation. The method comprises
encoding a biometric vector-stream during an authentication interaction between
a client and a server, wherein encoding the biometric vector-stream further
comprises encoding a biometric vector-frame differently from another biometric
vector-frame; securely transmitting an encoded biometric vector-stream from a
user opearating the client to the server; verification of server by demonstrating
private credential corresponding to public credential stipulated by the user
during the authentication interaction; and decoding the encoded biometric
vector-stream or vector-frame at the server; with both private and public
credentials as aforesaid applicable in stipulated public-key cryptographic (PKC)

operations.

In the preferred embodiment of the present invention, verification is undertaken
after decoding if user is able to demonstrate private credential during
authentication interaction as corresponding to public credential used by the

server of interest to specify user to be verified.

Encoding and decoding of biometric vector-streams comprises a pair of mutually
inverse trapdoor one-way functions such that correct combination of encode and
decode functions on biometric vector-streams has no effect on subsequent
computation of a distance measurement, with biometric vector-streams as input.

Biometric authentication is then based on the aforesaid distance measurement
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between test biometric vectors arising from authentication interaction, and

reference biometric vectors previously established by the user with the server.

The method further comprises masking the biometric vector-stream wherein the
computation of the distance measurement is independent of masking function
that is identically applicable on test biometric vectors and reference biometric
vectors and dependent on a valuation of masking key.

Encoding the biometric vector-stream further comprises FF encoding; as arising
from finite fields of type GF (2" ) modulo irreducible polynomial of n-th degree
with binary (modulo-2) coefficients, or GF (p") modulo irreducible polynomial of
n-th degree with coefficients modulo small prime (p);, wherein representational
form of biometric vector-frame is of equal component-level dimensionality, or
multiple thereof; and of consistent component-level structure to corresponding
encoding, such that component-level discretisation is to 2™ or p possible values,

as the case might be.

Encoding the biometric vector-stream further comprises FF encoding arising
from GF (2") finite fields, wherein product of vector dimension, m and bit-length
of component-level discretisation, m’, resulting in 2™ possible valuations per
component is equal to bit-length of valuations arising from GF (2") encoding or

multiple thereof.

The method further comprises masking the biometric vector-stream at the client
during authentication interaction between the user and the server, wherein
masking is performed by means of FF addition of masking key with each
element in biometric vector-stream such that a distance measurement between
test biometric vectors and reference biometric vectors is specified by Hamming
distance between test biometric vectors and reference biometric vectors, and is

demonstrative of invariance under masking operation as specified.

The method is applicable within context of the client and the server engaging in
interactive key establishment, as exemplified by the authenticated Diffie-
Hellman (ADH) protocol and variations thereof, wherein both the client and the

server undertake independent contribution of random key-pairs, and mutual
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challenge of correct private-key demonstration by other party, as arising from
computation on corresponding public-key associated with other party and
resulting in independent computation for session-key as aforesaid, subject to

correct execution by both the client and the server.

The client might alternatively undertake key distribution to the server, as
exemplified by use of a signcryption protocol, wherein the Client undertakes
computation of random key-pair and derivative session-key authentication, with
the server public-key and the user private-keys as protocol inputs, subsequent
to which the server undertakes recovery and verification of session-key, with the
user public-key and the server private-key as protocol inputs, such that the
session-key as delivered can be authenticated to be correctly received as
transmitted and furthermore correctly associated with the user engaged in

authentication interaction.

The session-key as independently established on the client and the server is
then applicable to the client undertaking computation of key-stream of equal
frame-length to stream of biometric vector-frames wherein the computation is an
outcome of cryptographic key schedule function, as comprising block ciphers
and keyed-hash message authentication code (HMAC) functions, with session-
key as a function input; with corresponding encoding, by FF addition or
multiplication, of each element in key-stream with corresponding element in
vector-stream. Subsequent to this, the server undertakes Independent
computation of key-stream of equal frame-length to received stream of encoded
vector-frames wherein the computation is an outcome of cryptographic key
schedule function with independently established session-key as a function
input; enabling computation of stream of key inverses, by FF multiplicative
inversion of each element in said key-stream; and then decoding, by FF addition
or multiplication, of each element in stream of key inverses to corresponding
element in encoded vector-stream of interest. Therefore the server is able to
establish that vector-stream is correctly received as transmitted, and
furthermore correctly associated with the user engaged in authentication

interaction.
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In another aspect of the present invention is a method of user authentication of
a client by a server. The method comprises the user presenting biometric to a
capture apparatus attached to the client. The client generates test vector-stream
resulting from the user presentation, establishes session-key specific to a
particular authentication interaction, computes an applicable key-stream, and
then computes encoded vector-stream for transmission to the server. The
server then independently establishes session-key specific to the said particular
authentication interaction; computes applicable key-stream; computes inversion
of each element thereof, computes decoded vector-stream; and then computes
distance measures between elements of test vector-stream as presently
received from user of interest, against set of reference vector-frames as
previously received from the user; and lastly undertakes assessment of
authentication outcome based on distance measures between set of test and

reference vector-frames.

The client further undertakes application of masking function on biometric
vector-stream, resulting in computation of masked vector-stream from
corresponding vector-stream, as arising from masking key unique and specific
to combination of user and server of interest, such that valuation of masking key

is presumed secret and exclusive to user of interest.

The server further undertakes assessment of authentication outcome based on
distance measures between set of test and reference vector-frames, such that
distance measurements are not affected by application of same mask function
on both test and reference vector-frames, as is predicated on use of identical

masking key during masking of both test and reference vector-frames.

The correctness of key establishment interaction as aforesaid is dependent on
correct prior demonstration by the user to the client of knowledge-based
credential, as presumed secret and exclusive to the user; and which is inclusive
of but not limited to textual sequence with input via keyboard or keypad, or

geometric sequence with input via touch-sensitive screen.
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The correctness of key establishment interaction as aforesaid is optionally
additionally dependent on correct determination by the client of platform-specific
identifier, corresponding to singular particular platform from plurality of platforms
previously designated by the user and as presumed unique and specific to the

particular platform.

The private-key particular to user of interest, as applicable in aforesaid key
establishment, is obtained from output of one-way computation, with input

inclusive of knowledge-based credential as aforesaid.

The private-key particular to user and associated platform of interest, as
applicable in aforesaid key establishment, is obtained from output of
computation to interpolate for constant coefficient of random credential-
encoding polynomial of linear degree, as defined on finite field of interest, from
coordinates comprising: first-ordinate as output of one-way computation, with
inputs inclusive of knowledge and platform-specific credentials as applicable;
and second-ordinate as output of said polynomial as evaluated upon input of
corresponding first-ordinate, with such particular valuation of polynomial
retained on the client.

The present invention consists of features and a combination of parts
hereinafter fully described and illustrated in the accompanying drawings, it is
being understood that various changes in the details may be made without
departing from the scope of the invention or sacrificing any of the advantages of

the present invention.

BRIEF DESCRIPTION OF THE ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention,
a more particular description of the invention will be rendered by references to
specific embodiments thereof, which are illustrated, in the appended drawings. It
is appreciated that these drawings depict only typical embodiments of the
invention and are therefore not to be considered limiting of its scope. The
invention will be described and explained with additional specificity and detail
through the accompanying drawings in which:
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FIGURE 1 illustrates a method of zero knowledge (ZK) processing of biometric
data in discretised vector representation.

FIGURE 2A illustrates a security framework for biometric authentication
according to the present invention.

FIGURE 2B illustrates an assertion of multiple factors contributing to user
identity.

FIGURE 3 illustrates the process flow of Zero Knowledge (ZK) processing of
biometric data, by means of session-specific key, concluding in biometric

authentication.

FIGURE 4A illustrates the process flow of interactive client-server establishment

of session key, as subsequently used in ZK processing of biometric data.

FIGURE 4B illustrates the process flow of client-to-server session key delivery,

as subsequently used in ZK processing of biometric data.

FIGURE 5 illustrates the process flow for generation of key-stream, and

subsequent use thereof for encoding of biometric vector stream.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention relates to a method and system to undertake zero
knowledge (ZK) masking and encoding of biometric data, so as to enable
biometric authentication while also ensuring strong protection of biometric data .
Hereinafter, this specification will describe the present invention according to the
preferred embodiments of the present invention. However, it is to be understood
that limiting the description to the preferred embodiments of the invention is
merely to facilitate discussion of the present invention and it is envisioned that
those skilled in the art may devise various modifications and equivalents without

departing from the scope of the appended claims.

Reference is first being made to FIGURE 2A. FIGURE 2A illustrates a security
framework for biometric authentication according to the present invention. The

present invention proposes a method (200) for client-side masking of biometric
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data, as protective measure against leakage of biometric data on server-side
storage, and additionally client-side encoding and corresponding server-side
decoding, as protective measure against interception or leakage of biometric
data in transit from client-to-server, with application of such protective measures
predicated on client-server interaction to establish mutual trustworthiness,
wherein masking and encoding/decoding operations are based on finite field
(FF) computations, as exemplified by Galois Field (GF) computations commonly
used in cryptographic protocols.

The present invention allows for a client (220), acting on behalf of a user (210),
to verify server (240) credentials as authentic, and reciprocally the server (240)
to verify user credentials as similarly authentic. Thereafter both client and server
engage into mutual establishment of secure network (231) over an insecure
communications environment (230), in preparation for capture (221) of the user
biometric data (222), encoding of such biometric data into a stream of biometric
frames, and subsequently transmission of such stream to the server. The
server is then able to verify each and every frame in any particular stream as
being correctly received as transmitted, and furthermore correctly associated

with the user identity as asserted.

Reference is now being made to FIGURE 2B. FIGURE 2B illustrates a process
flow for the assertion of user identity (250). Assertion of user identity is
undertaken on the basis of demonstration of knowledge-based credential (251),
as presumed secret and exclusive to the user of interest; or alternatively
demonstration of such knowledge-based credential, in addition to demonstration
of at least one credential (252, 253) arising from previously specified client
platform associated with the user, as similarly presumed unique and specific to
platform of interest. Demonstration of credential is by means of FF polynomial
interpolation (280), from coordinates (271) constituted (270) from; ZK hashing
(260) of credential inputs as first ordinate, in combination with previously
computed second ordinate corresponding to credential of interest, and resulting
in computation of secret or private-key (281) previously associated with user of

interest..
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Overall process flow

Reference is now being made to FIGURE 1. FIGURE 1 illustrates a method of
ZK processing on biometric data in discretised vector representation according

to the present invention.

The process flow according to the present invention begins with biometric
capture (110) on apparatus attached to the client sub-system (115), followed by
biometric detection on applicable frames of apparatus data stream (115) and
biometric signal enhancement (120), to correct for variability of the user
behavior and capture environment, on such frames of apparatus data stream.
Thereafter, biometric processing (100) applies with biometric vector extraction
(125) on applicable frames of apparatus data stream; resulting in computation,
preferentially on the client, of biometric vector stream in floating-point
representation; and is followed by biometric vector discretisation (130) of vector
stream into elements of bitstring representation. According to the various
embodiments of the present invention, the process flow is enhanced at this
juncture to include masking of biometric vector stream (140), to protect against
leakage of biometric information, and to ensure revocability of aforesaid
biometric vectors by user of interest. Thereafter, it is followed by encoding of
masked or unmasked vector stream (150), as the case might be, to protect
against leakage of biometric information during transit, and to ensure privacy.
The process continues, on the biometric server (106), with corresponding
decoding (160) of the previously encoded vector stream, to enable verification,
by the server; that vector stream is correctly received as sent, and furthermore
correctly associated with user of interest. This is followed by error correction on
vector stream (165), to compensate for some specified degree of variability, as
specified in the error correction encoding scheme of interest, in the discretised
vector stream. The authentication process concludes with measurement of
some specified distance metric (170) between test and reference vector
streams, as the basis for assessment of authentication outcome, with said
distance measurement being unaffected by application of aforesaid masking,

encoding and decoding operations.
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The process flow is, in successive steps, applicable on:

Image arising from video capture apparatus of interest results in colour

image CM™M of pixel dimensionality MxM’, with typical values of MxM' =

640x480 for VGA-grade cameras; and colour depth 2™"

Biometric, as exemplified by face image, arising from detection and

extraction from image captured into smaller region of interest (ROI) image
GN'N of reduced pixel dimensionality NxN’, with typical values of (N,N’)

significantly smaller than the preceding (M,M’); and greyscale depth 2M
with typical value of M"=8 for 8-bit greyscale images.

Biometric vector, arising from feature vector extraction from ROl image
into vector F™ of dimensionality m, as significantly smaller than
corresponding NxN' of ROI image; and as comprising vector
components, as represented in computations by means of floating-point
number valuations; as representations of real of complex number

valuations of the particular vector extraction methodology.

Biometric vectors are subsequently subject to various signal enhancement
operations which do not affect the dimensionality of the biometric vector

representation.

Masking, encoding and decoding operations are by means of FF and Elliptical
Curve (EC) cryptography for session-level secure biometric transport; and FF
and cryptographic hashing for stream-level biometric encoding and decoding.

Detailed description

Reference is being made to FIGURE 3. FIGURE 3 illustrates a flow for ZK
processing of biometric data (300), concluding in biometric authentication (390).

Biometric data (311) of a user (302) is captured on client platform (301) by
means of camera activation (310), followed by image-level processing (315),
vector-level processing (320), vector-stream discretisation (325), and then
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vector stream masking (330), by means of FF and cryptographic computations
which accept as input user secret-key a’ (331).

Establishment of secure connectivity between user (302) and server (303) is
then undertaken; on presumption of prior establishment of user EC key-pair
(a,A) (342, 346) with which to undertake interaction with server; and
corresponding secret-key a' (331) as aforesaid with which to mask outgoing
biometric vector stream (330); and reciprocally server EC key-pair (b,B) (341,
346), and furthermore that each of user and server is in possession of the other
party’s public-key (341, 346) prior to undertaking such cryptographic interaction
for establishment of such secure connectivity.

User (302) on client platform (301) and server (303) of interest engage in their
respective roles in cryptographic interaction (340, 345) of interest, resulting in
independent computation of session-key k (350, 355) with which to establish
secure connectivity; and subsequently independent computation by client, on
behalf of user, and server of encoding key-stream [k i] (360), and
correspondingly computation by server of decoding key-stream [k'_i] (370) as
inversion of encoding key-stream. This is followed by encoding by client of
biometric vector stream by means of encoding key-stream; and subsequently
transmission of encoded vector stream from client to server; and following that
decoding by server of encoded vector stream by means of decoding key-
stream. The biometric vector stream as received is then subject of error
correction (380), and finally biometric authentication (390) on the basis of
distance measurements between test vectors as received and reference vectors

as previously associated with user of interest.

Reference is being made to FIGURE 4A. FIGURE 4A illustrates a process flow
of interactive client-server establishment of session-specific key, as
subsequently used in ZK processing of biometric data.

Independent establishment (400) of session-key k (440. 445) by the respective
interacting parties is implemented by means of client-server key negotiation, as
exemplified without limitation by the authenticated Diffie-Hellman (ADH)
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protocol. Client (401) and server (406) commence interaction by undertaking
independent generation of session-specific key-pairs (410, 415), and following
that by executing random challenges (411, 416) on the public-key of other party,
necessitating correct demonstration (420, 430) by each party of their respective
corresponding private-keys; and resulting in independent computation (440,
445) of session-key k by both parties, provided both parties are able to correctly
undertake all required computations.

Reference is being made to FIGURE 4B. FIGURE 4B illustrates a process flow
of client-to-server delivery of session-specific key (450), as subsequently used
in ZK processing of biometric data.

Alternatively, establishment of session-key k is implemented by means of client-
to-server key transport or delivery, as exemplified without limitation by the

signcryption protocol.

This requires the client (451) to undertake challenge on public-key of server in
the process of generating random session-key (460), while additionally applying
authentication (461), by application of user private-key, on such random
challenge. This in turns allows the server (456) to undertake recovery (462) and
verification (463) of such session-key, by means of use of user public-key, and

correct demonstration of server private-key.

Reference is being made to FIGURE 5. FIGURE 5 illustrates a process flow for
the generation of a key-stream, and subsequent use thereof for encoding of the

biometric vector stream (500).

Establishment of session-key k as aforesaid concludes with both client and
server in possession of session-key k (502), enabling independent computation
by means of ZK key-scheduling function (510) by both parties of particular
element of encoding key-stream k_i (611), of index value i (501). This process is
exemplified without limitation by output of hash computation H(k,i), with session-
key and stream index values as inputs; resulting in computation by client of
encoding key-stream element k i (511), and furthermore independent

computation by server of decoding key-stream element k' i, as exemplified
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without limitation by FF multiplicative or additive inversion. This is such that
client can compute encoding (521) of particular element of outgoing biometric
stream (512), via use of k_ i and additionally that server can compute
corresponding decoding on particular element of incoming biometric stream, via
use of k’_i, with both encoding and decoding operations undertaken by means
of FF computations.

Operational sequence of biometric post-processing

The post-processing process flow according to the present invention is

subsequently applicable on:

Biometric vector discretisation, arising from preceding floating-point
representation into binary vector D™ = (2'“') m as represented by
means of bitstring of length n = mxm’, such that each valuation in range
of [-2™~1,..0,---,2™ 1 — 1] has equal probability of occurrence; and

subsequent to that

Biometric vector in such 2" bitstring representation a =a, , ---a4ay,

represented as element in specified finite field (FF); as exemplified by

GF(2™ ), modulo previously specified irreducible polynomial

o]
P, = Z pkxk, with coefficients px mod 2 in range [0,1].
k=n

Biometric test vector a is subsequently subject to FF multiplication with
cryptographic element k, such that product of form x = a « k is suitable for
secure transmission from biometric client to server, even if intervening

communications network is presumed to be insecure, such that only intended
recipient server can compute FF multiplicative inverse k=1, as required for

recovery of biometric vector a by means of computation x k1.

Biometric vector is alternatively subject to FF addition with cryptographic
element as aforesaid, such that recovery of biometric vector by intended

recipient is predicated on correct computation of FF additive inverse.
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Cryptographic element k may arise from various interactions undertaken
between client A, with corresponding elliptic curve (EC) key-pair (a,A)
associated with user of interest, private-key of which is presumed to be secret
and exclusive; and server B, with corresponding EC key-pair (b,B) associated
with authentication server of interest, private-key of which is similarly presumed

to be secret and exclusive.

Cryptographic element k can be obtained from engagement in ADH key-
establishment protocol, in which both client and server both contribute random
session-specific key-pairs, and undertake mutual challenges on each others
public-keys; such that correct completion of said protocol requires
demonstration by both parties of their respective private-keys corresponding to
public-keys previously challenged, prior to mutual and independent

establishment of random session-key k.

Cryptographic element k can alternatively be obtained from engagement in
signcryption protocol from client to server; in which client contributes random
session-specific key-pair, user private-key a and server public-key B as
stipulated input elements; and in which server undertakes reciprocal
unsigncryption protocol, which requires demonstration of private-key b

corresponding to previously stipulated public-key B, prior to

correct recovery of random session-key k, and additionally verification of
association with user of interest, by mean of public-key A corresponding to

previously applied private-key a.

Singular cryptographic element k established as aforesaid is then subject to
expansion into key-stream of random elements [k;,k;, -+, k;, --- ], such that no

singular element k; of key-stream can be used to deduce the value of any other

element in said key-stream.

Each element k; of key-stream is subject to FF multiplication with corresponding
biometric vector element a; in vector-stream [a,,a,,---,a,,--- ], to compute FF-

encoded element X; = a; * K; in encoded-stream [X;,X,,-:+,X;,---] on client for

transmission to server; such that only intended recipient server is able to
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compute FF multiplicative inverse k; ™, with which to decode corresponding
encoded element X;, for recovery of corresponding vector element @,, by means

of computation x; e ki_i, and additionally undertake verification that said vector

element is associated with user of interest.

Each element of key-stream K; is alternatively subject to FF addition with
corresponding biometric vector element a;, to compute FF-encoded element
X; = a; @ k;, such that corresponding decoding and recovery is by means of FF

additive inversion X; @ k;, with equivalent verification as aforesaid.

Each received test vector is subsequently subject to error correction as

previously established subsequent to computation of reference vectors.

Each test vector element &; is then subject to comparison against previously

established reference vectors, via computation of distance measure d(a;, ),
where q; is an element of the set of reference vectors, and subsequently

assessment of authentication outcome based on singular or plural valuations of

said distance measure.

Operational sequence of key-masked biometric post-processing

Biometric vector is optionally subject to additional key-masking operation at
instance of initial registration, such that masking operation is specific to user
and additionally server of interest, and that masking key k', as exemplified
without limitation by hash output H(B,a) of server public-key and user private-

key, is furthermore presumed secret and exclusive to user of interest.

Masking key k' established as aforesaid is then subject to FF addition with
corresponding biometric element in vector-stream [a;,a,,--,a;,--], to
compute  FF-masked element X;=8 @K in  masked-stream
[a'y,a’,,---,@";,---], with stipulation that said masking operation preserves
distance measures d(a’;,®’;) = d(a;,;) between biometric vectors subject to

masking by means of same masking key, as would arise exclusively for
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combination of particular user of interest undertaking authentication interaction

with particular server of interest.

Operational sequence of user credential processing

User of interest, as associated with identity i and key-pair (a,A), is able to
compute particular private-key by means of one-way computation with input of
password a’ or equivalent knowledge-based credential, as presumed secret and
exclusive to user, as exemplified without limitation by hash output a = H(i,a’).

User of interest, may alternatively be associated with multiple credentials of
plurality n, as exemplified without limitation by password or equivalent
knowledge-based credential, and one or more identifiers unique to client-side
platform of interest; such that correct demonstration of at least k credentials, as
specified threshold for authentication, is required for correct computation of

private-key.

Private-key a in this alternative association is encoded by means of (k-1)-th
degree polynomial in FF of interest, as output value of encoding polynomial

y(x)= Z::ol a, ex' , modulo irreducible polynomial previously specified, at
input value of x = 0, such that private-key is encoded as constant coefficient of

encoding polynomial y(0) = ap = a.

Each credential is subsequently associated with (x,y) point on polynomial y(x)
such that first-ordinate x results from outcome of one-way computation, with
credential of interest as input, as subject to correct demonstration at point of
credential demonstration; with corresponding applicable second-ordinate y =
y(x), as are stored on client platform of interest, in anticipation of combination

with said first-ordinate.

Correct computation for private-key at point of credential demonstration is then
obtained by means of polynomial interpolation [T;cs(X;Y;) comprising any k
coordinates (x,y), as predicated on correct demonstration of coordinates to

plurality of previously specified threshold k.
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The present invention supports a basic and a hardened embodiment.

Basic embodiment

User of interest presents biometric, as exemplified by face visage, to capture
apparatus, as exemplified by video camera, attached to client platform deemed
trustworthy; for purpose of registration by service provider of interest as being
associated with particular user.

Client computes of vector-stream [d;,d;,-:-,d;,--] resulting from user
presentation preferably encompassing range of illumination, pose and
expression variations under environmental conditions as deemed representative
of realistic operational conditions; and as possibly subject to refreshment by
user on periodic basis, or as deemed necessary by service provider of interest.

Client establishes key specific to registration interaction as aforesaid,

computes applicable key-stream [Kky,k,,---,k;,---], and then encodes vector-

stream resulting in [Xq,%5,-, %5, 1.

Client transmits encoded vector-stream to registration server operated by
service provider, such that any interception does not result in disclosure of

biometric information.

Registration server computes key-stream as aforesaid, inverts each element in

-1
i

key-stream resulting in [kl_l,kz_l,---,k ,] and then decodes vector-

stream to recover vector-stream [@,,Q,,---,Q;,---].

Server stores one or more vectors in presented vector-stream to as reference

vectors for use in subsequent authentication interactions by user.

Subsequent to aforesaid registration, user of interest presents biometric to
capture apparatus attached to client platform, for purpose of authentication.
Client then computes vector-stream [a,,a,,-:-,a;,--] resulting from user
presentation. Client furthermore establishes key specific to authentication
interaction of interest, computes applicable key-stream, and then encodes

vector stream. Client transmits encoded vector-stream to authentication server
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operated by service provider, such that any interception does not result in
disclosure of biometric information. Authentication server subsequently
computes key-stream as aforesaid, inverts each element in key-stream, and
then decodes vector-stream to recover vector-stream [a,a,,---,a;,--].

Registration server finally computes distance measures d(a;,q;) to assess

outcome of authentication interaction.

Basic embodiment presumes user authentication based on correct
demonstration of one or more credentials, inclusive of without limitation,
password or equivalent knowledge-based credential, or optionally identifiers
unique to client-side platform. During registration, user of interest presents
applicable credential or credentials to client sub-system on platform deemed to
be trustworthy. Client computes private-key a as one-way computation with
inputs inclusive of credential as aforesaid; and then corresponding public-key A
= G * a by means of EC scalar multiplication. Client transmits said public-key to

server on channel with security previously established.

During authentication subsequent aforesaid registration, user of interest
presents applicable credential or credentials of interest to client sub-system.
Client undertakes computation of private-key as one-way computation with
inputs inclusive of credential as aforesaid; and then engagement into key-
establishment interaction with inputs inclusive of corresponding private-key; with

correct outcome predicated on correct demonstration of said singular credential.

Hardened embodiment

Hardened embodiment requires additional operations pertaining to computation
of masking key, and subsequently masking of test biometric vector-stream.

User of interest presents information and credentials necessary to undertake
computation of masking key. Client computes masking key as outcome of one-
way function with inputs provided by user as aforesaid;, and then undertakes
masking of vector-stream arising from user biometric demonstration as

aforesaid.
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Hardened embodiment presumes user authentication based on correct
demonstration of aggregate of credentials, inclusive of without limitation,
password or equivalent knowledge-based credential, and optionally one of
plurality of credentials arising from platform-specific identifier. During
registration, user of interest presents; to client sub-system, on platform deemed
to be trustworthy; applicable credential or credentials; such that authentication
threshold is specified to be aggregate of knowledge-based credential, and

optionally at least one such platform-specific identifier.

Client computes random coefficients of interpolating polynomial y(x) of linear
degree in FF of interest, such that coordinate (x,y) on said polynomial is
associated with each credential as aforesaid; with first-ordinate x as one-way
computation with inputs inclusive of credential, and second-ordinate y = y(x)
corresponding to each respective credential;, and furthermore with
corresponding public-key A = G ¢ y(0). Client then transmits said public-key to

server on channel with security previously established in registration interaction.
Client retains set of second-ordinate values [y,,y,,---,Y, ] as respectively

corresponds to set of previously established credentials.

During authentication, user of interest presents knowledge-based credential of
interest to client sub-system on platform of interest. Client concurrently
undertakes determination of platform-specific identifier as presently applicable;
and then computation of first-ordinates from one-way computation with inputs
inclusive of respective credentials; formulation of interpolating coordinates from
retrieval of second-ordinates corresponding to said first-ordinates; computation
of private-key as interpolation from said coordinates; and then engagement into
key-establishment interaction with inputs inclusive of corresponding private-key;
with correct outcome predicated on correct demonstration of said plurality of

credentials.



10

15

20

25

WO 2016/064263 PCT/MY2015/000081

20

CLAIMS

1. A method of cryptographic encoding on biometric data in discretised

vector representation, comprising

Zero knowledge (ZK) encoding (150) at a client sub-system (220)
of a biometric vector-stream, as comprised of a sequence of
biometric vector-frames, during an authentication interaction
between a client (220) and a server sub-system (240), further
comprising such encoding as different from particular biometric
vector-frame in aforesaid vector-stream to any other biometric

vector-frame in such vector-stream;

securely transmission of an encoded biometric vector-stream from
a particular user (210) operating the client (220) to the server
(240); and

decoding (160) at the server (240) of the encoded biometric vector-
stream as received from the client (220), further comprising

limitation in capability of server (240) to undertake such decoding
subject to correct demonstration of private PKC credential
corresponding to public credential stipulated by the user (210)

during the authentication interaction.

2. A method according to claim 1, wherein server undertakes verification,
subsequent to decoding of biometric vector-stream received from client in
authentication interaction of interest; such that each and every biometric
vector-frame in aforesaid vector-stream is correctly received as
transmitted from client, and furthermore subject to user of interest
undertaking correct demonstration of private PKC credential during
authentication interaction, as corresponds to public PKC credential used

by the server to perform verification.

3. A method according to claim 1, wherein encoding and decoding functions

acting on the biometric vector-streams comprises a pair of mutually
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inverse trapdoor one-way functions such that correct combination of
encode and decode functions on biometric vector-streams has no effect
on subsequent computation of a distance measurement (170), as
undertaken with biometric vector-streams as input, with subsequent
biometric authentication based on the distance measurement between
test biometric vectors arising from present authentication interaction, and
reference biometric vectors previously established by the user with the

server.

A method according to claim 3, wherein the method further comprises
masking (140) of the biometric vector-stream such as to have no effect on
subsequent computation of the distance measurement; and further
comprising masking function that is identically applicable on test biometric
vectors and reference biometric vectors and dependent on a valuation of
masking key, such valuation as presumed secret and exclusive to user of
interest, and as further arises from output of one-way function acting on
inputs inclusive, without limitation, of public credentials of server, and

private credentials of user.

A method according to claim 4, wherein masking and encoding of the
biometric vector-stream further comprises computations arising from finite
fields (FF) of type

Galois Fields (GF) (2" ) modulo irreducible polynomial of n-th

degree with binary (modulo-2) coefficients, and

Galois Fields (GF) (p") modulo irreducible polynomial of n-th
degree with coefficients modulo small prime (p); wherein

representational form of biometric vector-frame is of

equal component-level dimensionality, or multiple thereof;
and furthermore of

consistent component-level structure to corresponding

encoding, such that component-level discretisation is to 2™
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or p possible values, as the case might be for applicable
finite field.

A method according to claim 5, wherein masking (140) and encoding
(150) of the biometric vector-stream further comprises FF computations
arising from the Galois Fields (GF) (2") representational form; wherein
product of biometric vector dimension m and bit-length of component-
level discretisation m’, as resulting in 2™ possible valuations per
component, is equal to bit-length of Galois Fields (GF) (2") representation
or multiple thereof.

A method according to claim 5, wherein the method further comprises
masking (140) of the biometric vector-stream at the client during
authentication interaction between the user and the server, and wherein
masking is undertaken by means of FF computation, with inputs of
masking key and any particular element in biometric vector-stream, such
that a distance measurement between test biometric vector and reference
biometric vector is specified by Hamming distance between test biometric
vector and reference biometric vector, and as furthermore invariant under

masking computation as aforesaid.

A method according to claim 3, wherein the client, as representative of a
particular user, and the server engage in interactive key establishment,
inclusive of without limitation the authenticated Diffie-Hellman (ADH)
protocol and variations thereof, wherein both the client and the server
undertake independent contribution of random key-pairs, mutual
challenge of correct private-key demonstration by other party, resulting
from computation on corresponding public-key associated with other
party and concluding in independent computation for session-key as
aforesaid, subject to correct execution by both the client and the server.

A method according to claim 3, wherein the client, as representative of a

particular user, undertakes key distribution to the server, inclusive of
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without limitation the signcryption protocol, wherein the client undertakes
computation of random key-pair and derivative session-key
authentication, with the server public-key and the user private-keys as
protocol inputs; subsequent to which the server undertakes recovery and
verification of session-key, with the user public-key and the server
private-key as protocol inputs; such that the session-key as delivered can
be authenticated to be correctly received as transmitted, and furthermore

correctly associated with the user engaged in authentication interaction.

A method according to claim 3, wherein the session-key as established

on the client, as representative of user, and the server wherein

client undertakes computation of key-stream of equal frame-length
to stream of biometric vector-frames wherein said computation is

an outcome of

cryptographic key schedule function, inclusive of without
limitation, block ciphers and keyed-hash message
authentication code (HMAC) functions, with applicable

established session-key as function input; and then

encoding, by Galois Field (GF) computation, of each
element in key-stream with corresponding element in vector-

stream; subsequent to which

server undertakes independent computation of key-stream of equal
frame-length to received stream of encoded vector-frames wherein

the computation is an outcome of

cryptographic key schedule function with independently

established session-key as function input;

computation of stream of key inverses, by applicable Galois
Field (GF) inversion, of computation previously undertaken

at encoding, of each element in said key-stream; and then
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decoding, by aforesaid Galois Field (GF) inversion, of each
element in stream of key inverses with corresponding

element in encoded vector-stream of interest; such that

server is able to establish that vector-stream is correctly received

as transmitted, and furthermore correctly associated with the user

engaged in authentication interaction.

11. A method of user authentication of a client by a server, the method

comprising

user presenting biometric to a capture apparatus attached to the

client;

client undertaking

generation of test vector-stream resulting from the user

presentation,

establishment of session-key specific to particular

authentication interaction;

computation of applicable key-stream, and resulting

encoded vector-stream for transmission to the server;

and subsequently server undertaking

independent establishment of said session-key specific to
particular authentication interaction;

computation of applicable key-stream, inversion thereof and

resulting decoded vector-stream;

computation of distance measures between elements of test
vector-stream, as presently received from user of interest
during authentication, against set of reference vector-frames

as previously received from the user during registration; and
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assessment of authentication outcome based on distance

measures between set of test and reference vector-frames.
A method according to claim 11, wherein the client further undertakes

application of masking function on biometric vector-stream,
resulting in computation of masked vector-stream from
corresponding vector-stream, as arising from masking key unique
and specific to combination of user and server of interest, such that
valuation of masking key is presumed secret and exclusive to user
of interest.

A method according to claim 12, wherein the server further undertakes

assessment of authentication outcome based on distance
measures between set of test and reference vector-frames, such
that distance measurements are unaffected by application of same
mask function on both test and reference vector-frames, as subject
to use of identical masking key on both test and reference vector-

frames.

A method according to claim 11, wherein the correctness of key
establishment interaction as aforesaid is dependent on correct prior
demonstration by the user to the client of knowledge-based credential, as
presumed secret and exclusive to the user; and which comprises inputs
inclusive of but not limited to textual sequence with input via keyboard or

keypad, or geometric sequence with input via touch-sensitive screen.

A method according to claim 14, wherein the correctness of key
establishment interaction as aforesaid is additionally dependent on
correct determination by the client sub-system of particular platform-

specific identifier from plurality thereof, corresponding to singular
particular platform from plurality thereof previously designated by the user
and as presumed unique and specific to the particular platform.
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A method according to claim 14, wherein the private-key is obtained from
output of one-way computation, with input inclusive of knowledge-based
credential as aforesaid.

A method according to claim 15, wherein the private-key is obtained from
output of computation to interpolate for constant coefficient of random
credential-encoding polynomial of linear degree, as defined on FF finite

field of interest, from coordinates comprising:

first-ordinate as output of one-way computation, with inputs
inclusive of knowledge, and optionally platform-specific credentials
as applicable; and

second-ordinate as output of said polynomial as evaluated at input
of corresponding first-ordinate, with such particular valuation of
polynomial; as generated during registration interaction, and as

retained on the client thereafter.
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