JP 2004-501396 A 2004.1.15

(19) BFREREHFT (JP) 22 | F 4 |A) ()L EARES
$53%2004-501396
(P2004-5013964)
43 AEH  FHR165E1H 158 (2004. 1. 15)
(51) Int.CL." Fl F—va—F (B%)
GO9C 1/00 GO9C 1/00 6208B 51104
GOG6F 17/72 GO9C 1/00 6207
GO9C 1/00 650A
GOBF 7/72

EEER AWK TFHREERRE E14R)

) HEE S #FER2001-585437 (P2001-585437) |(71) B A 502415179

) (22) HEER EREI3FESA 148 (2001.5. 14) IL—YATHA TTFwia FT4RZ
) BIRRSCHR A EEL144E11 A 158 2002.11.15) BAF=T—A ViIFw|R

) BEREHEES PCT/TL2001 /000425 AAZIN FA— 84965, F
7 EELHES W02001/089129 A= AVEAPFMYTA s5—Z 3B
) EEERRA SERCI3ELILA22H (2001.11.22) | (74) K3 A 100109955

) BAEiEERES 136151 H#ELT WH¥ RIT

) E5e B ER124:5A 158 (2000. 5. 15) (74) fLE A 100090619

) EEEERE A AZTA(L #E+ RE WES

) BAIEERES 139674 (74) {R¥E A\ 100111785

2) &R ERLI2FF11A 148 (20000 11.14) H#ELT AE =EE

@3) mEEEXRE A AZTA(L) (72 BHE ron, f44

AAZAZIN A= 84965, N
MY ARU—}F 13

B EICHE S

64 (REAOEM] BEOHET7 1 —I FEEOILE

GNHOOOD

P )| ) el F umonol [
0000000000000000000000000 ‘7‘1 = i
0000000D00000000000000000 W .
Ik £
2 T o

oooooooon® 00ooo0o0oO00000o0o0o0o0
ggoooooooboobobooooooooooooo
ugogoooobobobbootooooauoaoooo
goobOooooooboboooooobooo

Bd 140

L jovEL 120
H T 4B
r‘%j QUOTIENT
or| |BaF
NEXT

SUBTRACT 7,‘. FiG. 1
160

Sd

o b Fiu5 250

]
4N

"
i
ROT  IMi3 "
230
‘m L d FLUS oveL,
NO_RY '
0 ROT [ —"E]{-— L T,




(2) JP 2004-501396 A 2004.1.15

0oOoo0O00O0O0oaO
oooooOo
00000000000 " 0000000000000000000000 Ao x vODO
0000000000000 000000000000000
0000000000000 0000*" 000000000000 O0O0O0O0O00, 0O
00000 A0 O0vOOODODODODDODO0O0O0O0OOOOOOOOOOOOOOOOOOODO
0000, 0000000000000 000000000O0O0O0O0OO0O0O0O0000O00
0000000000000 000000000000000000000000000
0000000000000 00000000000000O0O0O00O0O0O00O0O0O0aO
0000000000000 D0D000000000000O0O0OOO0O0O0O0000O0O
ooooo0oo0o00” 0000000000000000000000000000000
0000000000000 00000000

0000000000000 00000000000000AcOvYOODODODODOOODO
0000000000000 D0D00000AcOvYO0ODOOOODOOOOODODODOOODO
0000000000000 0000000000, 00
0000000000000 D00O0A0O0vOOOOOOOOOOOOOODODOOO0O0O
DO00D0D0 A0 OvOODODOOOODODOOOOODOOD Ao O vOODDOOOODODOODOD
0000000000000 0000000000000000OO0O0D Ao xvOOOD
0000000000000 000000000000000000000000000
0000000000000 00000000000000O0O00O0O00000000a0
000000000 Ac OvOOOOOAoOvODOOOOOODOOOOOODODODOOODO
0000000000000 0000
0000000000000 00000000, 0000000000000 O0O00, 0O
0000000000000 00000000000000000000000 Ao OV
0000000000000 000000000000000
A0VYO00O0DODDODD0DD0O0D00O0O0, 0000000000000
0000000000000 000000000000000000000000000
0000000000000 0000000000000000000000, 0000
ooooooao

A0 0vO00OD0ODD0DD0O0O00O0O0O0O0OO0OOOOOOOOOOOOOOOO0O0000000
DOAaoc0vOODOOOODODODOODODODDODOOOOOOOOOA0oOYOODODODODODOODO
oooooao

00000000 A0 0 vO0DODOODODOOOOOOOOOOOOOOOOOOODO A0 x v
0000000000000 D0D000000000000O0O0OOO0O0O0O0000O0O
0ooo

oooooo

Ao 0vO00O0ODODDODDODDODOOODAcOYODODOOODODOODOODODODOOOODO
0000000000000 000000000000000000000
oooooo

0000000000000 0000000000,0000000000000 A0 0
vOOOODODODODOOOOOOOOAoOvYOOODOODOOODO
0000000000000 0D00000,00000000000,000000 Ao
OvOoOoooo

0000000000000 0000000,000000000000C0O0O0O000 a
ocO0vOOOOD

0000000000000 0,000000000000000000,000000
0000 A0 0vOOODODODDODDODDODODODODOOOOOOODOOOOOOOOOOOOODO
alln)

oooooao

ooy b0oObOOO0OO0OO0oOoooooboboboooooobobobobooooooooao




(3) JP 2004-501396 A 2004.1.15

oooao
o0 vD
Oooo
0O0ao
Oooao
Oooao

Uoobob0bDacOvOOOoooooOOOOOOOOOOODODDODODODOO A
oooooooboobooobooououooooobooobooooooooaob

O

O
O
O
O
O
O
O
O
o
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
OJ
O
O
O
O
O
O
O
O
O
O
OJ
O
O
O
O
OJ
O
O
O
O
OJ
O
O
O
O
OJ
O
O
O
O
O

O
O
O
O
O
O
O
>
o
O
|
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

Oooooooooooooooooood

000
oxvO0OODODODOADODVYOOODODO, ,,00000,00, OO0

O
O
O
O
O
O
O
O
O
O
O
o
O
O
O
O
O
O
|
O
|
O
O
O
O
O
O
>

o
OO0 oooooooooDoooooooooodg

[ Ry |
O

[ s A Y = A B
>

<0 0000« OoOoooogogloe o
OO0 Oo0ooDo0Do0 « OOoooooigd
OO0 OoDooDooogooooDoDoo « »

O
O
>
m|
|
<
O

O Ooooo

goooboobooboobooboobooboboooDb a0 vyOdnD

>
o
O
<
O

DAac 0vOOODODOOODODOODOOOODOOOOODODOOODOOOODOOOODO
000 a0 vO
,00ooo

O
O
O
O
m]
m]
m]
O
O
O
O
m]
O

OOo0ooooao
O
O
O
(]
O
O
O
O
O
O
O
O
O
O
O
O
O
O
OJ
O
O
O
>
OJ
<
O
O
O

OOo0ooooooooooooooooooodg
OO0y OO OO ooooooooooong

goooan
oagaod

gooogano
ugoaoaad

O
50O
O

[m}

O Oooo
>
O
O
O
O
O
O
O
m]
O
O
O
O
O
O
O
O
O
O

O
O O
<
O 0Oooo
O O » O
O Oooo
OO « O
O 0OooOoo
O 0Oooo
O 0Oooo
=]
O
O
O
O
o
O
O
O
(]
O
O
O
O
O
>
O
O

0000000 Ao0ox viOOOQOOOGOQOoOoOoOoOoOoOooooooaoad
Ao x v[]

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

OooooooooooooooogogoooX

OO0 ooooooooooooggogoos

00 ao0 Vv
Ooooo0oo
Oo0o0o00o
oooooo
000 OO0 a
OooO0O0, 00

o O

O d
O 0Oooo
O0Oo0oooaoo
« OO OO0
I Y [
O ood
o O O 0O
O 0o oo
O Oooo
o O O oOooo
X Oogogod
« OO 0O0O0O

I Ry |

[}
O o
[}

O

OO0 Oy» OO0 O0DDODODODOoOO0O0O0O0ODD0DD «OOooooooogd
=]

OO0 0D« OO0 o0oooooog4gogoooX

o
» D OO DOy»® ODOO oo ooogoQodg

O0Oo0oooaoo
Oo0Ooo0ooooo
OO0Oo0oooo
OO0Ooogao
O
O0Oo0oooao
O « » OO O
O O

O O
OO0 « OO O




LN I [ A |
X OoOoooooao

O 0o o0ogao
X O Ooooooooo0oooooo « OOoooood

O oD OooOooooOooOoao

OO0 oDoDoooo0ooDoooogogoooy» OOod « OO0

OOy OODOOD OO OO oodQgogoooao

C D O0DoDoooUo0ooooooUoDooDoooo4oooooodg
O O

O o

0o OO0 «F

X Oooogho

O O

O Oo0Ooooy» OooOod
ODOoDoDooDoDooibboooDo0do00« 0000000000 o0oDo0o0oDodoDooooQgO

Oooooooooooooogogooooao

[ ]

e e [ e ey A [ A ™ I Sy [y |
O

Oooooogogooooaog:oe
Oo0Do0ooo4dUoooDooogogooao
Ooooooooooooogooogo
Oooooooo0ooooooo0ooDoD « OO0 oooao

OoooooogogQgoao

O

(4 JP 2004-501396 A 2004.1.15

gogbooboobibuoacvvpoobooboobbooboobd

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

OoOooodao
OO0Ooo0Oao
Oo0ooogobao
OoOoodao
Oooodbao
OoOooodao
O0OoodOao
Oooogobo
Oo0ooogobog
Oooodao
OoOooodao
Ooo0Oao
O oot g
O oot g
Ooo0Oao
Ooo0Oao
O O O Y |
O oot g
O oot g
Ooo0Oao
Ooo0Oao
Ooo0Oao
OoOoo0Oo
O oot g
Ooo0Oao
Ooo0Oao
Ooo0Oao
OoOoo0Oo
O oot g
O oOood o
Ooo0Oao
O O O B |
Ooo0Oo

O
O
OJ
>
O
X
<
O
O
O
O
O
O
O
OJ
O
O
O
O
OJ
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
>
O
|
O
O
O
O
O
O
(]
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
(]
O
O
O

O
O
O
O
O
O
[m]
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

gobooobooobogoboboogobooobooboogoboboboboobodnob
ugboobobo0otdacoxyvyiddoooooooooOoooobooDoDOao
goooooboooobooooooooboboobooooooobobobooodnd
gbooobooboboobooboobobobDobo0oo0obO0obD0Dd Ao x
ugbooboboobouobooooboobooobooobooboobooboaadn
goooooboooboooooooooboobouopg0bODbDbODOOOOO
oooobooobooboooboobooboobooobooobobooobaodao
ooooooboooocoooooooobooboooboooo
gobooobooobogoboboogobooobooboogoboboboboobodnob
ugbooboooooboooobooboooboooboobooboooboaodab
gooao
gboooboobobooboboobo0obboOoDbO0ob0DbD acdvvyDdgno
gbdbdaocobDvibOoboobobooboobooboobooogdho
goooooboooobooooooooboboobooooooobobDboooo
ugoooobobooogoboooboobooboooooboobobooboaodao
oooooobooocooooooao
gobooobooobogoboboogobooobooboogoboboboboobodnob
gboooboobooboobooobooobaoodaf
goooooboooobooooooooboboobooooooobobobooodnd

gboboobooboobooogoboobobooboboobogobooDbao

goooooboooobooooooooboboobooooooobobDboooo
ugboobd,0o0obo0obouob0obacOvOOOooooooooganO
oooooao
gobooobooobogoboboogobooobooboogoboboboboobodnob
ugboobobooooboobooanb
gooooooboooooooooobbypbbOO0oooobobDbDbOOoboOoo
gooobooboogobooboobooboobooboobooboboobodao
ugboobooouobooouobooboobooboooboooboog b
goooooboooobooooooooboboobooooooobobDboooo



oo oo0o0oooooooooooogogogooQg
<000 0o0ooooooo0oooooogogog
OoooDooooooooooooooodg
DDDDDDDDDDDDDDDDD|DDD

<

Oo0oDoooo0oooDooooooDoooy»® Ooooooogoogo-g

cC oD oooOoogoQgooao

I o

Oooooooooooooogooooao
Ooooooo0ooooooogoggooooaog

O O

I I o

O O

O OoQgogos

e e e Y o [

OO0 O0oDoodgdUoooDooogggogoooo 48

Oooooooooooooogoogoooao

O o

O O

O 0Ooo0oooao
O Ooo0oooo
O Ooooos

OOo0ooooooogooooaoo

OoooooooQogooooaoo

O 0Ooooao
O 0Ooo0ooOooao

(]

OoooocoooooooooooooooOodg

O

Oooooogog®

O Oooo
OO oo
O 0ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0Ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0ooo
O Oooo
O Oooo
O Oooo
OO oo
O 0ooo
O 0Oooo
O Oooo
O Oooo
O 0Oooo
O 0ooo
O 0Oooo
O Oooo
O Oooo
O Oooo

OoooooogoQgooao

O Oo0gooao
O 0Oo0oo0ooao
O O0ooo
O Oooo
O Oooo
O Oooo
O 0ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0o oo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0Oooo
O Oooo
O Oooo
O Oooo
I:II:ID|I:I
O 0Oooo
O O0ooo
O Oooo

O O
O d
[ |
[ |

O O O Ooogoo
O d O 0O oo
[ | O O0ooo
[ | O O0ooo

O
O
O
O

O OoooOooao
O O0Oo0ogooao
ooo® oodg
O 0Ooo0ooOooao

O

gooao
ooan

gooao

gooao

O
O
O
O

O
O

O
O

O 0Oooo
=]

O

O
O

O
O

O Oooo
O d
O d
[ |

O
O

O OO
O Ooogo

O
50O
O

>
<«

O d
0O O
[ |

O O0ooo
O O0ooo

O d
0O O
[ |

O »
O O
0 «

O p» OO
O O p» O

O
O
]

ogoao
goao

O
O
O
O

O
O
O
O

O Oooo

O
O
O

[}

O
O
O

O
O
O
O
(]
O

O
O
O
O
O
O

O
O
O
O
(]
O
O
O
O
O
O

O Oooo

O « OO
O 0O « O

O Ooogo

()

O 0o oo

O 0ooo

O 0ooo

O
O
O

O

O O0ooo

O O0ooo

O o0odg

()

O Oooo

O Oooo

O

O
O
O
O

O O

O oOood

O
O
O

O
O
O

O

[

O 0Oooo

O O0ooo

JP 2004-501396 A 2004.

gbooobooaooodobad

O Oooo
O 0O oo
O 0ooo

O
O
OJ
O
O
O
O
OJ

O 0O O 0O oOod
O 0O O 0O od
O 0O O O
> O O
| O O
< O O

O O

O O

g o

v [
0 a

O
O
« O O
O O
0O O
OO

O
O
O
O
O
O
O
O

O
O

g

g
gv

O
O

O
O
O

O

O
O
O

.15

O

10

20

30

40

50



e R ey [ s R s [y |

e e e e e e e e s |

e e [ e e e e s e s s [ [ |

OO0 o0Dooo4dgUoooDooogogooao

OooooooooooooogoQgogoaoQg
OooooooooooooogoggogooQg

Oooooooo0oooooooooDooooooooood
OOoo0ooooaog

OO0 ooooUUoooDooUooUddUoooDoDoDoUgUoUooDooogogogaog
OooooooogoQgg

[ |
O O

O Oooo
OO oo
O 0ooo
O Oooo
O Oooo
O Oooo
O

O Oooo

OO oo

O
O

O
O

O O

O
O
O

O
O
O

O

O O
O g

O
O

O
O

O
O
O

O
O
O

(]
O
O
O

O
O
O
O

O
|

|
|

O
O
O
O
O
O
O
O
O
O
O
(]
O
O
O

O
O
O
O
[
O
O
O
O
(]
O
O
O
O
O

JP 2004-501396 A 2004.

.15

ooooooooocoooooooooboooo0ooo0 ocoooooooao
ooooboooobooboboogoboobobooboboboobooDbao
gboobooboobooobooboobooobooboooboooboboboobooboaodnnb

goooob ooooobobobooboodo0 obooo4o4o Ooo booooooooao

gooboooobooboooboobobooboooobooboboobodnb
unooobooobobooboboobobo0 oobobo ocooobaoaao
ooooao

oad

Oooooooooooooogoogoooao
OooooooooooooogoQgdg

Ooooooooooooogdg

od

Ooooooogooooogdg
Oo0DoDooo4gogoooooogdg

oodd

Oo0oooooooooooOod

OoooooooooooQgodg

OoooooooooooQgdg

od

Oooooooooooogdg
OoDoDooo4gogooooogdg

oad

Oo0oooooooooooOodg
OoooooooooooOgodg

OoooooogooQgooao
OoooooogQgooao
Oooooooggogooao
OooooooooOooOooOoao
OooooooooQgoooao
OoooooooQogooao
OoooooogogQgooao
Oooooooggogooao
OO0 oDoDoooggogoao
Ooooooooogoooao
Oooooooogooao
OoooooogooQgooao
Ooooooogoggogooao
OO0 oooooggogoao
Ooooooooogoooo
OooooooooQgoooao

O
O
O

oad

o

odd

OOoo0ooooao
OOoo0ooooao
O 0Oo0ooooao
OO0Ooo0oo0oo0ooao
OOoo0oo0oooao
OOoooooao
OOoo0ooooao
O O0Oo0ooooao

O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O

ooooooooooooooooo ooao
ooooob0 oooooboboooooooao

10

20

30

40

50



e R ey [ s R s [y |

e e e e e e e e s |

e e [ e e e e s e s s [ [ |

s e A s e e s e e e s e e e e s Y ) [
Oooooocoo0o0ooooooo0 oo oDoooo0o oo oDoooo00oooDoDoooo0ooDoooogogogoao

s Y

O

uboboobobooboobooobooobaoadao
oooooo0 ooooooboboao
oo o0 oooboooboo oobooaob
oooooooooooooao
g oboboooobogoboao
oo oooboofb oooao
gooooooocoooooao
g
u
0

oooao
gooao
oo o

O 0Oooo

Ooooooooooooogodg
A sy [ [

OooooogoQgogoaoQg
Ooooooggogaog
Oooo0oooOooOoao
OooooooQgoQgoao
OooooooQgogoao
Oooooogogoao
Ooooooggogaog
OoOoo0oooOooOoao
O 0Ooo0ooo
O Ooooo
O Ooooo
O OooOooo

OOoo0ooood
O 0Oo0ooOoo

O O
O

O

O

O

O

O

OoOoooooogod
Oooooooogod

O Ooo0oooo
O Oooooao
O Oo0oooao
O Ooo0oooao
O Ooo0oooao
O Ooo0oooao
O 0Oo0oo0oo0oao
O 0Ooo0oooao

u
O
g

OO0 oo ooooQgoooo

O 0OooQgoooo
[ Y |
OO ogogog

oo
od
oo
oo

g o
oo
g o
u o
0

O
a
u
O
a
O
g
a
O
a
u
O O

OoooooogoQgogoaoQg
OoooooogQgogaoQg

gooogooano

g
a

(N JP 2004-501396 A 2004.1.15

gboogoboooodoboodghb
o0 obooooooooao
ooo0 ooboobooobad
oooooobooooooao
g
g
O

Oo0oogoo

goooobooogb 0O
gbooobooboobadao
ooooooao

O Ooo0oooao
O oOoo0OQgog.o
O 0Ooo0Oogog O

OOoo0oooogod

goooboobobog oooboo obooboobobooao
ubooboooboobod ob boboob boobooboobooobaa
oooooooobobOo0 OboOboooooooooDbooooOogoao
gbooobooboobooboooboobooboobooboooboooboao
ooooooooooooouooooobobooooooao

gooooboooboag

O

u
O
a
O
g
a

O

O Ooooo
O OoOgoo
O O0Ooo0ooo

gbooogbodaoanl

ooooooao

gooooobooaoan

ooooao
ooooao
ooooao
ooooao

ogooad
oooao
oooag
ugooad
oogao

OooooooogoQoogooQg
OoooooogogQgogoaoQg
OoooooogoQgogoaoQg
OoooooogQgogoog
OoooooooOooOoo
OooooooogoQoogoo
OoooooogogQgogoo
OoooooogoQgogooQg
OoooooogQgogoQg
OO0 ooooogQgogdg
OoooooooOooOgoo
OoooooogogQogogoo
OoooooogogogoaoQg
OoooooogQgogooQg

O 0Oo0ooOoao

O

O

O

g
u

O
O

gboooboobooobooobooboaooad

goooobooboboogobooboobonn
uboooboobooooobaoad
ooooooobooboooooooooao
oboooboobooboobooboooan
ooooob0ab0vOOOOooooonoaOo

oooooooobooooooooooooboobooooooooao
oooooooD ODooboobooboboooooooobobooboooo

gboobobouobooboobooboobooad

u
O
g

oooooooooaon
goooboobo0 obooobooboobooboogoboooboob b
gboooboobooboooboobooboobooobooboooboooboobdnn
oooooooooboooooooao

O 0Oo o

O
a
O
g
g

O
O
O
O

ooooooooboooooooooooao
obooobalvOdDOOoOooOooooaooao
ooooooooooooooooooao

gobooboooogobooboobobognb
ogooad

oooooooooobooooooooao
oooooooboooooooooooDbao
oooooooobobobooooo oo
oooooob0 ooooboooooo

O
O
O
O
O
O
O
O

Oo0Doooooggogog
OoooooooOooOgoo
OoooooogogoQoogoo
O Ooo0oooao
O Ooo0oooao
O Oo0oooao
O 0Oo0oo0ooao
O0Ooo0oo0ooao
O Ooo0oooao
O Ooo0oooao
O Ooo0oooao

10

20

30

40

50



e R ey [ s R s [y |

ey ey e e e sy e e e I
OoOo0oooooo0oooooo0 oo ooD oo UoooDoDoDoUU oo oDoDoDooUoUUoUoDoDooogogooao

OO0 oooooogogogoao

O
O
O

O
O
OJ
O
O

OO0 oDooo0dd0ooooooUdUoooDoDoDoooUUoUoDoDooogogoooao
Oooooooooooooooo0ooDoooooooDooooogogoooao

Oooooooo0ooooooooooooogoQgog

O Oooo
O Oooo
O 0OoOooo
O 0Ooo0ooOoo
O 0Ooo0ooao
OoOoo0oooodg
O0Ooo0ooood
O0Oo0Ooood
O0Ooo0o0oood
OoOoooood
OoOoo0ooood
OOoo0ooood
O OooOgooo
O 0Ooo0ooo
O Ooooo
O Ooooo
O Ooooo
O OooOooo
OO oOooo
O Ooo0ooo
O Ooooo
O Ooooo
O Ooogoo
OO oOooo

ooogagd

OOooooooogoOgodg
OOoo0oood
O0Ooo0oooo

OoooooooQgooQgQd
Ooooooogd
OOoooooogd
OOooooogd
OoOoo0oo0oooogod
Oooooooogod
Oooooooogd
OOooooogd
Oooooogd
OoOoo0oooood
Oooo0ooooogod
Oooooooogd
Ooooooogd
OOoooooogd
OoOoo0oooood
Oooo0oooogod
Oooooooogd
Ooooooogd
OOooooogd
Oooooogd
OoOoo0oooood
Oooooooogd
Ooooooogd
OOooooogd
OOoooooogd
OoOoo0ooooogod
Oooooooogdg
Ooooooogd

O Ooooo
O OoOooo
O 0Ooo0ooOoo
O Ooo0ooo
O Ooooo
O Ooooo
O OoOooo

O O
[ |
O O
O O
O O

O Oooo
O Oooo
OO oo
O 0ooo
O Oooo

O 0Ooo0oooao
O OooQgooao
O O0OoQgooao
O 0Oo0oo0ooao
O 0Ooo0oooao
O 0Ooo0oooao
O Ooogooao
O OooQgooao
O 0Oo0oo0ooao
O 0Ooo0oo0ooao
O 0Ooo0oooao
O 0Ooo0oooo
O Ooogooao
O 0Oo0oo0ooao
O 0Ooo0oo0ooao
O 0Ooo0oooo
O 0Ooo0oooao
O Ooogooao
O O0OoOgogoao
O 0Ooo0oo0ooao
O 0Ooo0oooao
O 0Ooo0oooo

[ Ry |
O OO
O O o0
O O O
O O o

O
O
O
O
O

oooooano

O0Ooo0oooao
O 0Oo0oooao
O0Oo0oo0oo0oao
O 0Oooo
O oOooo
O oOooo

O
O
O

oogaod
g o
uond

O OO
O O o
O OO

O
a]

O

O

O

O
]

O
O

O
O

O
O
O
O

O oOooo
O Oooo
O Oooo
OO oo
O 0o oo
O Oooo
O Oooo
O Oooo
OO oo
O 0O oo

O

(8)

O OO
O OO
O O o
O 0O O
O OO
O OO
O OO

ooooooao

uboobooboobooboobdoobooobooboodd

O O
O O

ood

JP 2004-501396 A 2004.1.

O Oooo
O Oooo
O Oooo

[ |
[ |
O O

oogdad

g o

g o

O
O
O
O

goooan

O
O

ao

ooooooooooan
ooooboobobao
gbooobodaoobad

O Ooooo
O 0OooOooo

O
O

O O
O O

O 0Ooo0ooo
O Ooooo

O
O
(]
O
O

O
O
O
O
O

O
O

O
O

15

O

O

O

goooboooan

ugoooaooad
oooooooao
g oooooaod
oooooooao

oo coooooooao
gboooboobooboobonb

ooooooooboooooouooooobobooboogogao

oooooooobobooooooooooboboooooooono
ooooooobooooooouooooooobooocoooooooao

000000000000 00D0O000000° 0000000000000

oboooboobobooboboobooboboobobooboboDbao

oooooooobooobooooooooobooooooooooboboooooOoOoao

10

20

30

40

50



OO0 ooooooQgoooo

OoOooooooooooooo0o oo oDooo oD oo oDooooooDoDoooQgo®

00O

[ e ey s e ) ey e e [y
e e e ey e e ) e s sy [ |

e A s e e s s e e s e e e A s e e e s s [ [ |

Ooo0oooooo o0 oo oDooo o0 oo o ooo oo oDoooooQgoogo

Oo0oooooooo0 oo oooo o0 oo ooooog0ooooao

O
O
O

Ooooocooooooooogoogoao
Oooooooooooooogogoao

Ooo0oooogQgoo
OooooogQgoao
OoooogQgogao
Oooo0ooogoao
Ooo0oooogoQgoo

O
O
O
O

O

O
O
O

OoooooogoQgooao
OoooooogQgooao
OO0 ooooggogooao

OooOoo0ooooQdgdg

O
O
O

O
O
O

O
O
O

OoOoooooao
OOoo0ooooao
O O0Oo0ooooao
OoOoo0oo0oo0ooao

OOoo0ooooao
O0Ooo0ooooao
O O0Oo0ooooao
OO0Oo0oo0oo0ooao
OOoo0ooooao
OOoo0ooooao
OOoo0ooooao
O 0Oo0ooooao
OO0Oo0oo0oooao
OO0Oo0oo0oooao
OOoo0ooooao
OO0Ooo0ooooao
O O0Oo0ooooao
OO0Oo0oo0oo0ooao
O0Ooo0oo0oooao
OOoo0ooooao
OO0O0oo0ooooao
O O0Oo0ooooao
O O0Oo0Oooooao
OO0Ooo0oo0oooao

uoano

(9

JP 2004-501396 A 2004.1.15

oooooooooboooooooooooboooobooooooooao
oooooobooboobooooooooobbOoboboooooobDbDoDoOoo

gooboooboobobogogboooobooboboooboobonb
goboobooboobobooboooband

Ub0aAal0vOODODOOODODOADODY OO0 ODOO ODDOODO
ugbobobouobdobabdvooobooboooobooboaoadho
ooooooooobooooooooooobobocoooooooao
oboooboboooboooboag

O 0Ooooo

[ ]

O
Oo0ooooggg

Ooo0oooogoQgdg

I Ry |
I Ry |
[ Ry |

O 0Oooo
O Oooo

g o

O
O
O

O
O

O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O

O Oooo

O

O
O

Ooooooggdg

O Ooogoo

oooao
googao

O
0

oogaod
oogaod
oo
oggaod

OooOoo0oooodgadg

O 0ooo
O 0Ooo0oooo
O OooQgoooo
O Ooogoooo
O O ogooo
O 0Ooo0oo0ooao
O 0Ooo0goooao
O 0OooQgoooo

O
O

Ooo0ooooQgdg

O
O

Ooo0oooogoQgdg

O

Ooo0oooogoQgdg
O 0Oooo
O 0Oooo

O

[ O R |
O

O

g
ul

O

a
O
g

O o0Oooo
O oOooo

O

googano

O
O

O
O

O
O

O
O
O
O
O
O

O Oooo

oooooooooooooao

0O

O Oooo

O

|

O Oood

O

O 0Oooo

O

O Oooo

O

O Oooo

oo

gboooooboogobod

oooooooao
goooobogd
gbooobodaoobad

O Oooo

O 0Ooogo

a
u
O
a

O 0ooo

oo
ooaod

oonf
uod
O

oon

O OO
o R |
[ o R |
[ o R |

O
O

[ |
[ |
O O
O d

g
u

O O
O O
O O
O O

gooagao

ooooooOoocooooooooao

goboobooboobooboobonb

O
O

O
O

O
O

O

O

O

ooano

O
O

0
0

oad
Oood

oonf

oooog o

ogoaod
oo

uond
oogaod
oonf

ogagaod
ogoaod

ooooooboobooocooooooooooooogoao
goooboobooobooboooooboobonb
aono

goboooboooboobooobooobooboaadab
ood
goboooboooboboboobogoboobonb
goboboobooboooboado
oooddo ooooooooobooboooooooooao

googao

O

oooao
oooao

O O

O
O
O
O
O

oo o

O

ogog o
gooagao
oo oo
gooaao

googao

10

20

30

40

50



ubodg oboobobodg oobada
ooooooooooooooooooao
oboooboobooboooboobooonn
ooooooooooooooooooao
gbooobooboobogobooboobonn
gbooobooboooboogobooboaooad
oooooooooooan

gooogbad
ubooboobobooboobooaoad
ooooooooooooooooooao
oboooboobooboooboobooonn
ooooooooooooooooooao
gooag
gbooobooboooboogobooboaooad
oooooooooao
goboooboobooboogoboobobonn
ubooboobobooboobooaoad
ooooooooooooooooooao
oon

oooooao
gbooobooboobogobooboobonn
gbooobooboooboogobooboaooad
ooooooooooooooooooao
obooobooboboob boooao
Dooo0O0" 00000000000
ooooooooooooooooooao
oboooboobooboooboobooonn
ooooooooooooooooooao
gbooobooboobogobooboobonn
gbooobooboooboogobooboaooad

(10)

O O0Ooo0ooo
O Ooo0ooOono
O Ooo0ooo
O OooOooo
O OooOooo
O O o0goaog
O Ooo0ooo
O Ooooo
O Ooooo
O Ooooo
O O oOgooao
O 0ooo
O 0Oooo
O Oooo
O Oooo
O 0Oooo
O 0ooo
O 0Oooo
O Oooo

O 0o o
O 0Oooo
O O0ooo
O 0Oooo
O Oooo
OO oo
O 0Oooo
O 0Oooo
O oOooo
O Oooo
O 0Ooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O Oooo
O 0Ooo
O 0Oooo
O 0Oooo

O
O
O
O

O O0ooo
O Oooo
O Oooo

O
O

oad
oo
a

O O0Ooo0ooo
O Ooo0ooOono

|
[

O o0ood
O oOood

oo

O
O

O O0ooo
O Oooo

oad

JP 2004-501396 A 2004.1.15

O
O
OJ
O
O
O
O
OJ

O Oooo

O

goooano

O Oooo

O
O

O O oo

0
O

O O0oo0oo

O
O

O
O
O
O

O
O

O

O

O

oonf

gbooboboobdob booboobooobad

O Oooo
O Oooo

O
O
O

goaoaaod
ooogoogao
googao

ooogao

ooooao
ooogao

g obod obooboooobaooao

ooooooooboooooooooooboboooooooboobooooooooooao

oono
ubooboobooooboooboado
ooooooooooooooooooao
oboooboobooboooboobooonn
ooooooooooooooooooao
gooobooboogoboonn

gooooad
ooooooooooooooooooao
goboooboobooboogoboobobonn
ubooboobobooboobooaoad
oooooooao
oboooboobooboooboobooonn
ooooooooooooooooooao
gboooboboooboooboao
gooooad
ooooooooooooooooooao
goboooboobooboogoboobobonn
ugbooboboooboonbd
ooooooboobooooooooao

ooogad

O

o000 oogao
ooooooooao

oo ODooogao

O
O

gooogobaoao

goobooaoobooboad

ooooooooao
ooooooooao

O
O
O
O
O
O
O

gboobooboobooboobooboooboad

ooooao
oooogao

O
O

oono
goodaao

ooogao
ooooao

OO0 ODoooooooooboooooooao
gobooobooobooboobogoboobonb

10

20

30

40

50



e R ey [ s R s [y |

OoooooogogQgooao

SO0 ooQooogoao
Ooo0oooooogoogogogooQo
Oo0oooooogogQgogooQg
Oo0ooooooggogooQg

OO ogogog
I [y |
I [y |
[ |
O Ooogogoog
OO ogogog
I [ |

O Ooogogo
O 0Ooo0ooo
O O0Ooo0ooOoo
O Ooo0ooo
O Ooogooo
O Ooogoao

OO0 oooooogogogogooQg
O 0Ooo0ooo

Oo0ooooooggogoQg
OO0 oooDoooggogodg

O

ooooooao

ooogoao
oo
ogaod

Oooooogdg
OoOoooooogdg
OOoooooogdg
OOoo0ooooOod
O oOooo
O oOoog m

OO0 ooooodg

ooof

00O oo g
Oo0oooooo o0 ooDoooooooooog

[ B R |

[ i R |

O OooOooo
O Ooooo
OO oOgoo

OoooooooQgodg

O Oooo
O 0Ooogo

O

OOo0ooooooooooooogogoQg
OOo0oooooooooooogogog
OO0 oDoooooggogoooooggg

O O

O
e B R
SO0 ogogooooo

oo

OOoo0ooooao
O O0Oo0ooooao

O Ooogooo
O 0OoOooo
O 0Ooo0ooOoo
O 0Oooo

O O

gooooao
oooano

ogoao
ood
ood
oogd

O
O
O
O

O

uoano
oodd
ooano
ood
oono
gooad
oooao
gooao

O Oooo

ooogagd
gooad
oooao
oono
gooad

oad

Ll R I

O0Ooo0oo0oooao
oo ooooooQgooao

OO0 oooooogoggooo
OO0 oooDooogogogoao
Oo0oooooooOgoOooao
OoooooooQgooao

O 0Ooo0oooao
O Ooo0oooao

[ |
O Oooo

O
O
]
O
O
O
O
(]
O
O

O
O
O
O

O O oo

O OoOgoo
O O0oo0ooo
O Ooo0ooOoo
O Ooooo
O Ooooo
O OoOgooo

O O0ooo

O
O
O
O
O
O
O
O

[}

O 0Oooo

O O0ooo

O
O
O
O
O
O
O

O Ooo0ooo
O OooOooo
O Ooogoog
O 0Ooo0ooo
O 0Ooo0ooOoo
O 0Ooo0ooo
O Ooogooo

a

O
O
O
O
O
O

O Oooo
O
O

O Ooooo
O Ooooo
O OooOooo

O

(11)

O 0oo o

O 0ooo

O

O 0ooo

O 0Oooo

O Oooo

O Oooo

O 0Oooo
O 0o oo

JP 2004-501396 A 2004.1.15

ubooobd ocooobadod

ooogoogao

ooooao

googao

gooao

ooogao

gbooooooob bOd

oDo” 0o0o0DO0oo0Do00000ao
uboboboobooboobad

ogagad

gob ocoboooobooboboobobooboooboobooobooobo b
00000000 O0” 0000000000000 00000 000 00000

ugboboooooouoboooboooouoboobo oboboobooboobooobooag o

ooooooo”"0oooo0oooo0o00”Y DO0D DOODODDOOOOOOOODO

10

20

30

40



Oooooooooooooogooooao
Ooooooooooooogogogoooao
OO0 o0ooDooo4o0oooooooDUoooDoDoooUoooooDoDooDoggoooooog

I I I Iy [y

OoooooooooooooQgoao
Oooooooo0oooooogoggoao

oono

O
O
O

oooao

0O — —

O Ooogooao
O O0Oo0gogoao
O 0Oo0oo0ooao

Oo0oooogoQgdg
Ooo0oooogQgg

e [ [ A A [ By

O 0Ooo0oo0oooao

Oooooooo0oooooooDooDooooooooood

Ooooooooo

P(A-BN

a
O
g
a
O

O

(12) JP 2004-501396 A 2004.1.15

" Y oDoooooDOoO0oO0DO0O0O0O000

oooooooooooan
OO

O
[
O
O
O
O

ooogao
Ood

O
[

O
O
O
O
O
O
m]
m]
O
O
Il
O
m]
m]
m]
O
O
O

ooogaod
gooao
gooad gooad
ooagagd ooogagd
gobooobooobooboobooboooboaodnb

ooogao
ooood

O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O oOooo
O 0Oooo
O 0Oooo
O 0Ooo
O o0Oooo
O 0Oooo
O oOooo

O O
O O
O O
O O

O Ooo0ooo
O Ooogooo
O 0Oooo

goooboooboobooboobobooo
u
ooooooboooooano

O O
O O
O O
O O
O O
O O
O O
O O

00O

O Ooo0oooao
O Oooo

O Ooo0oooao
O 0Oo0oo0oo0oao
O 0Ooo0oo0ooao
O Ooo0oooao
O Ooo0oooao
O 0O oogod
OoOoo0oOgoogo
O 0Ooo0ooOoo0oao
O Ooo0oooao
O Ooo0oooo
O Ooo0oooao
O 0Oo0oooao
O 0Ooo0oo0ooOoao
O 0Ooo0oooao
O Ooo0oooo
O Ooog =20
O 0Oo0oooao

ooooooaon
goooboooan
gboouobooboboobdoobooaodd

Oooooooogooooao
O
O
O
O
O
O
O
O
O
O
O

OO0 oooooQgooooao
OO0 ooDooo4Qgooooao
OOo0oooooooooooao

OooooooQgoQgQd

O O
[ |
O O
O O
O O
O O
O O
O g
O O
O O
O O
O O
[ |
O O
O O
O O
O O
O O
OJ

O

O

O

O

[

gbooobooboobooboooobooboooan
ooooooooooaon

Dooo0o0Do0oo0Do0” 00000000000
ugbooboobobooboooooboobad
oooooobooocooooooooboooooogao

O
O
O
O
O
O
O
O
O
O
O
O
O
[
O
O
O
O
OJ
O
O
O
O
[

obooobooboobooboooboaodab
ooooooboobooocooooooobooooooogao
goooboooobooboooobogoboo

O

00” 0000000000000 00000000

gobooaoooobodado
oooooooooaon
ooof
oooooooooan
gooobooboab
gooboooboaoobodahb
ooooooooao
gbobooobooobooan
goooboobao
oooooooooan
uoano
oooooooooaon
o

o"ooooooo®

o0 bDoooDobao
goooboobogahnb

gooobooboab

oooooooooaon

gooboooooboaadao

ooooooo® "o

oooooooooaon

oooooooooao

oooob bobooboooobobooboobooboboooboboDbao

oot obooobooboooboobobouobooboouoboobobooboobad
oooob0 oooooobobooooooooao

10

20

30

40

50



(13)

O
O
(]
O
O
O
O

go0ooooocoouoououoooogoano
ood0oooo0ooooooobooooaodao
Oo0o0ooo0ooouoouoooooogano
Ooo0O0o0oo0oo0ooao
Oo0o0o0o0oo0oo0oooDoououooogoogao
Oo0oooo0ooouooouoooooano
Ooo0O0oooao
Oo0o0o0ooo0ouooDoououooogoogno
Oooogad
[
[/ (RHHIEIIBWTAIYEET,) ¢
L
go0ooogogod
go0ooocoouoooooddg
Ooo0oO0ooooooooooan
go0oooogouooboooodd
go0ooooouobouoootooooooooao
oo00ooo0oo0oooooobooooaon
Oo0o0ooo0ooouoouoooooogano
oo
O, 0oo0booboobuooboonn
0 S I 0 R 0 R W R W R W R
p0oobooobooobooooboao
0, 00, 0000000
go0ooooocoooooboogaodg
0, 00000 o0obooboobgooano
0, 00, 0000000
ooooooooooooooooaoao
O 0oobuoobuooboo
gbobooobooooobooboooboaoadao
0, 00,0000000
0, 000000000
go0ooooocoouoououoooogoano
0, 00000 o0obooboobgooano
00
gooooooboooooogooooao
Ooo00oQgao
0, 00,0000000
0, 000000000
g Uobooboobuooboogoaog
g DOoO0DoOoOoOoOoOo0Oo0aon
oo 0000000000
Oo0DOoo0ooocoognoao

OoooooogooQogooao

gboobooooobooboad

ooooooobooooooooooooooooooao

D000O00O0O0O0O0O0O0O
L., 00000000000
voOoOoOoOOo, , 00000
D000, 00000000
D000, 00000000
00,0000000000

OOoo0oooo
O0Oo0oo0ooao

Oo0Ooo0oooao

g
a
O
g
u
O

oo oob booo
gbooobooaoood

gboobooboao
ugboobooaoobadd
ooooooooao

JP 2004-501396 A 2004.1.15

gbooobooooobaoad

gboooboooooboooan

goooooooobooan

O

O 0Oooo

O o0ood
O
O
O

O O
O

O

goaoaao

g o

ugb obooooboobooobooobaoaoanb
gooooooOoocoooooooobooao
goboooboooboboobo0ob0advyOoogboboooohoO

gboobooboooaoab

gooad

oboooboooobdab

O O

ooao
ogoao

10

20

30

40

50



O
OO0 ooooooQgoooo

OO0 oo oDooogogogooo

|

oool T Toool T Toooooooooo
K oono

—/

OoooocoooooooooooDoooogoogooao

OooDooooooooooogdg

O o
N

O
O

3¢

Ooo0ooood
OoOoo0oooogod

O

Oooooooog-s oo oogod
OO0 o0DoDooggogoy» oo o d

OoooooooOooOgoo
OoooooogoQogogoo
OoooooogoQgogoo

O

(14)

OOo0oooooggogog
OoooooooOoogoo
OooooooogoQgoo
Oo0oooogoQgg
Oooooogogdg
Ooooooggdg
O0Ooo0oo0ooao

]
=]
O
O
O
O
OJ
O
O
O
O
(]
O
O
O
O
O
O

(AHHEIZBNTAOT W EET,)

goboooobooboobooobadod
ooooooobobooogod
O

(ABECSVWTAOXY EFT,)

Dooooooo” 000000000
O
O

(ARHMHEICEBVTASYEET,) !

oooooooan
goooboobao
gooobooboad

O ooooooao
O

O

oooooooooao

O

O

O

g0 advQoQ
gooooboaoad
ooooooano

OO0 00 <«

goooboobao
uboboboobdoobooboodgab
ooooooobobooooogoooao

oo

ooagaod
Ao x Vv
O

0 O
O
O
O

OoDoDooDooooogooto
0o

OooooOooooogoBbao
DCoooooo0ooOoogoogdo
oCooooooOooOoogood-
OCoooOooOoOooOooOoodQ-
ODooOoOoOoDoOoOoOoOoOgodo-

>

|
[m
« O

o O
O O
«4 O

L S R [y [ |
[ I I A [ [ |

OooooogooQgdg
O « ODOOOoooogd

(T s T s e e Y e e Y o s Y oy
Oo0DoODoOooooooogodao

O » O
O
O

OO ODODOOOOOO
OD « OO O Oo0oDOogooog

DOoDooOooDoOoOOoOooogoOoodo
OoDooOooDDoOoOoOoOooOoOoOoodao
DODooOooDooOogooogoodao

O O
O O

O
O
O
O

O oOooo
O 0Oooo

oad

oo ooooooaon

oo ooodoaao
Oooogoo aco O

O O

« OO OoOOooogogoogo
Do oooooooooogd

[ ]

OoDoooDooooogoodto

JP 2004-501396 A 2004.1.

DOoDoDooDoooooooto
DD oDooDooooooot o

ODOo0DoDoOooDoooooooto

DOoDooOooDooOoooogoodao

15

ooooooooao

oooooao

0 O

DCoooooo0ooOoogoogdo-
oDCoooOoOooOooOooOoogodQ-
ODoooOoODooOooOooOgodQg
OoooooooogoBbao
oD oooOooo0oO0oO0goOoodo
o e Y e T e T s O o A [ =

oCooooooOooOooodo-
ODooOoOooOooOooOooOoodQg
oDooOoOoDoOoOoOooOgodQg

od

ogoogao

oooooooao
ooooooooao

10

20

30

40

50



Ooooooooooooogogoooao

O D ODoDoDoooOo0oooooo0o0ooDoDoofo 0« ODoOoooodg
OO ooo4o0 oo oooo oD oo oDoooOo4o0ooooog

||:II:II:II:II:I

O OO DO0OD0O « OO Ov

O« OOOOOoOOgoooy» oo odod

OoooooogogQgooao
OoooooogQgooao

AN
($2}

(15) JP 2004-501396 A 2004.1.

o
O
<

Ao 0v 0O00OODODODODO0O0 000
Dooooo Doo0oO00O0O0O
Ao x v [ ooooooooo
ooooo oooOooOo0oOoo
ooooooao
ooo

)
O

e e e Y o e e Y e s e Y e Y O e Y e Y o Y s [

O
O
O

o oo 0Ooao

O O e O o O o A
OoOo0odoao

o O O
[ I
4 O 0O
O O O

LT i R e e e e o e e Y o O 6 |
O 0Ooo0oooogoao

OO0 O0O 00« Oooooot o

OO0 « OOooOoOoOooOoogQgd
Ogy, oo oooOooOoo

[ o

O D oo oOooogogogg
oo ooooooogoogoog
« OO0 OO oOoooogogog

Fo SO s T o T s e e e e O e O o A s )
o e e e O e e e O o R s [
« 0000000000 <«

O O
O O

» D OO OO ODUOOODODOoOoOoOoOoQOogoooao
O D OoooOooooooooooogogoQg
X O oo ooooooooooogds »

T e Y Y e e e e e s O Y Y i Y
T e s e Y Y Y e Y e e e e s Y Y Y i Y
T e s Y Y O O Y e e e e s Y Y Y i Y
T e s O Y Y Y Y e e e e s o Y Y i Y
T e Y Y e e e e e e s Y Y Y i Y

O« 000 Oo0OoDo0ooooooooao

CDCO0Oooooooooooooooo
Oooooooooooooooboo
ODOooooooODoOoOoO0ooOody» OOoboo
Ooogoge

UoDoooooooy» O0Od

Oooooooodg
Oooooogoog
Oooooogood
Ooooooogoeo

O
O
O
[
O O

COC0oooDoooo000O0o0oooooao
Y e e e e e e e e e o e e O o
Y e e e Y e e e e e s e Y e O o

o0l opooooooogogoe
R e e e Y o e e Y e e Y e e e Y e s e Y o O o

oCb0ooooDooo0oO0O0oooao
OUbO OO OO OoOOOoOO O

O O
O O

O O
OO0 ooy OO Oy OOOOOO0OoO

gboooboobao

O

O
O
O
O
O
O
>
(0]
O
|
O
O
O
O
O
O

0OD0D0D0DO0OD0D0D0 ac OvOdODOoOnO
g ooooo oo

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
OJ
O
O
O
O
OJ
O

oooono
Ao O0v(
OO0y 00
oooono
g 0000
ocoooao

Oooao
Oo0o0oad
onv
0O0a0gao
Ooo0o0oOoo

o O OoOooOoao
OooOoo0oood
O
O
O
O
O
O
O
O
O
O
O

O O0Oo0gooao
O O

L S R |
I [
I |

» O O
I [ |
I |
I [ Y |
O Ooogogodg
O » O O O

O OO0 «« O
Y O I
O 0Oo0oogoo o
O 0Oo0oogoog o
O 0Oo0oogoogo o
» O OH

[ 2 N R R B A O
O 0Oo0oogog Q-
« O OO 0O O
O 0Oo0oogoog o
O 0Oo0oogoog o
I O I A O
O 0Oo0oo-go-g Qo

O

I O I
O 0Oo0oogooo

O 0Oo0oo0ooao
O 0Ooooo

ooooboobobppO0bO0DbOO0OO0DbOO0OO0DDODO0ODbDOO0ODbDODbODDODODbDODODO
ugbobooboobobooboboobooboobooboboobod Ao
gboo0oobobouobob0boU0obU0o0obDU0acl0vOOooooooonbOO

oooooooooobooooooooobobobououooggbObDbODbOObOOoo
ooooooobooobooooooao

OO0 o0DoDooo040U0o0ib « Ooogogoooao

oooooooooooooooooobooocooooooboboobooOobod
ogaod

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

0O
O 0Oooo
O 0Oooo
O Oooo
O Oooo
O 0O oo
O 0Oooo
O 0Oooo
O Oooo
O » OO
OO oo
O « OO
O 0Oooo
O Oooo
O Oooo

s s ) s e ™ A B ) e Y S R s [ [ o
OO oo

Oo0oooooooooooooogod

O
a
O
g
a
O
a
u
O
a
O
g
a
O
a
u

OO » O
Oooo
OO0 €« O
Oooo
[ R R
[ R R
Oooo
[
!
Oooo
o R R )
Oooo
Oooo
[ R
Oooo
Oooo
O
O




L B [ |

IZII:II:II:II:II:II:II:IEII:II:II:II:II:II:II:IEII:II:II:II:II:I|I:l|:l|:||:lDDDDDDDDDDDDDDDDDDD

<O 0Oo0od

=

O 0Oooo
O 0Oooo

e e [ e e s [ s [

e e e e s ey e e ) e s e Y o

0000
ooooo
0,000
OO0, 00
ooooo

O o

OO0 O0DoDoogogdodooDoDoDoggogy» ooo:ow

O DO OO ODOODODOoOoOoOOQOQoOooogp-

ooo o
Ao [J

oooao
ogogoao
oooao
Ao x Vv

A

0

v

O

voodod

Oac OvOD
0ooo0o0oao
oooOd, O
,0o0ooao

O

[ R B o

=

c ODoooooooooooogooao

X OO
OO0« OO O0OOgoQgo-g
oo bDoooooo

» O DO

Ooooocooooooooogoogoao
O« OO O oo o0oooooogogoao

Ooo0ooooooooooooaoo

O

O

O

Ao x Vv [0g

goooooaon
ooooooao
ooooooao
Ooo0oOoQgan

gooooooaon

(16)

JP 2004-501396 A 2004.1.15

0000000000000 00000000
000000000000 O0000O000

0000, 000000AO0vO0O0OOOO*
vOOOOO, , , 00000, 0 40xV¥

oooooooooODoOOoOoOooooaO0vyOnO

ugboobooobouoboobooboobooooboaoobad
U 0oocoooooooboobocouotuooob0oabvyvyOOO

ooooooooocooououooooobooocOooagdynonO

goo o

A O v

vioooooooODoODoOoOO aOv
gobooboooboooboog o
ugbooboobodobyobd

=

» O O O

O O

| 4

O
O

O
O

O Ooo0oooo
O Oooooao
O Oo0oooao
O 0Oo0ooO0oo0oao
O 0Ooo0oo0ooao
O Ooo0oooao
O Ooo0oooao
O Ooo0oooao
O 0Oo0oo0oo0oao

O
O
O
O

00000000
00000000
00 0000 O
oxvO0OOOD

goo

O

O

0

O 0OooOooo

O

c o bUboooooao
oo boooooo

« O HUB

a
u

O

O OO O

viood
uoano

m]
O

ugoo
uoad

o O
O O
«4 O

OO0 oooo
OO0 oo O
Oo00oooao

O
O
O

O
O
O

a
O
g
O

OO0 « OO0 o0ooOg
OO 0OOoooy» OO
oCoO0Ooooog e
DO O0OooDo « O

O o 0o

O

I [y |

U ooag

g
O
U
a

O O
O O

O
O

o X

uo
od
ao
o
oo

ugod
ogoao
goano
uond

ogoaod
ugod

¢}
O
<

O oOoodg

» O OO OoODOoOoQg

O
O
O

v [

O

u
O
g
O
g

I I B
Ooo0oonooood

Ao X Vv []

uo

ugod

0DAOvVvODOOD,O0000,000000
000000000000 O00,0000
00000000000 0000000
ooooooooo
0000000000000 O000O0O00
0000000000000 O000000
00 000000000 O0O0O00O0O00
0000

0000000000000 O0O0O0O0OO
0000000000
000000000000 00000 Ao
0000000000000 D0O00O0O00
O0ao0vOODODOOOODOOOOODO
00000000 A0 O0vDODODOO0O0O00O
00, Aoxv O, 00O OOaADQOY
000000 AOVYOOOOO, 0000
Ac0vO0ODOODODOODOOOOODOOD
0000000000000 O000000
oxvoODOOOODODODO
Oo0O0O0000O0O0,000000000
0000000000000 D000000
0000000000000 O000000
D00 Ao xvOODOOODOOOOODOO
0000000000000 O000O0O00
0000000000000 O000000
0000000000000 O0O0O0O0OO
0000000000000 O0O0O0O0O0O
0000000000000 0

10

20

30

40

50



L I [y B

O0p 0O« OO0 ODODODODOoOOOoOoOOoOoODOoOO0O O oobOoooooooooooooooooodg

(17) JP 2004-501396 A 2004.1.15

ugboobooouoboobobooboboobooooboobooboooboonao
gooooo,ob0o0ooooooooobobibobppO0ooobobob0Oobobooooooao
gooogano

ooooooooooooooooooooboooooooboDbD ooboboo 0 oo
goog obooboboobobooboboobgobooboboogobobooboobooDbao
gooobooooboobooboobooboobobooobooboooboobooobnn
ooooooOoooooooooooboobooooooooobooboooOoooo0on a
xvOoooooboooooogoboobooooboobobooboooboboobaodao
gbddaoxviugoooooboobooboobooooboobooboooboaoado
oooooooooooooooooobooboooooooobooobooooooog o
uooooobobooodg, ppb0000b0ooboboobooboboobobobooboodnnb
ooooobobDacUlvOoOoooooOoOOoOOoOGOoooooooDODOOOOOoooooDOOO
gooobooboogoboooboobooboboobobobouobooboboobobno
gooobooooboobooboobooboobobooobooboooboobooobnn
oooooooooooooooooooobooooooooboDboOobooooooooao
goboobppO0D0OO0obO0oo0oboboobobooboboboboobobooobobnnb
ugbobouoboooobooboboouoboouobuo0obobbooboobobooadnb
00000000000 0DDO0OD0OD0OD0O AaocoxvyYyOOODODODOODODODOODOOO®DO
oboooboboboobotdobDacOvOOooOOOoDOooODOODOOD acoc O vDOoOoonoO
ooooooooooooooooooboobooooooooboobOobooooooooao
gooobooogobooboboogoboobobog boobooboobooboobao
ugboboobdg0obooboboobooboobooboboobooboooboooboban
ooooooooobopO0oOooboboboboboooooooobobooboboooooog OO
gbooobo0obDacDODvOdDOooooboooDOoDbOoOOoODLDOODODODOODOOOOBD
gbooobobobouoboobooboouobouoboboouobobobooboubd. aoc Y
0000D0D00DDO0OD0D0D0DO0O0DD0D0ODO0DAacODOvvOdoODODOODOODDODOOOD®O
goooboboooobooboobooboobooboobooboobobooobooobnn
ooooooooo,0O0o0oobobobobbobobouoooogbObDbOobCoooooooao
cOvOOoooobooobooboboobobboboobobooobooobobno
ugboooboooobooboooboooboobooboooboboboboggOOoboonn
oooooooooooooooooooobooooooooboDboOobooooooooao
0000000000, 0000000000 AaocxvYyDOUODAoXxvYyOdDOOOOoAGO
ugboobooouoboobobooboboobooooboobooboooboonao
ooooooooooooooooooboogoooooobooobooooooooDboao
gboogboboboobooooobooobooboboobobboobOo0obDdO aoc Y
ooooooooooooooooooboobooooooooboobOobooooooooao
goooobooogobooboboogoboobobooboboboboobobn bo
ugb Oooo oooboobooooboaab

ooooao
goooobooboogobooobobooboboobobobogobooboboobobno
uyboobobobouobdbacxvyidoooooboboouoboobobooboaoado
goooooooooboooooooooboobooooooooobobobooooooooao
gboooboobooobooobaodao

ooooao
goboobooboogoboboooboobobooboobobouobooboboOoDbD ao O
gbooboboooboobooboouoboobacUvybOuoboobooooboono
UOaod0vOOOOOGOooooooobOOOOOOOoOooOooOODODOOOOOOooOooOOOO
ocoDvdDOODODODODOODODODODDODOOD AacDvdDOD Ao OvDOOoOoOAOoO
ugboboobobobodyoboboboobobooobooboboobad

ooooao

10

20

30

40

50



L B [ |

Oooooooo0oDoooooo0o0 oo oooo oD oo oDoDoooUoDoooDoDooo0oo0oDoDoooogogogooao
e e e e e e s [ s [
OOo0ooooo0oUo0ooDooDoU00oDoDoDooo oo oDoDoDooogoooDoooog» oo

e A e e

<O 0Oo0od

O
O
O

O

O
OJ

O
O

O
]

O

A O

O Ooo0gooooao

O Do ooogQgoaog
Ooooooood

ugbobooboobobooboadb
ooooooao
g

O
O
O
O
]
O
O
O

Ooooooao
OO0 Ao xvOd0OODOOAD
'O

Ao OvDODODOODO

O
O
O
(]
O
O
O
O

O
O
O
O
O
O

o

0

OO0 p

v
0
goad
0
g

O O oo

O Y

Y Y Y
Y Y Y
O O p O
Y Y A
O « O « O
Y Y Y |
Y Y Y
O O ogogog
OO ogooaog
Y Y |
O o

[}

o
<

O

>

ooo ot
OO0oo00oano
OO0 Ao x v [

O
O
m|

O
O
O
O
O
O
O

O
O
O
O
O
O

O Ooooo
O Ooooo
O 0OooOooo
O 0ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0Ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0ooo
O Oooo
O Oooo
O Oooo
OO oo
O 0ooo
O 0Oooo

O 0O O
O OO
I I R
[ I
O 0O O
O 0O O
O 0O O
O OO
O p» O
| [
I:I‘I:I O
O 4« O
O O O

O Ooooo
O Ooooo
O OoOgooo
O Ooo0ooOoo
O Ooo0ooOoo
O 0Oooo
O Oooo
O Ooogo
O O0ooo

>

o]

O

<

O
O
O
O

ooooooooao
oooo ocooooooaob

Oo0ooDooooo0oooDoooooooDoDoooQgod 40P
O
O
O
O
O
O
O
O
O
O
O
O
O

O Oooo
O Oooo
OO oo
O 0ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0Ooo
O 0Oooo
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O

) e e e e e [ o o
O
O
OJ
O
O
O
O
O
O
O
O
O
O

Ooo0oooogoQgoao

(18)

O
(]

(]
<

O
O

O
O

O
O
O
O
O
O
O

(]
O
O
O
O
O
O
O

O
O
O
O
O
OJ
O
O

O
O
O
O
O
O

O Oooo

O

O Oooo

O

O Ooo

O
O

[m}

O
O
O

O Oooo

OJ

I Y o

O 0ooo

[

O oOood

O 0Oooo

I [ I Ry

JP 2004-501396 A 2004.1.15

gbooobooooobaoad
oooooob,O0b0O0O0Og

OO0 aAO0vOOOOoOOoO*

, 00000, 00, 00O

Uoooo0ooD0 a0 vOAOd

00,00, 0000000
000000

O
O
O
O
O
O
O

gooooboadg
ooooao

gpooooboao

gbooonboad

O Oooo
O Oooo

ooooooboooogao
goooooobooooooao

oxyOdOOOOOOOOD

0000000000000

0000000000000
DoO0O0O0O0O0O0O0O0Ooao

O
O
O
O
O
O
O
O
O
(]
O
O
O

O
O
[
O
O
O
O
(]
O
O
O
O
O

10

20

30

40

50



e R ey [ s R s [y |

Oooooooogogogooo®

O

Ooo0oooooo0oooooooo0UoooDoDooooooDoDoDooDoo0oooDoDooogoQgogoaoQg

OoooooooOoogoo
O
O
O

O Oooo
O Oooo
O 0Ooogo

O Ooooo
U0 0o o
O OoOooo

OOoDooooog4oooooooogoDoooogogogaog
O

OO0 o0ooDoogg4UoooDoooggUoooDooogogogaog

O oo ooooooOoooogao
OoOooooooo0oooooooooooogogogoogoaoQg

O Ooooo
O Ooooo
O 0OooOooo
O O0oo0ooOoo
O 0Ooooo
O Ooooo
O Ooooo
O 0OooOooo
O 0Oo0ooOoo

O
O
O
O

O 0ooo
O 0Oooo
O Oooo
O Oooo
O Ooogo
O 0ooo
O O
O O
O O

O O0ooo
O 0Oooo
O O0ooo
O Oooo
O Ooogo
O O0ooo
O O0ooo
O O0ooo
O Oooo

O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0Ooo0ooOoo
O 0Ooooo
O 0Ooooo
O Ooooo
O OooOooo

gbooboboobonb

OOo0ooooodg
Ooooooood
O00 « OOO O
OOoo0ooooao
O0Ooo0ooooao
OoOoooooogd
OoOoo0ooooogod
Oooooooogod
Oooooooogd

1]

OO0 OoOooOooooogy» OOooo
OO oOood
O

O 0o oo
O 0o oo

uoano

[ B R |
[ i R |
[ o R |

O Ooo0ooooao
O 0OooQgooooao
O 0OO0ooooao

O

od

oo ooooooogodg

Oo0oooooooooooogdg
Oooooooooogod

OO0 oDooogogooooao

O

Ao Ov 0,00,
0, 0000000000000 000000000000000000000¢0

O O o
I Y o

OoOooooood
Oooooooogod
n oooogogogo
Ooooooogdg
Oooooogd
OoOooOoooood
OoOoo0oooogod
Oooooooogd

[ O B R |
[ B |
[ B R |
O d
O d
[ |
[ |
[ |
O d

O oOooo
O oOooo
O 0Oooo
O 0Ooo
O 0Oooo
O oOooo

O
O
O
O

O 0Ooo0ooo

O
a
u
O
a

O
O
O
O
O

O Ooogo
O 0oo o
O O0ooo
O Oooo
O Oooo

OOoo0ooooao
O O0Oo0ooooao
O O0Oo0ooOoooao
OO0Ooo0oo0oooao
OOo0o0ooooao
OOoo0ooooao

O
O
O
O
O

goooao

ooooooooao

o

JP 2004-501396 A 2004.1.15

odd

O0Ooo0oooao
O O0Oo0Oo0ooaog
O 0Ooo0ooo

od

O 0ooo
O 0Oooo
O Oooo
O Oooo
O 0Oooo
O 0ooo
O 0Oooo
O 0Ooooo
O Ooooo
O Ooooo

oooooao

0,000

g
ogooad
oooao

ooooao

googao

googao

oooggao

oad

oad
oad

oo

oad

gagaod

oboooboonboag
oooooooao

oo
oogaod

oo

ooo

oono

ogagad

uoboobooooobdo oboooboooboooobooooboogo goao

oooooooooooooooooooobooocoooooooao

goooboobao

goooano

ooooooooobooooooooooboooobooooooooao

0000000000000 0D0DO0DO0OD0DODODOODOO0On
Ao Ov O, 00,

10

20

30

40

50



e e [ ey e [ [ A ™ I s [y [y |

Oooooooooooo:.
OooDoooogoooooog?e
OO0 oDoooggogoao
Ooooooooogooao

Oo0Ooo0oooao

I e s e e e

O Ooo0oooao
O 0Oo0gooao

=

OOo0oo0oDooo4ooooooooDooDoDoooogooooodg

OO0 oDoDooo4Qogooooooggogaog

=

Oo0oooooggogoQg
OooooooQgooo

OoOoooooogoQgdg

O d

Oooooooooodg
oo ooooooogodg
O Oooo

a

O
O

O oOooo
O oOooo
O 0Ooo

OooooooogoQgogoO
O
O

O Ooo0ooo
O Ooogooo

O Ooogoo

o a

a
O
a
u
O
a
O
oono
O

A O vV

O

OJ

O 0O oo

O

O

O

oonf

OOoo0oo0oo0ooao
OoO0oo0ooo®
O 0Ooo0ooo
O Ooogooo
DDDD|D
O 0Oo0oo0oao

O
O

O O0ooo
O O0ooo
O 0Oooo

" ooo
Ooooao

oo

O 0Oooo

O
O

oA
aoad

O

OoOoo0oooao
OoOooos
OOoo0oooo
O0Oo0Oo0ooao
O 0Oooo

" Yooo
ooooao

O
O

oooooooooooooooao
oooooooooooooooooooboobocoooooooooao

O 0Oooo
O oOooo

JP 2004-501396 A 2004.1.15

O
O Oooo

O0Ooo0ooaoo
]

OooOooo®®

O

O
goooano

OOoo0oooo
O oOoodg
O oOooo
O oOooo
O oOooo
O oOooo
O oOoodg
DI:I|I:II:I
O 0Oooo
I:II:J|I:II:I
O 0Oooo

[}

O

000000000000 O0D0, , 00000000
DoooOoOooO0o0O0, 00

000, 5, 000

O

ooan

oad
oo
ao

O
O

O Oooo
O 0ooo
O 0Oooo
O Oooo
O Oooo
O O0ooo

O O

A

0O O
O O
O O
O O
O O

o v

O 0ooo
O 0Oooo
O Oooo
O Oooo
O Oooo

0O O
O O

O 0ooo
O 0Oooo
O 0Oooo
O Oooo
O Oooo
OJ

O O
O O
O O
0O O
O O

O
O
O
O

|

O

O

A

O

O

O

v

O

0O O

O

O

A O

ao

O
O

O
O

Upoboboooboond

O O

O O O

ugoooaooado

oo " popoooooooan
0000000000 0000A0

gbooobooboobogobao
DoooooDooDoooo® oo

goboooboooboooooboooan

10

20

30

40

50



Oooooooog?o
Ooooooogho

[}
[}

[ ]
[ ]

]
O oo

O Ooo

O OoOoos
Ooooooogho

» O
oo

O DI oo ooooUoooooooooDooooooooooo= oo O
o
O Ooo

O |x o
0O «©

O|I:II:I|:II:II:II:II:II:IDI:I
OOoo0ooooao
O Ooo0ooooao

m
O |x o
0O «©o

OooooooOoooooooooogooogoano

[

O

v

O

Oooooooooooooogooao
Ooooooooooooooogoooao

O
O

u o

000000, 4
U ooboo
oooooooan
Ao 0V Upnp

O
O

O O

Oooooooooogog
OoooooooQoooao
OoooooogoQgoooao
OO0 ooooogogQgogooao
OO0 o0ooooggogao
OoooooQgoao
OooooogogQgoao

O

oo Ao [J

Ao [J

O O
O d
[ |
[ |

v

O

O d
O O

O

v
O o

goodgano

O
O
O
]
O

O
g
u
O
g

O Ooo0oooo
O0OooO0oooao
O 0OoOoooaog

goaoaao
oo

(21)

oogad
ood

O d

oooao
oooao

uon

O 0o
O
=]
=]
O
O
O
O

O
O

ooooooao
ooooooao
oooooao

A

o
>
O
O
<
O

=]

=]

O
O

|0 O

O O o

O

O

O

JP 2004-501396 A 2004.1.

0000000000000
0o0o0o0000a0

0 aoOv O
"Yoo, 5O
oo UUOgop O
o0 00O

O O oo
O OooOoao
O
O
a
a
I

od
oad

O

oooao
ooooooooooan

O
O
O
O
O
O
O
O

oogd

gboboobooood

ooooooooooboooooooooooao
Ooooooooobobooogooao

ubooboobobooboobobooboooobaoaodanb

goooano
gooao

g o

gboobooboobooobad

Ao v 0O g

Ao v 0O, g

O, 0 ooo o*°7
O aoO0v Og g

O

OoOo0oOoogood

D A

O

O 0Ooo0ooOoo

O

0

gooagao

oo

Ao [V

O

O0,,0 000 O
0 aoOv O, g

O

A

O

A O

o v

oo

v

Aoxv O,o0po0ooO0*" 7"

Ao v Oy g

Ao X Vv [0 g

Ao v 0O, g

Ao v 0Oy g

oo Ao 0VY UOgg

A O v

Aoxv O, ,00 000

15

gbooobooboobooboooboobooboobooboboooboobao
bdodgp0o0oO0OOO0OOCOO0OO0OOoooobObOOoOOO0oOoOooooboDbOoboooOoan
goboooboobooboogoboooboobonn

goboooouoboooobuoobobooboocooobooboobooboonao
ooooooooboooano

10

20

30

40

50



I:I|I:II:IDDDDDDDDDDDDDDDDDDDDD

OooooooooooooQgdg

o0t ODooo2 Oooos oodg
OoOoo0ooood
OO0 ooooodg

Oooooooog?o

=

O o R

(=

Ooooooogho

oo

oo
oo

Ooooooooooooogdg

OooDooooooooogdg
OO0 oDooogoggQgooooaog:o

|

u
O
g

O

O O

Ooooooooooooooooge

Ooo0oooogoQgoao
Oo0oooogoQgg

0000
O, O
O

O

gooao

o UDooooooood

I o
O
O
O

0000
, 000
o000

B Oo oo

O
O

O

0

0

00000000000, 5 g

O

[m}

O

0

O

O

O

O

ugboooodoaano
ooogg0o0o0oao

gobooobogao

gboboooaoao
Ao v all

Ao x v OO

Oooooooao
Ao v 0O 5
Oooooooao

gooooogooan

0

Ao vy AallvODOOOOAUOqg

(22) JP 2004-501396 A 2004.1.15

ooooooooobooboooooooooao
uooooooboOoooooooooboooon

Aoxv O, , AoOvV Aa0vOODOODO
00000000, o, Ao Ov 000, 0O

o

goooooooaoaao

vo0OOOOO, aAoOvVvVO, _, AOXYV
00O O
OO0, ., AoOvVY 00000, AoOV

Aoxv O, ,00 OO
0oo0OoO

Oo0oo0ooooooDoDoooooooao
Ao v 0O g

Aoxv 0,0 000 O

Ao v 0Oy g

oo oo oad

00000000, 00000

Ac0vy 00000, aoOv O

Aoxv 0,00 OO
Ao 0V OO0, AoV Aa0vOOOOOO, O

Ao v O0O0Oy aoclOv OO

oooooooboooooooooooooooocoooooooao

0O

oooooooooaon

0O

Ac vy Al vOodooodoy0O OobOO O

0o oo o0 o

00000000, 00000

A O

O

. AoOv 00000, 00 OO
v 000, AoOdv A0vOOOOOO, O

[}
[}

Ao v OO0y aoc v OO

obooobal0vODbOoooobDOOoDOOOODODOOODOOODODODODO

Oooooogogdg
Ooooooggdg

OooOoooooQdgdg

Ooo0oooogoQgdg

OoooooogoQgog

Oo0oooogoQgdg

Ooooooggdg

OooOoo0ooooQgadg

Ooo0oooogoQgdg

Oo0oooogQgdg

Ooo0oooogoQgdg

Oooooogogdg

0oooo 0000000 0000
0oooooo
0oooo0ooo
000 Ao x v
Ao x vOOD
DoooDo0oo0o
000O0O0g g o

Uoddaoc0v(O

OO0 oooogogdg
OooOoo0oood
Ooo0oood
OoOoo0ooood
OoOoo0oooogod
OOo0o0oooogod
U OO0 o0oogo
OoOoo0ooood
OOoo0oooogod
OO0oo0oooogod
OooOoo0ooood
Ooo0oood

o4dbooaog

O

10

20

30

40

50



e R ey [ s R s [y |

e e S I s ey e e e s sy |

OoOoo0oooogod
OO0Oo0oooo
O0Ooo0oo0ooao
O 0Oo0Oo0o» O

O Ooogogog
s Y
Iy |
I [y |

O D ODoDoOooUoUo0ooDoooUoUoUoDoDoDooUooUDooDoDoooggoooooogd
e e e e s e e e ) e A s [
« 000 DOOOoOO0O0O0oo0ooOoo0o0ooDoooooooooooy»w ooooood

OoOoooo®®

o oo oOooogod

O Oooo

O 0Ooo0ooooao

OO0 ooooooogogoooy» oov

O
O
OJ

O I Ry |

O O 00 « OO0

O OO0Oo0ooooog
O0Ooo0oo0oooao
OoOoo0ooooao

O
O
O

(¢]
[

O000O0 O <«
e e T o O o O s R

O0Ooo0oooo
OOoo0oooao

O
O
OJ

O Oooo
O Oooo
O Oooo
O 0ooo
O 0Oooo

ogaod
oonf
uod

O
O
O
O

O
O

O
O
O
O

O

O 0Ooo
O 0Oooo
O Oooo
O Oooo

O 0Oooo
O 0Oooo

O
O

O Ooooo

=

OOoo0ooooaog
OO o0Oo» Ooog

O O O

[

(23)

O
O
X O O O
O
O
O
O
O
O

OooOooO«0O0O
OooobOoo
Oooo0Ooo
Oooob0oao
Oooo0Ooo
Oooob0oao

o O O
O ooy OO g

O 0Ooo
O 0Oooo

O
O
O
O
O
O
O
O
O

O O
O O
O O
O O
O O
O O
0O O
O O
O O

O 0Oooo
O 0Ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0Ooo
O O0ooo
O O0ooo
O 0Oooo
O Oooo
O 0O oo

O
O
O
O
O
O
O
O
O

goooobooooad
oooooooao
g OO0obOo0oobooano
ugbdgOobaoato

O
O
OJ
O

O

O
O
O

O
O
O
O

o O OO
O 0Ooog

OO o
[ Ry

O

OO0 « UOoad
O oOod oo
O o od

[}

O
O 0Oooo
O 0Oooo

O

JP 2004-501396 A 2004.

gboouobooodoboado

O
O
O
OJ

O O o
[ O R

O
O
O
O

[ o R |
O 0Ooo
O 0Oooo
O O0ooo
O 0Oooo
O Oooo

ogood
gooao
oooag

O O od

O
O
O
O

O
O
O
O
(]

O o od

O o od

O O o R

O O

O oo 0O
O oo Qg

O oo d

O

O O o

.15

O O o

gooaod

ooogao
ooooao

gooagao
ooooao
googao

10

20

30

40

50



DEII:II:II:II:II:II:II:IEII:II:II:II:II:II:II:IEII:IDDDDDDDDDDDDDDDDDDDDlXI:IEII:I

<00 oo oooooogho
e Y e e Y o O e Y o e e e e e e e Y e s e O e e O e e o e Y e Y e e Y o e e Y e s e Y s A s [

OO0 « OOOW
OooOooos

Oo0oooooo0oooDooo4o00 oo ooDoooooDoDo o« OOgo-g

O

DD oDooDoDooDoDooOoootooao
O ooooDoDooo0O0o0oobooo
D oooooDoooOoooobooo

Oo0Doooogogdg

O

OO0 oooooogoogogog

O O oQgogd

OO0Ooo0oo0oooao
OoOoo0ooooao

OOo0ooooooOoooooOoo-oy» ™

oogagd

OoOoo0oooao
O0Oo0oooao
O 0Oooo

>

> O O O

O O

gooao

O
[

O 00 «

O OO e
O OO

O O o0

O O0ooo
O 0Oooo
O 0Oooo
O Oooo

O
O
O
O
O

O Oooo
O Oooo
OO oo
O 0ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0Ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0Oooo
O Oooo

o
O OO
O O o
O O o
O 0O O
[ i Ry

OO0O00 «« 0O
O Ooo0oooao
O Ooo0oooao
O 0Ooo0ooo
O 0Ooo0ooo
O 0OooQgoo
I o

O Ooooo
O Ooooo
O 0OooOooo
O 0Oo0ooOoo
O 0Ooooo
O Ooooo
O Ooooo
O 0Ooooo
O 0Oo0ooOoo
O OO » O

o O O
X O O
« OO

O D Dooooooooooooood
» O o d
By O O
<

O O

O
|
O
O

Ao Ov(OAO
Ug oo 0O
ugboodgboad
oooooao

00

O
O
O
O
O
O
O
O
O
O
O
O
O
OJ

O

|
]

O
O

O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
]
O
O
O
O
(]
O
O

]

O

O oOooo

gboboooaoano

O

O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O

O
O
O

O 0Ooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo

O 0Ooo

o O
O O

O p» O
O
O

(24)

goaoaad

O

o O

0

OO « O

O

O 0Ooo
O O0ooo
O O0ooo
O 0Oooo
O Oooo
OO oo
O 0Oooo

0O« OO O
Oo0ooog
o o A R o |
o o A B |
o I s R o R
O OO O

O

O
O
O
O

O
O
OJ

ugbooboboooobooboooogadnb
ooooooboooooooooooao
uboooboooboobooboooboogodnb
oxvOuouooooobODOOOOOOO

|

O

O O

I:I|I:I
O O

O

O

O
O

O
O

o OO O
Ooooo
«O00OO
Ooo o
Ooo o
Ooo»

JP 2004-501396 A 2004.1.15

O
O
[
O

O
(]

O O
O
O

O
O
O

O

O
O
O

O
O
O

o v
0ooao

O
O
O
O
O
|ODI:I

(]
O
O
O
O
O

oo a

ugod

00
0 vO
00,

(]
>
]
O
<
O Oooo

ooooo*
Ao x v [

O alvDOO

Oooodan

10

20

30

40

50



OO0 ooooooOooOoooy» ood

Oooooooo0ooooooo0 oo oooDo o0 oo oDoooo0ooooogov

Oo0ooooo0o0ooooooo0 oo oDoDoo oD UooDoDoDooOoo0DoDoDoDoOoOy»® oobooooooooooogogaog

O

C D OoDDoDoOoo4Ooooooo « OF

Oo0oooo4o0dooooooo0 oo oDoDooo oo oDoDooogooooao
OOo0o0ooodUooooooUddUooDoDooUoUoDUUoooDooDo4gooooao

X O o oo oooooogogdgogooao

[ ) e e e [
e s s Y Y o Y e e e e e e e e e e e o o e e e e e e e e e e Y o e Y e e e e s s o A

O O

c 00000
ooo0o

Ao x v [
oooooan

=]
O
O
O
O
O

O Ooo0ooo
O Ooogooo
O O0Oo0gogo
O 0Ooo0ooo
O 0Ooo0ooo
O 0Ooo0ooo
O Ooogooo
O O0Oogoog
O 0Ooo0ooo
O 0Ooo0ooOoo
O Ooo0ooo

O Oooo
O
O

[
=]

]
oD oooao

oD oooao

O
O
O

O oOooo
O oOooo
O 0Ooo
O 0Oooo
O oOooo
O oOooo
O oOooo
O Oooo
O 0Oooo
O o0Oooo
O oOooo
O oOooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Oooo
O oOooo
O 0Oooo
O 0Ooo

O
O
O
O
O

ogod

OoOoo0oooaoo
OoOoo0oooao

goao

O oOooo
O oOooo
O 0Ooo
O 0Oooo
O oOooo
O oOooo
O oOooo
O Oooo
O 0Oooo
O 0O » O

O 0Ooogooog
[ Y |
OO ogogog
I [y |
I [y |
[ |
O Ooogogoog
OO ogogog
I [ |
I [y |

O oOooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O oOooo
O 0Oooo
O 0Oooo
O 0Oooo

O O
> >
o |O
O |a
4 <

O

a

O

O
O
O
O
O
O

O
O
OJ
O
O
O
O
OJ
O
O
O

O
O
O
O
O
O

O
O
O
(]
O
O

O

O

ugoaod

O

gooao
oooao

O

O

O

gbooonoboad

goooooooococoooooooboobooboood
goboooboooboboogobooboooooboao

gbooboboobobobooboobooobooobad

O

g
g

O

g
a

O

O
O
O

g
a

O oOooo
O 0Oooo
O 0Oooo
O o0Oooo
O 0Oooo
O oOooo
O 0Oooo
O 0Ooo
O o0Oooo
O 0Oooo
O oOooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O o0Oooo
O o0Oooo
O 0Oooo
O 0Oooo

| 2

(25)

<

|
(o o R
oo »
O
O
O
O

O
O

(]

oooao

I A

O O » O

O

OO0 « O

O
|

>

O

OO0 «

O
|

O

O 0Ooo
O 0Oooo
O 0Oooo
O oOooo
O 0Oooo
O 0Ooo

O

O

oooao
ooooooano
goooooobooOooboocoouooooobDboooo

O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
OJ
O
>

ogod

O X Vv

oo
ugod

|

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O

O
O
O
O
O
O

JP 2004-501396 A 2004.1.

ugbooobdb atd v

o U

O &8

O
O o Uo
O
O

0 «

O

]

o o O
O

O

o, 000
0000
A O X'V

10

20

30

40

50



e R ey [ s R s [y |

Ooooooooooooogdg

gboobooaooboooboad

0000
OooDoo0ooOoOoooao
Ooo0O00
OoDoo0ooDooooao
OoDO0O00o0oDO0O0oDaOo
OOoDO0O0OO0 OOOO O
OoDoo0ooDOoOoooao
00000
DO0o0oO0O0O0DO0O0O0, O
OoDo0O0o0oDOoo0ooao
L, 00D0DO0O0Oooooo
OoDoo0ooDooooao
0O0oOo

Ooo0O0Q
OoDoo0ooDOoOoooao
O0DO0O00D0DO0O00DaO
OooDoo0ooOoOoooao
OoDo0O0o0oDOoo0ooao
OoDo0O0O0oOoOoO0oOoaOo
ooooo”oo00an
oooooDooooo”
OooDoooo
OoDoo0ooDOoOoooao
O0DO0O00D0DO0O00DaO
OooO0Q
OoDo0O0o0oDOoo0ooao
OoDo0O0O0oOoOoO0oOoaOo
OoDoo0ooDooooao
OoDO0O00o0oDO0O0oDaOo
OoDOoO0O0ooOoOoOoOoaOo
00000

O Oooo

O Oooo
O Oooo
O 0ooo
O 0Oooo
O 0Oooo
O 0Oooo
OO ogo

OOoo0ooood
OO0Oo0oooogod
O0Ooo0Oo0oood

O
O
O

O
O
O

O Ooogoo
O O0OoQgogog
O 0Oo0ooo
O 0Ooo0ooo

O

O

O

O

O

O
O

(26)

O
O
O
O
(]
O

O 0ooo
O 0Oooo
O 0Oooo
O Oooo
O Oooo

]
O
O
O
O
(]

]
O
O
O
O
(]

O
O
O
(]
O

O
O
O

O
O
O
O

O
O
O

JP 2004-501396 A 2004.1.15

gobooboboobaoooobooaoad

O
O
O
O
O
O
O
O
O
O
O
O
(]
O
O
O

oooooooobooooooao

goooooooaoado
DoooOooDooDoooo® oo
gooboooboooboobooobobonn

goooboboooobooboobooboobooboobooboobobooobooobnn
oooooooooobooooooooobooobooooob0D oooobobbooooodd

O oOooo
O 0Oooo
O 0Oooo

od

O 0OooOgooo
O Ooogoo
[ Y
O 0Ooo0ooo
O 0Ooo0ooo
O 0Ooogoo
O Ooogoo
O O0OoQgogog

OoooooooooooQgdg
O 0Oo0ooo

OooDooooooooogdg
OO0 oooo4ogooooogdg
Oo0oooooooooooOgodg

goooooooao

gooobooboogobooobooboobobooobooboboobao

oooooooobooooooooooooboobooooooooao
oooobooboognnb
oo ooboobobooboobobooboooobooboadao

00 00O00O0O0D0DO0o0oDo0o0O0” 000000000
ooooboooboobobogobooboobogobobooboog
goooboooogobaoaonn
oooooooooooooooooboboobooogao
goooobooboboonb

ooooooooboooooouooooobobooboogogao

10

20

30

40

50



e R ey [ s R s [y |

e ey e B vy e e e e ) ey e s I

Oooooogogooooooogogoao
OO0 oDoooggUoooooogogogao
Ooooocooooooooogoogoao
Ooooocooooooooogod

OoooooogoQgogoaoQg
OoooooogQgogaoQg
Oo0oooooggogodg
OoooooooOooOgoo

OoooooogogaoQg

e e e s e s s s I |
e e e s e ) e s ) s [ Y |
Ooo0oooooo o0 oo oDooo o0 o oD oD oooo0o oo ooooQgoogoo

I [ e e s sy |

O

27) JP 2004-501396 A 2004.1.15

ugboobooouoboobobouoboooboooboobooboobooaod

O 0OooOgooo

[}

O
O
O
O

O Ooooo

O

O
O
O

O
O
O
O

O
O
O
O

gooooobooboooboooooooooDbooan

oooooooooooooooooooooobooooooooao
gooboooboobobogogboooobooboboooboobonb
gobooboobobobooboobooobooobao
ooooooooobooooooooooboooobooooooooao
o0 ooobooboooboobogobooan

oooooobooboooooogooooooobooooon0 oooooao

bbb aocxyvyOboobooboobtoobboono
ooooooao

O
O
O
O

O Ooogoo

O 0O oo

O O0ooo

O

ooooooooao
oooooooooao

O
OJ
O
O
O

oooooobooobooog
ooooooboobooooogoao

O
O
O
O
O

goooboobobooobooboaoan

ooooooooao

O
O
O
O
O

O O0ooo
O 0Oooo

ogooad

gobooobogao
gooooaoao

goboobooao

ogood

0O O

0O O

oooooooooao

O O
O O
O O
O O
O O
O O
O O

O

O 0Ooo0oo0ooao
O Ooo0oooao
O Ooo0oooao
O Ooo0oooao
O 0Oo0oo0oo0oao

I [y |

O
O
O

O

O

O

oooao
ooooao
ooooooooao

oooobooboognnb

ugobooooaoado

oooooooooao

ooooooobooooooooao
gooobooboobobooboobobooboao

O O o
O OO
[ i R |
O O o
O O o
O O O
O OO
[ i R
O OO
O O o
O O
O O
O o
O O
O O
0O O
O O
O O
O d
O O

ugooogb bobooboooobaoaoao
oooooao

O
O
O
O
O
O
O
O
O
O
O
O
O
O

oooooao

goooabad
oooooao
googbao

[ I o R |
[ o R |
[ o R |
[ o R |
[ I |
[ |
O O
O O
O
O
O
O
O
(]

oooooooobooooooooooao

10

20

30

40

50



e R ey [ s R s [y |

O oOoooo
O 0Ooooo
O 0OoOooog
O 0Ooo0ooOoao
O Ooo0ooo
O Ooooo
O Ooooo
O 0OoOooo
O 0Oo0ooOoao

e e e e e e s e I A

Oo0ooDooooooooooo Do oDooDooo oo oDoDooogoooooogd
OO0 oDoDoooggooooooogd

O
O
O
O
O

O
O
]
O
O

O Ooogogog
s Y
Iy |
I [y |
O 0Ooogooog
[ Y |
OO ogogog
I [y |
I [y |
[ |
O Ooogogoog
OO ogogog
I [ |
I [y |
I [ |

OO0 Do oDoogog4Qo0ooooogogogaog

Oooooooooodg
oo ooooooogodg

O 0Ooo0oo0oooao
O 0Ooo0ooooao

Ll S R R
O0Ooo0Oooao

OOoooooooogooao

O Ooo0ooo

O

O

O
O
OJ
O

1]

[ i R |

OO0Oo0ooooaog
]

I Ry |

[ |
[ O B R |

O

[ |
O d

good
oooao
gooad
uoad
ooao
goo

gogao
ooao

O OoOo0ooooao

O O

O Ooooo OoOoo0ooooao

OooooooogoQgg

O Oooo

a
u

O

a

O
O

O
O

goaoao

ogoodg

O
O
O
O
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Ooo
O 0Oooo
O Oooo

O Oooo
O 0Oooo
O 0ooo
O O0ooo
O Oooo
O Oooo

O Ooogo
O 0ooo
O 0Oooo
O Oooo

O
O

[

O Oooo

(28)
ooooo
0000
ooooo

goooano

goooano

u
O
g

O

O

O OO

O

JP 2004-501396 A 2004.1.15

gbooobooooobaoad
oooooobooogogao
oond

goooooooobooan

goooboooboooboonn

gboobooobooboobooboobobooboao
ooooooooooooooooooooao

O
g
u

[ |
O O
O O
O O
O O

O Ooogo
O 0ooo
O 0ooo
O
O

gboogobooogoboao

O

O

O

O

O

O

O

gboobooooobooboooboogan

goooboooan
ugoaod

ooooooao
oooooooao

goooboand

oooooooao
oooooooao

oo

ooooooooocooooooooboooooooooao

ogoo

O
O
O
00O

O

O
0O
O
O
O

O
OJ
O
O
00O

O
OJ
O
O

10

20

30

40

50



e R ey [ s R s [y |

L B |

e s e e s e e e ) e e ) e |
A e e ) e ) e A |

OooooooooooooooooooooogogoooOoao
Oooooooo0oooooooooDooooogooooao

OoOoooooo0ooooooo0 oo oDoooooUoooooDoDoDooooDoDoDooogoQgaog
O Ooooo

Ooo0ooood
OoOoo0oooogod
OOo0o0oooogod
Ooo0Ooo0ooood
OoOoo0oood

[ |
O O

O Ooooo

O Ooooo

OoooooooogooQgodg
O

O
oad

Ooooooooooooood

(29) JP 2004-501396 A 2004.1.15

o"oDoooo
000000 OoOO0O0o0o0an

O O
O d
[ |
[ |
[ |
O O
O d
0O O
[ |
[ |
O d
O d
0O O
[ |
[ |
O O
O

O

O

O

O

gboboobop, 00, 0b0oboobobboobobbogoboonb

goooboobobooboboobobo0oggbO0obOoobobognb

O OoOooo
O
O
O
O
O
O
o
O
O
O
O
O
O
O
O
O
O
O

O
O
O
|
|
O
O
O
O
O
(|
O
O
O
|
O
O
O
O
>
O

viooooooboooao

ugbooboooooboooobooboooboooboobooboooboaodab
goooooobooooooooooobooooboooooobo oooo o

goooboooboobooboboboobooboboobobboobooDbao

OoooooogogoaoQg

O Ooooo

O O

O

ugbooboboobouobooooboobooobooobooboobooboaadn
goooooboooooooooboboboboo0og ocooooooDoao
ugboooboooboobooogobooobooobooobooboboobooboaodnb
ooooooobooooboooooooooboboobooooooooboboDbooOoon
gboboooboooboogobooogobooboobooobobobuoboobao
gbooobooobooboobooobobo bbooobooooobobooboobao
gooooooobooooo0o0 ocoo4oo ocoooooobobobooOooboooo
gobooobooobogobooogoboobooboooboboboboobodnb
U gboobobooboboobobobouoboobobooobooan
gboobooooobooboaoadao
ooooooobooocoooooooooooooooooao

0" 0000000000000 O0000000O00000000000
000000000000 00° 000000000000000000
oooooooooao
ugboobooboobooouoboobooboobo 0ob 0 oobad

O
O
O
O
O
O
O
O
]
O
O
O
O

ugboooboooboobooogobooobooobooobooboboobooboaodnb

gboboobobooboooboo oooboooboaoo bao gooaoano
oooooooooooooooooao
gobooobooooooaoao googao

O
O
O
O
O
O
O
O
O
O
O
(]
O
O
O

O Ooooo
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

gooooobooocooooooobbooboboooooobobDboooo

gobooobooobogoboboogobooobooboogoboboboboobodnob

goboooooboobdgy pb0oobobboobooboboobodab
ubouobd obooboooobd
goooooboobgy,p0oobobobobOOOCOCO0o0oooobobDbDoonb

O
OJ
O
O
O
O
O
O
O
O
O
O
O

10

20

30

40

50



Iy e e e e [ e e R
e e e e e e A

OoOoo0oooaoo

oogagd

OoOoo0ooood
OO0oo0ooood
OO0Oo0oo0ooogod
O0Ooo0Oo0oood
Ooo0oo0oood
O Ooo0oooao
O Oooo
O Oooo
O 0Ooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0Oooo
O Oooo
O Oooo
O Oooo
O 0O oo
O 0ooo
O Oooo
O Oooo
O Oooo
OO oo
O 0ooo

OoOoo0ooood
OO0oo0ooood
OO0Oo0oo0ooogod
O0Ooo0Oo0oood
Ooo0oo0oood
Ooo0ooood
OO0oo0ooood
OO0Oo0oo0ooogod
O0Ooo0Oo0oood
Ooo0oo0oood
OoOoo0oood
OoOoo0ooood

[ R |
O Oooo

[}

O
» O OO OO

O o ™MOOoO
O 0Oo0ooO0oo0oao

O
O
O
00O
O

OoooooogoQgogoaoQg
OJ
O
O
O

OoooooogQgogaoQg
O
O
O
O
O

O 0OooOgooo

O Ooogoo

[ Y

O 0Ooo0ooo

O 0Ooo0ooo

O 0Ooogoo
O

O O
O O
O d
[ |
[ |
[ |
O O

A e ) e [ ) s e s [ [ |
O
O
O
O
O
O
O

e e e e e e e e ) e e s e e A v
Ooooooooo0oooooo o0 oo oooo oo oDoDooo0oo0oo0ooDooooooDoDoooogoogoao
[y e e R e A Iy

O Ooo0oooao
O Ooo0oooao
O Oo0gooao
O 0Oo0oo0oo0oao
O 0Oooo
O Oooo

0O
0O
O

O

O
O

O
O
O
O

goaoad

L I R R
O 0Ooo
O 0Oooo
O 0Oooo
O Oooo
O 0Oooo
O 0Ooo

O
O
O
O
O
O
O
O

0

O

O

O

O

O

oooao

O

O

ogooao
oooao

O

O Ooogogoog
O Ooo0gooo
O 0Oo0oo0oo0oao
O 0Ooo0oooOoao
O Ooo0oooao
O Oooo
O 0Oooo

gbooooad

O Ooo0oooao
O O0Oo0oo0oo0oao
O 0Ooo0oo0ooao
O Ooo0oooao
O Ooo0oooo
O Ooo0oooao
O 0Oo0oooao
O 0Ooo0oo0ooao
O 0Ooo0oooao
O Ooo0oooo
O Ooo0oooao
O Oo0oooo
O 0Ooo0oo0oo0oao
O 0Ooo0ooOooao
O Ooo0oooo
O Ooo0oooao
O Oo0oooao
O 0Oo0oo0oo0oao
O 0Ooo0oo0ooao
O Ooo0oooao

(30)

(]
O
O

JP 2004-501396 A 2004.1.15

ugboobooboboobooboonb

O 0Oooo
O
O
(]
O
O
O
O
O

O
O

OJ
O
O
O
O
OJ
O
O
O
O
OJ
O
O
O
O
O

00000000000 00000
"OopoooooooOOoOO0OO0o0o0an
000000000

000000000 O0O0O0OOoOaO
nooo” "poooooooo00Oan

00 0000000000000 OoDOooDoooooo” 0000000

gooogao

oo ooo ocooooooooboOobo ObOoO OoOobOOOOOOooooobDbao

10

20

30

40

50



| S I e e e S I B [y S |

cooobooooao

L B B
LS T i s e e Y e Y Y e e Y o e Y o e e Y o O e e e 5 e Y s s O T

L S R |

L B B

Ooooooo0oooooooo0ooooDoDoooooooooogdg

« 00 O0DOOoOooooooooogoggooao

O 0oDOo0o0DoDo0o0DoDoo0DoDo0ooDoooDooobooooao
O oooOoOoDoDoDo0Do0o0o0o0o0oocooooDoobooogOonB

OO0 o0oooodUoooDooo4ggUooooooogdg

O 0Ooo0ooOoao
O Ooo0ooo
O oOooo
O 0Oooo
O 0Oooo
OO0

OOoo0ooooOodg

O0Ooo0o0oood
OOoo0oood

Co o oOoOoOoOooDoDoDooDo0Doooooooooboooag

50O 0 0o

O OO

goo ooao

O
O
O

O
O

OO0 ooboo
OO0 ooboao
Oooogb
Ooood
OoOoood

Oooo0oooOodg
OoooooooQgodg
Ooo0ooooQgdg

OoDoDooDoDooDoDoo0oDoooooob oo
Oooooogoogdg

DO oDoDooDoDooDoDoo0DoDoooooob oo

gooao
ogoogano

00O
O

ooogao

O
O

gooao
oooao

O 0Oooo

O 0Oooo
OO0 «€

O
O
0
O

O Ooogooo
O Ooogooo

gboobooboooboad

oooogao

ooooao
ooogao
ooooao
goooao

| O 0o o
O 0Ooo0oo0ooo
O 0Ooogooao
O OooQgoooao
O Ooogooao
O 0Oo0oooao

O

O

G

DO00O00oO0OoDoDooooo” 0000000

O

ooano

O

gooao
gooboob -obobooobgooboobooboooobao
oooooooooooooao
gboooboooboogobod
ugbog ocobooobooobooaob
ooouoo-0Ob0boOo0oo0oo0oo0ooooobobooooooooao

O

g
u

oogd

O

gooobad

ooad

oo -0o000000gooao

0000,

od
Oood

1]
[

=]
O

O oOooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O 0Oooo
O 0Oooo
O o0Oooo
O 0Oooo

oo0oo0 ooooooo”

ooooooao
ooo0o ooo

ooao
oo

O

ooao
ogoao

[ |

O O

O O

[ |

JP 2004-501396 A 2004.1.15

gbobooooood

ooooooooao

OO0 oDooooao
oo” oDoo 00
o000 ooo o

10

20

30

40

50



L~ e s I |

OooooooooooooogoQgdg
Ooooooooooooooggog

OoooooooDooDoooooooDoooogoooao

OO0 o0oDoOo0ooOodQd«« Ooao

DO o0ooOoQgoo

O Ooo0oooao
O 0Oo0oooao
O 0Ooo0oo0ooOoao
O Ooo0oo0oongp

OooOoooooQgodg
OoooooQgdg

O
O

OO0 oooooogooao
O
O

OO0 oooooogogogoao
O
O

O ODOOOOOOO

O oo goooooogdg
O
O

[
[

ogagad

OOoo0ooooaog
OO0Oo0ooooog
OO0Ooo0oo0oooao
OoOoo0ooooao
O Ooo0oooao

OOo0Oo0ooy» Oodg
Do 0OoOoQgQgogoo
OO00o00«« OO0
Oo0oo0oood

O

O

O

O

O 0OooOgooo
O Ooogoo
[ Y
O O0ooo

00O

O

O 0Oo0oo0ooao
O 0Ooo0oooo

OoOoo0ooooao

O Ooooo x g

1

O

O O0ooo

O O

O [m}

O

nm O g
O

O

O

goog o
gooooaoaao

g o 0o
|
O O
O O
O O

0000 a0 v
0oo00 ooao
O ooo ot

ooooooao

o S |
O
O
O
O

O

(32)

O

O

O

O

Al vOooonoOad
goooooooao

(]
O
O

O
O
O

JP 2004-501396 A 2004.

ooooooao
gbooobogobao

gooobooboobad

O
O
O
O

ooogao
oogao

OO om
O >
| O
O <

[ |
[ |
[ |
O d

O
O
O
O

[
[

|
(|
|
O

goodgano

ooooao

ooooao

ogoooao

o oOooOao0

gooooad

ogoo d

goooano
good
ooooao

O

ooooao
oo
goodgano

O

O
O

O

O
O
O
O

O O
O d
[ |
[ |

gooao

ugoaoaad

ugoo ooo d

O
O
O

O

O

.15

oooooooao

10

20

30

40

50



e R ey [ s R s [y |

O 0Oooo

OoOooooooo0oooooooooooooDoooo o0 oooDoDoDooo0ooooog
e s e e e e s s [ [ |

Oo0ooogoQgos

e e A s e e s e ) e s [ |

0O oo g

O 0Ooo0ooOooao
O 0Ooo0oooo

oo oooooo o0 oo oooo o oo ooogoogooo

O0Oo0oo0ooao

I [ o

0O oo d

oodgd

oo oo0ooDooo o0 oo oDooo o0 oo oooQgogooo

O o0Oooo
O 0OooQgoooo
I o

O O o

Ooooooo®ve

oo
gooao

oooao

gooad

O Oogogoao

O oo Qg
O 0Ooo0oooo
O 0OooQgoooo
O Ooogooo
O Ooogogooo
O 0OoO0oo0ooao
O 0Ooo0oooao
O 0OooQogooo

O
O
O

[ |
O d
O d
[ |

gooao

oooao
oooao

O
O
O
O

O
O
O
O

O O

O Ooogooao
O 0Ooo0ooOooao
O 0Ooo0oooo
O 0OooQoooao
O Ooogooo
O Ooogooao
O 0Oo0ooOooao

1]

O Oooo
O Ooogo
O 0O O
e R |
e R |

a

O Ooooo
O Ooooo
O OoOooo
O Ooo0ooo

O O

O
O

O
O

O Ooogo
O Ooogoo
O 0o ogo

O
O

O
O

O
O

O d
O d
[ |
[ |

O
O
O

O d
O d
[ |
[ |

O
O
O
O

O 0Ooo0oooo
O 0Ooogooo

googao

goaoaaod

gooao
ugoaoadog

O

O

O

O

O O0ooo

O

(33) JP 2004-501396 A 2004.1.15

0000 ooo o =0

000 000000000000 O000

gbobooobooboobao
ugboobobobooboobooobooobooboadan
oooooooboboooocooooooobDbooo
gbobooboboobobooboooboooooboobaodnnb
ooooooao

gboboobooboobogoboo

O
O
(]
O
O
>
O
<
O
O
O
O
O
O
O
O
O
O
O
(]
O
O
O

O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
OJ
O
O
O
O
[
O
O
O
O
(]
O
O
O
O
O

goboboobpyp0b00bO0oO0ob0Oobooboboognnb
gboobooooobooaoodd

oooob0 oooooobobooooooooao
goboooboooodo,, p 00000 oboobonb
ooooooobooooocoooooooboDboooboo
goooboboobooboooboooboobonob

10

20

30

40

50



I e e s e e e s A Iy

[}

O

OOoooooooooooooo0ooDoooogooooao

O
OJ
O

Oo0ooooooogooooaog

] = OoBe o

O
O
O

OO0 0o oDooogooooDooooggogoooo
O 0o oooogogho

O
O
O

O
O
O

OO0 oooooogog4Qgooooog

= OoBe o

]

OO0 ooDooogoQgogooao

OO0 Do oDooogoggooooog

(= O

0o
Ooooooooooooooooooooao

O 0Oooos

]

oo ooooooooooooooQgoooao
OO0 o0 ooDooooo oD oDooooQgoooo

O o0 ooooogogoe

O O oQgogo

a

O
O

O 0Ooogooog
[ Y |
OO ogogog
I [y |
I [y |
[ |

O0Ooo0oooo
OO0 ooooooogdg
OO0 0o oDoooogogoggoooao

oo oooooogoe

[ |
[ |
O d

O

ooagd

O Oooo

SO0 ooOooOooooo
O
OJ

O 0Ooo0oooao
O 0Ooogoooao
O O0OoOogooao

O O
(=

m]
L B
Oooooooogogooooaog

O o0ooo

oo
|

O
[ I I R |
[ o R |

a
a

[ |
[ |
O d
O d

O0Oo0oo0oo0oao

oooao
ooogao
ogooag

O
O
00O O
00O O
00O O

O
O
O

O 00goQgogooao
[
oo
oo

o oo

L I e o
O O 900
O

O 0Oooo
00O 0O

m]
m]

0O oOgogo
O o O
O o

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

Oooooogo O

O
O
O
O
O
O
O
O
O
O
OJ
O
O
O
O
[

o o
e I
00O

O 90 0O
O 0Oooo

O

|
O 0OooOooo
O Ooooo

[ I |

O
O
O
O
O
O
O
O

00O

O

e

OomOgo

A i

O
i
OoooOoogv

O
(]
e

34)

O
(]

=20

O

o= Oo
Oo0ooOoogao
O o0oo0oogao

OJ
O
O
O
O
OJ

uod

O

O

0

JP 2004-501396 A 2004.1.15
0Doooo0oo 0
0o0Oo0DO00o O
0DoOo0oo00o 0
voOoOOoooao O
0
Doooooo O
O
Doooooo 0
0o0Oo0oO00o O
00
0DoOo0oo00o 0
ODoooooo 0
DO0O00DO000 0
00 A0 vOD 0
DoOo0o00o
Doooooo 0
0Doooooo O
0Dooooao
00
0Dooooao
“ooao
0
D000O000O000
ooo” o000,

10

20

30

40

50



e R ey [ s R s [y |

Oooooo®®v

(35) JP 2004-501396 A 2004.1.15

000000000000 O0O0D0O0D0O00
000000000000 0O0D0O00O000O0O0O0D0O00O00O0
000000000000 0O00O0000D0O00O00O00O0O00O00O0Onan
000000000000 0O0D0O00O0O0D0O0D0O0OO0O0OO0O0OO0D0OODOn
000000000000 O0OO0O0O00

000 00000 00U pgpp DoDD=0000000, 0000

s Y

g
a

1]
Ooooooood
Ooo0oooooogoogogooQg

Oooooooodg
OOo0ooooodg

O d

D000O=000 000 Os=s
DO0=000, ,0000

1l
O

goooboo ooo oogao

goooao
u o

|

10

O d
O d
0O O

O OooOooo
O d
O
O
O
O
O
o
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O

gboobooooobooboad

O
OJ
a
O
O
]
O
O
OJ
O
O
O
O
O
a
O
O
O
O
O
O
O

O
O
m]
O
O

0000000000 O0O0OoOoOan
“oDoo

OJ
O
O
O
O
O

O Oooo

U, oon gboooooboobogan

ooooooooao 20

O

oooao
“ooo

gbooobooboonb

O 0O od
O o
(]
o o B
O
|
|
|
O oOood
O
|
|
|
O
|
|
|
O
(]
|
|

I [ o
O
O
O

00, O
000

O O
00O
50O
O
O
O
O
O
O
O
OJ
O
O

O» OOOOO

O O0ooo

O 0Oooo
[ |
O Oooo

O

O

O

O

O

O

O

O

O

O

O

30

O Oooo
O O
O O
O O
O O
O O
a
a
O
O
O
O
O
O

ooooooooaon

Oo0ooooogoQgogos
OO0 ooooogoogdg
OoooooooOodg
Ooooooo®
O O OOOO
OO0Oo0ooooao
O 0O « OO
O « OO

I [ I [
O 0o oo
o= O 0O
O 0o oo
I [y
e S R R |
I I [ B B
O 0o oOoo
O Ooogoo
I [ [y
O
O
O
O
O
O
O
O
O
O
O

OoOooos
0O O
O
O
O
O
O
O
O
O
O
O

40

OOooos
O 0Oooo
O o0Oooo
[ | [
O 0Ooo0ooo O 0Oooo
I [ Y O 0Oooo
o Oo I o I =
O 0Ooo0ooao O Oood
O 0Ooo0ooo O o0Oooo
O oOooo O 0Oooo
O oOooo O oOooo
0 O ogod O 0Oooo
L W R R | OJ
O O
O O
O O
O O
O OJ
O
O
O
O

O

gbo0 oobooboooboonb

Oo0oooooo0oooooo400 oo oDoooo oo oDoDoDogogoooDoooogoQgg

OOo0o0oooogod
OooOoOo0ooood
OooOooo®

000000000000 D0O0ODO0O0O0O0O0O0OO0DODoDOooooo” 00000 50



L ey [ e [ e e

O 0Ooooo

O 0Oooo

O OooOoos

gd

oD oo ooooooo

DDDDI:II:IIj
O OO [ O o R |

DDDDDDDDDD

O OO OOOO» ooooooooooog

Ooooooogooooao

OooooogogoQg

OOoooooogogg

(36) JP 2004-501396 A 2004.1.15

Ooooooao
000000000 DO0OO0OoOOoDOoOoooDoooo” 0000000000000
0000000000000 0000000000
000
000000000000 D0O00O00O00O0DO0DO00O00O0DO0DO0, 000000
ooooD,000, ""00,0000C0
00O
000000000 DO0DO0OO0ODO0
0000000000000 D0O0O00O0DO0O0O0O0ODO0O0O0ODO0DOOoOoOoOOoOOoOoOO
0 00 0DO0DO00O0OD0OO00 0000000000000 000O000DO000OD
00000000 0D 0OD0DD0O0O0DODO0OO0ODODOO0ODODOODOOOOOOOOan
0000000000000 D00O000O0O0O0O0DO0O0O0DO0OOoOoDOoOoOOoOoOd
0000000000000 O0OO0O00OO0OO0DO0O0O0ODODOO0ODO0OOODOO0OOOODOn
0000000000000 D0DO0OO00OD 0000000000000 O0OO0O0O0n
00O
0000000000000 D0O0O00O0DO0O0O0O0ODO0O0O0ODO0DOOoOoOoOOoOOoOoOO
oooo” "opooooooo0” DOD ODOODOOOD
0000000000000 DO0O0O0ODO0OO0OCODODOCODOOCOODOOOoOoOn
0000000000000 D00O000O0O0O0O0DO0O0O0DO0OOoOoDOoOoOOoOoOd
ADvOdODOOOO

oooo”ooo0an
O
000000000 000 OO0 OO0OO0C0

A0 vOOOOOO
00000000 0O a0voDODOO" 000000

000000000 OO a0vOoOooo® oo
000000000 DO0OO0OO0DaO

ADvYyOODODDODOODDOOODOOODO
0" 00000000000 DODO0OO0DODOO0DODOODOOOaO
OoDo0O0o0OoOoOoooaOo
OoDoOooooO0o0” OO0 0DO0OO0ODO0OO0OO0ODOOOODOOOODOOOO
000
0000000000000 OD0DO0OO0OCOOO0On
000 - 0000000000000 O0O0O0D0O0OO0O0O0OD0O0O0D0OaO
oo """ pDooD DOOOOOOOOO
aA0voooooooooo""ogoooo0” ooo o
O
0000000 000 00 OO
ovoooooooooo®oo0""0"o0o0oo0”o00 "
oooooooo®oo®®
000 D0a0voooooooo”oo” 0000000 "
ooooooDa0DvoOoOoOoO"ooooo”opo0” 00000”00000
0o o
ooo0 Doa0voooooooo® "opo0""0o0o0o0”00" "
ooDooooDooooDooooo®” 0000000000000 0000000
0o
ovoooooooo® "oo0""o0o0oooo "

10

20

30

40

50



e R ey [ s R s [y |

Oo0ooooooooooog
Oooooooogooooodg
OO0 Oooooo4gogooooodg
OOo0ooooooooooood
Ooooooooooooodg

Oo0oooooogogodg

OO0 o0ooODoooOo0oooDoDooooOooOoooooo
OO0 0o oODooo4o0oooDoDooogogogoooooog
OO0 00O oooddU0oooDooogg4gogooooao
OO0 oooooooooooooooooooao

O » OO O 0Ooo0ooooo
O O0Oo0ooooao
O
I [

Oo0Oo o
0O « OO

O O0Oo0gogo

O
O
O
O

Oo0oooooogogdg
OO0 oooooogogg
OoOoooooooOod
OoooooooogoOog

O

[ |
O d
O d
[ |
O O

Oooooooogdg
Ooooooogd
OOoooooogd
OoOooooood
Oooooooogod

O Ooo0oooao
O Ooo0oooao
O Ooo0oooao
O 0Oo0oo0oo0oao
O 0Ooo0oooao
O Ooo0oooao
O Ooo0oooo
O Ooo0oooao

Ooooooooooooaog
O O0Oo0oo0oo0oao

g
uo

O Oooo
O Oooo
O Ooogo

ooooooao
goooboao
goooaooado
oooooao
gooooobaoao

gooooboao

00
0ooo0o0oo,
ooooooao
00

Ooo0oooooogoogog

O
O
O

a
u

O OooOooo
O Ooooo
O O oOgoao

Oo0oooooogogdg

g
u

OO0 ooooooggdg

g
u

Q7

gooooooao

gooooogao

a

ooooooaon
gboooobDao

OoooooooogoQgodg

O Ooo0oooo
O Ooo0oooao

OoOoooooooQodg
O O0Oo0oo0oo0oao

OoOoooooooOod

u
O
a
O
g
g

O
O
O
O

O
O
O
O

gbobooogao
ugoooaooboad

ooooooano
oono
ugoooaooboad
oooooao
gooooaodnd

goooboaod

gooooboagd
ugoooaooboad

O

ogagad

oogad
ooaod
oooono oooooooboao
oooooooboooooooooooobooboooooooboobooo oo

a
u

a
u

g
u

JP 2004-501396 A 2004.

oad

OJ
O
O
O

gooao

oooggao

goboobgao

oogaod

goad

oooggao

ooooooao

gboooboobobooboboogoboobooboogobobDbo
ugbooobooboboobdooboobooboodad

O
[
O
O
O
O
(]

gobooooao

gooobooo aao

O
O
O
O

O

O
O
O
O
O

O
O

0
u

g
u

ooooooooboboooudpg0O0bobODbO0O0 AaOvvyOoOooao
goooboobooboobooooboobooobooobad

gooooboooboboobooboboobooobooboo

ooooooooao

O
O
O

ugbogoboooboobad
ooooooooooao
gboobooboooaoab

.15

goooobooobobod

gboobooboobaoab

10

20

30

40

50



e e ey [ e s [y |

e e ™ I e o
Oo0oooooo0oooooo4o0ooDoooogogogoooao

Oo0DoOooDoogog4gogooDooogogdg
Oooooooooooooogoogdg
OooooooooooooogoQgdg

OOoooooooooooooo0ooDoooogooooao

(38)

O
O

O Ooogogog
s Y
Iy |
I e I B |
[ |
I [ Y |
OO ogogog
O 0O o0oogoo
Iy |
I |
I Y o

O O ogogog

Oooogao
I [ [ |
Iy |

[ |
O d
O
O
O
O
O
O
O
O
O
O
O
O

O oOooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O oOooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O
O
O

Ooooocooooooooogogoao
O
O
O
O
O
O
O
O
O
O
O
O
O
O

Oooooooooooooogogoao

oooooobooooogao

ooooooDooooooot

ugboobooooobooboobooboad
Doooo” 000000000
uoboooboo,o0oboboobod
O

O
]

OO0 oooooo4o0ooDooogogoao
OO0 Do oDoogog4Qo0ooooogogogaog

a

O

gboooboooboobogogbao
gboooboooobaoaoab
ogaod

OOoooooogd
a

OoOoo0ooooogod
I
O

O

OJ

O

O

O

O

O

O

O

O

O

O

]

ooano
ooad
oono
o X Vv

odagd

[ B |

O

OOoOooao
OOOooao
e s s A
O O OO
O O0OOgogeo
O D0ooao
O 0O O» O
O 0ooao
O 0O « O
O 0Oooo

(]

O oOooo
O Oooo
O 0Ooo
O 0ooo
O O0ooo
O 0Oooo
O Oooo
O Oooo
O 0Ooo
O O0ooo
O 0Oooo
O 0Oooo
OO oo
O 0o o
O 0Oooo
O O0ooo
O 0Oooo
O Oooo
OO oo
O 0Oooo
O 0Oooo
O oOooo
O Oooo
O 0Ooo
O 0Oooo
O 0Oooo
O 0Oooo

O Ooooo
O O
O O
0O O
O O
O O
O O
O O
0O O
O O
O O
O O
O O
0O O

O
O
O
O
O

O 0ooo

O oog
O oog
O oog
O ooo

O

JP 2004-501396 A 2004.1.15

ugbooboooad
ooooooooao
gboooooood
ooooooooao
gbooogobao

ooooooooao
oooooooog 0o
oooooooooaon
oooooooooao

I I [y
I Y Y I [y
I Y [
Y [

ooooboobooboobao
goooaooado

goooboobo oooobogao

oooooooboooooogano

oooooo0o ooooooboao
ooooooooob0 bODobooo

oooooooboooooogano

oooooooboooooogao
ooooooooooogoooao

goooooboboocooooooao

ooooby 0000
gbooboooouo,0oooao

o000 a
g OO
Oooao
Ao [V

g o
oo
v
g o

50O

O oo o
|:|I:I
O oog

(]

(]
Oy OO
Ooog
> O
Ooo»

O ooo

10

20

30

40

50



I I I I o e I s s

Oo0ooooooo0 oo ooogoooooooe

Ooooooooooooogogogoooao

[

I I I I s e I I s s s s e [
e e s e e e ) e e s e [ A v

O
O

O

O O

o oD oo oo ooooogoaog

e R R |

0O O

O

O

O
O

O

O
ood

O
O
O

0

O

O

ood

(39) JP 2004-501396 A 2004.1.15

gooooobooooboooooooooboDboan

goboobooboogbooobooboobobobooboobonb
gboobooboobooboobooboobooobooboaadab

gbooboobogogbooboobouoboooobooboaadnb

gbooboooogoboobooboobooobooboobaodnb

oooooooOoocooooooooobooooooooao

o000 ooooobob oooboobobooboooooooobooao
gboobooogoboobooboobobobooboobaodnb
gboobobooboobooaodd

gbooobooogoboobooboo obooboooboo goao
od

gbooobdodb,obooboocboooboobooboobooobooobad
oooooooooao

od

uboboobooboboboobdoobooboobooboobooboodno
ooooooooao

oooooob0 oooooboobooooooooooboooooooao
oooooooboooooOogooooboboooogoo

ooooooobooooooooob0 ooooboooooooao
gooobooboboobobooboboobooboobobbo ooboooao

ugooobooboboobooboobooooboobooboobaoado

oboooboobobooboobooobooobao

O
O

O
O

>
O
<

>
O
<

|

[

O

goooobogaoag

O
O
O

gbooobooboobogobooboodaob

uoboooboobobopgpbO0obOooboobobooobobonodd
U0 oooooooooboboobooaob
gbooboboobdoobooboobooan

I I N O I Y
oooooooao

O
O
(]
O

uooooobobyp0O0O0ooooooDbao

oooao

10

20

30

40



JP 2004-501396 A 2004.1.15

(40)

ugooad

good

TEY cay-M a

Z02

mwmnh@b,m XNW (P 1

A W%
_ A .z ot 7 et
”*meco+27m¢ £aL - ML ﬁ%\\ - S $am\o,3',msm1kw
Aot £ e
it

VCAM L ayr
42104 7 gy

I
ove

CYLLUBMO ~ATR
AV eEX

(e AL Lcye
d—-m1o-2y

h=]
<C

PN77

0STE A4 £ L5F

A

03,

TALLL

b

P<S

2]

g

RETNS]

'S

[]3

oz ol

EE] vm i
al

B
e Y o /oo

SLROLEMLE L
A8RIVNIIINS
NIVEER

] 50/

YT Lo g 2 e

I

082
~

ol ¥—=i—gak
S—fd —2v
15810 AND DA

L T

y.

saza|
* wiﬁmi

1

E—TL—
onicage+ 1

A}
0oeL

¥yesiind

4L ADLEELTLE
SBE2ERNIVLER

WLM ...........

&L ALKk
DAY ||

PP APNA
NWxAS L

WONEE |

[(Rayay g 2]

wWoddad

I EALE
EEY 4L

¥ 2 LG

LY AER

Y—FL—FA
14

BT AW

> Xk

¥l
os1

Lon

L—=TFL—g )
AIR¢IPK

1SYN¥10 aND PA

— 92§
o AT | 728
Y ALy —A
TEAL Gean| |¥—Ti—gay
2l o £ =%2 O {4 32E+}
i s |
% “ }
| ' 005
ol
g 7 m _ oLs
o~ gxcANLL] [ LhLs—£
8lg 0" 0" 05
i Y] L
E T T
ndd 1 TNON I
205 CEspy  WNO¥dEF O M¥E )
Yagu YALLEE GLryiam Wy
O _l LY A
O WA AN
O (i = ¢ ThEEBY BN
0O 905



JP 2004-501396 A 2004.1.15

(41)

ugooad

good

U ENe)
-~ 2y BCIPN-Z oLy BCIPNZ

wN%z TSP {|EA <281 o

omv

Hslvg 08¢ HS080A
_ Y &—

0z Y & — L

(]
152
w
o
S R o
mN = Mz //w“ [}
. £ o <]~ s slaiel T
0 b of = L3
$ % NEEEEEER N
It N[O n
~ [ 42 ~1g
B I
Y
Jhan
ﬁyﬂ%
&Y &
| Axag

CPURUAEY
TR

6130
ALTRY

6070
BLU2x%

oooogao

ooooao

Heze

#apuhEM|LA|ﬂmg

DE Gy

—4—ATTXL
“v80

HdUAON

Ge¢ Sn:

i)

2. VIR G 0)

N7




JP 2004-501396 A 2004.1.15

(42)

goodaao

goodgano

| N BHOoHM
! ¢ OEE
: A _z7='s ) — HEOY —
w mezs | 52y ey Mo | wsz | sy
i .
_ N1y =% 2—— » | N . 1)
| @Q_/R . Ty T«
; 0
: NPpoWg,, =7 >
i
: 4
| ® Wu W@ _ ®
!
;
: B LA >
W GH WY - _ué
o L caFw=iiccaantimo] C
0=PS=PN=PE 1@ % £ 4 4 £| /= WSS 0 2 Y PS G P 2 (G oL
TARLLZ VS0 G N\ 0904 | s—oomit) 0="s w2 gHoBR—| (0
obLL
HUYZ G + e, TAPEHOKI ~F B EOEE—1=2r0 (o)
PN 2HEE Y £ 420 AH@ 0v0.
VSO U N Gy Uiy CECHBOFER I 0
0012 | HdSNTE < ¥SMTd HdSNTd < usiva
D Hdive <~ WSIVE  Hdlvd < HS0E0A
~ ASTd WR LI ON s¢ 'd 2 . 0804 o (o-TaAOINS,8 1% HOH(=T4AON<EN S
#E 7 QUR S — 0 2I6H¢E D) ASIVE ?LAU TR x4
LLELLA AR £— L 'g H YdOAON <~ HSON . 0
0604 QUR£E LMETRD £ X GAREUW
W —LUYIEROLTE S0 9=3
mn_Mﬁn_Mm °A+ 8 | HDAON <=°A )
L e 33
LSRR e THTGHOLAL0T o (3
8 A3 0 N RIS %0 ogo1 |
FEwoaCsa | . 0204 it Y :
wwm.wv&%u.~ ) &wﬁ&wﬂ AND@ NGEZLAAN NADELEAS
X NL¥EZ G- °9+X - °& NS g esanga-wwsranE
0/0L -

- ¥SNTd U R B2 0F ot A —EEBNF LA B (£
HTIOK Y £421WS0H0K 1 WF f % N+%,8 @ ASN1d A_Hﬁ@
2UGHET D Bl 0 BNS 1S9 0 HHAU 0002 o g o ysTva “ON-0, @) 4S080X [\

— 090L

%

oooogao

ooooao

% 7
%. €0,
N
oy « _ SN-=T “N
— 0,
X N =8 Il "
| HE¥0X
w7 [, A
AL N=t o] « o=
Fy
s ok
"8RvE's *SRVE'S
Tl s
F17e = 1° 1w
Pz = Tp,mﬂ,m
D
Z| 5 b3
ne
T ATy
»EG
1@2
4oy
RGN
Pl
s
et
T B ARy
PG »ESL
Y TToT=T=1 = - > [
g = el = slcisisislslsls
2 E|E|5|8|5 858 r18lEl2|8|8]|5|2|8
= g L% |
el T|slEl glsl el
Nmm,mmm‘mo1r .‘nmﬂmmmef
Z1818|21518122| %}
mMm_wmmmmnA L
gl 8lsis| 8|25+ ,ﬂ , |
i - | ™o (w0
H1357gnnm ’_1J57911,J
i ek




L T e T e T e T e T e T s T T T e T e T s T e T e T e T e T e T e T e T e B e R T e T e T e T e T e R e T e B e

ugbooobooodoboado

(43)

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT CQOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date

22 November 2001 (22.11.2001) PCT

LI

(10) International Publication Number

WO 01/89129 A2

(51) Internations] Patent Classification” HML
(21) International Application Number:  PCT/ILOL/00425
(22) International Filing Date: 14 May 2001 (14.05.2001)
(25) Filing Language: English
(26) Publication Langnage: English
(30) Priority Data:

136151 15 May 2000 (15.05.2000) IL

139674 14 November 2000 (14.11.2000)  IL

(71) Applicant for all designated States except US): M-SYS-
TEMS FLASH DISK PIONEERS LTD. [ILAL); 3B
Omer Industrial Park, 84965 Omer (IL).

== (72) Inventors; and

(75) Inventors/Applicants (for US only): DROR, Itai [TLAL);
13 Hartzit Street, 84965 Omer (IL). GRESSEL, Carmi,

4y

381

84)

David [[L/IL]; Kibbutz Urim, 85530 Mobile Post Negev
(IL). MOSTOVOY, Michael [IL/IL); 3 Michael Hazani
Street, 84480 Beer Sheva (IL). MOLCHANOV, Alexey
[TL/IL]; 12 Jabotinsky Sireet, 84000 Beer Sheva (IL).

Agents: COLB, Sanford, T Sanford T. Colb & €O. et
al.; PO. Box 2273, 76122 Rehovot (TL).

Designated States (national): AE, AG. AL, AM, AT, AU,
AZ,BA, BB, BG, BR, BY, BZ, C4, CH,CN, CO, CR, CU,
€z, DE, DK, DM, DZ, EC, EE, ES, H, GB, GD, GE, GH,
GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KB, KR, KZ, LC,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SL SK,
SL, T1, TM. TR, TT, TZ U4, UG, US, UZ, VN, YU, ZA,
ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, 8D, SL, SZ, TZ, UG, ZW), Eurasian
pateni (AM, AZ, BY, KG, KZ, MD, RU, T1, TM), Buropean
patent (AT, BE, CH, CY, DE, DK, ES, F1, FR, GB, GR, IE,
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, B, CF,
CG, CL CM, G4, GN, GW, ML, MR, NE, SN, TD, TG).

[Continued on nexi page]

(54) Title: EXTENDING THE RANGE OF COMPUTATIONAL FIELDS OF INTEGERS

10,

P

. 2O~{PrsTL0mD| | FAsTLOAD }’20 30\E UNLOAD
7
P

N
&

<
(=2}
= i
L VL,
(=2} 260 Bz
® 7
< /SRR
e
g (57) Abstract: An extension of the serial/paralle] Mc modular method with si reduction as pre-
Q viously i by the appli adapted i ively to perform both in the prime number and in the GF(2%) polynomial

based number field, in such a way as to simplify the flow of operands, by performing a multiple anticipatory fanction to enhance the

previons modular multiplication procedures.

JP 2004-501396 A 2004.1.15



L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

(44)

w0 01/89129 A2 NN N0 A A

Published:

For two-letter codes and other abbreviations, refer to the "Guid-

—  without international search report and to be republished  ance Notes on Codes and Abbreviations” appearing at the begin-

wupon receipt of that report

ning of each regular issue of the PCT Gazette.

JP 2004-501396 A 2004.1.15



L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

w

10

15

20

25

30

(45)

WO 01/89129 PCT/ILO1/00425

EXTEN’DING THE RANGE OF COMPUTATIONAL FIELDS OF INTEGERS

FIELD OF THE INVENTION
The present invention relates to apparatus operative to accelerate cryptographic
co-processing peripherals and additionally but not exclusively to an accelerated
processing apparatus for polynomial based and prime number field arithmetic,
extending the range of computational fields of integers and width of serial input
operands in modular arithmetic public key cryptographie coprocessors designed for

elliptic curve and RSA type computations.

BACKGROUND OF THE INVENTION

Security enhancements and performance accelerations for computational devices
are described in Applicant’s U.S. Patents 5,742,530, hereinafter "P1", 5,513,133,
5,448,639, 5261,001; and 5,206,824 and published PCT patent application
PCT/IL98/00148 (WO98/50851); and corresponding U.S. Patent application 09/050958,
bereinafter “P2”, Onyszchuk et al's U.S. Patent 4,745,568; Omura et al’s U.S. Patent
4,5877,627, and applicant’s U.S. Patent Application 09/480,102; the disclosures of
which are hereby incorporated by reference. Applicant's U.S. Patent 5,206,824 shows an
early apparatus operative to implement polynomial based multiplication and squa.r'mg;
which cannot perform operations in the prime number field, and is not designed for
interleaving in polynomial based computations. An additional analysis is made of an
approach to use the extension field in polynomial based arithmetic in Paar, C., F.
Fleischmann and P. Soria-Rodrignez, "Fast Arithmetic for Public-Key Algorithms in
Galois Fields with Composite Exponents*, IEEE Transactions on Computers, vol. 48,
No. 10, October 1999, henceforth "Paar". W. Wesley Peterson and E.J. Weldon Jr., in
the second edition of “Error-Correcting Codes”, published by the MIT Press,
Cambridge, Mass., 1972, pages 174-179, demonstrated circuits for performing division
in the polynomial based residual number system GF(27), hereinafter, “Peterson”.
Peterson’s circuit can only be used in a device where the multiplier is exactly the length
of the modulus. Typically, that would demand a device that would be more than twice

as long as present devices, and would mnot be cost effective for compact

1
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implementatjons. It could not be used in interleaved implementations, and could not be

wseful where ¢ is longer than 1, as he has not provided an anticipatory device for

determining the ¥, of a multibit character.
Whereas, Knuth [D. Knuth, The art of computer programming, vol. 2.
Seminumerical algorithms, Addison-Wesley, Reading Mass., 1981] page 407, implies

that using an ordinary division process on a single £ bit character in polynomial based

division, we can assume a method to anticipate the next character in the quotient, this
invention discloses a method for anticipating the next character of a quotient

deterministically using a logic configuration.

SUMMARY OF THE INVENTION

It is an aim of the present invention to provide a microelectronic specialized
arithmetic unit operative to perform large number computations in the polynomial based
and prime integer based nwmber fields, using the same anticipating methods for
simultancously performing interleaved modular multiplication and reduction on varied
radix multipliers.

A further aim of the invention also relates to a compact microelectronic
specialized arithmetic logic wnit, for performing modular and normal (natural, non-
negative field of integers) multiplication, division, addition, subtraction and
exponentiation over very large integers. When referring to modular multiplication and
squaring using both Monigomery methods and a reversed format method for simplified
polynomial based multiplication and squaring, reference is made to the specific parts of
the device as a superscalar modular arithmetic copracessor, or SMAP, or MAP or
SuperMAP™, also as relates to enhancements existing in the applicant’s U.S. Patent
pending 09/050,958 filed March 31, 1998 and a coutinuation in part, 09/480,102 filed
on Janmary 10, 2000.

Preferred embodiments of the invention described herein provide a modular
computational operator for public key cryptographic applications on portable Smart
Cards, typically identical in shape and size to the popular magnetic stripe credit and
bank cards. Similar Smart Cards as per applicant's technology of US Patent 5,513,133
and 5,742,530, and applicanis abave mentioned pending applications are being used in
the mew generation of public key cryptographic devices for controlling access to

2
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computers, databases, and critical installations; to regulate and secure data flow in
commetcial, military and domestic transactions; to decrypt scrambled pay television
programs, etc. and as terminal devices for similar applications, Typically, these devices
are also incorporated in computer and fax terminals, door locks, vending machines, etc.

The preferred architecture is of an apparatus operative to be integrated to a
multiplicity of microconiroller and digital signal processing devices, and also to reduced
instruction set computational designs while the apparatus operates in parallel with the
host’s processing unit.

This embodiment preferably uses only one multiplying device which inherently
serves the function of two or three multiplying devices, basically similar to the
architecture described in applicant’s 5,513,133 and further enhanced in U.S. Patent
application  09/050,958 and PCT application PCT/IL98/0048. Using present
conventional microelectronic technologies, the apparatus of the present invention may
be integrated with a controlling unit with memories onto a smarf card microelectronic
circuit.

‘The main difference between hardware implementations in the polynomial based
field, and in the prime number field, is that polynomial based additions and subtractions
are simple XOR logic operations, without carry signals propagating from LS to MS.
Consequently, there is no interaction between adjacent cells jn the hardware
implementation, and subtraction and addition are identical procedures. The earliest
public notice that the authors are aware of was a short lecture by Marco Bucci of the
Fondazione Ugo Bordoni, at the Burocrypt Conference Rump Session in Perugia, Italy,
in 1994, though, even then, this configuration was well known fo engineers practiced in
the art.

Previous applicant's apparati, described in P1 and P2, were typically prepared to
efficienily compute elliptic curve cryptographic protocols in the GF(p) field. For use in
the GF(2") field, in this invention, we show that as there is no interaction between
adjacent binary bits in the polynomial field, computations can be processed efficiently,
simultaneously performing reduction and multiplication on a superscalar multiplication
device without introducing Montgomery functions and Montgomery parasi’cés,
Multiplication in GF(2?) is performed as the computation machine preferably starts
from the most significant partial products. Reduction is performed by adding as many

3
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moduli as are necessary to reset MS ones to zeroes. As there is no carry out, in these
additions, results are automatically modulatly reduced. In this invention polynomial
computations are performed using the same architecture, wherein, in GF(2%) the
operands are fed in MS characters first, wherein all internal carry signals are forced to
zero. GF(p) computations are preferably executed as in P1 and P2, wherein LS
characters are processed first and MS characters last.

The architecture has been extended to allow for a potentially faster progression, in

that serial multipliers are ¢ bit wide characters, and at each clock, an £ bit character is

emitted from the carry save accumulator, the CSA. This has somewhat complicated the
anticipation’ process (Yp), in that for single bit wide busses, an inversion of an odd
number over a mod 2” base is also an odd number, and the least significant bit of the
multiplicand (Jy) was always a one. For both number figlds, however the reduction
process is identical, assuming the switch out of (suppression of) carries, if we remember
that our only aim is to output a k character zero string, and we regard the ¥y function
only as a zero forcing vector.

The present invention also seeks to provide an architecture for a digital device, which
is a peripheral to a conventional digital processor, with computational, logical and
architectural novel features relative to the processes described in US Patent 5,513,133,

A concurrent process and a hardware architecture are provided, to perform modular
exponentiation without division preferably with the same number of operations as are
typically performed with a classic multiplication/division device, wherein a classic
device typically performs both a large scale multiplication and a division on each
operation. A particular feature of a preferred embodiment of the present invention. is the
concurrency of larger scale anticipatory zero forcing fumctions, the extension of number
fields, and the ability to integrate this type unit for safe communications.

The advantages realized by a preferred embodiment of this invention result from a
synchronized sequence of serial processes. These processes are merged to
simultaneously (in parallel) achieve three multiplication operations on # character
operands, using one multiplexed & character serial/parallel multiplier in # effective clock
cycles, where the left hand final k characters of the result reside in the output buffer of

the multiplication device. This procedure accomplishes the equivalent of three
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multiplication cornputations in both fields, as described by Montgomery, for the prime
number field and the equivalent of twa multiplications and a division process in GF(29).

By synchronizing loading of operands into the SuperMAP and on the fly detecting
values of operands, and on the fly preloading and simultaneous addition of next to be
nsed operands, the apparatus is operative to execute computations in a deterministic
fashion. All multiplication and exponentiation cirouitry is preferably added which on the
fly preloads, three first k character variables for a next iteration squaring sequence. A
detection device is preferably provided where only two of the three operands are chosen
as next iteration multiplicands, eliminating % effective clock cycle wait states.
Conditional branches are replaced with local detection and compensation devices,
thereby providing a basis for a simple control mechanism. The basic operations herein
described are typically executed in deterministic me in. GF(p) using a device described
in US Patent 5,513,133 to Gressel et al or devices as by STMicroelectronics in Rousset,
France, under the frade name ST19-CF58.

The apparatus of the present invention has particularly lean demands on external
volatile memory for most aperations, as operands are loaded into and stored in the
device for the total length of the operation. The apparatus preferably exploits the CPU
onto which it is appended, to execute simple loads and u;lloads, and sequencing of
commands to the apparatus, whilst the MAP performs its large number computations.
Large numbers presently being implemented on smart card applications range from 128
bit to 2048 bit natural applications. The exponentiation processing time is virtnally
independent of the CPU, which controls it. In practice, architectural changes are
typically unmecessary when appending the apparatus to any CPU. The hardware device
is self~contained, and is preferably appended to any CPU bus.

In general, the present invention also relates to arithmetic processing of large
integers. These large numbers are typically in the natural field of (non-negative)
integers or in the Galois field of prime numbers, GF(p), composite prime moduli, and
polynomial based numbers in GF(2%). More specifically, preferred embodiments of the
present invention seek to provide devices that can implement modular arithmetic and
exponentiation of large numbers. Such devices are suitable for performing the
operations of Public Key Cryptographic authentication and encryption protocols, which,

in the prime number field work over increasingly large operands and which cannot be
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executed efficiently with present generation modular arithmetic coprocessors, and
cannot be executed securely in software implementations. Preferably, the same general
architecture is used in elliptic curve implementaﬁéns, on integers, which are orders of
magnitude smaller. Using the novel reverse mode method of multiplication, polynomial
arithmetic is advantageous as generating zeroes does not encumber computations with
the parasitic 27 factor.

The architecture offers a modular implementation of large operand integer
arithmetic, while allowing for normal and smaller operand arithmetic enabled by
widening the serial single character bus, i.e., use of a larger radix. Typically, this is
useful for accelerating computations, for reducing silicon area for implementing the
SuperMAP, and for generating a device of length compatible with popular Digital
Signal Processors (DSP).

For modular multiplication in the prime and composite field of odd numbers, 4 and B
are defined as the multiplicand and the multiplier, respectively, and NV is defined as the
modulus in modular arithmetic. ¥, is typically larger than 4 or B. N also denotes the
composite register where the value of the modulus is stored. ¥, is, in some instances,
typically smaller than 4. 4, B, and N are typically » characters long, where characters
are typically one to 8 bits long. k the number of { bit characters in the size of the group
defined by the size (number of cells) of the multiplying device. Similarly, in polynomial
based GF(27) computations, the modulus, N, is » bits long wherein the MS bit is a one
(2 monic), and the 4, § and B operands are also, when properly reduced, 7 bits long. If a
result of a GF(2%), computation is monic it is preferably “reduced” to a value with an
MS zero, by XORing said result value with the modulus. In a preferred embodiment, as
the first significant bit of a GF(27) is formed in the reverse mode, the MAP can sense if
the bit is a one, and perform the preferred reduction.

In the prime field, =, or in some instances =, is used to denote congruence of modular
numbers, for example 16 =2 mod 7. 16 is termed “congruent” ta 2 modulo 7 as 2 is the
remainder when 16 is divided by 7. When ¥ mod N =X mod ¥; both ¥ and X may be
larger than N; however, for positive X and ¥, the remainders are identical. Note also that
the congruence of a negative integer Y, is ¥+ u-N, where N is the modulus, and if the
congruence of Y is to be less than N, u is the smallest integer which gives a positive

result.
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In GF(27) congruence is much simpler, as addition and subtraction ate identical,
and normal computations typically do not leave a substantial overflow. For N'=1101
and A = 1001, as the left hand MS bit of 4 is 1, we must reduce ("subtract") N from 4
by using modulo 2 arithmetic, A XOR & = 1001 XOR 1101 = 0100.

The Yen symbol, ¥, is used to denote congruence in a limited sense, especially

useful in GF(p). During the processes described herein, a value is often either the
desired value, or equal to the desired value plus the modulus. For example X% 2 mod 7.
X can be equal to 2 or 9. X is defined to have limited congruence to 2 mod 7. When. the
Yen symbol is used as a superscript, as in B¥ then 0 < B¥ < 2 N, or stated differently, B
is either equal to the smallest positive B which is congruent to B, or is equal to the
smallest positive congruent B plus N, the modulus. Other symbols, specific to this
invention appear later in this summary.

When X=AmodN, X is defined as the remainder of A dividedbyWN;
e.g., 3 =45 mod 7, and much simpler in GF(2”) - 1111 mod 1001 = 0110.

Tn nurmber theory, the modular multiplicative inverse of X is written as X1, which
is defined by X-X*l mod N= 1. If X=3, and N=13, then X! =9, i.e,, the remainder of
3.9 divided by 13 is 1 in GF(p).

For both number fields, we typically choose to compute the multiplicative inverse
of A using the exponential function, e.g., A mod g= 47" mod g.

The acropyms MS and LS are used to signify “most significant” and “least
significant”, respectively, when referencing bits, characters, and full operand values, as
is conventional in digital nomenclature, but in the reversed mode polynomial base,
operands are loaded MS data first and LS last, wherein the bit order of the data word is
reversed when loaded.

Thronghout this specification N designates both the value N, and the name of the
shift register which stores N. An asterisk superscript on a value, denotes that the value,
as stands, is potentiaily incomplete or subject to change. 4 is the value of the number
which is to be exponentiated, and n is the bit length of the N operand. After initialization
when 4 is “Montgomery P field normalized” to 4* (4*=2"4 - explained in P1) 4* and

N are typically constant values throughout the intermediate step in the exponentiation.

In GB(2%) computations where computations might be performed with the normal

unreversed positioning of bits we would be bound by this same protocol. However,
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using the reversed format, our computations generate most significant zeroes, which are
disregarded, and do not represent a multiplication shift, as there is no carry out.

During the first iteration, after initialization of an exponentiation, B is equal to 4*. B
is also the name of the register wherein the accumulated value that finally equals the
desired result of exponentiation resides. §or $* designates a temporary value; and S
designates the register or registers in which all but the single MS bit of a number in
GF(p) § is stored. (S* concatenated with this MS bit is identical to 5.) S(i-1) denotes the
value of § at the outset of the i'th iteration. In these polynomial computations there is no
need to perform modular reduction on. S

Typically, Montgomery multiplication of X and ¥ in the prime number field is
actnally an execution of (X¥-2”) mod N, where n is typically the number of characters

in a modulus. This is written, P(4-B)N, and denotes MM or multiplication in the P field.

In the context of Montgomery mathematics, we refer to multiplication and squaring in

the P field and in the polynomial based field as multiplication and squaring operations.
‘We will redefine this innovative extension of a Montgomery type arithmetic in the

GF(2%) to mean a reversed format data order, wherein MS zero forcing does not change

congruence, or initiate a burdensome parasitic factor. We may thus infroduce a new set

of symbols to accommodate the arithmetic extension, and to enable an architecture with

wider serial multiplier buses. Such a more than one bit serial multiplier stream is
preferable for enabling a natural integer superscalar raultiplier.Such multiplier device
may accept 32 bit multiplicands and 4 bit multipliess, into an apparatus that can perform

modular arithmetic multiplications and reductions sinwltaneously.

Symbols in the Serial/Parallel Super Scalar Modular Muliiplier
Enhancement
/  Number of bits in a character (digit).

¥ Radix of multiplier character, r = 2,
n Size of operands (multiplier, multiplicand and modulus) in characters. In the

demonstration of the computgtions in the GF(p) field of Montgomery arithmetic,
{ is equal to one, and r is the bit length of the modulus operand.

%k Length of serial-parallel multiplier in characters.

8
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m  Number of interleaved slices (segments) of multiplicand: m = n/k.
S;  Partial product result of ¢ 'th MM iteration; 0 i< m - 1; 85 =0.
Sio Right hand character of the 7 th iteration result, after disregarding the first
character right hand zeroes of Z.
8;  Theleft hand » - k characters of the 7 'th result.
Sy j'th character of S;.
A Parallel multiplicand consists of m-k characters.
A;  Thei'th k character slice of 4, (and/or register storing A)
Ay Thet'th character of 4;.
B A serial multiplier (and/or register store of B).
B,  Firstright hand % characters of B.
B Lastlefthand (n - &) characters of B.
By j'th character of Bo.
B;  j'thcharacter of B.
N Modulus operand. (and/or register storing said multiplier).
Ny  The Right Hand k characters of N.
{the LS characters in GF(p); MS characters in GF(27) }
N (n-k)Left Hand characters of N.
{ MS characters in GF(p); LS characters in GF(27) }
Ny j'th character of N;.
N;  j'th character of N.
o Zero forcing variable required for both Montgomery multiplication and reduction
in GF(p). Yy is k characters long.
J 'th character of ¥o.
R A summation of the value residing in the Carry Save Accumulator, (includes
unresolved internal carry ins) and the carry out bit from the final serial summator,
460.
Joo  Zero forcing character fimction of the modulus, A, for "on the fly" finite field

multiplication and reduction. For { = 1, Jy is always equal to 1.

Carryy j'thinternal carry character of radix r serial-parallel multiplier.

Carry, radix r carry of output serial adder for GR(p) computations.

Sumy

J 'th internal sum character of radix » serial-parallel multiplier.

9
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LS Least Significant.

MS Most Significant.

] Concatenation, e.g. 4 =110, B=1101; 4} B=1101101.

Right Hand A Least Significant portion of all GF(p) computation data blocks and

an MS portion of the reversed GF(2?) format.

Left Hand A Most Significant portion of all GF(p) computation data blocks and

an LS portion of the reversed GF(27) format.

GF(p) Galois Field, strictly speaking finite fields over prime numbers where we also
use composite integers (product of two very large prime numbers) that allow
for addition, subtraction, multiplication and pseudo-division.

GF(2%) (alois Fields finite ficlds using modulo 2 arithmetic.

@ An operator or device which may be externally switched to add or subtract
integers with or without carries, as befits the specific number system.

@ An operator or device which may be switched to either execute multiplication
over GF(p) or multiplication aver GF(2).

& Thenumber field switch, where if:

& =1, the switch is operative to enable all carry infoutputs for GF(p) computations;

& =0, the switch is operative to disable all carry iv/outputs for GF(2%) computations.

SuperMAP  Any one of a2 member of the proprietary Superscalar Modular Arithmetic

Processor family that is the subject of this invention. The SuperMAP trademark is
registered in Burope and is pending in the United States.

According to a first aspect of the present invention, there is therefore provided a
microelectronic apparatus for performing ® Iﬁultiplication and squaring in both
polynomial based GF(27) and GF(p) field arithmetic, squaring and reduction using a
serial fed radix 2° multiplier, B, with k character multiplicand segments, 4, and 2 &
character @ accumulator wherein reduction to a limited congruence is performed "on
the fly", in a systolic manner, with 4, a multiplicand, times B, a multiplier, over a
modulus, N, and a result being at most 2n+1 characters long, including the & first
emitting disregarded zero characters, which are not saved, where k characters have no
less bits than the modulus, wherein said operations are carried out in two phases, the

apparatus comprising;
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a first (B), and second (N) main memory register means, each register operative to hold at
least » bit long operands, respectively aperative to store a multiplier value designated B, and
amodulus, denoted &V, wherein the modulus is smaller than 2,

a digital logic sensing detector, Yo, operative to anticipate "on the fly" when a modulus
value is to be @ added to the value in the @ adder acoumulator device such that all first &
characters emitting from the device are forced to zero; .

a modular multiptying device for at least k character input multiplicands, with only
one, at least k characters long @ adder, ® summation device operative to accept &
character multiplicands, the ® multiplication device operative to switch into the &
accumulator device, in turn, multiplicand values, and in turn to receive multiplier values
from a B register, and an "on the fly" simultaneously generated anticipated value as a
multiplier which is operative to force k first emitting zero output characters in the first
phase, wherein at each effective machine cycle at least one designated multiplicand is @

added into the @ accumulation device;

the multiplicand values to be switched in turn into the @ accumulation device
consisting of one or two of the following three muitiplicands, the first multiplicand
being an all-zero string value, a second value, being the multiplicand 4;, and a third
value, the Np segment of the modulus;

an antjcipator to anticipate the /bit k character serial input ¥, multiplier values;

the apparatus being operable to input in tuwm multiplier values into the
multiplying device said values being first the B operand in the first phase, and
concurrently, the second multiplier value consisting of the Yo, “on the fly" anticipated &
character string, to force first emitting zeroes in the output;

@, operative to

the apparatus further comprising an accumulation device,
output values simultaneousty a; multiplicands are @ into the & accumulation device;
an output transfer mechanism, in the second phase operative to output a final
modular ® multiphication result from the @ accumnlation device.
According to a preferred embodiment @ summations into the @ accumulation device

aré activated by each new serially loaded higher order multiplier characters.

11
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Preferably, the multiplier characters are operative to cause no @ summation into the
@ accumulation device if both the input B chavacter and the corresponding input Yo
character are zeroes;

are operative to @ add in only the 4; multiplicand if the input B character is a
one and the corresponding ¥y character is a zero;

are operative to @ add in only the N, modulus, if the B character is a zero, and
the corresponding Yo character is a one; and

are operative to @ add in the @ summation of the modulus, N, with the
multiplicand 4; if both the B input character and the corresponding Yo character are
ones.

Preferably, the apparatus is operative to preload multiplicand values 4; and ¥, into
two designated preload buffers, and to @ summate these values into a third multiplicand
preload buffer, obviating the necessity of @ adding in each multiplicand value
separately.

Preferably, the multiplier character values are arranged for input in serial single
character form, and wherein the Yo detect device is operative to anticipate only one
character in a clocked turn.

Tn a preferred embodiment wherein the @ accumulation device performs modulo 2
computations, XOR addition/subtraction, wherein all carry bits in addition and
subtraction components are disregarded, thereby precluding provisions for overflow and
farther limiting convergence in computations.

Preferably, carry inputs are disabled to zero, denoted, &=0, typically operative to
perform polynomial based multiplication.

Preferably the apparatus is operative to provide non-carty arithmetic by omitting

carry cirenitry, such that an & equal to zero acting on an element in a circuit equation
computing in GF(27), Y designates omitted circuitry and all adders and subtractors,

designated @ to XOR, modulo 2 addition/subtraction elements.
A preferred embodiment is adapted such that the first & character segments emitted
from the operational unit are zeroes, being controlled by the following four quantities in

anticipating the next in turn ¥, character:
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i the ¢bit Sy bits of the result of the /bit by /hit mod 2/ ® multiplication
of the right-hand character of the 4; register times the B; character of the B Stream, 4@
Bymod 2%

ii.  the first emilting carry out character from the @ accumulation device,
HCO);

iii.  the £bit Soy character from the second from the right character emitting

cell of the @ accunlation device, SO;; )

iv.  the ¢bit Jy value, which is the negative multiplicative inverse of the right-
hand character in the Ny modulus multiplicand register,

wherein values, 4y ® By mod 21, S(COp), and SO, are @ added character to
character together and “on the fly" multiplied by the Jp character to output a valid Yo
zero-forcing anticipatory character to force an /bit egressing string of zeroes.

The apparatus is preferably operable to perform multiplication on polynomial based
operands performed in a reverse mode, multiplying from right hand MS characters to
left hand LS characters, operative to perform modular reduced @ multiplication without
Montgomery type parasitic functions.

Preferably, the apparatus further comprises preload buffers which are setially fed and
where multiplicand values are preloaded into the preload buffers on the fly from one or
more memory devices.

The apparatus is preferably operative to @ summate into a multiplication stream a
previous valite, emitting from an additional » bit § register, via an { bit @ adder circuit
such that first emitting output characters are zeroes when the ¥ detector is operative to
detect the necessity of @ adding moduli to the @ summation in the @ accumulation
device, wherein the ¥p detector operates to detect, utilizing the vext in turn © added
characters Ag ® By mod %, ¥(CO), SO, Ss and F(CO,), the composite of @ added

characters to be finite field ® muitiplied on the fly by the £bit J; value, where @ defines

the addition and ® defines the multiplication as befits the finite ficld used in the

process.
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Preferably, for /=1, Jois implicitly 1, and the Jp ® multiplication is implicit, without
additional hardware.

Preferably, a comparator is operative to sense a finite field output from the &
modular multiplication device, whilst wotking in GF(p), where the first right hand
emitting k zero characters are disregarded, where the output is larger than the modulus,
N, thereby operative to control a modular reduction whence said value is output from
the memory register to which the output stream from the multiplier device is destined,
and thereby precluding allotting a second memory storage device for the smaller
product values.

Preferably, for @ modular multiplication vin the GF(2%), the apparatus is operative to

multiply without an externally precomputed more than /bit zero-forcing factor.

A preferred embodiment is operative to compute a Jy constant by resetting either
the A operand value or the B operand value to zero and sefting the partial result
value, Sp, to 1. '

According - to a second agpect of the present invention there is provided a
microelectronic apparatus for performing interloaved finite field modular multiplication
of integers 4 and B, so as to generate an. output stream of 4 times B modulus N, wherein
a number of characters in a modulus operand register, », is larger than a segment length
of & characters, wherein the ® multiplication process is performed in a plurality of
interleaved jterations, wherein at each interleaved iteration with operands input into a @

multiplying device, consisting of N, the modulus, B, a multiplier, a previously computed

partial result, S, and a & character string segment of 4, a multiplicand, the segments’

progressing from the Ay string segment to the A, string segment, wherein each
iterative result is @ summated into a next in tum S, temporary result, in turn, wherein
first emitting characters of iterative results are zeroes, the apparatus comprising:

first (B), second (S) and third () main memory registers, each register respectively
operative to store a multiplier value, a partial result value and a modulus;

a modular multiplying device operative to € summate into the @ accumulation.
device, in turn one or two of a plurality of multiplicand values, dun'ng. each one of a
plurality of phases of the iterative ® multiplication process, and in tumn 0 receive as

multipliers, in turn, inputs from:
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said B register,

an “on the fly" anticipating value, Yo, being usable as a multiplier to force first
emitting right-hand zero output characters in each iteration, and

said N, register;

the{multiplicand parallel registeré operative at least fo receive in turn, values

" from the 4, B, and N register sources, and in turn, also a multiplicand zero forcing Yo,

value;

the apparatus further uiilizing the ¥p detect device operative to gene}ate a
binary string operative to be a multiplier during the first phase and operative to be a
multiplicand in the second phase;

the apparatus being operable to obtain multiplicand values suitable for
switching into the @ accumulation device for the first phase consisting of a first zero
value, a second value, 4, which is a k character siring segment of a multiplicand, 4, and
a third value Ny, being the first emitting & characters of the modulus, V;

the apparatus further being operable to utilize a temporary result value, S,
resulting from a previous iferation, operative to be @ summaied with the value
emanating from the ® accumulation device, to generate a partial result for the next-in-
turn iteration;

the apparatus further being operable to utilize multiplicand values to be input,
in tum, into the @ accumulation device for a second multiplication phase being,
comprising firstly a first zero value, a second 4; operand, remaining in place from the
first phase, and thirdly a Y5 value having been anticipated in the first phase;

multiplier values input into the multiplying device in the first phase being
firstly an emitting string, Bo, said multiplication device being operable to multiply said
s&ing segment concurrently ® multiplying with a second ® multiplier value consisting
of the anticipated Y; string which is simultaneously loaded character by character as it is
generated into a preload multiplicand buffer for the second phase;

the two multiplier values operative to be input info the apparatus during a
second phase heing left hand n- & character values from the B operand, designated B,
and the left hand # - & characters of the N modulus, designated J, respectively; and
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wherein said apparatus further comprises a multiplying flush out device
operative in a last phase to transfer the left hand segment of a result value remaining in
the @ accumulation device into a result register.

Preferably, the apparatus is operable to perform ® multiplication on polynomial
based operands is performed in a reverse mode, multiplying from MS characters to LS
characters, operative to perform modular reduction without the Montgomery type
parasitic functions, as in applicant’s patent US 5,742,530.

According to a third aspect of the present invention there is provided apparatus
operative to anticipate a ¥p value using first emitting values of the multiplicand, and
present inputs of the B multiplier, carry out values from the @ accumulation device,
@ summation values from the @ accumulation device, the present values from the
previously computed partial result, and carry out vatues from the @ adder which
@ summates the result from the © accumulation device with the previous partial result.

Preferably, the apparatus is adapted to insure that & first emitting values from the
device are zero characters said adaptation comprising anticipation of a next in tarn ¥p
character using the following quantities:

i the /bit Sey bits of the result of the /bit by /bit mod 2° ® multiplication
of the right-hand character of the 4; register times the By character of the B Stream,
Ao-Bamod 25

ii.  the first emitting carry out character from the & accumulation device,
F(CO);

iif. the ¢ bit Soy character from the second from the right-hand character
emitting cell of the ® accumulation device, SO;

iv.  the next in turn character value from the S'stream, S,

v.  the ¢ bit carry out character from the Z output full adder, S(COy);

vi. the /bit J; value, which is the negative multiplicative inverse of the right-
hand character in the Ny modulus multiplicand register;

wherein values, 4o-Bg mod ZL, S(COy), SO1, Sg are @ added character to
character together and "on the fiy" ® multiplied by the Jo character to output a valid ¥o

zero-forcing anticipatory character.
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In a further embodiment there is also provided at least one sensor operative to
compare the output result to N, the modulus, the mechanism operative to actuate a
second subtractor on the output of the result register, thereby to output a modular
reduced value which is of limited congruence to the output result value precluding the
necessity to allot a second memory storage for a smaller result.

In a yet firther embodiment, a value which is a @ summation of two
multiplicands is loaded into a preload character buffer with at least a k characters
memory means register concurrently whilst one of the first values is loaded info another
preload buffer.

According to a fourth aspect of the present invention there is pro{ridad apparatus
with one @ accumulation device, and an anticipating zero forcing mechanism operative
to perform a series of interleaved @ modular multiplications and squarings and being
adapted to perform concurrently the equivalent of three natural integer multiplication
operations, such that a result is an exponentiation.

In an embodiment, next~in-turn used multiplicands are preloaded into a preload
register buffer on the fly.

In a firther embodiment, apparatus buffers and registers are operative to be loaded
with values from external memory sources and said buffers and registers are operative
to be unloaded into the external memory source during computations, such that the
maximum size of the operands is dependent on available memory means.

In a yet further embodiment there is also provided memory register means, said
memory means are typically serial single character in/ serial si.ng[e» character out,
parallel at least & characters in/parallel at least & characters out, serial single character
in/parallel at least k& characters out, and paralle]l % characters in/serial single character
out,

Preferably the apparatus is operable to provide, during a final phase of a
multiplication type iteration, the multiplier inputs are zero characters which are
operative to flush out the left hand segment of the carry save @ accumulator memory.

Preferably, the apparatus is operable to preload next in twmn multiplicands into
preload memory buffers on the fly, prior to their being required in an iteration.

Preferably, the apparatus is operable to preload multiplicand values into preload

buffers on the fly from central storage memory means.
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The same device is operable to compute the % character Montgomery constant Jo,
related to the right hand & character segment of a modulus preferably by resetting both 4
and B to zero and setting So = 1, whilst subsequently performing a k bit multiplication.

The result will reside in the ¥, register.

Modular Multiplication Sequences using Meontgomery type Arithmetic

The k character carry save adder, the CSA, is the basis for the serial/parallel
superscalar modular multiplication in both the polynomial field and in the prime number
field. Polynomial GF(2?) based comoputations are executed preferably with all carry
mechanisms switched off.

The Serial - Parallel Super Scalar Montgomery Multiplier computes Montgomery
modular product in three phases, wherein in one preferred embodiment, the last phase
may be a single clock dump of the whole left hand & character segment with a cérry of
the CSA (MS for normal multiplications, LS for reverse mode polynomial
computations), and in a more compact embodiment, the last phase may be a k effective
clock serial flush out of the contents of the CSA.

In previous P2 disclosures, the ¥y factor was computed bit by bit, consequently, only
the right band bit of Jy was consequential, and by definition a one, and a function of the
right hand bit of the madulus. In this enhancement device, the device is character serial,

and an £ bit character ¥, is generated at each clock cycle. As in previous P1 disclosures,

Yo is the first phase zero forcing function which adds in the value of modulus a
necessary number of times into the accumulated result, so that the relevant answer is
congruent and never longer than mk+1 characters, and the first right hand emitted
characters were all zeroes. X+ ON =X, as ON=0mod N.

Meodular Multiplication Sequences

Prior to initiating computation, we assume that there are no previous temporary or
random values in the device; that the operands ¥, B, and at Jeast the first segment value
of 4 are available in the registers of the device. Sp = 0; the partial product at initiation is
typically zero. Typically, modular arithmetic is executed on operands consisting of two
or more k character segments, typically in three distinct phases. For a normal foll

multiplication, where there are m segments of the modulus, there are typically m

18

JP 2004-501396 A 2004.1.15



[ B
L T e T e T e T e T e T e T e T e T e B s B e O e T e T e T e, T e, TR e T e, IO e T e T e O e T e R e R e |

10

15

20

30

(63)

WO 01/89129 PCT/ILO1/00425

superscalar multiplication interleaved iterations whence each segment of the
multiplicand is multiplied by the total multiplier, typically, B.

The process of the first phase, on the (i = 0’th segment) of each interleaved
superscalar multiplication is the generic superscalar multiplication accumulation
interaction:

Si® 4:Bo @ Yo-No

(Bo and Yo are serially character by character fed from the first segment of the
operand into the multiplier, 4; and Ny are parallel single slice operands, ; is the partial
product from a previous iteration/computation. ;= 0 on the 0’th first iteratior.)

@ summation of the two superscalar

The first phase process implements a
products with the right hand segment of the previous result. A k character string of
zeroes has emitted from the multiplying device, and is disregarded; a partial first
segment result resides in the device buffer, which is summated into the second phase
result.

The first phase result consists typically of R, the contents of the CSA concatenated
with the serial outputted right hand segment of all zeroes. (In GF(p) computations there
is an additional LS carry-in bit to R.)

The process of the second phase is the generic superscalar multiplication
accumulation interaction:

ROS@ABD YoN

(Remember, an underlined variable, e.g., B, is the remaining left hand value of an
operand. It is typically one or more segments, 1., m — 1 segments, B and N are serially
fed character by character into the multiplier, and both 4, remaining from the first
phase, and Yp, which was a multiplier in the first phase and was loaded into the machine
in the first phase to be a multiplicand in subsequent itetations, are parallel operands).

At the end of the second phase, typically consisting of #-1 iterations, the left hand
segment of §; remains in the CSA - ready to be transferred — and the right hand slice (¢
character segment) has emanated from the device, typically into an S register. Note that
multiplication in the prime number field has been performed in a conventional carry
save summation method. Multiplication in the GR(2?) reversed format mode has
progressed from most to least significant characters. The Yo function has anticipated

when a modulus value must be "added” into the accumulator. Except for the disabled
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carry bits in the device, the mechanical process is typically identical for the two number
systems.
We disclose the method used for deriving the Yy characters of the zero-forcing
vector in finite fields.
Compute: Jy = “Noo™ mod 2
All natural integers which are relatively prime to a modulus have multiplicative
inverses in both mumber fields. Noo is odd and, therefore, has no factor of 2. All factors

of mod 2 are 2, so that any number with a least significant 1, and a modulus whose only
factor is 2, are relatively prime, and Jy always exists. Formally, for odd Npo and 2,

god(No,2) = 1.

This éingle character of the fanction can be hardwire implemented with random
Jogic, with simple circuitry, or with a simple look up table. There are only 2% different
values that must be derived in a look up table. In the reverse mode format, the
polynomial modulus must be right justified, neminally odd. In typical exponentiational
functions, both number ficlds, the right hand bit of the modulus bit is 2 one, nominally
odd, and the multiplicative inverse of an odd number mod 2* must always be odd.

If /=1, the Joo multiplier is explicitly equal fo 1, and need not be computed.
The result of a character output forced by the Yo function during the first phase is always
0, consequently the /’th character output, Zij, of the SupetMAP is:
0= 2'R® 5y B dioBoj B YoNoo ) mod 2=Zy; therefore,

R® Sy @ AwBy) = -Yo-Noo ; and
Yo = -Noo" (R® Sy ® A:Byy) mod 7.

From the above equation, we leamn that Juo is preferably the negative value of the
modular multiplicative inverse of the right hand & character of the modulus for both
number systems; noting that in modulo 2 arithmetic, positive and negative values are the
same,

R is the summation of the value remaining in the CSA summated to the carry out
bit from the final serial adder, 460, in Fig. 2. Sy is the j°th bit of the partial product at
the #th iteration. A is the right hand character (LS in GF(p)) of the i'th slice of 4. Bg; is
the jth character of B. By is a constant (multiplier) during all iterations of a
Montgomery multiplication. ¥y is a & character vector generated at each (°th) iteration.
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Yﬁj is j°th character generated at the j°th clock of the first phase of an iteration. N, is an
m sliced modulus. Np is the right hand slice of the modulus. Ny is the right hand

character of No.

Formalizing the Super sealar modular multiplication method for both fields:
So=0;
Fori=0tom - 1 (interleave iterations)
First phase: (of each interleave)
R=0
Forj =0 to k— 1 (each character of first phase)
Yo=(Jos (RD Sy ® Ax@ Byy) ) mod 2
Z;=(R @ S5 D 4@ By @ Yoy@ No ) mod 24 and
R=TQ'R® 5, ® 4n® By @ 1o@No )} /2
After k effective clock cycles, the first segment of the Z siream was all zeroes,
and was disregarded; the relevant Yo, % character vector, is now prepared to be a
multiplicand in the next phase, and the summated R value will be used in the next phase.
Second phase:
Forj=kton-1
Zy= (R ® 85 @ 40®By D Yo @Ny) mod 24
R=[2R® 5 D By @ Yyl /7
Fmplementation of the above algorithm with a character based serial-parallel
multiplier is 2 simple extension of the above protacol:
(Quotient( x, y ) is the integer division function without remainder. For
example, if x = 10101y, and y = 10000, then Quotient(x,y)=1).
So=0
Pori=01to m - 1 (Interleaved loop)
First phase:
Forj=0tok-1
Yo =
(JooSio ® 4i0®Bg; & SCarryy @ Suny; @ Quotient( Sip @ Sumo, r ))) mod
For ¢ =010 k- 1 ( Whole loop with 1 clock pulse )
21
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Surmy = ( Sump ® SCarry ® 4y @ Boy @ Yo @ Now ) mod
Careyy= ( Quotient({Sump @ Carry @ Ay @ Boy ® Yo ® No), r)
(Output of multiplier device in this stage is '0' 5)
Second phase:
Main part
Carry,=0
Forj=kton-1
For¢t=0+to k- 1 (Whole loop with 1 clock pulse )
Sumy = (Sumu @ SCarry @ 4, @B ® Yo@N;) mod r
Carrye= Quotient((Sumu @ Carry ® AyBB; ® Yu®N), ¥)
8i520= (Sijox @ Sumg @ S Carry,) mod r
Carry, = Quotient((S;jox @ Sumo @ Carrya), v)
Flushing of the multiplier
Forj=nto(n+k-1)
For¢=0to k-~ 1 ( Whole loop with 1 clock pulse)
Stamy = (Sum @ S Carryy) muci 7

Carry, = Quotient((Summ © Carry), )
S = (St @ Sumo © S Carry,) mod r
Carry, = Quotient((S;j.x @ Sumo @ Carry,), v

For a formal explanation with examples of the particular case where { =1 in the
GE(p) field, see P1.

The above describes a microelectronic method and apparatus for performing
interleaved finite field modular multiplication of integers 4 and B operative to generate
an output stream of 4 times B modulus N wherein # is the number of characters in the
modulus operanid register and is larger than k, wherein the ® multiplication process is
performed in iterations, wherein at each interleaved iteration with operands fnput into 2
@ multiplying device, consisting of N, the modulus, B, a multiplier, a previously
computed partial result, S, and a k character string segment of 4, a multiplicand, the
segments progressing from the 4o string segment to the Am. string segment, wherein

each iterative result is @ summated into a next in turn S, temporary result, in turn,
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wherein first emitting characters of iterative results are zeroes, the apparatus
comprising:

Typically, there may be four serial / bit character registers feeding the multiplying
device, first (B), second (S) and third (V) and preferably (4), conﬁgured to efficiently load
the multiplier. For computations on long operands which typically are not accommodated in
the MAP’s internal registers, the CPU can load operands from its accessible memory.

Typically, these main memory tegisters store and output operands, respectively operative
to store a multiplier value, a partial result value and a nuodulus, N. V

The modular multiplying device operative to @ su.n;mate into the ® accumulation
device, in turn one or two of a plurality of multiplicand values, in turn, during the
phases of the iterative ® multiplication process, and in turn to receive as multipliers, in
turn, inputs from a first value B register, second, from an "on the fly" anticipating value,
Yo, as a multiplier to force first emitting right-hand zero ouiput characters in each
iteration, and third values from the modulus, N, register.

The multiplicand parallel registers are operative to receive in turn, values from the
4, B, and N register sources, and in turn, also a multiplicand zero forcing ¥, value.

The zero forcing Yy detect device is operative to generate a binary string operative
to be a multiplier during the first phase of operation and is operative to be a
multiplicand in the second phase of each iterative multiplication.

The multipli;:and values to be switched into the @ accumulation device for the
first phase consist can be on of four values, a first zero value, a second value, 4;, which
is a k character string segment of a multiplicand, 4, and a third value Ny, being the first
emiiting k characters of the modulus, N. The Np value is typically switched in at the start
of a multiplication, if there is a fourth preload buffer as in Fig. 6. Then when a k
character slice of 4 is input, the 4; value is serially summated with the Ny value and
stored in the fourth buffer.

If a computation is typically on a single % character modulus, then there is no need
for the § register, or for the temporary result value, S. If the operand is 2k characters or
Tonger, then the manipulations must be iterative, with progressing 4; slices. For squaring
operations slices of B are typically snared from the B stream on the fly and preloaded
into the 4; preload buffer.

At the first iteration of 2 multiplication procedure, the temporary result is zero.
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Subsequent temporary results from previous iterations, are operative to be
@ summated with the value emanating from the & accumulation device, to generate a
partial result for the next in turn iteration;

The multiplicand values to be input, in turn, into the & accurmulation device for
the second phase being, a first zero valie, which is a psendo register value, a second 4;
operand, remaining in place from the first phase, and a third ¥ value having been
anticipated in the first phase operative to continue multiplying the remaining characters
of the N modulus. :

The multiplier values input into the multiplying device in the first phase being 2
first emitting string, Bo, being the first emitting string segment of the B operand,
concurrently ® multiplying with the sscond ® multiplier value consisting of the
anticipated ¥y string which is simultaneously loaded character by character as it is
generated into a preload multiplicand buffer for the second phase;

The two multiplier values input into the apparatus during the second phase
being the left band # - k character values from the B operand, designated B, and the left
hand 1 - k characters of the N modulus, designated N, respectively.

The third phase is a flush out of the device operative to transfer the left hand
segment of a result value remaining in the @ accumulation device. This can either be a
single clock data dump, or a simple serial unload, driven by zero characters fed in. the
multiplier inputs.

T the dump is a parallel dump, some means for comparing to decide if the result
demands an additional reduction by the modulus.

One of the more innovative enhancements in the invention, is the reverse mode
multiplication in the GF(27). Because of the lack of interaction between adder cells in
this arithmetic, it is possible to perform multiplication and reduction starting from the
MS end of the product, thereby having a product that is the modular reduced answer,
without a burdensome parasite, caused by disregarded zeroes which, are tantamount to
performing a right shift in conventional Montgomery multiplication.

The second inmovation that allows for automatic zero forcing is an extension of the
¥, function of patent application P2, which describes a device wherein only one bit was
anticipated at a time. There the Joo bit, only, multiplied the single bit XORed values.

Both the multiplicative inverse of an 0dd number and its negative value produce an odd
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number. This saved implementing a look up table or a random logic circuit to compute
the Jp value for /= 1. Note, Jp is a different quantity in non-afike mmber systems. We
have shown in this extension how a ¥; value can be derived, for both relevant number
fields.

The following describes the elements of the circuitry operative to anticipate the Y,
value using first emitting values of the multiplicand, and present inputs of the B
multiplier, carry out values from the @ accumulation device, @ summation values from
the @ accumulation device, the present values from the previously computed partial
result, and carry out values from the @ adder which @ swmmates the result from the
@ accumulation device with the previous partial result.

Stated differently, the six values operative to control the zero forcing fonction,

are:

i the #bit Sy bits of the result of the /bit by £ bit mod 2° ® multiplication
of the right-hand character of the 4; register times the By character of the B Stream,
Ay®Bg mod 2

ii.  the first emitting carry out character from the @ aocumula.tion device,
F(CO);

iil,  the /bit Seu character from the second from the right-hand character
emitting cell of the @ accumulation device, SOy;

iv.  thenext in tumn character value from the § stream, Sy;

v.  the /bit carry out character from the Z output full adder, H(CO,),

vi.  the /bit J, value, which is the negative multiplicative inverse of the right-
hand character in the Np modulus multiplicand register;

wherein values, 4®Bq mod 2, P(COy), SO1, Sy are @ added character fo
character together and “on the fly" ® multiplied by the J, character to output a valid ¥,
zero-foreing anticipatory character to force an /bit egressing character string of zeroes,
Tust as in P1, in order fo determine if an output must be modular reduced, a sensor
operative to compare the output result to N, the modulus, the mechanism operative to

actuate a second subtractor on the output of the result register, thereby to output a
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modular reduced value which is limited congruent to the cutput result value precluding
the necessityv to allot a second memory storage for a smaller result.

The single @ accumulation device, configured to perform multiplication, and an
anticipating zero forcing mechanism together are operative to perform a series of
interleaved ® modular multiplications and squarings. The total device performs the
equivalent of three integer multiplications, as in a conventional Montgomery method, J,
is a k character device multiplying the first k character summation of By®4; and Si, and
in finally using the ¥; to multiply &.

"Whilst the SuperMAP is computing the last iteration of a multiplication, the first
slice of a next ‘mu[ﬁplicaﬁon can be preloaded into a preload register buffer means on
the fly. This value may be the result of a previous multiplication or a stice of a
multiplicand residing in one of the register segments in the register bank of Fig. 1 or
Fig. 5.

The preloaded value which is a @ summation of two multiplicands is @ summated
into a  character register, only, for GF(2%) computations. In GF(p) computations,
provision must be made for an additional carry bit. ‘

Bspecially for very long moduli, buffers and registers adjacent to the SuperMAP
typically have insufficient memory resources. Means for loading operands diref:ﬂy into
preload buffers is provided, operative to store operands in the CPU's memory map. For
reverse format multiplication, bit order of input words from the CPU are typically
reversed in the Data In and Data Qut devices.

BRIEF DESCRIPTION OF THE DRAWINGS
In the drawings:

Thick lines designate & character () bif) wide parallel bus lines. Thinner
contignous sigﬁal lines depict £ bif wide lines. Most control lines are not depicted; those

that are included are typically necessary to understand procedures and are typically
drawn as dash-dot-dash lines

Fig. 1 is a block diagram of the apparatus according to an embodiment of
the invention where four main registers are depicted and the serial data flow path to the
operational unit is shown and the input and-output data path to the host CPU of Fig, 3;
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Fig. 2 is a block diagram of an embodiment of an operational unit operative
to manipulate data from Fig, 1;

Fig. 3 is a simplified block diagram of a preferred embodiment of a
complete single chip, monotithic cryptocomputer, typically in smart cards;

Fig. 4 is a simplified block diagram of a preferred embodiment of a
complete single chip monolithic cryptocomputer wherein a data disable switch is
operative to provide for accelerated unloading of data from the operational unit;

Fig. 5 is a simplified block diagram of a data register bank, operative to
generate Jo;

Fig: 6 is a simplified block diagram of an operational unit, wherein the Yo
sense is a device operative to force a zero first phase output;

Fig. 7A is a block diagram of the main computational part of Fig, 6, with
circled numbered sequence icons relating to the timing diagrams and flow charts of
Figs. 7B, 7C, and Fig. 7D;

Fig. 7B is an event timing pointer diagram showing progressively the
process leading to and including the first iteration of a squaring operation; v

Fig. 7C is a detailed event scquence to eliminate the "Next Montgomery
Squaring" delays in the first iteration of a squaring sequence iconed pointers relating to
Fig. 74, Fig. 7B, and Fig. 7D;

Fig. 7D illustrates the timing of the computational output, relating to Fig.
7A, B, and Fig. 7C; and ’

Figs. 8A and 8B, taken together describe generation of the ¥, vector in
GF(2%) and in GF(p). Fig. 8A is a set of look up tables for determining the negative
multiplicative inverse of the right hand character of No, for /=2 and /= 4 and Fig. 8B

describes, in simplified block form the signals that generate the Yo function for /=2 and

/= 4 in both number fields.

DESCRIPTION OF PREFERRED EMBODH\/IENTS
In the drawings:
Thick lines designate k character (i bif) wide parallel bus lines. Thinner

contignous connecting signal lines depict £ bit wide lines. Typically, control lines are
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not depicted; those that are preferably necessary to understand procedures, are typically
drawn as dash-dot-dash lines

Figs. 1 - 2, taken together, form a simplified block diagram of a serial-parallel
arithmetic logic unit (ALU) constructed and operative in accordance with a preferred
embodiment of the present invention. The apparatus of Figs. 1 - 2, preferably include
the following components:

Single Multiplexers - Controlled Switching Elements which. select one signal or
character stream from a multiplicity of inputs of signals and direct it this chosen signal
to a single ontput. Multiplexers are marked M1 to M13, and are intrinsic parts of larger
elements.

The Multiplexer and pre-adder, 390, is an array of k {+ 1 multiplexers, and

chooses which of the four k or &+ 1 character inputs are to be added into the CSA, 410.

The B (70) and 80), S (130), S (180), and N (200) and (210) are the four main
serial main registers in a preferred embodiment. The S, is conceptually and practically
redundant, but can considerably accelerate very long number computations, and save
volatile memory resources, especially in the case where the length of the modulus is
2-km characters long.

Scrial Adders and Serial Subtractors are logic elements that have two serial
character inputs and one serial character output, and summate or perform subtraction on
two long strings of characters. Components 90 and 500 are subtractors, 330, and 460 are
serial adders. The propagation time from input to output is very small. Serial subtractors
90 and 500 typically reduce B* to B if B* is larger than or equal to N and/or $* to S if
S* is larger than or equal to N. Serial Subtractor 480, is used, as part of a comparator
component to detect if B* will be larger than or equal to N. Full Adder 330, adds the
two character streams which feed the Load Buffer 340, with a value that is equal to the
sum of the values in the 290 and 320 Load Buffers.

Fast Loaders and Unloaders, 10 and 20, and 30 and 40, respectively, are devices to
accelerate the data flow from the CPU controller. Typically, these devices eliminate the
necessity for other direct memory access components. 20 and 40 are for reversing the
data word, as is neoessary for reversing the' data words for reverse format GF(27)

multiplications.
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Data In, 50, is a parallel in serial out device, as the present ALU device is a serial
fed systolic processor, and data is fed in, in parallel, and processed in serial.

Data Out, 60, is a serie‘tl in parallel out device, for outputting results from the
coprocessor. The quotient generator is that part of Fig. 2, which generates a quotient
character at each iteration of the dividing mechanism.

Flush Signals on Bd, 240; on S*d, 250; and on Nd, 260, are made to assure that
the last &+ 1 characters can flush out the CSA. A second embodiment would reconcile
the R data at the end of the second phase, and would perform a single parallel data dump
to flush out the CSA.

Load Buffers R1, 290; R2, 320; and R3, 340 are serial in parallel out shift

registers adapted to receive the three possible more than zero multiplicand -

combinations.

Latches L1, 360; 1.2, 370; and L3, 380; are made to receive the outputs from the
load buffers, thereby allowing the load buffers, the temporal enablement to proceés the
next phase of data before this data is preferably latched into L1, L2, and L3, Latch L0 is
typically a “virtual” constant all zero input into 390, which typically is not implemented
in latched logic.

¥, Sense, 430, is the logic device, which determines the number of times the
modulus is accurnulated, in order that a k character string of LS zeros will exit at Zin ®
multiplications.

One character delay devices 100, 220 and 230 are inserted in the respective data
streams to accommodate for computation synchronization between the data preparation
devices in Fig. 1, and the data processing devices in Fig. 1.

The k character delay shift register 470, synchronizes N and the subtractor
subtracts N from the result after disregarding the right hand output zero character string
for the larger than N comparison.

The Carry Save Accumulator is almost identical to a serial/parallel multiplier,
excepting for the fact that three different larger than zero values can be summated,
instead of the single value as conventionally is latched onto the input of the s/p
multiplier. When used in polynomial based computations "all carry dependent”

functions are disabled.
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The Insert Last Carry, 440, is used to insert the (m-k4+1)'th bit of the § stream, as

the S register is only m-k characters long.

The borrow/overflow detect, 490, typically detects if a result is larger than or
equal to the modulus (from N), or in GF(p) computations. In polynomial based
computations the overflow is detected if the first significant result bit is a one.

The control mechanism is not depicted, but is preferably understood to be a set of
cascaded counting devices with finite state machines for specific functions with
switches set for systolic data flow in both GF(p) and GF(2%).

For modular multiplication in the prime and composite prime field of numbers,
we define 4 and B to be the multiplicand and the multiplier, and ¥ to be the modulus
which is typically larger than 4 or B. N also denotes the register where the value of the
modulus is stored. N, may, in some instances, be smaller than 4. We define 4, B, and N'
as m-k=n character long operands. Bach k character group will be called a segment, the
size of the group defined by the size of the multiplying device. Then 4, B, and N are
each m characters long. For ease in following the step by step procedural explanations,
assume that 4, B, and N are 512 bits long, (» = 512); assume that £ is 64 characters long
because of the present cost effective length of such a multiplier, and data manipulation
speeds of simple CPUs; and 7 = 8 is the number of segments in an operand and also the
number of iterations in a squaring or multiplying loop with a 512 bit operand. All
operands are positive integers. More generally, 4, B, N, n, k and m may assume any
suitable values.

Tn non-modular functions, the N and S registers can be used for temporary storage
of other arithmetic operands.

We use the symbol, =, to denote congruence_of modular numbers, for example

16 = 2 mod 7, and we say 16 is congruent to 2 modulo 7 as 2 is the remainder when 16
is divided by 7. When we write ¥ mod N = X mod N; both ¥ and X may be larger than
N: however, for positive X and ¥, the remainders will be identical. Note also that the
congruence of a negative integer Y, is ¥+ w-N, where N is the modulus, and if the
congruence of ¥ is to be less than N, u will be the smallest integer which will give a
positive resnlt. -

We use the symbol, ¥, to denote congruence in a mofe limited sense. During the
processes described herein, a value is often ither the desired value, or equal to the
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desired value plus the modulus. For example X¥2 mod 7. X can be equal to 2 or 9.
We say X has limited congruence fo 2 mod 7. Iu the polynomial based field, the analog
is a monic value, which we say is larger than N, and is reduced by XORing to the
modulus. As in GF(27), there is no overflow, this Yen value is typically disregarded.

‘When we write X'=4 mod N, we define X as the remainder of 4 divided by &,
e.g,3=45mod 7.

Tn number theory the modular multiplicative inverse is a basic concept. For
example, the modular multiplicative inverse of X is written as X 1, which is defined by
XX modN=1. If X=3, and N=13, then X =9, ie, fhe remainder of
3-9 divided by 13 is 1.

‘The acronyms MS and LS are used to signify most significant and least significant
when referencing bits, characters, segments, and full operand values, as is conventional
in digital nomenclature.

Throughout this specification N designates both the value ¥, and the name of the
shift register which contains N. An asterisk superscript on a value, denotes that the
value, as stands, is potentially incomplete or subject to change. 4 is the value of the
number which is to be exponentiated, and » is the character length of the N operand.
After initialization when A is “Montgomery normalized” to A* (4* = 2"4 - to be
explained later) A¥ and N are constant values throughout the intermediate step in the
exponentiation. During the first iteration, after initialization of an exponentiation, B is
equai to A*. B is also the name of the register wherein the accumulated value, which
finally equals the desired result of exponentiation resides. S* designates a temporary
value, and S, Sa and Sp designate, also, the register or registers in which all but the
single MS bit of § is stored. (S* concatenated with this MS bit is identical to S.) §(-1)
denotes the value of § at the outset of the i 'ih iteration; Sg denotes the LS segment of an
S()'th value,

We refer to the process in the GF(p) field (defined later) PA-BN as
multiplication in the P field, or sometimnes, simply, a multiplication operation.

As we have used the standard structure of a serial/parallel multiplier as the basis
for constructing 2 double acting serial parallel multiplier, we differentiate between the
summating part of the multiplier, which is based.on catry save accumulation, (as

aopposed to a carry look ahead adder, or a ripple adder, the first of which is considerably
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more complicated and the second very s[ow),vand call it a -carry save adder or
accumulator, and deal separately with the preloading mechanism and the multiplexer
and latches, which allow us to simultaneously moultiply 4 times B and C times D, while
continuously summate both results with a previous result, S, e.g,A-B+CD+S,
convérﬁng this accumulator into a more versatile engine. Additional logic is added to
this multiplier in order to provide for an anticipated sense operation necessary for
modular reduction and serial summation necessary to provide for modular arithmetic

and ordinary integer arithmetic on very large numbers.

Montgomery Modular Multiplication in GF(p)

The following description refers to Montgomery arithmetic in the GF(p) of
numbers. The present device may be used for Montgomery arithmetic on polynomial
based numbers in GF(2%), but would be degraded in performance, as computations
would be in the P field, where all executable operands are multiplied by a facior of 2%

In a classic approach for computing a modular multiplication, 4-B mod N, the
remainder of the product 4-8 is computed by a division process. Implementing a
conventional division of large operands is more difficult to perform than serial/parallel
muttiplications. »

Using Montgomery's modular reduction method, division is essentially replaced
by multiplications using two precomputed constants. In the procedure demonstrated
herein, there is only one precomputed constant, which is a function of the modulus. This
constant is, or can be, computed using this ALU device.

A simplified presentation of the Montgomery process, as is used in this device is
pow provided, followed by a complete preferred description.

If we have an odd number (an LS bit one), 6.g., 1010001 (=81,0) we can always
transform this odd number to an even number (a single LS bit of Zzero) by adding to it
another fixing, compensating odd number, e.g., 1111 (=150); as 1111 + 1010001 =
1100000 (9610). In this particular case, we have found a number that produced five LS
zeros, because we kunew in advance the whole string, 81, and could easily determine a
binary number which we could add to 81, and would produce a new binary number that
would have as many LS zeros as we might need. This fixing number must have a right

hand one, else it has no effect on the progressive LS characters of a result.
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If our process is a clocked serial/parailel carry save process, where it is desired to
have a continuous mimber of LS zeros, and wherein at each clock cycle we only have to

fix the next bit, at each clock it is sufficient to add the fix, if the next bit were to be a

one or not to add the fix if the anticipated bit were to be a zero. However, in order not to

cause interbit overflows (double carries), this fix is preferably summated previously
with the multipficand, to be added into the accumulator when the relevant multiplier bit
is one, and the ¥ Sense also anticipates a one.

Now, as in modular arithmstic, we only are interested in the remainder of a value
divided by the modulus, we know that we can add the modulus any number of times to 2
value, and still have a value that would have the same remainder. This means that we
can add ¥*N'=Y,y;7"N to any integer, and still have the same remainder; ¥ being the

umber of times we add in the modutus, N, to produce the required & right hand zeros.

As described, the modulus that we add can only be odd. (Methods exist wherein even
moduli are defined as ' times the odd number that results when i is the number of LS
zeros in the even number.)

Montgomery interleaved reductions typically reduce storage requirements, and the
cost effective size of the multiplication devices. This is especially useful when
performing public key cryptographic functions where we multiply one large integer,
e.g., = 1024 bit, by another same length large integer; a process that would ordinarily
produce a double length integer.

We can add in Ns (the modulus) enough times to 4-B =X or 4-B+S5=.X during
the process of multiplication (or squaring) so that we will have a number, Z, that has n
LS zeros, and, at most, n + 1 MS charactets.

We can continue using such numbers, disregarding the LS » characters, if we
remember that by disregarding these zeros, we have divided the desired result by .

When the LS » characters are disregarded, and we only use the most significant n
(or n + 1) characters, then we have offectively multiplied the result by 7", the modular
inverse of 7. If we would subsequently re-multiply this result by »” mod N (or 7') we
would obtain a value congruent to the desited result (having the same remainder) as
AB+S mod N. As is seen, using MM, the result is preferably raultiplied by " to

overcome the ™ parasitic factor reintroduced by the MM.
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A-B+ §mod N=(12-11+10) mod 13 = (1100-1011+1010); mod 10115.

I=1r=2

We will add in 2' N whenever a fix is necessary on one of the z LS bits.

B
X A
add §
add A(0) ‘B

add 2° (o)
sum and shift

adder
add A(1) ‘B

add 2%(N1)
sum and shift

add A(2) -B

add 2*(N-0)
sum and shift

add A(3) ‘B

add 2% (N1)

sum and shift

1011
1100
1010
0000
0000
0101

0000

1101

10001

sum of LS bit = 0 not add N

>0 LS bit leaves carry save

sum of LS bit = 0 - add N

20 LS bit leaves CS adder

sum LS bit = 0 don’t add N

=20 LS bit leaves CS adder

sum LS bit = 1 add N

=0 LS bit leaves (S adder

And the result is 10001 0000, mod 13 = 17-2* mod 13.

As 17 is larger than 13 we subtract 13, and the result is:
17-2% = 42% mod 13.
formally 27(4-B + S) mod N=9 (12:11+10) mod 13 =4
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In Montgomery arithmetic we utilize only the MS non-zero result, 4, and
effectively remember that the real result has been divided by 2"; # zeros having been
forced onto the MM result.

We have added in (8+2)-13=10-13 which effectively multiplied the result by
2% mod 13 = 3. In effect, had we used the superfluous zeros, we can say that we have
performed, 4-B + Y-N+§ - (12-11+10-13+10) in one process, which will be described
possible on a preferred embodiment.

Check- (12-11+10) mod 13=12; 4 - 3 =12.

In summary, the result of a Montgomery Multiplication is the desired result
mulfiplied by 2™

To retrieve the previous result back into a desired result using the same
multiplication method, we would have to Montgomery Multiply the previous result by
22" which we will call H, as each MM leaves us with a parasitic factor of 2.

The Montgomery Multiply function P(4-B)N performs a multiplication modulo N
of the A-B product into the P field. (In the above example, where we derived 4). The
retrieval from the P field back into the normal modular field is performed by epacting P
on the result of P(4-B)N using the precomputed constant H. Now, if P = P(4-B)N, it

follows that P(P-H)N=A-Bmod N; thereby performing a normal modular

multiplication in two P field multiplications.

Montgomery modular reduction averts a series of multiplication and division

operations on operands that are » and 2n characters long, by performing a series of

multiplications, additions, and subtractions on operands that are n or n+ 1 characters
long. The entire process yields a result which is smaller than or equal to N. For given 4,
Band odd N there is always a Q, such that 4:B + O-N will result in a number whose »
LS characters are zero, or:
P2B=A-B+ QN ]

This means that we have an expression that is 2z characters long (with a possible
one bit overflow), whose n LS characters are zero,

Now, for radix r = 2% let i =1 mod N (7 exists for all odd A). Multiplying both
sides of the previous equation by I yields the following congruences:
from the left side of the equation:
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PJlt=PmodN; (Remember that I/ =1 mod N)
and from the right side:

A-B I+ QNI=A-BImodN; (Remember that O-N-J=0mod N)
thercfoné:

P=ABImodN.
This also means that a parasitic factor 7= " mod ¥ is infroduced each time a P field
multiplication is performed.
‘We define the P operator such that:

P=A-BJmod N= P(4-B)N.
and we call this “multiplication of A times B in the 2 field", or Montgomery
Multiplication,
The retrieval from the P field can be computed by operating . on P-H, making:

P(P-H)N=A-Bmod N;
We can derive the value of H by substituting P in the previous congruence.
We find:

PP-EN = (A-B-DED mod N ;

(seethat A-B-J< P, H«H,I< aud any multiplication operation
introduces a parasitic ) '

If H is congruent to the multiple inverse of /2 then the congruence is vakid,
therefore:
H=F2 mod N=r20 mod N
(H is a function of NV and we call it the A parameter)
In conventional Montgomery methods, to enact the P operator on 4B, the

following process may be employed, using the precomputed constant J:

1) X=4B
2)  Y=(XJ)mod s (onlythe n LS characters are necessary)
3) Z=X+YN

4)  S=Z/# (Therequirement on Jis that it forces Z to be divisible by v
5}  P¥Smod N (Nisto be subtracted from S, if S= N)
Finally, at step 5):
36
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P¥P(4-B)N,
[Adfter the subiraction of N, if necessary:
P=P(4-B)N]
Following the above:
Y=4-B-Jmod /2 (using only the n LS characters);
and:
Z=A4-B +(4-BJmod r).y.
In order that Z be divisible by 1 (the # LS characters of Z are preferably zero) and
the following congruence will exist:
[A-B + (4-B-Jmod #1)-N] mod /1= 0
In order that this congruence will exist, N-Jmod 72 is congruent to -1 or:
J=-N1modsm.

. and we have found the constant .J.

J, therefore, is a precomputed constant which is a function of N only. However, in
a machine that outputs a MM result, character by character, provision should be made to
add in Ns at each instance where the output character in the LS string would otherwise
have been a zero, thereby obviating the necessity of precomputing J and subsequently
computing ¥'=A-B-Jmod r, as ¥ can be detected character by character using
hardwired logic. We have also described that this method can only work for odd Ns.

Therefore, as is apparent, the process described employs three multiplications, one
summation, and a maximum of one subtraction, for the given 4, B, N, and a

precomputed constant to obtain P(4-B)N. Using this result, the same process and a

precomputed constant, H, (a function of the module &) we are able to find 4-B mod N.
As A can also be equal to B, this basic aperator can be used as a device to square or
multiply in the modular arithmetic.

Interleaved Montgomery Modular Multiplication
The previous section describes a method for modular multiplication which
ivolved multiplications of operands which were all # characters long, and results which

required 2 + 1 characters of storage space.
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Using Montgomery's interleaved reduction as described in P1, it is possiblé to
perform. the multiplication operations with shorter operands, registers, and-hardware
multipliers; enabling the implsmcntz;tion of an electronic device with relatively few
logic gates.

First we will describe how the device can work, if at each iteration of the
interleave, we compute the number of times that NV is added, using the Jy constant. Later,
we describe how fo interleave, using a hardwire derivation of ¥,, which will eliminate
the Jor phase of each muitiplication {(2) in the following example}, and enable us to
integrate the functions of two separate serial/multipliers into the new single generic
multiplier which can perform 4-B+ C-N+ 8 at better than double speed using similar

silicon resources.

Using a k character multiplier, it is convenient to define segments of k character

length; there are m segments in n characters; L.e., mk=n.
Jo will be the LS segment of J.

Therefore:

Jo=-Ngl mod 7K (Jy exists as Nis odd)

Note, ‘fhe J and J, constants are compensating numbers that when enacted on the’

unrednced output, tell us how many times to add the modulus, in order to have a
predefined number of least significant zeros. We will later describe an additional
advantage to the present serial device; since, as the next serial bit of output can be easily
determined, we can always add the modulus (always odd) to the next intermediate
resnlt. This is the case if, without this additjon, the output character, the LS serial bit
exiting the CSA, would have been a “1”; thereby adding in the modulus to the previous
even intermediate result, and thersby promising another LS zero in the output string.
Remember, congruency is maintained, as no matter how many times the modulus is
added to the result, the remainder is constant.
In the conventional use of Montgomery's interleaved reduction, P(4-B)N is

enacted in m iterations as described in steps (1)} to (5):

Initially (0} = 0 (the ¥ value of § at the outset of the first iteration).

Fori=1,2 m:
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1)  X=8-1) + 4;.1-B (4j.1 is the -1 'th character of 4 ; S(-1) is the
value

of § at the outset of the i 'th iteration.)

2)  Yo=XpJomod S (The LS k characters of the product of XoJp)

(The process uses and computes the k¥ LS characters only, e.g., the least
significant 64 characters) In the preferred implementation, this step is obviated, because
in a serial machine ¥; can be anticipated character by character.

3 Z=X+YeN

4 S = znk (The k& LS characters of Z are always 0, therefore Z is

always divisible by 7K. This division is tantamount to a k character right shift as the LS &
characters of Z are all zeros; or as will be seen in the circuit, the LS % characters of Z are
simply disregarded.

5) S(i) = 8¢) med N (N is to be subtracted from those S(i)'s which are
larger than N ). Finally, at the last iteration (after the subtraction of N, when necessary),
C=8(m) = P(4-B)N.

To derive F' = A-B mod N, the P field computation, P(C-H)¥, is performed.

Tt is desired to know, in a preferred embodiment, that for all S(z)'s, S(7) is smaller
than 2N. This also means, that the last result (S(m)) can always be reduced to a quantity
less than NV with, at most, one subtraction of M.

We observe that for operands which. are used in the process:

SG-1) <7™! (the temporary register can be one bit longer than the B or N

register),
B<N<"and 4, < 7.
By definition:
S(i)=2Z/rK  (The value of § at the end of the process, before a possible
subtraction )
For all Z, Z(i) <™.
Koy = Smax +4 B <™ - 1+ (FD(E-1)
Qua= TN < (1)1
therefore:

Zoax <P ML <L
39
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and as Zpyy is divided by #*:

Semy <P -

Because Nopin> #" - 7, S(M)max i always less than 2-Niym, and therefore, one subiraction is

all that is necessary on a final result.

Sax = Nin = (" =7 - - ("~ 1) =7 - 4 < Nogin.

Example of 2a Montgomery interleaved modular multiplication:

The following computations in the hexadecimal format clarify the meaning of the

interleaved method:

N=2a59, (the modulo), 4= 99, (the multiplier), B =5¢3 (the multiplicand), n =12,
7 =2, (the character length of N), k=4, (the size in characters of the multiplier and also

the size of a segment), and m = 3, as n = km.

Jo="7as79=-1mod 16 and & = 2212 mod a59 = 44b.

The

expected result is F=4Bmod N=99b-5¢3 moda59=375811

mod a59 =2201¢.
Initially: $(0) =0

Step 1

Step 2

Step 3

X=8(0)+ 4y B =0+1b-5¢3 = 3f61

Yo=XoJp mod =7 (¥p - hardwire anticipated in SuperMAP)
Z=X+ YypN= 361 + 7-459 = 87d0

S()=2//%=87d

X=8(1)+A1-B=87d+9-5c3 = 3c58

Yo = Xo-Jy mod #K = 8.7 mod 24 = § (Hardwire anticipated)
Z=X+ YoN=13c58 + 52¢8 = 820

SQ)=Z/rk =812

X=5(2) + 4p-B =~ 8£2 + 9:5¢3 = 3ced

Yo =d:7 mod 24 = b (Hardwire anticipated)

Z =X+ ¥YoN=13ccd +b-a59 = aeal

SGY=Z/K=gea,

as SG)>N,

S(m)=S3B)-N=aea-a59=91
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Therefore C = P(4-B)N=9114.

Retrieval from the P field is performed by computing P(C-H)N:

Again initially: S(0) =0

Step 1 X=58(0)+ Co-H=0++1-44b = 44b
Yo = d (Hardwire anticipated in SuperMAP)
Z=X+ Yo-N=44b + 8685 = 8ad0
S(1)=2Z/7k=18ad

Step2  X=S(1)+ Cy-H=8ad +9-44b = 250
¥y =0 (Hardwire anticipated in SuperM AP)
Z=X+ ¥YpN=2f50 +0=2f50
S(2y=7Z/rk=2f5

Step 3 X=28(2)+ Cp-H=2f5 + 0-4db = 25
Yo =3 (Hardwire anticipated in SuperMAP)
Z=X+ Vo V=215 + 3-a59 = 2200
SG3)=2/7k=2201¢

which is the expected value of 99b-5¢3 mod a59.

If at each step we disregard & LS zeros, we are in essence multiplying the » MS
chaxa;:ters by . Likewise, at each step, the ¢ 'th segment of the multiplier is also a
number multiplied by rik, giving it the same rank as S(i). )

It can also be noted that in another preferred embodiment, wherein it is of some
potential value to know the J constant, if A;- B + S = 1; then Yo= -Ng'=Jp

Exponentiation:

The following derivation of a sequence (D. Knuth, The wt of computer
programming, vol. 2: Seminumerical algorithms, Addison-Wesley, Reading Mass.,
1981] hereinafter referred to as "Knuth", explains a sequence of squares and multiplies,
which implements a modular exponentiation,

After precomputing the Montgomery constant, H= 2%°, as this device can both
square and multiply in the P field, we compute:

C=4Emod N.
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Let E(f) denote the 7 bit in the binary representation of the exponent E, starting with the
MS bit whose index is 1 and concluding with the LS bit whose index is ¢, we can

exponentiate as foHows for odd exponents:

AYE PAHN A% is now equal to 42",

B=4"

FORj=2TO¢-1

B¥P(B-BW
IF E(j)=1 THEN
BEP@BAN

ENDFOR )

B¥PB-AN  E0)=1; B is the last desired temporary result multiplied
by 2",

A is the original 4.

C=B

C=C-NifCzN.
After the last iteration, the value B is ¥to 4 mod N, and C is the final value.

To clarify, we shall use the following example:

E=1011—> E(1)=1; E(2)=0; E@) = 1; E@)=1;
To find A0 mod N; g =4

A* = PA-H)N=ALF2 = 4Fl mod N

B=4*

FORj=2tog

B = P(B-B)N which produces: 42(I1)2.7= 421

E@)=0; B=42r1

j=3 B=PBBN=A2(F)2.1= 44 F1

E@3)=1 B=PBAW= (441 (4-F1)1=A45F]

j=4 B=P(EBN= A0.21=410.71

As E(4) was odd, the last multiplication will be by 4, to remove the parasitic rl
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B=PEAHN=A0FL41=411
C=B

A method for computing the A parameter by a reciprocal process is desoribed in
US Patent 5,513,133.

Reference is now made to Fig. 3, which is a simplified block diagram showing
how the present invention may be implemented in smart cards and other security
devices. An intemnal bus, 500, links components including a CPU, 502, a RAM, 504,
non-volatile memory, 506, controlled access EEPROM, 508, and modular arithmetic
coprocessor, 510. As shown herein, the coprocessor, 510, is connected via data, 512,
and control, 514, registers to the internal bus, 500. The controlled access ROM, 508, is
connected via address and data latch means, 516, and a control and test register, 518.
Varjous other devices may be attached to the bus such as a physical sequence random
generator, 520, security logic, 522, smart card and external port interfacing circuitry,
524, and 526, respectively.

‘When a cryptographic program, such as verifying an RSA signature is executed, it
may require modular arithmetic functions such as modular exponentiation. The
cryptographic program that calls the cryptographic function is preferably run on the
CPU, 502.

Reference is now made to Fig. 4, which is another simplified block diagram of an
implementation of the present invention for use in a smart card. Parts that are the same
as those shown in Fig. 3 are given the same reference numerals and are not described
again, except as necessary for an understanding of the present embodiment. In Fig. 4 the
CPU 502 is shown with an external accumulator 7350. Data Disable Switch, 7340,
detaches the CPU Accumulator from the Data Bus 500, while ynloading data from the
arithmetic coprocessor enables dixect transfer of data from the SMAP to memory.

Fig. 5 is a simplified block diagram of a preferred embodiment of a data register
bank, 6205, within a coprocessor 6075, as depicted in coprocessors of Figs. 2, 6 and 7,
with a Jo generator, wherein the Jo generator typically compiles an { bit primary zero
forcing function.

The coprocessar 6075 is connected to a data bus with a CPU as in previous
figures. A register bank, 6205, comprises 2 B register 6070, an 4 register 6130, an S
register 6180, and an N register 6200. The ountputs of each of the registers are conmeocted
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to a serial data switch and serial process conditioner 6020, which in turn is connected to
an operational unmit, 6206, which carries out the modular arithmetic operations.
Connected between the N register, 6200, and the operational unit, 6206, is a Jo
generator, 552.

In the embodiment the J; generator compiles an ¢ bit primary zero forcing
function for use in the modular arithmetic fanctions described above.

Fig. 6 is a simplified internal block diagram of the operational unit of Fig. 5. The
unit, preferably supports accelerated squaring operations, in that the additional YoBo

serial buffer accepts Yo in the first phase, and in the second phase a modular reduced By .

for a subsequent squaring operation, wherein it is found that B is larger than N.

Reference is now made to Fig. 7A, which is a block diagram of the main
computational part of the operational unit of Fig. 6. Numbers appearing in circles relate
to the sequence diagrams of Figs. 7B and 7D.

Reference is now made to Fig. 7B, which is an event timer pointer diagram
showing progressively the process leading to and including the first iteration of a
squaring operation. ’

Reference is now mads to Fig, 7C which is a generalized event sequence showing
2 method of eliminating the Next Montgomery Squaring delays in a first iteration of 2
squaring sequence. Circled numbers refer to Figs. 7A, 7B and 7D,

Reference is now made to Fig. 7D which is a generalized event timer pointer
diagram illustrating the timing of the computational output of the first iteration of a
squaring operation.

Reference is now made to Fig 8A, a set of look up tables, which typically show

the choices of J, which is the negative of the multiplicative inverse over modulus 2% of

the right hand character of Ng. As Ny is always either monic for GF(2%) or odd for
GF(p), Jo always exists.

In Figs. 8A and 8B, we refer to this right hand character of the modulus as No. We
refer to Ny as the /’th bit of the locally defined Ny character

Fig. 8B is a schematic for designing either a 4 bit or a 2 bit ¥p zero forcing
function character. The variable inputs into the force function are the Np bits (constant
throughout a multiplication), the 4, So bits, and the £ right hand bits of the product of the
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¢ multiplier and multiplicand bits, 4jo and By, and the carry switch, f, which determines
whether functions work in GF(2%) or GF(p). The 4 and B biis are input into a ®
multiplier and @ added to the So. When & = 0, all carries are disabled.

1t is appreciated that various features of the invention, which are, for clarity,
described in the coniexts of separate embodiments, may also be provided in
combination in a single embodiment. Conversely, various features of the invention,
which are, for brevity, described in the context ‘of a single embodiment, may also be
provided separately or in any suitable subcombination.

Tt will be appreciated by persons skilled in the art, that the present invention is not
litnjted to what has been particularly shown and described hereinabove. Rather, the
scope of the present invention includes both combinations and subcombinations of the
various features described hereinabove as well as variations and modifications thereof,
which would occur to persons skilled in the art upon reading the foregoing description
which are not in the prior art.

In the following claims, symbols such as have the meanings given in the

preceding description.
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CLATMS

1. A microelectronic apparatus for performing ® multiplication and squaring
in both polynomial based GF(27) and GF(p) field arithmetic, squaring and reduction

using a serial fed radix 2 multiplier, B, with k character multiplicand segments, 4j, and

a k character ® accumulator wherein reduction to a limited congruence is performed "on
the fly", in a systolic manner, with 4, a multiplicand, times B, a multiplier, over a
modulus, N, and a result being at most 2k+ 1 characters long, including the /& first
emitting disregarded zero characters, which are not saved, where & characters have no
less bits than the modulus, the apparatus comprising;

a first (B), and second (N) main memory register means, each register operative
to hold at least » bit long operands, respectively operative to store a multiplier value
designated B, and a modulus, denoted N, wherein the modulus is smaller than 2°;

a digital logic sensing detector, Yo, operative to anticipate "on the fly" when a
modulus value is to be @ added to the value in the @ adder accumulator device such that alt
first k characters emitting from the device are forced to zero;

a modular multiplying device for at least k character input multiplicands,
with only one, at least k characters long ® adder, @ summation device operative to
accept k character multiplicands, the ® multiplication dgvice operative to switch into
the @ accumulator device, in turn, multiplicand values, and in tumn to receive multiplier
values from a B register, and an “on the fly" simultaneously generated anticipated value
as a multiplier which is operative to force k first emitting zero output characters in the
first phase, wherein at each effective machine cycle at least one designated multiplicand
is @ added into the @ accumulation device;

the multiplicand values to be switched in turn into the @ accumulation

device consisting of onme or two of the following ‘three multiplicands, the first

- multiplicand being an all-zero string value, a second value, being the multiplicand 4;,

and a third value, the Np segment of the modulus;
an apparatus to anticipate the ¢bit k& character serial input ¥, multiplier

values;
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the multiplier values which are input in turn inte the multiplying device in
the first phase being first the B operand, and concurrently, the second multiplier value
consisting of the Yy, “on the fly" anticipated & character string, to foree first emitting
zeroes in the output;

an @ accumulation device, operative to output values simultaneously as
multiplicands are @ added into the & accumnulation device;

an output transfer n1edhamism, in the second phase operative to output a

final modular ® multiplication result from the @ accumulation device.

2. An apparatus as in claim 1 wherein @ summations into the ® accumulation

device are activated by cach new serially loaded higher order multiplier characters.

3. An apparatus as in claim 1, wherein the multiplier characters;

are operative to cause no @ summation into the @ accumulation device if
both the input B character and the corresponding input ¥, character are zeroes;

are operative to @ add in only the 4; multiplicand if the input B character is
a one and the corresponding ¥, character is a zero;

are operative to @ add in only the N, modulus, if the B character is a zero,
and the correspondiﬁg ¥, character is a one; and

are operative to @ add in the @ summation of the modulus, N, with the
multiplicand 4; if both the B input character and the corresponding Yo character are

ones.

4. An apparatus as in claim 1, operative to preload multiplicand values 4; and
N, into two designated preload buffers, and to @ summate these values into a third
multiplicand preload buffer, obviating the necessity of & adding in each multiplicand
value separately.

5. An apparatus as in claim 1, wherein the multiplier values are serial single
character in input and the output of the @ accumulation device is serial single character
output, wherein the Yo detect device is operative to anticipate only one character in a
clocked turn.
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6. An apparatus as in claim 1, wherein the @ accumulation device performs
modulo 2, XOR addition/subtraction, wherein all carry bits in addition and subtraction
components are disregarded, thereby precluding provisions for overflow and further

limiting convergence in computations.

7. A ® multiplication apparatus as in claim 1 wherein all carry inputs are
disabled to zero, denoted, ¥=0, typically operative to perform polynomial based

multiplication.

8. An apparatus as in claim 1 wherein an ¥ equal to zero acting on an element
in a circuit equation computing in GF(27), the ¥ designates omitted circuitry and all

adders and subtractors, designated @ have been reduced to XOR, modulo 2
addition/subtraction elements.

9. An apparatus as in claim 1 wherein & first emitting zeroes will egress from
the device controlled by the following four quantities in anticipating the next in twrn Yo
character: )

i the / bit Sy bits of the result of the / bit by / bit mod 2 ®
multiplication of the right-hand character of the 4; register times the By character of the
B Stream, Ay Ba mod 24

ii.  the first emitting catry out character from the © accumulation device,
HCO);

iii. the ¢ bit S character from the second from the right character
emitting cell of the @ accumulation device, SO;;

iv. the Zbit Jy value, which is the negative multiplicative inverse of the
right-hand character in the No modulus multiplicand register.
wherein values, Ag-By mod 2‘, F(COp), and SO, are @ added character to character
together and "on the fly" multiplied by the Jy character to output a valid ¥, zero-forcing
anticipatory character to force an /bit egressing string of zeroes.
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10. An apparatus as in claim 1, wherein ® multiplication on polynomial based
operands is performed in a reverse mode, multiplying from right hand MS characters to
left hand LS characters, operative to perform modular reduced ® multiplication without

Montgomery type parasitic functions.

11 An apparatus as in claim 1 where the preload buffers are serially fed and
where multiplicand values are preloaded into the preload buffers on the fly from a

multiplicity of memory devices.

12 An apparatus as in claim 1, wherein a previous value, emitting from an
additional » bit register, S, is @ summated into the output value of the @ accumulation
device via an /bit @ adder circuit such that first emitting output characters are zeroes
when the ¥y detector is operative to detect the necessity of @ adding moduli to the
@ summation in the @ accumulation device, wherein the ¥, detector is operative to
detect utilizing the next in turn @ added characters 4¢-Bg mod 2, F(COp), SO, Sg and
F(CO,), the composite of @ added characters to be finite field ® multiplied on the fly
by the /bit J; value, where @ defines the addition and ® defines the multiplication as

hefits the finite field used in the process.

13. An apparatus as in claim 1, wherein for /= 1, J; is implicitly 1, and the Jg

® multiplication is implicit, without additional hardware.

14. An apparatus as in claim 1 wherein a comparator is operative to sense a
finite field output from the ® modular multiplication device, working in GF(p), where
the first right hand emitting k zero characters are disregarded, where the output is larger
than the modulus, N, thereby operative to control a modular reduction whence said
value is output from the memory register to which the output stream from the multiplier
device is destined, and thereby precluding allotting a second memory storage device for

the smaller product values.
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15. A device as in claim 1 wherein for ® modular multiplication in the GF(27),

the apparatus is operative to multiply without an extemally precomputed more than £bit

zero-forcing factor.

16. A method according to claim 1 operative to compute a .Jp constant by resetting
either the 4 operand value or the B operand value to zero and setting the partial result
value, Sp, to 1.

17. A microelectronic apparatus for performing interleaved finite field ® modular
multiplication of integers 4 and B operative to generate an output stream of 4 times B
modulus N wherein n the number of characters in the modulus operand register is Jarger
than k, wherein the ® multiplication process is petformed in iterations, wherein at each
interleaved iteration with operands input info a ® multiplying device, consisting of N,
the modulus, B, a multiplier, a previously computed partial result, S, and a k character
string segment of 4, a multiplicand, the segments progressing from the Ao string
segment 10 the 4y string segment, wherein each iterative result is @ sum.maied into a
fhext in furn §, temporary result, in turn, wherein first emitting characters of iterative
results are zeroes, the apparatus comprising: ’
first (B), second (8) and third (N) main memory registers, each register capable of
storing and outpuiting operands, respectively operative to store a multiplier value, a partial
result vatue and 2 modulus, also denoted N,
) a modular multiplying device operative to @ summate into the @ accumulation
device, in turn one or two of a plurality of multiplicand values, in tumn, during the
phases of the iterative ® multiplication process, and in tarn to receive as multipliers, in
turn, inputs from a first vatue B register, second, from an “on the fly" anticipating value,
Yo, as a multiplier to force first emitting right-hand zero output characters in each
jteration, and third values from the modulus, N, register;
the multiplicand parallel registers operative at least to receive in turn, values
from the 4, B, and N régister sources, and in turn, also a multiplicand zero forcing Yo,

value;
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a first emitting zero farcing ¥y detect device operative to generate a binary
string operative to be a multiplier during the first phase and operative to be a
multiplicand in the second phase;

multiplicand values to be switched into the accurulation device for the first
phase consisting of a first zero value, a second value, 4;, which is a & character string
segment of a multiplicand, 4, and a third value N, being the first emitting k& characters
of the modulus, ¥; l

a temporary result value, S, resulting from a previous iteration, operative to
be summated with the value emanating from the accumulation device, to generate a
partial result for the next in turn iteration;

multiplicand values to be input, in turn, into the accumulation device for the
second phase being, a first zero value, a second 4; operand, remaining in place from the
first phase, and a third ¥ valve having been anticipated in the first phase;

multiplier values input into the multiplying device in the first phase being a
ﬁrst emifting string, By, being the first emitting string segment of the B operand,
concurrently multiplying with the second muitiplier value consisting of the anticipated
Y, string which is simultaneously loaded character by character as it is generated into a
preload multiplicand buffer for the second phase;

the two multiplier values input into the apparatus during the second phase
being the left hand # - & character values from the B operand, designated B, and the left
hand » - k characters of the N modulus, designated N, respectively; and

a multiplying flush out device operative in the last phase to transfer the left
hand segment of a yesult value remaining in the accumulation device into a result

register.

18. An apparatus as in claim 17, wherein multiplication on polynomial based
operands is performed in a reverse mode, multiplying from MS characters to LS
characters, operative to perform modular reduction without Montgomery type parasitic

fimetions.

19, An apparatus operative to anticipate the ¥, value using first emitting values of
the multiplicand, and present inputs of the B multiplier, carry out values from
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the accumulation device, summuation values from the accumulation device, the present
values from the previously computed partial result, and carry out values from the adder
which summates the result from the accumulation device with the previous partial

result.

20. An apparatus as in claim 19 wherein & first emitting zeroes will egress from the
device controlled by the following six quantities in anticipating the next in tum Yy
character:

i the /bit Seut bits of the result of the #bit by /bit mod 2! multiplication of
the right-hand character of the 4; register times the By character of the B Stream, 4o-Ba
mod 25;

ii. the first emitting carry out character from the accumulation device,
F(CO;

iii. the £ bit Sy character from the second from the right-hand character
emitting cell of the accurmutation device, SO1;

iv.  the next in turn character value from the §'stream, Sg;

v.  the / bit carry out character from the Z output fult adder, #(COy);

vi. the /bit J, value, which is the negative multiplicative inverse of the right-
hand character in the Ny modulus multiplicand register;
wherein values, 4o-Bg mod 29 (CQo), SO, Sa are added character to character together

and "on the fly" mulitiplied by the Jy character to output a valid Yo zero-forcing

anticipatory character to force an / bit egressing character string of zeroes.

21. An apparatus as in claim 17 comprised of at least one sensor operative to
compare the output result to N, the modulus, the mechanism operative fo actuate a
second subtractor on the output of the result register, thereby fo output a modular
reduced value which is limited congruent to the output result value precluding the

necessity to allot a second memory storage for a smatler result.
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22. An apparatus as in claim 17 where a value which is a summation of two
multiplicands is loaded into a preload character buffer with at least a & characters

memory means register concurrently whilst one of the values is loaded into a preload

buffer.

23. An apparatus with only one accumulation device, and an anticipating zero
forcing mechanism operative to perform a series of interleaved modular multiplications
and squarings concwrrently. performing the equivalent of three natwral integer

multiplication operations, such that a result is an exponentiation.

24. An apparatus as in claim 17 where next in turn used multiplicands are

preloaded into preload register buffer means on the fly.

25. An apparatus as in claim 17 where a value which is a summation of two
mulﬁpliéands is summated into at least a k character register concurrently whilst one of

the values is loaded into its preload buffer.

26. An apparatus as in claim 17 wherein apparatus. buffers and registers are
operative to be loaded with values from external memory sources and said buffers and
registers are operative to be unloaded info the external memory source during
computations, such that the maximum size of the operands is dependent on available

memory means.

27. An apparatus as in claim 17 wherein memory register means are typically serial
single character in/serial single character out, parallel at Ieast & characters in/paraflel at
least % characters out, serial single character in/parallel at least & characters out, and

parallel k& characters in/serial single character out.
28, An apparatus as in claim 17 wherein the final phase of a multiplication type

iteration, the multiplier inputs are zero characters operative to flush out the left hand

segment of the carry save accumulator memory.
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29. An apparatus as in claim 17 where next in turn used multiplicands are

prefoaded into preload memory buffers on the fly.

30. An apparatus as in claim 17 where multiplicand values are preloaded into the .

preload buffers on the fly from central storage memory means.
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