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(57) Abstract: Doppler shift is used to locate leaks in a network. Leaked signals include a component having a nominal frequency. The
invention comprises: (a) moving along a route in the network; (b) recording a speed at a number of points; (c) at each point, receiving
the component at a received frequency; (d) for each point, measuring received frequency; (e) for each point, determining a measured
Doppler shift from received and nominal frequencies; (f) estimating a zero Doppler shift and a zero Doppler shift point based on the
measured Doppler shifts; and (g) estimating leak location based on results in step (f).
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DOPPLER LOCATION OF SIGNAL LEAKS IN AN HFC NETWORK
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is related to co-pending Application No. 14/855,643, filed September
16, 2015, and co-pending Application No. 14/936,551, filed November 9, 2015, both of which

are incorporated herein by reference.

BACKGROUND OF THE INVENTION
Field of Invention

[0002] The present invention relates generally to detection and location of impairments in
Hybrid Fiber-Coax (HFC) networks, and more particularly to methods and systems for detecting

leakage of signals from an HFC network and locating the sources of the leakage in the network.
Background Art

[0003] The task of detecting and locating signal leakage from a coaxial cable part of an HFC
network is important for preventing such signal leakage (“egress”) from interfering with
aeronautical and Long Term Evolution (LTE) wireless communication systems. Also, the repair
of signal leaks will prevent over-the-air signals from entering and interfering with the HFC
network (“ingress”). Leakage detection and location in a modern HFC network (e.g., using a
CCAP architecture) presents challenges. First, migration to digital signals, such as QAM
signals, has required new leakage/signal detection schemes. A QAM signal looks like noise,
thus making it difficult to detect using traditional, narrowband analog leakage detectors.
Another type of digital signal, introduced under the Data-Over-Cable Service Interface
Specifications (DOCSIS) 3.1 specification (published by Cable Television Laboratories, Inc.,
Louisville, CO), is a wideband (up to 192 MHz) OFDM signal. The OFDM signal has a
substantial noise-like component, but is not a simple haystack-shaped spectrum like a QAM
signal. Thus, detection of an OFDM signal (e.g., by a sensitive spectrum analyzer) can be more

complicated than detection of a QAM signal.

[0004] Another challenge in modern HFC networks concerns the proposed CCAP architecture.
In a CCAP architecture, there are a number of narrowcast channels (SDV, VOD, DOCSIS, etc.)
in the RF downstream spectrum. Each narrowcast channel is formed at a Cable Modem
Termination System (CMTS) card and serves only a group of nodes or even a single node.

There are a number of CMTS cards, each serving a different node or group of nodes and each
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potentially containing a different arrangement of narrowcast channels. Thus, leakage detection
equipment must have information about all narrowcast channels from the different CMTS’s to

effectively detect and locate leakage over the entire HFC network.

[0005] One method of detecting leakage of digital signals involves injecting into the HFC
network a predefined pilot or test signal modulated with specific information (i.e., “tag signal”).
This method has been used for many years for detecting analog leakage signals. For example,
see the following patents: U.S. Patent 4,072,899 to Shimp; U.S. Patent 6,018,358 to Bush; U.S.
Patent 6,600,515 to Bowyer et al.; and U.S. Patent 6,804,826 to Bush et al. This method has
also been used for digital leakage detection where an unoccupied channel or gap in the
downstream spectrum is allocated for the tag or pilot (preferably near a digital channel).
Examples of injecting a CW pilot or pilots among QAM signals (i.e., between QAM channels)
are disclosed in: U.S. Pub. Patent App. No. 2011/0267474 (Nov. 3, 2011); PCT Pub. App.
WO02013003301 (Jan. 3, 2013); U.S. Pub. Patent App. 2014/0105251 (Apr. 17. 2014); and U.S.
Patent 8,749,248 (Jun. 10, 2014). A disadvantage of this method is that extra signals must be
injected into the network. Thus, there is a risk that the pilot signals will interfere with network
signals. In the case of OFDM signals, the injection of additional pilots may impact data
transmission efficiency. Also, in a CCAP architecture, the injection of pilot signals at each RF
port of all CMTS cards is not a trivial task and may not even be possible. It may be especially
complex or impossible in Fiber Deep systems proposed by Aurora Networks, Santa Clara, CA

(Www .aurora.com).

[0006] Another method of detecting digital leakage is based on a coherent cross-correlation
method described in U.S. Patents 8,456,530 and 8,904,460, issued to the Inventor herein. A
commercial embodiment of such a method is supplied by ARCOM DIGITAL, LLC, Syracuse,
NY, under the brand name QAM Snare®. This method is based on the steps of: (1) sampling
the downstream digital signals under synchronization of a stable GPS clock; (2) transmitting
those samples to a leakage detector in the field via wireless IP network; and (3) coherently cross-
correlating those samples with samples of a received over-the-air leakage signal. The leakage
signal is detected (under noisy conditions) from a cross-correlation peak resulting from the
cross-correlation. An advantage of this method is that there is no need to inject a tag or pilot
signal into the HFC network. Also, this method works with any noise-like digital signal, such as
a QAM or OFDM signal. Further, this method allows one to measure the time delay of the
QAM or OFDM signal (e.g., from headend to leakage detector) and use that delay to determine a
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location of the leak. A potential limitation of this method is that equipment for sampling the
downstream signal must be installed at the headend (or other reference point in the network).
Also, the method is most suited for detecting leakage of broadcast channel signals. As
mentioned, the trend in modern networks is to reduce broadcast channels in favor of narrowcast
channels. The use of narrowcast channels would require a number of signal sampling systems
(including a wireless network capability) at the CMTS cards, which is a complex and costly
requirement. Further, a continuous wireless connection between the CMTS cards and the
leakage detector may be required (for transmission of downstream signal samples). This
requirement is a problem in areas where wireless communication is unreliable. Since narrowcast
channels are likely to displace broadcast channels in HFC networks, there is a need for another

leakage detection and location solution.

[0007] A non-coherent cross-correlation method for detecting leakage of a QAM signal has
been proposed in U.S. Pub. Patent App. 2013/0322569 (Dec. 5, 2013). A QAM signal is
detected by detecting a spectral component of the received QAM signal, where the spectral

component corresponds to a known QAM symbol rate used in the HFC network under test.

[0008] Systems for detecting OFDM signals exists in “Cognitive radio” and “Spectrum
sensing” wireless communication systems. See for example: Shi et al., Improved Spectrum
Sensing for OFDM Cognitive Radio in the Presence of Timing Offset, pp. 1-9, 19 Dec. 2014,
EURASIP Journal on Wireless Communications and Networking, Vol. 2014, Issue 224,
Tripathi, Study of Spectrum Sensing Techniques for OFDM Based Cognitive Radio, pp. 4-8,
Aug. 2014, International Journal of Technology Enhancements and Emerging Engineering
Research, Vol. 2, Issue 8; Lu et al., Ten Years of Research in Spectrum Sensing and Sharing in
Cognitive Radio, pp. 1-16, 31 Jan. 2012, EURASIP Journal on Wireless Communications and
Networking, Vol. 2012, Issue 28; Bokharaiee et al., Blind Spectrum Sensing for OFDM-Based
Cognitive Radio Systems, pp. 858-71, Mar. 2011, IEEE Transactions on Vehicular Technology,
Vol. 60, No. 3, IEEE; Akyildiz et al., Cooperative Spectrum Sensing in Cognitive Radio
Networks: A Survey, pp. 40-62, 19 Dec. 2010, Physical Communication, Vol. 2011, Issue 4,
Elsevier B.V.; and Yicek et al., A Survey of Spectrum Sensing Algorithms for Cognitive Radio
Applications, pp. 116-30, Feb. 2009, IEEE Communications Surveys & Tutorials, Vol. 11, No.
1, First Quarter 2009, IEEE. 1t is believed that these detection systems do not address the
specific challenges and problems presented by HFC networks.
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[0009] Once signal leakage is detected, there remains the task of locating the source of the
leakage. Typically, leakage location involves patrolling an HFC network plant in a service truck
equipped with a leakage detector and measuring leakage levels. Then, the location of the leak is
estimated based on the leakage levels measured at different points along the patrolled route (or
“drive route”). Leakage location becomes most difficult in urban areas due to multipath, which
causes fading of signal levels and changes in direction of arrival of the leakage signal.
Examples of such leakage location methods are found in the following patent documents: U.S.
Pub. App. No. 2008/0133308 (Jun. 5, 2008) to Harris; and U.S. Pat. No. 7,360,124 to Bouchard
(Apr. 15, 2008).

[0010] There are systems for locating leakage sources based on the use of triangulation and
directional antennas. Examples of such systems are disclosed in the following patent documents:
U.S. Patent 7,945,939 (May 17, 2011); U.S. Pat. No. 7,548,201 to Eckenroth et al. (Jun. 16,
2009); U.S. Pub. App. No. 2008/0133308 (Jun. 5, 2008) to Harris; and U.S. Pat. No. 6,801,162
to Eckenroth et al. (Oct. 5, 2004). These systems are adversely impacted by multipath effects,
especially in urban areas. A good reference book explaining such systems and the multipath
problem is Anatoly Rembovsky et al., “Radio Monitoring, Problems, Methods, and Equipment,”
Springer Science + Business Media, LLC, NY, NY, 2009, Chapter 8 (pp. 237-316), (http://www.
springer.com/la/book/9780387980997). The use of a directional antenna is not convenient in a

patrolling truck, which is probably why these systems have not been widely adopted.

[0011] The QAM Snare® system by ARCOM DIGITAL, LLC, Syracuse, NY, locates sources
of QAM signal leakage in HFC networks. The location methods used by QAM Snare® are
described in U.S. Patents 8,456,530 and 8,904,640. The preferred method employs the Time
Difference of Arrival (TDOA) algorithm, which is based on measuring time delay of the leaked
signal propagating from the headend to the leakage detector. Time delay is measured by
sampling an originally transmitted QAM signal at the headend and sampling the same QAM
signal as a leaked signal at a leakage detector. The sampling operation is synchronized at both
ends by GPS synchronized clocks. The headend samples and the leakage samples are cross-
correlated to create a cross-correlation peak (as previously indicated for detection). The position
of the cross-correlation peak in the cross-correlation function provides a time delay to be used in
the TDOA algorithm. With at least three time delay measurements at three different detection
points, the TDOA algorithm is able to yield an accurate estimate of the leak’s location. This

method is very robust in a multipath environment, because all reflected signals (multiple signal
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paths) have some time delay offset from the main cross-correlation peak (true time delay) and
thus can be distinguished. However, as discussed, this method may be a challenge to implement
in modern HFC networks, because OFDM narrowcast signals are unique to each node, making it

difficult to capture signal samples at each CMTS card.

[0012] Although modern HFC networks present challenges for leakage detection and location,
the use of OFDM signals may present some opportunities. Unlike nearly random QAM signals,
OFDM signals include some stable or periodic components, such as continuous pilot subcarriers
(“pilots”) and the Physical layer Link Channel (PLC) preamble (see, e.g., DOCSIS 3.1
specification, Sections 7.5.13.2 & 7.5.15.2 and Figs. 7-55, 7-56 & 7-77). There are proposals to
use OFDM npilots for detecting leakage of OFDM signals from HFC networks. See, for
example: U.S. Pat. App. Pub. No. 2014/0294052 to Currivan et al. (Oct. 2, 2014) and U.S. Pat.
App. Pub. No. 2015/0341810 to Murphy (Nov. 26, 2015). These proposals concern leakage
detection and do not offer a leakage location solution beyond conventional GPS positioning of

the leakage detector and signal level monitoring.

[0013] For the purpose of leakage detection, it would be advantageous for cable operators to
assign the same frequency locations to some pilots for all narrowcast OFDM signals serving the
different nodes in the HFC network. In such case, the content of the OFDM signals will remain
unique at each node, consistent with the purpose of narrowcast channel programming. Also,
with respect to the PLC preamble (hereinafter “PLC”), cable operators may consider locating the
PLC at the same frequency location across all nodes, because the DOCSIS 3.1 specification
(Section 7.5.13.2) encourages cable operators to locate the PLC in a “quiet” area of the
downstream spectrum, i.e., where it would not be impacted by over-the-air interfering signals

(e.g., wireless telephone communications at LTE frequencies).

[0014] The Inventor herein has recently proposed the use of the PLC for both detection and
location of OFDM signal leakage in an HFC network. A system and method of doing so is
disclosed and claimed in co-pending Application No. 14/855,643, filed September 16, 2015,
naming the same inventor as herein. The system and method involves the prior creation of a
signature of each OFDM signal (associated with each CMTS card and node). Each signature (in
the form of samples) is a substitute for samples of the actual transmitted OFDM signal (as would
be required in the prior QAM Snare® system discussed above). Thus, the use of signatures
dispenses with the requirement of real-time samples to be taken at each CMTS card. The

signatures are transmitted from a central server to a leakage detector patrolling the HFC network
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in the field. The samples of the signatures are cross-correlated with samples of received OFDM
leakage signals. The cross-correlation is in synchronism with the period of transmission of the
OFDM signals. This synchronized (coherent) cross-correlation produces time delay information

of the leakage signal, which allows use of the TDOA algorithm for locating the leaks source.

[0015] Notwithstanding the merits of the above PLC method, the Inventor herein has
considered whether another method could be devised to take advantage of the narrowband stable
or periodic signal components of an OFDM signal. As a result, he has conceived the idea of
using the principle of Doppler shift (a frequency shift caused by movement to and from a signal
source) in a method of locating leakage sources in an HFC network. It is widely-known in
navigation systems that narrowband signals (e.g., continuous wave (CW) signals) can be
employed to implement a so-called Doppler method of locating signals sources. The Doppler
method involves installing a narrowband radio receiver on a mobile platform (e.g., satellite,
aircraft or truck). Due to the motion of the platform and receiver, the frequency of the received
signal experiences a Doppler shift (a shift in frequency from its original center frequency). By
measuring the Doppler shift at different points relative to an unknown signal source, an estimate
can be made of the source’s location. This is possible because Doppler shift varies depending
on location and speed of the platform/receiver relative to the signal source. The Doppler
location method is used in satellite navigation systems, such as the Cospas-Sarsat system,
Montreal, Quebec, Canada (www.cospas-sarsat.int), and the Argos System (www.argos-
system.org). Some articles have described successful test using the Doppler method to locate
GSM (Global System for Mobile Communications or Groupe Spécial Mobile) base transceiver
stations operating at 800 MHz. See, e.g., Piotr Gajewski, et al., Mobile Location Method of
Radio Wave Emission Sources, Piers Online, Vol. 5, No. 5, August 2009, pp. 476-80, Military
University of Technology, Poland (www.researchgate net/publication/241687451 mobile

location_method of radio wave emission sources).

[0016] The application of the Doppler method to the field of locating OFDM leakage in an
HFC network is possible, because Doppler shift can be measured from a narrowband stable or
periodic signal component of an OFDM signal (e.g., a dominant harmonic of a continuous pilot
subcarrier), and because Doppler shift at LTE frequencies (e.g., 700 MHz) is large enough (e.g.,
tens of Hertz) even at low speeds of the service truck (e.g., 20-40 km/h).

[0017] Implementation of the Doppler method to locate signal leaks in an HFC network is not

without challenges. The first challenge is dealing with multipath effects in urban areas.
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Reflections of the original leakage signal arrive at the deployed leakage receiver from different
directions. Thus, the Doppler shift will be different for each reflected signal. As a result, the
spectrum of the original leakage signal will be corrupted, which may yield erroneous Doppler
shift measurements. Also, the reflected signals have different phases, which cause fading of the
original leakage signal (i.e., a reduction in measured signal level). Fading reduces signal-to-
noise ratio (SNR). A reduced SNR will also reduce the accuracy of Doppler shift measurement.
The effect of multipath on Doppler shift measurements is addressed in the above-cited Gajewski

article.

[0018] A second challenge in applying the Doppler method to HFC networks is the fact that,
even with using IEEE Precision Time Protocol (or PTP IEEE1588) synchronization, the
accuracy of the CMTS master clocks are still limited and will drift. For example, in a DOCSIS
specification, entitled “Remote DOCSIS Timing Interface,” CM-SP-R-DTI-I01-150615, p. 36,
five levels of frequency synchronization performance is specified: from +/-5 PPB (Level 1
system) to +/-250 PPB (level 5 system). At LTE frequencies (e.g., 700 MHz), +/-5 PPB
corresponds to +/- 3.5 Hz and +/-250 PPB corresponds to +/- 174 Hz. As a result, the actual
frequency of the leakage signals in each CMTS serviced area will have some random offset or
error from its nominal or specified value; and, the offsets are a priori unknown at the leakage
detector. The range of expected Doppler shift at LTE frequencies for a truck speed of 100 km/h
is only about +/- 70 Hz (about 7 Hz per 10 km/h). Thus, the CMTS frequency offset could
swallow-up the actual Doppler shift measurement. Without some solution, the application of the

Doppler method to HFC networks is not an attractive idea.

[0019] Another challenge in applying the Doppler method to HFC networks is the potential for
an ambiguity regarding the location of the leak. An ambiguity could arise in the scenario where
a truck (equipped with a leakage detector) moves along a road and the leak is on one side of the
road (a typical case). In such case, the Doppler shift may indicate that the leak location is on

either side of road. The Doppler method, by itself, will not resolve the ambiguity.

OBJECTS AND SUMMARY OF THE INVENTION

[0020] It is therefore an object of the present invention to provide systems and methods of
locating leaks in an HFC network that overcome the problems and drawbacks associated with

the prior art.
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[0021] It is another object of the present invention to provide systems and methods of locating

leaks of an OFDM signal in an HFC network.

[0022] It is a further object of the present invention to provide systems and methods of
locating leaks in an HFC network by measuring Doppler shift of leakage signals (or a signal

component of leakage signals).

[0023] It is still another object of the present invention to provide systems and methods of
locating a leak in an HFC network by measuring the Doppler shift of two predetermined

harmonics of a leakage signal emitted from the leak.

[0024] It is a still further object of the present invention to minimize the effects of multipath
on Doppler shift measurements, by measuring the Doppler shift of the leakage signal a number
of times at each measurement point along a drive route (“drive-route point”), and averaging the

results to obtain an averaged Doppler shift for each drive-route point.

[0025] It is yet another object of the present invention to provide systems and methods of
locating a leak in an HFC network by measuring a Doppler shift of the leakage signal (or signal
component of leakage signal) relative to an a priori known nominal frequency of the leakage

signal (or signal component).

[0026] 1t is yet a further object of the present invention to provide a method of estimating a
“zero” Doppler shift value from a distribution function of measured Doppler shift values
(relative to nominal frequency), and a method of determining actual Doppler shift values from

the estimated “zero” Doppler shift value and the measured Doppler shift values.

[0027] 1tis yet still another object of the present invention to provide a method of estimating a
“zero” Doppler shift value and a “zero” Doppler shift point (where the zero Doppler shift value
occurs) from a derivative function of the measured Doppler shift values (relative to nominal
frequency), and a method of determining actual Doppler shift values from the estimated “zero”

Doppler shift value and the measured Doppler shift values.

[0028] It is yet a still further object of the present invention to provide a method of resolving
or avoiding ambiguities in estimating leak location by using an electronic map of the network

under test.

[0029] It is yet still another object of the present invention to reduce and simply the necessary
calculations or processing in locating a leak in an HFC network, by using an electronic map of

the network and an estimate of a zero Doppler shift point.
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[0030] These and other objects are attained in accordance with the present invention, wherein
there is provided an apparatus or method for locating a leak in an HFC network extending over a
geographic area. The leak emits a leakage signal over-the-air. The leakage signal includes a
signal component defined by a nominal frequency. A preferred embodiment of the invention
carries out the following steps or functions. First, a leakage detector or the like is moved
through the geographical area of the HFC network, along a drive route, at one or more speeds of
movement. Second, a speed of movement is recorded at each of a multiplicity of drive-route
points along the drive route. Third, at each drive-route point, the signal component of the
leakage signal is received at a received frequency. Fourth, for each drive-route point, the
received frequency of the signal component is measured. Fifth, for each drive-route point, a
measured Doppler shift value is determined from a difference between the received frequency
and the nominal frequency of the signal component. Sixth, a zero Doppler shift value and a zero
Doppler shift point are estimated based on at least the measured Doppler shift values of the
drive-route points. Lastly, a location of the leak is estimated based on at least the estimated zero

Doppler shift point.

[0031] In one case, the signal component of the leakage signal is a pilot subcarrier. In another
case, the signal component may be a harmonic of the leakage signal. In a further case, the
leakage signal may include a pilot subcarrier having a harmonic, and the signal component is the
harmonic of the pilot subcarrier. In still another case, the leakage signal may include a pilot
subcarrier having a dominant harmonic, and, in such case, the signal component is the dominant
harmonic. In still a further case, the leakage signal is an OFDM signal containing a continuous
pilot subcarrier having a dominant harmonic, and the signal component is the dominant of
harmonic of the OFDM continuous pilot subcarrier. In yet another case, the leakage signal is an
OFDM signal containing two continuous pilot subcarriers, each having a dominant harmonic,

and the signal component is the dominant harmonics of the two continuous pilot subcarriers.

[0032] In a first particular embodiment, the step of estimating the zero Doppler shift value
includes additional steps. In a first additional step, a Doppler shift range of potential zero
Doppler shift values is determined for each drive-route point based on the measured Doppler
shift value for the point and on the speed of movement recorded for the point. In a second
additional step, a distribution of Doppler shift values (e.g., presented as a histogram) is
determined from the values of the Doppler shift ranges. The distribution is defined by a

graduated set of Doppler shift frequencies and, for each frequency, a totaled number of the
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Doppler shift ranges that contain the Doppler shift frequency. In a third additional step, the
Doppler shift frequency having substantially the highest totaled number is selected from the
distribution to be the estimated zero Doppler shift value. These additional steps for estimating

the zero Doppler shift are collectively referred to as the “static algorithm.”

[0033] In addition, or as an alternative, to the first particular embodiment, a second particular
embodiment estimates the zero Doppler shift value and the zero Doppler shift point based on a
change (dynamic) in measured Doppler shift. In a first step, a multiplicity of derivative values is
determined from the measured Doppler shift values. Each derivative value represents a change
in measured Doppler shift over an incremental distance along the drive route (e.g., the distance
between a current drive-route point and a previous drive-route point). In a second step, a
maximum value from the derivative values is identified. The maximum value is associated with
a maximum value point along the drive route. In a third step, the zero Doppler shift point is
estimated from the maximum value point. In a fourth step, an estimated Doppler shift value,
associated with the maximum value point, is determined based on a function of the measured
Doppler shift values and of the drive-route points associated with said values. In a fifth step, the
estimated measured Doppler shift value is selected as an estimate of the zero Doppler shift

value. These steps are collectively referred to as the “dynamic algorithm.”

[0034] The second particular embodiment may be modified, in a third particular embodiment,
to minimize errors (e.g., false maximums in the derivative function) caused by low amplitude of
the received signal component or leakage signal. In a first step of the third particular
embodiment, a level associated with the leakage signal is obtained at each of the multiplicity of
drive-route points, thus producing a multiplicity of levels. The multiplicity of levels includes a
maximum level and a plurality of threshold levels within a predefined threshold of the maximum
level. In a second step, the measured Doppler shift values associated with the drive-route points
from which the maximum level and threshold levels were obtained is selected. In a third step, a
set of derivative values is determined from the selected measured Doppler shift values. Each
derivative value is a function of a change in measured Doppler shift over an incremental
distance along the drive route. In a fourth step, a maximum value from the set of derivative
values is identified. The maximum value is associated with a maximum value point along the
drive route. In a fifth step, the zero Doppler shift point is estimated from the maximum value
point. In a sixth step, an estimated Doppler shift value associated with the maximum value point

is determined based on a function of the selected measured Doppler shift values and of the drive-
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route points associated with the selected measured Doppler shift values. In a seventh step, the
estimated Doppler shift value is selected as an estimate of the zero Doppler shift value. These

steps are collectively referred to as the “modified dynamic algorithm.”

[0035] In one embodiment of the present invention, the leak location is estimated by
employing a triangulation procedure. Preliminarily to this procedure, an actual Doppler shift
value is determined at each drive-route point from the measured Doppler shift value and the
estimated zero Doppler shift value. Then, a plurality of the drive-route points are defined by a
plurality of drive-route positions, respectively, relative to an estimated zero Doppler shift point.
The drive-route positions may be specified by geographic (e.g., GPS) coordinates. The
triangulation procedure employs a plurality of hypothetical Doppler shift values. The
hypothetical values are a function of the speeds of movement at the plurality of drive-route
points, respectively, and of the plurality of drive-route positions, respectively. In a first step of
the triangulation procedure, a plurality of bearing vectors at the plurality of drive-route points,
respectively, is determined based on the hypothetical Doppler shift values and on the actual
Doppler shift values associated with the plurality of the drive-route points. In a second step, the
plurality of bearing vectors are extended until the vectors intersect each other and create an
intersection point or intersection zone. In a third step, the location of the leak is estimated to be

at the intersection point or within the intersection zone.

[0036] In addition, or as an alternative, to the above-mentioned triangulation embodiment, an
electronic network map procedure may be employed. If the map procedure is a supplement to
the triangulation procedure, its purpose will be to confirm the location of the leak and/or to
resolve a location ambiguity. In a first step of the map procedure, an electronic map of the HFC
network is retrieved. The map contains a layout of the drive route, a plurality of devices of the
network along the drive route, and a previously estimated zero Doppler shift point. In a second
step, a line is projected substantially perpendicular to the drive route at the estimated zero
Doppler shift point. In a third step, the location of the leak on the map is estimated by
identifying a network device on the map to which the line is most closely directed. That device
is considered the estimated location of the leak. If a map is employed in combination with
triangulation, the leak location estimated under the triangulation procedure will be compared to

the leak location estimated under the map procedure.

[0037] In the case where the leakage signal has multiple continuous pilot subcarriers (pilots), it

is preferred (for leak location) to receive and work with the dominant harmonics of two different
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pilots. In a preferred embodiment for this case, a leak is located in an HFC network extending
over a geographic area. The leak emits a leakage signal over-the-air. The leakage signal
includes first and second continuous pilot subcarriers having first and second dominant
harmonics, respectively. The first and second harmonics are defined by first and second nominal
frequencies, respectively. In a first step of this embodiment, a leakage detector or other signal
receiver is moved through the geographical area of the HFC network, along a drive route, at one
or more speeds of movement. In a second step, the speed of movement at each of a multiplicity
of drive-route points along the drive route is recorded. In a third step, at each drive-route point,
the first and the second harmonics of the leakage signal are received at first and second received
frequencies, respectively. In a fourth step, for each drive-route point, the first and the second
received frequencies are measured. In a fifth step, for each drive-route point, a measured
Doppler shift value is determined (i) from a first difference between the first received frequency
and the first nominal frequency of the first harmonic, or (ii) from the first difference and a
second difference between the second received frequency and second nominal frequency of the
second harmonic. In a sixth step, a zero Doppler shift value and a zero Doppler shift point are
estimated based on at least the measured Doppler shift values of the drive-route points. Lastly,

the location of the leak is estimated based on at least the estimated zero Doppler shift point.

[0038] To overcome measurement noise in the leak location process, such as erratic variations
in Doppler shift measurements due to multipath, it is preferred to determine a number of
measured Doppler shift values at about each drive-route point (e.g., within a one-second time
interval), and then to average those values to produce an averaged result for each drive-route
point. Thus, in a preferred embodiment, the previously recited steps of (1) receiving the
harmonics, (2) measuring the received frequencies of the harmonics, and (3) determining a
measured Doppler shift value from one or both of the received frequencies and corresponding
nominal frequencies, are repeated a number of times for each drive-route point. Thus, a number
of measured Doppler shift values are produced for each drive-route point. For each drive-route
point, these values are averaged together to produce an averaged Doppler shift value. Finally,
the averaged Doppler shift values are used to estimate the zero Doppler shift value and the zero

Doppler shift point.
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BRIEF DESCRIPTION OF THE DRAWING

[0039]  Further objects of the present invention will become apparent from the following

description of a preferred embodiment with reference to the accompanying drawing, in which:

[0040] Fig 1 is a schematic diagram illustrating the basic principle of a Doppler method
applied to an HFC network for locating a leak in the network, and showing a graph of
hypothetical Doppler shift curves depending on truck speed and distance to and from a general

leak location;

[0041] Fig. 2 illustrates a continuous pilot subcarrier (“pilot”) of an OFDM signal in the time

domain;

[0042] Figs. 3A-3C illustrates three scenarios for the dominant harmonic(s) of a pilot, where
Fig. 3A shows one dominant harmonic at the center frequency of the pilot, Fig. 3B shows two
symmetrical dominant harmonics having a maximum off-set from the center frequency, and Fig.
3C shows one dominant harmonic whose frequency is at some offset Af from the center

frequency;

[0043] Fig. 4 is a graph of the relative amplitude (or level) in dBc of a dominant harmonic of a
pilot versus subcarrier number in an OFDM signal, for an 8K FFT mode (solid line) and a 4K

FFT mode (broken line), and a cyclic prefix duration of 5 microseconds;

[0044] Fig. 5 is a graph of a frequency offset Af, in kHz, of the dominant harmonic from the
center frequency of the pilot versus the subcarrier number in the OFDM signal, for the 8K FFT
mode (solid line) and the 4K FFT mode (broken line), and a cyclic prefix duration of 5

microseconds;

[0045] Fig. 6 is a frequency spectrum trace of part of an OFDM signal containing a 400 kHz
wide PLC and eight predefined continuous pilot subcarriers disposed about the PLC;

[0046] Fig. 7 is a block diagram of one embodiment of a leakage detector having a Doppler

shift measurement capability, in accordance with the present invention;

[0047] Fig. 8 is a series of frequency spectrum diagrams illustrating a pair of dominant
harmonics belonging to a pair of OFDM npilots, respectively, and showing a first down-
conversion of the harmonics from RF to IF and a second parallel down-conversion from IF to

baseband;
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[0048] Fig. 9 is an illustrated flow diagram outlining a preferred method of the present
invention, comprising the steps of capturing baseband harmonics of the pilots, calculating their
frequency spectrums, detecting and measuring frequencies of the harmonics, validating that the
harmonics are from the OFDM leakage signal and calculating Doppler shift, calculating

averaged Doppler shift (to minimize multipath effects), and sending a report to a central server;

[0049] Fig. 10 is a pair of Doppler shift curves versus distance, illustrating how averaging of
measured Doppler shift values can minimize the effects of multipath, where the top curve is a

plot of un-averaged values and the bottom curve is a plot of averaged values;

[0050] Fig. 11 is a diagram illustrating the problem with CMTS’s in an HFC network,
producing unique (random) frequency offsets or errors (FEcmts) from the nominal (or specified)

center frequency (708.44 MHz), due to limited accuracy of the master clock in each CMTS;

[0051] Fig. 12 is a series of curves (different truck speeds) of measured Doppler shift versus
distance (measured relative to nominal frequency of dominant harmonic), showing a frequency

error (FEcmts) of +75 Hz caused by the CMTS master clock;

[0052] Fig. 13 illustrates a method (static algorithm) of estimating a “zero” Doppler shift value
from a distribution function (histogram) produced from a number of ranges of measured Doppler
shift values (relative to nominal frequency), and showing a data table (top) at a central server

containing data of drive-route point numbers, measured Doppler shift values, and truck speed;

[0053] Fig. 14 illustrates a method (dynamic and modified dynamic algorithms) of estimating
a “zero” Doppler shift value and a “zero” Doppler shift point from a derivative function of

measured Doppler shift values (relative to nominal frequency);

[0054]  Fig. 15 is a schematic diagram illustrating more explicitly the Doppler method of

locating a leak in an HFC network;

[0055] Fig. 16 is a depiction of an electronic map of an HFC network, illustrating an
alternative method of locating a leak in the HFC network, once the zero Doppler shift point has

been estimated; and

[0056] Figs. 17A & 17B illustrate a flow diagram outlining a preferred method of using

Doppler shift to locate a leak in an HFC network, in accordance with the present invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

[0057] Referring now to Fig. 1, there is shown the basic principle of a Doppler method applied
to an HFC network for locating a leak in the network. Fig. 1 also represents a typical scenario of
monitoring signal leaks in an HFC network. For instance, a cable operator’s service truck 102
(equipped with a leakage detector) patrols the area of the cable network to detect and locate
signal leaks. In the illustrated scenario, truck 102 drives from point A to point B along a drive
route A-B. A leak or leakage source 104 is located at some point off drive route A-B and emits
a leakage signal. The leakage detector on truck 102 includes a GPS time sync module (Fig. 7)
for providing geographic coordinates of measurements along the drive route, timestamps, and a
stable clock signal. Also the leakage detector includes a wireless modem (Fig. 7) for
communicating with a central server 105 in real time. The leakage detector will be discussed in
greater detail with reference to a block diagram shown in Fig. 7. A typical range of distances
between leak 104 and the nearest point C of drive route A-B is from one (1) to one-hundred

(100) meters. An average distance of 30 meters is shown in Fig. 1.

[0058] When truck 102 moves along route A-B, in the general direction of leak 104, from
point A to point C, the frequency of the leakage signal from leak 104 (as received by the leakage
detector) is increased by a Doppler shift. When truck 102 moves from point A to point C
(drawing nearer to leak 104), the Doppler shift will be a positive number (i.e., frequency of
leakage signal increases), and when truck 102 moves from point C to point B (moving away
from leak 104), the Doppler shift will be a negative number (i.e., frequency of leakage signal
decreases). The relationship of Doppler shift versus distance to and away from point C is shown
in graph 110 for a leakage signal at 700 MHz, for different truck speeds. When truck 102 is at
point C, at the nearest point to leak 104 along route A-B, the Doppler shift measured at truck
102 equals zero. In graph 110, five Doppler shift curves 112 are shown, each curve representing
a different truck speed (as noted). Each curve 112 passes through zero Doppler shift at zero
distance (representing point C). Each curve 112 represents an interval of Doppler shifts ranging
from positive to negative values, depending upon position along route A-B. The curve with the
narrowest Doppler shift interval is produced by a speed of 20 km/h, and the interval is about -10
Hz to +10 Hz (at 700 MHz). The curve with the widest Doppler shift interval is produced by a
speed of 100 km/h, and the interval is about -60 Hz to +60 Hz (at 700 MHz). The accuracy of
Doppler shift measurements should be at least 1 Hz, or one-tenth of the maximum Doppler shift

value (10 Hz) for the lowest expected truck speed (20 km/h). An accuracy of 1 Hz is required to
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provide adequate sensitivity at the lowest truck speed. To achieve an accuracy of 1 Hz at 700
MHz, the reference clock must have an accuracy of at least +/- 1 x 10"-10. This accuracy is

provided in commercially available GSP time sync modules (typically +/- 1 x 10"-11).

[0059] Doppler shift depends on the speed and position of truck 102, the frequency of the
received leakage signal, and the leak’s location relative to drive route A-B. In Fig. 1, at some
drive-route point X a vector 106 represents the magnitude of the speed and the direction of truck
102. The magnitude of vector 106 is also proportional to a hypothetical Doppler shift value,
which follows the relationship of one of the curves 112 (in Fig. 1). The hypothetical value is
based on a hypothetical signal source at point C, the actual speed of truck 102, and the actual
position of truck 102 at point X. Vector 106 has a projection or bearing vector 108 in the actual
direction of leak 104. Vector 108 represents the speed in the direction of leak 104 and thus the
actual Doppler shift experienced by truck 102 at point X. This actual Doppler shift cannot be
measured directly, but is related to the Doppler shift actually measured at point X (the difference
being the initially unknown frequency error (FEcmts) in the CMTS clock). Vector 108 is
proportional to vector 106 by the cosine function. Therefore, by measuring the Doppler shift at
point X and knowing the magnitude of vector 106 (i.e., using the speed of truck 102, distance
between points X and C, and hypothetical Doppler shift value from curve 112), the angle Q
between vectors 106 and 108 can be calculated. However, before this calculation can be done,
the measured Doppler shift values must be converted to actual Doppler shift values. This is
done in accordance with embodiments of the present invention described later (see Figs. 13 &
14 and accompanying description). Once angle Q is calculated, the direction between point X
and leak 104 becomes known. The location of leak 104 can be estimated by determining a
plurality of directions between different drive-route points (X) and leak 104, and using a
triangulation formula or algorithm (see Fig. 15). The present invention also offers an alternative

to the triangulation algorithm (see Fig. 16).

[0060] In accordance with the present invention, the Doppler shift of an OFDM leakage signal
(or signal component of the leakage signal) is measured by first detecting the OFDM leakage
signal. Detection is accomplished, in the preferred embodiment, by detecting a dominant
harmonic of one or more pilots of the OFDM leakage signal. The fundamental principles of this
method of detection is disclosed in co-pending Application No. 14/936,551, filed November 9,
2015, by the same inventor as herein, and will be presented herein with reference to Figs. 2-5.

Generally, this method of detection involves: (1) tuning a leakage detector to receive a
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dominant harmonic(s) of a selected pilot in an OFDM leakage signal; (2) validating that the
harmonic(s) has been detected and is from the OFDM leakage signal; and (3) calculating the
leakage level of the OFDM leakage signal. This method of detection will be referred to herein

as the “pilot harmonic detection method.”

[0061] To understand the pilot harmonic detection method, a description of a predefined
continuous pilot subcarrier belonging to a DOCSIS 3.1 OFDM signal is now presented. Fig. 2
illustrates a pilot 200 in the time domain. Pilot 200 includes a periodic sequence of N coherent
pulses 202a-202n, each with a stable initial phase of O or 180 degrees, and each having a symbol
duration Ts. Pilot 200 has a symbol period of Ts+ Tcp, where Tcp is the cyclic prefix duration.
Pilot 200 has a signal duration Tn. The frequency of each pulse 202a-202n is equal to the center
frequency of the pilot:
fpilot 1 = (pilot number “1” — Idc) x fsub (1),

where: fsub equals 50 kHz for 4K FFT mode and 25 kHz for 8K FFT mode; Idc is the DC
subcarrier in the OFDM symbol, having subcarrier number 2048 for 4K FFT mode and 4096 for
8K FFT mode; “1” is the pilot subcarrier number in the OFDM symbol under the DOCSIS 3.1
specification (“1” =0, 1, 2 ... 4095 for 4K FFT mode and “i” =0, 1,2 ... 8191 for 8K FFT
mode). The subcarrier number may be specified relative to the DC subcarrier number. It is
known that the spectrum of pilot 200 looks like a number of discrete harmonics (see Figs. 3A-
3C). In the preferred embodiment herein, it is the dominant harmonic(s) of the pilot spectrum

that is (are) selected for detection.

[0062] The energy of the harmonics of a pilot spectrum is low compared with the energy of
the entire OFDM signal, of which the pilot is a part. Thus, good sensitivity is required to detect
the harmonics. To achieve adequate sensitivity, a very narrow resolution bandwidth (RBW)
should be used in an FFT processor used for detection. The RBW should be a few Hz (e.g., 1-10
Hz). However, the detector should be fast enough to detect leaks at least a few times per second
(e.g., 2-10 times per second). Obviously, to satisfy both the RBW and speed requirements, the
bandwidth of the detector should be narrow enough for a reasonable FFT mode and RBW. For
example, if a 2K FFT mode is used in an FFT processor with a 10 Hz RBW, then there will be a
calculation of 2048 frequencies in the spectral domain requiring a total bandwidth of 2048 x 10
Hz = 2048 kHz. This total bandwidth pertains to a complex spectrum. Thus, half of this
bandwidth, or approximately 10 kHz, may be selected as the bandwidth of an FFT processor (at

least for harmonic detection and level measurement — see further discussion below).
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[0063] In order to carryout detection of pilot harmonics in a leakage detector, certain pre-
identified or predetermined (nominal) parameters concerning the harmonics are employed. They
include: (1) the “nominal” RF frequency of each dominant harmonic to be detected (Fharm 1);
(2) calculated frequency offsets between the dominant harmonics to be detected (FOharm 1, i+n);
and (3) the relative amplitude or level of each dominant harmonic to be detected (i.e., the signal
strength level of the harmonic relative to the total energy of the associated pilot — RLharm 1).
The first parameter is used to tune a down-converter of a tuner in the front-end of a leakage
detector. The second parameter is used to validate that the detected harmonic is from an actual
OFDM leakage signal. The third parameter is used to calculate the OFDM leakage level (field
strength) based on a measured signal strength level of the detected harmonic. The term
“nominal” in reference to frequency means a specified frequency, or a calculated frequency
based on specified parameters, or a measured frequency using an ideal master clock (e.g., 10.24
MHz clock used to form the OFDM signal at a CMTS). A nominal frequency of a pilot in an
OFDM signal is calculated based on the OFDM mode (4K or 8K), the cyclic prefix, number of
pilot in the OFDM symbol, and the RF center frequency of the OFDM signal. See discussion
above and DOCSIS 3.1 specification, e.g., Section 7.5.15.2.

[0064] Three harmonic scenarios for the dominant harmonic(s) of a pilot are shown in Figs.
3A-3C. These scenarios depend on the FFT mode, pilot or subcarrier number “1” in the OFDM
signal (or symbol), and the cyclic prefix duration Tcp (e.g., 5 us; 3.75 us; 2.5 us; 1.25 us;
0.9375 us). The frequency spacing F between harmonics of a pilot is equal to the inverse of the
symbol period (Ts + Tcp) of the pilot, i.e., F = 1/(Ts+Tcp). Fig. 3A shows the scenario of one
dominant harmonic 302 located at the center frequency (fpilot) of the pilot. This scenario will
occur when there are an integer number of (sine wave) periods of the pulses of the pilot that are
within the cyclic prefix duration Tcp. The sine wave period is defined as ppilot = 1/fpilot. For
example, Tcp = 5 microseconds and the pilot frequency fpilot = 10 MHz; thus ppilot = 1/10MHz
= 0.1 microseconds, and Tcp/ppilot = 5/0.1 = 50, which is an integer number representing 50

periods within Tcp. Therefore, this 10 MHz pilot would produce the harmonic scenario of Fig.

3A, where the level of the dominant harmonic is at its maximum.

[0065] Fig. 3B shows the opposite scenario, where there are two dominant harmonics 304, 306
and they have a minimum level and a maximum offset F/2 from the center frequency of the pilot
(fpilot). This will occur when an odd integer number of half periods (ppilot/2) of the pilot is

within the cyclic prefix duration Tcp, or
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Tep/(ppilot/2) = odd integer number.

For example, in the 4K FFT mode (50 kHz subcarrier spacing) with Tcp = 5 microseconds, and
pilot subcarrier number “i” = 2058, then fpilot = (1 — 2048 - 50 kHz = 500 kHz and ppilot = 2
microseconds. Therefore, Tcp/(ppilot/2) = 5/(2/2) = 5, which is an odd integer number
representing 5 half periods within Tcp.

[0066] Fig. 3C shows an intermediate or general case, where one dominant harmonic 308 is
offset from the center frequency (fpilot) of the pilot by a frequency value, Af, where Af is less
than the maximum offset F/2. Any of the scenarios of Figs. 3A-3C may be involved in the
calculation of the RF frequency of dominant harmonics (a nominal parameter) and other

nominal parameters.

[0067] Dominant harmonics 302, 304, 306, and 308 (in Fig. 3) are each essentially a
continuous wave (CW) signal, and thus its detection is a simpler problem than detecting the
entire OFDM leakage signal or even the pilot or pilots of the OFDM leakage signal. The CW
dominant harmonics can be detected in a straightforward manner using an FFT processor. The
detection sensitivity of a CW dominant harmonic with Tn = 100 ms is approximately -100
dBmV. This sensitivity makes it possible to detect an ODFM leakage signal with a field
strength (over 6 MHz bandwidth) as low as 1 uV/m, which is more than adequate for detecting
leakage signals in an HFC network at LTE frequencies (e.g., 700-752 MHz). The resolution
bandwidth of the FFT processor is preferably about 10 Hz, and the accuracy of measuring a
dominant harmonic’s frequency will be within 1 Hz due to the use of a very stable reference
clock in the GPS time sync module of the leakage detector. This accuracy is sufficient for
measuring the Doppler shift of an OFDM signal leaking from an HFC network, because the
change in Doppler shift is about 7 Hz per 10 km/h (at 700 MHz). Thus, 1 Hz should provide

sufficient sensitivity of measuring Doppler shift, even at truck speeds less than 10 km/h.

[0068] Referring now to Fig. 4, there is shown a graph 400 of relative amplitude (or level) of a
dominant pilot harmonic versus the pilot subcarrier number “j” relative to the DC subcarrier in
the OFDM symbol, i.e., j = pilot number “i” — Idc (see equation (1)). The relative amplitude
values plotted in graph 400 were calculated in dBc (or decibels relative to carrier), and each
value represents the amplitude of a dominant harmonic relative to the total energy of the pilot
associated with that harmonic. Graph 400 is centered at a DC subcarrier and extends 50
subcarriers in plus and minus directions. Graph 400 includes a solid line plot 402 and a broken

line plot 404. Plot 402 represents the relative amplitude of the dominant harmonic in the 8K
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FFT mode (Tcp = 5 microseconds), and plot 404 represents the relative amplitude of the
dominant harmonic in the 4K FFT mode (Tcp = 5 microseconds). Plots 402 and 404 are
periodic functions that continue in like manner over the full set of subcarriers (or pilot or
subcarrier numbers) in the OFDM signal (or symbol). Plots 402 and 404 are symmetric about
the DC subcarrier. The period of plots 402, 404 are dependent on Tcp. For example, as
explained with respect to Fig. 3A, the maximum of the dominant harmonic occurs under the
condition of Tcp/ppilot = integer number. Tcp/ppilot = Tep-(fpilot) = Tep(i — Ide) x fsub. With
Tcp = 5 microseconds and 8K FFT mode, the maximum of the function of plot 402 is at
subcarriers ] = 0, +/- (8, 16, 24 ...), i.e., with a period of 8 subcarriers, because Tcp x (1) x (fsub)
= (5x10"-6) x (8) x (0.025x10"6) = 1, where 1 is the minimum integer value. If Tcp = 2
microseconds, the period of plot 402 would be 20 subcarriers, because 2 x 20 x 0.025 = 1. The
relative amplitude or level of the dominant harmonic (RLHarm j) is used to calculate a level of

the OFDM leakage signal (a nominal parameter).

[0069] The frequency offset of the dominant harmonic from the center frequency of the pilot is

defined by an equation (2):
Af (Hz) = 1/(Ts + Tcp) round (fpilot (Ts + Tcp)) — fpilot (2)

where fpilot is the center frequency of the pilot after IDFT (equation (1)), Ts equals 20
microseconds for the 4K FFT mode and 40 microseconds for the 8K FFT mode, and “round”
means rounding to an integer. As an example, assume the following parameters: Ts = 20

microseconds (4K FFT mode); Tcp = 5 microseconds; and fpilot = 12.5 MHz. Then,
Af (Hz) = 10°6/(20 + 5) round (12.5(20 + 5)) — 12.5x10"6 Hz
= 40,000 round(312.50) — 12.5x10"6 Hz
=40,000 x 313 - 12.5x10™6 Hz = 20,000 Hz or 20 kHz.

[0070] Fig. 5 shows a graph 500 of the frequency offset Af, in kHz, versus the pilot subcarrier
number “j” relative to the DC subcarrier in the OFDM symbol, i.e., j =1 — Idc. Graph 500 is
centered at the DC subcarrier and extends 50 subcarriers in the plus and minus directions.
Graph 500 includes a solid line plot 502 and a broken line plot 504. Plot 502 represents Af in
the 8K FFT mode (Tcp = 5 microseconds) and plot 504 represents Af in the 4K FFT mode (Tcp
= 5 microseconds). Plots 502 and 504 are periodic functions that continue in like manner over
the full set of subcarriers (or subcarrier numbers) in the OFDM signal (or symbol). Plots 502
and 504 are asymmetric about the DC subcarrier. The period of plots 502, 504 are also
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dependent on Tcp. For example, as explained with respect to Fig. 3B, the maximum frequency
offset (F/2) of a dominant harmonic occurs under the condition of Tcp/(ppilot/2) = odd integer
number of half periods. Tcp/(ppilot/2) = 2Tcp/ppilot = 2Tcp:(fpilot) = 2Tcp(i — Idc) x fsub) =
2Tcp x j x fsub. With Tep = 5 microseconds and 4K FFT mode, the maximum offset will be at |
=+/- (2,6, 10 ...), because 2Tcp x j x (fsub) = (2 x 5x10™-6) x (+/- 2) x (0.050x1076) = +/-1,
where 1 is the minimum odd integer number of half periods. So, the period of maximum
frequency offset in plot 504 is 4 subcarriers. Af is used to locate the RF frequency of the

dominant harmonic (a nominal parameter).

[0071] Calculations of the nominal parameters of OFDM dominant harmonics to be detected
by a leakage detector will now be presented. First, data server 105 (Fig. 1) retrieves from all
CMTS’s (serving the HFC network under test) the following information: the FFT mode (4K or
8K); cyclic prefix duration Tcp (us); the subcarrier numbers “i” of the pilots; and the center
frequency of the DC subcarrier at RF. Server 105 then calculates the center frequency RFpilot 1

of selected pilots or of each pilot in the RF band by using the equation:

RFpilot 1 = fpilot1 + F dc,

[19%:3]

where “1” 1s the pilot subcarrier number in the OFDM symbol and F dc¢ is the center frequency
of the DC subcarrier at RF (both obtained from CMTS). The subcarrier numbers utilized in this
calculation may only be a small subset of a complete set of subcarrier numbers (e.g., 4096 or
8192) for an OFDM symbol, where the subset of numbers may be those close to or within the
frequencies of anticipated OFDM leakage signals.

[0072] Server 105 then uses equation (2) to calculate, for each selected pilot subcarrier number
“1”, the frequency offset (Afi) of the dominant harmonic from the center frequency of each pilot,

where the center frequency of each pilot is defined by equation (1).

[0073] Server 105 then calculates the RF frequency(s) of the dominant harmonic(s) for each

selected pilot, using the equation:
Fharm 1 = RFpiloti+ Afi.

[0074] Server 105 then calculates the relative amplitude or level of the dominant harmonic(s),

in dBc, for each selected pilot, for example, using the equation:

RLharm i (dBc) = 20 Log (Max (FFT (fpilot i, Ts, Tcp, Tn))/Sum (FFT (fpilot 1, Ts, Tcp, Tn))
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where the FFT is a DFFT function of the time-domain version of the pilot (e.g., signal 200 in
Fig. 2), with parameters fpilot, Ts, Tcp, and signal duration Tn. The minimum signal duration
Tn of the pilot is defined by the required RBW of the FFT processor in the leakage detector, by
the relationship: Tn (sec) = 1/RBW (Hz). For example, if the required RBW = 10 Hz, then the

minimum Tn = 100 ms.

[0075] Server 105 then calculates the frequency offset, FOharm(i, i+n), between the RF
frequencies of two dominant harmonics of two different pilots. FOharm(i, i+n) is used to
validate the detection of the harmonics and the OFDM leakage signal to which the harmonics
belong. Server 105 then compiles in a data file the nominal parameters — Fharm i, RLharm 1,
and FOharm(i, i+n) — for each dominant harmonic intended to be used for leakage detection and
Doppler shift measurement. These data files may be sent to the leakage detector in the field via
a wireless phone link for use by the leakage detector to tune to the appropriate harmonics,
validate detection and calculate leakage level. If the HFC network has nodes (or service areas)
serviced by different CMTS’s and the OFDM signals generated by the CMTS’s are different for
each node or service area, then a data file of nominal parameters for each node or service area

can be compiled by server 105 and sent to leakage detector.

[0076] A method of validating the detection of dominant harmonics and, accordingly,
detection of an OFDM leakage signal to which the harmonics belong, is now described in some
detail. The validation method is preferably employed to prevent false alarms and false leakage
and Doppler shift data. In a first step of the validation method, the dominant harmonics of two
different pilots are detected by a leakage detector, and the frequency offset between the
harmonics (FOharm) is measured. The leakage detector contains a GPS time sync module with
a stable GPS synchronized clock (see Fig. 7). The clock is used for detection of both harmonics;
thus, Doppler shift and frequency instability factors do not substantially affect the accuracy of
measured FOharm (i.e., they are substantially subtracted out in determining the measured
offset). Thus, FOharm can be relied upon as a robust parameter for validating an actual OFDM
leakage signal. Recall, one of the nominal parameters (of an OFDM signal expected to be
detected as a leakage signal) is FOharm(i, i+n) (i.e., the calculated FOharm). In a second step of
the validation method, the measured FOharm is compared with the calculated FOharm. If the
measured FOharm is close to (within a few Hz of) the calculated FOharm, then a decision is
made in the leakage detector (e.g., block 712 or CPU 713 in Fig. 7) that the detected harmonics
are valid and belong to actual pilots of the OFDM leakage signal. The object is to detect the
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dominant harmonic(s) of an OFDM leakage signal in order to establish detection of the OFDM

leakage signal.

[0077] After validation, the level of the OFDM leakage signal (“leakage level” or “level of the
leak™) 1s calculated from the measured level of each detected dominant harmonic and the relative
level (RLharm 1) of each dominant harmonic (RLharm 1 is a pre-determined and stored nominal
parameter). If the OFDM leakage level is considered measured over a 6 MHz bandwidth, then,
for the 8K FFT mode, the leakage level can be defined, for example, by the following equation:

Leak Level (dBmV/m) = Harmonic Level (dBmV) — RLharm (dBc)
+ AF (dB/m) + 10 Log (6 MHz/25 kHz) - 6 dB 3)

where AF is the antenna factor and 6 dB is the boosting value of a pilot. According to the
DOCSIS 3.1 specification, pilots are boosted 6 dB relative to the level of data subcarriers in an

OFDM signal.

[0078] As indicated generally before, the sensitivity required to detect a dominant harmonic is
achievable. If a leakage level to be calculated is — 40 dBmV (10 uV/m) @ 6 MHz, and AF =25
dB/m (e.g. dipole at LTE band 750 MHz), and RLharm = — 4.5 dBc (worst case), then the
detected level or sensitivity S of the FFT processor (e.g., FFT processors 710, 711 in Fig. 7)

would be:
S (dBmV)=-40 dBmV - 4.5 dBc — 25 dB/m —23.8 + 6dB =-87.3 dBmV or-136 dBm

This sensitivity is achievable with a RBW of about 10 Hz for a FFT processor, and using a
threshold level of 10-15 dB below the noise floor, and assuming a typical noise figure for the

receiver.

[0079] In a preferred embodiment of the present invention, at least two dominant harmonics of
at least two pilots, respectively, are selected for both validation of detection and Doppler shift
measurements. As will be understood from the description below, the detection of at least two
dominant harmonics and the measurement of Doppler shift from the two harmonics will help in
reducing multipath effects in the final Doppler shift measurement (i.e., reduce measurement
noise caused by multipath). In a preferred implementation, the selected pilots are the outermost
pilots on each end of a 6 MHz channel containing the PLC (see Fig. 6; 608 & 610). The 6 MHz

channel containing the PLC is referred to herein as the “PLC channel.” The dominant harmonic
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of each of these outermost pilots is selected for detection and Doppler shift measurement. It
should be noted that the present invention is not limited to using harmonics of pilots in the PLC
channel. According to the DOCSIS 3.1 specification, pilots are distributed over the OFDM
spectrum (e.g., 192 MHz) with spacing of about 3.5 to 4 MHz. The dominant harmonics of any
of these pilot frequencies and any frequency spacing can be selected. However, the PLC
channel is convenient for leak detection and Doppler measurement, because the location (in
frequency) of the PLC channel is likely to be the same for all CMTS’s. This means that the
leakage detector would not require a PLC channel frequency specification for each CMTS-
serviced area (e.g., for each node). Also, the PLC is expected to be placed in some “quiet”
bandwidth, away from the frequencies of most over-the-air interference signals. Thus, the
leakage detector will be able to detect the leakage signal (i.e., the dominant harmonics of pilots)

without being significantly impacted by off-air interference.

[0080] Fig. 6 shows a spectrum analyzer trace 600 of part of an OFDM signal. The part
shown in trace 600 is a 6 MHz wide PLC channel 601. PLC channel 601 encompasses a PLC
602 and eight predefined continuous pilot subcarriers 604 disposed about PLC 602. PLC 602 is
located at the center of PLC channel 601. This structure is described in the DOCSIS 3.1
specification at Sections 7.5.13.2 & 7.5.15.2 and Figs. 7-55, 7-56 & 7-77. PLC 602 has a
bandwidth 606 of 400 kHz. The signal of PLC 602 looks like noise. As indicated, it is preferred
(for leakage detection validation and Doppler shift measurement) to select the two outermost
pilots (their dominant harmonics) in PLC channel 601. These pilots are shown in Fig. 6 as pilots
608 and 610, and they are spaced from each other by about 5.10 MHz. The dominant harmonics
of pilots 608 and 610 are similarly spaced. As indicated by markers ¢ in Fig. 6, the dominant
harmonics are 5.09 MHz apart. This spacing is essentially the maximum frequency offset for
dominant harmonics within PLC channel 601. An increase in immunity to multipath effects can
be achieved by choosing the two dominant harmonics at a maximum frequency offset in PLC
channel 601. The actual value of maximum frequency offset will depend on the actual location
of the associated pilots in the OFDM symbol and the cyclic prefix duration, as already discussed
with reference to Figs. 3A-3C.

[0081] A block diagram of a leakage detector 700 is shown in Fig. 7. Detector 700 is an
exemplary embodiment of the leakage detection component or function of the present invention.
An RF OFDM leakage signal is received by an antenna 701, amplified by a low noise amplifier
(LNA) 702, and then down-converted at a tuner 703 to a low first intermediate frequency (“first
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IF”) (e.g., 5 MHz center frequency within 6 MHz bandwidth). In modern tuners, first IF is
typically from 3 to 8 MHz with an IF bandwidth of 1 to 10 MHz. Thus, tuner 703 can select up
to a 10 MHz wide part of the OFDM leakage signal and down-convert it to a low (e.g., 5 MHz)
IF (“first IF signal”). In a preferred embodiment, the first IF signal is selected to be the PLC
channel of the OFDM leakage signal, having a bandwidth of 6 MHz and being centered at 5
MHz (first IF). In the latter case, the first IF signal contains eight pilots (e.g., pilots 604 in Fig.
6) including their harmonics. After tuner 703, the first IF signal is digitized in an analog-to-
digital converter (ADC) 704 and the resulting digital samples of the first IF signal are then
received by a field programmable gate array (FPGA) 705. FPGA 705 includes two channels
with digital in-phase (I) and quadrature (Q) down-converters 706 and 707 and FFT processors
710 and 711. The frequencies of down-converters 706 and 707 are formed by direct digital
synthesizers (DDS) 708 and 709, respectively. Down-converters 706 and 707 convert
(separately) two selected dominant harmonics contained in the first IF signal (e.g., PLC channel
601) to an even lower second IF or baseband (few kHz; e.g., 2 kHz). At the second IF, FFT
processors 710, 711 are able to calculate FFTs of the selected harmonics at a resolution of a few
Hz. The calculated FFTs from FFT processors 710 and 711 are then captured by a signal
analysis module or block 712, where the selected dominant harmonics are detected and their
frequencies are measured. As mentioned previously, detection of the harmonics is accomplished
by comparing the measured levels of the harmonics to a threshold, which is usually set 10-15 dB
below the noise floor. If both harmonics are detected and the frequency offset between the
harmonics (measured FOharm) is within a predetermined tolerance of the expected offset
(nominal parameter, FOharm), then a decision is made in block 712 that the OFDM leakage

signal has been detected (validation).

[0082] After a decision is made that the OFDM leakage signal has been detected, block 712
confirms measurements of signal level and determines Doppler shift of the harmonics. As
discussed in greater detail below, the Doppler shift measurements are determined relative to the
nominal frequencies of the harmonics (nominal parameter, Fharm). The nominal frequencies
were previously stored in a programmable computer or digital controller (CPU) 713 and sent to
block 712 for determining measured Doppler shift and measured frequency offset FOharm. The
nominal frequencies (Fharm 1) may originally be transmitted from central server 105 (Fig. 1) to
CPU 713 via a wireless communications network, an antenna 715, and a wireless modem 714
(Fig. 7). Alternatively, a user (technician) can directly enter the nominal frequencies into CPU

713 via a user interface and input device (keyboard, touch screen, etc.). The process of down-
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converting the leakage signal and measuring Doppler shift is discussed further below. As shown
in Fig. 7, leakage detector 700 also includes a GPS time sync module 716 with a GPS antenna
717. Module 716 provides a very stable GPS clock signal (e.g., 10 MHz or 10.24 MHz) to tuner
703, ADC 704 and FPGA 705. This clock allows the Doppler shift to be measured with an
accuracy of within 1 Hz. Module 716 also sends to CPU 713 other GPS data associated with the
leakage detection and Doppler shift measurements, such as timestamps, latitude/longitude
coordinates, and speed of truck. This GPS data together with the results of leakage detection
and Doppler shift are compiled in a report. CPU 713 sends the report, via wireless modem 714,

to central server 105 on a periodic basis (e.g., every couple of seconds).

[0083] Referring now to Fig. 8, the process of down-converting the RF OFDM leakage signal
to the first IF signal and from the first IF signal to the second IF signal will now be described.
Fig. 8 contains four schematically drawn spectrum graphs of amplitude versus frequency. An
RF leakage signal contains a pair of dominant harmonics 801 and 802, separated by a frequency
offset (FOharm) 803 (first graph). A part of the RF leakage signal containing harmonics 801,
802 (e.g., PLC channel 601) is selected and down-converted (e.g., in tuner 703) to a first IF with
a bandwidth 807, and is referred to herein as a first IF signal (second graph). In this first down-
conversion, harmonics 801 and 802 are converted to first IF harmonics 804 and 805,
respectively. The frequency offset between harmonics 804 and 805 is theoretically the same as
offset 803 at RF. The first IF signal is digitized (e.g., by ADC 704) using a clock signal 808
(second graph). If the IF of the first IF signal is, e.g., S MHz and bandwidth 807 is, e.g., 6 MHz,
than clock signal 808 should have a frequency of 20 MHz (an integer scale factor of 2 of the 10
MHz GPS clock frequency).

[0084] The nominal frequencies of first IF harmonics 804 and 805 are known because the
nominal frequencies of RF harmonics 801, 802 (Fharm 1) are known and the frequency of tuner
703 is known. For example, if Fharm of harmonic 801 is 708.44 MHz and the tuner frequency
is 711 MHz (e.g., center frequency of PLC channel 601), then 711 MHz is down-converted to
first IF 5 MHz and 708.44 MHz is down-converted to 5 — (711 — 708 .44) = 2.44 MHz. Thus, the
nominal frequency of first IF harmonic 804 is 2.44 MHz. Certain nominal parameters
associated with the RF harmonics (e.g., Fharm 1) are predetermined and stored in CPU 713 of
leakage detector 700. Based on the nominal frequency of first IF harmonic 804 (e.g., 2.44
MHz), DDS 708 (Fig. 7) forms I/Q signals 809 (shown as one signal) for down-converting (in
down-converter 706) IF harmonic 804 to a second IF band 813 (third graph). The down-
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converted result is filtered by a low-pass filter (LPF), not shown but inherent in down-converter
706. DDS 709 (Fig. 7) forms 1/Q signals 810 (shown as one signal) for down-converting (in
down-converter 707) IF harmonic 805 to the same second IF band 813 (fourth graph). The
down-converted result is filtered by a low-pass filter (LPF), not shown but inherent in down-
converter 707. Note from the second graph in Fig. 8 that signal 810 is offset from signal 809 by
a frequency offset 806. Offset 806 is preferably equal to the offset between nominal frequencies
of harmonics 804 and 805. As a result, both harmonics 804 and 805 are down-converted to the
same second IF frequency, to produce second IF harmonics 811 and 814. The nominal
frequency of either second IF harmonic 811 or 814 is selected to be a few kHz (as mentioned
above). For example, if the nominal frequency is 2 kHz, then DDS 708 will generate signals
809 at a frequency of 2.44 — 0.002 = 2.438 MHz, to place second IF harmonic 811 at 2 kHz
(708.44 MHz to 2.44 MHz to 2 kHz). Similarly, DDS 709 will generate signals 810 at a
frequency of [5 + (711 — 708.44)] — 0.002 = 7.558 MHz. The conversion to second IF band 813

is done to achieve good frequency resolution in FFT processors 710, 711.

[0085] In the second graph of Fig. 8, an offset 816 is the difference between the frequencies of
harmonic 804 and signals 809 or the difference between the frequencies of harmonic 805 and
signals 810. Offset 816 is equal to the second IF frequency (e.g., 2 kHz). It is preferred that
offset 816 (or second IF) be as small as possible, but it must be more than half the possible
frequency drift of second IF harmonic 811 or 814. The possible frequency drift includes the
Doppler shift (probably up to 100 Hz) and any drift due to instability of the GPS time sync
module (e.g., module 716 in Fig. 7). By making the second IF frequency only a few kHz, a
relatively low clock rate can be used in FFT processors 710, 711. A clock signal 812 (Fig. 8,
third graph) is used in FFT processor 710 and a clock signal 815 (Fig. 8, fourth graph) is used in
FFT processor 711. The frequency of clock signals 812, 815 should be an integer divider of the
GPS clock signal from module 716 (e.g., 10 MHz / 512 = 19.53125 kHz). A clock frequency of
19.53125 kHz will provide about 1 Hz resolution for a preferred 16K FFT mode in FFT
processors 710, 711.

[0086] As noted above, one of the main challenges of detection and location of leaks in an
HFC network is multipath effects, occurring especially in urban areas. In applying the Doppler
method to locating leaks in an HFC network, Doppler shift measurements should be accurate to
within 1 Hz in order to overcome the adverse effects of multipath. In accordance with a

preferred embodiment of the present invention, the impact of multipath effects are reduced by:
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(1) measuring Doppler shift at least at two different frequencies (e.g., two separated dominant
harmonics); (2) measuring Doppler shift at different points along a drive route; and (3)
averaging multiple Doppler shift measurements taken at a drive-route point, over a one-second
time interval. The time interval is selected to be one second because that interval is compatible
with currently existing leakage report databases. Also, a one-second interval is a reasonable

compromise between measurement accuracy and system speed or response time.

[0087] Referring now to Fig. 9, an illustrated flow diagram is shown to aid in describing the
processing in FFT processors 710, 711 and in signal analysis block 712. In a first step 901, the
second IF signals 811 and 814 are captured at FFT processors 710 and 711, respectively. In
order to maximize the number of Doppler shift measurements taken within a one-second time
interval, successive sets of samples of signals 811 and 814 (e.g., sets 906 & 907 in Fig. 9) are
captured with some overlap in time (Fig. 9). This overlap is accomplished by buffering in
processors 710, 711 (using, e.g., a FIFO memory configuration). The captured sets of samples
of signals 811 and 814 are shown in Fig. 9 as sets 906 and 907, respectively. The duration of
captured sample sets 906, 907 is determined based on the sensitivity required for detection of the
dominant harmonics and on the accuracy required for measuring Doppler shift. As noted, the
duration of the captured dominant harmonic signal (time-domain samples 906 & 907) should be
about 100 ms in order to detect an OFDM leakage signal with a sensitivity of 1 pV/m (at LTE

frequencies).

[0088] In a second step 902 (Fig. 9), the FFT spectrums of the captured time-domain sample
sets 906, 907 are calculated during time intervals 908 (in FFT processors 710, 711, respectively,
in parallel). In a third step 903, dominant harmonics 811, 814 are detected and the signal
strength of each harmonic is measured. The harmonics are detected, for example, by comparing
the measured signal strength levels of the harmonics to a threshold, which is preferably set about
10-15 dB below the noise floor. The measured levels of the harmonics are saved in CPU 713 for
later calculation of the OFDM Leak Level, according to equation (3) above. In addition, the
frequencies of harmonics 811, 814 are measured in step 903. An explanation of how the
frequencies are measured is now given, using as an example a nominal frequency of 708.44
MHz for harmonic 801. The sampling rate of FFT processor 710 is 10 MHz/1024 = 9.765625
kHz and the FFT mode is 16K points (also for FFT processor 711). The second IF frequency =
2 kHz, which is the nominal frequency of harmonic 811. The 2 kHz frequency corresponds to

FFT point 3355 (2 kHz/(9,765.625/16384 points)). So, if the measured peak of the FFT
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spectrum from processor 710 is at point 3355, that means the harmonic is actually at the nominal
frequency of 2 kHz and the corresponding RF frequency for corresponding harmonic 801 is
708.44 MHz. However, if the peak is actually detected at point 3455 (100 points above nominal
point) in processor 710, then the measured frequency at second IF is 2 kHz + (100 points x
(9,765.625/16384)) = 2 + 59.605 = 2.059605 kHz, and the measured RF frequency of harmonic
801 1s 708.44 MHz + 59.605 Hz = 708.440059605 MHz. Thus, based on the spectrums of FFT
processors 710, 711, the measured frequencies of the RF harmonics are determined. Step 903 is
performed in block 712 or CPU 713. Harmonic detection and frequency measurement in step

903 occur during time intervals 909.

[0089] In a fourth step 904 (Fig. 9), a validation process (as described above) is performed to
confirm that an OFDM leakage signal from the HFC network under test has been detected. The
validation process includes determining a measured frequency offset between harmonics 801
and 802 (“measured offset 803”) based on the measured frequencies of second IF harmonics 811
and 814 (as just discussed for step 903). Measured offset 803 is then compared to the nominal
frequency offset (FOharm) between the nominal frequencies (Fharm 1) of harmonics 801 and
802 (nominal parameters stored in CPU 713). If measured offset 803 is close to (e.g., within a
few Hz of) the nominal frequency offset FOharm, then a decision is made in block 712 (or CPU
713) that the true selected dominant harmonics have been detected and are part of an actual
OFDM leakage signal from the HFC network. In one embodiment, measured offset 803 is
determined by taking the measured RF frequency of harmonic 801 and subtracting it from the
measured RF frequency of harmonic 802. For example, the nominal frequency offset FOharm is
5.12 MHz, and the measured frequencies of harmonics 801 and 802 are 708.440059605 MHz
(from above example) and 713.560060505 MHz, respectively. Therefore, measured offset 803
is 713.560060505 — 708.440059605 = 5.1200009 MHz, and since measured offset 803 is within
a few Hz of nominal FOharm (within 0.9 Hz), detection of harmonics 801, 802 is validated.
Alternatively, and in a similar manner, measured offset 803 can be determined from the nominal
frequencies of first IF harmonics 804, 805. It is noted again that the drifts (Doppler shift and
clock instability of detector) associated with each measured frequency of the harmonics do not
substantially affect determination of measured offset 803, because the drifts substantially cancel

out in computing the offset (e.g., Doppler shifts should cancel out to within less than 1 Hz).
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[0090] The measured Doppler shift is also determined in step 904. In the present embodiment,
the measured Doppler shift is determined relative to the nominal frequency of the dominant
harmonics. The measured Doppler shift is the difference between the measured frequency of the
harmonic and the nominal frequency of the harmonic. In the example given above regarding
frequency measurement, the measured frequency of harmonic 811 was 100 FFT points above
nominal, which worked out to be 59.605 Hz above the nominal frequency of harmonic 811.
Thus, in the present embodiment, the measured Doppler shift for harmonic 811 (and harmonic
801) is considered to be 59.605 Hz. The measured Doppler shift of harmonic 814 (and
harmonic 802) is also determined in this manner. Validation and Doppler shift measurement are

performed in step 904 during time intervals 910.

[0091] In a final step 905 (Fig. 9), an averaged Doppler shift is calculated from the measured
Doppler shifts determined during the several intervals 910. Ideally, ten intervals 910
collectively extend over a one-second interval. A measured Doppler shift value is produced for
each dominant harmonic, in each interval 910. Therefore, 20 measured Doppler shift values (10
for each harmonic) are produced for each one-second interval. All 20 Doppler shift values are
averaged together in CPU 713 to produce the averaged Doppler shift. Also, the harmonic levels
measured in step 903 (and confirmed in step 904) yield 10 level measurements for each
harmonic over the one-second interval. In step 905, the 10 level measurements of each
harmonic are averaged together in CPU 713 to produce an averaged harmonic level for each
harmonic. As indicated in Fig. 9, the averaged Doppler shift and averaged harmonic levels are
calculated during a time interval 911. Also, during interval 911, the Leak Level of the OFDM
leakage signal is calculated in CPU 713 using equation (3) above. In the preferred embodiment,
equation (3) is used to calculate a Leak Level from the averaged harmonic level of each
harmonic, thus yielding two calculated Leak Levels. The two Leak Levels are then averaged
together to create a Leak Level for the particular one-second interval (also representing one
drive-route point). Thus, one Leak Level is produced for every one-second time interval. In an
alternative approach, the Leak Level may simply be calculated from the averaged level of one or
the other of the dominant harmonics. In a further alternative approach, the Leak Level may be
calculated from a global average of both sets of level measurements (i.e., 20 measurements) and
the RLharm’s of both harmonics are averaged together to create an averaged RLharm, and these

averaged values are plugged into equation (3).
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[0092] At the completion of the one-second time interval, and during interval 911, CPU 713
prepares and sends a report to central server 105. The report includes the averaged Doppler
shift, Leak Level, timestamp (second, min, day), latitude/longitude coordinates, and speed of
truck. Note that each one-second time interval (e.g., from Second N to Second N+1 in Fig. 9)
yields an averaged measured Doppler shift value and a Leak Level value for one drive-route
point. Thus, in the preferred embodiment, each one-second interval represents one drive-route
point. Also note that at least one set of latitude and longitude coordinates are sent as part of the
report at the completion of the one-second time interval. In the preferred case, where one set of
coordinates are sent, the coordinates are preferably recorded at the mid-point of the one-second
time interval (half-second point). However, in other embodiments multiple sets of coordinates
may be recorded and reported; for example, based on currently available GPS sync modules,
coordinates can be recorded every five milliseconds or 20 times per second. Further note that, in
an alternative embodiment, the measured harmonic levels (e.g., 10 for each harmonic) and
measured received frequencies (e.g., 10 measurements for each harmonic) of the harmonics, for
each one-second interval, are sent directly to central server 105, where the harmonic levels are
averaged and the Leak Level is calculated and where measured Doppler shifts are calculated and

then averaged as described above.

[0093] By averaging the measured Doppler shifts, taken over a one-second interval and at two
different harmonic frequencies, a significant reduction in measurement error or fluctuations
(e.g., due to multipath effects) is achieved. This is illustrated in Fig. 10, showing an upper graph
1001 and a lower graph 1003. Both graphs 1001 and 1003 contain plots of Doppler shift (in Hz)
versus distance (in meters) going toward and away from a leakage source. Graph 1001 shows
emulation results of measured Doppler shift (un-averaged) of a leakage signal at a truck speed of
40 km/h, in the scenario of Fig. 1 and in an environment of random multipath reflections of the
leakage signal. The measured Doppler shift contains fluctuations 1002 caused by the multipath.
As indicated, fluctuations 1002 are 15 Hz or greater. This is a severe case considering that the
maximum Doppler shift at this truck speed is only 25 Hz (see Fig. 1). Graph 1003 shows a plot
of averaged Doppler shift data at multiple drive-route points 1004. Each data point 1004 is the
result of averaging 20 measured Doppler shift values during a one-second (travel) interval (i.e.,
10 measurements x 2 harmonics). A curve 1005 is the ideal case (no multipath) for the
measured Doppler shift. The curve that fits points 1004 has minimal fluctuation and is very
close to the ideal curve 1005. In comparing graphs 1001 and 1003, the results of averaging are

dramatic.
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[0094] As noted previously, one problem with using the Doppler method in an HFC network is
that the frequency accuracy of the master clock on the CMTS card is limited. The frequency
error may be greater than the maximum Doppler shift expected on a drive route. This problem
was confirmed in actual tests. Fig. 11 helps illustrate the problem. An FFT spectrum analyzer
1101 was used to measure the frequency of a dominant harmonic in an OFDM signal. Analyzer
1101 is part of a field leakage detector called the Navigator Plus, supplied by ARCOM
DIGITAL, LLC, Syracuse, NY (www.arcomdigital.com). Analyzer 1101 has a GPS time sync
module with a very accurate 10 MHz GPS synchronous clock 1102. A very stable signal
generator 1103 was used to generate the OFDM signal for direct input to spectrum analyzer
1101. Generator 1103 is a DOCSIS 3.1 Cable Load (Multichannel Signal) Generator from
Rohde & Schwarz GmbH & Co. Munich, Germany. See Rohde & Schwarz data sheet at
https://cdn.rohde-schwarz.com/pws/dl_downloads/dl common_library/dl brochures and data

sheets/pdf 1/CLGD bro en 3607-0123-12 v0200.pdf. As shown in Fig. 11, generator 1103 is
synchronized to a 10 MHz external GPS clock 1104. Generator 1103 formed an OFDM signal
with the following parameters: 4K FFT mode; cyclic prefix duration of 5 ps; 708 MHz center
frequency of the OFDM signal; and PLC location is 2104 (index # of first PLC subcarrier). The
dominant harmonic of an outermost pilot in the 6 MHz PLC channel (like pilot 608 in Fig. 6)
was selected for frequency measurement. The pilot is located at subcarrier index number 2057.

The center frequency of the pilot at subcarrier number 2057 is:
fpilot = 708 MHz (DC subcarrier at 2048) + 50 kHz x (2057 — 2048) = 708.450000 MHz

The dominant harmonic of this pilot was calculated to be 10 kHz below the pilot’s center
frequency, using previously defined equation (2). So, the nominal (calculated, theoretical or
expected) frequency of the dominant harmonic should be 708.450 — 0.010 = 708.440 MHz. The
exact same harmonic frequency of 708.440 MHz was measured by FFT spectrum analyzer 1101
from the OFDM signal generated by generator 1103. An FFT spectrum response 1107 from
analyzer 1101 shows the measured harmonic frequency to be 708.440 MHz.

[0095] Continuing with the test in Fig. 11, the frequency of the same dominant harmonic was
measured in the field from OFDM signals generated by two different DOCSIS 3.1 CMTS’s
1105 and 1106. The OFDM signals from CMTS’s 1105 and 1106 had the exact same
parameters as the OFDM signal from generator 1103. With CMTS 1105, the measured
frequency of the dominant harmonic was 708.439867 MHz, as indicated by an FFT spectrum
response 1108. The frequency offset (or error FEcmts) from the nominal value (708.440 MHz)
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is =133 Hz. With CMTS 1106, the measured frequency of the dominant harmonic was
708.440046 MHz, representing an offset (FEcmts) of +46 Hz, as indicated in a response 1109.
The accuracy of the master clock in CMTS 1105 is 133/708,440,000 = 187 PPB, which is within
the limits specified under DOCSIS 3.1. Thus, it can be expected that the frequency errors
(FEcmts) of CMTS’s 1105 and 1106 will be experienced in a DOCSIS 3.1 compliant HFC
network. But, an offset (FEcmts) of 133 Hz is more than five times greater than the maximum
Doppler shift expected in the drive route scenario of Fig. 1 (assuming a truck speed of 40 km/h).
The offsets (e.g., 113 Hz and 46 Hz) are random from CMTS to CMTS. This is a significant
obstacle in applying the Doppler method to leak location in an HFC network.

[0096] Referring now to Fig 12, a graph 1201 plots measured Doppler shift (in Hz) of a
dominant harmonic (measured relative to the nominal frequency of the dominant harmonic)
versus distance (in meters) to and from a point 1202 of “zero” Doppler shift (i.e., the source of
the leaked dominant harmonic). Graph 1201 contains Doppler shift curves 1203 for five truck
speeds (20, 40, 60, 80 and 100 km/h). Curves 1203 are similar to curves 112 in Fig. 1, except
that curves 1203 represent Doppler shift relative to the nominal frequency of the dominant
harmonic. The Doppler shift values in curves 1203 contain a frequency error (FEcmts) 1204
caused by the CMTS clock. Again, the error is determined relative to the nominal frequency.
There may also be a minimal drift from the leakage detector clock; however, as previously
noted, such drift is very small (< 1 Hz) and thus is not represented in curves 1203. In comparing
Fig. 12 with Fig. 1, curves 1203 are shifted upward (from actual zero Doppler) by 75 Hz. The
zero Doppler shift point in Fig. 1 registers as a +75 Hz Doppler shift in Fig. 12 (i.e., “zero”
Doppler shift point 1202). As mentioned, the CMTS frequency error presents an obstacle in
applying the Doppler method to leak location in an HFC network.

[0097] A preferred embodiment of the present invention offers solutions to overcoming this
obstacle. In the embodiments described herein, Doppler shift is measured relative to the
nominal frequency of the dominant harmonic (because the actual transmit frequency of the
dominant harmonic is a priori unknown). Leakage detector 700 transmits reports to central
server 105 with data of Doppler shift measured relative to the nominal harmonic frequency
(“measured Doppler shift”). Then, at central server 105, a “zero” measured Doppler shift value
is determined, which is only the error FEcmts contribution (e.g., +75 Hz) to the offset from the
nominal frequency (i.e., zero contribution from Doppler shift). The quotation marks around zero

in “zero” measured Doppler shift” refer to the fact that the value is measured relative to the
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nominal frequency and thus is usually not zero. In the following discussion and claims, the
quotation marks are dropped, the meaning now being clear. Also, in the following discussion,
zero measured Doppler shift is referred to by the symbol F@ | rather than FEcmts. Once F0 is
determined, actual Doppler shift values are calculated from the measured Doppler shift values
(i.e., Actual = Measured — F0 ). F0 is determined using at least one estimation algorithm (but

preferably two different algorithms in combination).

[0098] The first estimation algorithm is illustrated in Fig. 13, and is referred to herein as the
“static algorithm.” Data concerning measured Doppler shift, received at central server 105
(from leakage detector 700), is represented in a table 1301. The data is organized in M (m =
1—M) data sets, where each set includes: a drive-route point m (with associated set of
latitude/longitude coordinates); measured Doppler shift at point m (Fm); and truck speed at point
m (Vm). The data used to estimate F0 in the static algorithm should be collected on one day, to
avoid day-to-day variations. Thus, table 1301 may contain data for one particular day. The data
of table 1301 concerns detected leaks over the entire node or group of nodes serviced by a single
CMTS. Thus, table 1301 is not limited to measurements from one leak. Measurements from all
leaks in the node or group of nodes can be used in the estimation. This works because all leaks
in a commonly served node or nodes emit the same signal (e.g., OFDM signal) from the same
signal source (CMTS). So, it does not matter if the signal is received from a single leak or from
different leaks at different parts of the node. In the static algorithm, the purpose is not to isolate
or locate a particular leak, but to simply estimate a “zero” measured Doppler shift value (F0 )
from the measured Doppler shift data (as reflected in histogram 1303). As mentioned,
latitude/longitude coordinates are associated with each drive-route point m, and the geographic
boundaries of each node are known in server 105; thus, server 105 is able to identify which
points are located within which nodes. An example of a server equipped with geographic
boundaries of nodes for many HFC networks, and suitable for implementing the static algorithm,
is the QAM Snare® Leakage Server, supplied by ARCOM DIGITAL, LLC, Syracuse, NY

(www.arcomdigital.com).

[0099] Referring again to table 1301, each drive-route point m has an associated measured
Doppler shift value Fm and truck speed Vm. Keep in mind that the measured Doppler shift Fm
is measured relative to the nominal frequency of the dominant harmonic. Thus, Fm includes the
actual Doppler shift FAm (at point m and truck speed Vm) and the frequency error of the CMTS
FEcmts (i.e., Fm = FAm + FEcmts). FEcmts is constant for all points m. If the actual Doppler



WO 2017/192206 35 PCT/US2017/021820

shift FAm is zero at point m, then the measured Doppler shift value (Fm) is equal to the CMTS
frequency error (FEcmts), which, again, is the zero measured Doppler shift value F0 . Now
consider that a range of F@ wvalues are possible for a given measured Doppler shift value Fm,
and that the size of the range is defined by the truck speed Vm associated with Fm. This is
understood from Fig. 1, where you see different ranges of Doppler shift values (from positive to
negative) for different truck speeds. The range of possible F@ values is derived by considering
Fm to be the value at the outer distance of a Doppler shift curve (defined by Vm) on the upper
(or positive) end, and then moving from the upper end to the middle of the curve (i.e., the zero
Doppler shift point). The process is then repeated by considering Fm to be the value at the outer
distance of the Doppler shift curve on the lower (or negative) end, and then moving to the
middle of the curve. For example, assume Fm = 100 Hz, and if Vm = 20 km/h, the Doppler shift
curve varies over +/-15 Hz (f = 708.44 MHz). If Fm is assumed to be at the upper or “positive”
end of the curve, then moving to the zero point would decrease the value to 100 - 15 = 85 Hz
(minimum FQ ); and if Fm is assumed to be at the lower or “negative” end of the curve, then
moving toward the zero point would increase the value to 100 + 15 = 115 Hz (maximum F0 ).
Thus, the range of possible F@ values is 85-115 Hz, for Fm = 100 and Vm = 20 km/h. Two
such FO ranges are shown for (Fi, Vi) and (Fj, Vj) in Fig. 13.

[0100] An equation to assist in calculating the FO ranges is given as follows:

Delta Fm =+ Vm x (f/c), where
Vm is truck speed at point “m”;
f is nominal frequency of the dominant harmonic (either harmonic, if two); and

c is the speed of light.

For example, if f = 708.44 MHz and Vi = 40 km/h at point (1), then Delta Fi = +26 Hz. Now, if
the measured Doppler shift at point (1) is Fi = 55 Hz, then the F@ range is (55 — 26) = 29 Hz to
(55 + 26) = 81 Hz (or 29-81 Hz). At another point (j), if £ = 708.44 MHz and Vj = 30 km/h,
then Delta Fj = £20 Hz. If the measured Doppler shift is Fj = 90 Hz at point (j), then the FO

range is (90 — 20) = 70 Hz to (90 + 20) = 110 Hz (or 70-110 Hz). Both F0 ranges are
diagrammed in Fig. 13.

[0101] As shown in Fig. 13, an overlap of the two F@ ranges occurs at frequencies 1302,
Overlap frequencies 1302 represent an area of common values for two different truck speeds,
which suggests that the area contains the zero measured Doppler shift value FO . Now, if FO

ranges are calculated for all points m in table 1301, and the frequency of occurrence of the
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values from all these ranges is compiled, a probability distribution function or histogram 1303
can be constructed. From histogram 1303, a more accurate estimate of FQ (i.e., Fm = FEcmts)
can be made for the data in table 1301. Histogram 1303 is divided into 1 Hz frequency steps or
bins 1304, and at each 1 Hz bin the total number N of F@ ranges containing the frequency of the
bin is given. In histogram 1303, the frequency bins with the largest total for N are the
frequencies where F@ is most likely located. A most probable value 1305 for FO is selected
from histogram 1303 based on any well-known technique, such as center of gravity. In the
special case where the truck has stopped (Vm = 0) and the leak is detected (and frequency
measured) during some time interval, only one or two bins 1304 of histogram 1303 will have

compiled a number N.

[0102] An advantage of the static algorithm is that all drive-route points where leaks are
detected within a node (or commonly-served nodes) can be used in the estimation of FO . And,
if the truck can reduce its speed or stop near a leak, then the accuracy of estimation will
improve. In fact, an alternative to the static algorithm is to simply take one or more (e.g., a
statistically adequate sample of) measurements of Doppler shift within each node (or group of
commonly-served nodes) while the truck is stopped. In this alternative approach, the measured
Doppler shifts, or an average of them, should produce a good estimate of FO . In either approach
(static algorithm or alternative), F@ is used to determine an actual Doppler shift value (FAm) at
each point m, using the equation: FAm = Fm — FO . Also, after F@ is estimated by either
approach, it is used to search the M drive-route points for a point or points having a measured
Doppler shift value equal to FO . Thus, the static algorithm also yields one or more drive-route

points (e.g., point C in Fig. 1) considered to be zero Doppler shift points.

[0103] A second method of estimating FO (to ultimately calculate actual Doppler shift) is
based on a change in measured Doppler shift as the truck moves from one drive-route point to
another, toward and away from a signal leak (“dynamic algorithm™). Unlike the static
algorithm, the dynamic algorithm works with data from one leak at a time. This method is
illustrated in Fig. 14. Fig. 14 contains an upper graph 1401 and a lower graph 1402. Graph
1401 contains a measured Doppler shift curve 1403 and a leak level curve 1404. The leak levels
in curve 1404 are calculated field strength of the detected OFDM leakage signal, in units of
uV/m. Each data point of curves 1403 and 1404 represents a drive-route point where level and
frequency measurements were taken by a truck traveling along a drive route. Each point also

represents a one-second time interval over which multiple measurements are taken for that point.
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As a reference, FO is measured independently of the dynamic algorithm, using GPS sync
spectrum analyzer 1101 and the procedure described in connection with Fig. 11. This
independently measured F@ is plotted on graph 1401 as a reference value 1405. Value 1405 is
compared to an estimated F@ , which is the end result of the dynamic algorithm and plotted on

graph 1401 as an estimated or extrapolated value 1406.

[0104] According to the dynamic algorithm, F@ is estimated by first calculating the derivative

of the measured Doppler shift Fm, using the formula:

Dm = dFm / dRm, where
dFm is change in measured Doppler shift 1407 at point m relative to previous point “m-17;

dRm is incremental distance 1408 between point m and previous point “m-1" along drive route.

Graph 1402 contains a curve 1409 representing a derivative function corresponding to the above
formula. Curve 1409 is in units of Hz/meter versus distance in meters along a drive route.
Curve 1409 contains a maximum 1410 representing a maximum change in Doppler shift and the
point where the Doppler shift changes from a positive to a negative value. Maximum 1410
occurs in curve 1409 at a distance coordinate 1412 — a physical point or position along the drive
route where there is zero Doppler shift. Thus, coordinate 1412 serves as the estimated point
along the drive route where F@ occurs. In accordance with the dynamic algorithm, the
coordinate or point 1412 is projected to a coordinate or point 1413 on the distance (or drive
route) axis of graph 1401. Using the measured Doppler shift curve 1403 (or a function
representing curve 1403), an estimated or extrapolated measured Doppler shift value 1406 is
obtained (graph 1401). The estimated or extrapolated value 1406 is selected as an estimate of
F@ . The estimated FO is then used to determine an actual Doppler shift (FAm) at each drive-
route point “m” using the equation:. FAm = Fi — FO@ . The dynamic algorithm is preferably

carried out in a central server, such as server 105.

[0105] Derivative function curve 1409 (lower graph 1402) may contain some false maximums
caused by errors in measuring Doppler shift due to low signal strength levels of the dominant
harmonics. An example of a false maximum is shown on graph 1402 at a point 1411. False
maximums can be minimized or excluded from curve 1409 by removing all measured Doppler
shift points in curve 1403 associated with leak levels (e.g., field strength levels) not meeting a
predetermined threshold. The threshold can be set at some level below the maximum leak level
along the drive route. For example, with respect to curve 1404, a threshold 1414 is set 6 dB

below a maximum leak level point 1415. Thus, all measured Doppler shift points (curve 1403)
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associated with leak levels (curve 1404) equal to or greater than threshold 1414 will be selected
and used in the derivative equation to create derivative function curve 1409. This condition
usually exists near the leak or point where zero Doppler shift occurs (e.g., see point C in Fig. 1).
The measured Doppler shift points meeting this condition fall within a zone 1416. In curve
1403, three Doppler shift points meet the condition and fall within zone 1416. This is a
simplified example. Of course, in most drive route tests, a larger sample of points will meet the
threshold condition and fall within zone 1416. The points where the leak levels are at or near
the maximum level can be used to mark a location where the zero measured Doppler shift value
(FO ) occurs. It should be noted that threshold 1414 is preferably only used to select measured
Doppler shift values for estimating the zero Doppler shift; however, measured Doppler shift
values not meeting threshold 1414 may still be considered in computing actual Doppler shifts

values for use in locating the leak (e.g., by triangulation).

[0106] By combining the above-described static and dynamic algorithms/methods, a good
estimate can be obtained for F0 , a zero Doppler shift point (along drive route) where FO occurs,
and the actual Doppler shift values at each drive-route point. And, based on the estimated actual
Doppler shift values, the locations of the leaks can be pinpointed using, e.g., a triangulation

algorithm or some other suitable location algorithm.

[0107] Referring to now to Figs. 1 and 15, a brief description is given of the Doppler method
using triangulation. Recall from Fig. 1, that vector 106 has a projection or bearing vector 108.
The direction of vector 108 (established by angle Q) is the estimated direction from drive-route
point X to leak 104. This direction (or angle Q) is determined based on: (i) the speed of truck
102; (ii) the distance from point X (position of truck 102) to zero Doppler shift point C
(determined using one or both above-mentioned algorithms); and (iii) an actual Doppler shift
value at point X (FAx) (determined using above-mentioned algorithms). The angle Q can be

determined by the equation:
Q= cos'l(FAx / hypothetical Doppler shift value at point X) 4)

where the hypothetical Doppler shift value at point X (FHx) is calculated or obtained from
theoretical tables or curves, such as in graph 110 of Fig. 1. From the speed of truck 102 and the
distance between point X and zero Doppler shift point C, FHx is obtained from graph 110 (i.e.,

FHx is considered the magnitude of vector 106). Thus, the inverse cosine (cos'l) of FAx/FHx =

Q. Angle Q provides the direction of vector 108, which is the estimated direction to leak 104
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from point X. In the basic Doppler method employing triangulation, this process is repeated a
number of times (e.g., 2 or more) at different points along a common path (e.g., the drive route).
The resulting vectors are extended until they all intersect or nearly intersect, thus providing an
estimate of a signal source’s location (the estimated location being at the intersection or center
of gravity of the nearly intersecting vectors). In one embodiment of the present invention, this

Doppler/triangulation method is used to locate leaks in an HFC network (see Fig. 15).

[0108] In Fig. 15, a truck 1502 travels along a drive route through a geographic area covered
by an HFC network containing a leak 1504. At a number of drive-route points, including points
P1, P2 and P3, measurements are taken or determined such as truck speed, geographic
coordinates, measured Doppler shift, leak level, etc. These measurements include the detection
of a leakage signal emitted from leak 1504. The measurements were processed as previously
described to yield actual Doppler shift values at points P1, P2 and P3 and to pinpoint zero
Doppler shift point C. Based on this information, and on the truck speeds at points P1, P2 and
P3 and the hypothetical Doppler shift values at points P1, P2 and P3, angles Q1, Q2 & Q3 and
bearing vectors 1506, 1508 & 1510 are determined using equation (4) above. In accordance
with the Doppler method employing triangulation, vectors 1506, 1508 and 1510 are extended
until they intersect each other at a single point or at an intersection zone 1512. Intersection zone
1512 provides an area of estimated location for leak 1504. Of course, the more drive-route
points (Pm) and vectors employed, the more accurate the estimate of the location. Note that, in
the preferred embodiment, the specific positions of vectors 1506, 1508 & 1510 are defined by
the geographic coordinates recorded for each point P1, P2, P3; and, the coordinates of each point

are preferably recorded at the midpoint of the one-second time interval associated with the point.

[0109] As previously noted, one problem with the Doppler method is the potential for an
ambiguity in the estimated location. For example, in the case of a truck traveling along a road
relative to a signal source, the estimated location of the signal source may be indicated for either
side of the road. In applying the Doppler method to an HFC network, there is an opportunity to
overcome the ambiguity problem. An aspect of the present invention, which optionally may be
employed in some embodiments (e.g., at central server 105), is to use an electronic network map
to resolve any ambiguities and simplify calculations for estimating leak location (i.e,
eliminating most of the calculations and steps associated with triangulation). This optional
aspect of the invention (“map embodiment™) uses the estimated point along the drive route

where the Doppler shift equals zero and where the Doppler shift changes from positive to



WO 2017/192206 40 PCT/US2017/021820

negative or vice versa. For example, in Fig. 1, once point C is estimated, an electronic network
map can be used to locate leak 104. The layout of modern HFC networks is usually well-
documented using electronic maps. Such maps are very accurate and GIS compatible (i.e.,
location of each device in network is given by actual GPS coordinates). Also, electronic maps
are already integrated and operating in commercially available leakage servers, e.g., the QAM
Snare® Leak Server (www.arcomdigital.com). Lastly, statistics of leak data in a number of
systems shows that most leaks at LTE frequencies are associated with the trunk line cable (main
branch of HFC network), and the locations of network devices in the trunk line are usually

accurately identified in electronic network maps.

[0110] The use of electronic network maps in the present invention is further understood by
referring to Fig. 16. An electronic network map 1600 displays the position and identity of a
plurality of network devices 1601a, 1601b, 1601c, 1601d, and 1601e in an HFC network. In this
example, device 1601c contains a leak that emits a leakage signal. A truck equipped with a
leakage detector (not shown in Fig. 16) traveled over drive routes throughout the HFC network,
including the area displayed on map 1600. The truck traveled over a road 1602 and passed by
network devices 1601a-1601e going in a direction 1603. While traveling through the HFC
network, the truck detected leakage signals, determined leakage signal levels, measured Doppler
shift, and recorded geographical coordinates and truck speed, at a number of drive-route points.
In this map embodiment, the measurements were taken in accordance with, for example, the
embodiment described with respect to Figs. 1-10. As discussed, the measurements were sent in
reports to central server 105, where they were processed to determine, among other things, the
estimated actual Doppler shift values at each drive-route point and the zero Doppler shift points.
The data was processed at central server 105 in accordance with, e.g., the estimation algorithms

described with respect to Figs. 11-14.

[0111] Electronic map 1600 displays the positions of the drive-route points and indicates for
each point whether the actual Doppler shift value (FAm) is positive or negative. The
positive/negative indication could be accomplished by color-coding the drive-route points (e.g.,
red for negative, blue for positive, and yellow for zero Doppler shift). The actual Doppler shift
values at the drive-route points may also be displayed or at least associated with the points in a
map database. As displayed on map 1600, there are a number of drive-route points 1604 and
1606 along road 1602. Points 1604 have positive actual Doppler shift values and points 1606
have negative actual Doppler shift values. Map 1600 also displays an estimated point 1605
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where the Doppler shift is zero (determined at server 105, e.g., by employing the dynamic
algorithm). Zero Doppler point 1605 is estimated to be the moment when the truck is closest to
a leak (unknown position) and the truck’s direction 1603 is perpendicular to the leak. In
accordance with the map embodiment, the position of the leak is estimated by projecting a line
1607a from point 1605 perpendicular to direction 1603 (or to road 1602). Another line 1607b
may also be projected from point 1605 in a direction opposite of the projection of line 1607a
(Fig. 16). If line 1607a or line 1607b points to a network device or approximately points to a
network device (e.g., if a network device is located a minimal distance from the projected line),
then that network device is considered the probable location of the leak. In general, the leak is
considered to be the network device to which either line 1607a, 1607b is most closely directed.
In Fig. 16, line 1607a points to device 1601c and extends only a short distance before actually
contacting device 1601c, and line 1607b does not point to or contact any device. Thus, it is
determined that device 1601c is the probable source of the leak and the pre-recorded location of
device 1601c¢ is considered the estimated location of the leak. Any ambiguity as to which side
of road 1602 the leak is on is avoided by knowing the position of the network device to which

projected line 1607a is most closely directed.

[0112] It is noted that map 1600 is shown in Fig. 16 for the purpose of explaining the map
embodiment. The use of an actual visual map to locate leak device 1601c is not required. The
term “map” herein includes, but is not limited to, an actually displayed electronic network map
or a database of equivalent information. In one embodiment, a map (which may or not be
interactive) may be presented to display the above-mentioned network devices and Doppler
information, and, in such case, leak location may be performed manually via a touch screen,
pointer device, or by some other means. However, in another embodiment, a map may not be
presented, and, in such case, leak location may be automatically determined by simply using the
pre-recorded positions of the network devices and positions of the Doppler shift points. In the
latter case, such information may be stored in a database typically used to support an electronic

HFC network map.

[0113]  As indicated, the map embodiment can result in a reduction and simplification of
“location” calculations in server 105, as compared to brute-force triangulation. This can be an
advantage in achieving real- or near real-time operation and in handling a large number of

leakage detectors working simultaneously in the field. The reduction and simplification of
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calculations is demonstrated by the following example, considering, first, calculations using

triangulation:

measure Doppler shift relative to nominal frequency;

estimate actual Doppler shift at each drive-route point;

estimate point of actual zero Doppler shift;

calculate direction to leak at each drive-route point, using actual Doppler shift;
calculate cross points of vectors for all directions;

calculate zone of cross points; and

A o

calculate center of gravity in zone as estimation of leak location.

Now consider the calculations of the map embodiment of the present invention:
1. measure Doppler shift relative to nominal frequency;

estimate actual zero Doppler shift;

estimate point of actual zero Doppler shift;

calculate one or two directions (perpendicular line) from zero Doppler point to leak; and

A

determine nearest network device that perpendicular line is pointing or extending to.

[0114] To summarize the preferred embodiments of the present invention, attention is now
directed to Figs. 17A and 17B. A method 1700 of locating a leak of an OFDM signal from an
HFC network is presented in a number of steps. The HFC network extends over a geographic
area, and the OFDM signal emitted from the leak becomes a leakage signal. The OFDM signal
(or leakage signal) includes a number of continuous pilot subcarriers, each of which contains at
least one dominant harmonic. Two of these dominant harmonics (one each from two different
continuous pilot subcarriers) are selected for detection of the leakage signal. The two selected
harmonics are each defined by a nominal center frequency, a relative level RLharm, and a
nominal frequency offset FOharm (these terms were defined above). In a first step 1702, a
leakage detector is moved through the geographical area of the HFC network, along a drive
route, to detect the leakage signal. The movement along the drive route may be at one or more
speeds of movement. In a second step 1704, the two dominant harmonics of the leakage signal
are received at a number of drive-route points along the drive route. Each dominant harmonic is
received at a respective received center frequency. In a third step 1706, at each drive-route
point, a speed of movement and a set of coordinates of the drive-route point are recorded. In a
fourth step 1708, at each drive-route point, the received center frequency of each dominant

harmonic is measured. In a fifth step 1710, at each drive-route point: (1) the frequency offset
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between the received center frequencies of the dominant harmonics is measured; (2) the
measured frequency offset is compared to the nominal frequency offset of the dominant
harmonics; and (3) the detection of the two dominant harmonics is validated if the measured
frequency offset is within a predetermined tolerance (a few Hz) of the nominal frequency offset.
In a sixth step 1712, at each drive-route point, a field strength level of each dominant harmonic
is measured. In a seventh step 1714, for each drive-route point, a leak level of the leakage signal
is determined based on the field strength level and the relative level RLharm of one or both of

the dominant harmonics.

[0115] The description of method 1700 continues with reference to Fig. 17B. In an eighth step
1716, for each drive-route point, a measured Doppler shift value is determined from the received
and nominal center frequencies of the two dominant harmonics. In a ninth step 1718, for each
drive-route point, the following data are communicated to a central server: (1) the measured
Doppler shift value, (2) the speed of movement, (3) the leak level of the leakage signal, and (4)
the set of coordinates. In a tenth step 1720, at the central server, a zero Doppler shift value F0
(relative to nominal frequency) and a zero Doppler shift point along the drive route where F0
occurs, are estimated based on (1) the measured Doppler shift values, (2) the speeds of
movement, and (3) the leak levels of the leakage signal, at the number of drive-route points.
Method 1700 follows one of two paths after step 1720, depending on the approach employed for
estimating the location of the leak. In a pair of steps 1722a and 1724a, the leak is located by the
triangulation embodiment. In a pair of steps 1722b and 1724b, the leak is located by the
electronic map embodiment. Both embodiments are preferably carried out at the central server,
but may also be implemented in the leakage detector (e.g., in CPU 713). Method 1700 may

perform both paths, where the result of one will confirm the result of the other.

[0116] In step 1722a, for each drive-route point, an actual Doppler shift value is determined
from the measured Doppler shift value and the estimated F@ . In step 1724a, the location of the
leak is determined based on: (1) the actual Doppler shift values at a plurality of the drive-route
points; (2) the zero Doppler shift point; and (3) the speeds of movement at the plurality of the
drive-route points. This is the triangulation approach. In step 1722b, an electronic map of the
HFC network (and/or its associated database) is retrieved. The map (and database) contains
identities and positions of devices in the network, the zero Doppler shift point, and the drive
route through an area of the HFC network. In step 1724b, the location of the leak is determined
based on: (1) the electronic map (and/or database) of the HFC network; (2) a projection of a line
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perpendicular to the drive route (or direction of movement along drive route) at the zero Doppler
shift point; (3) identification of the network device to which the line is most closely directed,;
and (4) selecting the identified network device as the estimated location of the leak. In the case
where both paths for locating the leak are performed, the location of the leak estimated by the
triangulation embodiment is compared with the location estimated by the electronic map

environment.

[0117] As used in this description and in the claims, the term “received frequency” or
“received frequencies” means the actual frequency or frequencies of the leakage signal received
by a receiver or leakage detector (e.g., detector 700), including any filtered or down-converted
form of the leakage signal or part of the leakage signal. The term may refer to any signal
component of the leakage signal, such as a continuous pilot subcarrier or a harmonic of the pilot.
For example, the frequency measured in block 712 (Fig. 7) of a dominant harmonic of a leakage
signal is a received frequency; block 712 measures the received frequency of the harmonic at the

second IF.

[0118] The various functions of the present invention, as described above, may be
implemented in hardware, firmware, software, or a combination of these. For example, with
respect to hardware, these functions may be implemented in an application specific integrated
circuit (ASIC), digital signal process or (DSP), field programmable gate array (FPGA), micro-
controller, microprocessor, programmable logic device, general purpose computer, special
purpose computer, other electronic device, or a combination of these devices (hereinafter
“processor”). If the various functions are implemented in firmware, software, or other computer-
executable instructions, then they may be stored on any suitable computer-readable media.
Computer-executable instructions may cause a processor to perform the aforementioned
functions of the present invention. Computer-executable instructions include data structures,
objects, programs, routines, or other program modules accessible and executable by a processor.
The computer-readable media may be any available media accessible by a processor.
Embodiments of the present invention may include one or more computer-readable media.
Generally, computer-readable media include, but are not limited to, random-access memory
("RAM), read-only memory ("ROM), programmable read-only memory ("PROM), erasable
programmable read-only memory ("EPROM), electrically erasable programmable read-only
memory ("EEPROM"), compact disk read-only memory ("CD-ROM), flash memory or any

other device or component that is capable of providing data or executable instructions accessible
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by a processor. Certain embodiments recited in the claims may be limited to the use of tangible,
non-transitory computer-readable media, and the phrases "tangible computer-readable medium"
and "non-transitory computer-readable medium" (or plural variations) used herein are intended

to exclude transitory propagating signals per se.

[0119] While the preferred embodiments of the invention have been particularly described in
the specification and illustrated in the drawing, it should be understood that the invention is not
so limited. Many modifications, equivalents and adaptations of the invention will become
apparent to those skilled in the art without departing from the spirit and scope of the invention,

as defined in the appended claims.
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CLAIMS
What is claimed is:

1. A method of locating a leak in an HFC network extending over a geographic area,
the leak emitting a leakage signal over-the-air, the leakage signal including a signal
component defined by a nominal frequency and having an actual frequency that deviates from
the nominal frequency by a frequency error, said method comprising the steps of:

(a) moving through the geographic area of the HFC network, along a drive route;

(b) at each of a plurality of drive-route points along the drive route, receiving the
signal component of the leakage signal at a receive frequency;

(c) for each drive-route point, measuring the receive frequency of the signal
component;

(d) for each drive-route point, determining a measured Doppler shift value from the
receive frequency and the nominal frequency of the signal component;

(e) determining a value of the frequency error associated with the signal component,
and using the value of the frequency error as an estimate of a zero measured Doppler shift
value;

(f) estimating a zero Doppler shift point where the zero measured Doppler shift value
occurs, based on at least the measured Doppler shift values determined in step (d); and

(g) estimating a location of the leak based on at least the estimated zero Doppler shift

point.

2. The method of claim 1, wherein the leakage signal includes a pilot subcarrier
having an harmonic, and wherein the signal component of the leakage signal is the harmonic

of the pilot subcarrier.

3. The method of claim 1, further comprising the steps of:

(h) repeating steps (b), (c) and (d) a plurality of times to produce a plurality of
measured Doppler shift values for each drive-route point; and

(1) for each drive-route point, averaging the plurality of measured Doppler shift values

to produce an averaged Doppler shift value; and wherein
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step (f) includes estimating the zero Doppler shift point based on at least the averaged

Doppler shift values produced from steps (h) and (i).

4. The method of claim 1, further comprising the step of recording a speed of
movement at each of the drive-route points along the drive route; and wherein step (e)
includes—

(1) for each drive-route point, determining a Doppler shift range of potential zero Doppler
shift values based on the measured Doppler shift value determined for the drive-route point
and based on the speed of movement recorded for the drive-route point, to produce a plurality
of Doppler shift ranges for the plurality of drive-route points,

(i1) determining a distribution from the values of the plurality of Doppler shift ranges, the
distribution being defined by a set of Doppler shift frequencies and, for each Doppler shift
frequency of the set, a totaled number of the Doppler shift ranges that contain the Doppler
shift frequency, and

(1i1) selecting from the distribution a Doppler shift frequency of the set having
substantially the highest totaled number,

whereby the selected Doppler shift frequency is taken as an estimate of the zero measured

Doppler shift value.

5. The method of claim 1, wherein step (f) includes—

(1) determining a plurality of derivative values from the measured Doppler shift values
obtained in step (d), each derivative value being a function of a change in measured Doppler
shift over an incremental distance along the drive route,

(11) identifying a maximum value from the plurality of derivative values, the maximum
value being associated with a maximum value point along the drive route, and

(1i1) estimating the zero Doppler shift point from the maximum value point.

6. The method of claim 5, wherein step (e) includes—
(1) determining an estimated measured Doppler shift value associated with the
maximum value point, based on a function of the measured Doppler shift values obtained in

step (d) and of the drive-route points associated with the measured Doppler shift values, and
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(11) selecting the estimated measured Doppler shift value as the value of the frequency

error of the signal component and as an estimate of the zero measured Doppler shift value.

7. The method of claim 1, wherein step (f) includes—

(1) obtaining a level associated with the leakage signal at each of the plurality of drive-
route points, to produce a plurality of levels, the plurality of levels including a maximum level
and a number of threshold levels within a predefined threshold of the maximum level,

(1) selecting from the measured Doppler shift values determined in step (d) those
values associated with the drive-route points at which the maximum level and the number of
threshold levels were obtained,

(1i1) determining a set of derivative values from the selected measured Doppler shift
values, each derivative value being a function of a change in measured Doppler shift over an
incremental distance along the drive route,

(iv) identifying a maximum value from the set of derivative values, the maximum
value being associated with a maximum value point along the drive route, and

(v) estimating the zero Doppler shift point from the maximum value point.

8. The method of claim 7, wherein step (e) includes—

(1) determining an estimated measured Doppler shift value associated with the
maximum value point, based on a function of the selected measured Doppler shift values and
of the drive-route points associated with the selected measured Doppler shift values, and

(11) selecting the estimated measured Doppler shift value as the value of the frequency

error of the signal component and as an estimate of the zero measured Doppler shift value.

9. The method of claim 1, wherein step (e) includes—

(1) while stationary, receiving the signal component of the leakage signal at a
stationary frequency, and

(11) measuring the stationary frequency of the signal component to produce an estimate
of the actual frequency of the signal component, and

(1i1) determining a value of the frequency error from the estimated actual frequency

and the nominal frequency of the signal component.
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10. The method of claim 1, wherein step (f) includes estimating the zero Doppler shift
point based on the measured Doppler shift values determined in step (d) and the zero

measured Doppler shift value estimated in step (e).

11. The method of claim 1, further comprising the steps of:

(h) recording a speed of movement at each drive-route point; and

(1) for each drive-route point, determining an actual Doppler shift value from the
measured Doppler shift value of the drive-route point and from the estimated zero measured
Doppler shift value, and

wherein step (g) includes estimating the location of the leak based on the estimated
zero Doppler shift point, the speeds of movement at the drive-route points, and the actual

Doppler shift values at the drive-route points.

12. The method of claim 11, wherein the plurality of drive-route points are defined by
a plurality of drive-route positions, respectively, relative to the zero Doppler shift point, and

wherein step (g) is performed in accordance with a triangulation procedure using a
plurality of hypothetical Doppler shift values,

the plurality of hypothetical Doppler shift values being a function of the speeds of
movement at the plurality of drive-route points, respectively, and of the plurality of drive-
route positions, respectively,

the triangulation procedure including—

(1) determining a plurality of bearing vectors at the plurality of drive-route points,
respectively, based on the plurality of hypothetical Doppler shift values and on the actual
Doppler shift values associated with the plurality of drive-route points,

(11) identifying an intersection point or an intersection zone from an intersection of the
plurality of bearing vectors, and

(111) estimating the location of the leak to be substantially at the intersection point or

within the intersection zone.

13. The method of claim 12, wherein the triangulation procedure further includes:

(iv) retrieving an electronic map of the HFC network extending over the geographic
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area, the electronic map containing the drive route, a plurality of network devices of the
network located substantially along the drive route, and the estimated zero Doppler shift point;
(v) projecting a line substantially perpendicular to the drive route at the estimated zero
Doppler shift point;
(vi) identifying a first network device of the plurality of network devices to which the
line 1s most closely directed,;
(vii) selecting the first network device as an estimate of the location of the leak; and
(viil) comparing the location of the leak estimated in step (ii1) of the triangulation

procedure with the location of the leak estimated in step (vii) of the triangulation procedure.

14. The method of claim 1, wherein step (g) includes

(1) retrieving an electronic map of the HFC network extending over the geographic
area, the electronic map containing the drive route, a plurality of network devices of the
network located substantially along the drive route, and the estimated zero Doppler shift point;

(11) projecting a line substantially perpendicular to the drive route at the estimated zero
Doppler shift point;

(111) identifying a first network device of the plurality of network devices to which the
line 1s most closely directed; and

(1v) selecting the first network device as an estimate of the location of the leak.

15. A method of locating a leak in an HFC network extending over a geographic area,
the leak emitting a leakage signal over-the-air, the leakage signal including first and second
pilot signals having first and second harmonics, respectively, the first harmonic being defined
by a first nominal frequency and having a first actual frequency that deviates from the first
nominal frequency by a frequency error, the second harmonic being defined by a second
nominal frequency and having a second actual frequency that deviates from the second
nominal frequency by about the frequency error, said method comprising the steps of’

(a) moving through the geographic area of the HFC network, along a drive route;

(b) at each of a plurality of drive-route points along the drive route, receiving the first
and the second harmonics at first and second receive frequencies, respectively;

(c) for each drive-route point, measuring the first and the second receive frequencies

of the first and the second harmonics;
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(d) for each drive-route point, determining a first measured Doppler shift value from
the first receive frequency and the first nominal frequency of the first harmonic, and
determining a second measured Doppler shift value from the second receive frequency and the
second nominal frequency of the second harmonic;

(e) determining a value of the frequency error and using the value of the frequency
error as an estimate of a zero measured Doppler shift value;

(f) estimating a zero Doppler shift point where the zero Doppler shift value occurs,
based on at least the first and the second measured Doppler shift values determined for the
plurality of drive-route points; and

(g) estimating a location of the leak based on at least the estimated zero Doppler shift

point.

16. The method of claim 15, further comprising the steps of:

(h) repeating steps (b), (c¢) and (d) a plurality of times to produce a plurality of first
and second measured Doppler shift values for each drive-route point; and

(1) for each drive-route point, averaging the plurality of first and second measured
Doppler shift values to produce an averaged Doppler shift value; and wherein

step (f) includes estimating the zero Doppler shift point based on at least the averaged

Doppler shift values produced from steps (h) and (i).

17. The method of claim 16, further comprising the steps of:

(j) recording a speed of movement at each drive-route point; and

(k) for each drive-route point, determining an actual Doppler shift value from the
averaged Doppler shift value of the drive-route point and from the estimated zero measured
Doppler shift value, and

wherein step (g) includes estimating the location of the leak based on the estimated
zero Doppler shift point, the speeds of movement at the drive-route points, and the actual

Doppler shift values at the drive-route points.

18. The method of claim 17, wherein the plurality of drive-route points are defined by

a plurality of drive-route positions, respectively, relative to the zero Doppler shift point, and
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wherein step (g) is performed in accordance with a triangulation procedure using a
plurality of hypothetical Doppler shift values,

the plurality of hypothetical Doppler shift values being a function of the speeds of
movement at the plurality of drive-route points, respectively, and of the plurality of drive-
route positions, respectively,

the triangulation procedure including—

(1) determining a plurality of bearing vectors at the plurality of drive-route points,
respectively, based on the plurality of hypothetical Doppler shift values and on the actual
Doppler shift values associated with the plurality of drive-route points,

(11) identifying an intersection point or an intersection zone from an intersection of the
plurality of bearing vectors, and

(111) estimating the location of the leak to be substantially at the intersection point or

within the intersection zone.

19. The method of claim 18, wherein the triangulation procedure further includes:

(iv) retrieving an electronic map of the HFC network extending over the geographic
area, the electronic map containing the drive route, a plurality of network devices of the
network located substantially along the drive route, and the estimated zero Doppler shift point;

(v) projecting a line substantially perpendicular to the drive route at the estimated zero
Doppler shift point;

(vi) identifying a first network device of the plurality of network devices to which the
line 1s most closely directed,;

(vii) selecting the first network device as an estimate of the location of the leak; and

(viil) comparing the location of the leak estimated in step (ii1) of the triangulation

procedure with the location of the leak estimated in step (vii) of the triangulation procedure.

20. The method of claim 15, wherein step (g) includes

(1) retrieving an electronic map of the HFC network extending over the geographic
area, the electronic map containing the drive route, a plurality of network devices of the
network located substantially along the drive route, and the estimated zero Doppler shift point;

(11) projecting a line substantially perpendicular to the drive route at the estimated zero

Doppler shift point;
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(111) identifying a first network device of the plurality of network devices to which the
line 1s most closely directed; and

(1v) selecting the first network device as an estimate of the location of the leak.

21. The method of claim 15, wherein the first and the second harmonics are further
defined by a nominal frequency offset between the first and the second nominal frequencies,
said method further comprising the step of:

(h) for each drive-route point, (i) measuring a frequency offset between the first and
the second receive frequencies of the first and the second harmonics, (ii) comparing the
measured frequency offset to the nominal frequency offset, and (iii) validating the receipt of
the first and the second harmonics if the measured frequency offset is within a predetermined

tolerance of the nominal frequency offset.

22. The method of claim 15, further comprising the steps of

(h) for each drive-route point, measuring a first signal strength level of the first
harmonic; and

(1) for each drive-route point, determining a leak level of the leakage signal based on

the first signal strength level.

23. The method of claim 15, further comprising the steps of

(h) for each drive-route point, measuring first and second signal strength levels of the
first and the second harmonics, respectively; and

(1) for each drive-route point, determining a leak level of the leakage signal based on

the first and the second signal strength levels.

24. The method of claim 15, wherein the first harmonic is further defined by a first
relative level which relates signal strength level of the first harmonic to the total energy of the
first pilot signal, said method further comprising the steps of:

(h) for each drive-route point, measuring a first signal strength level of the first
harmonic; and
(1) for each drive-route point, determining a leak level of the leakage signal based on the

first signal strength level and the first relative level.
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25. The method of claim 15, wherein the first and the second harmonics are further
defined by first and second relative levels, respectively, said method further comprising the
steps of’

(h) for each drive-route point, measuring a first signal strength level of the first
harmonic and a second signal strength level of the second harmonic; and

(1) for each drive-route point, determining a leak level of the leakage signal based on

the first and the second signal strength levels and on the first and the second relative levels.

26. The method of claim 15, further comprising the step of

(h) for each drive-route point, averaging the first and the second measured Doppler
shift values to produce an averaged Doppler shift value, and wherein

step (f) includes estimating the zero Doppler shift point based on at least the averaged

Doppler shift values determined for the plurality of drive-route points.

27. The method of claim 26, further comprising the step of recording a speed of
movement at each of the drive-route points along the drive route; and wherein step (e)
includes—

(1) for each drive-route point, determining a Doppler shift range of potential zero Doppler
shift values based on the averaged Doppler shift value produced for the drive-route point and
based on the speed of movement recorded for the drive-route point, to produce a plurality of
Doppler shift ranges for the plurality of drive-route points,

(i1) determining a distribution from the values of the plurality of Doppler shift ranges, the
distribution being defined by a set of Doppler shift frequencies and, for each Doppler shift
frequency of the set, a totaled number of the Doppler shift ranges that contain the Doppler
shift frequency, and

(1i1) selecting from the distribution a Doppler shift frequency of the set having
substantially the highest totaled number,

whereby the selected Doppler shift frequency is taken as an estimate of the zero measured

Doppler shift value.
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28. The method of claim 26, wherein step (f) includes—

(1) determining a plurality of derivative values from the averaged Doppler shift values
produced in step (h), each derivative value being a function of a change in measured Doppler
shift over an incremental distance along the drive route,

(11) identifying a maximum value from the plurality of derivative values, the maximum
value being associated with a maximum value point along the drive route, and

(1i1) estimating the zero Doppler shift point from the maximum value point.

29. The method of claim 28, wherein step (e) includes—

(1) determining an estimated measured Doppler shift value associated with the
maximum value point, based on a function of the averaged Doppler shift values and of the
drive-route points associated with the averaged Doppler shift values, and

(11) selecting the estimated measured Doppler shift value as the value of the frequency

error of the signal component and as an estimate of the zero measured Doppler shift value.

30. The method of claim 26, wherein step (f) includes—

(1) obtaining a level associated with the leakage signal at each of the plurality of drive-
route points, to produce a plurality of levels, the plurality of levels including a maximum level
and a number of threshold levels within a predefined threshold of the maximum level,

(11) selecting from the averaged Doppler shift values produced in step (h) those values
associated with the drive-route points at which the maximum level and the number of
threshold levels were obtained,

(1i1) determining a set of derivative values from the selected averaged Doppler shift
values, each derivative value being a function of a change in measured Doppler shift over an
incremental distance along the drive route,

(iv) identifying a maximum value from the set of derivative values, the maximum
value being associated with a maximum value point along the drive route, and

(v) estimating the zero Doppler shift point from the maximum value point.
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31. The method of claim 30, wherein step (e) includes—

(1) determining an estimated measured Doppler shift value associated with the
maximum value point, based on a function of the selected averaged Doppler shift values and
of the drive-route points associated with the selected averaged Doppler shift values, and

(11) selecting the estimated measured Doppler shift value as the value of the frequency

error of the signal component and as an estimate of the zero measured Doppler shift value.
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