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ABSTRACT

One alternative and optional method of the present invention
provides a secured item specific identification system incor-
porating the steps of identifying an item to a determined
degree, generating a first identifying code for the item,
generating a second code and separately providing the same
to a partner, enabling an access to secure identification data
regarding the item upon an authorizing use of both the first
and second code. In other optional alternative embodiments,
the first and second codes may be optionally linked or
alternatively provided in alternative and adaptive composite
symbology formats.
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METHOD FOR IMPROVING SECURITY AND
ENHANCING INFORMATION STORAGE
CAPABILITY, THE SYSTEM AND APPARATUS
FOR PRODUCING THE METHOD, AND
PRODUCTS PRODUCED BY THE SYSTEM AND
APPARATUS USING THE METHOD

PRIORITY CLAIM

[0001] This application is a continuation of U.S. patent
application Ser. No. 11/473,698 filed on Jun. 23, 2006 and
U.S. patent application Ser. No. 10/829,736 filed on Apr. 22,
2004, which claims priority from U.S. Provisional Applica-
tion No. 60/505,127 filed Sep. 23, 2003, U.S. Provisional
Application No. 60/530,415 filed Dec. 17, 2003, and from
PCT Application Ser. No. PCT/US04/12418, filed Apr. 22,
2004, the contents of which are each incorporated herein by
reference.

SELECTED FIGURE
[0002] Applicants select FIG. 9 for publication.

BACKGROUND OF THE INVENTION

[0003]

[0004] The present invention relates broadly to a method
and apparatus for improving aspects of information security,
information delivery, and information dissemination as well
as information storage. In alternative embodiments, the
present invention may also relate to a method, apparatus, or
system for constructing, deconstructing, and reconstructing
coded symbols or parts of coded symbols by means of
encodation or decodation methods, optionally involving
encryption, hashed-type, or other methods of encodation,
and master communication systems supporting the same.

[0005] 2. Description of the Related Art

1. Field of the Invention

[0006] Since their invention in the early 1950’s, bar codes
have accelerated the flow of products and information
throughout the global business community. Coupled with
the improvements in data accuracy that accompanies the
adoption of bar code technology over keyboard data entry,
bar code systems are now critical elements in conducting
business in the global economy.

[0007] As discussed in U.S. Pat. No. 6,631,843, optically
encoded indicia, such as bar codes are well known in the art
but limitations exist. Today, bar codes are used in just about
every type of business application: point-of-sale (POS),
retail, warehousing, etc. Bar codes are printed on many types
of alternative substrates, individual items, and on various
containers enclosing a number of items. Bar codes carry
information encoded into bars and spaces of various widths,
arranged in predetermined patterns. The bars and spaces are
made up of unit elements called modules.

[0008] A module has a specified height and width. Width
is usually called the horizontal dimension of the module.
When a laser scanner scans a bar code, bar code modules are
usually crossed by the scanning beam typically along its
horizontal dimension, but many bar codes may be scanned
omni-directionally.

[0009] The relative size of a bar coded label is determined
by the type of coding used, as are the actual sizes of the
label’s individual bars and spaces. The size of the bar code
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is also directly proportional to the amount of information
that is stored in that bar code. Conversely, the amount of
information is constrained by the size limitations on the bar
code. In sum, bar codes are scanned via a bar code scanning
system, and the encoded information gets extracted and
decoded by the system’s processing means.

[0010] Bar code reading can be accomplished by scanning
across the bar code with a laser scanner, a wand, a charged
coupled device (CCD), or some other solid-state imaging
device (SSI). Bar code reading systems are known in the art
and have been disclosed, for example, in U.S. Pat. Nos.
4,251,798; 4,360,798; 4,369,361; 4,387,297, 4,409,470 and
4,460,120.

[0011] The newest symbologies include options to encode
multiple languages within the same symbol, and can even
allow (through deliberate redundancies) reconstruction of
data if the symbol is damaged.

[0012] At the last count, there were over one hundred
(100) defined and known bar code symbologies. Unfortu-
nately, only a handful of these symbologies are in current
use, and fewer still are widely known and used internation-
ally.

[0013] A number of different one-dimensional bar code
symbologies (alternatively called or referred to as 1D-en-
codation schemes or 1D symbologies) exist. These symbolo-
gies include, but are not necessarily limited to: UPC-A,
UPC-E, EAN-8, EAN-13 and UCC/EAN-128 and/or other
common-type and known 1D bar codes as defined by the
representative governing councils, and standards defining
organizations. This may also include applicable Application
Identifiers, UCC Coupon Value Codes and HIBC UCC/
EAN-128 Secondary Input Data formats encoded in UCC/
EAN-128, among others known in the 1D bar code sym-
bology field.

[0014] Tt should be noted that the Uniform Code Council,
Inc. (UCC) and EAN International are voluntary standards
organizations that together manage the EAN/UCC system.
The Automatic Identification Manufacturers Association
(AIM) and AIDC are also standards defining organizations
that set global standards for multiple facets of technology.
Unfortunately, traditional 1D bar codes, due to their low
information density storage capacity, can carry only a lim-
ited amount of information, on the order of ten to twenty
letters or digits assigned under relative standards to general-
level type information. This general-level type information
is usually an index to a particular file or a general database
where general-level information (country code, manufac-
ture’s name, type of product, UCC identification, etc.) is
stored regarding a manufacturer or type of product.

[0015] Since the inception of retail bar code scanning, the
identification of products using machine-readable bar codes
has enhanced the efficiency of the supply chain, and the
networking of voluntary opt-in supply-chain partners, in all
business sectors.

[0016] By using bar codes as a “pointer” to an accessible
database field, machine-readable bar codes have the ability
to quickly and accurately identify product and other previ-
ously-entered coded information, for example sales coupons
relating to a particularly item.

[0017] Unfortunately, bar codes as “dumb” vehicles for
information have the limitation of being held to a space
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requirement that puts a ceiling on the amount of information
that can be contained in the bar code.

[0018] 1t should be understood, that a conventional bar
code symbol is a ‘one-dimensional’ symbol, in that the bars
and the spaces extend only in a single direction and ‘two-
dimensional” bar codes have been proposed with various
concerns noted below.

[0019] With the advent of two-dimensional (2-D) encoda-
tion schemes (alternatively called 2D symbologies or 2D
encodation schemes) for bar codes such as: DataMatrix,
PDF-417, Reduced Space Symbology (RSS) and Composite
Symbology (CS), the amount of information that may be
placed into the physical bar code (within a smaller footprint)
increased.

[0020] Unfortunately 2-D bar code use (and 2D symbol-
ogy use) in the retail sector is limited by the requirements
dictated by the Uniform Code Council (UCC) standard
symbology for retail, UPC-A bar codes. The UPC-A stan-
dard had a 12 digit, numeric only identifier that breaks down
the classification of a product to for items, namely: (1)
country code, (2) manufacturer identifier, (3) manufacturer’s
product identifier and (4) a check digit. Thus, when scanned,
a UPC-A bar code points to a line item in a database
corresponding to that product and the line item includes only
these four (4) items of product information. Where a UPC-A
code was extended indefinitely in size (for example 20
centimeters (cm)) additional data may be stored, this adap-
tation has note been adopted due to the impermissible size
concerns and inability to manage a code data base in such a
manner.

[0021] Some 1-dimensional (1-D or 1D) bar codes are
referred to as belonging to the (n, k) family. A code of (n, k)
type uniquely represents characters by a string of n modules
containing “n” bars and “k” spaces. The UPC symbology is
an example of a (7, 2) code, i.e., n=7 and k=2. This type of
1-D symbology bar code or EAN/USC symbology is ideal
for identifying products sold at a point of sale (POS). As will
be noted, this code is designed to be especially tolerant of
differing printing methods and allows the bar code to be
scanned omni-directionally, speeding up the scanning pro-
cess, but with the price of severely limiting the amount of
data.

[0022] Since many retailers have not purchased 2-D or 2D
bar code scanners, the use of 2-D bar codes in the retail
sector provides an additional limitation and risks confusion.
As a consequence, 2-D readers and codes are commonly
relegated to use in the manufacture of small items that
required a machine readable bar code (like electronics), that
before 2D bar codes could not be marked with the standard
1-D bar codes like UCC/EAN Code 128, Code 39, or
Interleaved 2 of 5 Codes. The Interleaved 2 of 5 Codes
include (1) a quite zone, (2) a start character, (3) the
encoding data, (4) a stop character, and (5) a trailing quiet
zone, in addition to the information noted above.

[0023] As will be generally described, two-dimensional
(2-D) bar codes carry more information per substrate area
than linear one-dimensional (1-D) bar codes.

[0024] Some two-dimensional (2-D) bar code symbolo-
gies are just an extension of one-dimensional bar codes, in
that they are formed by stacking rows of one-dimensional
bar codes and typically placing a horizontal line between
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each row. In order to keep the same vertical dimension of the
overall bar code, the height of each row is made smaller than
the normal height of a one-dimensional bar code. An
example of this type of code is discussed generally in U.S.
Pat. No. 4,794,239.

[0025] 2-D symbols or codes are called two-dimensional
because the data in the code is contained in both the
horizontal direction (like 1-D/linear codes) and additionally
in the vertical direction.

[0026] A number of different two-dimensional 2D sym-
bologies exist. Some of the symbologies are: Aztec Code,
Code 16K, Code 49, Data Matrix and Maxi-Code, etc.

[0027] PDF-417 symbology is one type of ‘stacked” two-
dimensional bar code symbology used when needed to
encode a greater amount of information within a limited
amount of space, thus giving generating an even higher
information density encodation scheme. An example of this
type of symbology is discussed in U.S. Pat. No. 5,304,786.

[0028] When a bar code is scanned by a laser scanner or
a Charge Coupled Device (CCD) scanner, the scanner’s bar
code processing means must be able to determine the
relative position of each scanned codeword (the “codeword”
being the numeric value of a 1D or optionally a 2D bar
code). Unfortunately, not only must the scanner be able to
properly decode and parse the information contained in the
particular codeword, the scanner must also determine where
the codeword fits in relation to other code words within its
row and with respect to other rows of code words.

[0029] Being able to implicitly encode the size or version
of the bar code label while eliminating the explicit version
information code words will increase the label data storage
efficiency.

[0030] One type of 2D symbology, “Matrix Type codes”
(Maxi-Code, Data Matrix etc.) codes provide this type of
high information density storage capacity in a reasonable
size, but are also susceptible to inter-row cross-talk prob-
lems during use. As an additional problem, Matrix codes are
not decodable by a laser scanner (must therefore be read by
a more sophisticated and costly optical scanner) and there-
fore may not be used in many laser-scanning applications. In
sum, the use of 2D symbology is growing very slowly due
to large infrastructure costs, the cross-talk problem noted
above, and other concerns commonly known.

[0031] There remains, however, an increasing need for
machine-readable symbols that contain more information
than conventional bar code symbols. These types of symbols
are generally referred to as Reduced Space Symbology
(RSS) and Composite Symbology (CS) symbols and should
be understood as also being either types of 1D or 2D
symbologies depending upon their actual design (as will be
discussed below), and may be included in references here-
after to 1D or 2D symbologies as will be noted.

[0032] In detail, the first of these new symbologies,
Reduced Space Symbologies (RSS), consists of a “high
density” 1-D or Linear bar code, designed to encode stan-
dard UCC/EAN Item Numbers-up to 14 digits in a reduced-
size footprint, resulting in a higher “data capacity” than
existing UCC/EAN bar codes. Several variants of RSS exist,
including Limited RSS, Stacked RSS and Expanded RSS.
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Expanded RSS includes the ability to encode limited
amounts of additional data beyond the basic UCC/EAN Item
Number.

[0033] There are four different versions of the RSS family,
each with slightly different features. Each version is
designed to contain the UCC/EAN’s designated Global
Trading Identification Number (GTIN).

[0034] RSS-14 encodes the full 14 digit UCC/EAN Item
Number in a linear symbol that can be scanned rasteringly
or omni-directionally by suitably programmed scanners. See
FIG. 1

[0035] RSS-14 LIMITED is a 1D linear symbol that
encodes a 14 digit UCC/EAN Item Number with a Packag-
ing Indicator/Logistical Variant of zero or one as a prefix to
the following number. It is designed for use on small items
where label space is horizontally restricted, and will not be
scanned at point of sale (POS). See FIG. 2.

[0036] RSS-14 STACKED is a variation of the RSS-14
symbology that is vertically truncated and stacked in two
rows, and is used where label space is vertically restricted,
and particularly on items that are not intended to be scanned
at point of sale. See FIG. 3.

[0037] RSS EXPANDED encodes a UCC/EAN Item
Number plus supplementary element strings such as weight
and “best use before” date in a linear symbol that can be
scanned omni-directionally by suitably programmed point-
of-sale (POS) scanners. RSS Expanded can also be printed
in multiple rows as a stacked symbol when the normal
symbol would be too wide for the narrow applications. RSS
Expanded has a maximum data capacity of 41 alphanumeric
or 74 numeric characters. See FIG. 4.

[0038] Any member of the RSS family can be printed as
a stand-alone linear symbol or as the Linear (1-D) Compo-
nent of a Composite (2-D) Symbol.

[0039] The second new symbology, Composite Symbol-
ogy (C8S), consists of a 1-D symbol (RSS, UPC/EAN or
UCC/EAN-128) paired with, and optionally in some cases
‘electronically’ and logically ‘linked” to a 2-D symbol
printed ‘in the immediate area’ of the 1D symbol. The 2-D
symbol is either a PDF-417 symbol, or a UCC/EAN specific
variant of Micro-PDF-417. Micro-PDF-417 is the version of
PDF-417 designed for small item marking applications
(small size), for example in semiconductor and electronic
component manufacture. Collectively reference to a Com-
posite Symbology hereafter may refer to a linked or non-
linked/unlinked Composite Symbology depending upon the
reference as noted herein.

[0040] In aconventional Composite Symbol (CS), the 1-D
bar code is always immediately present and contains pri-
mary product identification information. Several types of
Composite Symbols (CS) have been organizationally
defined. The data capacity of the Composite (2-D) Compo-
nent ranges from 56 digits to a maximum of 2361 digits.

[0041] As noted, present Composite Symbology (CS)
technology combines a 1-D bar code with a high-capacity
2-D symbol based on PDF-417 or Micro-PDF in a single
code printed together. In CS, the 2-D symbol is referred to
as the Composite Component (CC) whilst the 1-D symbol is
known as the Linear Component (LC).
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[0042] There are three variants of the Composite Compo-
nent (CC) each with a different data capacity: (A) CC-A has
a data capacity of up to 56 digits and uses a UCC/EAN
defined variant of Micro-PDF. (B) CC-B has a data capacity
of up to 338 digits and uses standard Micro-PDF with a
UCC/EAN reserved codeword. (C) CC-C has a data capac-
ity of up to 2361 digits and uses a standard PDF-417 with a
UCC/EAN reserved codeword.

[0043] A key concept within the Composite Symbology
(CS) is ‘linking.” The Composite Component (CC) of a
Composite Symbol (CS) is printed in immediate conjunction
with or in immediate reference with a 1-D bar code symbol,
(the Linear Component (LC)).

[0044] In ‘linking,” the 1-D (LC) symbol always contains
the primary product identification. The conventional Com-
posite Component (CC), always contains a special codeword
indicating that the data is in accordance with UCC/EAN
standards; e.g., (a) that a 1-D symbol is also present
(required to read), and (b) that the 2-D bar code is “linked”
to the 1-D symbol.

[0045] 1In conventional CS, “where possible” (e.g., option-
ally), the 1-D bar code also contains a “link,” indicating that
a Composite Component (CC) is present and that the 1-D bar
code is linked thereto. Here, “where possible” reflects the
fact that while some 1-D/LC symbologies, such as RSS, can
support such a link, other 1-D/L.C symbologies such as
UPC/EAN and UCC/EAN-128, cannot. Depending on the
application, the 1D bar code used within the Composite
Symbol (CS) can be RSS, UPC/EAN or UCC/EAN-128.

[0046] Unfortunately, some restrictions exist using the CS
format. For example, RSS can be used only with CC-A and
CC-B symbologies. As further explanation, the following
examples and symbols are included.

[0047] Example 1, Composite Symbology (CS) with RSS-
14 limited symbology. See FIG. 5.

[0048] Example 2, Composite Symbol (CS) with RSS-14
stacked symbology. See FIG. 6.

[0049] Example 3, Composite Symbol (CS) with UCC/
EAN-128 type symbology. See FIG. 7.

[0050] Example 4, Composite Symbol (CS) with UPC-A
type symbology. See FIG. 8.

[0051] Additionally, Composite Symbology (CS) con-
cepts are also applicable to other symbologies, including
RSS, RSS-14 Truncated, RSS-14 Expanded, RSS-14
Stacked Omni-directional, UPC-E, EAN-13, EAN-8, with
the corresponding Composite variants: CC-A/B, CC-A/B
(14), CC-C and CC-C (14).

[0052] In sum, conventional Composite Symbology (CS),
which incorporates a 1-D linear component with a 2-D
Composite Component, is a new class of symbology
designed to address applications that are not being met by
current technology solution sets. Composite Symbology
(CS) should be understood as a combination of two enco-
dation schemes, generally a 1D and 2D scheme.

[0053] Unfortunately, where new 1-D, 2-D, or CS tech-
nology is created, infringers, copyists, counterfeiters, and
other criminals rapidly attempt to duplicate or copy a
particular bar code to gain legitimacy and move their goods
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into or through a legitimate means and into the opt-in
manufacturer-supplier-customer network.

[0054] For example, a bar code for a particular type of
medicine is generated by a manufacturer (ex. Aspirin). The
bar code links to a data base and includes information
regarding generally a manufacture, type of product, descrip-
tion of the product and other “higher-order information” (not
specific-item information, as will be described). This same
bar code is used on one-hundred (100) bottles of Aspirin
placed in a single box with five-hundred (500) other bottles
and placed on a pallet with five-hundred (500) other boxes
and sent to a shipping agent. The shipping agent looses the
one box and reports the loss to the manufacturer.

[0055] In this example, the box of Aspirin was stolen by
one who copies a previously legitimate bar code from the
separate legitimate box, re-labels the stolen goods, and ships
the now re-labeled goods to a pharmacy. Here, because the
linked data base system can only track a product by “higher-
order information” and cannot track a product by a desig-
nated specific-item information e.g., individual item/bottle/
dose/pill (and because the counterfeit bar code is therefore
legitimate), the pharmacy when scanning the counterfeit/
stolen goods cannot detect the error, the manufacture cannot
detect the error, and the pharmacy sells the stolen/counterfeit
goods to the public.

[0056] 1t is estimated that approximately 30 billion dol-
lars, or about 10% of the entire world pharmaceutical drug
market is “lost” annually (via theft, physical loss, counter-
feiting, improper returns, legitimate returns, or damage).
According to the FDA and other government agencies, there
is an immediate need for a solution to prevent counterfeit
drug labels and products because the largest markets for
counterfeit drugs include the US and European Union coun-
tries.

[0057] The FDA generally and very broadly suggests, via
its anti-counterfeit drug task force, that manufactures adopt
an anti-counterfeiting solution having the ability to (1)
incorporate all drug products with at least two types of
validated anti-counterfeiting technology, into labeling at the
point of manufacture (with at least one of these technologies
being “covert” or requiring special equipment or knowledge
for detection and the other being “overt”, or obvious that an
anti-counterfeiting method is being used); (2) create some
type of broad electronic data base for a drug and biologics
tracking purposes, (3) achieve the goal of pedigree require-
ments by phasing in a system for an electronic pedigree for
all drugs and biologics; and (4) that the authentication trail
result in a drug pedigree, capable of specific origin, point of
manufacture, contents information, date, lot number to an
individual item number.

[0058] Various anti-counterfeiting steps and other mea-
sures have been taken in an attempt to meet these very broad
and indefinite FDA suggestions. Unfortunately, each step
requires an additional change in the manufacturing or review
process or has various negative drawbacks related to cost.

[0059] In one step taken to meet the FDA suggestions,
Electronic Product Codes (EPC™) have been recently cre-
ated. EPC™ is a new type of designated alpha-numeric code
that operates like the old bar code symbologies, in that when
used as a coded identifier and scanned, links to a line in a
database, in many cases an internet-maintained database.
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The EPC™ identifier consists of a string of characters
containing information about a specific product or higher
order information, i.e.: manufacturer, object classification,
and other identifiers specific to an industry and in some rare
cases, and a unique serial number for each designated item.

[0060] The motivation for the new EPC™ system is to
provide a single code uniquely identifying a product,
whether by unit, or at any desired packaging level, from its
manufacture through the supply chain to delivery, by a
system of readers and online databases that are updated
regularly as that item(s) moves through the supply chain.

[0061] The EPC™ gystem is linked with, and transmitted
by, the RFID tag technology system, either in 64 or 96 bit
configurations. As a consequence, the EPC™ system unfor-
tunately necessitates all of the software, hardware, and RFID
configurations included in an integrated superstructure, as
well as being dependent on the unproven online database for
tracking and reporting.

[0062] As noted, one other anti-counterfeiting proposal
includes the use of RFID technology.

[0063] Radio Frequency Identification (RFID) has been
touted as the successor to the bar code because of its ability
to store much information in a small button or wired label,
and have that information read by out-of-line-of-sight read-
ers, in either singularly or in multiple configurations
employing RF signal receivers. Read/Write RFID tags may
also allow the ‘tagged’ information to be electronically
updated. Several drawbacks to the RFID system include the
expensive, and the interconnected and integrated infrastruc-
ture necessary to support the utilization of RFID as a vehicle
for the transportation of information.

[0064] One benefit of an RFID-enable good, is that the
good may be returned without receipt because the stores’
data base will store who made the purchase, allowing a
customer with photo ID to return the item without the
receipt.

[0065] Alternative RFID benefits have been formulated,
for example, refrigerators may be programmed to automati-
cally tally goods and order deliveries of replacements with-
out human intervention. Additional benefits are proposed for
those who are hearing or sight impaired allowing audible
tracking of a necessary drug or the audible announcement of
where the item is. To this end, a major retailer, Wal-Mart, has
requested that all goods supplied to be “RFID compliant” by
January 2005. Unfortunately, many suppliers, and indeed
Wal-Mart itself, may not meet this requirement.

[0066] As noted earlier, the planned EPC™ process neces-
sitates all of the software, hardware and RFID configura-
tions included in an integrated infrastructure, as well as
being dependent upon an unproven online RFID linked
database for tracking and reporting.

[0067] Additionally, since RFID technology employs tiny
RF (Radio Frequency) signals collected by receivers, the
location, type, and positioning of the receivers is critical.
Many shippers, transporters, manufacturers, and retailers
employ unshielded electrical and data lines throughout their
facilities. Electrical lines (particularly high voltage lines)
and data lines (particularly co-axial lines), produce an elec-
tromagnetic spectrum that interferes with the tiny RF sig-
nals, preventing RFID tag use or causing false RFID read-
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ings. Consequently, before efficient and secure RFID use is
achieved, substantial infrastructure costs and reinvestment
may be necessary.

[0068] While the future utility of RFID tracking is well
known, individual privacy concerns have also grown in
parallel with the growth of information tracking. Privacy
concerns exist for RFID technology because RFID devices
may be woven into fabrics, embedded in all types of goods,
and otherwise hidden by manufacturers in a manner not
easily detected. RFID transmitters cannot be turned off. As
a consequence, consumer advocates have noted that gov-
ernment agents or criminals employing existing technology
RFID scanners may in the future approach a home or office
and identify, via RFID signals, the contents, who purchased
the contents, whether or not any of the contents were
reported stolen or recalled, whether anyone wearing an
RFID item is moving within the home or office, and in other
ways conduct a warrant-less search. These concerns have
caused privacy advocates to raise objections with the RFID
technology.

[0069] In sum, while many infrastructure and practical
concerns remain for the wide spread use of RFID technol-
ogy, what is needed is a technology that bridges the gaps
between known bar-code technology and the future RFID
systems at the present time.

[0070] Insum, there are substantial concerns regarding the
standards, technology, and privacy for RFID implementa-
tion, and it is clear that many years will pass before use of
RFID wide spread.

[0071] What is needed is the capacity for easy tracking of
individual goods or items now employing previously
unknown item-specific information without changing the
present physical infrastructure substantially, using known
existing printing techniques, and easing the privacy con-
cerns raised by the EPC™/RFID process, while enabling
secure information systems to track user-identified items
through changes in makeup or amount while retaining
original information.

OBIECTS AND SUMMARY OF THE
INVENTION

[0072] One object of at least one embodiment of the
present invention is to provide a method or apparatus useful
in improving tracking and identification of various items.

[0073] Another object of one alternative embodiment of
the present invention is to provide a convenient method for
real-time secure serialization, identification, and tracking of
an item.

[0074] 1t is another object of at least one embodiment of
the present invention to provide a bar code based tracking
system enabling simple item verification and identification
with a high security feature.

[0075] Another object of one alternative embodiment of
the present invention is to provide an optional method of
constructing, deconstructing and reconstructing a bar code,
where alternative proposed embodiments may optionally
include bar codes of various types and configurations to
include or un-include any of the Symbologies as defined by
the aforementioned councils and organizations.
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[0076] Another object of one alternative embodiment of
the present invention is to create a bar code encodation
scheme (method) which minimizes or reduces the bar code
start and stop characters, minimizes the bar code size
carrying code words, implicitly encodes the bar code ver-
sion, and reduces inter-row signal cross-talk. It is hoped that
this embodiment and others will generate new bar code
applications where traditional two-dimensional bar codes
could not be used due to their limiting requirements.

[0077] The present invention relates, in at least one alter-
native method or apparatus, a secured item specific identi-
fication system incorporating the steps of identifying an item
to a determined degree and recording the identification data
in a secure database, generating and providing a first com-
posite identifying code labeling the item, generating a sec-
ond code electronically linked with the first code and
separately providing the same to an authorized and identi-
fiable partner, reconstructing the first and second codes upon
a receipt of the item into a authorized format, and a step of
reading the authorized format and accessing the database to
note the authenticity of the item. In other alternative embodi-
ments, the first and second codes are optionally linked or
provided in alternative and adaptive formats. In yet further
optional and alternative embodiments, additional security
features structure accessing the database and additional type
of codes are incorporated.

[0078] According to one alternative embodiment of the
present invention there is provided a secure Application
Software Platform, a bar code engine, enabled to send to
authorized users electronic files of any 1D or 2 D globally
recognized bar code combinations or encrypted representa-
tions of same separately or together to a suitably configured
commercial, on-line or stand alone printer.

[0079] According to an other alternative embodiment the
present invention provides a secured item specific identifi-
cation system incorporating the steps of identifying an item
to a determined degree, generating a first identifying code
labeling the item, generating a second code electronically
joined with the first code and separately providing the same
to an partner, enabling an access to secure identification data
regarding said item upon the use of both the first identifying
code and the second code. In other alternative embodiments,
the first and second codes are optionally linked or provided
in alternative and adaptive composite symbology formats.

[0080] According to one alternative embodiment of the
present invention, there is provided a method for enhancing
information security during item transfer, comprising the
steps of: enumerating an item specific designation for a user
specified item, encoding the enumerated item specific des-
ignation into a readable composite symbology encodation,
the composite symbology encodation, comprising: at least a
first and a second encoded symbology portion, wherein the
at least first and second portions are electronically joined
during the step of encoding and require a combination of the
portions to read the encoded item specific designation,
deconstructing the readable composite symbology encoda-
tion into the at least first and second encoded symbology
portions rendering at least one of the at least first and second
portions separately unreadable, applying one of the decon-
structed at least first and second encoded symbology por-
tions to the user specified item, transferring the user speci-
fied item to at least a first authorized party, transferring the
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other of the at least first and second encoded symbology
portions to the at least first authorized party separately from
the user specified item, and reconstructing the at least first
and second encoded symbology portions and into the read-
able composite symbology encodation, thereby enabling the
authorized party to conduct a step of reading the composite
symbology encodation and determining the item specific
designation.

[0081] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, further com-
prising the steps of: recording the item-specific designation
for the user specified item in an authorized-use accessible
storage system after the step of enumerating an item specific
designation, providing to the at least first authorized party
means for securely accessing the authorized-use storage
system upon the step of reconstructing the composite sym-
bology encodation, and accessing the authorized-use acces-
sible storage system and comparing the readable composite
symbology encodation with the recorded item-specific des-
ignation, thereby enabling the authorized party to confirm at
least one of a pedigree and an authentication of the user
specified item.

[0082] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, wherein: the
means for securely accessing includes means for securely
updating the authorized-use storage system, whereby the
system enables at least a receipt confirmation of the user
specified item.

[0083] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, further com-
prising the steps of: conducting at least one step of an
updating, a modifying, and a correction of the authorized-
use accessible storage system to link the recorded item
specific designation to at least one of a location status, a
return status, an authorization status, a pedigree status, and
a counterfeit status, relative to the user specified item,
whereby the method enables a comprehensive supply-chain
report during the item transfer to the authorized party.

[0084] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, further com-
prising the steps of: accessing the authorized-use accessible
storage system and determining at least a location of the user
specified item. According to another alternative embodiment
of the present invention, there is provided a method for
enhancing information security during item transfer,
wherein: the item specific designation includes both higher-
order information and specific-item information effective to
provide a user-determined unit designation to the user speci-
fied item.

[0085] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, wherein: the
higher-order information includes at least one of an NDC
code or other universally recognized numbering system,
manufacturer identification, and a transmission means, and
the specific-item information includes at least a one of a
serial number and a custom identification number for the
user specified item.
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[0086] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, further com-
prising the steps of: enabling the authorized party to access
the authorized-use accessible storage system via an internet-
based secure hyperlink connection.

[0087] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, wherein: at
least one of the first and second encoded symbology portions
is a 2D symbology encodation, and the other of the first and
second encoded symbology portions is a 1D symbology
encodation, whereby the readable composite symbology
encodation combines the 1D and the 2D symbology enco-
dations enabling an increased security during item transfer.

[0088] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, wherein: at
least one of the first and second encoded symbology portions
is a 2D symbology encodation, and the other of the first and
second encoded symbology portions is a 2D symbology
encodation, whereby the readable composite symbology
encodation combines the 2D first and second encoded sym-
bologies enabling an increased security during item transfer.

[0089] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, wherein: the
step of encoding the readable composite symbology enco-
dation further comprises a step of: providing additional
human readable references to the item specific designation
on the at least first and second encoded symbology portions.

[0090] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, wherein:

[0091] during the step of deconstructing portions of the
human readable references are also deconstructed, thereby
allowing during the step of reconstructing the authorized
party to enter the human readable references in the autho-
rized use accessible storage system to reconstruct the item
specific designation and enable the authorized party to
confirm the item specific designation despite a damage to the
encoded symbology portions rendering them incapable of
reading by non-human devices during the steps of recon-
structing and accessing.

[0092] According to another alternative embodiment of
the present invention, there is provided a method for enhanc-
ing information security during item transfer, wherein: the
step of reconstructing includes at least one of a step of
physically reconstructing and at step of electronically recon-
structing the first and second symbology encoded portions
into the readable composite symbology encodation, whereby
the method enables an adaptive reconstructing method
improving information security during item transfer.

[0093] According to another embodiment of the present
invention, there is provided a method for enhancing infor-
mation security during item transfer, comprising the steps
of: enumerating an item specific designation for a user
specified item, encoding the enumerated item specific des-
ignation into a readable composite symbology encodation,
the composite symbology encodation, comprising: at least a
first 2D encoded symbology portion and a second 1D
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encoded symbology portion, wherein the at least first and
second portions are electronically joined during the step of
encoding and require a combination of the portions to read
the encoded item specific designation, deconstructing the
readable composite symbology encodation into the at least
first and second encoded symbology portions rendering at
least one oft he at least first and second portions separately
unreadable, applying one of the deconstructed at least first
and second encoded symbology portions to the user speci-
fied item, transferring the user specified item to at least a first
authorized party, transferring the other of the at least first and
second encoded symbology portions to the at least first
authorized party separately from the user specified item, and
reconstructing the at least first and second encoded symbol-
ogy portions and into the readable composite symbology
encodation, thereby enabling the authorized party to conduct
a step of reading the composite symbology encodation and
determining the item specific designation.

[0094] According to another embodiment of the present
invention, there is provided a method for enhancing infor-
mation security during item transfer, wherein: the first 2D
encoded symbology portion is an RSS Limited Composite
symbology, and the second 1D encoded symbology portion
is a RSS Limited Linear symbology.

[0095] According to another embodiment of the present
invention, there is provided a software platform for manag-
ing the methods described above either within a facility,
between supply chain partners, or business users linked via
the world wide web or internet or intranet via a wire or
wireless communication system.

[0096] According to another alternative embodiment of
the present invention, there is provided an apparatus for
enhancing information security during an item transfer com-
prising: means for enumerating an item specific designation
for a user specified item, means for encoding the enumerated
item specific designation into a readable composite symbol-
ogy encodation, the composite symbology encodation, com-
prising: at least a first and a second encoded symbology
portion, wherein the at least first and second portions are
electronically joined by the means for encoding thereby
requiring at least one of a physical and an electronic com-
bination oft he portions to read the encoded item specific
designation, means for deconstructing the readable compos-
ite symbology encodation into the at least first and second
encoded symbology portions rendering at least one of the at
least first and second portions separately unreadable, means
for applying one of the deconstructed at least first and
second encoded symbology portions to the user specified
item, means for transferring the user specified item to at least
a first authorized party, means for transferring the other oft
he at least first and second encoded symbology portions to
the at least first authorized party separately from the user
specified item, and means for reconstructing the at least first
and second encoded symbology portions and into the read-
able composite symbology encodation, thereby enabling the
authorized party to read the composite symbology encoda-
tion and determining the item specific designation.

[0097] According to another embodiment oft he present
invention, there is provided an apparatus for enabling an
improved security and information transfer between a label
generator generating a label for an item and an authorized
party receiving the item, comprising: means for enumerating
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an item specific designation for the item, means for gener-
ating at least a machine readable composite symbology
encodation for the item specific designation and for decon-
structing the composite symbology encodation into at least
a first encoded portion and a second encoded portion ren-
dering the first and second encoded portions separately
unreadable, the first encoded portion being a 2D symbology
encodation portion, the second encoded portion being a 1D
symbology encodation portion, means for printing at least
the first encoded portion on a label for the item and applying
the label to the item means for separately transferring the
item labeled with the first encoded portion and the second
encoded portion to the authorized receiving party, and means
for reconstructing the first encoded portion from the label
and the separately transferred second encoded portion
thereby enabling a reading of the composite symbology and
determination by the authorized receiving party of the item
specific designation.

[0098] According to another embodiment of the present
invention, there is provided an apparatus for enabling an
improved security and information transfer between a label
generator generating a label for an item and an authorized
party receiving the item, wherein: the means for reconstruct-
ing enables at least one of a physical reconstruction and an
electronic reconstruction of the composite symbology enco-
dation, whereby the apparatus enables ready adaptation of
the apparatus to differing authorized party practices.

[0099] According to another embodiment of the present
invention, there is provided an apparatus for enabling an
improved security and information transfer between a label
generator generating a label for an item and an authorized
party receiving the item, further comprising: means for
providing a secure master data system to the label generator
and the authorized party, means for recording the machine
readable composite symbology encodation in the master
data system linked with the designated specific-item infor-
mation identifier from the label generator, and means for
enabling the authorized party to securely access the secure
master data system upon at least the reconstruction of the of
the first and second encoded portions, thereby enabling an
authentication by the authorized party that the item labeled
with the first encoded portion is the item initially labeled by
the label generator.

[0100] According to another embodiment of the present
invention, there is provided an apparatus for enabling an
improved security and information transfer between a label
generator generating a label for an item and an authorized
party receiving the item, wherein: the composite symbology
encodation further comprises: human readable references
respectively partitioned to the first and second encoded
portions by the means for deconstructing, the secure master
data system further comprises: at least one of a means for
machine entering the machine readable composite symbol-
ogy and means for human entering the human readable
references, whereby the item label enables specific desig-
nated individualized product or item identification with a
safety feature enabling at least one of a human access and a
machine access to the specific-item information identifier.

[0101] According to another embodiment of the present
invention, there is provided an apparatus for enabling an
improved security and information transfer between a label
generator generating a label for an item and an authorized
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party receiving the item, wherein: the item specific desig-
nation includes at least specific-item information including
a designated item serial number, the designated item serial
number being at least one of a sequential number, a numeric
number, an alpha-character number, and an alpha-numeric
number, and the designated item serial number being at least
one of an encrypted and non-encrypted number.

[0102] According to another embodiment of the present
invention, there is provided an apparatus for enabling an
improved security and information transfer between a label
generator generating a label for an item and an authorized
party receiving the item, wherein: the composite symbology
encodation further comprises at least higher-order informa-
tion, and the higher-order information includes at least one
of a National Drug Code (NDC) identifier, a Lot identifier,
an Expiration Date identifier, a general item identifier, and
an item-manufacturer identifier, whereby the apparatus
enables a secure data system storage and secure assess to
both the higher-order information and the specific-item
information providing an improved security and an
enhanced information storage capability to an item transfer
between the label generator and the authorized party.

[0103] According to another embodiment of the present
invention, there is provided a method for providing an
improved information security during an item transfer
between an initial item identifier and at least one supply
chain party in a supply chain, comprising the steps of:
selecting an item requiring an item specific designation,
selecting an identification system for enumerating an iden-
tifier for the item from one of an industry-acceptable iden-
tification system and a custom-created identification system,
enumerating a item specific designation for the item, the
item specific designation including at least higher-order
information and specific-item information, the specific-item
information including at least a unique serial number for the
item, encoding at least the specific item information in at
least a first 2D bar code, applying the at least first 2D bar
code to one of the item and an item label using one of a
commercially acceptable off-line and a commercially
acceptable online printing methods producing a 2D bar
code, generating a linked security 1D bar code for the supply
chain party enabling a reading of a combination of the 2D
and 1D bar codes only when the 2D and 1D bar codes are
physically or electronically joined, the 2D bar code and the
1D bar code being one of electronically linked/hooked codes
and electronically unlinked/unhooked codes, maintaining a
secure database system joining at least each item, the unique
serial number for each item, and the 2D bar code in a secure
data base accessible via the Internet, maintaining a secure
connection between the secure data base system, the Inter-
net, and the at least one supply chain party enabling access
through at least one of an authorized use of the physically or
electronically joined 1D and 2D bar codes and an authen-
ticated use employing human enterable data, transferring the
security 1D bar code to the supply chain party in a secure
manner separately from the 2D bar code and the item, and
allowing for a secure updating of a location oft he item in the
secure data base system along the supply chain, whereby the
method enables a certification of a pedigree of the item via
the secure data base system and limits an access to the secure
data base system when the 1D and 2D bar codes are not
joined.
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[0104] According to another embodiment of the present
invention, there is provided a system for providing an
improved information security during an item transfer
between an initial item identifier and at least one supply
chain party in a supply chain, comprising: means for select-
ing an item requiring an item specific designation, means for
selecting an identification system for enumerating an iden-
tifier for the item from one of an industry-acceptable iden-
tification system and/or a custom-created identification sys-
tem, means for enumerating a item specific designation for
the item, the item specific designation including at least
higher-order information and specific-item information, the
specific-item information including at least a unique serial
number for the item, means for encoding at least the specific
item information in at least a first 2D bar code, means for
applying the at least first 2D bar code to one of the item and
an item label using one of a commercially acceptable off-line
and/or a commercially acceptable online printing methods
producing a scannable 2D bar code when joined with a
linked security 1D bar code, means for generating the linked
security 1D bar code for the supply chain party enabling a
reading of a combination of the 2D and 1D bar codes only
when the 2D and 1D bar codes are physically or electroni-
cally joined, the 2D bar code and the 1D bar code being one
of electronically linked/hooked codes and electronically
unlinked/unhooked codes, means for maintaining a secure
database system joining at least each item, the unique serial
number for each item, and the 2D bar code in a secure data
base, means for maintaining a secure connection between
the secure data base system, the Internet or an intranet
system, and the at least one supply chain party enabling
access through at least one of an authorized use of the
physically or electronically joined 1D and 2D bar codes and
an authenticated use employing human enterable data,
means for transferring the security 1D bar code to the supply
chain party in a secure manner separately from the 2D bar
code and the item, and means for allowing for a secure
updating of a location of the item in the secure data base
system along the supply chain, whereby the method enables
a certification of at least one of an authentication and a
pedigree of the item via the secure data base system and
limits an access to the secure data base system when the 1D
and 2D bar codes are not joined.

[0105] According to another alternative embodiment of
the present invention, there is provided a method for pro-
viding improved security during an item transfer between an
initial item identifier and at least one supply chain party in
a supply chain, comprising: selecting an item requiring an
item specific designation, selecting an identification system
for enumerating an identifier for the item from one of an
industry-acceptable identification system and/or a custom-
created identification system, enumerating a item specific
designation for the item, the item specific designation
including at least higher-order information and specific-item
information, the specific-item information including at least
a unique serial number for the item, encoding at least the
specific item information in at least a first 2D composite bar
code, applying the at least first 2D composite bar code to one
of the item and an item label using one of a commercially
acceptable off-line and/or a commercially acceptable online
printing methods, producing a readable 2D composite bar
code when joined with a second security bar code, requiring
the at least one supply chain party to separately secure the
second security bar code enabling a reading of the first 2D
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composite bar code only when the first 2D composite code
and the second 1D security bar code are physically or
electronically joined, the first 2D composite bar code and the
1D second security code being one of electronically linked/
hooked codes and electronically unlinked/unhooked codes,
maintaining a secure database system joining at least each
item, the unique serial number, the first 2D composite bar
code, and the 1D second security code in a secure data base
accessible via the Internet, enabling a secure connection
between the secure data base system, the Internet, and the at
least one supply chain party enabling an access to the secure
data base system through at least one of an hand entry and
an electronic entry of a joined 2D composite code and the
1D second security bar code, requiring an authentication of
the supply chain party by a scanning of at least a first form
of scannable identification prior to an accessing of the secure
data base system, and allowing for a secure updating of a
location of the item in the secure data base system along the
supply chain, whereby the method enables a certification of
apedigree of the item via the secure data base system, allows
a reporting of the same, and limits an access to the secure
data base system when the first 2D composite bar code and
the 1D second security bar code are not joined.

[0106] According to another embodiment of the present
invention, there is provided a system for enabling an
improved security and information transfer between a label
generator generating a label for an item and an authorized
party receiving the item, comprising: means for enumerating
an item specific designation for the item, means for gener-
ating at least a machine readable composite symbology
encodation for the item specific designation and for printing
the composite symbology encodation on the label, the com-
posite symbology encodation including at least a first
encoded portion and a second encoded portion, the first
encoded portion being a 2D symbology encodation portion,
the second encoded portion being a 1D symbology encoda-
tion portion, the means for generating including means for
printing a human readable encodation reference proximate
respective the first and second portions of the composite
symbology encodation duplicating the item specific desig-
nation, a secure master data system including the machine
readable composite symbology encodation linked with the
item specific designation for the item, means in the secure
master data system for providing a secure access to the
secure master data system by the label generator and the
authorized party, and the secure master data system includ-
ing means for machine entering of the machine readable
composite symbology and means for human entering of the
human readable references, whereby the item label enables
a tracking of an item specific designation and thereby
enables an improved safety feature enabling at least one of
a secure human access and a secure machine access to the
item specific designation to confirm an authenticity of the
item.

[0107] According to another embodiment of the present
invention, there is provided a system for enabling an
improved security and information transfer between a label
generator generating a label for an item and an authorized
party receiving the item, wherein: the item specific desig-
nation includes a item serial number, the designated item
serial number being at least one of a sequential number, a
numeric number, an alpha-character number, and an alpha-
numeric number, the designated item serial number being at
least one of an encrypted and non-encrypted number, the
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machine readable composite symbology further comprising
higher-order information, and the higher-order information
including at least one of a National Drug Code (NDC)
identifier, UPCA, UCC, EAN, a Lot identifier, an Expiration
Date identifier, a general item identifier, and an item-manu-
facturer identifier or other, whereby the system enables a
secure data system storage and secure assess to both the
higher-order information and item specific designation pro-
viding an improved security and an enhanced information
storage capability to an item transfer between the label
generator and the authorized party.

[0108] The above, and other objects, features and advan-
tages of the present invention will become apparent from the
following description read in conduction with the accom-
panying drawings, in which like reference numerals desig-
nate the same elements.

BRIEF DESCRIPTION OF THE DRAWINGS

[0109] FIG.1is an exemplary code specimen as discussed
herein.

[0110] FIG. 2 is an exemplary code specimen as discussed
herein.

[0111] FIG. 3 is an exemplary code specimen as discussed
herein.
[0112] FIG. 4 is an exemplary code specimen as discussed
herein.
[0113] FIG. 5 is an exemplary code specimen as discussed
herein.
[0114] FIG. 6 is an exemplary code specimen as discussed
herein.
[0115] FIG. 7 is an exemplary code specimen as discussed
herein.
[0116] FIG. 8 is an exemplary code specimen as discussed
herein.

[0117] FIG. 9 is a flow diagram describing selected steps
of one alternative embodiment of the present invention.

[0118] FIG. 10A is a representative example of a label
according to one alternative embodiment of the present
invention.

[0119] FIG. 10B is one representative example of a secure
identification tag according to the alternative embodiment
shown in FIG. 10A.

[0120] FIG. 11 is a descriptive diagram depicting steps in
a labeling process according to one alternative embodiment
of the present invention.

[0121] FIG. 12 is an exemplary code specimen as dis-
cussed herein.

[0122] FIG. 13 is an exemplary code specimen as dis-
cussed herein.

[0123] FIG. 14 is an exemplary code specimen as dis-
cussed herein.

[0124] FIG. 15 is an exemplary code specimen as dis-
cussed herein.

[0125] FIG. 16 is an exemplary code specimen as dis-
cussed herein.
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[0126] FIG. 17 is an exemplary code specimen as dis-
cussed herein.

[0127] FIG. 18 is an exemplary code specimen as dis-
cussed herein.

[0128] FIG. 19 is an exemplary code specimen as dis-
cussed herein.

[0129] FIG. 20 is an exemplary code specimen as dis-
cussed herein.

[0130] FIG. 21 is an exemplary code specimen as dis-
cussed herein.

[0131] FIG. 22 is an exemplary code specimen as dis-
cussed herein.

[0132] FIG. 23 is an exemplary code specimen as dis-
cussed herein.

[0133] FIG. 24 is an exemplary code specimen as dis-
cussed herein.

[0134] FIG. 25 is an exemplary code specimen as dis-
cussed herein.

[0135] FIG. 26 is an exemplary code specimen as dis-
cussed herein.

[0136] FIG. 27 is an exemplary code specimen as dis-
cussed herein.

[0137] FIG. 28 is an exemplary code specimen as dis-
cussed herein.

[0138] FIG. 29 is an exemplary code specimen as dis-
cussed herein.

[0139] FIG. 30 is an exemplary code specimen as dis-
cussed herein.

[0140] FIG. 31 is an exemplary code specimen as dis-
cussed herein.

[0141] FIG. 32 is an exemplary code specimen as dis-
cussed herein.

[0142] FIG. 33 is an exemplary code specimen as dis-
cussed herein.

[0143] FIG. 34 is an exemplary code specimen as dis-
cussed herein.

[0144] FIG. 35 is an exemplary code specimen as dis-
cussed herein.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0145] Bar code technologies collectively encompasses
the symbologies that encode data to be optically read, the
printing technologies that produce machine-readable sym-
bols, the scanners and decoders that capture visual images of
the symbologies and covert them to computer-compatible
digital data, and the verifiers that validate symbol quality.

[0146] As noted earlier, there are many different bar code
symbologies, or languages to use an analogy (collectively
phrases), and these phrases are at present used in a manner
comfortable to those skilled in the art. Each symbology has
its own rules for characters (e.g. letter, number, punctuation)
encodation, printing and decoding requirements, error
checking, and other features.
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[0147] The various bar code symbologies differ both in the
way they represent data and in the type of data they can
encode: some symbologies only encode numbers; other
symbologies encode numbers, letters, and a few punctuation
characters; still other symbologies offer encodation the 128
character set, and even 256 character sets, ASCII sets, etc.

[0148] Many construction and practical concerns remain
for the wide spread use of RFID technology, and what is
needed is a technology that bridges the gaps between
presently known bar-code technologies (with their limita-
tions) and the future RFID systems at the present time, and
enables sufficient detail in tracking (e.g. item/lot level/
container/pill/box) to meet, at lest in part, one of the goals
of future RFID systems, namely individual unit pharmaceu-
tical tracking or other specific item tracking (i.e. identifiable
to a designated item for example a pill, syringe, bottle,
container, pallet, box, machine, etc.). It is particularly noted
that item-specific or specific-item information is critical in
the high technology or pharmaceutical fields for tracking
and safety but due to the very large manufacturing lot sizes,
number of manufacturing plants, size of world-wide com-
panies and for other reasons it is presently impractical to
create a specific individual item serial number identifying a
particular item because the identifying information will be to
large to incorporate into present symbology systems. At
present only higher order information (even higher-order
information of great detail) cannot be used to track indi-
vidual items in such large numbers as needed in various
industries (e.g., individual LED or individual pill tracking)
due at least in part to the large number of items involved.

[0149] Thankfully, there already exists an alternative to
the negatives necessitated by the designated EPC™/RFID
process (e.g., expense, altered manufacturing steps, integra-
tion difficulties etc.).

[0150] As noted earlier conventional Composite Symbol-
ogy (CS), which generally incorporates a 1-D linear sym-
bology encodation component with a 2-D Composite sym-
bology encodation component, is a new class of symbology.
In addition to the conventional broad scope of Composite
Symbology (CS) encodation, the present invention addition-
ally envisions Composite Symbology (CS) as optionally
incorporating a 2D and a 2D symbology encodation scheme
to provide to address applications that are not being met by
current technology solution sets and provide additional
encodation scope. As a consequence, relative to the present
invention and despite other descriptions here, Composite
Symbology (CS) should be broadly understood as a com-
bination of two or more encodation schemes, generally a 1D
and 2D scheme but now also a 2D scheme and a second or
additional 2D scheme or a plurality of 1D/2D schemes.

[0151] Tt is also proposed that using alternative aspects of
the present invention, a novel methodology exists to add
Composite Symbology (CS) to existing UCC/EAN Linear
symbologies, such as, but not limited to: UPC-A, UPC-E,
EAN-8, EAN-13 and UCC/EAN-128; in various alternative
embodiments to orchestrate this adaptation either after the
UCC/EAN symbologies have been created, printed, placed
on labels or other substrate; and in yet other alternative
embodiments to ‘link’ information by means of adding
information in a 2D or Composite format between the Linear
and the Composite symbologies, in either a numeric or
alpha-numeric or scrambled alpha-numeric format for UPC-
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A, UPC-E, EAN-8 and EAN-13, and UCC/EAN-128 in
order to enhance, change, update, delete or link encoded data
contained in the Linear.

[0152] In one alternative aspect of one embodiment of the
present invention, an item to be tracked is labeled or
identified as discussed below with a determined item spe-
cific designation, including for example higher order infor-
mation such as associated manufacture, time, date, place,
description, and NDC, and specific item information such as
a serial number, and other item selective identifier effective
to sufficiently identify a individual item in a discrete manner,
e.g. a single ampoule of injectable medicine, or a single box
containing a plurality of ampoules.

[0153] For example, alternative embodiments of the
present invention may be adapted for use in various manners
to improve the ability to track or identify consumer products
(e.g., pharmaceuticals, livestock, books, food items, clothing
items, aircraft parts, automotive parts or other manufactured
parts, cargo containers, luggage, personal identification
documents (drivers licenses, passports, visa’s, etc.), military
construction items and parts); and as a result of this tracking
or identifying achieve, at least in part, one of the concerns
raised in the discussion above.

[0154] In other words alternative aspects of the present
invention may be adapted for use in reducing counterfeiting,
tracking events (such as sporting or entertainment events),
minimizing human health concerns over patient consent or
privacy or drug receipt, verifying product returns and
recalls, tracking vaccines and other biological materials in a
private manner, or tracking personnel (e.g. military, prisoner
identification), etc.

[0155] According to one alternative embodiment oft he
present invention, incorporating portions of this informa-
tion, a first code is created (usually a linear or 1D bar code
but alternatively a separate 2D or Composite (CS) code may
be used as the first code.

[0156] This first code (A) (usually a linear code) is created
by known technology bar code printing systems (usually by
off-site printers or by in-line systems at a manufacturer’s or
user’s production line) and would incorporate higher-level
or higher-order information such as country code, manufac-
turer, product description, place of manufacture, etc.

[0157] A second code (B) is then created. This second
code (B) includes specific defined item-level information,
specific-item information, or individual-use information
such as lot, serial number, pallet, date of manufacture,
expiration date, URL access data etc, that is known about a
determined item. This second code (B) is generated as a
Composite Symbology (CS) code and includes a first part
(B1) and a second part (B2), where one or both parts is a 2D
composite component, and where only one part is a 2D
composite component the remaining part is a 1D linear
component, depending upon multiple alternative embodi-
ments.

[0158] In other words, in one alternative embodiment the
second code (here B'), includes a first part (B1) is a linear
component and a second part (B2) is a 2D component. In
another alternative embodiment the second code (B")
includes a first part (B1) as a first 2D component and a
second part (B2) as a second 2D component.

May 31, 2007

[0159] The present invention intentionally provides a por-
tion of the data for the second code (B) in the first part (B1)
and continues that information into the second part (B2),
creating a Composite Symbology code (B=B1+B2) and
rendering the second code (B) unreadable without simulta-
neously reading (scanning with a laser scanner) both the first
(B1) and second (B2) parts together, as part of a Composite
Symbology code. This type of separation renders the second
code (B) unreadable (un-scannable and unrecognizable) and
without utility without both (B1) and (B2) or other portions
as will be described.

[0160] Alternative embodiments of the present invention
may optionally provide additional electronic “hooks™ or
“tails” in either one of the first (B1) or second parts (B2) of
the second code (B) indicating to a properly programmed
electronic reader that the other part of the second code (B)
is a required element to the second code (rendering the
Composite Symbology (CS) Code unreadable when sepa-
rated) and preventing the reading of the second code (B)
where either part (B1, B2) is lacking.

[0161] Alternative embodiments to this embodiment may
optionally further divide the second code (B) into a third
(B3) or even a forth part (B4), rendering the second code (B)
unreadable without physically combining all the parts (B1,
B2, B3, or B4).

[0162] In another alternative embodiment the first code
(A) maybe similarly physically split into a first part (A1) and
a second part (A2) and operate in a similar “‘unreadable’
manner for an additional layer of counterfeit protection. In
this alternative embodiment, the item-label would be printed
with two partial codes, for example Al and B2, (requiring
A2 and B1 for comprehensive scanning) thereby preventing
scanning at even the higher-level order of information.

[0163] As an additional alternative embodiment, in either
code (first code (A) or second code (B) human readable
information may be printed immediately adjacent the code
allowing for human-reading of the human-readable infor-
mation and entering the information in a secure data base to
reconstruct a damaged and un-scannable CS code based on
the stored specific-item information.

[0164] As a consequence of the present design, a manu-
facturer, employing the present system, method, product, or
apparatus would first initially generate a list of desired
tracking information including higher-level and item-level,
specific-item, or individual-use information and store that
information in a secure “track-able” and useable database
system specific to the individual or use. An alternative
embodiment to the database system would provide an inter-
net-linked or internet-based system allowing access from
multiple geographically dispersed locations (or authorized
supply chain partners) each accessible via a secured com-
munication link.

[0165] In a first example of one alternative embodiment,
for a single use item, e.g. single ampoule of medicine, the
manufacture would electronically designate a first code (A)
using CS or other technology code containing only higher-
level information, and a second code (B) containing either
both higher-level and item-level information or only item-
level information, wherein the second code (B) is divided
into at least a first part (B1) and a second part (B2). It should
be understood, that the selection of which type of informa-
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tion (serial number, pallet number, part number etc.) to
encode using the present embodiment of the invention is a
decision for the individual user.

[0166] In an alternative embodiment, where an industry is
common to individual users (e.g., the drug industry), the
users may collectively designate a third party to uniformly
designate an information strategy for specific-item informa-
tion (i.e. following a specific item-information encodation
format for all drugs) and hence bring convenient unity to the
industry and benefit all individuals. This third party would
then provide designated information units in a common data
base or set of data bases to each user for incorporation with
their secure scanning methods and application to designated
specific items.

[0167] In this example, the manufacture would then cause
a physical item label to be printed for an item including the
first code (A) and only one part or portion (B1 or B2) of the
second code (B).

[0168] The manufacturer would then provide the non-
selected part (B1 or B2) of the second code (B) in a secure
manner to an authorized end user (Doctor, pharmacy, Hos-
pital user etc.) trained in its use. This type of secure manner
may include placing the non-selected part (of second code
(B)) on a user specific ID card identifiable to a person, on a
scannable card, or in other physical and electronic ways
(programmed into a scanner or scanning control system, etc)
common to conventional bar code uses. Thus a two-path
delivery practice is provided for at least the physically split
second code (B). One path being the label itself, and the
second path being the secure transfer to the authorized end
user.

[0169] As a consequence, the specific item label may be
read by scanning the first code (A) into a data base and
noting higher-level information (NDC, Manufacturer, etc.)
but the label cannot be read by scanning the second code (B)
without both parts. Thus, a counterfeiter, forger, or unau-
thorized user merely copying duplicating an existing label
(e.g., stolen or lost label) cannot complete an electronic
entry scan (and detect the code elements themselves)
because the second code (B) cannot be read without both
parts (B1, B2).

[0170] An authorized user would scan the first code (A) on
the label into the data base and then by completing code (B)
(by either physically holding the unused part of the second
code (B1) next to printed part (B2) and physically complet-
ing the second code (B) or by electronically combining (B1)
and (B2) via computer programming solutions) thereby
allowing for a completed and successful specific-item or
item-level scan of the second code (B) and hence the entire
label.

[0171] The present invention maybe adapted and modified
in alternative embodiments according to the situational
security needs of the manufacture and customer. Several of
the optional alternative embodiments are discussed below.

[0172] In an example 5 of one alternative embodiment of
the present invention, a 1-D UPC-A Linear code is created
with numeric values as shown. See FIG. 12. which when
scanned would scan as: 312345678906

[0173] As more information becomes available, a 2-D
Composite is created. See FIG. 13 and, because this 2-D
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composite is not a stand alone readable composite code it
cannot be scanned alone, but does include selected critical
encoded information, e.g. item-level information such as
expiration date, lot number, part or item serial number
((17)040404(10)abc123) etc.

[0174] Inthis example, unreadable FIG. 13 may optionally
be placed on a drug bottle, a syringe body, or on a single
specific-item label, and FIG. 12 supplied in a secure manner
(physically or electronically) to an authorized end user.
When the authorized user combines FIGS. 12 and 13 (physi-
cally or electronically) the completed code maybe read
providing a complete amount of item-level information.

[0175] When FIG. 13 is combined and added to the Linear
it would look like this. See FIG. 14.

[0176] Combined Symbology FIG. 14 would therefore
scan (by suitably enabled bar code scanners or readers) as:
312345678906(17)040404(10)abe123. In sum, according to
this one alternative embodiment of the present invention, the
first and second parts of the second code (or even alterna-
tively a first code for simplicity) may be physically sepa-
rated (printed separately) and separately provided to an end
user, preventing copying by counterfeiters and guaranteeing
that only the authorized end user employing the separately-
provided part of the second code could reassemble the
second code for a successful scan.

[0177] In an example 6, another alternative embodiment
of the present invention provides (e.g. a manufacturer) a
portion of the continuous item-level data in a 1-D Linear
code (a 1D symbology encodation) and continues said
information in the Composite code thereby providing a
security link that enhances the value and secure utility of the
machine readable CS bar code. Thus, in the present example,
if for example a manufacturer created a UCC/EAN-128 1-D
Linear code with the start of a phrase: “Now is the time for”
(See FIG. 15) and subsequently added a Composite Code
(2D symbology encodation) portion (See FIG. 16) that
contained the finishing phrase: “all good men” and, physi-
cally (placing them adjacent) or electronically (through
scanning code or programming) ‘re-constructed’ the original
security phrase into a now machine-readable Composite
Symbology (CS) bar code, it would look like this but remain
unreadable without both portions. See FIG. 17.

[0178] In an example 7, where a 1-D Linear portion of a
UCC/EAN-128 bar code contained the following portion of
a URL. See FIG. 18.

[0179] This coded portion would scan as: www.anyweb-
site, but without the complete web address contained in the
Composite Symbology mark as follows. See FIG. 19.

[0180] Similarly, scanning this part of the composite code
will not create a URL that could access the correct site.

[0181] However, by physically or electrically re-con-
structing the “full” composite symbology code, the ensuing
code would look like this. See FIG. 20. and this re-construc-
tion would (via scanning software programming) necessar-
ily create a URL as: www.anywebcite.com/additional/secret
and therefore be a “security enabled” URL contained in an
enhanced and reconstructed UCC/EAN-128 with Composite
bar code according to one alternative embodiment of the
present invention.
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[0182] In another alternative or optional embodiment of
the present invention, it is envisioned that a portion of the
code may contain a portion of a secure URL or secure URL
accessing authorization in the 1-D Linear portion and con-
tinue the URL address into the Composite 2-D portion,
enabling the creation of a secure and coded hyperlink to send
a validated scanner unit or computer (employing the secure
separated part of the code) via the hyperlink to a secure
website on the World Wide Web for access to specific-item
information. Since the Composite Symbology code is only
readable when both portions are combined or electronically
entered, an unauthorized user cannot access the web cite
with only a portion of the Composite Symbology.

[0183] In an example 8, another optional alternative
embodiment employing aspects of the present invention,
dictates how important and/or life saving information may
be added to a pre-existing UPC or EAN Linear bar code (it
is noted herein, that any of the preceding embodiments may
be similarly added to a preexisting label), maintained in
confidence (according to the present invention) and be
constructed/re-constructed by an authorized end user
employing the missing code portion.

[0184] In the present alternative embodiment, a 1-D
UPC-A Linear bar code contains numeric information about
a product (for example a Candy Bar). See FIG. 21.

[0185] A manufacturer (of the Candy Bar) or end user
(store) recognizing that it is critical to add important life-
saving information to the product label creates an item-level
numeric identifier (specific-item identifier), such as WARN-
ING CONTAINS NUTS to the secure specific-item database
in an encoded manner and creates a 2D Composite code
containing this information as an addendum to the Linear
code above. See FIG. 22. It is noted that ways to create a 2D
composite code are well known and include using a hand
held, mechanical or powered thermal transfer, laser or ink jet
printers capable of printing said composite code, or com-
plete 1D and 2D composite bar codes such as: RSS and it’s
composites, UPC-A, EAN, UCC/EAN-128 and it’s compos-
ites.

[0186] An authorized user would then physically add or
reconstruct the symbols to result in a ‘complete’ Composite
Symbology code that can be scanned or read by suitably
programmed scanners or readers. See FIG. 23.

[0187] In an example 9, according to another alternative
embodiment of the present invention, an existing UPC or
EAN bar code maybe optionally “upgraded” into a secure
Composite code to reflect, for example, a change in price
after the item was finally priced and a UPC or EAN code
label generated and applied to the product. See FIG. 24.

[0188] Here, a 2-D Composite may be created by an
authorized manufacture, distributor, or end user is built to
reflect the particular price change, e.g. 10% discount before
Dec. 31, 2003. See FIG. 25.

[0189] This additional code may then be supplied to an
end distributor or user (e.g., a store owner) and applied at
various stations along the supply chain. As a consequence,
an authorized user along the supply chain could securely
re-construct the specific information in the following man-
ner enabling the purchasing system in a store to recover the
sales discount information and, linked with the purchasing
system, charge a customer a revised price. See FIG. 26.

May 31, 2007

[0190] In an example 10, another alternative embodiment
of the present invention provides an improvement for
Human or Animal Drug information transfer (such as a
newly discovered adverse drug interaction or information
location for a pharmacist) would result by re-constructing
the information that could exist in a bar code involving the
UCC/EAN family of bar codes.

[0191] In a first event, an exemplary Drug company
designs and creates an RSS 1D Linear bar code for a
pharmaceutical item. See FIG. 27.

[0192] The drug company thereafter realizes important
information must be added (during the manufacturing or
shipping process) to the Linear 1D code in addition to the
Expiration Date and Lot Number, but does not have suffi-
cient room to apply a completely new code to a box or bottle,
even where using a small-sized 2D Composite code. The
Drug Company, therefore adds only a hyperlink to a desig-
nated web-page containing all the relevant information, but
still keeps a small code-footprint. Thus, according to this
particular alternative embodiment of the present invention,
the 2-D Composite could look like this. See FIG. 28.

[0193] And when combined in a Composite Symbology in
a completed RSS-14 1D linear bar code with a 2-D Com-
posite that would look like this. See FIG. 29.

[0194] Inthis exemplary embodiment, this mark (FIG. 29)
would scan as:(01)00300766446 www.acme.com/drugabe
(17)040404(10)def567 and could still be readily adapted to
several anti-counterfeiting or additional security measures
as discussed elsewhere herein.

[0195] Tt should be understood, that as used herein the
phrases reconstructed, constructed, recombined, assembled
etc. refer to the practice of recombining portions of a
separated Composite Code (either 1D/2D or 2D/2D) code
and enabling access to item level or specific-item type
information designated by a user and stored in an accessible
and secure database.

[0196] Those skilled in the art will readily recognize that
the present invention readily enables the construction, de-
constructing and re-constructing of existing 1-D Linear bar
codes with the addition or deletion of a 2-D Composite code
and can thereby enhance the existing Linear UCC/EAN
family of bar codes in the Public and Private sectors while
adaptively positioning the completed combined code (Com-
posite Symbology code) for secure separation.

[0197] Specifically regarding the non-RSS-14 family of
UCC/EAN bar codes that can accept a Composite Compo-
nent (CC) e.g., UPC-A, LPC-E, EAN-8, EAN-13 and UCC/
EAN-128; it is noted that the group of UCC/EAN bar codes
that does not require an encoded ‘link’ from the 1D Linear
to add the Composite Component, is where at least one of
the suggested alternative embodiments of this invention
reside.

[0198] In another alternative embodiment of the present
invention, a method is set forth allowing the storage of
EPC™ type specific-item level information encoded in a
secure Composite Symbology involving 2D bar codes and
transmitting the information to an internet-based and/or
intranet-based database in much the same manner as the
expensive RFID tag for a fraction of the cost per EPC™,
requiring minimal supportive infrastructure.
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[0199] In this present optional and alternative embodi-
ment, an exemplary manufacturer may conduct the follow-
ing exemplary steps:

[0200] 1. Identifying a product for manufacture and cod-
ing identification.

[0201] 2. Determining the numbering system used, i.e.:
UPC-A, UPC-E, NDC, UPN, EAN-13, EAN-8, EPC™,
or other industry specific enumerators.

[0202] 3.Enumerating (where needed) the prefix for coun-
try according to the numbering system.

[0203] 4.Enumerating (where needed) the packaging level
according to the numbering system.

[0204] 5. Enumerating the designated manufacturer num-
ber according to the numbering system.

[0205] 6. Enumerating the item by type, object, size,
amount, transmission, lot, expiration date, or other higher-
order information identifiers according an industry spe-
cific need, in the format of the numbering system selected.

[0206] 7. Enumerating a unique specific-item designator
(ex. serial number) for each individual item (ex. each pill,
each dose, each unit, each person, each product, or other
item depending upon the manufacturer’s needs).

[0207] 8. Incorporating the designated unique serial num-
ber for that specific item in a 2-D bar code, either
encrypted or not, or optionally requiring or not a hook or
link in the 2-D code to a second code (1-D) code to enable
scanning/reading of the combined 2-D/1-D code, and
decoding scanning/reading of the 2-D code by itself.

[0208] 9. Applying that 2-D bar code to the product by
commercially accepted offline or online printing methods
producing a scannable 2-D bar code.

[0209] 10. Generating a linked security 1-D bar code
enabling reading of combination of the scannable/read-
able 2-D code and the 1-D code (for each designated
supply chain individual) only when joined physically or
electronically joined during the scanning/reading process.

[0210] 11. Maintaining a secure database of each item and
its unique specific-item identifying numbers, 2-D bar
code, and authorized (linked/hooked or unlinked/un-
hooked) 1-D bar code.

[0211] 12.Maintaining that database on in-house or on the
World Wide Web for supply chain tracking or other
tracking purposes (i.e. delivery or return purposes) for
authorized supply chain partners, with access to the World
Wide Web via computer and appropriately programmed
scanners enabling access only through the use of the
authorized 1-D bar code during joint/combined scanning
with the unique 2-D bar code.

[0212] 13. Allowing for updating the location or change in
Composite Symbology makeup or amount of that specific
labeled item by authorized opt-in supply chain partners
using the authorized 1-D code with access to the World
Wide Web when combining/recombining/decoding the
2-D code with the secure 1-D bar code.

[0213] 14. Enabling the certification of pedigree of that
specific item from initial labeler or manufacturer to end
user (and during an optional return or recall practice) via
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computer and an appropriate connected or wireless scan-
ning or optical code reader with access to the World Wide
Web. Where along each step of the supply chain the
unique 1-D bar code limits access to the database when
not scanned in conjunction with the authorized 2-D bar
code or through another authorized Internet forensic
method of access (e.g., secure passwords, fingerprints,
voice, eye, DNA scans etc.)

[0214] In another alternative and optional embodiment of
one aspect of the present invention for ensuring the security
for uniquely identifiable products, a manufacturer may fol-
low the steps of:

[0215] 1. Identifying a product for manufacture.

[0216] 2. Determining the numbering system used, i.e.:
UPC-A, UPC-E, NDC, UPN, EAN-13, EAN-8, EPC™,
or other industry specific enumerators.

[0217] 3.Enumerating (where needed) the prefix for coun-
try according to the numbering system.

[0218] 4.Enumerating (where needed) the packaging level
according to the numbering system.

[0219] 5. Enumerating the manufacturer number accord-
ing to the numbering system.

[0220] 6. Enumerating the item according to the number-
ing system (by type, object, size, amount, transmission,
lot, expiration date, or other identifiers according industry
specific need, in the format of the numbering system
used).

[0221] 7. Enumerating a unique specific-item designator
(ex. serial number) for each item according to a designa-
tors determination of item-specific information.

[0222] 8. Incorporating the unique serial number for that
specific item into the 2D Composite part of an RSS bar
code, i.e.: any 2D symbology or composite symbology for
example a-RSS Limited, b-RSS Stacked, ¢c-RSS Trun-
cated, d-RSS Expanded e-RSS-14, Data Matrix etc.,

[0223] 9. or in other optional and alternative embodiments
into the 2D Composite portion of: an e-UCC/EAN-128,
f-UPC-A, g-UPC-E, h-EAN-8, i-EAN-13 or other code.

[0224] 10. Applying that 2D bar code to the product by
commercially accepted out-side or inside offline or online
printing methods that would reproduce a scannable bar
code (but for any intentionally created scanning prohibi-
tions).

[0225] 11. Maintaining a database of at least each desig-
nated item and its unique identifying item-number and
designated 2D Composite bar code.

[0226] 12. Maintaining the database on the World Wide
Web for authorized-user supply chain access and tracking
for authorized supply chain partners provided with secure
access to the World Wide Web via computer and appro-
priately programmed scanners or readers.

[0227] 13. Requiring that supply chain partners securely-
retain the secure and designated one-dimensional (1D) or
Linear portion of the appropriate 2D bar code used on the
product, without which, the information in the 2D Com-
posite cannot be read (1D and 2D portions are electroni-
cally hooked together).
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[0228] 14. Allowing for the (optional) inclusion in that
Linear 1D bar code of supply chain partner specific
information about that partner for identification or track-
ing purposes through globally recognized or trading part-
ner agreed-upon Application Identifiers (ex. (10) for expi-
ration date but other identifiers may be optionally
selected).

[0229] 15. Including in specially pre-programmed bar
code scanners (or other electronic reading systems) that
authorized supply chain partners are in possession of a
designated URL for a specific (optionally access-re-
stricted) web address on the World Wide Web for access-
ing the information storage and accessing database.

[0230] 16. Allowing supply Chain partners, with pre-
programmed scanners attached to a computer with access
to the World Wide Web to scan the re-constructed com-
bined 1-D and 2-D Composite bar code (Composite
Symbology).

[0231] 17. Optionally allowing for the utilization of com-
puter CPU designation authorization via an Application
Software Platform linked to a specified server on the
World Wide Web hosting or providing access to the secure
or master database or system (e.g. the designated CPU
designation provides an optional additional level of secu-

rity).

[0232] 18. Optionally allowing for the authorized access
to specific and secure website(s) for purposes of authen-
ticating the pedigree of a specific product along a supply
chain tracked via the master data system (alternative
called in some embodiments an authorized-use accessible
storage system)

[0233] 19. Requiring Log-in authentication of supply
chain partners by (in this alternative embodiment) scan-
ning at least a form of scannable identification (optionally
in addition to other authentication features including
passwords) so that the master data system can track which
identification is used to access the data system.

[0234] 20. Requiring entering of specific-item or item-
specific information relating to the item being scanned
(via hand entry where the physical code label is damaged
or by scanning/reading in a manner discussed above).

[0235] 21. Optionally allowing for comparing entered
item data to the item information stored on the database.

[0236] 22. Optionally allowing for updating the location
or other change to the specific-item information (e.g.,
item or amounts, strengths or other identifiable changes
relating to a specific item) of that specific item by autho-
rized supply chain partners with access to the World Wide
Web via computer.

[0237] 23. Recording the entry of each specific item for
each authorized supply chain partner whereby a report of
such authorized entry (or report of rejected unauthorized
attempted entry) and partner provides a certifiable pedi-
gree chain of that a specific designated item from the
specific manufacturer to end users via computer with
access to the World Wide Web.

[0238] As used herein and elsewhere, the phrase product
and/or items should be understood as a word-label used by
a manufacturer in a particular circumstance. For example, a
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drug company may use the phrase “item” to identify a single
dose (1-pill or 1-ampoule) of a drug but may simultaneously
use the phrase “product” or “item” to identify a single
package containing a single drug product (1-pill or ampoule)
or several drug products (10 pills). Alternatively, a shipping
company may designate tracking an “item” or a “product” as
a pallet containing multiple-packaged items (products) des-
ignated as suitable for item-specific tracking purposes of the
shipping company.

[0239] As also used herein the phrases data base, storage
system, or internet data base or controlling system or man-
aging program should be generally understood to represent
a type of software (and optionally including hardware)
system capable of maintaining a secure and authorized-use
accessible data base or storage system (either on the internet
or within an intranet or elsewhere) effective to act in any of
the manners described herein (i.e., receiving and storing
item specific designations, encoding these designations,
printing labels and encoded portions of an encoded item
specific designation, updating along the supply chain, issu-
ing pedigree, tracking, and authorized user reports, or coun-
terfeit, stolen, or lost goods reports, tracking access, updat-
ing information, rebuilding damaged Composite Symbology
labels etc.)

[0240] In a combined alternative example, a drug com-
pany may generate an “item a” identifier (e.g. specific
pill/pill), a “product a” box identifier (e.g. box of 5
ampoules/pills), a larger “product b” box identifier (e.g. a
box containing 10 boxes of 5 ampoules/pills) and a shipping
company may designate an “item b” identifier (e.g., a single
pallet containing 50 boxes of 10 boxes of 5 ampoules/pills).
Each of these serialized numbers may be tracked/linked with
shipper/manufacturer or third-party databases or a master
data system for tracking along the supply/return/delivery/
loss/recover chain depending upon a particular parties’ and
partner’s tracking needs.

[0241] In sum, it should be recognized that the instant
system or methodology is readily adapted to via variety of
uses and methods across a spectrum of business and busi-
ness systems depending upon where, when, and how the
methodology is implemented.

[0242] As a consequence, and due to the variable nature
oft he English language and the variation of designated
tracking identifiers across multiple industries, where the
present descriptions use the phrase “item” or “product” or
other identitying label, it should be considered a general or
descriptive label unless a specific example (pill, bottle,
container, person, syringe etc., or a particular industry
restricts the meaning.

[0243] Referring now to FIG. 1, one optional and alter-
native method for practicing aspects of the present invention
is described employing at least one safety and security
feature of comparing a chain partner’s computer CPU iden-
tifier with an accepted identifier in the secure database or
separately issuing a component of a Composite Symbology
code to an authorized partner.

[0244] In the present method, in a first step 1 a manufac-
turer makes a decision to identify a “product” or selected
specific “item” and in a second step 2 assigns and designates
an item specific numbering system providing a specific ID
containing all the information the manufacturer determines
should be tracked for that specific “product” or “item.”
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[0245] In a third step 3 the manufacturer assigns a unit
specific serial or designated number to the product and in a
fourth step 4 authorizes a designated party to create a 2D
composite bar code for that particular item or product in a
known selectable type of composite code system. An
example of a 2D composite bar code is provided.

[0246] 1t should be understood, that this 2D composite bar
code may optionally include coded “hooks” requiring simul-
taneous scanning or electronic “reading” (with a data base
system) a linked 1D bar code to complete a scan and access
the product/unit data base list.

[0247] Tt is also optionally acceptable that the 2D com-
posite code does not include “hooks” and that instead,
accessing the product/unit/item data base requires scanning
a verified and authenticated 1D or 2D code to gain access to
the data base system in conjunction with scanning the 2D
code, thereby preventing authorized entry of the scannable
2D code without having previously accessed the data base
via the non-hooked 1D/2D code.

[0248] 1In a fifth step 5, the bar code is printed through
commercially accepted printing methods, either off site or on
site (manufacturing location), including but not limited to
methods such as flexographic, letter press, ink jet, laser,
thermal, or other non-enumerated printing method.

[0249] 1In a sixth step 6, through a scanning program
on-site, the 1D or 2D or combination of both are scanned and
the serial numbers stored in a master data system. In the case
of an individual item, the label is then applied to the product
or package. In a case where a label to be printed for a
multi-item container is used, each item label is scanned and
when a preset amount is reached, the scanner sends a signal
to a down stream printer for the generation of a label with
the corresponding information including all of the item-
specific numbers (e.g., serial numbers) included in the box,
carton, pallet, container or other packing to be applied to the
designated container or packaging.

[0250] In a seventh step 7, the designated item, label, or
package is then shipped to a supply chain partner wishing to
securely verify both the receipt and of the authentic nature
of the item/product. In this example, the supply chain
partner has already generated or received a secure 1D or 2D
partner specific bar code linked in the manufacturers or
other’s master database including the specific-item informa-
tion and optionally linked to a designated partner/user/
employee/ specific scanner or CPU etc.

[0251] In an eighth step 8, the supply chain partner physi-
cally holds (or electronically combines) the partner specific
1D bar code (one example shown) adjacent the 2D com-
posite code thereby physically (or electronically) recon-
structing in step 9 the complete scannable composite 1D+2D
bar code (Composite Symbology code). The combined
codes are shown in representation.

[0252] In step 10, the complete 1D+2D bar code is
scanned with a scanner containing or linked with a computer
containing a specific access mechanism (e.g., secure URL
address for accessing an Internet database). In step 11, the
supply chain partner’s scanner’s CPU identifier tag (unique
to each CPU) is compared by the master data system to an
authorized user’s CPU tag and accepted or rejected (this is
one optional additional security feature).
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[0253] In an optional step 12, the supply chain partner is
then prompted to log-in verifying information (via key board
or additional bar code scan) and is accepted or rejected (an
additional optional security feature). In step 13, where the
supply chain partner is verified, the combined 1D and
composite 2D bar code information is entered (physically
where a label is damaged or electronically scanned) into the
secure database system and compared to a manufacturer’s
authentic item/product information.

[0254] 1In a final step 14 the data base system then renders
a determination/authentication regarding the item/product
and the user and may optionally generate a pedigree/ap-
proval/rejection report or electronic notice comparing the
received information and the stored information and (if
authorized) optionally update the database information and
location of the item/product at the supply chain partner.

[0255] Referring now to FIGS. 10A and 10B, one alter-
native embodiment of the present invention is described
employing a designated unit/item/product label 20 and a
supply chain authorized employee identification badge 21.
In this embodiment, a database or master management
system is subsumed and linked with the Internet or other
means (internal or external to a location) to an employee
workstation employing a scanner/reader. In this alternative
embodiment, label 20 is optionally placed on a single bottle
of a product (SuperDrug™) containing 100 tablets each of
25 mg. It is envisioned that in alternative embodiments,
label 20 may be modified depending upon a manufacturer or
suppliers’ needs (e.g., a pallet identifier for a shipping
company, a single container for a container company, a
cosmetic container or package, or a single tablet or single
syringe or injectable ampoule for a drug manufacturer).

[0256] Label 20 includes a first manufacturer-specific
composite 1D/2D general identifier bar code portion 22
covering, for example the NDC and expiration information
(including duplicate readable portions) and a second split or
de-constructed item-specific 2D security composite bar code
portion 23 requiring a “hook” or linked code to enable actual
reading of code portion 23.

[0257] Identification badge 21 includes a supply chain
partner composite code 24 securely identifying the
employee. Here, it should be recognized that supply chain
partner code 24 is optionally created by the partner for
internal tracking of the employee or for other uses deter-
mined by the supply chain partner. One example of using
code 24 would enable the employee to access a protected
computer/CPU in a shipping/receiving location or pharma-
ceutical lab location, and to operate that computer to log-in
or log-out specific received or returned items.

[0258] Identification badge 21 additionally includes the
1D bar code 25 that is the second half of the split or
de-constructed security composite code portion 23 in label
20. Code 25 may be optionally individually readable (with-
out composite code portion 23) or not depending upon the
preferences of the manufacturer, the designer of the secure
tracking system, or the supply chain partner. In the present
example, bar code 25 is a single readable 1D linear code
“hooked” to composite code portion 23.

[0259] 1In use, the employee physically places an edge 26
of badge 21 and specifically 1D code portion 25 closely
adjacent 2D composite code portion 23 and then holds a
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scanner (not shown) in a position to read both 1D code
portion 25 and code portion 23 at the same time. The
authorized employee then scans the now physically re-
combined composite 1D/2D bar code. Since the physical
combination of codes enables the scanner to actually scan
the combined codes and interpretation of the code language,
where either code portion is physically missing code portion
23 cannot be read.

[0260] In this embodiment, since code portion 23 cannot
be read without authorized code portion 25, and since the
combination of code portions 23/25 are specific to an
individually designated item/product enabling a database to
be updated only a single time and rejecting all other
attempts, where code portion 23 is duplicated and re-
scanned (by a copyist, infringer, or in error), the manufac-
turer’s and supply chain partner’s database will reject the
item/product scan as a counterfeit, infringing, or previously
scanned item and notify designated individuals according to
an optional programming loop. In this manner, the pedigree
and authenticity of a single item/product may be protected
and consumer confidence or patient safety improved.

[0261] In an adaptation of the present alternative embodi-
ment, an underlying security and authentication system
enables an electronic or printed flag to be provided to
designated individual upon the entry or attempted entry of a
scan. In this manner, where a manufacture reports lost or
stolen items, the data base flags those specific items, and if
the items are rescanned in an unexpected location or by an
unauthorized supply chain partner the system will reject the
attempted scan and report the attempted counterfeit to the
manufacturer.

[0262] In another adaptation of the present alternative
embodiment, an overt type (custom developed for a particu-
lar location) authentication system or means tracks a specific
employee entered-access time and location on a master
control system and also tracks individual scanning events
and links to the authorized item data base. As a consequence,
where unexpected scans occur, the over system can track and
record a particular scan to a particular individual and loca-
tion.

[0263] Referring now to FIG. 3, another alternative
method for practicing one aspect of the present invention is
visually described in reference to an individual designated
item/product packaging code combined with a second indi-
vidual (multiple item container) designated code at a manu-
facture. In this alternative embodiment, a master data and
access/control system 10 either generates individualized
numbers for each product as the products are created via an
electronic assembly line link (not shown) or via human input
and generates a list of unassigned individualized numbers
awaiting assignment to a specific items or products under-
going production.

[0264] 1t should be understood by those skilled in the arts
of process and production control, that while one alternative
scenario and method for the present invention is shown in
FIG. 3 additional alternative embodiments are considered
without departing from the scope and spirit of the present
invention. For example, master data system 10 may addi-
tionally include process control systems and links to any of
the selected items (1-10 or other common processing items
not shown) that functions actively to control a speed and
action of the process labeling, recording, scanning, and
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coding process itself in addition to monitoring and recording
code identifiers. As a consequence, it should be understood
that system 10 maybe selected from a plurality of systems
capable of both the minimal steps discussed below and the
much broader opportunities available in active process con-
trol systems, and as such may include additional established
electronic links (not shown) and additional control or moni-
toring modules.

[0265] As shown in the present alternative embodiment, in
a first step a roll (for example) of labels 1 is placed onto a
packaging line and a scanner 2 regulates movement of the
labels into a labeler 3 where the product is labeled with a
readable ID label as the product passes by. It should be
noted, that where the item designations are pre-created
off-site there may (optionally) be no need to link labeler 3 to
a master data system 10;

[0266] however, where the item designations are created
in situ there maybe a link (not shown) between labeler 3,
scanner 2, etc. and master data base system 10. It should be
noted that depending upon a manufacture and type of
process control involved, each step or element may be
combined with a master data base or master control system
to both manage secure labeling and the production process.

[0267] After labeler 3 applies a label, a scanner 4 in
optional communication with master data system 10, regu-
lates the passage of the product/label combination under a
printer or to print head or mechanism in a conventionally
known method of printing 5 which either prints a coded
specific-item information (e.g., serial number) in a bar code
format (with or without human readables), and/or prints an
individualized serial number (item identifier) specific to that
product into the existing 2D composite containing other
identification such as, but not limited to lot/batch, expira-
tion, quantity, etc. Optionally both scanner 4 and printer 5,
or even the process control machinery itself (not shown),
may access or be controlled by a master data base system
linking each product to each label and to each bar code
generated in the process. In another optional embodiment of
the present invention labeler 3 prints a designated item code
on the label prior to application to the product itself.

[0268] As the now-labeled product passes through a scan-
ner 6, the label and code is linked with the master data
system 10, which reads and records the pertinent individual
item data to the master data system 10, including the
designated serial numbers and, after a pre-arranged amount
of product passes by, master data system 10 signals this
item-specific information (manufacturer number/NDC etc,
product information, lot or batch number, and the first and
last serial number) to the down-line printer head 7 (also
linked with master data system 10).

[0269] Printer 7 prints a label for a now-full package (this
now-full package (item) label number is also recorded in
master data system 10 linked to the individual item num-
bers). The label is applied to the package containing the
individual items/products and a packager 8 accessing the
now-full package closes and seals the package and sends the
package down-line to a scanner 9 that scans the full-package
label and records the box number in the master data system
10. In additional steps (not shown) when a sufficient number
of full-packages are placed on a shipping pallet or in a
shipping container a printer 10 prints a pallet-specific bar
code incorporating or linking in the data base all the previ-
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ous codes (full-package items and product-items) and with
corresponding serial numbers therein. This last label is then
supplied to the sealed pallet containing all the boxes and
items/products.

[0270] 1t should be additionally understood, that in the
embodiment described, the present invention easily mimics
the multi-level item-specific capacity of the more expensive
and presently-unworkable RFID system providing substan-
tial cost savings and eliminating the detriments of the RFID
system noted earlier. Additionally, the present system, estab-
lishes the present practice of multi-level specific-item infor-
mation tracking (and the supportive data base systems) that
must be in place throughout a designated supply chain for a
comprehensive transition to the RFID system in the future.

[0271] Inthis alternative embodiment, a manufacturer can
scan the entire coded pallet label identifying (via secure data
base linking) all the individual serial numbers prior to
shipping and record their exit from the manufacturing plant
in a manner to that similarly envisioned by the RFID system
without the required added infrastructure.

[0272] A shipper can scan and record the pallet serialized
ID number and record receipt in the data based linked with
the manufacturer. The shipper opens the pallet and then
scans each individualized box or item/product as it is
delivered in a manner linked with master data system 10,
another designated system (on the Web), or not depending
upon a shipper’s desire.

[0273] The authorized receiver or end user then scans the
pallet level secure code acknowledging each individualized
box or item/product upon receipt via the above described
process in a manner linked with the master data base thereby
receiving authentication and verification that the items/
products received were actually manufactured by the manu-
facturer and have a pedigree. In sum, at least one embodi-
ment of the present invention serves as simple pedigree
verification means allowing a single authorized scan to
record each individual product in or on a pallet or other
container.

[0274] In another alternative embodiment, where the
authorized receiver repacks selective boxes for re-shipping
to other supply chain partners the master system may
optionally provide another way to print and secure addi-
tional supply chain master labels linked with the master
system. In this way, when secondary-level revisions are
made the present invention allows an additional level of
security for the additional supply chain partners enabling
secure and authorizing scans of individual product codes in
a single scan. Finally, where end users open individual
boxes, via secure links to the master database and employing
designated and secure coded information, an authorized user
may scan an individual item/product and provide proof of
receipt to the original manufacturer or receive information
regarding the original manufactured product, including for
example, original amounts, strengths, lots, expiration dates,
NDC, or other identifying enumerators.

[0275] In sum, the present invention is easily adapted to a
wide variety of scenario’s adaptable across the broad range
of manufacturing/shipping/market and levels (e.g. pharma-
ceutical, manufacturing, recall, governmental tracking (visa/
passport/driver license), quality control, event tracking,
human control systems (prisoner, jail, employee control
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systems), medical systems (clinical trials, vaccine tracking,
drug administration systems) international and national
shipping systems (FedEx, USPS, UPS etc.), and manufac-
turer-supplier to multiple additional supplier to customer
level changes).

[0276] 1t should be noted that while previous discussion
included reviews of 1D and 2D encodation schemes and
combinations in Composite Symbologies, users of the
present invention may create non-recognized customized
format for a particular encodation scheme, these customized
formats would generally follow 1D or 2D encodation
schemes but place custom designed designated identifiers in
customized positions within the scheme preventing reading/
scanning by unauthorized users.

[0277] One possible alternative serialization scenario of
one embodiment of the present invention may optionally
include the following steps:

[0278] a) Manufacturer pre-prints a label offline with a
commercial printer, or in an inline setting prints any
encrypted 2D Composite bar code (2D symbology
encodation) like Reduced Space Symbology (RSS)
Limited Composite, see FIG. 30.

[0279] b) The information contained in one embodi-
ment would contain any ‘product’ or ‘item’ identifying
data or specific item information in a globally recog-
nized format or optionally a non-recognized custom-
ized format may be used specific to and created by a
particular worldwide manufacturer and agreed to by its
trading partners. (e.g., General Electric or Pfizer).

[0280] c¢) The Label is applied to product and shipped.
Receiver would need a corresponding (1D symbology
encodation) here a RSS Limited Linear bar code with
the appropriate “hook’ electronically built into the code
for example, see FIG. 31 to complete the entire infor-
mation encoded. This bar code may be optionally
placed electronically in a scanning system, on a user ID
badge (See e.g., FIG. 10B), or on a designator capable
of being combined and scanned with the above RSS
limited composite.

[0281] d) The completed code when combined in the
alternative manners described would look like FIG. 32
and would reveal the completed data (both higher order
information and specific item information) when
scanned or read by appropriate scanners or readers
optionally accessing a secure database.

[0282] Yet another possible alternative serialization sce-
nario of one embodiment oft he present invention may
optionally include the following steps:

[0283] a) Manufacturer pre-prints a label or, in an
online setting or manufacturing setting, prints any
encrypted 2D Composite bar code (2D Symbology
encodation) like this Reduced Space Symbology (RSS)
Limited Composite, which in this example, see FIG.
33.

[0284] b) The information contained in this present
alternative embodiment (as shown above) would con-
tain (for example) a ‘hashed’ National Drug Code (e.g.
a 10 digit code including designations for manufactur-
ing company, drug type, strength, and/or transmission
means or type, and serial number etc.)
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[0285] c¢) The label is then applied to a product,
accounted for according to a manufacturer’s practice
and shipped. A corresponding RSS Limited Linear bar
code (1D symbology encodation) (retained by the
authorized and designated receiver) is physically held
proximate the 2D Composite and a pre-programmed
scanner or reader containing either a prefix or a suffix
completes the scannable information within both labels
as a string, or optionally be programmed to create a
hyperlink to a prearranged and custom designed Appli-
cation Software Platform on the World Wide Web for
further decoding and linking with a master data base to
authenticate the label and product.

[0286] A third possible alternative serialization scenario of
one embodiment of the present invention may optionally
include the following steps:

[0287] a) A Manufacturer pre-prints a Composite Sym-
bology label (on-site or off-site) containing the (in this
example) a National Drug Code, Lot and Expiration
Date and a designated individualized product or item
Serial Number (either in a sequential, numeric, or
random alpha or alpha-numeric manner or optionally
encrypted manner) in a bar code like but not limited to
RSS Limited formats, that would be machine readable
and optionally contain human readable references, see
FIG. 34 or FIG. 35.

[0288] b) The product with the label is then shipped to

a receiver.

[0289] c¢) When received an appropriately pre-pro-
grammed scanner or reader parses out the relevant data
into data fields, for example like this:

[0290] NDC 0006987654 Lot XYZ123 Serial Num-
ber ESE or 01234567890 and scans these fields them
into relevant data fields in a master data base linking
the authorized shipping label with the authenticated
receiving label. Alternatively, where the label is no
longer machine readable, an operator may access a
secure master data base and hand-enter the human
readable references to re-create the secure symbol-
ogy label for later scanning and use.

[0291] Tt is additionally envisioned that one possible alter-
native embodiment made capable by modification and adap-
tation of selected features or aspects of the present invention
applied to alternative customer needs may provide an RFID/
Electronic Product Code (EPC) transition by utilizing
selected futures of the above described inventions as a
bridge to the future RFID/EPC type systems developing
within the next decade.

[0292] As an additional alternative aspect oft he present
invention a management group may develop privately and
provide as a service an Electronic Sequence Code (ESC™)
to serialize products at an individual, case, pallet, container
or other level and provide an accessible Master Data Base
and Authentication system. In this alternative embodiment,
an outside user would request or generate a designated
number of “item” specific codes for use as labels and secure
them employing one of the authentication processes dis-
cussed above. As the items are shipped, moved, sold, lost,
counterfeit etc., authorized users would receive authentica-
tion pedigrees from the linked system confirming origin and
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transport steps. Unauthorized users would receive no con-
firmation and would be, in some aspects, unable to scan or
process the labeled product.

[0293] As aspects of the present invention presently offer
unit-specific codes, for example for verifying tracking and
providing a pedigree for an individual’s prescription or
OCT. (over the counter) drug product with specific NDC
(national drug code), Lot number, Expiration Date, serial
number etc. information), etc. it is envisioned that those in
the pharmaceutical industry would particularly employ the
present invention in one of it’s many aspects.

[0294] Inyetanother aspect of the present invention, those
skilled in the art will recognize that additional levels of
scrambling and other types of secure technology may be
applied to the secure data base and control systems provided
with alternative embodiments of the present invention.

[0295] According to another aspect of the present inven-
tion there is optionally provided a secure application soft-
ware platform, a bar code engine, or other device or systems
enabled to conduct at one of the optional actions noted
above, including sending to authorized users electronic files
of'any 1D or 2 D globally recognized bar code combinations
or encrypted representations of same separately or together
to a suitably configured commercial printer (on-line/stand-
alone).

[0296] As noted, a secure application software platform
and bar code engine may be adaptively considered as or
adapted to work within at least one of the optional systems
and methods described herein. For example, a bar code
engine or software platform may be optionally programmed
conduct the steps necessary to accomplish one of the alter-
native embodiments of the present invention or to determine
selective steps performed by one alternative embodiment of
the invention. For example, a bar code engine or software
platform may be designed to optionally include steps of (in
one alternative embodiment of the present invention) enu-
meration, encoding, printing or other steps as discussed
herein, or any one of the steps individually depending upon
a users particular system, apparatus, or method of use where
off-the shelf and/or custom designed hardware and software
units may be adaptively joined in a ‘system,’‘platform,” or
‘engine’ in a manner effective to achieve at least one of the
alternative embodiments noted herein.

[0297] As noted herein the descriptive phrase enumerating
or enumeration is to be broadly interpreted as deciding upon
or determining or selecting an identification system or
numbering or code scheme of any kind according to and
optionally including any of the 1D, 2D or Composite bar
code systems noted herein. This enumeration may addition-
ally include the generation of a custom-designed identifica-
tion system determined and agreed to by users of the
identification system but presently not standardized by the
UCC/EAN organizations. In one alternative example, a
particular enumerated item specific designation is encoded
into a Composite symbology encodation containing both a
RSS Limited Composite bar code and a RSS Limited Linear
bar code.

[0298] As also noted herein the phrase item specific des-
ignation may optionally include information of one or both
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of a higher-order-type information (ex. NDC, country code,
manufacturer etc.) and a specific-item-type information
(e.g., serial, item, product number etc.) depending upon a
user’s desire for security features, and may be immediately
readable or initially encrypted and readable only at a first
initial encrypted level requiring a later second additional
decryption to finally read the specific item information.

[0299] Tt is also noted herein, that as used composite
symbologies may include 2D symbologies that are them-
selves composite symbologies. For example, where a 2D
symbology is a RSS Limited Composite (a first type of
composite symbology) and is joined with a 1D RSS Limited
Linear code, the combined “composite symbology” includes
the initial RSS composite symbology already, thus the
phrases 2D and 1D are used descriptively.

[0300] It is also noted herein, that those skilled in the art
should recognized that the use of the phrase “NDC code”
includes all other universally recognized numbering sys-
tems, and that any use of a Data Matrix herein includes the
capability to utilize the Data Matrix as a data string carrier.

[0301] In the claims, means- or step-plus-function clauses
are intended to cover the structures described or suggested
herein as performing the recited function and not only
structural equivalents but also equivalent structures. Thus,
for example, although a nail, a screw, and a bolt may not be
structural equivalents in that a nail relies on friction between
a wooden part and a cylindrical surface, a screw’s helical
surface positively engages the wooden part, and a bolt’s
head and nut compress opposite sides of a wooden part, in
the environment of fastening wooden parts, a nail, a screw,
and a bolt may be readily understood by those skilled in the
art as equivalent structures.

[0302] Although only a single or a selection of exemplary
embodiments of this invention are described in detail above,
those skilled in the art will readily appreciate that many
modifications are possible in the exemplary embodiment(s)
without materially departing from the novel teachings and
advantages of this invention.
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What is claimed is:
1. A method for enhancing information security during
item transfer, comprising the steps of:

enumerating an item specific designation for a user speci-
fied item;

encoding said enumerated item specific designation into a
readable composite symbology encodation;

said composite symbology encodation, comprising:

at least a first and a second encoded symbology
portion, wherein said at least first and second
portions are electronically joined during said step
of encoding and require a combination of said
portions to read said encoded item specific desig-
nation;

deconstructing said readable composite symbology enco-
dation into said at least first and second encoded
symbology portions rendering at least one of said at
least first and second portions separately unreadable
without the other;

applying one of said deconstructed at least first and
second encoded symbology portions to said user speci-
fied item;

transferring said user specified item to at least a first
authorized party;

transferring said other of said at least first and second
encoded symbology portions to said at least first autho-
rized party separately from said user specified item; and

reconstructing said at least first and second encoded
symbology portions and into said readable composite
symbology encodation, thereby enabling said autho-
rized party to conduct a step of reading said composite
symbology encodation and determining said item spe-
cific designation.

#* #* #* #* #*



