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APPLICATION ANALYZER FOR CLOUD COMPUTING

BACKGROUND

[0001] System-level software virtualization is commonly employed in virtual
hosting environments, where it is useful for securely allocating finite hardware
resources amongst a large number of users and their respective applications.
System administrators may also use virtualization, to a lesser extent, for
consolidating server hardware by moving services on separate hosts into software
entities referred to as containers, for example. In general, system-level software
virtualization provides a method where the kernel of an operating system allows for
multiple isolated user space instances, instead of just one. Such instances such as
containers, virtualization engines (VE), or virtual private servers (VPS), for example,
may operate like a monolithic server from the point of view of its owners and users
yet at the same time is virtualized to a much smaller server footprint via available
container technologies.
[0002]

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] FIG. 1 illustrates an example of a system to automatically generate
container or non-container servers for a cloud computing environment.
[0004] FIG. 2 illustrates an example of a system to automatically generate and
manage container or non-container servers in a cloud computing environment.
[0005] FIG. 3illustrates an example of an application model that can be
employed with a system to generate container or non-container servers for a cloud
computing environment.
[0006] FIG. 4 illustrates an example of an output model that can be generated
from the application model depicted in FIG. 3.
[0007] FIG. 5 illustrates an example of a computer readable medium having
machine-readable instructions to automatically generate container or non-container

servers for a cloud computing environment.



WO 2016/159949 PCT/US2015/023276

[0008] FIG. 6 illustrates an example of a method to automatically generate

container or non-container servers for a cloud computing environment.

DETAILED DESCRIPTION
[0009] This disclosure relates to an application analyzer that operates in
conjunction with a deployment controller to facilitate deployment and lifecycle
management for container-based or non-container based servers in a cloud
computing environment. Containers allow system designers to scale many
applications into smaller computing footprints which can save on operating system
costs. In some existing systems, moving a given application to a container may be a
time-consuming task requiring significant expertise that is typically not available to
frontline information technology designers. The systems and methods disclosed
herein provide a policy framework where a given application can be automatically
analyzed with respect to one or more policies for its respective suitability (or non-
suitability) to be implemented as a container.
[00010] As an example, a system includes a policy manager that includes a policy
(or policies) to describe policy attributes of an application that define whether the
application can be deployed as a container server or as a non-container server, for
example. The application analyzer analyzes a given application with respect to the
policy attributes to classify the given application (e.g., container, non-container, type
of container, and so forth). Policy attributes can be globally or narrowly specified to
characterize the attributes of an application with respect to its suitability to be
containerized. Forinstance, a given application can be classified as fitting to a
container model or a non-container model based on an analysis of the policy
attributes with respect to analyzed application attributes of the given application.
The container model further can include container parameters for the given
application based on the analysis.
[00011] A deployment controller generates a corresponding container server for

the given application if the given application is classified as a container model. The
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container server that is generated further can be established according to the
container parameters determined by the application analyzer and provided with the
model. In an example that the given application is determined (e.g., by application
analyzer) unsuitable for containers, the deployment controller generates a
corresponding non-container server for the given application based on the non-
container model generated for the given application.

[00012] Automated learning can be utilized to update the policies in the policy
manager as new applications are developed and deployed. A lifecycle manager can
also be provided with the deployment controller to manage the lifecycle of the
deployed container or non-container servers, where lifecycle can include application
installation/de-installation, upgrading, scaling up or down, enhancing security,
monitoring, metering, and so forth.

[00013] FIG. 1 illustrates an example of a system 100 to automatically generate
container or non-container servers for a cloud computing system 170. As used

herein, "cloud computing,” “computing cloud” and variants thereof refer to any of a
variety of computing applications that can be accessed, implemented, or consumed
on or across a cloud computing environment, such as the cloud computing system
170. For example, the cloud computing system 170 can include storage, computing,
and network resources and capabilities that are that can be available as services
along with other cloud services, such as platform services and applications. The
cloud computing system 170 can be hosted on a network, such as a public network
(e.g., the Internet), a private network, a managed network environment, or a
combination of different network types. Moreover, in the examples disclosed, the
memory resource and the processing resource could be stored a single machine
(e.g., a computer) or distributed across multiple computers (via a network).

[00014] The system 100 includes a policy manger 110 that includes a policy 120
(or policies) to describe policy attributes of an application that define whether the
application can be deployed as a container server or as a non-container server, for

example. An application analyzer 130 analyzes a given application 140 with respect
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to the policy attributes enumerated in the policy 120 to classify the given application.
Example classifications can include classifying the given application 140 as suitable
for a container, not suitable for a container, or a specific type of container may be
classified to facilitate application and/or container performance. As used herein, the
term container refers to a self-contained application that includes substantially all
components for application execution within the container and runs independently of
operating system type. This is in contrast to a virtual machine or physical server
referred to as non-containers that are highly operating system dependent and are
installed with the necessary interfaces to interact with the resident operating system.
[00015] Output from the application analyzer 130 includes a model 150. In one
example, the model 150 denotes whether or not the application 140 can be
containerized and/or what specific type of container (or non-container, such as a
virtual machine) to employ. Container type examples can include containers
provided by Docker, Origin (Open Shift), and Cloud Foundry, for example. The
model 150 is supplied to a deployment controller 160 which then generates the type
of server specified in the model and deploys the server to a computing cloud 170
which can include one or more computers that support the cloud.

[00016] Policy attributes for the policy 120 can be globally or narrowly specified to
characterize the attributes of an application with respect to its suitability to be
containerized. With respect to the policy 120 and related attributes, the application
140 and its basic attributes can include for example, application runtime stack (e.g.,
app server, database server, cache server), followed by runtime requirements (e.g.,
RAM, disk, and so forth), service level requirements, environment requirements
(development, test, pre-production, and so forth). The analyzer 130 thus can
determine these and other related attributes and provide a model for subsequent
use by the deployment controller 160 (See e.g., model specifier and generator in
FIG. 2). An example global policy may be specified as “All applications below a
given service level requirement (e.g., threshold specifying number of web pages

server per minute) can be containerized.” An example of a more narrow policy may
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be stated as “Any application from this vendor cannot be containerized.” An
example of a tenant-based policy may be specified as “All applications submitted
from Tenant A are to be placed in a container, unless infeasible.” An example of a
tenant-based policy may be specified as “All Applications for tenant B are to be run
on a virtual server or physical machine.”

[00017] By way of further example, the application analyzer 130 can classify a
given application 140 as fitting to a container model or a non-container model based
on an analysis of the policy attributes with respect to analyzed application attributes
of the given application 140. In some cases, only a single attribute may be analyzed
by the application analyzer 130 and in other cases multiple attributes may be
analyzed including application type, service level performance, tenant preferences,
application suitability/ unsuitability, deployment considerations, legal restrictions, and
so forth. If the application 140 is determined to be suitable for a container, the
application analyzer 130 constructs the model 150, which the deployment controller
160 then employs to generate a corresponding container server for the given
application and distributes and manages it with respect to the cloud 170.

[00018] If the given application 140 is not suitable for containers based on the
model 150 specification, the deployment controller 160 generates a corresponding
non-container server for the given application based on the non-container model 150
generated for the given application . Automated learning can be provided (See e.g.,
FIG. 2) to update the policies 120 in the policy manager 110 as new applications are
developed and deployed. Policies can also be updated manually as system
conditions change (e.g., customer preferences, service level agreements, billing
matters, and so forth). A lifecycle manager (See e.g., FIG. 2) can also be provided
with the deployment controller 160 to manage the lifecycle of the deployed container
or non-container servers. For instance, lifecycle for deployed server can include
application installation/de-installation, upgrading, scaling up or down, enhancing

security, monitoring, metering, and so forth.
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[00019] In general, container technologies have become more popular in the last
few years, where containers allow code, applications, and other runtime components
to be packaged in highly portable packages. Containers do not depend on whether
they are hosted on physical or virtual machines nor the type of operating systems
required. The fundamental distinction between non-container vs. container-based
technology stacks is that non-container based solutions rely on intensive operating
system support, for example. As a result, solutions employing containers
experience a tremendous reduction in resource footprints thus allowing for hundreds
and in some cases thousands of containers on a single physical server and reducing
cost of ownership since more applications can be run using less hardware.

[00020] In one example, the application 140 and it is characteristics (also referred
to as application attributes) can be captured initially as a model (e.g., unified
modeling language, See e.g., FIG. 3). This captured model is then processed by the
application analyzer 130 to determine the application fit to be hosted in container
versus non-container technologies where model output is then generated at 150
specifying whether or not a container has been selected or what type of container, or
what type of non-container technology should be employed such as a virtual
machine or physical machine specification. Based on the application classification,
the application analyzer 130 analyzes container choices versus non-container based
technology differences. For example, differences exist with image management,
network management, key management, and so forth that can influence the
selection of a given container or non-container technology. As noted above,
example containers can include Docker, Origin (OpenShift), Cloud Foundry, and so
forth. The system 100 can operate in accordance with container cluster
management software or individual containers can be supported depending on
providers that are registered within the deployment controller 160, for example.
[00021] FIG. 2 illustrates an example of a system 200 to automatically generate
and manage container or non-container servers in a cloud computing environment.

The system 200 includes an application analyzer 202 having a model specifier 204
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(e.g., graphical user interface and model processing machine readable instructions)
which is employed to define policy attributes for a given application 208. Inputs to
the model specifier 204 can include provider data 212, tenancy data 214, catalog
data 216, offerings and design data 218, and telemetry data 220 which are
described in more detail below. Output from the model specifier 204 (See e.g.,
application model diagram FIG. 3) is provided to a model generator 230 which
generates an output model 240 indicating whether a container has been selected
and what type of sever to implement via a deployment controller 250. The
deployment controller 250 includes a lifecycle manager 260 to manage to manage
lifecycle issues with the deployed container or non-container server.

[00022] As noted previously, lifecycle management can include application
installation/de-installation, upgrading, scaling up or down, enhancing security,
monitoring, metering, and so forth. For example, application loading can be
monitored via the installed container servers. If the load is more or less than when
installed, additional servers and/or containers can be added or removed from service
to support the determined load. Thus, containers (or non-container servers) can be
scaled up or down based on dynamic conditions detected in the computing cloud.
[00023] As shown, the deployment controller 250 can also include a server
generator 270 which generates the code to create a corresponding server (e.g., a
container server or a non-container server) based on the output model 240 that is
provided by the model generator 230 of the application analyzer 202 for the given
application 208. For example, if the model 240 specifies a container model for the
given application, the server generator 270 can call functions in Docker software to
instantiate a Docker container for the given application 208. In other examples
where another type of container model is selected for the given application 208, the
server generator 270 can call the respective software to generate that type of
container. Also, if a non-container model 240 is generated for the given application,
such as a virtual machine model 150, the server generator 270 can allocate

resources and install the virtual machine (e.g., JAVA virtual machine).
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[00024] Similar to FIG. 1 above, a policy manager 280 includes a policy 284 (or
policies) that describe attributes of an application that are analyzed by the
application analyzer 202 to determine container versus non-container fit of the given
application 208. The policy 284 can receive updates from the model specifier 204
regarding changes with respect to the inputs 212-220. The policy 284 further can
set rules employed to establish parameters for the model 240 that is being
generated for the given application 208.

[00025] Additionally, the policy manager 280 can include a learning component
290 which can be employed to learn and determine which applications can be
containerized and which cannot. For example, if a new application is analyzed and it
is determined that it is a fit for a container, the policy 284 can automatically be
updated via the learning component 290 that such application in the future is a
suitable candidate for a container. The learning component 290 can include code
programmed to implement substantially any type of artificial intelligence component,
such as a classifier (e.g., support vector machine). A specific example for the
learning component 290 includes utilization of a Resource Description Framework
(RDF) component.

[00026] In one specific example, the system 200 and learning component 290
utilizes RDF and Web Ontology Language (OWL). The RDF has features that
facilitate data merging even if the underlying schemas differ, and it specifically
supports the evolution of schemas over time without requiring all the data
consumers to be changed. The RDF extends the linking structure of the Web to use
URIs to name the relationship between things as well as the two ends of the link
(usually referred to as a “triple”). Using this model, it allows structured and semi-
structured data to be mixed, exposed, and shared across different applications. This
linking structure forms a directed, labeled graph, where the edges represent the
named link between two resources, represented by the graph nodes. The learning
component 290 builds the triples of application components that could be

containerized based on prior experiences and extends the triples. One relationship
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example is that since User A is friend of User B, User B’s friend User C is linked as a
friend, using a Friend-of-Friend relationship between learning nodes. Similarly OWL
transitive and reflexive properties create new triples to learn policies via the learning
component 290.

[00027] As noted above, the model specifier 204 receives various inputs 212-220
that enable application models to be developed and policies attributes of the policy
284 to be defined. The provider data 212 provides the capability for the deployment
engineer to describe the available deployment environments (e.g., available
resources) along with credentials and API (application interface) end points to
automatically create the server or container. The server could be a virtual machine
or physical server with cluster support, for example. Tenancy data 214 allows multi-
tenancy support. The tenancy data 214 thus allows for the deployment engineer to
setup tenants and their related deployment environments, which can be set
according service level agreements between each tenant and their subscribers.
[00028] Catalog data 216 leverages the application (See e.g., FIG. 4) followed by
which clients can provision the application. In other words, application design, its
related artifacts and offerings can be published as a higher level entity for tenants of
a service provider to access and provision it. It also provides an interface to capture
cost, how it is monitored or metered for providing both usage/consumption based
billing and flat rate billing methods to instrument telemetry, for example. Based on
the description of the higher level entity, costs involved, how monitoring or metering
is to be achieved, the model specifier 202 can update the policy accordingly. For
example, if an intensive level of monitoring is required to guarantee a given service
level, it may not be possible to containerize the given application 208.

[00029] The service design and offering data 218 allows the deployment engineer
to describe the application and its persona. The example of such capability is
described in FIG. 4 that describes an application design which can be referred to as
a service design. The service offering is an instance of the service design that is

specific to a given tenant. In other words, the service design of a given application
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such as depicted in FIG. 4 is generic however, instance characteristics of it varies by
tenant. For example, Vendor A may run the application depicted in FIG. 4 on
containers because of policy constraints and Vendor B may run the application on
physical servers, for example.

[00030] The telemetry data 220 supports various billing strategies for the system
such as billing by consumption/usage, provisioning, business value pricing, and so
forth. The telemetry data 220 can be implemented as an abstract interface (in object
oriented terms) and supports multiple implementations for different billing strategies.
For example it can support billing in the given application based on number of help
desk tickets processed or flat rate billing which can influence whether or not the
given application 208 can be containerized.

[00031] The policy manager 280 provides capability to describe/register the types
of application that can be containerized by a tenant. For example, application or
web servers such Apache, TomCat, and so forth are container aware however the
applications that run on it may not be because of need of security. The policy
manager 280 and policy 284 can automatically be enriched by self-learning by use
of machine learning technology in the learning component 290 (e.g., Resource
Description Framework — RDF).

[00032] The example model 400 depicted in FIG. 4 leverages the policy manager
280 to bind the appropriate application to a server (e.g., virtual machine, Physical
Server, or Container) by using policies 284. In other words, actuation and
generation of the servers via the server generator 270 can be invoked via provider
APIs. For example, the server generator 270 uses a Docker AP| to create Docker
container and VMware API to create a virtual machine on VMware or IPMI to create
a new physical server that is registered under the providers at 212.

[00033] FIG. 3illustrates an example of an application model 300 that can be
employed by deployment controller (e.g., 160 or 250) to generate container or non-
container servers for a cloud computing environment. The application model 300

represents but one of a plurality of differing configurations to support a given cloud

10



WO 2016/159949 PCT/US2015/023276

computing service. In this example, the model for a web site application is described
having an application URL 310 that provides access to a given web page. A load
balancer 320 may be utilized to manage the load across various servers that may
support the application model 300. The servers can include a database server 330,
and application/web server 340, and/or a cache server 350. Each of the respective
servers 330-350 can be implemented as a container or non-container technology
depending on the underlying policy and automated analysis described herein. The
model 300 can then be processed by an application analyzer and model generator
described herein producing an example output such as depicted in FIG. 4.

[00034] FIG. 4 illustrates an example of an output model 400 that can be
generated from the application model depicted in FIG. 3. The model 400 depicts
that all of application components of FIG. 3 are first designated as an abstract server
denoting that a unique server instantiation is required. The abstract server can then
be dynamically loaded to providers as corresponding container or non-container
servers at runtime using the runtime environment of the deployment controller, for
example. The corresponding server can bind to the resource providers that are
described by the model specifier described above. As shown, the model 400
includes an application URL 404 and load balancer node 410. A branch
representing a database server includes one or more database components 414
(e.g., SQL components) and one or more database servers 416 which are initially
bound to an abstract server 418.

[00035] At controller runtime, the deployment controller (e.g., 160 or 250)
generates the server type based on a specification provided in an abstract server
type at 420. The abstract server type 420 can specify a container, container type,
virtual machine, or physical server, for example, and automatically determined via
the policies and analytics described herein. Another branch of the model 400
supporting web server operations includes one or more web server components 424
supported by one or more web application servers 426 which are bound to an

abstract server 428. Again, the server type for the abstract server 428 is specified at
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430. A third branch of the diagram includes a cache server 434 that runs on
abstract server 436 where its type is specified at 438.

[00036] FIG. 5 illustrates an example of a computer readable medium 500 having
machine-readable instructions to automatically generate container or non-container
servers for a cloud computing environment. The instructions can be configured via
the various functional blocks represented in the medium 500. These block include a
policy manager 510 to specify a policy 520 to describe policy attributes of an
application that define whether the application can be deployed as a container
server or as a non-container server via model 530. An input analyzer block 540
analyzes a given application with respect to the policy attributes of the policy 520 to
classify the given application as a container model or a non-container model. A
deployment controller block 550 includes instructions to generate a corresponding
container server for the given application if the given application is classified as a
container model or generate a corresponding non-container server for the given
application if the given application is classified as a non-container model. Although
not shown, the medium 500 can also include instructions to support other functions
described herein including lifecycle management and learning, for example.
[00037] In view of the foregoing structural and functional features described
above, an example method will be better appreciated with reference to FIG. 6.
While, for purposes of simplicity of explanation, the method is shown and described
as executing serially, it is to be understood and appreciated that the method is not
limited by the illustrated order, as parts of the method could occur in different orders
and/or concurrently from that shown and described herein. Such method can be
executed by various components and executed by an integrated circuit, computer, or
a processor, for example.

[00038] FIG. 6 illustrates an example of a method 600 to automatically generate
container or non-container servers for a cloud computing environment. At 610, the
method 600 includes specifying a policy to describe policy attributes of an

application that define whether the application can be deployed as a container
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server or as a non-container server (e.g., via policy manager 110 of FIG. 1). At 620,
the method 600 includes analyzing a given application with respect to the policy
attributes to classify the given application as a container model or a non-container
model (e.g., via application analyzer 130 of FIG. 1). At 630, the method 600
includes generating a corresponding container server for the given application if the
given application is classified as a container model or generating a corresponding
non-container server for the given application if the given application is classified as
a non-container model (e.g., via deployment controller 160 of FIG. 1). At 640, the
method 600 includes managing a lifecycle of the given application in the
corresponding container server or in the corresponding non-container server after
deploying the application (e.g., via lifecycle manager 260 of FIG. 1).

[00039] What have been described above are examples. Itis, of course, not
possible to describe every conceivable combination of components or methods, but
one of ordinary skill in the art will recognize that many further combinations and
permutations are possible. Accordingly, the invention is intended to embrace all
such alterations, modifications, and variations that fall within the scope of this

application, including the appended claims. Additionally, where the disclosure or

claims recite "a," "an," "a first," or "another" element, or the equivalent thereof, it
should be interpreted to include one or more than one such element, neither
requiring nor excluding two or more such elements. As used herein, the term
“‘includes” means includes but not limited to, and the term “including” means

including but not limited to. The term “based on” means based at least in part on.
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CLAIMS
What is claimed is:

1. A system, comprising:

a policy manger that includes a policy to describe policy attributes of an
application that define whether the application can be deployed as a container server or
as a non-container server;

an application analyzer that analyzes a given application with respect to the
policy attributes to classify the given application as a container model or a non-container
model; and

a deployment controller to generate a corresponding container server for the
given application if the given application is classified as a container model or to
generate a corresponding non-container server for the given application if the given
application is classified as a non-container model.

2. The system of claim 1, wherein if the given application is classified as a container
model, the application analyzer specifies a container type and generates a container
model, the deployment controller to generate a container server of the specified type
based on the generated container model.

3. The system of claim 1, wherein the deployment controller further comprises a
server generator to generate the corresponding container server or non-container
server based on an application programming interface (API) call to a service provider of

containers, virtual machines, or physical servers.
4. The system of claim 1, wherein the policy manager further comprises a learning

component to automatically update the policy as applications are analyzed by the

application analyzer.
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5. The system of claim 4, wherein the learning component is implemented via a

classifier or a resource description framework component.

6. The system of claim 1, further comprising a lifecycle manager in the deployment
controller to perform at least one of installing, de-installing, upgrading, scaling, security,

monitoring, or metering of the corresponding container or non-container server.

7. The system of claim 1, further comprising a model specifier to provide the given

application as an input model to a model generator of the application analyzer.

8. The system of claim 7, wherein the input model is specified by the model
specifier as a unified modeling language (UML) model.

9. The system of claim 7, wherein the model specifier receives input from provider
data, tenant data, or catalog data that is employed to define the policy attributes of the

policy in the policy manager.

10.  The system of claim 7, wherein the model specifier receives input from offerings
and design data or telemetry data that is employed to define the policy attributes of the

policy in the policy manager.

11. A non-transitory computer readable medium having machine-readable
instructions stored thereon, the machine readable instructions configured to:

specify a policy to describe policy attributes of an application that define whether
the application can be deployed as a container server or as a non-container server;

analyze a given application with respect to the policy attributes to classify the
given application as a container model or a non-container model; and

generate a corresponding container server for the given application if the given

application is classified as a container model or generate a corresponding non-container
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server for the given application if the given application is classified as a non-container
model.

12.  The non-transitory computer readable medium of claim 11, further comprising

instructions to automatically update the policy as applications are analyzed.

13.  The non-transitory computer readable medium of claim 11, further comprising
instructions to perform installing, de-installing, upgrading, scaling, security, monitoring,

or metering of the corresponding container or non-container server.

14. A method comprising:

specifying a policy to describe policy attributes of an application that define
whether the application can be deployed as a container server or as a non-container
server;

analyzing a given application with respect to the policy attributes to classify the
given application as a container model or a non-container model;

generating a corresponding container server, via a controller, for the given
application if the given application is classified as a container model or generating a
corresponding non-container server for the given application if the given application is
classified as a non-container model; and

managing a lifecycle of the given application, via the controller, in the
corresponding container server or in the corresponding non-container server after

deploying the application.

15.  The method of claim 14, further comprising learning the policy attributes over

time when analyzing the given application to automatically update the policy.

16
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