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(57) ABSTRACT

This disclosure relates to a system and method for routing
data packets adaptively in a communication system. As the
proliferation of data rich content and increasingly more
capable mobile devices has continued, the amount of data
communicated over mobile operator’s networks can continue
to exponentially increase. One way to accommodate
increased data traffic and provide high quality data commu-
nication services to end users is by utilizing network
resources efficiently. This disclosure provides systems and
methods for efficiently utilizing network resources by pro-
viding adaptive intelligence to data packet routing systems.

130

ARASH SE’/

SGw

126

et 'qwh\“‘n. /

PGW/HA



R

.

; el OIS A
AN ] i : &i%»&w..

\'f&!k@
\ 1]
z A ,

posnun
TSR —

F2IYS

US 2012/0166618 A1

7 %Euﬁaa ,w,u,w
. 4] sAopisdsy .

fzsw.r e By

i;x. L « L ’ ) . o

Jun. 28, 2012 Sheet 1 of 38

%Q,EZ
800y

ot

\m,wx M.ﬂ@{ }»mvw
oel 9t MOSH/NSS

L "Old

Patent Application Publication



US 2012/0166618 A1

Jun. 28, 2012 Sheet 2 of 38

Patent Application Publication

¢ 9Old

2049

, me%, BT
R QA

I
143

(" ubwog 83ias

Vel 4 siojosedey
i, T .iisgkmt-r

e, o

et

NYSLNT

1
;;;;;;; , \ /
yfffsxm‘wA
T g ERR oLl 8

|
PRI
By

ELL I g R
MNEGOS—FS
89y

oy

MNEEIS
defugy
9Py

o o

AWW/NEDS
I CEED

st
g, =
i

8¢

PRt
QD

SHb,

gIpon®

S s

GRPOR
vl
5.8




US 2012/0166618 A1

Jun. 28, 2012 Sheet 3 of 38

Patent Application Publication

, JBIN0IY|Y

Jijelj elecg Hiv
Bujuoisiacig ; , ’
isnoy

el | eje Josn |2LUION

©

JBjjouoD

N @n |||||||||||||||||||||| » uslo-MlY

uoIYBULIOD YsIiqeIsy

¢ Old



US 2012/0166618 A1

Jun. 28, 2012 Sheet 4 of 38

Patent Application Publication

009/ “1HSY YEHSY

861

Janol-yy

Buijioday
VEYe=

—
-~
-
-
- +

J3jjonuo)

oiel] eeq

Bujuoisiaoiy

191110y

0092 ML HSY M6HSY

i OF. s
=] ’
’

ojes | eleq

GulLoISINCIG , . ’
1910 ’
TN~
e @ dnies NOd
L ’
: s B oel] ejeq

IsjjoLon .@.
BUILOISINOIH JUBID )

- 913 BYIGO / dI BIIGOW BIA J0BULOD

dS

V¥ Old

493



US 2012/0166618 A1

Jun. 28, 2012 Sheet 5 of 38

Patent Application Publication

0092 MLHSY M6HSY

8G 1L

JBINOLM Y

aiyjes] ereq

Bujuoisinolg
IBIN0Y

Buiiodey
worg e

-
-

-

ot -7 qgmes
‘dopmg ‘6s

isjjonuon

0092 ALHUSY MEUSY

Buluodoy .
juang @
’

Buuoisinold ¢
mBnoy L7

~
~

olyes eleg

-
-
-
-
PR

"0}@ BYIGOIN / di| BJIGOW BIA J0BULIOD

HGHSY n_m

av ol

4



US 2012/0166618 A1

Jun. 28, 2012 Sheet 6 of 38

Patent Application Publication

Z-NdV 10} ONY
uim Buljeubis 3-d 19 : IXeuod
aueld Jaieaq N-d 19 ystgeisg

IO

SIEMINA | ADOL SIXON / JUIT-NA 0DSID
SO [ so [ so

\

€/1-SHO

13IN01
3100

zol mm

Ineysoeg 8GOl

al0
Ddl, \@ \ JoInoy

NS9O div
ENGY 10} DNY Yim uun 991 —
N-d.19 xeuo0 sued @ - mmﬁi i Sigol Zdl = Z-Nd¥ ‘UoheAnsy ddd
Jeleaq N-d19 usiigersy sapoluon B M --=- ;WMI e Ll WM == ———---
VS e Gttty s CEE R A At —Z€l
= L~ "o
e ™ @.a_smm:mﬁ forod Ldl = L-NdV 'UoneAnay ddd o
, \ S yy

N

QIMINA / AQOOL SPXON / JUIT-NA 0ISID 01

s0 | | so

Tenies Aoljod

g 'Old



US 2012/0166618 A1

Jun. 28, 2012 Sheet 7 of 38

Patent Application Publication

"Z-NdY 10} NSOS Lim
Buijeubis D-d ] ) : IX80D
sueld jaieaq N-4.19 o1epdn

9C

"INV 10} NSDS
Lim Buleubils 3-415) [1X8ju00
aue|d Jeieaq N-d19 siepdn

Jenol
2400

€/1-Sd0

\

i

2100 dl , U
isnoy Ineysjoeq o|iqojy
v ;
NSOS 09
~goL Zdl = Z-NdV ‘d(d @iepdn + ases|ey N
Jefoauon e R -2 R e
diY Sl o N i —<tel
T\ \uonoesue Aojod Ldl = L-NdY ‘dQd o1epdn + asesjey |
) ualn
N TR
0LL
Janiss Aoljod



US 2012/0166618 A1

Jun. 28, 2012 Sheet 8 of 38

Patent Application Publication

J8Inold

aiop) E/+SHO

9z~

{ smegs 7 ‘Bubieyn NSOD

‘AUNosg ‘yIs ‘1509 ‘sadAy 99-
NdV ‘Auiqedes yiomiau L« Tol et
‘adA) soinap ‘adAy gns}uo { L Jsjjonuon A
paseq uoisioap Asjjod el I

\

2100 di

@IEMINA | AODO} SNXON / HUIT-NA 0DSIO
SO | so 50

R
I

Ineysoeg a)iqoN

|noy
WY
| NSOS 091

AGHSY 89
T B forewao (2) T N
Aoijod Aiddy pue aloig
[l
v



US 2012/0166618 A1

Jun. 28, 2012 Sheet 9 of 38

Patent Application Publication

L {sojrut
Buiwesns pue Buiyoed 0apia
‘o Buibleys "oN/seA padnbal
17 ‘sonfjeuy ‘Ajejnuels
Buibieyd ‘oN/saA BuiBieyn}
uolsioap Aajjad 181noy

181n01
8100

Z91
newpioeg siqopy

ai00) di

J8jjohuo)
Hiv .

\

N Bl
\ ZSl— v

Aoijod peaeal Aldde pue sioig

\ g 'Ol4



US 2012/0166618 A1

Jun. 28, 2012 Sheet 10 of 38

Patent Application Publication

'NSDS 0} 19%0ed I 8y}
piemio] pue Aoijod painbal Aiddy
"IN RIPI UB 10} SeAllE 1908 10

Ud

4

oz

6 Old

[neyxoeg sjiqopy

0

el

g

Gl

1senboy Bubeq

Wl
Sk Hlv



US 2012/0166618 A1

Jun. 28, 2012 Sheet 11 of 38

Patent Application Publication

NA 09810

19)nol
2100

‘sjusuieal)
Moy} teinBat yym paasold
MO Si dl 248 jo 90ioyd m.Em:Uﬁ

-

-

ianies Aoljod

0L ©Old




US 2012/0166618 A1

Jun. 28, 2012 Sheet 12 of 38

Patent Application Publication

Jenod
8100

‘Juslo ey) o1 sjepdn
Aajjod e puag QO jou
8B | | 10 [ pue d|
04S JO 801040 S JuslD z

£/1-8d0

2100 di
ASHSY

m_<A|x||® ||||||| -

uojjoesuel | jojuod X ddy

Ll OId

1

[Neysoeg alIqoy

ON = uojdeox3y

ON

= OH ""pddy ‘gddy “Lddy z4|
SoA = QH " zddy 1 d

iy + godl

{

SO\ = uondaoxg

ON = OH " "pddy ‘cddy :zd|
S9A = OH '"zddy ‘Lddy g
YILLY + oy}

! walD

i G~ iy

adAy ABojouyoe) sseooe 1] |y
Rep j0 ewi} ;oL



US 2012/0166618 A1

Jun. 28, 2012 Sheet 13 of 38

Patent Application Publication

Janoy

. ‘padinbsi NSO Vi
Ji sueneiado zoyAo wiopad 991

paidde st Buibieyo suyuo —_ -
VG

# suonesado xg whoksd | ¥ [igjoiuon (ﬁ/

"SJUBAS DIOODY N My

SIEMINA | AGO0 SNXON / NUIFNA 0DSID

OIS A2

1

240D di \@ J

seusy”
-

llod

"B|gB|IBAR SI JUBJU0D AU}
# [INSAY] ayoed [eoo} wouy sueans
03PIA BALBS "HAN / {A3 / ¥AD

/ JUBAS MOJ} UO IB{J01JU0D-H|Y WIojuU|
Mojj ejep x ddy uo

Aoljod justureal; Mol paaleoal Ajddy
MO St dl 248 Jo 8oioys s jusiD

0L

¢l 9Old

41

sty

v



US 2012/0166618 A1

Jun. 28, 2012 Sheet 14 of 38

Patent Application Publication

\

19IN0I

8i00)

\,V/‘

* 'SJUBAD DI0DBY

£/1-Sd0

0
i3]

-~

ALAUSY

b
01UoD)

g4V

Janses Aoljod

el

LPBCHMIN

~
. -~

S uonoBSUERL | jou0s) X ddy

"B|qEJIBAR S| JUBILIOD
a3 1 INSAY] syoes jeoo) woyy swieans

09PIA BAIBS "IB|[0JU0D-M|Y O} JUDS ag 0)
aJinbai s s (Buniodal Juans) sonkjeuy
palinbai jou s moj auy jo BuiBieyn

mojj ejep pddy

uo Aaijod wswiieal; moy) panoas Alddy

MO SIdf 924G Jo 831040 s JuUsID

old

i\

cGl—

sl
s\



US 2012/0166618 A1

Jun. 28, 2012 Sheet 15 of 38

Patent Application Publication

uane

2y} IN0qe I3}jJ0AUCO-Y|Y WO}
"MO 10U I d] 0IS JO 80I0YD S JUBID

J9Inod
2i070)

€/L-8HO

- Y91~

alon dj
Al -7

9

uso syy
0] sjepdn Aoljod e pusg
UBAB Bl ploday

5187

salonuon <

091 S~
uopoesuel] |04Ues X ddy

-~

Buiuoisiroid Aollod INA-YNO

\ oY J

'
QUBMIIA / AQDOL SNXN / YUK

s

.M

ON = Uoidsax3

ON = OH " "pddy ‘cddy “Lddy :z4)
SOA = OH " zddy [Ldi

YLV + aﬁA

S8 A = uojdaoxy

ON = QH " 'pddy ‘gddy 1gdi

S8A = OH " zddy ‘Lddy 114}
}LIV + QoL

vl 9Ol

adA} ABojouyoe) sseooe [ |y
Aep Jo aw ;oL

o

‘
&
:
-

uain
I v

N Ao

[ANS




US 2012/0166618 A1

ALHSY XL HSY
ABHSY AGHSY

1anoy

atory |E/+°8¥0

“eyep Buibieyo speau ¢ ddy

UOREZ|[EO0T = 1B30] 8! d| 15Q =

Buibieys paseq uoneinp 7 jueag z \h.mo_mvmgcmm v
MO S dI 24 JO 921042 SJUBHD) IV

Jun. 28, 2012 Sheet 16 of 38

uooesue. | [0JueD X aa<

U AT
o) = BuBiedh Hlv

(Z — 2l 86pug) 82112007 = do xaN

‘M = 0J0id ‘7 1sQ ‘Zdl 218
} x ddy 1o} doH xaN abueyn

Gl Old

Patent Application Publication



US 2012/0166618 A1

Jun. 28, 2012 Sheet 17 of 38

Patent Application Publication

"¢"Ndv 10}

ONY 40 gNe Uim Butjeubs

0dlo:

isleaq -

X9ju09 aueld
d 19D ushaelsy

ALHSY NIMSY -"
12JN0l

aion | /4S80

Vol
/oy
v
"LNdY 40} MOS z«wm m\w,_“,/.%m ‘Ngog 09F _ n
yim mc:mcm_m O-d 19 xejuoo » ;@m Zdl = 2-NdVv uoleAlldY NAd
aue|d Jaieaq N-¢ 19 ysiiqelsy €. ~9_Eoo7/ iy oSkl e G —_———
AR il o e bbbt s CEE LG
e ™ '~ bl = 1-NdY ‘UoieAIDY NAd

weio
= 1A

‘ “L-NdiY 10} ON¥ 0 gN® Liim Bulleusis 5
lonies %O__Onw -d19 | IXBI0D ®Cm_n_ J=2lesq N-dlo9 ysiiqeisg

91 Old

el



US 2012/0166618 A1

Jun. 28, 2012 Sheet 18 of 38

Patent Application Publication

inoy
2i00D)

1IN0y

(ZNdY) MOS
Yim Buleudis D-d19 10 (D¢
10§) Z-NdV 10} NSOS Yim
419 [ X800

sueid Jaleaq N-419 aepdn

Bueubis o-

#

Z"NdV ‘NQd @lepdf + 8s
Z°NdV ‘d0d @iepdn + aseajoy n|

2Srn()ooos

‘MOS ‘NSOS
lﬁl lllllllllll

— g e

IV slepdn JMOS @

SIBMINA 1 A000L SNXBN /NUIT

%
uonoesuelj Aoljog4 s

NQd @tepdn + asesjoy LS
ddd e1epdn + asesjpy nj

eI LS

‘TN splemoy | 1S

asn Jo (D€ 10)) L-NdV
10} NSOS Uim Butjeubls
O-d 19 - xejuoo sueyd
Jateaq N-d.19 siepdn

Al

Em:U
dlv



US 2012/0166618 A1

Jun. 28, 2012 Sheet 19 of 38

Patent Application Publication

SIRMINA | AQDOL SNXSN DIUITNA 00SID

el

BINol e oo
8400

1215
1810y —Zel
MODd iV
MOS JNN 09
y8lL 'MDS ‘NSDOS
051
L_m_wgcoo N —el
HIY
\ / & smess 1 ‘BuiBreyn : ° Ew_nw
‘ANoag ‘yIS ‘1s00 ‘sadA) ~
NdV ‘Augedes yomau M ]
, ; ‘adAy ao1asp ‘adf) gns } uo ‘ ON = uondeoxy
SIEMINA | AODOL SIXSN  HUITNA 0DSID paseq uoisioap Aaljed Jusiy ON = OH """ "pddy 'gddy "L ddy zd|
v : 8 SOA = QH " 'zddy 1 d
| Hidw + oom
\ ¢ SOA = Uondeoxg
m r mu_L K a ON = OH “"pddy ‘gddy :z4i
S84 = OH " zddy ‘Lddy 14
iy +qoll

S0ATABOIOUUDST SS8008 - [ |
Aep jo oy :goL



US 2012/0166618 A1

i8nou

5100 €/1-SHO

{ ssjnu Bujuresns

pue Buyoed 0apia ‘aini BuiBieyn

‘ON/SOA panbai |7 ‘sonAjeuy

‘Ayrejnuesd BuiBreyn ‘oN/se [ %
BuiBieys } uoisioap Aojjod isINcy

L ™ N

t

MOS ‘NSOS

Jun. 28, 2012 Sheet 20 of 38

&

% alD
* iy

Aoijod
panigoal Aidde pue si0lg  fua

6l Old

Patent Application Publication



US 2012/0166618 A1

Jun. 28, 2012 Sheet 21 of 38

Patent Application Publication

SIEMINA | AO00L SXON / HUIT-NA 0DSIO

"MOS 0} piemio
Adyjod paiinbau Lddy
"3 9P| UB 10} SSALR 18)08d Tl

F

€/1-S40

gl
0092 s * 009/ LYBZHMIN EN(B)

1910y newjoeg alqolN

Mod
HIY
it NN 7 "
0oL S+ 'MOS 'NSos 09k
dijoauon zal k.
R (O e SR ) R G F
1sanbay Buibey
uopeodyou eyep (g welD
oY



US 2012/0166618 A1

Jun. 28, 2012 Sheet 22 of 38

Patent Application Publication

/

I8noi
2100

MO st df 248 jo 32j0Yo suLiD

‘sjuswieas
mol} Jejnfal yum peeooid

€/1-8€0

s8]
19]]0AY0S
v

\

~

ai00 di

Janes Aojjod

. \ {enoy Ineyyoeg ojiqopy

ALHSY AL HSY
AEHSY N6HSY
0082
S Lr6ZHMIN

IN
29 T...M.,m

1A

NN /
‘MOS 'Ns9s  09F

uolloesUe. ] 00N X dd

juslD
div

L¢ Old



US 2012/0166618 A1

Jonol
80D

‘Jualo 8y} 0} ejepdn Axjod
B puasS MO JOU BB | [V 10/ val
PUE d| 2IS JO B210YD SJUBID r

EN

. 79l
z Y oSt < ~==

10RUOD Iy
Al -
- <@

uonoesuel | jonuoy x ddy

Jun. 28, 2012 Sheet 23 of 38

¢¢ 9Old

Patent Application Publication
/

‘MOS ‘NSOS g,

UOISIAOIA ASlod ‘WA-vYWo _

....A

ON = uondooxgy

ON = OH " pddy ‘cddy ‘Lddy 124

S3A = OH " zddy iLdl
v + %bA

S8\ = U01jdeox]

ON = OH " pddy 'eddy :Zdl
SOA = OH " gddy ‘Lddy 11 g
v + goyl

adA} Abojouyosy sse00e & | |y
Aep jo swn :qoy

4

8§ e
“ v



US 2012/0166618 A1

Jun. 28, 2012 Sheet 24 of 38

Patent Application Publication

SUEMIA | AOOOL SPXSN / YUIT-NA 02SID

SO 50

I8N0
8109 £/L-S¥0

2100 dl

- 19IN0Y
‘padinbal Vm\mma. IV
JI suonelado zoAo uouad s SELL
paljdde s Buibieys sunuo : ‘ 091 ] =
Ji suonesado x5 wiopsd MIS NSOS ) . S~a ,
SJUaAD pioday uofegsuel | |o4uos) X ddy™ ~ N ' ~zel
” T
- , & s
\ ‘Biqejeae | # UslD
Y s1juejuod aup i INSAV] | | div
/< 3U0EJ |BO0| WO SWESNS 0ADIA .
e - s 0/1 OABS HAN /HAd 7 HAD / wene
whm35> ;coovmnxwz* HUTNA OOSIO MO} UO ID]|0ALOD-HIY WO -
50 | so { i . Mol ejep x ddy uo Aaijod | a
e ‘ 19M95 Adijog jusunean moy paaieosl Addy
YO st di 24G JO 8210Y2 8 1UBID

€¢ Old



US 2012/0166618 A1

Jun. 28, 2012 Sheet 25 of 38

Patent Application Publication

B0l ey -gun

N
2100 d ASEN 291—y|

-~

Ineysoeg siiqon e
ot N

dy -
JAN NS
‘MOS ‘Nsos 9%

i.

Il@
-

-~ M. |
uonoesuel ] januor) ¥ ddv~ N @ —z5L

sl
"BIGRIEAE S} JUSJUOD iy

aly} # [WSAY] 8yoeo oo} wou;
SWIES.S 03PIA 9AIBS "JB)|0U0D
-4l 0} Juss aq o} padnbaul

[11s st {Bunuodai juaaa) sopkjeuy
padinbal jou s| mo)} sy} jo Buibieyn
Mo} elep X ddy uo Aoijod
JUBLIIRAI] MO} PaAIaJal Ajddy

MO St d} 215 Jo 801040 sjusliD

Janias Aajjod

¢ Old



S1BMNA | AQQ0L SNXBN [ HUIT-NA 00SID
(or , —_—

US 2012/0166618 A1

JUSAS

8U} JN0Oge J3J|0U0D-3 | WOy}
MO 10U S d| 218 JO 801040 S juBIID

pgL e MoHSY
. Q092 ) yezamm

181N04
3107

|

= g 081"
NN 09l

‘MOS ‘NSOHS uojoesuel ) [04u0s) X day ~

9c

U0 3Ly 0}
ajepdn Aojjod e pusg
JUBAD 8Y} pIoOaY

%061, c8l

Jun. 28, 2012 Sheet 26 of 38

\

an(e)

T RO

ON = Lopdaox]
ON = OH " "pddy ‘gddy ‘1ddy :Zdi
S1MNA  ADOOL STXBN / HUrT-NA 0ISID A= OH Mwawmw_h
. SaA = uopdeoxg
ON = QH " pddy 'gddy 24}
J SoA = OH “*"zddy ‘Lddy : L
P11y + oy

adA1 ABojouyoe] ss0008 1| |V
Aep jo s} 1qoL

G¢ Old

Patent Application Publication

aln
HIv




US 2012/0166618 A1

SIEMIIA | AOGOL SNXBN [ YUIT-NA 00§10
| so U ' so

ALHSY
- Seoy HLSY
18INo. 009/ x@“@(
€/1-SH0
2100 yG1

‘ W‘
Z9L—N
2100 @ )
, \. Jenoy /. . d

AGHEY e IBEYNOEY 9lIGOA
/

YOS
TEERO:

‘ejep Buibieyn
spesu § ddy uonez)eoo
= [e20] St 4} 1sq Buibieyo

Jun. 28, 2012 Sheet 27 of 38

paseq uohelnp / jJusaz ww - 'MOS 'NSOS m h@m:
MO st di 945 o 82loyo susiD @s omfoi I L T TR R
1BJjOJUDD IV uonpoesue.l | joiuoy X ddy &

- | A N

9¢ 9Old

=

S .
~Nt

g )
= {| a
Dn.... soA = Buibieyn -
= )
= (Z - 2dl ebpug) 82112007 = dop IxaN | &
= sl
xR

.m "M = 0101d ‘Z 18( ‘2dl 245

W } ¥ ddy Jo) doH 1xaN abueys

«

~N

=

o

~N

x

[~ ™

o7¢

-ZeL

=

89
=1i



US 2012/0166618 A1

i81noy

8100 £/1-SdO

gzr”

; \ oMoy

Q&

‘SJUBWIES. MO} div
JeinBal ypm pesosid B 09
MO @ie | |y o/ pue ‘MOS ‘NSDS

dl 9IS JO 991042 S JUBID

ﬁf,
oSl \
seotd)) MW

/ / 88 v\\

Jun. 28, 2012 Sheet 28 of 38

981

\

Ll

Aur @4 uonoesuel} joaue) X ddy

\ 1o8s A31jog

L¢ Old

Patent Application Publication



US 2012/0166618 A1

Jun. 28, 2012 Sheet 29 of 38

Patent Application Publication

Jusio 8y}

0} syepdn Aoyjod e puag

MO Jou 8le | |y 40/ pue
dl 945 o DO10YD S JUBHD

MD
8L

#

051

a}j0.4}!

MOd

£/1-Sd0

U

ALHSY

ZiL A6HSY

N

O HIVy
\

\

so | so |

QIRMINA | ADOOL SNXBN [ MUITENA OOSID

8100 d}

AR

0094 | ong
7gl

,. \ . Jenoy

i

JAN

‘MOS ‘NSOS oot

\ 90de

18nss Aaljod

8¢ Old

uonoesuel] jonuol) X ddy

LHSY
H6dSY

LP6ZHMIN

\..1 ﬁ

SBA = Uojideoxy

ON = OH " "yddy ‘gddy :Zdl
S9A = OH " zddy ‘Lddy ;L]
ity + godl

adA} ABojouyasy ssa00e 1| |y
Aep Jo awn (ot

_uslD
7



US 2012/0166618 A1

Jun. 28, 2012 Sheet 30 of 38

Patent Application Publication

@noa Je/1-SHO

Ui ey} 01 8lepdn Adijod e
pusg -uondaoxa ue s aiay)
10 MO Jou ale | |y io pue
dl 0I5 JO 801040 s JuUslD

/

Isjouon m_od >

9100 d}

A D0d® uohoersues) josuon X ddy e 14

Janias Aojjog

~-041

OIroesiEl | loquoy x ddy \

-~ I

$9A = uondeaoxg

ON = OH """ pddy 'gddy zdi
SaA = OH '"'zddy ‘Lddy fLd|
Hilv + oyl

6¢ Old

adfy ABojouysa) s88008 - | |
Aep jo awi} ;qoL

" ome W e

PRSI 117

<El



US 2012/0166618 A1

Jun. 28, 2012 Sheet 31 of 38

Patent Application Publication

"ajgejieAr s|jusjuo ay)

1 INSAY] ayoed |200] Wiol sweed)s
O8pIA MRS HON /WA / HAD /
JUSAS MO} UO JS{JOSU00-HIY Wioju}
Moy} ejep x ddy uo Aaijod
Juswijeal) moj pasiaoal Ajlddy

0O si df 915 JO 821040 8 JuslD

QIBMINA | AOOOL SNIXON

o sy

ABHSY

00921 y6Z25 MIN -

2100 di

-

padinbal ji suopeiado zoho
wioped paydde si Buibieyo
8uljuo ) suoyelado x5
LWIOJad SJUSAa pIoday

# )\nw welD
- ST\

Jsates Adjjod

0¢ Old



/ ‘BlgejieAR S

1uajuos au} 4t [INSAY] 8yoed [eoo| woly
SWEdNS 08PIA BAIDSG "IBJOLNU0O-Y|Y
0} Juss ag 0} padinbai s st (Buodas
HUFT-NA Ouw_o. 1UaA8) SoNjAjeuy paainbal jou s; Moj}
) — ay} jo BuiBieyn moy eyep x ddy uo
Aatjod jusunesn moyl paaaoal Aiddy

US 2012/0166618 A1

MO $! dI 9IS JO 0D SIUBID
4
, &
&

L RSy
i81nol £/1-S40 i 0092 H6HSY
2l0D 009L | y6ZHMIN

Jun. 28, 2012 Sheet 32 of 38

Y
JAN 09t
e | ‘MOS NSDS
“SIUBAD PI0DSY _° «om_/ 7 -
\ ::o.z:oOﬁq A :
\
~0LL

SJEMINA [ ADOOL SNXBN / UIT-NA 09819

Janies Aoljod

L€ "Old

Patent Application Publication



US 2012/0166618 A1

Jun. 28, 2012 Sheet 33 of 38

Patent Application Publication

| SO o)

SIEMINA | AQDOL SDXON / HUIT-NA 0SID

8oy
2100

azt”

‘8|10 9y} 0} sjepdn Aojjod
2 puag JUIAS 8y} pIodaY

“JUBAD

3y} INOGE JBONUOD-HIY WO
SO 10U I df 9IS Jo B010YD SIUBID

ALUSY
AGASY

041

Jansas Adljog

¢t 9Old

@

HLHSY . #

S8 = uojidenxy

ON = OH " pddy ‘gddy gdl
SOA = OH " zddy ‘Lddy L4}
}1lv+ QoL

adAy ABojouyoay ss800B | [
Aep Jjo awy :qoL




US 2012/0166618 A1

Jun. 28, 2012 Sheet 34 of 38

Patent Application Publication

0Le

8l¢e 0ze

-

N\ |
Alowsyy 0S990 Nwm/ oifo| ssauisng

isbeuepy
xnwag

o€

e

ayoen Z06
uolIsseg

AN

MO|4 NdN
/1010811 19908

wn
Pujssenoid
NIOMION

yLe P

ece

455 90 whm\

isbeuep
uoISsag

¢e 9ld

N



US 2012/0166618 A1

Jun. 28, 2012 Sheet 35 of 38

Patent Application Publication

7

labeue
8re - W

/ Xnwa(
| =

Alowap 10ss8201d pee

ajnpowl
afbplig uoisseg

ae

'mcomo
uo|sses

ore 9G¢ anpouw soiAjeuy
< N L N !

yre

PGl

e Old



Patent Application Publication  Jun. 28, 2012 Sheet 36 of 38 US 2012/0166618 A1

64

\366

Client module

FIG. 35
Processor
I
362
360

132

N2t



Patent Application Publication  Jun. 28, 2012 Sheet 37 of 38 US 2012/0166618 A1

408

400

418

412

FIG. 36




US 2012/0166618 A1

Jun. 28, 2012 Sheet 38 of 38

Patent Application Publication

0es 9e8 yes [AR]

,m,,w_mm._,.. . 1| uonoadsuy
Adpuejg ; ,wmww_mn_m

L ..mmmcm._z.

\\\ﬂ, \\\W « - T ﬂ, . o
pcos S 9205 455 oG qc0s - 8EG BC0G

Yjed uoljediunwion

400s 200S



US 2012/0166618 Al

ADAPTIVE INTELLIGENT ROUTING IN A
COMMUNICATION SYSTEM

FIELD OF THE DISCLOSURE

[0001] This disclosure relates generally to a system and
method for providing routing for a communication system.

BACKGROUND

[0002] Wireless networks are telecommunications net-
works that use radio waves to carry information from one
node in the network to one or more receiving nodes in the
network. Cellular telephony is characterized by the use of
radio cells that provide radio coverage for a geographic area,
with multiple cells arranged to provide contiguous radio cov-
erage over a larger area. Wired communication can also be
used in portions of a wireless network, such as between cells
or access points.

[0003] Wireless communication technologies are used in
connection with many applications, including, for example,
satellite communications systems, portable digital assistants
(PDAs), laptop computers, and mobile devices (e.g., cellular
telephones, user equipment). Users of such applications can
connect to a network (e.g., the Internet) as long as the user is
within range of such a wireless communication technology.
The range of the wireless communication technology can
vary depending on the deployment. The wireless network can
include an access network and a core network. The access
network can include gateways and routers, while the core
network can include routers and servers. Gateways can pro-
vide communication between networks such as the access
network and core network, and routers can deliver packet data
to a specified destination.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIGS. 1-2 illustrate communication networks
including along term evolution (LTE) topology inaccordance
with some embodiments;

[0005] FIG. 3 illustrates the concept of the adaptive intel-
ligent routing (AIR) framework in accordance with certain
embodiments;

[0006] FIGS. 4A/4B illustrate how the AIR framework can
accommodate both a service provider (SP) and a virtual ser-
vice provider (VSP) in accordance with certain embodi-
ments;

[0007] FIG. 5 illustrates procedures for attaching and acti-
vating the AIR framework in a 3G network in accordance with
certain embodiments;

[0008] FIG. 6 illustrates procedures for placing the AIR
framework into an idle mode in a 3G network in accordance
with certain embodiments;

[0009] FIG. 7 illustrates how the AIR-controller provisions
the policy on the AIR-client in a 3G network in accordance
with certain embodiments;

[0010] FIG. 8 illustrates how the AIR-controller provisions
the policy on the AIR-router in a 3G network in accordance
with certain embodiments;

[0011] FIG. 9 illustrates how the AIR framework sends a
paging request to the AIR-client in a 3G network in accor-
dance with certain embodiments;

[0012] FIGS. 10-11 illustrate how the AIR-client commu-
nicates with the AIR-controller to access a 3G network in
accordance with certain embodiments;
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[0013] FIGS. 12-14 illustrate how the AIR-client commu-
nicates with the AIR-router to access a 3G network in accor-
dance with certain embodiments;

[0014] FIG. 15 illustrates how the AIR-controller handles
local peer-to-peer communication requests in a 3G network in
accordance with certain embodiments;

[0015] FIG. 16illustrates procedures for attaching and acti-
vating the AIR framework in a 3G+4G network in accordance
with certain embodiments;

[0016] FIG. 17 illustrates procedures for placing the AIR
framework into an idle mode in a 3G+4G network in accor-
dance with certain embodiments;

[0017] FIG. 18 illustrates how the AIR-controller provi-
sions the policy on the AIR-client in a 3G+4G network in
accordance with certain embodiments;

[0018] FIG. 19 illustrates how the AIR-controller provi-
sions the policy on the AIR-router in a 3G+4G network in
accordance with certain embodiments;

[0019] FIG. 20 illustrates how the AIR framework sends a
paging request to the AIR-client in a 3G+4G network in
accordance with certain embodiments;

[0020] FIGS. 21-22 illustrate how the AIR-client commu-
nicates with the AIR-controller to access a 3G+4G network in
accordance with certain embodiments;

[0021] FIGS. 23-25 illustrate how the AIR-client commu-
nicates with the AIR-router to access a 3G+4G network in
accordance with certain embodiments;

[0022] FIG. 26 illustrates how the AIR-controller handles
local peer-to-peer communication requests in a 3G+4G net-
work in accordance with certain embodiments;

[0023] FIGS. 27-28 illustrate how the AIR-client commu-
nicates with the AIR-controller to access a 3G+4G network
with WiF1i in accordance with certain embodiments;

[0024] FIG. 29 illustrates how the AIR-controller offloads
the AIR-client to the WiF1i access in a 3G+4G network with
WiF1i in accordance with certain embodiments;

[0025] FIGS. 30-32 illustrate how the AIR-client commu-
nicates with the AIR-router to access a 3G+4G network with
WiF1i in accordance with certain embodiments;

[0026] FIG. 33 illustrates a logical view of an AIR-control-
ler in accordance with certain embodiments;

[0027] FIG. 34 illustrates a logical view of an AIR-router in
accordance with certain embodiments;

[0028] FIG. 35 illustrates a logical view of an AIR-client in
accordance with certain embodiments;

[0029] FIG. 36 illustrates a network device in accordance
with certain embodiments;

[0030] FIG. 37 illustrates a logical view of the software
architecture of a network device in accordance with certain
embodiments.

DESCRIPTION OF EXAMPLE EMBODIMENTS

[0031] Overview

[0032] Certain embodiments disclose a system comprising
a mobile device implementing a client, wherein operation of
the client is transparent to other applications running on the
mobile device and the client is configured to interface with an
network access server and a router in a packet data network,
the client receiving policy from a network access server and
enforcing the policy for data communication by the mobile
device with the packet data network, the mobile device initi-
ating a plurality of packet data network (PDN) connections
with the network access server according to the policy main-
tained by the client running on the mobile device, and the
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client communicating control-plane transactions through the
network access server to initiate communication with the
packet data network.

[0033] Certain embodiments disclose a system comprising
a router establishing a communication channel with a net-
work access server, the router maintaining session informa-
tion associated with a mobile device communicating with a
packet data network, wherein the mobile device is running a
client that implements a first policy for communicating with
the packet data network, the router receiving from the net-
work access server over the communication channel a second
policy, the router monitoring the client running on the mobile
device in accordance with the second policy to determine that
the client is communicating in accordance with the first
policy, the router monitoring at the router call events and data
flow events associated with the mobile device to generate
analytics data, and the router transmitting the analytics datato
the network access server over the communication channel.

Example Embodiments

[0034] Theincrease in mobile data traffic is straining opera-
tors’ existing radio and packet core elements. The increase in
data traffic can overload network devices, and it may even
cause service disruptions that call for manual interventions by
operators. Unfortunately, the demand for mobile data is not
expected to slow, especially as mobile devices become more
sophisticated and as users become more dependent on mobile
devices. The rise of video as a dominant content consumed on
mobile devices is further adding business and technical chal-
lenges to the operators. In order to provide high quality ser-
vices amid a rapid increase in data traffic, operators often
invest heavily on improving the telecommunication infra-
structure by, for instance, installing more network devices.
However, a heavy investment in infrastructure can rapidly
increase the data delivery cost, and it can also challenge the
prevalent flat-rate data service models. Furthermore, even the
improved infrastructure cannot entirely eliminate service dis-
ruptions. If the improved infrastructure is inefficiently man-
aged, many critical issues with large data volume will remain.
Therefore, an efficient operation of network is important for
delivering quality services. This disclosure describes systems
and methods for efficiently utilizing network resources by
providing adaptive intelligence to data packet routing sys-
tems.

[0035] Atahigh level, adaptive intelligent routing (AIR) is
a framework for monitoring and controlling a network usage
based on applications, network intelligence, and policy crite-
ria. The AIR framework can instill intelligence into a network
through cooperation of network components. Each network
component carries information on different aspects of a net-
work operation, and the AIR framework exploits such infor-
mation to adaptively utilize the network resources. The AIR
framework can consider one or more of the following factors
in monitoring and controlling the network: the type of the
subscriber, the time of the day, the type of the access technol-
ogy, the type of applications, the lawful intercept (L) status,
the charging model, the cost structure, the quality of experi-
ence (QoE) and service level agreement (SLA), the type of the
mobile device, and other configurable criteria. Such a flex-
ibility of the AIR framework can yield a variety of new
network functionalities. For example, the AIR framework can
allow network service providers (SPs) to use the network
bandwidth more efficiently by adaptively choosing the policy,
such as a universal mobile telecommunications systems
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(UMTS) protocol and a code-division multiple access
(CDMA) protocol, for the end users based on the real time
dataload information. The AIR framework can also allow SPs
to provide adaptive services based on the capability of a
mobile device. If the mobile device is capable of operating in
multiple network embodiments implementing different com-
munication protocols, the AIR framework can find cost effec-
tive data paths or policies for the mobile device. In addition,
the AIR framework can be used to adapt the service quality
based on the data content. If the end user is teleconferencing
and downloading emails at the same time, the AIR framework
can place a higher priority on delivering the teleconference
data while placing a lower priority on downloading emails
and possibly transport the email traffic via an alternative path
and access technology.

[0036] End users can benefit from the AIR framework in
terms of both the quality and the cost of rendered services.
The AIR framework can reduce the data transfer latency,
increase the data transfer rate, and reduce service disruptions
due to lost data packets. Furthermore, the AIR framework can
provide lower cost network services by adaptively varying the
end users’ network usage, and by delivering data to end users
using cost effective data paths. For example, the AIR frame-
work can offload data traffic to fixed mobile convergence
(FMC)/wireless local area network (WLAN).

[0037] Network service providers (SPs) can also benefit
from the AIR framework. The AIR framework can provide
means for reducing data transfer cost by locating the content
cache and distribution nodes directly in the radio access net-
work (RAN)-content delivery network (CDN). The AIR
framework can further reduce the data transfer cost by detect-
ing local peer-to-peer communication requests. If the AIR
framework detects that the end users are requesting a local
peer-to-peer communication, the AIR framework can bridge
the communication before reaching the core network to
enable local communication between end users. Using the
AIR framework, SPs can also perform a client based behav-
ioral control (i.e. a posture management) and an end-to-end
quality of service (QoS) control. In addition, SPs can limit the
volume of internet packet flow independent of the volume of
data (i.e., byte count) limit. In today’s wireless networks, end
user’s network resource usage is measured in terms of the
amount of user data consumed or the byte count limit. How-
ever, another important network resource that is also con-
sumed by the end users is the application signaling. Each of
the internet packet flow is associated with a given application
and each of these applications will require a specific amount
of signaling resource both in the core network (server CPU
load) and in the radio network (access and paging channel
load.) Therefore, monitoring and measuring the usage of the
signaling plane is important to effectively utilize and mon-
etize the wireless network resources. The AIR framework
allows this. In addition, the AIR framework can provide mon-
etization opportunities with analytics. The AIR framework
can provide additional benefits to virtual service providers
(VSPs). Using the AIR framework, VSPs can directly connect
to end users regardless of the intervening networks, and VSPs
can provide real-time services (i.e., “push” services) to end
users. Furthermore, using the AIR framework, VSPs can offer
bundled services to end users by operating with many part-
ners and SPs.

[0038] FIG. 1 illustrates a communication network that
includes the AIR framework in accordance with certain
embodiments. FIG. 1 includes a number of radio access tech-
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nologies such as a 1xRTT transceiver 100, a high-rate packet
data (HRPD) transceiver 102, and an evolved high-rate packet
data (eHRPD) transceiver 104, each of which can connect to
an access network 106. An evolved Node B (eNodeB) trans-
ceiver 108 is an LTE network radio network component that
connects to an Evolved UMTS Terrestrial Radio Access Net-
work (E-UTRAN) 110. Other radio access technologies such
as WiFi, Femto, WIMAX, or any other radio spectrum tech-
nology can use transceiver 112 to connect to the network
using a broadband or other access network. An access net-
work 106 and E-UTRAN 110 can include routers for sending
data to correct destinations. These routers can implement an
AlR-router that forms a part of the AIR framework. A user
equipment (UE) 132A/132B can attach to transceivers, such
as I1xRTT transceiver 100, a HRPD transceiver 102, and an
eHRPD transceiver 104, an eNodeB transceiver 108 or an
E-UTRAN transceiver 110, to communicate with the net-
work. A UE 132 can also implement an AIR-client that can
communicate with other components of the AIR framework.

[0039] The access network 106 can communicate with an
access gateway 116 that implements a combination of func-
tionalities such as a packet data serving node (PDSN), a
HRPD serving gateway (HSGW), and a serving gateway
(SGW). In operation, the PDSN functionality can be used
with 1xRTT 100, the HSGW functionality can be used with
HRPD 102 and eHRPD 104, and the SGW functionality can
be used with the eNodeB 108. The access gateway 116 can
communicate with an anchor gateway 118, which can imple-
ment a packet data network gateway (PGW) and a Home
Agent (HA) and a mobility management entity (MME) 120.
The anchor gateway 118 can also implement an AIR-control-
ler which forms a part of the AIR framework. On the access
network side, the anchor gateway 118 can also communicate
with an evolved packet data gateway (ePDG) 122 which
provides connectivity to the WiFi/Femto/other transceiver
112. The ePDG 122 can provide a communication pathway
for an AIR-client to communicate with an AIR-controller in
the anchor gateway 118. On the packet core side, the anchor
gateway 118 can communicate with the operator’s IP service
domain 124, the internet 126, and IP multimedia subsystem
(IMS) 128. An authentication, authorization, and accounting
(AAA) server’home subscriber server (HSS) 130 can com-
municate with the access gateway 116, the anchor gateway
118, or both.

[0040] The Home Subscriber Server (HSS) 130 can be a
master user database that supports IMS network entities that
handle calls. The HSS 130 stores subscription-related infor-
mation (subscriber profiles), performs authentication and
authorization of the user, and can provide information about
the subscriber’s location and IP information. The AAA server
130 can provide authentication, access control, and account-
ing to the network. The authentication can involve verifica-
tion of the subscriber, the access control can involve granting
or denying access to specific services, and the accounting that
can take place is the tracking of the use of network resources
by subscribers. Other servers, such as the Home Location
Register (HLR) can be used in other embodiments. In certain
embodiments, the AAA/HSS 130 can communicate with the
access gateway 116 for charging purposes.

[0041] The LTE communication network includes a PDN
gateway (PGW) 118, a serving gateway (SGW) 116, an
E-UTRAN (evolved-UMTS terrestrial radio access network)
110, and a mobility management entity (MME) 120. The
evolved packet core (EPC) of an LTE communications net-
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work includes the MME 120, SGW 116 and PGW 118 com-
ponents. In some embodiments, one or more EPC compo-
nents can be implemented on the same gateway or chassis as
described below.

[0042] The SGW sits in the user plane where it forwards
and routes packets to and from the eNodeB and PGW. The
SGW also serves as the local mobility anchor for inter-eNo-
deB handover and mobility between 3GPP networks. The
SGW routes and forwards user data packets, while also acting
as the mobility anchor for the user plane during inter-eNB
handovers and as the anchor for mobility between LTE and
other 3GPP technologies (terminating S4 interface and relay-
ing the traffic between 2G/3G systems and PGW). For idle
state UEs, the SGW terminates the down link data path and
triggers paging when down link data arrives for the UE. The
SGW manages and stores UE contexts, e.g. parameters of the
IP bearer service and network internal routing information.
The SGW also performs replication of the user traffic in case
of lawful interception.

[0043] The PGW acts as the interface between the LTE
network and other packet data networks, such as the Internet
or SIP-based IMS networks (fixed and mobile). The PGW
serves as the anchor point for intra-3GPP network mobility, as
well as mobility between 3GPP and non-3GPP networks. The
PGW acts as the Policy and Charging Enforcement Function
(PCEF), which manages Quality of Service (QoS), online/
offline flow-based charging data generation, deep-packet
inspection, and lawful intercept. The PGW provides connec-
tivity to the UE to external packet data networks by being the
point of exit and entry of traffic for the UE. A UE may have
simultaneous connectivity with more than one PGW for
accessing multiple packet data networks. The PGW performs
policy enforcement, packet filtering for each user, charging
support, lawful interception, and packet screening. The PGW
also provides an anchor for mobility between 3GPP and non-
3GPP technologies such as WiIMAX and 3GPP2 standards
(CDMA 1x and EVDO).

[0044] The MME resides in the EPC control plane and
manages session states, authentication, paging, mobility with
3GPP 2G/3G nodes, roaming, and other bearer management
functions. The MME can be a standalone element or inte-
grated with other EPC elements, including the SGW, PGW,
and Release 8 Serving GPRS Support Node (SGSN). The
MME can also be integrated with 2G/3G elements, such as
the SGSN and GGSN. This integration is the key to mobility
and session management interworking between 2G/3G and
4G mobile networks.

[0045] MME 120 is a control-node for the LTE access
network. The MME is responsible for UE tracking and paging
procedures including retransmissions. MME 120 handles the
bearer activation/deactivation process and is also responsible
for choosing the SGW for a UE at the initial attach and at time
of an intra-LTE handover. The MME also authenticates the
user by interacting with the HSS 130. The MME also gener-
ates and allocates temporary identities to UEs and terminates
Non-Access Stratum (NAS) signaling. The MME checks the
authorization of the UE to camp on the service provider’s
Public Land Mobile Network (PLMN) and enforces UE
roaming restrictions. The MME is the termination point in the
network for ciphering/integrity protection for NAS signaling
and handles the security key management. Lawful intercep-
tion of signaling is also supported by the MME. The MME
also provides the control plane function for mobility between
LTE and 2G/3G access networks with the S3 interface termi-
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nating at the MME from the SGSN (not shown). The MME
also terminates the S6a interface towards the home HSS for
roaming UEs.

[0046] The ePDG 122 is responsible for interworking
between the EPC and fixed non-3GPP access technologies
such as a WiFi, WIMAX, LTE metro, and femtocell access
networks. The ePDG 122 can use [PSec/IKEv2 to provide
secure access to the EPC network. Optionally, the ePDG can
use Proxy Mobile IPv6 (PMIPv6) to interact with the PGW
when the mobile subscriber is roaming in an untrusted non-
3GPP system. The ePDG is involved in tunnel authentication
and authorization, transport level packet marking in the
uplink, policy enforcement of Quality of Service (QoS) based
on information received via Authorization, Authentication,
Accounting (AAA) infrastructure, lawful interception, and
other functions.

[0047] FIG. 2 illustrates a communication network that
implements the AIR framework with legacy universal mobile
telecommunications systems (UMTS) network devices in
accordance with certain embodiments. The legacy transceiv-
ers include base transceiver station (BTS) 134 and NodeB
transceiver 136. The BTS 134 can communicate with a GSM
EDGE Radio Access Network (GERAN) 138 and the NodeB
136 can communicate with a UMTS terrestrial radio access
network (UTRAN) 140. GERAN 138 and UTRAN 140 can
include routers for directing data to the correct destination.
These routers can implement an AIR-router. The serving
GPRS support node (SGSN) can be implemented on a gate-
way 142 with a mobility management entity (MME). The
GERAN 138 can communicate through the SGSN function-
ality on gateway 142 to serving gateway (SGW) 144 or gate-
way GPRS support node (GGSN)/PGW 146. The GGSN/
PGW 146 can access and maintain information relating to the
communication session, the subscriber, the radio bearers, and
the policies relating to the communication session. The
GGSN/PGW 146 may be used to provide various services to
a mobile device and implement the quality of service (QoS)
on packet flows. Several of these functions are used in pro-
viding, for example, voice over IP (VoIP) routing and
enhanced services, such as enhanced charging, stateful fire-
walls, traffic performance optimization (TPO). Also, the
GGSN/PGW 146 can implement an AIR-controller which
forms an AIR framework. The communication networks also
allow provision of applications such as VoIP, streaming video,
streaming music, multi-user gaming, location based services,
and a variety of content delivered to a mobile node. Residing
within the gateway can be one or more network processing
units, line cards, as well as packet and voice processing cards.
[0048] The AIR framework can be implemented using
three network components: AIR-controller, AIR-client, and
AlR-router. By monitoring, communicating, and responding
to the information gathered by these components, the AIR
framework can adaptively and intelligently route data to end
users. A detailed description of these components is presented
below.

[0049] An AlR-controller is a function or a component in a
mobile packet core that can (1) download policy information
for mobile devices, (2) set up and enforce the policies in
mobile devices, and (3) manage the loaded policies on mobile
devices. An AIR-controller can interact with a policy serverto
download the policy information and apply the controller’s
knowledge of the policy to provide an adaptive service to end
users. Policy can specify the business and technological rules
that describe (1) the network services provided to a sub-
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scriber, (2) the quality of the network services delivered to a
subscriber, (3) the time at which the network services are
provided to a subscriber, and (4) the duration of the network
services available to a subscriber. Essentially, policy
describes instructions to coordinate and adjust network
resources for each subscriber or each session in order to
control the subscriber’s experience. Therefore, by provision-
ing the policy, an AIR-controller can oversee the data service
delivered to the end users. An AIR-controller can also include
a business logic that encodes the behavioral characteristic of
the AIR framework. For instance, business logic can specify
that a first type of data is delivered to a user equipment using
a first policy (i.e., delivering voice data using 3G) and a
second type of data is delivered using a second policy (i.e.,
delivering video data using 4G.) As another example, busi-
ness logic can decide to offload sessionto WLAN if 3G or 4G
RAN is overloaded. An AIR-controller can be co-located with
a network access server such as a GGSN/PGW 146 or it can
be co-located with a policy server which is separate from a
network access server. An AIR-controller can provide tradi-
tional access services, serving the functionalities of a GGSN/
PGW 146.

[0050] An AIR-client is a function or a component in a user
equipment (UE) that can receive communication policies
from an AIR-controller and implement the received policies
to provide adaptive communication services to the UE users.
A UE can receive an AIR-client module from a network
service provider or a network infrastructure developer and
install the AIR-client module to enable the AIR-client func-
tionalities. An interesting aspect of the AIR framework is that
an AIR-client can be involved in the network decisions. In an
example embodiment, an AIR-client can opt in for a particu-
lar service by implementing the desired policy. In fact, an
AlR-client can implement different policies for different data
types. For example, an AIR-client can decide to use one IP
address established in accordance with 3G to transfer voice
data and another IP address established in accordance with
4G to transfer video data, thereby controlling the QoS for
different data types. An AIR-client can establish a dual-stack
mobile IPv6 (DSMIPv6) connection to the AIR-controller
(S2C connection in case of a EPC network) for seamless 1P
session mobility across 3G-4G- and intelligent-WLAN
boundaries. Moreover, an enhanced version of the DSMIPv6
specification can be used to implement IP flow mobility
within the given session access 3G-4G-I-WLAN boundaries.
An AlR-client can also operate in a non-AlR network as a
regular mobile device. The AIR-client can be transparent to
UE users or other applications running on the UE: a UE can
seamlessly run the AIR-client module in the background to
enforce the received policies for part or all of the data com-
munication.

[0051] An AlR-router is a function or a component in a
router residing in an internet packet transport network that
can (1) receive policies from the AIR-controller, (2) enforce
the received policies to the AIR-client, and (3) report data
flow events and analytics data to the coupled AIR-controller.
An AlR-router can be implemented in a router between an
access network and internet protocol core, or it can be co-
located with a broadband network gateway (BNG). An impor-
tant difference between a conventional router and an AIR-
router is that an AIR-router can maintain sessions. An AIR-
router can maintain the call state information associated with
the sessions and cache the data traffic during the sessions. An
AlR-router can also serve as a bearer plane for associated
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AlR-client sessions and for associated AIR-controllers: an
AlR-router can load bearer plane policies. AIR-router discov-
ery and security association (SA) can be both static and
dynamic. For instance, the AIR-router can be discovered
using a DNS or AAA based discovery procedures, and the
security association can be carried out using IKEv2. An AIR-
router can also implement charging models, LI, and analytics,
and may not require a network address translation (NAT). An
AlR-router can operate in a configured IP pool, and it can
implement prefix delegation mechanisms to acquire IP
addresses dynamically.

[0052] A seamless cooperation of an AIR-controller, an
AlR-client, and an AIR-router together form the core of the
AIR framework. In a network implementing the AIR frame-
work, there can be at least two PDP/PDN connections for an
AlIR-client or a UE, in which one of the PDP/PDN connec-
tions can be anchored at the AIR-router. The AIR framework
can be initiated with a packet data protocol (PDP) context
request or a public data network (PDN) connection request
from an AIR~client. For each incoming packet data protocol
(PDP) context or public data network (PDN) connection, an
AlR-controller can select an AIR-router. An AIR-controller
can select an AIR-router based on one or more of the follow-
ing factors: (1) the number of IP addresses available at AIR-
routers, (2) real-time data load at AIR-routers, (3) AIR-router
characteristics such as the DPI capability, the LI capability,
and the availability of co-located broadband network gateway
(BNG), (4) the access point name (APN) associated with the
PDP/PDN connection, and (5) the location of the UE. The
AlIR-client may run a mobile IP (MIP) protocol over a WiFi
connection to attach to the AIR-router (or BNG) when a
seamless mobility is desired.

[0053] An AlIR-router and an AIR-controller can cooperate
to enforce, detect, and correct a dynamic policy for an AIR-
client, which is then implemented by an AIR-client. The
AlIR-controller can be configured with the AIR-router infor-
mation serving the radio access network (RAN) segment, for
example, a SGSN footprint which is typically the area corre-
sponding to the Routing Area Indicator (RAI) in a UMTS
system, or the MME footprint which is typically the area
corresponding to the tracking area identity (TAI) in a LTE
system. An AIR-client and a non-AIR-client can co-exist in
the AIR framework: a non-AIR-client can operate as a regular
mobile device in the AIR framework.

[0054] FIG. 3 illustrates how an AIR framework can be
implemented in accordance with certain embodiments. FIG.
3 includes an AIR-client 152, a user equipment 132 running
the AIR-client 152, an AIR-controller 150, and an AIR-router
154. An AlR-controller 150 may include a business logic,
sessions, and session managers, whereas an AIR-router 154
can include sessions, session managers, a session bridge
module, and an analytics module including data recorders and
call event detectors. The AIR-controller 150 and the AIR-
client 152 can communicate both user data (illustrated as a
solid line) and control data (illustrated as a dotted line.) The
AlIR-controller 150 and the AIR-client 152 can communicate
the control data over a communication channel implementing
aprotocol such as an Open Mobile Alliance-Device Manage-
ment (OMA-DM) protocol. The AIR-controller 150 and the
AlR-router 154 can also communicate control data. The AIR-
controller 150 and the AIR-router 154 can use a protocol such
as a Diameter to communicate the control data. To initialize
the AIR framework, as a first step, the AIR-controller 150 and
the AIR-client 152 can establish a communication channel.
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The communication channel between the AIR-controller 150
and the AIR-client 152 can include a plurality of public data
network (PDN) connections, one of which can be anchored at
the AIR-router 154. In step 2, the AIR-controller 150 can start
the AIR-client policy provisioning. The AIR-controller 150
can also start the AIR-router 154 provisioning in the same
step. In steps 3-4, the AIR-client 152 can communicate with
the network through the AIR-controller 150 and the AIR-
router 154. The data traffic through the AIR-controller 150
indicates the default or normal user data traffic independent of
the AIR framework; the data traffic through the AIR-router
154 indicates the AIR framework data traffic respecting the
AIR protocol. In step 5, the AIR-router 154 can report to the
AlR-controller 150 any data flow events that occur while
providing data communication service to the AIR-client 152.
Data flow events can include (1) a detection of communica-
tion inconsistencies, (2) cached data packets, (3) service dis-
ruption records, and (4) if the AIR protocol allows a commu-
nication exception (i.e. using a different application for the
source IP address), the number of times the AIR-client 152
uses the communication exception. The AIR-router 154 can
report events to the AIR-controller 150 in real-time as events
occur, or the AIR-router 154 can store the events in a storage
device and report to the AIR-controller 150 in a batch. If a
VSP is using the AIR framework, the AIR-client 152 can
establish a communication channel with the AIR-controller
150 via a mobile internet protocol (MIP) or via a Mobike
protocol in accordance with certain embodiments.

[0055] FIGS. 4A-4B illustrate how the AIR framework can
support both a service provider (SP) and a virtual service
provider (VSP) in accordance with certain embodiments.
FIG. 4A includes an AIR-framework for a SP comprising an
AlR-controller 150, an AIR-client 152, and an AIR-router
154. FIG. 4A also includes an AIR framework for a VSP
comprising an AlR-client 152, an AIR-router 158, and an
AlR-controller 154. FIG. 4A illustrates a configuration in
which the SP and VSP are loosely coupled. The AIR-client
152 is communicating with both the SP’s AIR-controller 150
and the VSP’s AIR-controller 156, but the type of connections
with the AIR-controllers can be different. The AIR-client 152
can initialize the AIR-framework in the SP’s network and the
VSP’s network one after another in accordance with certain
embodiments. The first five steps are substantially similar to
the procedures shown in FIG. 3. The communication channel
between the AIR-client 152 and the SP’s AIR-controller 150
can a plurality of PDN connections. In step 6, the AIR-client
152 can establish a communication channel with the VSP’s
AlR-controller 156 using a MIP or a Mobike protocol. The SP
and the VSP can instead be tightly coupled as illustrated in
FIG. 4B in accordance with certain embodiments. FIG. 4B
includes all the network components shown in FIG. 4A, but
further includes a network access server 159 between the
AlR-client 152 and the VSP’s AIR-controller 156. In this
setup, the AIR-client 152 can establish a PDN connection
with the network access server 159, which can relay the data
to the VSP’s AIR-controller 156 via an interface such as S5,
Gn/Gp, and S2a/b.

[0056] The AIR framework can be implemented in various
embodiments such as a 2G network, 2.5G network, a 3G
network, a GSM network, a code division multiple access
(CDMA) network, a CDMA2000 network, a time division
multiple access (TDMA) network, a time division-code divi-
sion multiple access (TD-CDMA) network, a multiple car-
rier-code division multiple access (MC-CDMA) network, a
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high-speed down link packet access (HSDPA) network, a
UMTS network, an LTE network, and a 3G+4G network.
Each of these embodiments can also have a WiFi connection.
The AIR framework can easily be modified and migrated into
next generation networks.

[0057] The AIR framework in a 3G network

[0058] FIG. 5 illustrates a 3G network in accordance with
certain embodiments. A 3G network can include UEs 132A-
132C implementing AIR-clients 103A-103C, a nodeB (NB)
108, a mobile backhaul 160 including a radio network con-
troller (RNC) 162, an access network including an access
gateway such as an SGSN 168 and an anchor gateway such as
aGGSN 166, a core router 164 designed to access the internet
126, a charging system 119, and policy servers 170. UEs 132
can connect to the network by communicating with the access
network via a mobile backhaul 160. As discussed above, the
AIR-client 152 can reside in UEs 132; the AIR-router 154 can
be placed between the mobile backhaul 160 and the access
network; and the AIR-controller 150 can reside in a network
access server such as a GGSN 166. The AIR-controller 150
can communicate with policy servers 170, which can include
an external data mining unit and analytics and a charging
system such as a policy control and charging rules function
(PCRF), an online charging system (OCS), and an offline
charging subsystem (OFCS). A number of core operations
can be defined for the AIR framework in a 3G network (3G
AIR.) FIGS. 5-9 illustrate, in accordance with certain
embodiments, how to initialize a 3G AIR embodiment, how
the AIR framework handles idle mode transitions in a 3G
network, how the AIR-controller 150 provisions the AIR-
client 152 and the AIR-router 154 during the call setup time
and during the lifetime of the user’s session with the network,
and how to send a paging request to the AIR-client 152 ina 3G
AIR embodiment. FIGS. 10-15 then illustrate implementa-
tions of a 3G AIR embodiment.

[0059] FIG. 5 also illustrates a procedure for attaching an
AlR-client to the 3G AIR in accordance with certain embodi-
ments. In step 1, the AIR-client 152 initiates a plurality of
PDN connections with the AIR-controller 150. The access
point name (APN) for the first PDN connection is a first IP
address, and the APN for the second PDN connection is a
second IP address. Once the PDN connections are estab-
lished, in step 2, the AIR-controller 150 communicates with
policy servers 170 to negotiate and download policy. Steps
3-5anchor the first PDN connection at the AIR-controller 150
and the second PDN connection at the AIR-router 154. In step
3, the AIR-controller 150 initiates a GPRS tunneling proto-
col-user (GTP-U) bearer plane context for the first PDN con-
nection using a GTP-C signaling with a RNC 162. In step 4,
the AIR-controller 150 selects an AIR-router 154 and pro-
vides session information to the AIR-router 154 to setup a
communication channel for the second PDN connection. In
step 5, the AIR-router 154 initiates a GTP-U bearer plane
context for the second PDN connection using a GTP-C sig-
naling with the RNC 162.

[0060] FIG. 6illustrates a procedure for placing the 3G AIR
into an idle mode in accordance with certain embodiments. In
step 1, the SGSN 168 can initiate Tu-release procedures and
update the PDP context for both the first and second PDN
connections. In step 2, the AIR-controller 150 communicates
with the policy servers 170 to download policy information.
In steps 3 and 4, the AIR-controller 150 communicates with
the AIR-router 154 to update the second PDN connection’s
GTP-U bearer plane context using a GTP-C signaling with
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the SGSN 168, as per TS 29.060. Then in step 5, the AIR-
controller 150 updates the GTP-U bearer plane context for the
first PDN connection using a GTP-C signaling with the
SGSN 168, as defined in TS 29.060.

[0061] FIG. 7 illustrates how the AIR-controller 150 can
enforce and provision the policy at an AlR-client 152 in
accordance with certain embodiments. In step 1, the AIR-
controller 150 can select the policy to be loaded and imple-
mented on the AIR-client 152. The policy can include the
application policy. This decision can be based on one or more
of the following factors: the end user subscription type, the
network type, the APN type, the lawful intercept status, the
cost structure, the quality of experience (QoE) and service
level agreement (SLLA), the mobile device type and its func-
tionalities, and other configurable criteria. Once the AIR-
controller 150 determines the policy, in step 2, the AIR-
controller 150 can transmit the policy information to the
AlR-client 152 and start monitoring the AIR-client 152 to
ensure that the AIR-client 152 correctly implements the
policy. The AIR-controller 150 can use a Open Mobile Alli-
ance-Device Management (OMA-DM) protocol to commu-
nicate with the AIR-client 152. In step 3, the AIR-client 152
stores the policy information and implements the policy to opt
in for the service.

[0062] The AIR-controller 150 can also provision the
operation of the AIR-router 154. FIG. 8 illustrates a proce-
dure for provisioning the AIR-router 154 in accordance with
certain embodiments. In step 1, the AIR-controller 150 can
select the policy to be implemented on the AIR-router 154.
The policy can include the bearer plane policy. The policy
decision can be based on one or more of the following factors:
whether the AIR-client 152 is being charged for the network
service, the granularity of the charging plan, analytics,
whether the L1 is required, the video caching and streaming
rules, and other configurable criteria. In step 2, the AIR-
controller 150 sends the determined router policy to the AIR-
router 154, and in step 3, the AlIR-router 154 stores and
implements the received policy. The router policy can
describe what functions the AIR-router 154 needs to imple-
ment in order to enable a seamless cooperation of the AIR
components in the AIR framework. For example, the router
policy can describe what type of data flow events associated
with the AIR-client 152 should be reported back to the AIR-
controller 150.

[0063] FIG. 9 illustrates a procedure for sending a paging
request to the AIR-client 152 in accordance with certain
embodiments. Paging the AIR-client 152 can be initiated by a
core router 164. The core router 164 can include a carrier
routing system (CRS). In step 1, the core router sends a down
link (DL) packet, to be forwarded to the AIR-client 152, to the
AlR-router 154. In steps 2 and 3, the AIR-router 154 applies
the policy and forwards the DL packet to the SGSN 168. In
step 4, the SGSN 168 sends a paging request to the AIR-client
152 and completes the paging procedure.

[0064] The core operations illustrated above can enable a
variety of new network functionalities. FIGS. 10-15 illustrate
the flexibility and versatility of the AIR framework in accor-
dance with certain embodiments. FIG. 10 illustrates that the
AlR-client 152 can communicate via the AIR-controller 150
to perform control plane transactions for any applications
(e.g. Application X). Control plane transactions can commu-
nicate protocols and mechanisms for establishing and main-
taining connections in the network, and they can also com-
municate optimal path information between two nodes within
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the network. In step 1, the AIR-client 152 can perform an
Application X control transaction (e.g. HI'TP GET opera-
tion) to an application server via the AIR-controller 150. The
communication takes place over the PDN connection, PDP
context or a MIP connection.

[0065] In step 2, the AIR-controller 150 can verify that the
AlIR-client 152 is using a valid source IP address. Ifthe source
1P address is valid, the AIR-controller 150 can proceed with
regular data flow treatments, for example, routing packets to
their destinations including a server or an IP end-point. The
regular data flow treatment can also include (1) communicat-
ing with external policy servers 170 to send flow event data,
(2) communicating with a charging system in the policy
server 170 to download and enforce charging policies, and (3)
relaying the data from and to the internet using regular access
gateway functionalities.

[0066] An AIR-client session can be disrupted if commu-
nication inconsistencies occur. Communication inconsisten-
cies can include an AIR-client 152 using an invalid source IP
address or an invalid access technology type (ATT). If the
AlIR-controller 150 or the AIR-router 154 detect any commu-
nication inconsistencies, the AIR-controller 150 can send an
updated policy to the AIR-client 152 using the AIR protocol,
as is illustrated in FIG. 11 in accordance with certain embodi-
ments. The AIR-controller 150 can provision the policy on the
AlIR-client 152 using a protocol such as an OMA-DM proto-
col.

[0067] The AIR-client 152 can also communicate with the
AlIR-router 154 to access the network, as is illustrated in FIG.
12 in accordance with certain embodiments. In step 1, the
AlR-client 152 can perform an application control plane
transaction, such as a HITP GET operation, via the AIR-
router 154 for a given application: Application X. In step 2, if
the AIR-client 152 is using a valid source IP address, the
AlR-router 154 can apply the flow treatment policy received
from the AIR-controller 150 (see FIG. 8.) If Application X is
a streaming video application, and if the video content is
available from a local cache such as an advanced video ser-
vices module (AVSM) in a router or any other video caching
and streaming systems, the AIR-router 154 can serve the
video streams locally using a local breakout technology. The
AlR-router 154 can also perform the function of analytics
data generator. In particular, in step 3, the AIR-router 154 can
inform the AIR-controller 150 of any flow events and any data
records such as a call detail record (CDR), a usage detail
record (UDR), and an event detail record (EDR). In step 4, the
AlR-controller 150 can store the events and data records
received from the AIR-router 154. If the data flow is charged
using an online policy, the AIR-controller 150 can commu-
nicate with the policy server 170 over a Gx interface to down-
load the charging policy, communicate with the online charg-
ing server in the policy server 170 via a Gz interface to obtain
charging quota, and communicate with the AIR-router 154 to
install the charging policy rules and perform the quota man-
agement as per 3GPP spec TS 23.203, TS 29.203 (Policy
Control and Charging). In this instance, the AIR-router 154
acts as the policy enforcement function (PCEF), and the AIR-
controller 150 acts as the proxy PCEF. FIG. 13 illustrates in
accordance with certain embodiments that if the data flow
does not have to be charged, the AIR-router 154 can simply
report the flow events to the AIR-controller 150, which then
stores the event data received from the AIR-router 154.

[0068] If the AIR-client 152 uses an invalid source IP
address while communicating via the AIR-router 154, then
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the AIR-router 154 can detect this inconsistency and inform
the AIR-controller 150, which can subsequently provision the
AlR-client 152 to modify the policy (AIR protocol) on the
AlR-client 152. FIG. 14 illustrates this scenario in accor-
dance with certain embodiments. In step 1, the AIR-client 152
is initiating an application control plane transaction via the
AlR-router 154 for a given application (e.g., Application X).
In step 2, the AIR-router 154 detects that the AIR-client 152
is using an invalid source IP address, so in step 3, the AIR-
router 154 informs this event to the AIR-controller 150. The
AlIR-controller 150 records this event and sends a policy (AIR
protocol) update to the client so that the AIR-client 152 can
correct its policy.

[0069] FIG. 15 illustrates a session-based call-localization
of a peer-to-peer traffic in accordance with certain embodi-
ments. The AIR-client 152A is coupled to the AIR-controller
150 and the AIR-client 152A is using a valid source IP
address. In this scenario, the AIR-client 152A tries to com-
municate with another AIR-client 152C having a session with
the same AIR framework. The AIR framework can detect
such a local connection request, and reduce the data connec-
tion latency and the data transfer cost by bridging the two
AlR-clients locally. In steps 2-3, the AIR-controller 150 can
inspect the destination IP address of the data packet originat-
ing from the AIR-client 152A. If the destination IP address
matches the IP address of another session on the same AIR
framework, the AIR-controller 150 can inform this event to
the AIR-router 154 so that the AIR-router 154 can handle this
communication locally. In step 4, the AIR-router 154 bridges
this local peer-to-peer communication by delivering the
packet to the corresponding session having the destination IP
address. During the call the AIR-router 154 can continue to
report the call events to the AIR-controller so that the ren-
dered services can be charged even after locally bridging the
communication.

[0070] The AIR framework in a 3G+4G network (3GPP
Rel-8, Enhanced Packet Core)

[0071] The AIR framework can also operate in a network
accommodating both 3G and 4G data traffic. The 3GPP
Release 8, also known as the Enhanced Packet Core specifi-
cation based network is an example of such a network. A
network accommodating both 3G and 4G, referred to as a
3G+4G network, is illustrated in FIG. 16 in accordance with
certain embodiments. This network has UEs 132A-132C,
each operating under 3G or 4G, a mobile backhaul 160
including a radio network controller (RNC) 162 to be used for
the 3G part of the network, an access network including an
access gateway such as an SGSN/SGW/MME 182 and an
anchor gateway such as an SGW/PGW 184, a core router 164,
a router 154 connecting the mobile backhaul 160 and the IP
core 172, and policy servers 170. These network components
are capable of operating as per the 3G and/or 4G access
technologies. UEs 132 operating under different standards
(i.e.,3G or4G) can connect to the network by communicating
with the access network via a mobile backhaul 160. The
AlR-controller 150 can communicate with policy servers 170
such as a PCRF, and an external data-mining and analytics
unit, and a charging system such as an online charging system
(OCS), and an offline charging subsystem (OFCS).

[0072] FIGS. 16-20 illustrate, in accordance with certain
embodiments, how to initialize the AIR procedures, how the
AIR framework handles idle mode transitions in a 3GPP
Release 8 system, how the AIR-controller provisions the
AlR-client and the AIR-router during the call setup time and
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during the lifetime of the user’s session with the network, and
how to send a paging request to the AIR-client in a 3G+4G
network. FIGS. 21-26 illustrate implementations of the AIR
framework in a 3G+4G network (3G/4G AIR.) Although a
3G+4G network operates with different network devices,
many AIR operations in a 3G+4G network are similar to the
AIR operations in a 3G network. Some of the differences stem
from (1) determining the operating mode (i.e., 3G or 4G) of
the data connection and (2) adapting the network devices to
operate under the determined operating mode. As such,
descriptions of FIGS. 16-26 focus on what distinguishes
FIGS. 16-26 from the corresponding figures for a 3G AIR
embodiment (FIGS. 5-15.)

[0073] FIG.16illustrates a procedure for attaching an AIR-
client 152 to the 3G/4G AIR in accordance with certain
embodiments. As in a 3G AIR embodiment, the AIR-client
152 can establish a plurality of PDN connections to the AIR-
controller 150, in which each PDN connection will have a
distinct IP address. The access point name (APN) for the first
PDN connection can be a first IP address IP1, and the APN for
the second PDN connection can be a second IP address 1P2.
Once the PDN connections are established, in step 2, the
AlIR-controller 150 can communicate with policy servers 170
(policy charging and rules function (PCRF)), such as a charg-
ing system (online/offline charging servers) and an external
data mining and analytics server, to negotiate and download
policy information. What distinguishes the attach procedure
for the 3G/4G AIR embodiment from that of a 3G AIR
embodiment, which is illustrated in FIG. 5, is that the first
PDN connection can be anchored at either the anchor gateway
184 or the access gateway 182 depending on the access tech-
nology. If'the first PDN connection is operating under 3G, the
first PDN connection can be anchored at the SGSN in the
access gateway 182, as in a 3G AIR embodiment. This can be
accomplished by establishing a GTP-U bearer plane context
using a GTP-U tunnel coupled with the (¢)NB 180 or the RNC
162. On the other hand, if the first PDN connection is oper-
ating under 4G, the first PDN connection can be anchored at
the SGW in the anchor gateway 184. This can be accom-
plished by establishing a GTP-U bearer plane context at the
AlR-controller 150 using a GTP-U tunnel coupled with the
SGW 184. However, regardless of the access technology, the
GTP-U bearer plane context for the second PDN connection
is established at the AIR-router 154 using a GTP-U tunnel
coupled with either the (¢)NB 180 or the RNC 162.

[0074] FIG. 17 illustrates a procedure for handling an idle
mode transition in the AIR framework in accordance with
certain embodiments. In step 1, the access gateway 182 or the
AlR-controller 150 can initiate Iu-release procedures or
S1-release procedures as per TS 23.401 and TS 23.060, and
update the PDP context and PDN connections for both the
first and second PDN connections. In step 2, the AIR-control-
ler 150 can communicate with the policy servers 170 to down-
load policies. In steps 3-5, the AIR-controller 150 can com-
municate with the AIR-router 154 to update the GTP-U
bearer plane context for the second PDN connection. If the
second PDN connection is operating under 3G, the bearer
plane context for the second PDN connection is updated using
a GTP-C signaling with the SGSN 182, as defined in TS
29.060. On the other hand, if the second PDN connection is
operating under 4G, the bearer plane context for the second
PDN connection is updated using a GTP-C signaling with the
SGW 184, as defined in TS 29.06. In step 6, the bearer plane
context for the first PDN connection is updated at the access
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gateway 182. Again, this operation depends on the access
technology. Ifthe first PDN connection is operating under 3G,
the bearer plane context for the first PDN connection is
updated using GTP-C signaling with the SGSN 182, as
defined in TS 29.060, whereas if the second PDN connection
is operating under 4G, the bearer plane context for the second
PDN connection is updated using a S11 interface towards the
MME in the access gateway 182.

[0075] FIG. 18 illustrates how the AIR-controller 150 can
enforce and provision a policy at the AIR-client 152 in accor-
dance with certain embodiments. The procedure is similar to
the AIR-client policy provisioning procedure illustrated in
FIG. 7. The AIR-controller 150 can determine the policy to be
loaded and implemented on the AIR-client 152 and transmit
the policy information to the AIR-client 152. Then the AIR-
client 152 stores the received policy information and imple-
ments the policy. FIG. 19 illustrates a how the AIR-controller
150 can enforce and provision the AIR-router 154 in accor-
dance with certain embodiments. Again, the procedure is
similar to the AIR-router provisioning scheme for a 3G AIR
embodiment, illustrated in FIG. 8. The AIR-controller 150
can determine the policy for the AIR-router 105 and send the
determined router policy to the AIR-router 154. The AIR-
router 154 then stores and implements the received policy.
[0076] FIG. 20 illustrates a procedure to send a paging
request to the AIR-client 152 in the 3G/4G AIR embodiment
in accordance with certain embodiments. The main differ-
ence from the 3G AIR paging procedure, illustrated in FIG. 9,
is that the AIR-router 154 forwards the DL packet to the SGW
184 instead of the SGSN 182. Paging the AIR-client 152 can
be initiated by the core router 164. In step 1, the core router
sends a down link (DL) packet, to be forwarded to the idling
AlR-client 152, to the AIR-router 154. In steps 2 and 3, the
AlR-router 154 applies the policy and forwards the DL packet
to the SGW 184. Then the SGW 184 notifies the DL data and
sends the paging request to the AIR-client 103 as per TS
23.401.

[0077] The core operations illustrated above can enable a
variety of new network functionalities for a 3G+4G network.
FIGS. 21-26 illustrate the flexibility and versatility of the
3G/4G AlR in accordance with certain embodiments. FIG. 21
illustrates that the AIR-client 152 can communicate via the
AlR-controller 150 to perform control plane transaction for
any applications (e.g. Application X) in accordance with cer-
tain embodiments. The AIR-client 152 can perform a control
transaction for the running application (e.g. HTTP GET
operation)to an application server via the AIR-controller 150.
The communication takes place over the PDN connection,
PDP context or a MIP connection. If the AIR-client’s source
IP address is valid, the AIR-controller 150 can proceed with
the regular data flow treatments, as in a 3G AIR embodiment.
If the AIR-controller 150 detects any communication incon-
sistencies, the AIR-controller 150 can send an updated policy
to the AIR-client 152, as illustrated in FIG. 22 in accordance
with certain embodiments. Communication inconsistencies
can include an AIR-client 152 using an invalid source IP
address or an invalid access technology type (ATT). The
AlR-controller 150 can provision the policy on the AIR-client
152 using a protocol such as a OMA-DM protocol.

[0078] The AIR-client 152 can also establish a communi-
cation channel with the AIR-router 154 to access the network,
as is illustrated in FIG. 23 in accordance with certain embodi-
ments. The communication procedures for a 3G/4G AIR
embodiment are similar to those of a 3G AIR embodiment.
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The AIR-client 152 can perform an application control plane
transaction, such as a HITP GET operation, via the AIR-
router 154 for a given application: Application X. If the AIR-
client 152 is using a valid source IP address, the AIR-router
154 can apply the flow treatment policy received from the
AlR-controller 150 (see FIG. 19.) If Application X is a
streaming video application, and if the video content is avail-
able from a local cache such as an advanced video services
module (AVSM) in a router or any other video caching and
streaming systems, the AIR-router 154 can serve the video
streams locally using a local breakout technology. The AIR-
router 154 can also inform the AIR-controller 150 of any flow
events and any data records such as a call detail record (CDR),
a usage detail record (UDR), and an event detail record
(EDR). The AIR-controller 150 can use the flow events and
data records to provision the AIR-client 152 and to charge the
AlR-client 152 based on the rendered services. FIG. 24 illus-
trates in accordance with certain embodiments that if the data
flow does not have to be charged, the AIR-router 154 can
simply report the flow events to the AIR-controller 150,
which then stores the event data for analytics purposes.
[0079] If the AIR-client 152 is using an invalid source IP
address while communicating via the AIR-router 154, then
the AIR-router 154 can detect this inconsistency and inform
the AIR-controller 150, which can subsequently provision the
AlR-client 152 to modify the policy (AIR protocol) on the
AlR-client 152, just as in a 3G AIR embodiment. FIG. 25
illustrates this scenario in accordance with certain embodi-
ments. The operations are similar to that of a 3G AIR embodi-
ment in FIG. 14. When the AIR-router 154 detects that the
AlR-client 152 is using an invalid source IP address, the
AlR-router 154 can inform this event to the AIR-controller
150 so that the AIR-controller 150 can take the record of this
event and send a policy update to the AIR-client 152.

[0080] FIG. 26 illustrates how the AIR framework can
detect a local peer-to-peer traffic and provide a session-based
call-localization in accordance with certain embodiments.
These operations are similar to those of a 3G AIR embodi-
ment. When the AIR-client 152A tries to communicate with
another AIR-client 152C residing in the same local network,
the AIR-controller 150 can detect the event and can inform
the AIR-router 154 to redirect the communication locally.
The AIR-router 154 then bridges this peer-to-peer communi-
cation before the communication request reaches the internet
backbone.

[0081] The AIR framework in a network with WiFi

[0082] In some embodiments, the AIR framework can be
applied to a network with WiFi connections. The AIR-router
and the broadband network gateway (BNG) can be co-lo-
cated, and the WiFi can communicate with the BNG over a
metro Ethernet network specified by the Metro Ethernet
Forum (MEF). The WiFi connection can enable a seamless
session mobility for the AIR-client. The AIR-client can run a
MIP protocol to attach to the AIR-router from the WiFi access
when a seamless session mobility is desired. FIGS. 27-32
illustrate how the AIR framework can be used in a 3G+4G
network with WiFi connections (3G/4G/WiFi AIR) in accor-
dance with certain embodiments. The procedures illustrated
in FIGS. 27-32 can be applied to a 3G network with WiFi
(3G/WiFi AIR) with minor adjustments. Many of the 3G/4G/
WiFi AIR procedures are similar to 3G/4G AIR procedures.
Therefore, discussions of FIGS. 27-32 focus on how the WiFi
connection changes the original procedures.
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[0083] FIG. 27 illustrates how the AIR-client 152 accesses
the 3G/4G/WiFi AIR in accordance with certain embodi-
ments. FIG. 27 includes UEs 132A-132C, each operating
under 3G or 4G, a mobile backhaul 160 including a radio
network controller (RNC) 162, a WiFi access point 112 and
the metro Ethernet network, an access network including an
access gateway such as an SGSN/SGW/MME 182 and an
anchor gateway 188 such as an SGW/PGW 184, an inter-
working gateway, a core router 164, a router 154 connecting
the mobile backhaul 160 and the IP core 172, and policy
servers 170. The interworking gateway 188 can include a
tunnel terminating gateway (TTG), a packet data gateway
(PDG), or an enhanced PDG (ePDG). In the 3G/4G/WiFi
AIR, an AIR-client 152 has an option to use the WiFi con-
nection to communicate with the AIR framework. For
example, the WiFiaccess point 112 can communicate with an
interworking gateway 188 to couple the AIR-client 152 to the
AlR-controller 150; the WiFi can communicate over the
metro Ethernet network to couple the AIR-client 152 to the
AlR-router 154.

[0084] To initiate the AIR-framework, the AIR-client 152
can establish a communication channel with the AIR-control-
ler 150 over the WiFi access point 112 in accordance with
certain embodiments. If the AIR-client 152 is using a valid
source IP address, the AIR-controller 150 can proceed with
the regular data flow treatments. If the AIR-controller 150
detects any communication inconsistencies, the AIR-control-
ler 150 can send an updated policy to the AIR-client 152, as
illustrated in FIG. 28 in accordance with certain embodi-
ments. Communication inconsistencies can include an AIR-
client 152 using an invalid source IP address or an invalid
ATT. The AIR-controller 150 can send a policy update to the
AlR-client 152 using a protocol such as an OMA-DM proto-
col. The AIR-controller 150 can also communicate with
policy servers 170 to update the status of the AIR-client 152.

[0085] FIG. 29 illustrates how the AIR-controller 150 can
offload the AIR-client 152 to a WiFi access point 112 in
accordance with certain embodiments. In this scenario, the
AlR-client 152 is initially coupled to the AIR-controller 150
using a regular data path: through a mobile backhaul 160 and
the access network. If the AIR-controller 150 decides that the
AlR-client 152 should be offloaded to a WiFi connection,
then the AIR-controller 150 can send a policy update to the
AlR-client 152 using an OMA-DM protocol so that the AIR-
client 152 stops communicating over the mobile backhaul
160 and communicates with the AIR-controller 150 over the
WiFi access point 112. The AIR-controller 150 can decide to
offload the AIR-client 152 to the WiFi access point 112 based
onone or more of the following factors: (1) the AIR-client 152
is using an invalid source IP address, (2) the AIR-client 152 is
using an invalid ATT, and (3) there is an error in the commu-
nication path over the mobile backhaul 160. Likewise, using
a similar procedure, the AIR-controller 150 can offload AIR-
client sessions over the WiFi access point 112 to the mobile
backhaul 160.

[0086] The AIR-client 152 can also communicate with the
AlR-router 154 over the WiFi access point 112 to access the
network, as is illustrated in FIG. 30 in accordance with certain
embodiments. The communication procedures for the
3G/4G/WiFi AIR are similar to those of the 3G/4G AIR
embodiment, illustrated in FIG. 23. The AIR-client 152 can
communicate via the AIR-controller 150 to perform control
plane transaction for any applications (e.g. Application X). If
the AIR-client 152 is using a valid source IP address, the
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AlR-router 154 can apply the flow treatment policy received
from the AIR-controller 150. The AIR-router 154 can also
inform the AIR-controller 150 of any flow events and any data
records such as a call detail record (CDR), a usage detail
record (UDR), and an event detail record (EDR). The AIR-
controller 150 can use the flow events and data records to
provision the AIR-client 152 and to charge the AIR-client 152
based on the rendered services. FIG. 31 illustrates in accor-
dance with certain embodiments that if the data flow does not
have to be charged, the AIR-router 154 can simply report the
flow events to the AIR-controller 150, which then stores the
event data received from the AIR-router 154.

[0087] If the AIR-client 152 is communicating with the
AlR-router 154 over WiFi access point 112 but is using an
invalid source IP address, then the AIR-controller 150 can
provision the AlIR-client 152 to modify the policy imple-
mented on the AIR-client 152. FIG. 32 illustrates this sce-
nario in accordance with certain embodiments. The core
operations are similar to those of a 3G/4G AIR embodiment,
illustrated in FIG. 14. When the AIR-router 154 detects that
the AIR-client 152 is using an invalid source IP address, the
AlR-router 154 can inform this event to the AIR-controller
150, which can record this event and send a policy update to
the AIR-client to correct the policy.

[0088] FIG. 33 illustrates a logical view of an AIR-control-
ler 150 in accordance with certain embodiments. The AIR-
controller 150 can include a network processing unit (NPU)
322, a packet director/NPU flow 302, a demux manager 304,
a session 306, a session manager 308, interfaces 310, a pro-
cess 312, a session cache/database 314, a task 316, a memory
318, a processor 320, and a business logic 322.

[0089] A business logic 322 can encode behavioral charac-
teristics of the AIR framework. The business logic 322 can
specify how the AIR framework should respond and operate
under different circumstances. For example, the business
logic 322 can determine what policy should be implemented
on AlR-clients; the business logic 322 can manage the loaded
policies on AIR-clients; the business logic 322 can detect a
communication failure over the established communication
channel; and the business logic 322 can detect local peer-to-
peer connections and notify the AIR-router to react accord-
ingly. The business logic 322 can be implemented in software
using memory 318 such as a computer readable medium, a
programmable read only memory (PROM), or flash memory.
The software can run on a processor 320 that executes instruc-
tions or computer code. The business logic 322 may also be
implemented in hardware using an application specific inte-
grated circuit (ASIC), programmable logic array (PLA), or
any other integrated circuit. A processor 320 can re-route the
selected user equipments by modifying a serving network
device identifier in a mobile station identifier.

[0090] Interfaces 310 can provide an input and/or output
mechanism to communicate with other network devices.
Interfaces can allow communication with user equipments,
domain name servers, as well as other gateways to send and
receive data in the network. Interfaces can accommodate
many types of communication protocols such as a OMA-DM
protocol, a GPRS tunneling protocol, and a Diameter proto-
col. Interfaces can be implemented in hardware to send and
receive signals in a variety of mediums, such as optical,
copper, and wireless and in a number of different protocols
some of which may be non-transient.

[0091] A session manager 308 can provide management of
a session 306 on the network device. A session 306 can
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include one or more connections for a subscriber in the ser-
vice provider’s network. A session 306 can include informa-
tion relating to the mobile device or mobile station as well as
to each data connection established with the mobile station
over the network. The session can include policy information,
billing information, services to be provided, quality of service
(QoS) information, and any other applicable information.
Each session 306 can share the processor 320 and memory
318 resources on the network device. The session manager
308 can work with other modules and components in the
network device to ensure the session is handled appropriately.
The session manager 308 can assign resources, perform tasks,
and log information regarding the session.

[0092] FIG. 34 illustrates a logical view of an AIR-router
154 in accordance with certain embodiments. The AIR-router
154 can include a demux manager 334, interfaces 340, a
process 342, a task 346, a memory 348, a processor 350, a
session bridge module 354, and an analytics module 356.
[0093] The session bridge module 354 can transfer data
packets from one session to another session established on the
AIR framework. The session bridge module 354 is used to
bridge a local peer-to-peer communication between a first
session having a first IP address and a second session having
a second IP address by delivering data packets from the first
session to the second session directly. The session bridge
module 354 can be implemented in software using memory
318 such as a computer readable medium, a programmable
read only memory (PROM), or flash memory. The software
can run on a processor 350 that executes instructions or com-
puter code. The session bridge module 354 may also be
implemented in hardware using an application specific inte-
grated circuit (ASIC), programmable logic array (PLA), or
any other integrated circuit.

[0094] The analytics module 356 can track sessions on the
AlR-router 154 to detect call events and record call data. The
analytics module 356 is capable of maintaining a call detail
record (CDR), a usage detail record (UDR), and an event
detail record (EDR) and reporting these records to the AIR-
controller 150. The analytics module 356 can be implemented
in software using memory 318 such as a computer readable
medium, a programmable read only memory (PROM), or
flash memory. The software can run on a processor 350 that
executes instructions or computer code. The analytics module
356 may also be implemented in hardware using an applica-
tion specific integrated circuit (ASIC), programmable logic
array (PLA), or any other integrated circuit.

[0095] Interfaces 340 can provide an input and/or output
mechanism to communicate with other network devices.
Interfaces can allow communication with user equipments,
domain name servers, as well as other gateways to send and
receive data in the network. Interfaces 340 can accommodate
many types of communication protocols such as a OMA-DM
protocol, a GPRS tunneling protocol, and a Diameter proto-
col. Interfaces 340 can be implemented in hardware to send
and receive signals in a variety of mediums, such as optical,
copper, and wireless and in a number of different protocols
some of which may be non-transient.

[0096] FIG. 35 illustrates a logical view of a user equip-
ment (UE) 132 in accordance with certain embodiments. The
AIR-client 152 can include a communication interface 360, a
processor 362, a memory 364, a client module 366, and a
graphic user interface (GUI) interface 368.

[0097] The communication interface 360 can provide an
input and/or output mechanism to communicate with other
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network devices in the radio access network. The communi-
cation interface can be implemented in hardware to send and
receive signals in a variety of mediums, such as optical,
copper, and wireless and in a number of different protocols
some of which may be non-transient.

[0098] The client module 366 can host an AIR-client 152
operating in the AIR framework. The client module 366 can
establish a plurality of PDN connections to initiate the AIR
embodiment; the client module 366 can receive policy from
the AIR-controller over the communication interface 360; the
client module 366 can implement the received policy to oper-
ate the UE 132 in accordance with the received policy; and the
client module 366 can initiate control plane transactions for
any applications through the AIR-controller. The client mod-
ule 366 can be implemented as a firmware of the UE 132. The
client module 366 can be pushed from the network to the
mobile device during a network update to accommodate
modifications in the network. The client module 366 can be
implemented in software using memory 364 such as a com-
puter readable medium, a programmable read only memory
(PROM), or flash memory. The software can run on a proces-
sor 362 that executes instructions or computer code. The
client module 366 may also be implemented in hardware
using an application specific integrated circuit (ASIC), pro-
grammable logic array (PLA), or any other integrated circuit.
[0099] The GUI interface 368 can provide communication
with an input and/or output mechanism to communicate with
UE users. UE users can use input/output devices to send/
receive data to/from the UE 132 over the GUI interface 368.
Input/output devices can include, but are not limited to, a
keyboard, a screen, a touch screen, a monitor, and a mouse.
The GUI interface 368 can operate under a number of difter-
ent protocols, and the GUI interface 368 can be implemented
in hardware to send and receive signals in a variety of medi-
ums, such as optical, copper, and wireless.

[0100] User Equipment, Routers, and Gateway

[0101] The user equipment described above, on which the
AlR-client runs, can communicate with a plurality of radio
access networks using a plurality of access technologies and
with wired communication networks. The user equipment
can be a smart phone offering advanced capabilities such as
word processing, web browsing, gaming, e-book capabilities,
an operating system, and a full keyboard. The user equipment
may run an operating system such as Symbian OS, iPhone
OS, RIM’s Blackberry, Windows Mobile, Linux, Palm
WebOS, and Android. The screen may be a touch screen that
can be used to input data to the mobile device and the screen
can be used instead of the full keyboard. The user equipment
may have the capability to run applications or communicate
with applications that are provided by servers in the commu-
nication network. The user equipment can receive updates
and other information from these applications on the network.
[0102] The user equipment also encompasses many other
devices such as televisions (TVs), video projectors, set-top
boxes or set-top units, digital video recorders (DVR), com-
puters, netbooks, laptops, and any other audio/visual equip-
ment that can communicate with a network. The user equip-
ment can also keep global positioning coordinates, profile
information, or other location information in its stack or
memory. The user equipment can have a memory such as a
computer readable medium, flash memory, a magnetic disk
drive, an optical drive, a programmable read-only memory
(PROM), and/or aread-only memory (ROM). The user equip-
ment can be configured with one or more processors that
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process instructions and run software that may be stored in
memory. The processor can also communicate with the
memory and interfaces to communicate with other devices.
The processor can be any applicable processor such as a
system-on-a-chip that combines a CPU, an application pro-
cessor, and flash memory. The interfaces can be implemented
in hardware or software. The interfaces can be used to receive
both data and control information from the network as well as
local sources, such as a remote control to a television. The
user equipment can also provide a variety of user interfaces
such as a keyboard, a touch screen, a trackball, a touch pad,
and/or a mouse. The user equipment may also include speak-
ers and a display device in some embodiments.

[0103] The routers described above, on which the AIR-
router component runs, can include functional components
organized as a control plane and a data plane. The control
plane includes the functional components used to manage the
traffic forwarding features of the router. These components
include routing protocols, configuration information and
other similar functions that determine the destinations of data
packets based on information other than that included within
the packets. The data plane, on the other hand, includes func-
tional components used to perform forwarding operations for
the packets.

[0104] For a single processor router, the control and data
planes are typically implemented on the single processor.
However, for some high performance routers, these planes are
implemented within separate devices of the router. For
example, the control plane may be implemented in a super-
visor processor, whereas the data plane may be implemented
within a hardware-assist device, such as a co-processor or a
forwarding processor. In other words, the data plane can be
implemented in hardware that is separate from the hardware
that implements the control plane.

[0105] The control plane can be more complex than the data
plane because the software operating on the supervisor pro-
cessor deals with protocol messaging and other logic in order
to perform in the communication network. Therefore, failures
are more likely to occur in the supervisor processor when
executing such complicated code. In order to ensure high
availability in a router, it is desirable to configure the router to
split the operations of the control plane and the data plane. In
this way, if a failure arises with the control plane that impacts
the software executing on the supervisor processor, the data
plane can continue to operate without issue. Restarting of
control plane software may be necessary because of a failure
with a routing protocol component or a software upgrade to
that component. A router that is configured to enable its data
plane to continue packet forwarding operations during restart
of the control plane software is referred to as a non-stop
forwarding capable router.

[0106] While the structure of the router can differ depend-
ing on the implementation, the router can include a number of
line cards that are communicatively coupled to a forwarding
engine and a processor via a data bus and a result bus. The line
cards can include a number of port processors, which are
controlled by port processor controllers. The forwarding
engine and processor, in some embodiments, can also com-
municatively coupled to one another by a communications
link.

[0107] When apacketis received, at the router, the packet is
identified and analyzed by a router element. The packet (or
some or all of its control information) when received by a port
processor is sent from the port processor to one or more of
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those devices coupled to data bus (e.g., another of port pro-
cessor, forwarding engine and/or processor). Handling of the
packet can be determined by forwarding engine. For example,
forwarding engine may determine that the packet should be
forwarded to one or more of port processors. This can be
accomplished by indicating to corresponding port processor
controllers that the copy of the packet held in the given port
processors should be forwarded to the indicated port proces-
SOIS.

[0108] Inthe foregoing process, network security informa-
tion can be included in a frame sourced by routing in a number
of ways. For example, forwarding engine can be used to
detect the need for the inclusion of network security informa-
tion in the packet, and the processor can be called into service
to provide the requisite network security information. This
network security information can be included in the packet
during the transfer of the packet’s contents from one of port
processors to another of port processors, by processor pro-
viding the requisite information directly, or via forwarding
engine, for example. The assembled packet at the receiving
port processors can thus be modified to include the requisite
network security information. This processing of the packet
to include security information can include encryption of
some or all of the packet’s information, the addition of a
digital signature or some other information or processing
capable of securing the packet.

[0109] The AIR-controller described above can be imple-
mented in a network device in some embodiments. This net-
work device can implement multiple and different integrated
functionalities. In some embodiments, one or more of the
following functionalities can be implemented on the network
device including a security gateway (SeGW), an access gate-
way, a Gateway General packet radio service Serving Node
(GGSN), aserving GPRS support node (SGSN), a packet data
inter-working function (PDIF), an access service network
gateway (ASNGW), a User Plane Entity (UPE), an IP Gate-
way, a session initiation protocol (SIP) server, a proxy-call
session control function (P-CSCF), and an interrogating-call
session control function (I-CSCF), a serving gateway (SGW),
and a packet data network gateway (PDN GW), a mobility
management entity (MME), a mobility access gateway
(MAG), an HRPD serving gateway (HSGW), a local mobility
anchor (LMA), a packet data serving node (PDSN), a foreign
agent (FA), and/or home agent (HA).

[0110] In certain embodiments, the functionalities are pro-
vided by a combination of hardware and software in the
network device. General purpose hardware can be configured
in the network device to provide one or more of these spe-
cialized functionalities. The gateway can also support ses-
sions originated from a Femto base station, which would
connect to the gateway using a broadband network. A person
or corporation may use a Femto base station in a home or
business to support one or more mobile nodes. The gateway
can provide trigger based traffic management during a hand-
off from a Femto base station to a macro base station, while
maintain traffic management for the mobile node. The offload
gateway can be implemented as any combination of the fol-
lowing including an xGSN, an xGW, an xGW-SGW, and an
xGW-PGW.

[0111] Insome embodiments the network device is imple-
mented using a collection of integrated circuit boards or
cards. These cards include input/output interfaces for com-
munication amongst each other, at least one processor for
executing instructions and running modules that are stored in
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memory, and memory for storing data. The features of a
network device that implements a gateway, in accordance
with some embodiments, are further described below. F1G. 36
illustrates the implementation of a network device in accor-
dance with some embodiments. The network device 400
includes slots 402 for loading application cards and line
cards. A midplane can be used in the network device to
provide intra-network device communications, power con-
nections, and transport paths between the various installed
cards. The midplane can include buses such as a switch fabric
404, a control bus 406, a system management bus, a redun-
dancy bus 408, and a time division multiplex (TDM) bus. The
switch fabric 404 is an IP-based transport path for user data
throughout the network device implemented by establishing
inter-card communications between application cards and
line cards. The control bus 406 interconnects the control and
management processors within the network device. The net-
work device management bus provides management of sys-
tem functions such as supplying power, monitoring tempera-
tures, board status, data path errors, card resets, and other
failover features. The redundancy bus 408 provides transpor-
tation of user data and redundancy links in the event of hard-
ware failures. The TDM bus provides support for voice ser-
vices on the system.

[0112] The network device supports at least four types of
application cards: a switch processor 1/O card (SPIO) 410, a
system management card (SMC) 412, a packet service card
(PSC) 414, and a packet accelerator card (not shown). Other
cards used in the network device include line cards 466 and
redundant crossbar cards (RCC) 418. The line cards 416,
when loaded in the network device, provide input/output
connectivity to the network and other devices, as well as
redundancy connections. The line cards 416 include inter-
faces to the network through Ethernet, Fiber Optic, and the
other communication mediums. The redundant crossbar card
(RCC) 418 includes a non-blocking crossbar and connections
to each of the cards in the network device. This allows a
redundant connection to be made through the redundant
crossbar card 418 from any one card to any other card in the
network device. The SPIO card 410 serves as a controller of
the network device and is responsible for such things as
initializing the network device and loading software configu-
rations onto other cards in the network device.

[0113] The system management card (SMC) 412 and
switch processor card (not shown) are system control and
management cards for managing and controlling other cards
in the network device. The packet accelerator card (PAC) and
packet service card (PSC) 414 provide packet processing,
context processing capabilities, and forwarding capabilities
among other things. The PAC and PSC 414 perform packet-
processing operations through the use of control processors
and a network processing unit. The network processing unit
determines packet processing requirements; receives and
transmits user data frames to/from various physical inter-
faces; makes IP forwarding decisions; implements packet
filtering, flow insertion, deletion, and modification; performs
traffic management and traffic engineering; modifies/adds/
strips packet headers; and manages line card ports and inter-
nal packet transportation. The control processors, also
located on the packet accelerator card, provide packet-based
user service processing.

[0114] The operating system software can be based on a
Linux software kernel and run specific applications in the
network device such as monitoring tasks and providing pro-
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tocol stacks. The software allows network device resources to
be allocated separately for control and data paths. For
example, certain packet accelerator cards and packet services
cards can be dedicated to performing routing or security
control functions, while other packet accelerator cards/packet
services cards are dedicated to processing user session traffic.
As network requirements change, hardware resources can be
dynamically deployed to meet the requirements in some
embodiments. The system can be virtualized to support mul-
tiple logical instances of services, such as technology func-
tions (e.g., a SeGW PGW, SGW, MME, HSGW, PDSN,
ASNGW, PDIF, HA, or GGSN).

[0115] The network device’s software can be divided into a
series of tasks that perform specific functions. These tasks
communicate with each other as needed to share control and
data information throughout the network device. A task is a
software process that performs a specific function related to
system control or session processing. Three types of tasks
operate within the network device in some embodiments:
critical tasks, controller tasks, and manager tasks. The critical
tasks control functions that relate to the network device’s
ability to process calls such as network device initialization,
error detection, and recovery tasks. The controller tasks mask
the distributed nature of the software from the user and per-
form tasks such as monitor the state of subordinate manager
(s), provide for intra-manager communication within the
same subsystem, and enable inter-subsystem communication
by communicating with controller(s) belonging to other sub-
systems. The manager tasks can control system resources and
maintain logical mappings between system resources.
[0116] Individual tasks that run on processors in the appli-
cation cards can be divided into subsystems. A subsystem is a
software element that either performs a specific task or is a
culmination of multiple other tasks. A single subsystem can
include critical tasks, controller tasks, and manager tasks.
Some of the subsystems that can run on a network device
include a system initiation task subsystem, a high availability
task subsystem, a recovery control task subsystem, a shared
configuration task subsystem, a resource management sub-
system, a virtual private network subsystem, a network pro-
cessing unit subsystem, a card/slot/port subsystem, and a
session subsystem.

[0117] The system initiation task subsystem is responsible
for starting a set of initial tasks at system startup and provid-
ing individual tasks as needed. The high availability task
subsystem works in conjunction with the recovery control
task subsystem to maintain the operational state of the net-
work device by monitoring the various software and hardware
components of the network device. Recovery control task
subsystem is responsible for executing a recovery action for
failures that occur in the network device and receives recov-
ery actions from the high availability task subsystem. Pro-
cessing tasks are distributed into multiple instances running
in parallel so if an unrecoverable software fault occurs, the
entire processing capabilities for that task are not lost. User
session processes can be sub-grouped into collections of ses-
sions so that if a problem is encountered in one sub-group
users in another sub-group will not be affected by that prob-
lem.

[0118] The architecture also allows check-pointing of pro-
cesses, which is a mechanism to protect the system against
any critical software processes that may fail. The self-healing
attributes of the software architecture protects the system by
anticipating failures and instantly spawning mirror processes
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locally or across card boundaries to continue the operation
with little or no disruption of service. This unique architecture
allows the system to perform at the highest level of resiliency
and protects the user’s data sessions while ensuring complete
accounting data integrity.

[0119] Shared configuration task subsystem provides the
network device with an ability to set, retrieve, and receive
notification of network device configuration parameter
changes and is responsible for storing configuration data for
the applications running within the network device. A
resource management subsystem is responsible for assigning
resources (e.g., processor and memory capabilities) to tasks
and for monitoring the task’s use of the resources.

[0120] Virtual private network (VPN) subsystem manages
the administrative and operational aspects of VPN-related
entities in the network device, which include creating sepa-
rate VPN contexts, starting IP services within a VPN context,
managing IP pools and subscriber IP addresses, and distrib-
uting the IP flow information within a VPN context. In some
embodiments, within the network device, IP operations are
done within specific VPN contexts. The network processing
unit subsystem is responsible for many of the functions listed
above for the network processing unit. The card/slot/port
subsystem is responsible for coordinating the events that
occur relating to card activity such as discovery and configu-
ration of ports on newly inserted cards and determining how
line cards map to application cards.

[0121] The session subsystem is responsible for processing
and monitoring a mobile subscriber’s data flows in some
embodiments. Session processing tasks for mobile data com-
munications include: S1/S5/S8 interface termination for LTE
networks, A 10/A11 interface termination for CDMA net-
works, GSM tunneling protocol (GTP) termination for GPRS
and/or UMTS networks, asynchronous PPP processing,
IPsec, packet filtering, packet scheduling, Diffserv codepoint
marking, statistics gathering, IP forwarding, and AAA ser-
vices, for example. Responsibility for each of these items can
be distributed across subordinate tasks (called managers) to
provide for more efficient processing and greater redundancy.
A separate session controller task serves as an integrated
control node to regulate and monitor the managers and to
communicate with the other active subsystem. The session
subsystem also manages specialized user data processing
such as payload transformation, filtering, statistics collection,
policing, and scheduling.

[0122] Inproviding emulation, as MIPv4 is received from a
mobile node, the session subsystem can setup a MIPv4 ter-
mination and setup a PMIPv6 session towards the core net-
work. A session manager can track the mapping of the ses-
sions and processing to provide the emulation and inter-
working between the networks. A database canalso be used to
map information between the sessions, and store, for
example, NAI, HoA, AE information in some embodiments.
[0123] The network device allows system resources to be
allocated separately for control and data paths. For example,
certain PACs/PSCs could be dedicated to performing routing
or security control functions while other PACs/PSCs are dedi-
cated to processing user session traffic. As network require-
ments grow and call models change, hardware resources can
be added to accommodate processes, such as encryption,
packet filtering, etc., that require more processing power.
FIG. 37 illustrates a logical view of the software architecture
ofanetwork device in accordance with certain embodiments.
As shown, the software and hardware can be distributed
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within the network device and across different circuit boards,
processors, and memory. FIG. 37 includes a primary switch
processor card (SPC)/system management card (SMC) 500a,
a secondary SPC/SMC 5005, PAC/PSC 5024-502d, a com-
munication path 504, and a synchronization path 506. The
SPC/SMC 500 include a memory 508, a processor 510, a boot
configuration 512, high availability tasks 514, resource man-
ager 516, switch fabric control 518, and controller tasks 520.

[0124] The SPC/SMC 500 manage and control the network
device including the other cards in the network device. The
SPC/SMC 500 can be configured in a primary and secondary
arrangement that provides redundancy and failsafe protec-
tion. The modules or tasks running on the SPC/SMC 500 are
related to network device wide control and management. The
boot configuration task 512 includes information for starting
up and testing the network device. The network device can
also be configured to startup in different configurations and
providing different implementations. These can include
which functionalities and services are capable of running on
the SPC/SMC 500. The high availability task 514 maintains
the operational state of the network device by monitoring the
device and managing recovery efforts to avoid disruption of
service. The resource manager tracks and assigns the avail-
able resources for sessions and demands on the network
device. This can include load balancing among different pro-
cessors and tasks running on the network device. Processes
can be distributed across the system to fit the needs of the
network model and specific process requirements. For
example, most tasks can be configured to execute on SPC/
SMC 500 or a PAC/PSC 502, while some processor intensive
tasks can also be performed across multiple PACs/PSCs to
utilize multiple CPU resources. Distribution of these tasks is
invisible to the user. The switch fabric control 518 controls
the communication paths in the network device. The control-
ler tasks module 520 can manage the tasks among the
resources of the networks to provide, for example, VPN ser-
vices, assign ports, and create, delete, and modify sessions for
user equipment.

[0125] The PAC/PSC 502 are high-speed processing cards
that are designed for packet processing and the tasks involved
with providing various network functionalities on the net-
work device. The PAC/PSC 502 include a memory 524, a
network processing unit (NPU) 526, a processor 528, a hard-
ware engine 530, an encryption component 532, a compres-
sion component 534, and a filter component 536. Hardware
engines 530 can be deployed with the card to support parallel
distributed processing for compression, classification traffic
scheduling, forwarding, packet filtering, and statistics com-
pilations. The components can provide specialize processing
that can be done more efficiently than using a general proces-
sor in some embodiments.

[0126] Each PAC/PSC 502 is capable of supporting mul-
tiple contexts. The PAC/PSC 502 are also capable of running
a variety of tasks or modules. PAC/PSC 5024 provides rout-
ing managers 522 with each covering routing of a different
domain. PAC/PSC 5025 provides a session manager 538 and
an AAA manager 540. The session manager 538 manages one
or more sessions that correspond to one or more user equip-
ment. A session allows a user equipment to communicate
with the network for voice calls and data. The AAA manager
540 manages accounting, authentication, and authorization
with an AAA server in the network. PAC/PSC 502 provides a
deep packet inspection task 542 and a signaling demux 544.
The deep packet inspection task 542 provides inspection of
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packet information beyond layer 4 for use and analysis by the
network device. The signaling demux 544 can provide scal-
ability of services in combination with other modules. PAC/
PSC 5024 provides redundancy through standby tasks 546.
Standby tasks 546 store state information and other task infor-
mation so that the standby task can immediately replace an
active task if a card fails or if there is a scheduled event to
remove a card.

[0127] In some embodiments, the software needed for
implementing a process or a database includes a high level
procedural or an object-orientated language such as C, C++,
CH#, Java, or Perl. The software may also be implemented in
assembly language if desired. Packet processing imple-
mented in a network device can include any processing deter-
mined by the context. For example, packet processing may
involve high-level data link control (HDLC) framing, header
compression, and/or encryption. In certain embodiments, the
software is stored on a storage medium or device such as
read-only memory (ROM), programmable-read-only
memory (PROM), electrically erasable programmable-read-
only memory (EEPROM), flash memory, or a magnetic disk
that is readable by a general or special purpose-processing
unit to perform the processes described in this document. The
processors can include any microprocessor (single or mul-
tiple core), system on chip (SoC), microcontroller, digital
signal processor (DSP), graphics processing unit (GPU), or
any other integrated circuit capable of processing instructions
such as an x86 microprocessor.

[0128] Although the present disclosure has been described
and illustrated in the foregoing example embodiments, it is
understood that the present disclosure has been made only by
way of example, and that numerous changes in the details of
implementation of the disclosure may be made without
departing from the spirit and scope of the disclosure, which is
limited only by the claims which follow. Other embodiments
are within the following claims. For example, an AIR con-
troller that is co-located with an AIR router.

We claim:
1. A method comprising:
implementing a client at a mobile device, wherein opera-
tion of the client is transparent to other applications
running on the mobile device and the client is configured
to communicate with an network access server and a
router in a packet data network;
receiving a policy, at the client, from a network access
server and enforcing the policy for data communication
by the mobile device with the packet data network;

initiating, at the mobile device, a plurality of packet data
network (PDN) connections with the network access
server according to the policy maintained by the client
running on the mobile device; and

communicating, using the client, control plane transac-

tions through the network access server to initiate com-
munication with the packet data network.

2. The method of claim 1, wherein the policy is received
over one of the plurality of PDN connections using an Open
Mobile Alliance-Device Management (OMA-DM) protocol.

3. The method of claim 1, further comprising receiving a
second policy from the network access server and implement-
ing the second policy at the client, wherein the policy is
implemented for communicating a first type of data and the
second policy is implemented for communicating a second
type of data.
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4. The method of claim 1, wherein the first PDN connection
is anchored at the network access server and the second PDN
connection is anchored at a router.

5. The method of claim 4, further comprising establishing
at the network access server a general packet radio service
(GPRS) tunneling protocol-user (GTP-U) bearer plane con-
text for the first PDN connection using a GTP-C signaling
with a mobile backhaul, and establishing at the router a
GTP-U bearer plane context for the second PDN connection
using a GTP-C signaling with the mobile backhaul.

6. The method of claim 1, wherein the control plane trans-
actions include communicating protocols and mechanisms
for establishing and maintaining data communication with
the packet data network.

7. The method of claim 1, wherein the client communicates
with the network access server and the router via a WiFi
access point and an interworking gateway.

8. The method of claim 1, wherein the policy is selected by
the network access server based on one or more of the fol-
lowing factors: an end user subscription type, a communica-
tion network type, an access point name type, a lawful inter-
cept status, a cost structure, a quality of experience (QoE) and
service level agreement (SLA), and a mobile device type.

9. The method of claim 1, wherein the client is imple-
mented as a firmware of the user equipment.

10. The method of claim 1, wherein the client is updated
during a network update.

11. The method of claim 1, wherein the policy includes
instructions to coordinate and adjust network resources for
the mobile device.

12. A user equipment comprising:

an interface that is configured to provide communication
with an network access server and a router;

a memory that is configured to store policy;

a client running on the user equipment, wherein the client
is transparent to other applications running on the user
equipment;

the client configured to initiate a plurality of PDN connec-
tions with a network access server over the interface and
to perform control plane transactions over the interface
through the network access server; and

the client further configured to receive the policy from the
network access server over the interface and to imple-
ment the policy for communicating with a packet data
network through the plurality of PDN connections in
accordance with the policy.

13. The user equipment of claim 12, wherein the client is

implemented as a firmware of the user equipment.

14. The user equipment of claim 12, wherein the policy
include instructions to coordinate and adjust network
resources for the mobile device.

15. A method comprising:

establishing, at a router, a communication channel with a
network access server;

maintaining, at the router, session information associated
with a mobile device communicating with a packet data
network, wherein the mobile device is running a client
that implements a first policy for communicating with
the packet data network;

receiving from the network access server over the commu-
nication channel a second policy, wherein the second
policy includes instructions for monitoring the client;
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monitoring the client in accordance with the second policy
to determine that the client is communicating in accor-
dance with the first policy;

monitoring at the router call events and data flow events
associated with the mobile device to generate analytics
data; and

transmitting the analytics data to the network access server
over the communication channel.

16. The method of claim 15, wherein the analytics data
includes one or more of a call detail record (CDR), a usage
detail record (UDR), an event detail record (EDR), and data
flow events including a detection of communication incon-
sistencies, cached data packets, and service disruption
records.

17. The method of claim 15, further comprising determin-
ing at the router that a communication inconsistency has
occurred during communication with the mobile device and
reporting the communication inconsistency to the network
access server.

18. The method of claim 17, wherein the communication
inconsistency includes a use of an invalid IP address by the
clientand a use of an invalid access technology type (ATT) by
the client.

19. The method of claim 15, further comprising providing
communication between the mobile device and the packet
data network bypassing the network access server.

20. The method of claim 15, wherein the router is co-
located with a broadband network gateway (BNG).

21. The method of claim 15, further comprising bridging a
local peer-to-peer communication between a first session
having a first IP address and a second session having a second
IP address by delivering data packets from the first session to
the second session.

22. A router comprising:

an interface that is configured to provide communication
with a network access server and a mobile device,
wherein the mobile device is running a client that imple-
ments a first policy for communicating with a packet
data network;

a memory that is configured to maintain session informa-
tion associated with the mobile device and maintain a
second policy including instructions for monitoring the
client;

a processor that is configured monitor the client in accor-
dance with the second policy to determine that the client
is communicating with the packet data network in accor-
dance with the first policy, to monitor call events and
data flow events associated with the mobile device to
generate analytics data, and to transmit the analytics data
to the network access server.

23. The router of claim 22, wherein the processor is con-
figured to determine that a communication inconsistency has
occurred during communication with the mobile device and
to report the communication inconsistency to the network
access server.

24. The router of claim 22, wherein the processor is con-
figured to provide communication between the mobile device
and the packet data network bypassing the network access
server.

25. The router of claim 22, wherein the processor is con-
figured to cause a session bridge module to bridge a local
peer-to-peer communication between a first session having a
first IP address and a second session having a second IP
address by directly delivering data packets from the first
session to the second session.
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