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PROTECTED PORT FOR ELECTRONIC ACCESS TO AN EMBEDDED

DEVICE

BACKGROUND

[0001] Embedded devices such as intcgrated circuit proccssing devices provide
multiple interfaces to outside entities. These interfaces make a variety of features
available, such as testing, code and data transfer and access to memory. However,
these interfaces can also be exploited for gaining unauthorized access to information
stored contained within the device. By altering information used by the device, a user
can obtain access to services which have not been paid for or which are confidential as
well as the keys used to cryptographically protect information.

[0002] As the number of wireless and internet-connected devices increases, built-in
protection becomes an important feature of the devices. Industry-wide, there is a
continuing effort to define trusted computing platforms. One of the characteristics of
trusted platform is a tamper-resistant interaction with the outside environment.

[0003] One of the interaction points between an integrated circuit and the external
world is the JTAG port, which system designers typically provide for debugging
purposes. A JTAG port is a port that conforms to a standard developed by the Joint
Test Action Group and provides external test access to integrated circuits. The port
uses a four- or five-pin external interface. The JTAG standard has been adopted as the

standard IEEE 1149,
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[0004] A JTAG port can be used to alter a device’s memory, or retrieve sensitive
information from the device. To prevent this, the port is often disabled in production
devices. However, disabling the port prevents authorized users from making use of the
port for future testing, modification or field evaluation of products.

[0005] The IEEE-1149 standard defines a mandatory set of public instructions that
must be present in a JTAG-compliant implementation. This mandatory set includes the
instructions IDCODE, BYPASS, EXTEST and INTEST. From this set only the
INTEST instruction reveals or allows manipulation of the internal core-logic signals of
the integrated circuit. For example, it is possible to re-program flash memory or alter
unguarded secured information when the suitable data is supplied along with this
instruction. The IDCODE instruction is used to retrieve the hard-wired identification
number of the device. The BYPASS and EXTEST instructions are used for the
boundary scan. In addition to the mandatory set, an optional or private set of
instructions can be defined for a device.

[0006] Since the JTAG port gives access to the internal system components of the
processor, there are a number of situations where protection of the JTAG port would be
beneficial.

[0007] Other gateway interfaces to an embedded device would benefit from

hardware protection, in similar manner as the JTAG port.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The nowvel features believed characteristic of the invention are set forth in the
appended claims. The invention itself, however, as well as the preferred mode of use,
and further objects and advantages thereof, will best be understood by reference to the

5 following detailed description of an illustrative embodiment when read in conjunction
with the accompanying drawing(s), wherein:

[0009] FIG. 1 is a diagram of a protected JTAG circuit and its external
environment, consistent with certain embodiments.

[0010] FIG. 2 is a sequence diagram of a method of authorization of a protected

10 JTAG circuit consistent with certain embodiments.
[0011] FIG. 3 is a statc transition diagram of a mcthod of opcration of a protccted

JTAG circuit consistent with certain cmbodiments.
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DETAILED DESCRIPTION

[0012] While this invention is susceptible of embodiment in many different forms,
there is shown in the drawings and will herein be described in detail one or more
specific embodiments, with the understanding that the present disclosure is to be
considered as exemplary of the principles of the invention and not intended to limit the
invention to the specific embodiments shown and described. In the description below,
like reference numerals are used to describe the same, similar or corresponding parts in
the several views of the drawings.

[0013] FIG. 1 is a diagram of a protected JTAG circuit and its outside environment,
consistent with certain embodiments. Referring to FIG. 1, a device 100 includes a
proccssor 102, a JTAG port 104, and a JTAG controller 106. The JTAG controller 106
interfaces with JTAG cquipment 108. The JTAG port 104 is part of a protccted JTAG
circuit block 110 that controls access to the proccssor 102. The protected JTAG block
allows only a sclected group of uscrs to acccss functions for viewing or altcring
internals of the processor. Fewer or no restrictions are placed on JTAG debugging
functions that are used in the detection of circuit continuity, since this type of JTAG
access does not give the user access to private and confidential information. The
protected JTAG port, in addition to the standard JTAG functionality, provides a
discrimination mechanism imposing different levels of access to the processor.

[0014] The protected JTAG block 110 includes a level controller 112 and an access
manager 114. The access manager 114 includes a random number generator 116 and a

verifier module 118. The operation nfthaca alamanta io Aigoussed below.
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[0015] The required supporting infrastructure and tools include a Secure Server 120
and a protected JTAG Manager, which works with the debugging tools on the host
JTAG equipment 108. The protected JTAG block 110 (also referred hereafter simply
as a protected JTAG) provides authentication functions and access mode control for
cach supported level of access defined for the processor 100. In addition, the processor
is configured to accept enhanced JTAG signaling. The access restrictions are handled
by additional hardware blocks within the protected JTAG 110: Level Controller 112
and Access Manager 114. These combine to set the access mode for the protected
JTAG.

[0016] JTAG ACCESS MODES.

[0017] In one embodiment, the Protected JTAG 110 is configurable to allow a
number of different access modes, corresponding to different levels of protection.
Embedded devices provide various types of service. Some products do not need
security measures, and it is appropriate to grant non-restricted JTAG access to these
devices by all users. An example could be a complex electronic toy, or home
equipment controller. The demand for a protected JTAG materializes in products that
have trusted computing requirements. Examples include cellular telephones, PDAs,
media dévices and automotive controllers.

[0018]In addition to a wvariety of products imposing different protection
requirements, different points in the product life cycle require different access levels.

Any new device gocs through different phascs during its lifctime. After the device is
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designed, it has to be developed, tested, assembled, and built into a product. A
product’s required protection varies during these phases.

[0019] A Protected JTAG 110 provides different levels of protection. The fully
protected level limits user access through the JTAG port to external functions such as
test of chip circuitry and board level interconnections. Optionally, non-intrusive
internal component testing can be allowed. This optional component testing feature
should not reveal any private information and not allow write to the memory or
processor’s registers. Implementation of this feature may be architecture specific. The
middle protection level allows programming flash memory and reading and writing to
registers and memory, except from within the secure area. The lowest protection level
does not offer any protection and allows full access including unlimited access to the
secure area.

[0020] A Protected JTAG 110 provides the means for granting appropriate access
by providing a tamper-resistant state selection capability. The states determined by
hardware configuration correspond to access modes. Once the mode is set, it 1is
possible to change it to a new mode of greater protection, but not to a mode that
provides lower protection. In one embodiment, the access modes are derived from a set
of fuses. The fuse technology must be such that the fuses are set irreversibly. Burning
a set of fuses determines a security level. Burning more fuses increases the level. Thus
the security level can be only increased.

[0021] Each of thc access modes has a default protection Ievel. Once the accoss

modc is cstablished, the level of protection can be temporarily lowered by authorizcd
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users only. The diagram in FIG. 1 illustrates the Level Controller block 112 that

derives access level from protection state selection and the Verifier module 118.

[0022] The table below summarizes the protected JTAG applicability and access

levels to all and authorized users, in each access mode, for one embodiment.

access modes are described in more detail below.

TABLE 1: Access Modes

The

Protected JTAG
access mode

Applicability

Allowed Access
to all users

Allowed Access
to authorized
User

Non Protected

- Devices with no
protection built in

- Debug and evaluate
devices in
development phase

- Ficld rcturns

- Factory test

- Full JTAG
access,

internal and
external functions
enabled,
additionally thc
security
mechanism is
unrestricted

same as to non
authorized users

Low Protection

- Debug and evaluate
device in development
phase

- Configure devices
shipped out

- Field returns

- Full access to
JTAG internal
and external
functions, except
secure area. The
security
designated
mechanism 1S
enabled to prevent
acccss to the
secure area.

The authorized
user can lower
protection to the
lowest level

High Protection

- Devices at customer

- Access limited
to external
functions such as
test of chip
circuitry and
board level
mdrnen~mections.

Two levels of
access determined
by user’s
credentials.

User can lower
protection to two
lower levels.
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Optionally a non-
mtrusive intcrnal
component testing
can be allowed
High Gated - Devices at customer | - The same access | Two levels of
Protection as in the High access
(optional) Protection mode Approval must be
granted for each
restricted JTAG
command
Maximum - Devices at customer | - Access limited Not Applicable
Protection to external

functions such as
test of chip
circuitry and
board level
interconnections.
Optionally a non-
mtrusive internal
component testing
can be allowed

[0023] Lowering Protection Level in Low and Non Protected Access Mode. The

JTAG port 104 (FIG. 1) in a non-protected access mode allows full access to the

device, including viewing and altering the otherwise protected area. These capabilities

are deemed necessary during the product’s development phase. Additionally an

engineer debugging the product either during the development stage or for field returns

would benefit from such capability. However these rights need to be given in a very

restrictive manner (i.e. only to trusted users).
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[0024] Furthermore, products without built-in security (i.e., without protected data)
do not need any protection. It is appropriate to grant full access to such products
through the JTAG port.

[0025] Low Protection Access Mode. In the Low Protection Access mode, the user

is still able to view protected data through JTAG port, as well as write to the flash
memory. However in this mode the secure information such as private keys or secret
data are tamper resistant but not necessarily hidden. The restrictions would be imposed
by architecture dependent security mechanism. For the reason that the user is capable
of assembling confidential or private data, this access is given only to trusted users.
This mode can be used during the development phase, when the secure area has been
successfully verified. Additionally this mode can be sufficient to restore field returns,
for example to re-flash memory.

[0026] In some cases it may be necessary to open the security mechanism. Tt is
possible to reduce the protection level temporarily to the unprotected level. This
capability can be used by a restricted group of trusted users, who have the strongest
credentials.

[0027] High Protection Access Mode. To prevent the user from accessing secured
memory (protected data), the product delivered to the customer should not provide any
access to secure data through the JTAG port 104 (FIG. 1). For this reason the user can
use only JTAG instructions that do not reveal contents of the secured memory. The

uscr can perform boundary tests using the BYPASS, PRELOAD or EXTEST standard
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instructions, retrieve the device ID with the IDCODE instruction, and do component
testing with the RUNBIST instruction.

[0028] In some applications the boundary test or component test can be more
complex and require more intrusive methods. The INTEST or SAMPLE standard
instructions or other private instructions can be used for this purpose. However, these
instructions should not reveal the contents of the secure memory and should not allow
write access to the processor memory.

[0029] A product configured with the low or high protection access mode can have
the protection level reduced temporarily, if requested by a trusted user. From low
protection mode the level can go down to Non Protected, where from high protection
mode the protection level can go down to Low Protection or Non Protected levels,
depending on the user’s credentials. This feature of protected JTAG is intended for
debugging functions on field returns.

[0030] High Gated Protection Access Mode. This access mode provides all the

features of high access mode. The difference is an additional exit event that is accepted
to terminate the lowered protection JTAG session. In this mode, the protection is
restored back to the default by the device after each JTAG instruction. This feature
could be added to ensure the device will not be left compromised in case of the human
error after successful certification and testing session. However this mode would be
mmplemented selectively. The implementation of this feature is rather complex and

devices that would not usc it may not implement it at all. The complcxity results from

10
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the requirement of detecting the end of each JTAG instruction. This implies additional
logic within JTAG. The condition would be then passed to the Level Controller block.

[0031] Maximum Protection Access Mode. JTAG access in maximum protection

mode is the same as in the high protection access mode. The difference between the
two is the option of temporarily downgrading the protection level in the high protection
access mode. This capability is not supported in the maximum protection access mode.

[0032] This mode is intended for the products delivered to the customer that contain
very sensitive information. In this case, the protected data is not meant to be accessed
via JTAG under any conditions by anyone.

[0033] Other products that could adopt this type of protection could be inexpensive
devices, where it is more economical to replace the device than it is to repair it.

[0034] PROTECTED JTAG AUTHORIZATION.

[0035] In one embodiment, the protected JTAG authorization process is based on
challenge-response identification algorithm. A designated secure server (120 in FIG.
1) is used to complete the authentication process. The secure server’s role is to
generate responses to given challenges. FIG. 2 is a sequence diagram of a method of
authentication of a protected JTAG circuit consistent with certain embodiments. The
sequence involves communication between a protected JTAG on a target device or
product, a protected JTAG Manager and other software tools on a user’s computer 108,
and a secure server.

[0036] Referring to FIG. 2, the first step (202) of the scquence is the OPEN request

initiatcd by the uscr to the protected JTAG. It is necessary for the uscr to obtain tools

11
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that manage communications between the protected JTAG, the user, the user’s
computer 108, and the secure server. The OPEN command is represented by a bit
sequence which indicates both the request to downgrade protection as well as the
targeted protection level. The OPEN request starts an authentication process. Upon
receiving the command, the Access Manager (114 in FIG. 1) composes a message from
a random number and the requested protection level information and encodes it into the
challenge phrase. Thus, the challenge phrase includes a cipher of the random number
combined with request sequence.

[0037] The random number is generated by the random number generator part of
the Access Manager (116 in FIG. 1). The required protection level information is
represented by a bit sequence of the OPEN command. | By combining the OPEN bit
sequence with the random challenge, the system can discriminate between levels of
certification and use the same key.

[0038] Referring again to FIG. 2, the challenge phrase is retained by the Access
Manager and passed to the JTAG Manager as the next step (204) of a hand-shake
scheme to the OPEN request. Along with the challenge, the device sends its 1D, by
which the secure server determines which key to use to generate response. One key can
be associated with several devices, depending on the key distribution scheme.

[0039] At (206) the JTAG Manager opens a connection, such as a secure socket
layer connection, with the secure server. At (208) the JTAG Manager passes the
challenge phrasc, device’s ID along with the host’s and uscr’s computer credentials to

the sccurc server (120 in FIG. 1) through the conncction. The sccurc scrver verifics

12
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user’s credentials. Only when the user is authorized to obtain the requested protection
level, can the server grant it. The verification process starts with decrypting of the
challenge phrase and retrieving level being requested. If the user’s credentials match
the level requested then verification is successful and the user is authorized. Upon
successful authorization the secure server, at (210), retrieves the random number part of
the decrypted challenge and sends back a verification token that includes the random
number. Upon reception of the response, the JTAG Manager passes it to the protected
JTAG at (212).

[0040] The response phrase is then verified by the Verifier block within the Access
Manager module, by comparing the response with the original random information that
was generated as part of the challenge. If successful, the response phase is
acknowledged at (214) and the requested level of access is enabled until the device next
power down or detection of CLOSE bit sequence. A device configured to the High
Gated protection mode would additionally return to the default protection level at the
end of each JTAG instruction. Once access is enabled, the user tools may connect to
the protected JTAG at (216). This connection is acknowledged at (218) and test
commands can be issued at (220) to interface with the device via the protected JTAG
until device power down or a CLOSE bit sequence is issued by the JTAG Manager at
(222).

[0041] The state transition diagram in FIG. 3 (discussed below) shows the states,

cvents and actions of the Acccss Manager module of the protected JTAG.

13
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[0042] The authorization scheme presented here relies on generation of the
challenge and response pair for each access. This “per access” authorization scheme
rules out the possibility of an unauthorized user using old bit sequences in the future in
a replay attack.

[0043] The Access Manager module of the protected JTAG is implemented in
hardware in such a way as to allow the authorization process to run independently from
the processor. The hardware solution guarantees a reliable authorization even if the
processor’s software has been tampered with or the processor hardware is the cause of
the problem that is being evaluated. Several advantages of hardware JTAG
implementation in the trusted platform environment can be listed. For one, the JITAG
port can be used by an authorized user to debug the main processor’s boot sequence
when the trusted boot failed and debugging is required on field returns. It can also be
used to debug the running system when the tamper attempt or other failure was
detected. Tn order to enable the JTAG port to debug the boot sequence, the JTAG
public key has to be part of the JTAG hardware, separated from the main processor, in
tamper-resistant memory.

[0044] F1G. 1 shows the hardware blocks that are the major components of the
Access Manager. The role of the Random Number Generator module (RNG) 116 is to
generate random numbers for the challenge phrase for each OPEN sequence recognized
as an authorization request and for use in encrypting messages to the server. In one
cmbodiment, this modulc derives thce random number from the device’s cntropy

capturcd at the current time. Morce complex is the Verifier module 118, whose function

14
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may require numerous clock cycles. The clock 130 can be implemented within the
Protected JTAG 110, or can be supplied by the JTAG connection as an incoming signal
132. In this latter setting, the Verifier module 118 must be insensitive to the fluctuation
of the clock cycle. The Verifier module 118 sends the challenge 128 and receives the
response 134 from the secure server to the challenge/open request (element 212 in FIG.
2).

[0045] HARDWARE IMPLICATIONS.

[0046] Protected JTAG. As shown in FIG. 1, the protected JTAG 110 comprises

the Level Controller block 112 and the Access Manager block 114 in addition to the
JTAG port 104. The design of the Random Number Generator module 116 and
Verifier module 118 within the Access Manager should be optimized primarily for size
and secondarily for the number of cycles. Additionally the Access Manager 114
includes logic to execute the state machine, as described in a previous section.

[0047] The Level Controller 112 is configured to provide the tamper resistant,
frreversible state selection solution corresponding to access modes. Tn the example
shown in FIG. 1, 2 fusible links are shown blown open. Other equally non-reversible
means could be used. It should also include logic to accept inputs from the Access
Manager block 114.

[0048] The signals exchanged between the protected JTAG blocks themselves and
between the processor 102 should also be tamper proof and hidden in the internal

silicon laycr. The signals indicating protcction level will be applicd in thc intcrnal
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JTAG and/or processor logic. The logic applying the signals inside the processor has to
be architecture specific.

[0049] Secure Server. As mentioned before, a secure server 120 is provided to

facilitate the authorization process (described above with reference to FIG. 2) that
allows temporarily downgrade of the protection of the product through protected JTAG.
The secure server 120 is loaded with the private keys associated with devices IDs and
user credentials. The credential verification procedure implemented on the server
grants the correct response to the challenge provided by the user thus the requested
protection level will be granted by device to the user authorized to obtain this level.

[0050] In one embodiment, the user 108 and secure server 120 use a secure
interface which allows communication of information, such as the challenge 122,
credentials 124 and response 126, as a serial string.

[0051] CRYPTOGRAPHIC CONSIDERATIONS

[0052] The secure server 120 (FIG. 1) is an important element in the protection
scheme. In any event of compromising the private keys or the user data base, the
device protection is compromised as well.

[0053] Verification of user credentials by the secure server is an important part of
the whole scheme. A variety of verification methods are known to those of ordinary
skill in the art.

[0054] DEVELOPMENT AND TEST TOOLS.

[0055] The protected JTAG functions nced development tools support. The tools

should be capablc of communicating with the Protccted JTAG Access Manager modulce

16
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to pass the authorization related data to the secure server. The authorization process
depicted in FIG. 2 shows the interactions that dictate the additional host tool support,
such as the OPEN request, catching the challenge, communication with the secure
server and passing back the response. These functions are required by the host tool, but
are not required to be integrated into the tool itself. FIG. 2 shows the protected JTAG
Manager module that handles these functions as separate from the test protocol part.
The separation of functions within the host tools will carry out the testing compatibility.

[0056] The basic architecture and functionality of protected JTAG are disclosed
above. Protected JTAG complements a trusted platform, offering important debugging
features and yet protecting secure information. The core attributes of the solution
presented here are the hardware implementation, diverse levels of access, and a highly
secure mechanism based on the generation of challenge/response pair for each access.
These attributes make the tool attractive for a wide variety of users and safe from a
security perspective. The developers are able debug and test during the implementation
phase. After the device is delivered to the customer, any repair shop can verify the
circuit correctness but only users with credentials can debug the device deeper when
this type of intervention is required.

[0057] The main objective of the Protected JTAG is to prohibit the JTAG access by
all individuals that possibly could misuse the device. Yet, based on previous
experience, JTAG can be a crucial point of access to the device. The flexibility of

attaining protcction and access through the JTAG port is achicved by the lowcring

17
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protection access through authorization. The advantages are mostly noticeable when
the device is in high protection access mode.

[0058] FIG. 3 is a state transition diagram for operation of an Access Manager 114
of a protected JTAG circuit consistent with certain embodiments. The initial state 302
is OFF. The Access Manager remains in this state until an OPEN bit sequence is
detected, 304. Upon receiving the OPEN bit sequence, the Access Manager composes
a message from a random number and the requested protection level information and
encodes it into a challenge phrase. The random number is generated by the random
number generator part of the Access Manager. The random number and OPEN
sequence are retained by the Access Manager for this authorization session. The
challenge is sent to the user computer 108 by the Access Manager 114. The Access
Manager enters state 306, during which it waits for a response to the challenge. If a
new OPEN sequence is detected, 308, the Access Manager discards the old challenge,
generates a new challenge and sends the new challenge to the user. Tf a response
sequence is detected, 310, the Access Manager enters a verification state 312, during
which the response sequence is checked. If the verification fails, 314, (because an
incorrect response sequence was recelved) the Access Manager returns to the OFF state
302. If the verification is successful, 316, the Access Manager enters state 318 during
which access to the processor through the JTAG port is enabled. This state is retained
until the device is powered down, a CLOSE bit sequence is detected, a new OPEN
scquence 18 detected, or if the protected JTAG is openced in High Gatc Protection Modc

and the JTAG instruction is complcted, 320, Following any of thesc cvents, the Access

18
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Manager enters a closing state 322, where the default access is restored, all resources
cleared and registers set to initial values. The entry event to the closing state becomes
an exit event. If a closing state was entered 324 by OPEN sequence, the Access
Manager generates and issues a new challenge and returns to state 306 to wait for a
response to the challenge. If, on the other hand, it was entered by a CLOSE bit
sequence or if the protected JTAG is opened in High Gate Protection Mode and the
JTAG instruction is completed, 326, the JTAG port is closed and the Access Manager
returns to the OFF state, 302.

[0059] EXAMPLES OF USE,

[0060] A couple of use cases are included below to illustrate the benefits of

Protected JTAG.

[0061] Lower Access (low protection) - Loading Flash Memory. The owner of cell

phone, Bob say, found an interesting game on web and downloaded it to his cellular
telephone. After the download, his phone stopped working properly. First Bob tried to
fix the problem himself. He found the “good” code on the internet and wanted to load
the code to his phone device using the JTAG port. Note that several vendors provide
hardware and software tools that can be used to re-flash the memory of a device. Bob
connected the device through the JTAG port to the host PC using the hardware JTAG
tool and ran the software tools on his host PC to download the code. Since the device
was in high protection mode, it did not allow flash memory to be altered. The tools
rcturncd a gencral crror mcessage. In this instancc the device was protected from

loading unsccurcd codc.
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[0062] In order to recover the device, Bob had to bring the device to the provider
shop. A trusted technician, Maverick say, is authorized to make the modifications in
Bob’s device. He had to lower the protection of the device to the low protection access
through authorization process. He connected the device through the JTAG port to his
host PC through the JTAG hardware tool. The software tools on the host PC contain
the JTAG manager module. Maverick initiated the authorization procedure by
invoking the OPEN command from the JTAG manager. At the time he also specified
the type of OPEN as low protection access. JTAG manager sent the request to the
Protected JTAG on the device. The protected JTAG answered with the challenge
phrase. Upon receiving the challenge phase, the JTAG manager tool on host requested
authorizing entry from Maverick. Maverick entered his credentials. The JTAG
manager passed the challenge phrase and Maverick’s credentials to the designated
secure server. The secure server verified the credentials. After successful verification,
the secure server generated response to the given challenge and sent it back to the
JTAG manager. The JTAG manager passed the response to the Protected JTAG on the
device and disconnected from the secure server. The protected JTAG verified the
response. Upon successful verification the Protected JTAG granted the requested
access to the device through the JTAG port. Maverick used the hardware JTAG
connector and software tools on the host to initiate the re-flashing. The command
completed successfully. After completion of the request, Maverick had to power down

the device to restore the default acecss level.
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[0063] Acquire Lowest Protection. Hackers extracted secure keys from the type of

the phone that Bob has. The service provider offered Bob a key replacement. Bob
brought his phone to the provider’s shop. Maverick, the technician from the shop, runs
the authorization procedure requesting non protected access. After successful
authorization Maverick could access secure memory on the device. Maverick used the
hardware JTAG connector and software tools on the host to initiate writing to secure
memory. The command completed successfully. Upon finishing the activities,
Maverick had to restore the default JTAG access by powering down the device.

[0064] Those of ordinary skill in the art will recognize that the present invention
has been described in terms of exemplary embodiments based upon use of a JTAG port.
However, the invention should not be so limited, since the present invention could be
implemented using other access ports. For example, both standards-based ports and
custom ports may be integrated with an access manager and a level controller to form a
protected access port.

[0065] Certain elements of the present invention, as described in embodiments
herein, are implemented using a programmed processor executing programming
instructions that are broadly described above in sequential diagram and state diagram
form that can be stored on any suitable electronic storage medium. However, those
skilled in the art will appreciate that the processes described above can be implemented
in any number of variations and in many suitable programming languages without
departing from the present invention. For cxample, the order of certain operations

carricd out can often be varicd, additional opcrations can be added or operations can be
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deleted without departing from the spirit and scope of the invention. Error trapping can
be added and/or enhanced and variations can be made in user interface and information
presentation without departing from the present invention. Such variations are
contemplated and considered equivalent.

[0066] While the invention has been described in conjunction with specific
embodiments, it is evident that many alternatives, modifications, permutations and
variations will become apparent to those of ordinary skill in the art in light of the
foregoing description. Accordingly, it is intended that the present invention embrace
all such alternatives, modifications and variations as fall within the scope of the
appended claims.

What is claimed is:
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1. A method for controlling access by a user device to an embedded device comprising
in the embedded device:

detecting an authorization request from a user device to be granted access to the
embedded device at a requested protection level;

issuing a challenge phrase and a device identifier to the user device in response
to the authorization request;

verifying the user device’s response to the challenge phrase; and

granting the user device access to the embedded device at the requested

protection level if authorization of the user device’s response is successful.

2. A method in accordance with claim 1, further comprising:
generating a random number; and
combining the random number and the requested protection level information to

produce the challenge phrase.

3. A method in accordance with claim 2, wherein the user device’s response comprises
a verification token that includes the random number and wherein verifying the user
device’s response to the challenge phrase comprises comparing the verification token

with the random number used to form the challenge phrase.

4. A mcthod in accordance with claim 1, whercin granting the user device access to the

cmbedded device at the requested protection Ievel compriscs configuring a protected
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JTAG port at the requested protection level.

5. A method for a user device to access an embedded device comprising in the user
device:

issuing an authorization request to the embedded device to be authorized to
access at a requested protection level;

receiving a challenge phrase and a device identifier from the embedded device;

passing the challenge phrase, the device identifier and credentials of the user
device to a secure server;

receiving a response from the secure server; and

passing the response to the embedded device for verification.

6. A method in accordance with claim 5, wherein the device identifier is embedded in

the challenge phrase.

7. A method in accordance with claim 5, further comprising forming a trusted

connection with the secure server.
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8. A protected port for controlling access by a user device to an embedded device, the
protected port comprising:

a port controller operable to interface with the user device;

an access manager operable to determine if the user device is authorized for
access at a requested protection level;

an access port; and

a level controller responsive to the access manager and operable to control a
protection level of the access port,
wherein the access port is supported by an architecture specific hardware and provides

limitation of access to the embedded device.

9. A protected port in accordance with claim 8, wherein the access port comprises a

communication access port.

10. A protected port in accordance with claim 8, wherein the access manager
comprises:

a random number generator operable to generate a random number in response
to a request from the user device to be authorized to access the embedded device at a
requested protection level; and

a verification modulc operable to determine the veracity of a responsc by the

uscr device to the challenge phrasc.
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11. A protected port in accordance with claim 10, wherein the verification module is
operable to encrypt the random number and level into a challenge phrase using a public
key corresponding to a private key of the embedded device stored on a secure server

and operable to verify response.

12. A protected port in accordance with claim 8, wherein the level controller is
operable to configure the access port at a protection level determined by the access

manager and a fuse mechanism.

13. A protected port in accordance with claim 8, wherein the request protection level is
selected from the group consisting of unprotected, low protection, high protection,

gated high protection and maximum protection.

14. A protected port in accordance with claim 8, further comprising a fuse mechanism
operable to prevent the user device from decreasing the protection level without

authorization.

15. A protected port in accordance with claim 8, wherein electrical connections

between the access manager, the level controller and the access port are formed on an

internal silicon laycr of the cmbedded device.
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16. A system for controlling access by a user device to an embedded device, the
system comprising:

a protected access port integral with the embedded device and comprising a
access manager operable to issue a challenge phrase in response to a request sequence
from the user device to access the embedded device and further operable to determine
the veracity of a response by the user device to the challenge phrase;

a secure server operable to store a private key of the embedded device
corresponding to the public key of the embedded device; and

port access equipment operable by the user device to pass the challenge phrase
and user credentials to the secure connection with the secure server;
wherein the secure server is further operable to authenticate the user credentials and
issue the response to the challenge phrase dependent upon the private key of the
embedded device, and wherein the challenge phrase comprises a cipher of the random
number combined with the request sequence.

17. An apparatus for controlling access by a user to an embedded device via a
protected port comprising;:

a challenge means for issuing a challenge phrase to a user device;

a authorization means for verifying a response by the user device to the
challenge phrase to determine if the user is authorized for access at a requested
protcction level; and

a level control mcans, responsive to the verification mcans, for sclecting an
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access mode of the protected port.

18. An apparatus in accordance with claim 17, wherein the challenge means is
operable to form a challenge phrase comprising:

a cipher of a random number combined with request sequence encoded with a
public key; and

an identifier of the embedded device.

19. An apparatus in accordance with claim 17, wherein the authorization means is
operable to compare the response by the user device to a random number used to

compose the challenge phrase.

20. An apparatus in accordance with claim 19, wherein the authorization means is

operable to compare the response by the user device to an arithmetic modification of a

random number used to compose the challenge phrase.
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