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[0001] AKEEBA{4RE STUN (Session Traversal Utilities for Network
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| [ Feridsdir]
o [0002] #% -BEEEARIRHI S REE - BB R HIFE A T

RBEEFPH—E807 - P FEEMEHEEIT (peer-to-peer » LU T &
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[0003] ZATf0 HR ATIR S G EALFERNA R ERNE R ETRE
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EEFEN RFC 1631 #y—{E Internet 4 - FEE N A HIBRAVMEEEEERT
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HEFE4ERE - BRI ETAE SR HAURA A 48 IP BBt A E % NAT B - NAT
BERAAE 48 [P Ak pe A IS IP ik BRSNS 2RI B E 2
NAT %1% - NAT EBER B S IRFHIIUNR (mapping table) #EAYEET -
RF R8I TP A kiR pRA R 435K TP fir ik - PSS BIRA A 4 BRI 4
FREEE
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BB - HR ARG SR TR (Hilt - sx SR R B AT 2 NAT
DUEETL B HEEAR o RyREfELATIL NAT Z2& (NAT Traversal ) [ > HRIA
I5esetH—FE " UDP 0 (UDP Hole Punching ) ; FHifARHETT NAT ZF45
ey T UDP $170 | Big F BRI NAT 12 7 0M8R R E. » AEFTSEE(L
AN AR (EI R 23 1T 4R » (F158% NAT Rl —RAAfrib/E iR

( Private IP Address & Port) Fi% NAT 27 /\ G @ps{ir it/ #3535 (Public IP
Address & Port) HJB4F (mapping ) » W 7ER% NAT Z 2% AR S _E R —
HEHE > Wt - AR AR R AR AEE R ] 518 NAT £ K48
PRI ERNE » EEREA R ALNZ NAT 12 5HIAEEREE - 2R

"UDP #T0[ , RAMGEIHEEE - EZ22 R NAT HYBUATT R (Mapping ® |
Behavior) fl1EM0i@ g4 R (Filtering Behavior) » [E]lF » NAT BV R 4G EE 51
T FT B RS LB RN B A B H (EI R B3 2540 BRIt -R{E" UDP
¥T0R Fflamesh BeS(E B NAT &=k {5 fE FI 2 5+ ( Session Traversal Utilities
for Network Address Translation » DA T f&5f% STUN) FZ{iT -

[0005] FrE8RY STUN Fiffirfp b —TEAERE SR - FLAE REFALR NAT
%7 B MBI EGRVEI GRS - SUERIE S BIALEAE
NAT 1% 7T HVAERSSEE R - ARSI 4R - ZZRE SR IR E 5% »(L1E NAT
%I HHEERSEE G e STUN {alfk g8xH Z{E4EE =K (binding requests) &H,
& E STUN {EREREIZ EHE R KSR - RFEFTEER Y NAT Hylkt P
BHir sk - (IP address & port number ) [BZEFEHFEZEE (Binding Response ) &R
B 400t fiLFE NAT 12 7RSS E - MBI RIS E ZERE IR -
BIAEHIET BT TE 2 NAT HYBLERTT RFIEEIBIERRA] - FERIFEERAIZ
NAT 2/ SR 485E S P YRR -

(00061 ZXfHEEEREH STUN Hifilf —A% S » STUN £Klaer M AIBERE T
HEZEF—BEAWEANR IP 7 STUN {EAkES - £ NAT 12748 ER]
WMEEAEEE UDP #EZ% STUN {alikes » Hoax UDP HE T/
HEEE T TIRAERE  BIA0 | NAT Z /R 4ERs S EpTE AR P K BHRHYEE
Beg > it ERREEE RN A UDP HEfiRERSHETY B CEN
NAT Z3HA - RIS @ G —HEEE3EEE Host A irid— NAT X #1275 > H
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 IPs1 FBARAYRIE B R4 5 A Ps11 § Ps12 » ffj IPs2 FrRRRLAY—E i
2R % Ps21 » X - 48RRSEE Host A #Y IP {irhik % IPa - HEFTRARL Y e
Fy Pal » ZMERRECE Host A GEBETIIHE  BUS NAT X AYBREHfrat
(mapped-address ) K HBLEH{T HAIEEIBRHAA 0 HARPZEREE
Host A HifG NAT X RYBREH{T A0 T -
(101) 4BE24<E Host A & IP firhik IPa » H 4K Fqid#EiE Pal R E—(E
HEFRNEZE STUN {afgas Z HHE Ps11 B9 R IP firsit IPs] »
E STUN {IfresBl B E—EREFKAER  GFERAR IP
fizsit IPs1 HEEHERSIE Psll EEE—EHCEIEREEERES
Host A 2% 35— {E&8E EFENE G NAT X Z A B 4ER R mEHY IP
A HEFIGAR RV R
(102) i » Z4BERHEE Host A & AT IP firht IPa - HAKERIEHEE Pal 3%
F{EFEF KIS ZE STUN {AfRes 2 EHHE Ps12 Ay AR IP firtt
IPs1 » & STUN {alfR=S K EIZE _EFEH KNSR » ERL
A IP Ak IPs1 H &K e3R8 Ps12 [ E (B E & e E E 488
52E Host A » 2 (B0 EEFERE G#EH NAT X 2/ ATLER7
TEHY IP {7 3 FIGARHY AR
(103) X - Z4EEIEE Host A (AT IP firkk [Pa » HE&SHEEHE Pal 3%H
F=EFFEF RS E STUN {FfRES Z EHHE Ps21 AYA R IP firkt
IPs2 - & STUN {afre3 BB EIZE=EHREZFKAE®E  GEHAL
A IP firhk TPs2 H &K% Ps21 [O] 7 55 = (4 & EFER S Z 48
558 Host A > ZE={ESSEEFENE &EEA NAT X 2 /A RLEHRA
EHY IP (i HEFIFRRIAY AR § K
(104) ZEEHEESE Host A REIRIBRA FHI T EIENE > HETHE NAT X A8k
1T R B1#I(Independent) ~ {xEEN HEHI(Address Dependent)SiK
FAAr 4L f R HY(Address & Port Dependent) » 3% E48E 2EFE
ETACENEFERGMEE - Bl NAT X NBHETRE
Independent ; FE{EF— + “H8EEREN S PATCEAVERHEHRE -
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R PFTELEe SRR SRR - RIS NAT X HYBL 1T R
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[0007] 53 4R4EE Host A HY/S NAT X FVETEAEEAR AT ¢

(111) FZ4BRESEE Host A € IP fir4 IPa » HEEEEHEE Pal 36—
B2 A KRS 2 STUN (ARS8 2 38842 Ps11 Ay /A B IP {ir ik IPs1 >
= STUN falfgss Bl EIZ S — B e Rmass » GERAF IP
firfik IPs1 H X HyiE e Psl1 [ — (A E R S B i
Host A- % 55— (B4 E SMEE S8 NAT X >\ B4ER S E Y P
(r AR A ERHE

(112) i » Z4EBEEEE Host A € IP firf IPa - H &8 Pal 3£
FE_{EGEF KL ZE STUN (SIiRSE E#HFE Psil R IP fizhk
sl » HPZE_HEHAETERREeaNweE T = »
(CHANGE-REQUEST)/& 4 & ##EE (port) » 2 STUN EIRR S U
26 (B EFRMEIS - S IP firhk IPs] H&hE S Ps12
[E17 55 — (40 B ETE 3T E4ERREEE Host A » R 55 {EXT e pERT,
FEHEA NAT X 2 A R8s SUET Y 1P fra-FuBapq s ase |

(113) 3> 2485 Host A & {5 IP fir4if IPa - HA&KHEHHE Pal 3£
F=EREFERARE STUN RSS2 EEHE Ps11 94T 1P firtik S
IPs] - Pz 8 = (B4 E 55 =M/E HVEE 5 Z 3R (CHANGE-REQUEST)
BN TP firsik » % STUN ERRES BRI E = (A T s ka4
ZEF IP firtt IPs2 H £ pyidise ps21 [OIEE = (E e EEEE
$EPSSSE Host A » 385 = (HH0 = S e S &8585 NAT X ZNTBYE
BEFRIERY [P (T abFIBE B e © i

(114) Z4EREEEE Host A BEARIE S SHI T EREA S » HIBA 4 NAT X HYHR
HEEEEE Independent + Address Dependent B¢ Address & Port
Dependent - 25348 4E8 Host A FEFEREI 2 A T ERER A
RllZ NAT X (B B8 HIE Independent 72548455 Host A
ERBEIE— - B TEmEAA B3 NAT X RYBRES BB AR
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HIl2 Address Dependent ; 753 48 4EE Host A (EFNEIFE—HE
ZERERE - BIFRZ NAT X HYBREf @M AE Address & Port
Dependent °

[0008] 4z bFfrafie]% > STUN {alfRE3 N /A &AM ERETIRX
FIE S - A BE(ENIAE NAT 1% VMBS SEE S A1 NAT HYBURfirat k2 NAT &Y
BT BRI EUBIEME A - 280 - BEE IPv4 MRS Ak aIEFYEEE - NAT 89
[ERZMEIS R - BE - §FAKRESAE NAT RITHERER - FE
i STUN {EfR E3AT1HBh 2R BN NAT HYBLES (irht 5z NAT HYBLEH T RAIE &
IBEARAL - k> g EiERk STUN {AIfRES Y EIERYY - & » AHTERIER

@ FURRE - DIAERER STUN (SfREZHIEIE - R - SEME S {EMER A E REY
B B FTERAME M8 NAT BYEER - R AT 2SR R A ZI1IESS
JIBF SN AR AR R — EE SR H AR
[#HAE]

[0009) HENTE NAT #:B0ZER% - @& STUN fEiRzsI R E
Ko & BEEAKIBRAEIARHEEER » KRFHERETHARHEZ —
FEIS B T 4EpR SEE > Wi Bh5eR STUN ( Session Traversal Utilities for Network
Address Translation) FZTHIAERS L8 K ELIT7A - DARIRE A 2 FE -
AE KIERE{E STUN {EIiRZ3HIEHE -

® [0010] ZA&HHZ—HE @ GRE—EER _HEREE 2 HEI5ERK
STUN ( Session Traversal Utilities for Network Address Translation) FZ{iTHY44
BAGERETE > PR AGEE G AR FERES - —5F 8
hEiEER2R (Network Address Translation » f§fF NAT) - —55—48pEH - —
BT NAT - —5 MR ETE - —5F = NAT k—F={94EE - Hohaiet
BLR{EIAREE (Coordinator Server ) AiIFE/A BT - —F— R EHER T RTE
ZE— NAT K F R H&FE— NAT B2 E#EE NAT( full-cone
NAT) R » ZE—HEREEGSHZE— NAT EEE R4 - BRA
AL H TR SEES NAT BRIEEIAE ) - WAE A% Bl E R Ek 25t
fi—285— NAT Bufirak K —55 — NAT Bitirat - 55 - —Sf AT a
FE—5 2 NAT R—E @K E - HP&E = NAT K522EHE NAT H
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104 % 05 A 21 BAEERRE

7 > S AR S A LS T NAT i E AR - EEAREHEE
HERESEBE NS NAT ZeRAIBIRE T - MAE AR EHEESR ER S —2E =
NAT BR&ir ik K —25 04 NAT B irdt - B3 - —SE = AERTEEZ%ER
= NAT B E=HEREE 25 = EREE ALK HZE= NAT #HEZEAR
4ai% - g EaoB Rt AR S ES % E NAT B irtt - WIESZEE =
NAT 1T NAT 7R Rz (Mapping 17285 - Filtering TR ) > LAEUS
%58 = NAT ZBREHrhl F NAT 175 » 4t - MR EE A 448 STUN
{EIAR 25 1T NAT 1T RMIEAVEN T - INEESORE B X Bkt AR (R AR 28t
VAR S B B3R STUN £l - IEFIMEVS B B Frie Z RA #855HY NAT &
&l (0 : Mapping 174 - Filtering 175 ~ NAT BARHYVEREER ) > DIFEAETA ®
IR F R B R S I AR T -
[0011] A#HPZS—HH - GRE=WEREEEHHHZE=
NAT ky5E 2 EISfTE NAT SRIAGIRAET - 350 — MRt 4 B Oy (A X AB B AR (5]
AR ESEEM—SE 7 NAT Bts iz ik Kz —3575 NAT Bz ik RS2 =4litse
BIME LGB EAERsSEE S8R STUN Kilf - 40kt » BIAIAIERE(E STUN
EIRR SRV IEME &S - HREEREbinteft STUN IRyt E 2 Al
& o
[0012] RfE BHEEZEMRHABHBEN FHTRAEOEII 8
S0 SRR - ZZBEAEC B > FRMIERIAAT PY
(EEMGESTEED|
[0013]
% 1 BRI ik MR iilE
5 2 B — MRS E B R AR B IR TTUH T RIS RVRZ FFIE
55 3 ERE— RS E R — R A B TR R AR AR P
;
5 4 BEHASE =R B TR T RAISRVEFE - &
58 5 BEHASE =R B TR E B AR HVIE FrE -
(Ehis=\1
[0014] AEFEAG—TEER _HERECE ZHB)5ER STUN (Session
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Traversal Utilities for Network Address Translation) FE#fTH948 L R
A RSBE | BFTR - E—-EHSIT - ZER A% | BiE—aYEsE
H2s 10 ~ —EE—4BRRfir hl- 882258 ( Network Address Translation fi5fE NAT)
11 ~ —235 " NAT 12 ~ —25= NAT 13 » —E—EIRAEE 14 - —2E _iRR AL
E 15 R—BZ@BEE 16 EOREWEGERE 10 ((UEATESR - -
H B /y— tracker 5(— coordinator » Fi LAYE £ B EARN B R ST IBHbELE - 52
2 NAT 11 RZE—EREE 14 MIE—S—HEERA S BYs
— NAT 11 B5E 2B NAT (full-cone NAT) 4520 » ZH] » 35— NAT 11
HYBRETT R (Mapping Behavior) &M 38 857 8! (Filtering Behavior) &5
independent » X > FZ5E—HEREHEE 14 (AEHZE— NAT 11 BEE N\ T4
% BEEARUHCHEREBERG NAT SHEUHEIEE S » WA S E
R{EARES 10 SRl —SE — st (rat B —& “Brstfrak -

[0015) 1E:E2E9% | EFTR %% = NAT 12 B s _HERREEE 15
RSB ZAEEER B - BB GEREET 15 (4% = NAT 12 38
BEARES > AAFRELTEREEIVS NAT ZAVIBEIEE S » B
FIZEHEEGR(FARES 10 s M —E =B ik B — ST fr ik - 52 - %8
= NAT 13 KZE=EHEE 16 AIIE—FE=FER C b » ZE=485%
BE 16 (REHZE = NAT 13 BEE AR HOa2eysa s
10 fGSE— ~ =~ = ~ DUBREHrhE - B DAEIZE = NAT 13 31T NAT 7
Rl (40 : BAST R (Mapping Behavior ) SIS, ~ £ i@ g8 (Filtering
Behavior) ) » DAESEZE = NAT ZBASfirik & NAT 175 » 4t » 55
S4BEEACE 16 fEFRIEIE STUN (TRES 17 31T NAT 17505, » FrAs e
STUN £4if - IEFIMEENS B SFEZ B =R E48I% C K95 = NAT 13 > &R

(40 - BREHTA - EHMEIETRARRA] - 8= NAT 13 BRIV ESIE) » DUERE
A EISENZ E R A B AR IR GRS » KIEFME STUN {sIiBSE6Y
TIE&EHE -

[0016]  ABAHEBEE AR AT R B RS A B St ol 5 — 4
BRACE 14 REZHEREETE 15 GEAIRMH THERETEE NAT E:RH
BIRENZ B8 ETHE - EFSHE | Bipr  Eh%s-—EReEs 14
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Y IP firtik & IPa - HECFTRARN Y “iBHE A Pal - Pa2 » 358 — (BT
IP firsit % IPb - B HFTRAR > — 885 Pbl ~ Pb2 » 53 » STUN {FIfRSE 17
HIBEE /T E B MBI $ (Public) IP {irfik43 Bk IPs] 2 IPs2 » Erh/\ & IP
{4k IPs1 S BHERIANAE sockets » L5 Fi6E A EBEEE Ps11 FI Ps12 » A% IP fi
4 TPs2 SFARL—{E socket (s FIEHEEE Ps21 - SIEYHBEGEIRSE 10 40
A% IP Airsik Ry TPt » B 5% 1Pt € FARL—{H socket W{E FIERHE Pt - 53 » 5—48
BRACE 14 (M IP fIht IPa - BRE—MERKEEE 15 &R IP {irkt IPb -
T RIEHER RS B HEELR FAR 25 10 2 EHHE Pt §9/0 % IP {irkE IPt - 47
It 55— ZHERREEE 14 - 15 BT EN/S3% STUN {T/HBES 17 £24 STUN fB
BEHFPTRREYAR 1P Airdk IPs1 ~ IPs2 Fr3##8242 Ps11 ~ Ps12 ~ Ps21 » 7F FHEEHA ®
& ERERET - EFE RSN IP firdlk 1Pa B 4SHEEHE Pal 261 -
I IP firhik e 38 2 iR S i B en B (HER AL HE TPa.Pal » DU G ST S5t
BEPERE - SRR -

[0017] 1E%SB9% | BFTT - S—40IET 14 RS TGRS 15
HY#8 STUN {SIAR 28 17 BN IP firHF IPs1 ~IPs2 JeEEREIE Ps11 ~Ps12 ~Ps21
& B—HEIREE 14 REMEIRILE 15 §4RIR1Z% STUN (TR 17 #&77
Bl DAEAS X B HEZ 5 — NAT11 % = NATI12 fAERAEER (41 & 4
A 1P A4k  BARHERE  BUHT RAIEMEUERERE]) » BN E— (st e
14 REBTHERREEE 15 YT NAT 1T B HIsA0BA2MEE - MR ERts —49
BRERE 14 Y NAT 1T REETTIRGT > &% $rEMEHT B IIRTS » 5
S5 2 BFTR ¢

(201) S5—4EREEEE 14 SRRE(HEN(r4E TPaPal EIBE — NAT 11 {Hi%5
—{E&8EE KRS (Binding Request ) 2 STUN (aIfRES 17 H{E#H1{r
HEIPs1.Psll (N2 B al);

(202) &% STUN {ajfiRss 17 HKEIZE—EHEHF RAEE > TEERHA
4k IPs1.Ps1] [EE—ELHFELMENE (Binding Response) B
—HEERERE 14 (M 2B a2) ) HhZ (AN e EEE e

_ BKHHEE— NAT 11 YA R TP (i FpaEH e

(203) i > SF—HEREHEE 14 SR EFHArHE [Pa.Pal BB — NAT 11 {4
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EHR{EFE R KNG ZE STUN {aRRES 17 #y{EEh{r bt IPs1.Ps12( 41
F2BZza3);

(204) 2% STUN fEJfiRes 17 BBEIZE_ERTHERASE - SEEHN
it IPs1.Ps12 EIZEE AR EEEREEZEEREE 14 (WS
2 B2 ad) - Hohazf — ES8E EEAE T EEETE— NAT 11 594
A IP (L MIBARGHY R

(205) Btk - F—HEREE 14 GREHMEEH 4L [PaPal FEIFFE— NAT 11
HEEF={EHEF RS ZE STUN (afRES 17 AUEEGArHE Ps2.Ps21

(A2 EZ a5)

(206) 2% STUN falfRzs 17 BWEZFE=EHEHFRKNAEE - §EEHT
it IPs2.Ps2] [MEE=(EH T EENEEZE—EREE 14 (15
2 @7 26) ez = E SRS H &% — NAT 11 594
R IP (RIS |

(207) EF—HEREE 4 BREFAZESCEENSL  EXSHE
EFERE HATEBRRYERER (Port) BAHE - HIRFSE— NAT 11
HYBRESAT R By Independent » R E— - 4w ErEA S FATEH
YR AEE - RIRFRE — NAT 11 BBE 1T &5 Address
Dependent » 53 E &8 & BB T ATEEHRVERHRISRAEE » Bl
R — NAT 11 BYBLET{T B B Address & Port Dependent o

[0018] grEEMBRMAINETS - HF2HE | &3 BFx ¢

(211) B—W@EREE 14 GREEHRN UL PaPa2 FiBE— NAT 11 %5
VOESEEF RS ZE STUN {aElfRES 17 F9EEAr4L IPs1.Ps11 (4158
3EZbl);

(212) &% STUN {alfi=s 17 B EZENEHSEFKAEE - GEEHA
#t IPs1.Ps1l [EIFFUEHEEENCTEZE—FEREE 14 (LF
3 Bz b2) o Z B UESEEERS P EEHIAE— NAT 11 (A
A [P (UHEIFA RV REE

(213) i - F—EREE 14 GREEFHAHE [PaPa2 FEIBEE— NAT 11 F
EBAEHEFKNEZE STUN {EAR28 17 19{E & Ak IPs1.Ps11( 40
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£ 3 B b3) HPZ A EFEHE KNS 2 CHANGE-REQUEST &
MERRYVEEE # R (change port) JEAZ (Flag) &5 1 ;
(214) 2 STUN falikes 17 BUKEIZFEAMEFEF KAER - SEEHM
at IPs1.Ps12 BIEE A {EH EEENEEZE—FERET 14 (%
3EZ b4)  EhZE A EFEEENS P EEEE— NAT 11 A
A% 1P (L HEFIBR B E
(215) &% - F—EHEE 14 SHE(ESILE IPaPa2 FEEE— NAT 11
EIXENEFEFKNEZE STUN RS 17 HyEEafrHk IPs1.Ps11
(0% 3 B2 b5) EHbFZANEHEFRKRALZ
CHANGE-REQUEST B+ HJEE IP (change IP) HEES & 1 ‘
(216) % STUN fajfiges 17 BKERZENEHTERALE - O EHA
ft 1Ps2.Ps21 EEEANEH CEENEEZE —ERET 14 (N5
3 [EZ b6) » ez B T ErERE T2 EHIEE— NAT 11 BlIA
A IP (L HEFOFRRLAVEERER
(217) ES—EHER 14 FEFREIEN - 7 - NHELEEREE - i
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