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HARDWARE COMPILATION AND/OR TRANSLATIONWITH FAULT
DETECTION AND ROLL BACK FUNCTIONALITY

FIELD OF THE DISCLOSURE

This disclosure relates generally to the field of microprocessors. In particular, the
disclosure relates to hardware compilation and/or translation with fault detection and roll
back functionality.

BACKGROUND OF THE DISCLOSURE

Modern processors often include new features, for example, to improve security or
support virtualization or multithreading, and/or new instructions to provide operations that
are computationally intensive, but offer ahigh level of data parallelism that can be
exploited through an efficient implementation using various data storage devices, such as
for example, single instruction multiple data (SIMD) vector registers.

For many of these processors compiler adaptation lags far behind the hardware
release, so the new features, instructions and/or resources are under utilized.

On the other hand, fault tolerance and fault detection features are not typically
applied to these new features, instructions and/or resources in high-production processors
because the implementation costs exceed the benefit. However, reducing the dimensions
and increasing the number of transistors in apackage and/or processing elementsin a
multiprocessor, while making devices faster and more efficient, increases the probability
of faults due to apha particles and other causal factors.

Additionally, there are some extreme environments in which fault tolerance is a
highly desirable feature of computer systems. For example, a configurable fault tolerant
processor (CFTP) was developed by the Space Systems Academic Group a the Naval
Postgraduate School using field programmable gate arrays (FPGAS). It was then deployed
as an experimental payload on board the United States Naval Academy's (USNA)
MidSTAR-1 satellite. A second CFTP system, CFTP-2, was deployed as an entirely
ground-based system and was tested in aproton beam using the University of California a
Davis cyclotron.

Binary trandation isthe emulation of one instruction set by another through
trandation of code. Sequences of instructions are trandated from the source to the target
instruction set. Static binary translation aimsto convert all of the code of an executable
fileinto code that runs on the target architecture without having to run the code first, asis
done in dynamic binary translation. Thisisvery difficult to do correctly, since not all the

-1-



10

15

20

25

30

WO 2013/101840 PCT/US2012/071668

code can be discovered by the trandlator. For example, some parts of the executable may
be reachable only through indirect branches, whose value isknown only at run-time.

Dynamic binary tranglation looks at a short sequence of code—typically on the
order of asingle basic block—then translates it and caches the resulting sequence. Codeis
only trandated asit is discovered and when possible branch instructions are made to point
to already translated and saved code. In some cases such asinstruction set simulation, the
target instruction set may be the same as the source instruction set, providing testing and
debugging features such as instruction trace, conditional breakpoints and hot spot
detection. While such implementations may provide debugging and software/hardware
development support, they are not typically directed to fault tolerance or fault detection.
Additionally, binary translation techniques typically do little to improve utilization of new
features, instructions and/or resources.

Some compiler techniques have sought to directly target features of hardware.
These techniques have been applied, for example, to FPGA technology. A compiler may
take high level source code as an input and compile the source code to produce FPGA
logic as an output. In general, such FPGA implementations may limit performance
advantages otherwise available for example, from very-large-scale integration (VLSI) and
their implementations may additionally be larger and/or heavier, and may require higher
supply voltages.

To date, potential solutions to such under utilization, fault tolerance, performance
and efficiency limiting issues have not been adequately explored.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention isillustrated by way of example and not limitation in the
figures of the accompanying drawings.

Figure lillustrates one embodiment of aprocessor system using hardware
compilation and/or trandation with fault detection and roll back functionality.

Figure 2 illustrates one embodiment of amultiprocessing system using hardware
compilation and/or trandation with fault detection and roll back functionality.

Figure 3illustrates aflow diagram for one embodiment of aprocess to use
hardware compilation and/or translation with fault detection and roll back functionality.

Figure4illustrates aflow diagram for an alternative embodiment of a process to
use hardware compilation and/or trandation with fault detection and roll back
functionality.
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Figure 5illustrates aflow diagram for another aternative embodiment of a
process to use hardware compilation and/or trandation with fault detection and roll back
functionality.

DETAILED DESCRIPTION

Hardware compilation and/or translation with fault detection and roll back
functionality are disclosed. Compilation and/or translation logic receives programs
encoded in one language, and encodes the programs into a second language including
instructions to support processor features not encoded into the original language encoding
of the programs. In one embodiment, an execution unit executes instructions of the
second language including an operation-check instruction to perform afirst operation and
record the first operation result for a comparison, and an operation-test instruction to
perform a second operation and a fault detection operation by comparing the second
operation result to the recorded first operation result. In some embodiments, an execution
unit executes instructions of the second language including commit instructions to record
execution checkpoint states of registers mapped to architectural registers, and roll-back
instructions to restore the registers mapped to architectural registers to previously
recorded execution checkpoint states.

In the disclosure that follows, terms such as threads, programs, and processes may
be used interchangeably to describe embodiments of instruction sequences or command
sequences of programming languages or machine languages or both, or aternatively asthe
executing sequences themselves or as the processing devices executing the sequences.
Through hardware compilation and/or translation, instructions to support new processor
features may be used to improve performance, fault tolerance, security, virus detection,
etc., by recompilation, translation or instrumentation of programs previously encoded in
languages, which did not have support for these new processor features. It will be
appreciated that some embodiments supporting hardware compilation and/or translation
with roll back functionality may, without significantly increasing implementation costs,
provide fault tolerance and/or fault detection features that are atypical in high-production
processors. In extreme environments where fault tolerance is ahighly desirable feature of
computer systems, commercia processors with hardware compilation and/or transglation
with roll back functionality may provide fault tolerance and/or fault detection along with
advantages of high level integration, while being smaller and lighter, and having better
power efficiency than other alternatives such as FPGA technology. Such features are
increasingly desirable since reducing the dimensions and increasing the number of
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transistors in apackage increases the probability of faults dueto alpha particles and other
causal factors.

These and other embodiments of the present invention may berealized in
accordance with the following teachings and it should be evident that various
modifications and changes may be made in the following teachings without departing
from the broader spirit and scope of the invention. The specification and drawings are,
accordingly, to beregarded in an illustrative rather than arestrictive sense and the
invention measured only in terms of the claims and their equivalents.

Figure lillustrates one embodiment of aprocessor 105 using hardware
compilation and/or trandlation with fault detection and roll back functionality. Processor
105 includes multiprocessing or multithreading hardware, thread 110 and thread 120
comprising respectively execution unit 112 and register map 113, and execution unit 122
and register map 123.

A compilation and/or trandation logic 130 receives (e.g. via abus 117) executable
program portions, thread T1 131 and thread T2 132 encoded in one language, and encodes
them into a second language to include instructions to support one or more processor 105
features not encoded into the original language encoding of executable program portions,
thread T| 131 and thread T2 132. In some alternative embodiments, the original language
may be, for example, ahigh level programming language, or an interpreted language, or a
pseudo-language, or amachine language of a different processor architecture, or even the
same or asimilar machine language, for example of alegacy processor. In some
embodiments, the original language may be generated by software or middleware from a
high level language into the pseudo-language, or the machine language of a different
processor architecture, or into the same or similar machine language for alegacy
processor. The executable program portions, T1' 141 and T2' 142, encoded in the second
language are stored, for example in Icache 140. In some embodiments, the second
language may include new instructions to support new processor 105 features but may
also have abase of instructions executable by processors with different micro-
architectures which share at least aportion of a common instruction set. For example,
Intel® Pentium 4 processors, Intel® Core™ processors, and processors from Advanced
Micro Devices, Inc. of Sunnyvale CA implement nearly identical versions of the x86
instruction set (with some extensions that have been added with newer versions), but have

different internal designs. Similarly, processors designed by other processor development
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companies, such asARM Holdings, Ltd., MIPS, or their licensees or adopters, may share
a least aportion a common instruction set, but may include different processor designs.

Responsive to one embodiment of instructions in said second language to support
new processor 105 features, execution unit 112 can execute a commit instruction to record
afirst execution checkpoint state of registers mapped to architectural registers (for
example registers inregisters A 151 mapped to Rl and R2 by register map 113 may be
recorded in registers B 152 as an execution checkpoint state, while temporary storage in
registers C 153 mapped to Rn by register map 113 isnot recorded in the execution
checkpoint state) of the executable program portion, for example T1' 141. Execution unit
122 can execute another commit instruction to record an execution checkpoint state of
registers mapped to architectural registers (for example registers in registers A 151
mapped to Rl and R3 by register map 123 may be recorded in registers B 152 as an
execution checkpoint state, while temporary storage in registers C 153 mapped to R4 and
Rn by register map 123 are not recorded in the execution checkpoint state) of the
executable program portion, for example T2' 142. Also responsive to instructions in said
second language to support new processor 105 features, execution unit 112 and/or
execution unit 122 can execute aroll-back instruction if necessary to restore, respectively,
the registers mapped to architectural registers to the most recent execution checkpoint
states respectively recorded.

Asone example of new processor 105 features, embodiments of thread 110 and
thread 120 of processor 105 are capable of executing a series of instructions and making
the net effect of the entire series visible to another process a a specific time. Thus from
another thread's point of view, the series of instructions appears to have been executed
atomically . In order to create this illusion, processor 105 needs to be able to roll back
threads to aprevious checkpoint state before the atomic execution began. There are any
number of reasons why thread 110 or thread 120 may need to roll back an atomic region,
e.g. to avoid deadlock due to entangled memory references, or to execute apiece of code
that has been unsafely optimized with assert checks, or to correct for afault due to alpha
particles and other causal factors, or to resolve precise exceptions, or to handle interrupts
etc. In some embodiments of thread 110 and thread 120 of processor 105, it may not be
necessary to read or to write registers from different threads in the same cycle. It will,
therefore, be appreciated that aregister design may comprise aunified storage cell,
containing storage cells from two different threads, but restricting access to one or the

other thread and thereby simplifying the storage cell design. According to such
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embodiments, astorage cell design may contain three actual storage cells, e.g. from A
151, B 152 and C 153. A thread may read from A 151 or B 152, write to A 151 or B 152,
move from A 151to B 152 or move from B 152 to A 151. The lower portion of athread's
register set may be shadowed, such that it is always possible for that subset of registers
(the canonical set) to roll back to aprevious checkpoint state. Accordingly for some
embodiments register indices may be mapped into the storage structure such that canonical
registers are mapped, for example, to A 151 and to B 152 for some storage cells and the
non-canonical (or temporary) registers are mapped to C 153 for some other storage cells.

Responsive to another embodiment of instructions in the second language to
support new processor 105 features, execution unit 112 (or execution unit 122) can
execute an operation-check instruction (such as an add-check, subtract-check, multiply-
check, compute-effective-address-check, etc.) to perform an operation (such as an add,
subtract, multiply, compute-effective-address, etc.) and record the operation result for a
comparison using check logic 111 (or check logic 121). Execution unit 112 or execution
unit 122 can also execute an operation-test instruction to perform a second operation (such
as an add, subtract, multiply, compute-effective-address, etc.) and to perform fault
detection by comparing the second operation result to the previously recorded operation
result. For some embodiments atrap or an interrupt may be taken, for example upon
detecting an inequality or upon exceeding a maximum value or upon some other
condition. Alternatively aflag may be set to conditionally execute aroll-back instruction
if necessary to restore the registers mapped to architectural registers to the most recent
execution checkpoint state recorded prior to detection of the fault. In some embodiments
operation-check instructions and operation-test instructions in the second language may be
implemented by providing acheck indicator and atest indicator to any operation or to a
subset of operations performed by instructions of the second language. In such
embodiments, a check latch in check logic 111 or in check logic 121 may be loaded with
the output of the operation (along with loading of the normal output latch) whenever the
check indicator is set for an operation. Similarly whenever the test indicator is set for an
operation, the contents of the normal output latch may be compared to the contents of the
check latch in check logic 111 or in check logic 121 to detect afault or some other
condition. A check latch may be added to an execution unit of virtually any type to enable
fault detection, security checks, virus detection, debugging, etc.

Figure 2 illustrates one embodiment of amultiprocessing system 201 using

hardware compilation and/or translation with fault detection and roll back functionality.
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System 201 includes memory 260 and processor 205. Processor 205 includes
multiprocessing or multithreading hardware, thread 210 and thread 220 comprising
respectively execution unit 212 and register map 213, and execution unit 222 and register
map 223. A compilation and/or trandlation logic 230 receives (e.g. viabuses 217 and 267
from memory 260) executable program portions, thread T1 261 and thread T2 262
encoded in one language, and encodes them into a second language to include instructions
to support one or more processor 205 features not encoded into the origina language
encoding of executable program portions, thread T| 261 and thread T2 262. In some
alternative embodiments, the original language may be, for example, ahigh level
programming language, or an interpreted language, or a pseudo-language, or amachine
language of a different processor architecture, or even the same or a similar machine
language, for example of alegacy processor. The executable program portions, thread T1'
241 and thread T2' 242, encoded in the second language are stored, for example in
memory 260 and in Icache 240. In some embodiments, the second language may include
new instructions to support new processor 205 features but may also have abase of
instructions executable by processors with different micro-architectures which share at
least aportion of a common instruction set. Responsive to one embodiment of
instructions in said second language to support new processor 205 features, execution unit
212 can execute a commit instruction to record a first execution checkpoint state of
registers mapped to architectural registers (for example registers in registers A 251
mapped to Rl and R2 by register map 213 may berecorded in registers B 252 as an
execution checkpoint state, while temporary storage in registers C 253 mapped to Rn by
register map 213 isnot recorded in the execution checkpoint state) of the executable
program portion, for example T1' 241. Execution unit 222 can execute another commit
instruction to record an execution checkpoint state of registers mapped to architectural
registers (for example registers in registers A 251 mapped to Rl and R3 by register map
223 may berecorded in registers B 252 as an execution checkpoint state, while temporary
storage in registers C 253 mapped to R4 and Rn by register map 223 are not recorded in
the execution checkpoint state) of the executable program portion, for example T2' 242.
Also responsive to instructions in said second language to support new processor 205
features, execution unit 212 and/or execution unit 222 can execute aroll-back instruction
if necessary to restore, respectively, the registers mapped to architectural registers to the

most recent execution checkpoint states respectively recorded.
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Responsive to another embodiment of instructions in the second language to
support new processor 205 features, execution unit 212 (or execution unit 222) can
execute an operation-check instruction (such as an add-check, subtract-check, multiply-
check, compute-effective-address-check, etc.) to perform an operation (such as an add,
subtract, multiply, compute-effective-address, etc.) and record the operation result for a
comparison using check logic 211 (or check logic 221). Execution unit 212 or execution
unit 222 can also execute an operation-test instruction to perform a second operation (such
as an add, subtract, multiply, compute-effective-address, etc.) and to perform fault
detection by comparing the second operation result to the previously recorded operation
result. For some embodiments atrap or an interrupt may be taken, for example upon
detecting an inequality or upon exceeding amaximum value or upon some other
condition. Alternatively aflag may be set to conditionally execute aroll-back instruction
if necessary to restore the registers mapped to architectura registers to the last execution
checkpoint state recorded prior to detection of the fault.

Figure 3illustrates aflow diagram for one embodiment of aprocess to use
hardware compilation and/or translation with fault detection and roll back functionality.
Process 301 and other processes herein disclosed are performed by processing blocks that
may comprise dedicated hardware or software or firmware operation codes executable by
general purpose machines or by special purpose machines or by a combination of both.

In processing block 310 an executable thread portion isreceived in aprocessor
encoded in afirst language. 1n processing block 320 the executable thread portion is
encoded into a second language to include one or more instruction to support new
processor features not supported by the first language encoding. In processing block 330
the executable thread portion is stored in the second language, for example in system
memory 260 and/or in aprocessor cache 240. In processing block 340 an operation of the
executable thread portion in the second language is executed to utilize the new processor
features.

It will be appreciated that process 301 may be used to improve performance, fault
tolerance, security, virus detection, etc., by recompilation, transation or instrumentation
of programs previously encoded in languages, which did not have support for these new
processor features. It will be appreciated that such programs may have been previously
encoded in languages, including but not limited to ahigh level programming language, or
an interpreted language, or a different machine language, or even the same or asimilar
machine language, for example for alegacy processor.

-8-
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Figure4illustrates aflow diagram for an alternative embodiment of aprocess to
use hardware compilation and/or translation with fault detection and roll back
functionality. In processing block 410 an executable thread portion isreceived in a
processor encoded in afirst language, for example, ahigh level programming language, or
an interpreted language, or amachine language of a different processor architecture, or
even the same or a similar machine language, i.e. for alegacy processor. In processing
block 420 the executable thread portion is encoded into a second language to include one
or more instruction to support new processor features not supported by the first language
encoding. In processing block 430 the executable thread portion is stored in the second
language, for example in system memory 260 and/or in aprocessor cache 240.

In processing block 440 a commit operation of the second language is executed to
utilize the new processor features including recording an execution checkpoint state of
registers, which are mapped to architectural registers. In processing block 550 a
determination ismade whether or not the registers mapped to architectural registers should
be restored to aprevious execution checkpoint state. If so, in processing block 560 aroll-
back operation of the second language is executed to utilize the new processor features
including restoring the previous execution checkpoint state, and processing proceeds until
another commit operation is executed in processing block 440.

Otherwise in processing block 470 execution of the thread portion in the second
language continues until it finishes in processing block 480. Then in processing block 490
another commit operation is executed to record another execution checkpoint state of
registers, which are mapped to architectural register.

It will be appreciated that process 401 may, without significantly increasing
implementation costs, provide fault tolerance and/or fault detection features that are
atypical in high-production processors. In extreme environments where fault tolerance is
ahighly desirable feature of computer systems, commercia processors with hardware
compilation and/or tranglation with roll back functionality may provide fault tolerance
and/or fault detection along with advantages of high level integration, while being smaller
and lighter, and having better power efficiency than other alternatives such as FPGA
technology. Such features are increasingly desirable since reducing the dimensions and
increasing the number of transistors in apackage increases the probability of faults dueto
alpha particles and other causal factors.

Figure Sillustrates aflow diagram for another alternative embodiment of a

process 501 to use hardware compilation and/or trandation with fault detection and roll
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back functionality. In processing block 510 an executable thread portion isreceived in a
processor encoded in afirst language, for example, ahigh level programming language, or
an interpreted language, or amachine language of a different processor architecture, or
even the same or a similar machine language, i.e. for alegacy processor. In processing
block 520 the executable thread portion is encoded into a second language to include one
or more instruction to support new processor features not supported by the first language
encoding. In processing block 530 the executable thread portion is stored in the second
language, for example in system memory and/or in aprocessor cache.

In processing block 540 a commit operation is executed recording an execution
checkpoint state of registers, which are mapped to architectural registers. In processing
block 544 an operation-check instruction of the second language is executed to utilize the
new processor features including recording an operation result for a comparison by a
future operation, for example to detect afault or virus. In processing block 548 an
operation-test instruction of the second language is executed to utilize the new processor
features including a fault detection operation by comparing an operation result to a
previous operation result. In processing block 550 a determination is made whether or not
the registers mapped to architectural registers should be restored to a previous execution
checkpoint state. If so, in processing block 560 aroll-back operation is executed to restore
the previous execution checkpoint state, and processing proceeds until another commit
operation is executed in processing block 540.

Otherwise in processing block 570 execution of the thread portion in the second
language continues until it finishes in processing block 580. Then in processing block 590
another commit operation is executed to record another execution checkpoint state of
registers, which are mapped to the architectural registers.

Through hardware compilation and/or translation, instructions to support new
processor features may be used to improve performance, or fault tolerance, security, or
virus detection, etc., by recompilation, trangation or instrumentation of programs
previously encoded in languages, which did not have support for these new processor
features. It will be appreciated that such programs may have been previously encoded in
languages, including but not limited to ahigh level programming language, or an
interpreted language, or adifferent machine language, or even the same or asimilar
machine language, for example for alegacy processor.

It will also be appreciated that some embodiments supporting hardware
compilation and/or trandation with roll back functionality may, without significantly

-10-
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increasing implementation costs, provide fault tolerance and/or fault detection features
that are atypical in high-production processors. In extreme environments where fault
tolerance is ahighly desirable feature of computer systems, commercial processors with
hardware compilation and/or translation with roll back functionality may provide fault
tolerance and/or fault detection along with advantages of high level integration, while
being smaller and lighter, and having better power efficiency than other alternatives such
as FPGA technology. Such features are increasingly desirable since reducing the
dimensions and increasing the number of transistors in a package increases the probability
of faults due to alpha particles and other causal factors.

The above description isintended to illustrate preferred embodiments of the
present invention. From the discussion above it should also be apparent that especially in
such an area of technology, where growth is fast and further advancements are not easily
foreseen, the invention may be modified in arrangement and detail by those skilled in the
art without departing from the principles of the present invention within the scope of the
accompanying claims and their equivalents.

-11-
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CLAIMS
What isclamed is:
1. A method for deploying processor features, the method comprising:
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20

25

30

receiving an executable thread portion in aprocessor, the executable thread
encoded in afirst language;

encoding the executable thread portion into a second language to include one or
more instruction to support one or more processor features not encoded into the first
language encoding of the executable thread portion;

storing the executable thread portion in the second language; and

executing the executable thread portion in the second language to utilize said one

or more processor features.

. The method of Claim 1wherein said one or more instruction to support one or more

processor features comprises aroll-back instruction.

. Themethod of Claim 2 wherein said one or more processor features supported by the

roll-back instruction comprises restoring registers mapped to architectural registers to
aprevious execution checkpoint state.

. The method of Claim 2 wherein said one or more instruction to support one or more

processor features comprises a commit instruction.

. Themethod of Claim 4 wherein said one or more processor features supported by the

commit instruction comprises recording an execution checkpoint state of registers
mapped to architectural registers.

. Themethod of Claim 4 wherein said one or more processor features supported by the

roll-back instruction and the commit instruction comprise speculative modification of
state in registers mapped to architectural registers and restoration of those registers to
aprevious execution checkpoint state.

. Themethod of Claim 6 wherein said one or more processor features supported by the

roll-back instruction and the commit instruction comprise fault tolerance and fault
detection.

. Themethod of Claim 6 wherein said one or more processor features supported by the

roll-back instruction and the commit instruction comprise virus detection.

. Themethod of Claim 1wherein said one or more instruction to support one or more

processor features comprises an operation-test instruction.

-12-
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10. The method of Claim 9 wherein said one or more processor features supported by the
operation-test instruction comprises a fault detection operation comparing an operation
result to aprevious operation result.

11. The method of Claim 9 wherein said one or more instruction to support one or more
processor features comprises an operation-check instruction.

12. The method of Claim 11wherein said one or more processor features supported by the
operation-check instruction comprises recording an operation result for a comparison
by afuture operation-test instruction.

13. An article of manufacture comprising:

amachine-accessible medium including data and instructions for hardware

trandation such that, when accessed by amachine, cause the machine to:

receive an executable thread portion in aprocessor, the executable thread
encoded in afirst language;

encode the executable thread portion into a second language to include one
or more instruction to support one or more processor features not encoded into the first
language encoding of the executable thread portion;

store the executable thread portion in the second language; and

execute the executable thread portion in the second language to utilize said
one or more processor features.

14. The article of manufacture of Claim 13 wherein said one or more instruction to support
one or more processor features comprises aroll-back instruction.

15. The article of manufacture of Claim 14 wherein said one or more processor features
supported by the roll-back instruction comprises restoring registers mapped to
architectural registers to aprevious execution checkpoint state.

16. The article of manufacture of Claim 14 wherein said one or more instruction to support
one or more processor features comprises a commit instruction.

17. The article of manufacture of Claim 16 wherein said one or more processor features
supported by the commit instruction comprises recording an execution checkpoint
state of registers mapped to architectural registers.

18. The article of manufacture of Claim 16 wherein said one or more processor features
supported by the roll-back instruction and the commit instruction comprise speculative
modification of state in registers mapped to architectural registers and restoration of
those registers to a previous execution checkpoint state.

13-
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19.

20.

21.

22.

23.

The article of manufacture of Claim 18 wherein said one or more processor features
supported by the roll-back instruction and the commit instruction comprise fault
tolerance and fault detection.

The article of manufacture of Claim 18 wherein said one or more processor features
supported by the roll-back instruction and the commit instruction comprise virus
detection.

A processor comprising:

a compilation/tranglation logic to receive an executable program portion encoded
in afirst language, and encode the executable program portion into a second language
to include instructions to support one or more processor features not encoded into the
first language encoding of the executable program portion;

an execution unit, responsive to said instructions of the second language to support
the one or more processor features, to execute:

an operation-check instruction to perform afirst operation and record the
first operation result for a comparison, and

an operation-test instruction to perform a second operation and a fault
detection by comparing the second operation result to the recorded first operation
result.
The processor of Claim 21 wherein said execution unit, responsive to said instructions
of the second language to support the one or more processor features, isalso to
execute:

a commit instruction to record an execution checkpoint state of registers mapped to
architectural registers of the processor, and

aroll-back instruction to restore the registers mapped to architectural registers of
the processor to the execution checkpoint state.

A multiprocessor comprising:

a compilation/tranglation logic to receive afirst executable program portion
encoded in afirst language, and encode the first executable program portion into a
second language to include instructions to support one or more processor features not
encoded into the first language encoding of the first executable program portion;

afirst execution unit, responsive to said instructions of the second language to
support the one or more processor features, to execute:

afirst commit instruction to record a first execution checkpoint state of
registers mapped to architectural registers of the first executable program portion, and

-14-
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24.

25.

26.

27.

aroll-back instruction to restore the registers mapped to architectural
registers of the first executable program portion to the first execution checkpoint state.
The multiprocessor of Claim 23 wherein said compilation/translation logic isto
receive a second executable program portion encoded in the first language, and encode
the second executable program portion into the second language to include the
instructions to support the one or more processor features not encoded into the first
language encoding of the second executable program portion, the multiprocessor
comprising

a second execution unit, responsive to said instructions of the second language to
support the one or more processor features, to execute:

a second commit instruction to record a second execution checkpoint state
of registers mapped to architectural registers of the second executable program
portion, and

a second roll-back instruction to restore the registers mapped to
architectural registers of the second executable program portion to the second
execution checkpoint state.

The multiprocessor of Claim 24 wherein the registers mapped to architectural registers
of the first executable program portion, and the registers mapped to architectural
registers of the second executable program portion are allocated from the same
physical register file in the multiprocessor.
The multiprocessor of Claim 25 wherein said first and second execution units,
responsive to said instructions of the second language to support the one or more
processor features, are also to execute:

an operation-check instruction to perform afirst operation and record the first
operation result for a comparison, and

an operation-test instruction to perform a second operation and afault detection by
comparing the second operation result to the recorded first operation result.
A computing system comprising:

an addressable memory to store afirst executable program portion encoded in a
first language; and

amultiprocessor including:
a compilation/trangation logic to receive the first executable program portion and
encode the first executable program portion into a second language to include
instructions to support one or more processor features not encoded into the first
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28.

29.

30.

language encoding of the first executable program portion; and
afirst execution unit, responsive to said instructions of the second language to support
the one or more processor features, to execute:

afirst commit instruction to record a first execution checkpoint state of
registers mapped to architectural registers of the first executable program portion, and

aroll-back instruction to restore the registers mapped to architectural
registers of the first executable program portion to the first execution checkpoint state.
The system of Claim 27, said addressable memory to store a second executable
program portion encoded in the first language, wherein said compilation/translation
logic isto receive the second executable program portion and encode the second
executable program portion into the second language to include the instructions to
support the one or more processor features not encoded into the first language
encoding of the second executable program portion, the multiprocessor comprising:

a second execution unit, responsive to said instructions of the second language to
support the one or more processor features, to execute:

a second commit instruction to record a second execution checkpoint state
of registers mapped to architectural registers of the second executable program
portion, and

a second roll-back instruction to restore the registers mapped to
architectural registers of the second executable program portion to the second
execution checkpoint state.

The system of Claim 28 wherein said first and second execution units, responsive to
said instructions of the second language to support the one or more processor features,
are also to execute:

an operation-check instruction to perform afirst operation and record the first
operation result for a comparison, and

an operation-test instruction to perform a second operation and a fault detection by
comparing the second operation result to the recorded first operation result.
The system of Claim 29 wherein the registers mapped to architectural registers of the
first executable program portion, and the registers mapped to architectural registers of
the second executable program portion are allocated from the same physical register
file in the multiprocessor.
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