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(57) ABSTRACT 

A media Spooler System is described that provides a meth 
odology for efficient transmission of media content from 
client devices, Such transmission of digital images from 
wireleSS digital cameras. The media Spooler or gateway 
addresses wireleSS transmission problems by acting as a 
protocol gateway between a thin-client device and a target 
host or server (Supported by a server infrastructure). More 
particularly, the media Spooler of the present invention acts 
as a protocol gateway between thin-client devices (e.g., 
“mobile visual communicator” in the form of a wireless 
digital camera) and server infrastructure (e.g., server-based 
computer systems or “Web servers' of a photographic 
Service provider). This task entails accepting multiple, 
Simultaneous connections from various client devices (e.g., 
wireless digital cameras), extracting information from those 
devices (e.g., digital photographs or other media content), 
and then uploading that information to the target Server 
infrastructure. In basic operation, the media Spooler queries 
each client device for the information (e.g., media, Such as 
pictures) the client device thinks should uploaded, and then 
the media Spooler queries the Server infrastructure for the 
Subset of pictures that have not been already uploaded. This 
improved coordination or Synchronization of information 
between a device and target host allows for efficient recov 
ery of dropped cellular data calls by essentially allowing the 
media spooler to “pick up where it left off.” 

153 

Raw Rox 150 

a- - - - - - NETWORK 
INTERFACE 

161 

-er - - - - - COMM 
INTERFACE 

160 

WIDEO 
ADAPTER 
VIDEO 
MEMORY 

155 154. 157 

DISPLAY 

151 

165 

CENTRAL PROCESSING UNIT(s) REMOVABLE 
(CPU) STORAGE 

FIXED OS 
STORAGE DRIVERS 

APPLICATIONS 
DATA FES 

PHOTOSERVER 
KEYBOARD PSINT (PHOTODESKTOP) 

166 APPLICATION 
156 158 SOFTWARE 

PRINTER 

  

  



US 2002/0032027 A1 

ADDRESSBUS 

JOSU?S SOWO JOIO O VZOL X 082|| 

Patent Application Publication Mar. 14, 2002. Sheet 1 of 23 

  

  

  

  

  

  

  

  

  

  

  

  

  

  



US 2002/0032027 A1 Patent Application Publication Mar. 14, 2002. Sheet 2 of 23 

HEINRHdAWTCHSIC] OEC?IA 

(ndo) (s)|LINn ?NISSHOOHd TWAINHO   

  

  



Patent Application Publication Mar. 14, 2002. Sheet 3 of 23 US 2002/0032027 A1 

201a 

APPLICATION 
PROGRAM 1 

201 

APPLICATION 
PROGRAMN 

APPLICATION 
PROGRAM 2 

IMAGE 
PROCESSING 

OPERATING SYSTEM 
(e.g., WINDOWS9XINT, SOLARIS, UNIX, LINUX, MAC OS) 

GRAPHICAUSER 
INTERFACE 

DEVICE DRIVERS 
(e.g., WINSOCK) 

(MICROCODE) 

DISPLAY MONITOR 
NETWORK INTERFACE 
COMMPORT 
KEYBOARD 
MODEM 
MOUSE 
DISKS 
PRINTER 

FIG. 2 

    

    

    

  



310 N 311 

IMAGE CAPTURE 

313 

COLOR 
TRANSFORMATION 

315 

YUV 
TRANSFORMATION 

317 

JPEG 
COMPRESSION 

318 

FLASH MEMORY 
STORAGE 

319 

COMPRESSED 
JPEGFILE 

WIRE-BASED TRANSFER 
TO TARGET PLATFORM 

Patent Application Publication Mar. 14, 2002. Sheet 4 of 23 

FIG. 3A 

320 N 321 

IMAGE CAPTURE 

323 

COLOR PLANE 
SEPARATION 

330 

WAVELET TRANSFORM 
(ONE ORMORE TIMES) 

340 

COMPUTE-EFFICIENT 
COMPRESSION 

(e.g., HUFFMANIRLE) 

350 

COMPRESSED 
LUMINOSITY 
RECORD 

WIRELESS TRANSFER 
TO TARGET PLATFORM 

US 2002/0032027 A1 

  

  

  

  

  

    

  



Patent Application Publication Mar. 14, 2002. Sheet 5 of 23 US 2002/0032027 A1 

LOW/LOW (LL) LOW/HIGH (LH) 

HIGH/LOW (HL) HIGH/HIGH (HH) 

PASS 1 

370 

  



US 2002/0032027 A1 

38 

X8. 3-8: 

:3 - x -88: 

: 

is 3. 

&:88-8 

Mar. 14, 2002. Sheet 6 of 23 Patent Application Publication 

3C FIG 

  



Patent Application Publication Mar. 14, 2002. Sheet 7 of 23 US 2002/0032027 A1 

JPEG 
COMPRESSION 
(48:1) 

WAVELET 
TRANSFORM 
COMPRESSION 
(48.1) 

- 

FIG. 3E 

  

  

  



Patent Application Publication Mar. 14, 2002. Sheet 8 of 23 

E. 

$3:33 

: 

:::::: 
a 

FIG, 3G 

US 2002/0032027 A1 

JPEG 
COMPRESSION 
(32:1) 

WAWELET 
TRANSFORM 
COMPRESSION 
(32:1) 

  

  

  

  

  



Patent Application Publication Mar. 14, 2002. Sheet 9 of 23 US 2002/0032027 A1 

JPEG 
COMPRESSION 
(16:1) 

3888:8 

WAWELET 
TRANSFORM 

: COMPRESSION 

(16:1) 

xxxxx::::::::: 

  

  



Patent Application Publication Mar. 14, 2002. Sheet 10 of 23 US 2002/0032027 A1 

:::::: 
::::::::::::::8: 

s 

5 is e w 9 3.9 
C S : : Is 5 g : is N O ... So 5 QS s > S C 

.9 go Y S 
is a a di iO as a g 
C52 

Y. S. 
2 

  

  

  

  

  

  

  

  

  

    

  

  

  

  

  

  

  

  

  



Patent Application Publication Mar. 14, 2002. Sheet 11 of 23 

RECEIVE COMPRESSED 
LUMNOSITY RECORD 
FROM DIGITAL CAMERA 

410 

FIRST STAGE 
RESTORATION: 

REVERSE GENERC 
COMPRESSION 

420 

SECOND STAGE 
RESTORATION: 

REVERSE WAVELET 
TRANSFORM 

430 

UNCOMPRESSED 
LUMINOSITY 
RECORD 

440 

NEW PROCESS 
PER PROCESS 
STEPS 315-319 

450 

COMPRESSED 
JPEGFILE 

FIG. 4B 

US 2002/0032027 A1 

  

  

  

  



Patent Application Publication Mar. 14, 2002. Sheet 12 of 23 US 2002/0032027 A1 

A LIT WOO 

  



US 2002/0032027 A1 

NOLLOTOSE|}} OGG 

Patent Application Publication Mar. 14, 2002. Sheet 13 of 23 

A LITWOO 

  



US 2002/0032027 A1 Patent Application Publication Mar. 14, 2002. Sheet 14 of 23 

A.III/OO 

  



Patent Application Publication Mar. 14, 2002 Sheet 15 of 23 US 2002/0032027 A1 

/ 600 

PICTURE HEADER LAYERDIRECTORY 

610 Er LAYER 00: RECORD NAME 
APERTURE LAYER 01: " 
EXPOSURE TIME 
GAINS (RGB) 
TIMESTAMP 
THUMBNAL 

620 

LAYER22: 

RECORD OO RECORD HEADER: 
Y: OFFSET LENGTH 
U: OFFSET LENGTH 

630 V: OFFSET, LENGTH 

635 

RECORD 22 

FIG. 6A 

  



Patent Application Publication Mar. 14, 2002 Sheet 16 of 23 US 2002/0032027 A1 

650 BEGIN 

651 

THE PICTURE IS CAPTURED FROM THE SENSOR 
(e.g., CMOS SENSOR) 

652 

SEPARATE DATA INTO THREESEPARATE PLANES, 
BASED ON THE COLOR SPACE EMPLOYED, 
SUCH AS YUV ORRGB COLOR SPACE 

653 

TRANSFORMEACHPLANE INTO SEPARATE BANDS 
(e.g., WAVELET ORDCT TRANSFORMATION) 

654 

QUANTIZE DATA 

655 

CODE DATA (e.g., ENTROPY CODING) 

656 

ORGANIZEDATA INTO QUALITYIRESOLUTION LAYERS: 
STARTING WITH LOWESTLAYER, 
SELECT NEXT LAYER FORMATRIX. 
REPEAT UNTIL DONE. 

DONE 

F.G. 6B 

  



Patent Application Publication Mar. 14, 2002 Sheet 17 of 23 US 2002/0032027 A1 

700 BEGIN 

WHEN THE MAGING DEVICE IS FIRST CONNECTED TO THE 
TARGET DEVICE, TRANSMIT THE HEADER INFORMATION 

THE TARGET DEVICE READS THE RECORD DIRECTORY 
SO THAT TMAYACCESS THE INDIVIDUAL LAYERS THAT 

COMPRISE THE IMAGE INFORMATION 

701 

702 

703 

BEGINNING WITH LOWEST LAYER, FETCH NEXT LAYER 
AND UPDATE THE CORRESPONDING DIRECTORY ENTRY 

RE-ESTABLISH CONNECTIONAS NEEDED 

704 

SELECTIVELY TERMINATE CONNECTION 
(e.g., IF WIRELESS COMMUNICATION) 

705 

ANY 
REMAINING 

LAYERS 
YES 

NO 

DONE 

FIG. 7 

  

  

  



Patent Application Publication Mar. 14, 2002 Sheet 18 of 23 US 2002/0032027 A1 

- 800 

PICTURE HEADER LAYERDIRECTORY 

WDTH LAYER 00: OFFSETILENGTH 
HEIGHT 
APERTURE LAYER 01: 
EXPOSURE TIME 
GAINS (RGB) 
TIMESTAMP 
THUMBNAL 

LAYER 22: " 

RECORD OO RECORD HEADER: 
Y: OFFSET, LENGTH 
U: OFFSET, LENGTH 
V: OFFSET, LENGTH 

RECORD 22 

FIG. 8 

  



X'NIT | x86, 15N976 

Patent Application Publication Mar. 14, 2002. Sheet 19 of 23 

    

  

  

  

  

    

  

  

  



970), 

Patent Application Publication Mar. 14, 2002. Sheet 20 of 23 

  

  

  



Patent Application Publication Mar. 14, 2002. Sheet 21 of 23 US 2002/0032027 A1 

BEGIN 

A CONNECTION RECUEST IS RECEIVEDAT THE MEDIA 
SPOOLER FROM THE CAPTURING DEVICE 

THE REQUEST MUST BE CONFIRMED TO BEAVALID REQUEST 

1101 

1102 

1103 

THE USER ACCOUNT HAS BEEN VALIDATED AND PERTINENT 
INFORMATION CHARACTERIZING THE ACCOUNT HAS BEEN 
RETRIEVED FROM THE SERVER INFRASTRUCTURE FOR 

USEBY THE MEDIA SPOOLER 

1104 

THE MEDIA MANAGER MAY PROCEED TO ALLOCATEA 
PARTICULARTHREAD FROM THE THREAD POOL FOR 

SERVICING THAT PARTICULAR CONNECTION REQUEST 
THE ALLOCATION THREAD WILL OFFLOAD DATA FROM THE 

CAPTURING DEVICE 

1105 

THE MEDIA SPOOLER, UNDER THE CONTROL OF THE MEDIA 
MANAGER, INITIATES A "REVERSE" REQUEST (i.e., BACK TO 
THE CAPTURING DEVICE) THAT ASKS THE CAPTURING 
DEVICE TOIDENTIFY WHAT PICTURES (OR OTHER DATA 

OBJECTS OF INTEREST) IT CURRENTLY STORES 

CONTINUE TO FIG 11B 

FIG 11A 

  

  

      

  

    

  



Patent Application Publication Mar. 14, 2002 Sheet 22 of 23 US 2002/0032027 A1 

CONTINUED FROM FIG 11A 

1106 

SERVERS MANAGER CONTACTS THE SERVER 
NFRASTRUCTURE FOR OBTAINING INFORMATION 

REGARDING USER SINCE THE LAST TIME USER LOGGED 
ONTO THE SYSTEM 

1107 

SERVER INFRASTRUCTURE MAY RETURNALIST OR LOG 
INDICATING WHAT PARTS - IDENTIFIED BY GUIDS AND BY 
PART NUMBERS - CURRENTLY RESIDE AT THE SERVER 

INFRASTRUCTURE 

1108 

THE SYNCHRONIZATION MANAGER MAY DETERMINE 
EXACTLY WHAT PARTS RESIDE ON THE CAPTURENG DEVICE 

THAT STILL NEED TO BE RETRIEVED 

1109 

THE MEDIA MANAGER MAY NOW INSTRUCT THE 
PREVIOUSLY ALLOCATED THREAD TO RETRIEVE THE DATA 
ASSOCATED WITH THE DENTIFIED REQUIRED PARTS 

1110 

THE MEDIA MANAGER MAYPULL THE COMPLETED PARTS 
FROM THE CACHE MODULE AND THEN PASS THEM TO THE 

SERVERS MANAGER FOR DELIVERY TO THE SERVER 
INFRASTRUCTURE 

DONE 

FIG 11B 

  

  

  

  



Patent Application Publication Mar. 14, 2002 Sheet 23 of 23 US 2002/0032027 A1 

Media Spooler (Gateway) Protocol Session 
Camera Device O Server Infrastructure: 
(Visual Communicator) Media Spooler/Gateway 

Initiates TCP Connection 
-o- s 

C 
s 

Sends Authentication Challenge s 
Cd 

d 

Acknowledgement 2 
LL 

o 
Requests Authentication Response 

Sends Authentication Response 

u Requests Camera ID a - - - 
C 

Sends Camera ID 
3 

Request "Tagged" Pictures t 
s 

Sends Picture Info cuo 
fl. 
Ll 
H 

Request Picture Subset To Download cud 
-o- 

Send Byte-level List of Pictures to Download 

Request"Chunk" of Picture 

Sends "Chunk" of Picture 

Upload Chunk of Picture Cd 
o 

Acknowledgement d 

cuo 
O 

l 
c 

Closes TCP Connection 
- 

FIG 11C 



US 2002/0032027 A1 

MEDIA SPOOLER SYSTEM AND METHODOLOGY 
PROVIDING EFFICIENT TRANSMISSION OF 
MEDIA CONTENT FROM WIRELESS DEVICES 

RELATED APPLICATIONS 

0001. The present application claims the benefit of pri 
ority from, and is a continuation-in-part application of, 
commonly-owned U.S. application Ser. No. 09/537,001 
(Docket No. LS/0001.02), filed Mar. 28, 2000, which in turn 
is a continuation-in-part application of commonly-owned 
U.S. application Ser. No. 09/434,703 (Docket No. 
LS/0001.01), filed Nov. 5, 1999. Additionally, the present 
application is related to commonly-owned U.S. application 
Ser. No. 09/489,511 (Docket No. LS/0002.00), filed Jan. 21, 
2000. The disclosures of each of the foregoing applications 
are hereby incorporated by reference in their entirety, includ 
ing any appendices or attachments thereof, for all purposes. 

COPYRIGHT NOTICE 

0002 A portion of the disclosure of this patent document 
contains material which is Subject to copyright protection. 
The copyright owner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Office 
patent file or records, but otherwise reserves all copyright 
rights whatsoever. 

BACKGROUND OF THE INVENTION 

0003) The present invention relates to the field of media 
processing and, more particularly, to System and methodol 
ogy for efficient transmission of media content (e.g., digital 
images, Sound, and/or video) from wireless devices (e.g., 
digital cameras with wireleSS capability or connectivity to 
cellular phone devices). 
0004 Today, digital imaging, particularly in the form of 
digital cameras, is a prevalent reality that affords a new way 
to capture photos using a Solid-State image Sensor instead of 
traditional film. A digital camera functions by recording 
incoming light on Some Sort of Sensing mechanisms and then 
processes that information (basically, through analog-to 
digital conversion) to create a memory image of the target 
picture. A digital camera's biggest advantage is that it 
creates images digitally thus making it easy to transfer 
images between all kinds of devices and applications. For 
instance, one can easily insert digital images into word 
processing documents, Send them by e-mail to friends, or 
post them on a Web site where anyone in the world can see 
them. Additionally, one can use photo-editing Software to 
manipulate digital images to improve or alter them. For 
example, one can crop them, remove red-eye, change colors 
or contrast, and even add and delete elements. Digital 
cameras also provide immediate access to one’s images, 
thus avoiding the hassle and delay of film processing. All 
told, digital photography is becoming increasingly popular 
because of the flexibility it gives the user when he or she 
wants to use or distribute an image. 
0005 The defining difference between digital cameras 
and those of the film variety is the medium used to record the 
image. While a conventional camera uses film, digital cam 
eras use an array of digital image Sensors. When the Shutter 
opens, rather than exposing film, the digital camera collects 
light on an image Sensor, a Solid State electronic device. The 
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image Sensor contains a grid of tiny photoSites that convert 
light Shining on them to electrical charges. The image Sensor 
may be of the charged-coupled device (CCD) or comple 
mentary metal-oxide semiconductor (CMOS) varieties. 
Most digital cameras employ charge-coupled device (CCD) 
image Sensors, but newer cameras are using image Sensors 
of the complimentary metal-oxide semiconductor (CMOS) 
variety. Also referred to by the acronym CIS (for CMOS 
image Sensors), this newer type of Sensor is less expensive 
than its CCD counterpart and requires less power. 

0006 During camera operation, an image is focused 
through the camera lens So that it will fall on the image 
Sensor. Depending on a given image, varying amounts of 
light hit each photoSite, resulting in varying amounts of 
electrical charge at the photoSites. These charges can then be 
measured and converted into digital information that indi 
cates how much light hit each Site which, in turn, can be used 
to recreate the image. When the exposure is completed, the 
sensor is much like a checkerboard, with different numbers 
of checkers (electrons) piled on each Square (photoSite). 
When the image is read off of the sensor, the stored electrons 
are converted to a Series of analog charges which are then 
converted to digital values by an Analog-to-Digital (A to D) 
converter, which indicates how much light hit each Site 
which, in turn, can be used to recreate the image. 
0007. In order to generate an image of quality that is 
roughly comparable to a conventional photograph, a Sub 
Stantial amount of information must be capture and pro 
cessed. For example, a low-resolution 640x480 image has 
307,200 pixels. If each pixel uses 24 bits (3 bytes) for true 
color, a Single image takes up about a megabyte of Storage 
Space. AS the resolution increases, So does the image's file 
size. At a resolution of 1024x768, each 24-bit picture takes 
up 2.5 megabytes. Because of the large Size of this infor 
mation, digital cameras usually do not store a picture in its 
raw digital format but, instead, apply compression technique 
to the image So that it can be Stored in a Standard-com 
pressed image format, Such as JPEG (Joint Photographic 
Experts Group). Compressing images allows the user to Save 
more images on the camera's “digital film, Such as flash 
memory (available in a variety of specific formats) or other 
facsimile of film. It also allows the user to download and 
display those images more quickly. 

0008. During compression, data that is duplicated or 
which have no value is eliminated or Saved in a shorter form, 
greatly reducing a file's size. When the image is then edited 
or displayed, the compression process is reversed. In digital 
photography, two forms of compression are used: lossleSS 
and lossy. In lossless compression (also called reversible 
compression), reversing the compression process produces 
an image having a quality that matches the original Source. 
Although lossleSS compression Sounds ideal, it does not 
provide much compression. Generally, compressed files are 
Still a third the size of the original file, not Small enough to 
make much difference in most situations. For this reason, 
lossleSS compression is used mainly where detail is 
extremely important as in X-rays and Satellite imagery. A 
leading lossless compression Scheme is LZW (Lempel–Ziv 
Welch). This is used in GIF and TIFF files and achieves 
compression ratios of 50 to 90%. 
0009. Although it is possible to compress images without 
losing Some quality, it is not practical in many cases. 
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Therefore, all popular digital cameras use a lossy compres 
Sion. Although lossy compression does not uncompress 
images to the Same quality as the original Source, the image 
remains visually lossleSS and appears normal. In many 
Situations, Such as posting images on the Web, the image 
degradation is not obvious. The trick is to remove data that 
is not obvious to the viewer. For example, if large areas of 
the Sky are the same shade of blue, only the value for one 
pixel needs to be saved along with the locations of where the 
other identical pixels appear in the image. 
0.010 The leading lossy compression scheme is JPEG 
(Joint Photographic Experts Group) used in JFIF files (JPEG 
File Interchange Format). JPEG is a lossy compression 
algorithm that works by converting the Spatial image rep 
resentation into a frequency map. A Discrete Cosine Trans 
form (DCT) separates the high- and low-frequency infor 
mation present in the image. The high frequency information 
is then Selectively discarded, depending on the quality 
Setting. The greater the compression, the greater the degree 
of information loss. The scheme allows the user to select the 
degree of compression, with compression ratios between 
10:1 and 40:1 being common. Because lossy compression 
affects the image, most cameras allow the user to choose 
between different levels of compression. This allows the 
user to choose between lower compression and higher image 
quality or greater compression and poorer image quality. 

0.011 Today, all sorts of different types of information 
content may be captured digitally by various recording or 
capturing devices. In addition to digital photographic 
images, other examples of media include digital video and 
digital audio. Typically, once information content is cap 
tured, it is then transmitted or “uploaded'-either using 
wireleSS or wireline transmission means-to another host 
device, Such as a Server computer. Here, a problem exists as 
to how one transferS information content in a reliable, Secure 
manner. For instance, in the case of a portable digital camera 
device, how can the user transmit captured digital images to 
a Web-based Server computer in a reliable, Secure manner, 
particularly if a wireleSS communication medium is 
employed. Or in the case of the digital audio, how does the 
user transmit dictation captured on a wireleSS handheld 
device to a remote host device. Of course the proceSS is not 
merely limited to transmitting information content from a 
recording device to a host device. Instead, the process can be 
reversed Such that information content is transmitted from a 
host device to a client device that is capable of displaying or 
rendering that information content. For example, a user may 
download e-mail information for displaying at a wireleSS 
handheld device. Regardless of whether information is 
uploaded or downloaded, the problem Still remains, particu 
larly when using wireleSS transmission means, as to how one 
can transmit information content in a reliable, Secure man 
C. 

0012 A particular problem is encountered with today's 
wireleSS networkS. Currently, wireleSS networks employ 
TCP/IP over communication networks supporting a trans 
mission rate of only 9600 baud. This yields an effective 
throughput of only about 1 K (kilobytes) per minute. At Such 
poor effective throughput rates, existing wireleSS networks 
pose a Substantial bottleneck for the transmission of digital 
information content. For instance, a digital photographic 
image of 600 K may require Several minutes to transmit. A 
relatively small MP3 audio file, say at 2 M (megabytes), 
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would expectedly take much longer. A modest digital Video 
file might even require Several hours to transmit over Such 
a low-bandwidth communication link. 

0013 However, the problem is even worse than the 
foregoing Suggests. Because of limitations today in existing 
wireless Systems, often a “call” (i.e., Session) will be lost 
(i.e., prematurely terminated). Practically all cellular phone 
users have experienced firsthand the annoying experience of 
having a cellular phone call dropped. By the very nature that 
wireleSS Systems are mobile, wireleSS calls are often dropped 
due to natural or physical obstructions, Such as interference 
from mountains. At other times, however, a call may be 
dropped simply due to unreliability in the underlying cel 
lular phone network. 
0014) Regardless of the cause of a user's call having been 
lost, the user is often forced to not only re-establish com 
munication but also resend the entire contents of the infor 
mation (e.g., entire digital photo) that was previously being 
transmitted, Since most Systems treat information content on 
a per-item basis. If a wireless call is lost during transmission 
of a digital image, for instance, those Systems require 
retransmission of the entire digital image, as each image is 
treated as a single unit. There is no capability to benefit from 
the previous transmission of a portion of that digital image. 
0015 This retransmission problem is by no means lim 
ited to wireleSS Systems. For example, when uploading a 
photographic image using a 56K modem, any loss of the 
connection will result in the user having to completely 
retransmit the photo, despite the fact that the user may have 
previously uploaded a Substantial portion of that very same 
photo. Moreover, the comparatively slower transmission 
rates available in wireleSS Systems certainly can be expected 
to exacerbate the problem. 
0016 One attempt to address these problems, at least in 
the wireleSS arena, is to reinvent the communication proto 
cols employed. Instead of using TCP/IP, this approach 
would employ, instead, a proprietary protocol that attempts 
to upload information content in pieces (i.e., not all-or 
none). This would address, for instance, the above-men 
tioned problem of an aborted transmission, by allowing a 
System to resume transmission where transmission was left 
off at (i.e., without retransmitting pieces that have already 
been Successfully transmitted). Additionally, this has the 
benefit of adopting a different packet format, thereby 
decreasing the high overhead incurred with using TCP/IP 
packet format. 
0017. However, apart from the attempt to address aborted 
transmissions, there has been little or no effort to date to 
provide a comprehensive Solution to the problem of low 
effective throughput that is offered by existing wireleSS 
Systems—a problem which results not only from the require 
ment of retransmission but also from the low baud rate and 
frequent interruptions in Service. Thus, even though Such an 
approach attempts to address the problem of retransmission, 
the more fundamental problem of losing connections 
remains wholly unaddressed. All told, even when employing 
alternative communication protocols, gains in wireleSS 
throughput are modest, at best. A better Solution is Sought. 

SUMMARY OF THE INVENTION 

0018. A media spooler system of the present invention 
implements a methodology for efficient transmission of 
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media content from client devices, Such as transmission of 
digital images from wireleSS digital cameras. The present 
invention provides a media Spooler, or gateway, to address 
wireleSS transmission problems by acting as a protocol 
gateway between a thin-client device and a target host or 
Server (Supported by a server infrastructure). More particu 
larly, the media Spooler of the present invention acts as a 
protocol gateway between thin-client devices (e.g., “mobile 
Visual communicator” in the form of a wireleSS digital 
camera) and Server infrastructure (e.g., server-based com 
puter systems or “Web servers' of a photographic service 
provider). This task entails accepting multiple, simultaneous 
connections from various client devices (e.g., wireless digi 
tal cameras), extracting information from those devices 
(e.g., digital photographs or other media content), and then 
uploading that information to the target Server infrastructure. 
In basic operation, the media Spooler queries each client 
device for the information (e.g., media, Such as pictures) the 
client device thinkS should be uploaded, and then the media 
Spooler queries the Server infrastructure for the Subset of 
pictures that have not been already uploaded. This improved 
coordination or Synchronization of information between a 
device and target host allows for efficient recovery of 
dropped cellular data calls by essentially allowing the media 
spooler to “pick up where it left off.” 
0019. In an environment employing the media spooler or 
gateway of the present invention, content or media enters the 
environment through a variety of devices. Examples include, 
for instance, a media capturing device (e.g., digital camera). 
Other examples include digital Video and digital audio 
capturing devices. In Such an environment, the media 
capturing device is typically attached (intermittently) to a 
cellular phone device, which in turn communicates through 
a wireleSS network to a modem pool. Instead of a cellular 
phone device, the device may comprise a Bluetooth-enabled 
communication device or a wireleSS modem attached to the 
capturing devices. A PC or laptop computer device may 
connect over wireline (e.g., regular phone line) to the same 
modem pool, as carriers may offer both wireleSS data and 
wired ISP connections. Regardless of how a particular 
device is connecting to the environment, ultimately a data 
call is placed by the device (or on behalf of the device) for 
establishing a connection with the modem pool. A variety of 
other devices may connect as well, either through wireleSS 
or wireline means. Whether the arriving connection is wire 
leSS or wireline, the media Spooler may still operate to 
improve overall System operation. 
0020. The modem pool resides at the carrier (i.e., cellular 
phone provider) infrastructure, for receiving incoming con 
nections from a variety of devices. Additionally, the media 
Spooler is also located at the carrier infrastructure (in the 
currently-preferred embodiment), in effect juxtapositioned 
near the modem pool. Here, the media Spooler is located 
near the modem pool, the two being connected together over 
a high-speed backbone data network or link. In the cur 
rently-preferred embodiment, communication between the 
two occurs via TCP/IP. The media spooler, in turn, connects 
to a back-end server infrastructure (which includes Web 
Server Support). The server infrastructure comprises media 
asset management ("vault') and media exchange. It may 
operate at a remote data center(s) and/or may operate at the 
carrier's data center (e.g., located within the carrier's infra 
Structure). Connection between the media spooler and the 
Server infrastructure occurs through a high-speed backbone 
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data network or link, either over the Internet (if the data 
center is remote) or within the carrier's infrastructure (if the 
data center is local). 
0021 Exemplary basic operation proceeds as follows. A 
media capturing device, which is connected to a data 
capable cellular phone, captures information to media (e.g., 
digital photograph). The cellular phone places a data call, for 
instance, at 9600 baud, to its available modem pool at the 
appropriate carrier (i.e., Subscribed to for this cellular 
phone). Once the data call is established, the capturing 
device transmits the data (media information) to the modem 
pool, using TCP/IP protocol. The modem pool collects the 
bits of information pertaining to the digital photograph being 
transmitted and, in turn, passes that information to the media 
Spooler, which resides in close proximity to the modem pool. 
Once the media Spooler receives enough bits of information 
to define the digital photograph (or useful portion thereof), 
the digital photograph is transmitted via a high-Speed data 
network to the Server infrastructure, also using a high-speed 
connection. The Same basic data flow exists for other 
devices, including, for instance, when a digital photograph 
is uploaded from a laptop computer via a data call to the 
modem pool. 

0022. For incoming data that it is receiving, the media 
Spooler itself is independent of any given file format. In 
particular, the media Spooler may spool a variety of disparate 
media types, apart from Progressive Photograph Format 
(PPF) files (i.e., a format supported by the present inven 
tion). The media spooler applies a byte-level “smart-retry” 
approach to transmitting data, which ensures that transmis 
Sion will resume at the point of the last Successfully-received 
byte of data. This byte-level approach is applied regardless 
of whether the media type being transmitted Supports com 
partment-level transmission. For instance, if a cellular call is 
dropped in the middle of a compartment, the Spooler will 
resume Subsequent transmission at the last byte received. In 
this manner, information may be transmitted in a manner 
which minimizes retransmission of data that has already 
been Successfully received. 

0023. As the incoming client data is received, it is written 
to the media Spooler's disk. When the Spooler gathers a 
complete PPF compartment or complete file of another 
media type, it then uploads it to the Web server/server 
infrastructure. In the case of a broken connection to the 
Spooler, the Spooler will upload the portion received to the 
Web server. On a subsequent connection from the same 
device, the media spooler will resume downloading the PPF 
compartment or file of another media type at the point where 
the previous connection broke; thus guaranteeing that data is 
only going over the slow cellular link once. The media 
Spooler is able to resume at the point of the last connection 
by always querying the client device for a complete list of 
compartments and their sizes ready for downloading. Before 
the media Spooler actually commences downloading it que 
ries the Web server for the Subset of bytes of compartments 
that should actually be downloaded from the client. 

0024. The cumulative effect, at a given point in time, is 
that there will be a multitude of connections and, therefore, 
a multitude of media PPF compartments being simulta 
neously transmitted. During this operation, in conjunction 
with the Web server/server infrastructure and client device, 
the media Spooler must decide whether to retrieve a par 
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ticular compartment or piece. AS multiple client connections 
are open at any given instance in time, this decision proceSS 
is occurring for a multitude of client devices that are 
currently connected. If desired, the media Spooler may be 
configured So that it only transmits media objects that have 
reached a prescribed amount of completion (e.g., 100% of 
compartments received for an object). 

GLOSSARY 

0025 Bluetooth: 
0.026 Refers to a short-range radio technology aimed at 
Simplifying communications among Net devices and 
between devices and the Internet. It also aims to Simplify 
data Synchronization between Net devices and other com 
puters. Products with Bluetooth technology must be quali 
fied and pass interoperability testing by the Bluetooth Spe 
cial Interest Group prior to release. The Bluetooth 1.0 
Specification consists of two documents: the Foundation 
Core, which provides design Specifications, and the Foun 
dation Profile, which provides interoperability guidelines. 
Bluetooth's founding members include Ericsson, IBM, Intel, 
Nokia and Toshiba. The Bluetooth specification, which is 
available from the Bluetooth SIG (http://www.blue 
tooth.org), is hereby incorporated by reference. 
0027) Cell: 
0028. Image sensors are overlaid with a color filter array 
that has a fixed repeating pattern. The pattern is typically 2 
pixels wide and 2 pixels high, and has 2 green filters and 1 
red and 1 blue filter. This repeating pattern is called a “cell”. 
The above pattern is a particular example that is often 
referred to as a “Bayer” pattern. 

0029 Channel: 
0030 Channels are the axes of a color space. For example 
the R, G, B color Space has Red, Green, and Blue channels. 
0031 Color Space: 
0.032 This is typically a three-dimensional space that 
represents the color of image pixels. Image pixels are 
typically represented by the three triplet colors: red (R), 
green (G), and blue (B). R, G, and B can vary between 0.0 
(minimum) and 1.0 (maximum). The image is represented 
by a primary channel comprising Green (G) and Secondary 
channels comprising Red (R) and Blue (B). In addition to the 
RGB color space, other color spaces, like CMYK (Cyan, 
Magenta, Yellow), HSV (Hue, Saturation, Value), and YUV 
(Luminance Y, Chrominance U, and Chrominance V), are 
also used in the literature. Typically these color Spaces are 
related by matrix transformations. 
0033. HTTP: 
0034 Short for HyperText Transfer Protocol, the under 
lying protocol used by the World Wide Web. HTTP defines 
how messages are formatted and transmitted, and what 
actions Web servers and browsers should take in response to 
various commands. For example, when a user enters a URL 
in his or her browser, this actually sends an HTTP command 
to the Web server directing it to fetch and transmit the 
requested Web page. Further description of HTTP is avail 
able in RFC 2616: Hypertext Transfer Protocol-HTTP/1.1, 
the disclosure of which is hereby incorporated by reference. 
RFC 2616 is available from the World Wide Web Consor 
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tium (W3C), and is currently available via the Internet at 
http://www.w3.org/Protocols/. 

0035) Media: 
0036 Used herein to refer broadly to objects, content, 
technology, or the like used to communicate information, 
Such as text, graphics, Sound, pictures, and Videos, all of 
which are different types of media. 
0037 Mosaic: 
0038 A mosaic is the image generated by an image 
Sensor overlaid with a color filter array. 
0039) Perl: 
0040 Short for Practical Extraction and Report Lan 
guage, Perl is a programming language especially designed 
for processing text. Because of its Strong text processing 
abilities, Perl has become one of the most popular languages 
for writing CGI Scripts. Perl is an interpretive language, 
which makes it easy to build and test Simple programs. 
0041 PPP. 
0042 Refers to Point-to-Point Protocol, a well-known 
method for transmission of IP packets over Serial lines, See, 
e.g., RFC 1661: The Point-to-Point Protocol (PPP), avail 
able from the Network Working Group, the disclosure of 
which is hereby incorporated by reference. RFC 1661 is 
currently available via the Internet at: 

0043 http://www.freesoft.org/CIE/RFC/1661/in 
dex.htm. 

0044 Primary and Secondary Channels: 
004.5 The primary channel is the color space axis that is 
most important for human perception. The Secondary chan 
nels are the remaining two channels. For example, in the 
YUV color space, the Y channel is the primary channel and 
U and V are secondary channels. In the RGB color space, G 
is the primary channel and R and B are Secondary channels. 
0046) SOAP: 
0047 Stands for Simple Object Access Protocol which 
provides a way for applications to communicate with each 
other over the Internet, independent of platform. Unlike 
DCOM's IIOP, SOAP piggybacks a DOM onto HTTP (port 
80) in order to penetrate server firewalls, which are usually 
configured to accept port 80 and port 21 (FTP) requests. 
SOAP relies on XML to define the format of the information 
and then adds the necessary HTTP headers to send it. SOAP 
was developed by Microsoft, DevelopMentor, and Userland 
Software and has been proposed to the Internet Engineering 
Task Force (IETF) as a standard. 
0048 Sub-band Coding: 
0049. The general class of image compression techniques 
(including the wavelet-based coding method) where an 
image is decomposed into various bands and the bands are 
compressed using techniques Suited to the band character 
istics. 

0050 Transform-based Compression: 
0051 Transform-based compression involves subjecting 
each color plane of an image by a mathematical transform 
(e.g., Such as the Fourier Transform, Cosine Transform, or 
Wavelet Transform). The transformed plane is more ame 
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nable to image compression. The transformed plane is 
quantized (i.e., fewer bits are retained per pixel than in the 
original) and compressed using entropy coding techniques, 
like Huffman or arithmetic coding. 
0.052 TCP. 
0053 Stands for Transmission Control Protocol. TCP is 
one of the main protocols in TCP/IP networks. Whereas the 
IP protocol deals only with packets, TCP enables two hosts 
to establish a connection and exchange Streams of data. TCP 
guarantees delivery of data and also guarantees that packets 
will be delivered in the same order in which they were sent. 
For an introduction to TCP, see, e.g., RFC 793, the disclo 
Sure of which is hereby incorporated by reference. 
0054) TCP/IP: 
0055 Stands for Transmission Control Protocol/Internet 
Protocol, the Suite of communications protocols used to 
connect hosts on the Internet. TCP/IP uses several protocols, 
the two main ones being TCP and IP TCP/IP is built into the 
UNIX operating System and is used by the Internet, making 
it the de facto Standard for transmitting data over networkS. 
For an introduction to TCP/IP, see, e.g., RFC 1180: A 
TCP/IP Tutorial, the disclosure of which is hereby incorpo 
rated by reference. A copy of RFC 1180 is currently avail 
able at ftp://ftp.lisi.edu/in-notes/rfcl180.txt. 

0056 XML: 
0057 Short for Extensible Markup Language, a specifi 
cation developed by the W3C. XML is a pared-down version 
of SGML, designed especially for Web documents. It allows 
designers to create their own customized tags, enabling the 
definition, transmission, validation, and interpretation of 
data between applications and between organizations. For 
further description of XML, see, e.g., Extensible Markup 
Language (XML) 1.0 specification which is available from 
the World Wide Web Consortium (www.w3.org), the dis 
closure of which is hereby incorporated by reference. The 
Specification is also currently available on the Internet at 
http://www.w3.org/TR/REC-xml. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.058 FIG. 1A is a block diagram illustrating a digital 
camera device Suitable for implementing the present inven 
tion. 

0059 FIG. 1B is a block diagram illustrating a digital 
computer Suitable for implementing distributed processing 
portions of the present invention. 
0060 FIG. 2 is a block diagram of a software system 
suitable for controlling the computer of FIG. 1B. 
0061 FIG. 3A is a block diagram illustrating a method 
ology of the present invention for distributed digital image 
processing (including contrasting it with conventional digi 
tal image processing). 
0.062 FIG. 3B is a block diagram illustrating a multi 
pass wavelet transform process. 
0063 FIGS. 3C-I are black and white photographic 
images that compare the results of JPEG compression with 
wavelet transform. 

0.064 FIG. 4A is a block diagram illustrating overall 
processing at a target platform (e.g., server or desktop 
computer). 
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0065 FIG. 4B is a block diagram illustrating method 
Steps of the present invention for completing image pro 
cessing at a target platform (e.g., Server or desktop com 
puter). 
0066 FIG. 5A is a graph illustrating the interplay 
between quality and resolution when rendering an image. 
0067 FIG. 5B is a graph illustrating division of quality/ 
resolution combinations into various layers to form a matrix 
or grid. 
0068 FIG. 5C is a graph illustrating that transmission of 
layerS should be Selected So as to fall within a Single 
bounding box. 
0069 FIG. 6A is a block diagram illustrating the basic 
data organization or progressive file format employed in a 
preferred embodiment of the present invention. 
0070 FIG. 6B is a flowchart illustrating the methodology 
of the present invention for organizing information into the 
progressive file format of the FIG. 6A. 
0071 FIG. 7 is a flowchart illustrating the methodology 
of the present invention for transferring image data to a 
destination device (e.g., server computer). 
0072 FIG. 8 is a block diagram illustrating a binary large 
object (blob) embodiment of the basic data organization or 
progressive file format of the present invention, for use in 
devices not Supporting physical files. 
0073 FIG. 9 is a high-level block diagram illustrating a 
communication environment in which a media Spooler or 
gateway of the present invention operates. 
0074 FIG. 10 is a block diagram illustrating the media 
Spooler of the present invention in further detail. 
0075 FIGS. 11A-B comprise a flowchart illustrating 
method steps of the present invention for efficient transmis 
Sion of media content from wireleSS devices. 

0076 FIG. 11C is a diagram illustrating a communica 
tion protocol of the present invention which operates during 
the method illustrated in FIGS. 11A-B. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

0077. The following description focuses on an embodi 
ment of the present invention employing a digital camera 
device for capturing images that may be transmitted wire 
lessly, which is the currently-preferred embodiment. How 
ever, those skilled in the art will appreciate that the present 
invention may be embodied using other media capturing/ 
recording/processing devices, including, for instance, digital 
audio recorders, Video phones, closed-circuit cameras, Video 
camcorders, or other devices capable of capturing, record 
ing, and/or processing digital images, audio, and/or Video. 
Further, the description will focus on implementation of 
portions of the invention in an Internet-connected environ 
ment including desktop and Server computers, Such as an 
IBM-compatible computer running under Microsoft(R) Win 
dows 2000. The present invention, however, is not limited to 
any particular one application or any particular environment. 
Instead, those skilled in the art will find that the system and 
methods of the present invention may be advantageously 
embodied on a variety of different platforms, including 
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Macintosh, Linux, BeOS, Solaris, UNIX, NextStep, and the 
like. Therefore, the description of the exemplary embodi 
ments which follows is for purposes of illustration and not 
limitation. 

0078 Basic System 
0079 A. Digital Camera Hardware 
0080 FIG. 1A is a block diagram illustrating a basic 
image capturing and recording System 100 Suitable for 
implementing a portion of the present invention pertaining 
to initial capture of digital media, which then may be 
transmitted to a host System (e.g., computer System) using 
wireless technique. The system 100 also supports transmis 
Sion using wireline technique. For purposes of illustration, 
the following will focus on implementation of the System 
100 as a digital camera. However, as noted above, for 
purposes of implementing the methodology of the present 
invention, the system 100 may also be implemented in a 
variety of other digital image devices, or, if desired, other 
digital media devices (e.g., digital audio recorder or digital 
Video recorder). 
0081. As shown in FIG. 1A, the system 100 includes a 
Sensor 101, a Shutter Actuator 103, an Image Processor 102, 
an Image (DRAM) Memory 104, a (Central) Processor 106, 
a Keypad and Controls 108, a Program Code Flash Memory 
107, a (System) Memory 105, a Direct View Display or 
Viewfinder 109, a Hot Shoe Interface 110, and a “Digital 
Film Flash Memory 111. As illustrated, these various 
components communicate with one another using a bus 
architecture including, for instance, an Address Bus, a Data 
Bus, and an I/O (Input/Output) Bus. 
0082) The system 100 employs the Sensor 101 for basic 
image capture. The Sensor 101 operates, in essence, by 
capturing light and transforming that into electrical Voltage 
levels. A suitable sensor is available from a variety of 
vendors, including VLSI Vision, Motorola, and Toshiba. In 
a preferred embodiment, the Sensor 101 includes, for 
example, a 1280x1024 color CMOS sensor, such as a VLSI 
Vision VVL 6801 CMOS sensor. However, other sensor 
technology is Suitable, including CCD Sensors. 
0.083. The Sensor 101 must, of course, be part of a larger 
assembly to operate. Specifically, the Sensor 101 operates in 
conjunction with a lens assembly (not shown), or other 
optics to focus an image onto the Sensor. The optics them 
Selves are controllable, for instance, using a conventional 
aperture, focus, and Shutter control mechanisms. The cur 
rently-preferred embodiment uses an 18 mm fixed-focal 
length, fixed-aperture lens assembly to provide a broad 
depth of field. The lens assembly employs two manual slide 
controls, a macro lens control, and an exposure control. The 
macro lens control Switches from normal to close-up mode 
by Sliding a macro lens in and out of the lens assembly to 
provide normal or extreme close-up capability. The exposure 
control Switches from normal to bright light by Sliding a 
neutral gray filter in and out of the lens assembly. Aside from 
choosing normal or bright light, normal or close-up mode, 
the camera requires no manual focusing, Shutter Speed or 
aperture adjustment. Operation is as Simple as point and 
shoot. The Sensor 101, on the other hand, operates under the 
control of the Image Processor 102, which will now be 
described. 

0084. The Image Processor 102, which basically operates 
as a State machine, provides overall control for the Sensor 
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101. In operation, the Image Processor 102 controls the 
Sensor 101 by, in effect, telling it what to do and when. For 
instance, the Image Processor 102 issues timing Signals to 
the Sensor 101 for indicating how the Sensor 101 should 
record and Stream out image data. Further, the Image Pro 
cessor 102 provides general Input/Output (I/O) control that 
allows one to coordinate control of the sensor with other 
electromechanical peripherals, Such as a Shutter, lens aper 
ture, or the like. 

0085 Actual implementation of the Image Processor 102 
itself may be accomplished in a variety of different ways. 
For a microprocessor-based implementation, for instance, 
the Image Processor 102 may be implemented as a micro 
processor (e.g., PowerPC 823 microprocessor, available 
from Motorola, Inc. of Schaumburg, Ill.) with DSP (digital 
Signal processing) logic blocks, memory control logic 
blocks, video control logic blocks, and interface logic. 
Alternatively, the Image Processor 102 may be implemented 
as a “camera on a chip(set) using, for instance, a Sierra 
Imaging Raptor I or II chipset (available from Sierra Imag 
ing, Inc. of Scotts Valley, Calif.), a Sound Vision Clarity 1 
or 2 chipset (available from Sound Vision, Inc. of Framing 
ham, Mass.) or similar chipset that integrates a processing 
core with image processing periphery. In a preferred 
embodiment, the Image Processor 102 preferably supports 
hardware implementation of a wavelet transform engine 
complete with a wavelet transform filter bank, so that the 
wavelet transform process may be pipelined through a Series 
of dedicated hardware gates (instead of executed as a 
Sequence of Software instructions repeatedly loaded and 
processed by a general-purpose microprocessor). 

0086 The Image Processor 102 is not a stand-alone part 
but, instead, relies on the (Central) Processor 106 for control 
instructions. The Image Processor 102 sits on the Address 
and Data Buses and is accessible by the Processor 106 
through a Series of registers. In this manner, the Processor 
106 may instruct the Image Processor 102 what to perform 
and when. For instance, the Processor 106 may instruct the 
Image Processor 102 to turn on the Sensor 101, to capture 
an image at the Sensor 101, and to execute the wavelet 
transform. Therefore, the Image Processor 102 is very much 
a facilitator but is not in and of itself a controller for the 
System. 

0087. The Shutter Actuator 103 is a simple, generic 
component for controlling light exposure on the Sensor 101. 
Depending on the behavior of the actual Sensor employed, 
the Shutter Actuator 103 may not even be necessary. In 
particular, the Shutter Actuator 103 is employed in those 
instances where the Sensor 101 requires a black reference. 
In Such an embodiment, the Shutter Actuator 103 is an 
electromechanical interface coupled to a Solenoid which, 
when the interface responds to a particular logic level, 
triggers an open/close cycle of a mechanical shutter. The 
mechanical Shutter, which Serves to Selectively block light 
entering the lens assembly of the camera, may be of a 
conventional design available from a variety of Suppliers. A 
Suitable Supplier includes, for instance, SuneX, Inc. of Carls 
bad, Calif. 

0088. The Image Memory (DRAM) 104 serves to store 
the image captured from the Sensor 101. The Sensor 101 
itself does not “store' the image that it captures. Therefore, 
the Image Memory 104 is an image-capture and in-place 
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transform (frame) buffer. This memory is controlled by the 
Image Processor 102 and can be shut off when not in use for 
power-saving purposes. During basic operation of the cam 
era, the captured image is transferred directly into the Image 
Memory 104, using a Sample/transfer technique. In order to 
make this efficient, the process is controlled by the Image 
Processor 102 in a manner somewhat akin to DMA (direct 
memory access) transfer employed on desktop computers. 
Here, the Image Processor 102 functions as a state machine 
which simply Samples and transferS information from the 
Sensor 101 to the Image Memory 104. In the presently 
preferred embodiment, the Image Memory 104 comprises 
conventional DRAM (dynamic random-access memory) 
memory available from a variety of Vendors, including, for 
instance, Toshiba, Micron, Hitachi, Samsung, and others. A 
size of about 4 MB (megabyte) or more is suitable for this 
component. 

0089. The next several components discussed, which 
may be viewed as components hanging off of the Address 
and Data Buses of the Processor 106, are typical components 
that one would ordinarily expect to find when implementing 
a data processing device; collectively, these components 
may be viewed as a computer embedded in the camera. For 
example, these components include the previously-men 
tioned general-purpose microprocessor (Processor 106) 
coupled to memory (System Memory 105 and Program 
Code Flash Memory 107). The Working or System Memory 
105 is the general working or scratchpad memory for the 
Processor 106. This memory is used for storing program 
created variables, stacks, heap(s), and the like. In the pres 
ently-preferred embodiment, the System Memory 105 com 
prises static RAM (e.g., SRAM), which is also available 
from a variety of vendors. A size of about 128 KB (kilobyte) 
or more is suitable for this purpose. The Program Code Flash 
Memory 107, on the other hand, comprises 1 MB of directly 
addressable flash Storage that holds the operating System and 
embedded Software, that is, the program code comprising 
the instructions that the processor must execute to operate. 
The flash memory, which may be conventional flash 
memory that is available from a variety of Vendors, need not 
be of the removable type, as the Program Code Flash 
Memory 107 is not intended to be removed from the system 
by the camera user. 
0090 The Processor 106 itself, in the presently-preferred 
embodiment, comprises a 32-bit RISC ARM Processor 
designed by ARM Limited of Maidenhead, UK. ARM 
licenses its designs to Semiconductor partners for manufac 
ture, Supply, and Support; for a list of ARM licensees, See 
e.g., http://www.arm.com/Partners/. The ARM processor has 
an efficient instruction Set that is ideal for performing 
cyclical functions quite rapidly and includes Sufficient band 
width for transferring large amounts of data quickly (e.g., for 
performing Huffman coding on a large amount of data). 
Additionally, the processor is a dedicated processor, without 
the overhead of a substantial number of peripherals. These 
features make the processor attractive for use in a digital 
camera embodiment. 

0.091 For a camera embodiment, the device will, in 
general, be expected to include an interface that is capable 
of receiving input from users. Keypad and Controls 108 are 
conventional inputs that Support user input. Similarly, the 
Direct View Display (“Viewfinder”) 109 is a direct view 
LCD (liquid crystal display) that provides feedback to the 
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user or camera operator. During photography mode, the 
Viewfinder 109 replaces the plastic viewfinders and LCD 
panels found on most digital cameras and provides the most 
accurate real-time representation of the Scene Visualized by 
the sensor. The Viewfinder 109 overlays simple icons onto 
the image to indicate the Status of various camera Settings. 
The Viewfinder 109 fits inside an eyepiece which keeps 
Sunlight out and allows the operator to visualize the Scene in 
any lighting conditions. During preview mode, the View 
finder 109 shows previews of the captured photos and allows 
the operator to delete unwanted photoS or tag photos for 
wireleSS transmission. Thus for a camera embodiment, the 
Viewfinder 109 is used to provide a representation of the 
image that is being captured, in preview and/or post-capture 
fashion. 

0092. In order to provide the display image to the View 
finder 109, the Sensor 101 is subsampled at a rate to create 
a version of the image appropriate for display. During 
preview processing, the System continuously captures the 
Sensor mosaic and Sub-Samples the resulting mosaic for 
preview purposes. A histogram of the Sampled luminosity is 
fed into a “linearization” filter to produce a balanced 
dynamic range for best optical perception. The Scaled and 
“linearized' image is then displayed on the viewfinder 
module. The histogram data is then adjusted to match the 
preview image for use in linearizing the next image. The 
cycle is repeated continuously to provide a real-time View 
finder mechanism. The Viewfinder 109 itself typically oper 
ates in conjunction with a display controller and a frame 
buffer (not shown), both of which may be integrated within 
the display component itself. 

0093. Both the Keypad and Controls and Direct View 
Display components, which may be conventional in nature, 
interface directly with the Processor 106 through general I/O 
(e.g., I/O Bus). Typically, Such devices communicate with 
the microprocessor through means of interrupt requests 
(IRQ). Both the Keypad and Controls and Direct View 
Display components are available from a variety of Vendors. 
Examples include Sharp, Toshiba, and Citizen of Japan, 
Samsung of South Korea, and Hewlett-Packard of Palo Alto, 
Calif. More customized displays are available from Display 
tech, Inc. of Longmont, Colo. For an embodiment that does 
not need to interact with users, Such as a Surveillance 
camera, the foregoing components may be eliminated. 

0094. Additionally for a camera embodiment, it is desir 
able for the device to include an interface for standard 
peripheral devices, Such as a detachable flash device. This 
may be provided by Hot Shoe (Accessory) Interface 110, 
which is a general I/O port that may comprise a Serial 
interface of a conventional design that the camera uses to 
interface to its accessories via the Hot Shoe Interface. In this 
manner, a flash accessory can be clipped onto the camera via 
the Hot Shoe Interface for added illumination. 

0.095 The Hot Shoe Interface 110 combines a Ser. 
Peripheral Interface (SPI) with a multiplexed I/O bus which 
provides a plug-and-play interface to a family of accessories. 
These accessories may include, in addition to a flash unit, a 
wireless holster for cellular phones (e.g., available from 
Motorola, Nokia, Ericsson, and Samsung), extra film backs 
for compatibility with format digital film (e.g., Sony 
Memory Stick or SmartMedia), a USB cradle, an RJ-11 
modem cradle, a wireleSS cellular module, extender cables, 
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and the like. In the currently-preferred embodiment, the 
interface is based on the I°C-standard serial interface, which 
Supports logic allowing the device to sense IC-compatible 
devices that are attached to the port. I°C, which stands for 
Inter IC Communication, is a Serial bi-directional commu 
nication protocol created by Philips Semiconductor (subsid 
iary of Philips Electronics, based in The Netherlands) and is 
used for communication between integrated circuits. Most 
Systems have one master and Several Slaves that communi 
cate using only two wires. Every device has its own iden 
tification code. If that code is sent by the master only that 
device will respond with an acknowledgement. After the 
acknowledgement, the data to be communicated is Sent or 
received by the master. Further information about the I°C 
communication protocol is available from Philips Electron 
ics of The Netherlands. As with the Keypad and Controls 
108 and Direct View Display or Viewfinder 109, the Hot 
Shoe Interface 110 itself is not required for implementing 
the image capturing and processing methodology of the 
present invention. In the Specific embodiment of a consumer 
product Such as a camera, though, these components typi 
cally would be included. 
0096) The system includes Digital Film Flash Memory 
111, which serves as the “digital film” for the system for 
Storing compressed images. The Flash Memory 111 may 
comprise available flash memory removable media, Such as 
CompactFlash, DataFlash, and Sony Memory Stick, typi 
cally in a 16 MB or larger size. Available vendors for flash 
memory include, for example, SanDisk of Sunnyvale, Calif. 
or Sony of Japan. Alternatively, the Flash Memory 111 may 
be affixed directly (i.e., non-removable) to the system 100. 
In Such an embodiment, the additional bulk associated with 
a removable media cartridge holder and its accompanying 
interface may be avoided. Those skilled in the art will 
appreciate that the System 100 may incorporate other non 
Volatile memory configurations and designs that readily 
accommodate the image capture and processing methodol 
ogy of the present invention. In general, for a consumer 
device embodiment, one should choose media that accom 
modates on the order of 100 compressed images or more. 
0097. The camera embodiment is powered by a single 
CR-123 lithium battery (not shown), provided with instant 
on capability. Due in part to the distributed image processing 
approach of the present invention (presented below), the 
camera has significant power Savings over other camera 
designs. This gives the device not only a Size and weight 
advantage over other cameras but also a battery life advan 
tage. 

0.098 For connectivity, the system includes a wireless 
holster, a USB cradle, and a modem cradle. The wireless 
holster physically connects the camera to a cellular phone 
(e.g., Motorola StarTAC cellular phone) and interfaces the 
Hot Shoe Interface to the phone's external accessory plug. 
The camera can be easily pulled out of the holster for use and 
clipped back in for transmission. Detection of the holster and 
phone signal is automatic to allow for hands-free transmis 
Sion and there is no risk of corruption due to interruption by 
either loss of Signal or unclipping. The camera clips into the 
USB cradle through the Accessory Hot Shoe Interface 110 to 
provide rapid photo interchange to a personal computer 
equipped with a standard USB port. The USB cradle acts a 
USB slave device and therefore requires no batteries or 
power Supply for operation and instead draws its power from 
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the PC. The camera can also clip into a modem cradle 
through the Hot Shoe Interface. The modem cradle allows 
the camera to transmit images to the PhotoServer via a land 
line connection (e.g., 33.6 KBps) via a standard RJ-11 phone 
jack. The modem cradle is powered by the battery in the 
Caca. 

0099. The specifications for the currently-preferred cam 
era embodiment may be Summarized as follows. 

TABLE 1. 

Miniature Wireless Digital Camera Specifications: 

Sensor: 1.3 Mega-Pixel Color CMOS 
Optics: 18 mm Fixed Focal Length, Fixed Aperture 
Exposure Control: Automatic, Macro Mode, Indoor/Outdoor Mode 
Processor: ARM 32-bit RISC 
Chipset: Image Processor (Lightsurf PhotonOne) 
Memory: 4 Mbytes DRAM + 128 Kbytes SRAM 
Digital Film: 
File Format: 
Wireless Protocol: 

16 Mbytes Internal Flash Film 
Progressive Photograph Format (PPF) 
Communication protocol, such as packet-based 
TCP/IP, WAP, or the like 

Battery: CR-123 
Accessory Interface: Accessory Hot Shoe 
Accessories: Flash Unit, Extra Film Back, Motorola Cellular 

Holster, USB Cradle, Modem Cradle 

0100 B. Basic Computer Hardware (e.g., for desktop and 
Server computers) 
0101 Portions of the present invention may be imple 
mented on a conventional or general-purpose computer 
system, such as an IBM-compatible personal computer (PC) 
or server computer. FIG. 1B is a very general block diagram 
of an IBM-compatible system 150, which is adapted to 
include portions of the distributed image processing of the 
present invention. AS shown, System 150 comprises a central 
processor unit(s) (CPU) 151 coupled to a random-access 
memory (RAM) 152, a read-only memory (ROM) 153, a 
keyboard 156, a pointing device 158, a display or video 
adapter 154 connected to a display device 155, a removable 
(mass) storage device 165 (e.g., floppy disk), a fixed (mass) 
Storage device 166 (e.g., hard disk), a communication port(s) 
or interface(s) 160, a modem 162, and a network interface 
card (NIC) or controller 161 (e.g., Ethernet). Although not 
shown Separately, a real-time System clock is included with 
the system 150, in a conventional manner. 
0102) CPU 151 comprises a processor of the Intel Pen 
tium (E) family of microprocessors. However, any other Suit 
able microprocessor or microcomputer may be utilized for 
implementing the present invention. The CPU 151 commu 
nicates with other components of the System via a bi 
directional System bus (including any necessary I/O con 
troller circuitry and other “glue” logic). The bus, which 
includes address lines for addressing System memory, pro 
vides data transfer between and among the various compo 
nents. Description of Pentium-class microprocessors and 
their instruction Set, bus architecture, and control lines is 
available from Intel Corporation of Santa Clara, Calif. 
Random-access memory 152 Serves as the working memory 
for the CPU 151. In a typical configuration, RAM of sixteen 
megabytes or more is employed. More or leSS memory may 
be used without departing from the Scope of the present 
invention. The read-only memory (ROM) 153 contains the 
basic input/output (I/O) system code (BIOS)-a set of 
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low-level routines in the ROM that application programs 
and the operating Systems can use to interact with the 
hardware, including reading characters from the keyboard, 
outputting characters to printers, and So forth. 
0103 Mass storage devices 165, 166 provide persistent 
Storage on fixed and removable media, Such as magnetic, 
optical or magnetic-optical Storage Systems, flash memory, 
or any other available mass Storage technology. The mass 
Storage may be shared on a network or it may be a dedicated 
mass storage. As shown in FIG. 1B, fixed storage 166 stores 
a body of program and data for directing operation of the 
computer System, including an operating System, user appli 
cation programs, driver and other Support files, as well as 
other data files of all sorts. Typically, the fixed storage 166 
Serves as the main hard disk for the System and Stores 
application software implementing the PhotoServer (Photo 
Desktop) component described below. 
0104. In basic operation, program logic (including that 
which implements methodology of the present invention 
described below) is loaded from the Storage device or mass 
(fixed) storage 166 into the main (RAM) memory 152, for 
execution by the CPU 151. During operation of the program 
logic, the System 150 accepts user input from a keyboard 
156 and a pointing device 158, as well as speech-based input 
from a voice recognition System (not shown). The keyboard 
156 permits Selection of application programs, entry of 
keyboard-based input or data, and Selection and manipula 
tion of individual data objects displayed on the display 
device 155. Likewise, the pointing device 158, such as a 
mouse, track ball, pen device, or the like, permits Selection 
and manipulation of objects on the display device 155. In 
this manner, these input devices Support manual user input 
for any process running on the System. 
0105 The computer system displays text and/or graphic 
images and other data on the display device 155. Display 
device 155 is driven by the video adapter 154, which is 
interposed between the display device 155 and the system 
150. The video adapter 154, which includes video memory 
accessible to the CPU, provides circuitry that converts pixel 
data Stored in the Video memory to a raster Signal Suitable for 
use by a cathode ray tube (CRT) raster or liquid crystal 
display (LCD) monitor. A hard copy of the displayed infor 
mation, or other information within the system 150, may be 
obtained from the printer 157, or other output device. The 
printer 157 may include, for instance, an HP Laserjet(R) 
printer (available from Hewlett-Packard of Palo Alto, 
Calif.), for creating hard copy images of output of the 
System. 
0106 The system itself communicates with other devices 
(e.g., other computers) via the network interface card (NIC) 
161 connected to a network (e.g., Ethernet network), and/or 
a modem 162 (e.g., 56K baud, ISDN, DSL, or cable 
modem), examples of which are available from 3Com of 
Santa Clara, Calif. The system 150 may also communicate 
with local occasionally-connected devices (e.g., serial cable 
linked devices) via the communication ("comm”) interface 
160, which may include an RS-232 serial port, a Universal 
Ser. Bus (USB) interface, or the like. Devices that will be 
commonly-connected locally to the comm interface 160 
include laptop computers, handheld organizers, digital cam 
eras, and the like. 
0107 IBM-compatible personal computers and server 
computers are available from a variety of Vendors. Repre 
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sentative vendors include Dell Computers of Round Rock, 
Tex., Compaq Computers of Houston, Tex., and IBM of 
Armonk, N.Y. Other suitable computers include Apple 
compatible computers (e.g., Macintosh), which are available 
from Apple Computer of Cupertino, Calif., and Sun Solaris 
workstations, which are available from Sun Microsystems of 
Mountain View, Calif. 
0108). The above-described system 150 is presented for 
purposes of illustrating the basic hardware underlying desk 
top and Server computer components that may be employed 
in the System of the present invention. For purposes of 
discussion, the following description will present examples 
in which it will be assumed that there exists a “server” (e.g., 
Web server) which communicates with one or more “cli 
ents” (e.g., media capturing devices). The present invention, 
however, is not limited to any particular environment or 
device configuration. In particular, a client/server distinction 
is not necessary to the invention, but is used to provide a 
framework for discussion. Instead, the present invention 
may be implemented in any type of System architecture or 
processing environment capable of Supporting the method 
ologies of the present invention presented in detail below. 
0109) C. Basic System Software 
0110 Illustrated in FIG. 2, a computer software system 
200 is provided for directing the operation of the computer 
system 150. Software system 200, which is stored in system 
memory (RAM) 152 and on fixed storage (e.g., hard disk) 
166, includes a kernel or operating system (OS) 210. The OS 
210 manages low-level aspects of computer operation, 
including managing execution of processes, memory allo 
cation, file input and output (I/O), and device I/O. One or 
more application programs, Such as client application Soft 
ware or “programs”201 (e.g., 201a, 201b, 201c, 201d), 
including image processing Software, may be "loaded” (i.e., 
transferred from fixed storage 166 into memory 152) for 
execution by the system 150. 
0111 Software system 200 includes a graphical user 
interface (GUI) 215, for receiving user commands and data 
in a graphical (e.g., "point-and-click”) fashion. These inputs, 
in turn, may be acted upon by the System 150 in accordance 
with instructions from operating System 210 and/or client 
application module(s) 201. The GUI 215 also serves to 
display the results of operation from the OS 210 and 
application(s) 201, whereupon the user may Supply addi 
tional inputs or terminate the session. Typically, the OS 210 
operates in conjunction with device drivers 220 (e.g., “Win 
sock” driver) and the system BIOS microcode 230 (i.e., 
ROM-based microcode), particularly when interfacing with 
peripheral devices. OS 210 can be provided by a conven 
tional operating system, such as Microsoft(R) Windows 9x, 
Microsoft(R) Windows NT, or Microsoft(R) Windows 2000, all 
available from Microsoft Corporation of Redmond, Wash. 
Alternatively, OS 210 can also be an alternative operating 
system, such as IBM OS/2 (available from IBM of Armonk, 
N.Y.) or Macintosh OS (available from Apple Computer of 
Cupertino, Calif.). 
0112 Distributed Digital Image Processing 
0113 A. Basic Design Consideration 
0114. The basic approach adopted by the present inven 
tion during media capture is to adopt techniques for reducing 
the amount of processing power required by a given digital 
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camera device and for reducing the bandwidth required for 
transmitting image information to a target platform. Every 
digital imaging device is inherently connected. Consider, for 
instance, a digital camera. It does not necessarily appear to 
be a “connected” device, as it may initially give the appear 
ance of an end-to-end Solution, where one is capturing an 
image, processing that image, and then Storing it on digital 
film. In reality, however, the true end product is Some type 
of output, Such as a printed image used in a document. AS it 
turns out, Somewhere along the way the image is taken off 
the device and transmitted to yet another computing device, 
Such as a Server or desktop computer, where, for instance, 
the image may be cropped, touched up, or otherwise pro 
cessed. Therefore, a digital image-due to the fact that it is 
digital-is inherently related to all other types of computing 
devices that can handle images. Given that environment in 
which digital cameras exist, there is an opportunity to take 
advantage of other processing power that is eventually going 
to come into contact with the images that are produced by 
the digital imaging device (“imager”). More particularly, 
there is an opportunity to defer and/or distribute the pro 
cessing between the digital imager itself and the target 
platform that the digital imager will ultimately be connected 
to, either directly or indirectly. Therefore, rather than 
attempting to invent a revolutionary way to get better 
hardware performance (i.e., better Silicon technology) or a 
revolutionary compression technique, the approach of the 
present invention is to decrease the actual computation that 
occurs at the digital imager: perform a partial computation 
at the digital imager device and complete the computation 
Somewhere else-Somewhere where time and size are not an 
issue (relative to the imager). In other words, recognizing 
that the images captured by a digital camera will typically 
end up on another computing device, the approach of the 
present invention is to take advantage of that fact by 
"re-architecting the digital camera to defer resource-inten 
Sive computations, thereby Substantially eliminating the 
processor requirements and concomitant battery require 
ments for digital cameras. Further, the present invention 
adopts an image Strategy which facilitates transmission of 
images, thereby facilitating the wireleSS transmission of 
digital camera images. 

0115 For purposes of determining how to defer and/or 
distribute processing, the overall process of digital imaging, 
from capturing a light image to Storing a digital represen 
tation of that image, may itself be viewed as comprising 
various Subprocesses. Once individual Subprocesses are 
identified, one can investigate various approaches for defer 
ring and/or distributing those Subprocesses to other devices. 
Consider, for instance, a decision to defer image compres 
Sion. Such an approach entails immediate problems, how 
ever. The digital camera must have Sufficient resources to 
Store, at least temporarily, uncompressed images, which tend 
to be quite large in size. Although storage technology (e.g., 
flash memory) can be expected to have ever-increasing 
capacity, present-day Storage technology makes that 
approach unattractive, if not impractical. Another difficulty 
posed by that approach is that the digital camera must 
eXchange images in an uncompressed format with the target 
device (e.g., desktop computer). Again, Such an approach is 
unattractive Since it would require the user to spend an 
inordinate amount of time transferring images to the target 
device, given the limited bandwidth that is commercially 
feasible for downloading pictures from a digital camera. 
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Therefore, an approach of eliminating compression is not 
attractive, unless one can Somehow obtain massive Storage 
and bandwidth capacity for the digital camera. The imme 
diate challenge posed by a deferred/distributed processing 
approach, therefore, is how one can accomplish the 
approach in a manner that does not contradict the ultimate 
goal of obtaining quality digital images on a portable digital 
camera. To address this challenge, the entire imaging pro 
ceSS, including its individual elements, is examined in order 
to figure out how the process can be reproduced in a manner 
that compute-intensive portions of the process are performed 
Somewhere other than the digital camera itself, but done So 
in a manner that does not compromise the image information 
necessary for reconstructing a digital image of acceptable 
quality. 
0116 B. Distributed Image Processing 
0117 The imaging process approach of the present inven 
tion employed during media capture includes a rapid fore 
ground process to capture and compress the image (e.g., 
one-second cycle) and a slower background process to 
further compress and transmit the image. The foreground 
process is optimized for Speed to facilitate continuous rapid 
Snapshots while the background proceSS is optimized for 
power. The two-stage processing mechanism is assisted by 
an imaging processing Server, the “PhotoServer, which 
typically includes Internet connectivity. 
0118. The first stage, the foreground stage, is performed 
in the camera itself. This Stage produces a highly-com 
pressed image based on wavelet transform technology. This 
image is stored on the 16 MB of digital film inside the 
camera. The image is then transmitted to the PhotoServer 
(target platform) via a packet-based protocol Such as a 
Progressive Photograph Format (PPF) file. Suitable proto 
cols include, for instance, Transmission Control Protocol/ 
Internet Protocol (TCP/IP) and Wireless Application Proto 
col (WAP). For a description of TCP/IP, see e.g., Parker, T. 
et al., TCP/IP Unleashed, Sams Publishing, p. 33 et. seq., the 
disclosure of the reference in its entirety being hereby 
incorporated by reference. For a description of WAP, see 
e.g., Mann, S., The Wireless Application Protocol, Dr. 
Dobbs Journal, pp. 56-66, October 1999, the disclosure of 
which is hereby incorporated by reference. 

0119) The PPF mechanism (described in further detail 
below) allows Selective transmission of varying degrees of 
photographic Significance while maintaining the remaining 
elements of Significance on the digital film in the camera. A 
lower-quality image transmitted to the Server can later be 
upgraded to a higher-quality version Simply by Synchroniz 
ing the remaining elements of Significance Stored in the PPF 
file. The Second Stage of the process, the background Stage, 
is performed on the PhotoServer. This stage completes the 
image processing cycle and produces a high-quality, color 
balanced, compressed image in a Standard file format Such 
as JPEG. A similar Second Stage proceSS also exists in a 
desktop implementation, the PhotoDesktop, for customers 
who wish to transfer images to a desktop computer (as the 
target platform) using a USB (universal Serial bus) cradle 
accessory or other communication link. 
0120 Detailed construction and operation of the forego 
ing is perhaps best described by way of comparison with 
conventional digital image processing. FIG. 3A illustrates 
on its left-hand Side a high-level proceSS or methodology 
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310 that comprises the individual processes (i.e., Subpro 
cesses) or steps routinely employed for digital image pro 
cessing. The digital imaging process or Sequence 310 begins 
with image capture, as represented by capture block or 
capture process 311. This is the process of capturing light 
data (image) from a Sensor and, in response, generating 
digital representations of that data (i.e., digital light levels 
based on the captured image). This is, in effect, an in 
memory image of the light which has entered the camera's 
lens and struck the cameras CCD or CMOS sensor. It is 
interesting to note that at this point the digital camera has 
only captured light levels. Color information per Se does not 
yet exist. Instead, color information, which must be inferred, 
is not determined yet at this point in the digital imaging 
proceSS. 

0121 The capture process 311 is conventionally followed 
by a color interpolation (transformation) process 313, where 
color information may indeed be determined and applied to 
the image. In practice, the camera is able to infer color 
information based on captured luminance data and informa 
tion that it knows about the individual pixels and where they 
lie within a matrix of color (pixels) that cover the surface of 
the camera's Sensor. This information is now applied to the 
image by the color interpolation process 313, which is a 
compute-intensive process. 

0.122 Because the human eye is more perceptive to 
certain colors than others, further processing of the image is 
required. The Standard color Space that the device “sees the 
image in (e.g., RGB color space or model) is not necessarily 
the way that the human eye would view the image. For 
instance, the human eye has a certain distribution of retinal 
cones that are more Sensitive to certain wavelengths of light. 
Therefore, in an effort to better match that expected by the 
human eye, YUV transformation process 315 maps or trans 
lates the image (e.g., RGB-based image) into YUV color 
Space, a color model which takes into account luminance 
and chrominance. In YUV, Y is the luminance component, 
and U and V are the color or chrominance components. 
Luminance Serves as a quantitative measure of brightness. 
Chrominance, on the other hand, reflects the difference in 
color quality between a color and a reference color that has 
an equal brightness and a Specified chromaticity. In essence, 
the YUV transformation process 315 is a matrix transfor 
mation. Here, the red, green, and blue (RGB) values that 
apply to a particular piece of pixel data are multiplied by a 
vector which, in turn, translates the values into YUV color 
Space. Although the individual transformation itself is not 
particularly complicated, the YUV transformation proceSS 
315 is applied to every pixel of the image and, thus, 
consumes a lot of processing cycles. Accordingly, the YUV 
transformation process 315 itself is also compute-intensive. 
0123 Now, the image may be compressed as represented 
by compression process 317. The basic approach applied in 
image compression is to prioritize the image data according 
to how a human eye would normally See it. In lossy image 
compression technique (e.g., JPEG), the chrominance levels 
that are leSS important to the human eye are compressed out. 
Luminance, which the human eye is more Sensitive to, is 
given priority in the compression. LOSsy techniques, which 
function largely by eliminating information that is the least 
Significant to the human eye, are described in the technical, 
trade, and patent literature. See e.g., Nelson, M. et al., The 
Data Compression Book, Second Edition, Chapter 11: Lossy 
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Graphics Compression (particularly at pp. 326-330), M&T 
Books, 1996. Also see e.g., JPEG-like Image Compression 
(Parts 1 and 2), Dr. Dobb's Journal, July 1995 and August 
1995, respectively (available on CD ROM as Dr. Dobb's/CD 
Release 6 from Dr. Dobb's Journal of San Mateo, Calif.). 
The disclosures of the foregoing are hereby incorporated by 
reference. 

0.124. After the foregoing lossy image capture process, 
the now-compressed image may be Stored on persistent 
media. AS indicated by processing block 318, conventional 
flash memory (or other suitable media) may be employed for 
this purpose, Such as any one of the flash memory varieties 
previously mentioned. The end result is a compressed JPEG 
file 319, as shown. 
0.125 The design goal of digital cameras today is to 
generate at the digital camera itself complete color images 
that are compressed in a standard image format (e.g., JPEG). 
This sequence, however, incurs multiple compute-intensive 
processes, including the color transformation process 313, 
the YUV interpolation process 315, and the compression 
process 317, with the end result being a relatively large 
image that is not well-Suited for wireleSS transmission. In 
accordance with the teachings of the present invention, 
however, the foregoing design goal is not adopted. Note that 
the very color images that have been processed, at great 
computational expense, into a Standard image format at the 
digital camera will ultimately be transferred to another 
device-another piece of computing hardware. If one 
assumes, for instance, that the images do not necessarily 
have to be exactly a color JPEG (or other standard image 
format) while stored on the digital camera, but that the 
images will be a color JPEG ultimately (e.g., target device), 
then one can begin to defer Some of the processes required 
for processing digital images. In accordance with the present 
invention, image processing of a digital camera is performed 
in Such a manner So as to retain the advantage of compres 
Sion at the digital camera but remove the compute-intensive 
components of the process, So that they may be performed 
elsewhere (other than the digital camera itself). This process 
will now be described in further detail. 

0.126 The approach of the present invention exploits the 
fact that there is really no such thing as “color sensitivity” 
on the digital camera. Instead, the camera uses a color 
inference transformation that employs a mosaic pattern of 
color pixels overlaid on a light-level sensor (e.g., CCD or 
CMOS sensor). For instance, as light shines through a red 
tile on the mosaic, it lights up the light-sensing element 
behind it. That element, in turn, records the luminosity 
observed. The digital camera may then employ its internal 
knowledge of the mosaic pattern-the Specific arrangement 
of red, green, and blue pixels (of which there are a variety 
of Standard patterns)—to infer the actual color. Each pattern 
itself tends to be a Small, repeating pattern that is capable of 
being represented with a Small amount of data. For example, 
a Bayer pattern will consist of a 2x2 pixel Section (four 
pixels total) of two green pixels on one diagonal and a red 
and blue on another diagonal that is repeated over and over 
again. A simplistic approach to using the light information 
arriving at a particular pixel Section is to merge together (i.e., 
matrix transformation) the information to produce four 
pixels having the same RGB level, at one quarter the 
resolution, but with accurate color data. Another approach is 
to take into account the luminosity observed at each of the 
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pixels, So that not only is color information incorporated into 
the image processing but also the sharpness that is being 
perceived by each Sensor as well. 

0127. The color interpolation process does not itself 
enhance the image data. Although it is certainly required for 
ultimately rendering a color image, it itself need not neces 
Sarily be performed at the digital camera and can therefore 
be deferred. Stated differently, if the knowledge of the color 
pattern can be placed Somewhere else and the color image 
need not be completely generated right away (i.e., at the 
digital camera), then the Step or process of transforming the 
originally-captured image into a color image may be 
deferred. In accordance with the present invention, the color 
interpolation and transformation proceSS is in fact deferred 
altogether. Instead, the R, G, B color planes are separated 
and compressed. The compressed images are packaged into 
a single Stream with header information to identify the 
individual bit-streams. The combined bit-stream may then 
be transmitted to the target device, with a Small descriptor of 
what Bayer pattern should be applied either being transmit 
ted to, or being assumed by, the target device. 

0128. The right-hand side of FIG. 3A illustrates a pre 
ferred methodology 320 for digital image processing in 
accordance with the present invention. At the outset, an 
image is captured by capture proceSS 321, in a manner 
Similar to that previously described for capture process 311. 
At the moment the shutter button is depressed, the Sensor 
captures a full detail mosaic in two phases. The first phase 
is captured with the mechanical shutter closed, the Second 
with the shutter open. Both phases happen in rapid Succes 
Sion, with the first being used to normalize the black level of 
the Second. The mosaic is then fed into a linearization filter 
using the coefficients from the last preview frame prior to 
shutter click and serialized to DRAM. The image is also 
Scaled to match the operator-Selected image capture resolu 
tion. Any aberrant pixel data should fall outside of the 
dynamic range provided by the histogram and consequently 
be canceled out. 

0129. Next, the color interpolation or transformation pro 
cess is entirely avoided. Instead, the methodology 320 
immediately moves to extraction of the color planes, shown 
as color plane Separation process 323, followed by a wavelet 
transform process 330 to prioritize information in the color 
planes. Here, the Separated color planes are fed into a 
wavelet transform image-that is, a preferably hardware 
implemented (for performance) wavelet transform process. 
Over a Series of repeated cycles, the wavelet engine trans 
forms the luminosity image in place in DRAM. 

0130. The wavelet transform process itself may be 
thought of as a process that applies a transform as a Sequence 
of high- and low-pass filters. In operation, the transforma 
tion is applied by Stepping through the individual pixels and 
applying the transform. This process, which creates an 
image that contains four quadrants, may for instance be 
performed as follows. First, a high-pass transform then a 
low-pass transform is performed in the horizontal direction. 
This is followed by a high-pass transform then a low-pass 
transform performed in the vertical direction. The upper-left 
quadrant is derived from a low-pass horizontal/low-pass 
Vertical image; the lower-left quadrant comprises a high 
pass horizontal/low-pass vertical image; the upper-right 
quadrant comprises a low-pass horizontal/high-pass vertical 
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image, and the lower-right quadrant comprises a high-pass 
horizontal/high-pass Vertical image. The result of this is that 
the information most important to the human eye (i.e., the 
information that, from a luminosity or black/white perspec 
tive, the human eye is most Sensitive to) is in the high 
priority “low/low quadrant, that is, the upper-left quadrant 
which contains the low-pass horizontal/low-pass vertical 
image. Most of the information in the other three quadrants, 
particularly the lower-right quadrant, is fundamentally Zero 
(when based as an onset of a center frequency), that is, 
image information that is least perceived by the human eye. 
Thus, the low/low quadrant is considered the highest-prior 
ity quadrant, with the remaining quadrants being considered 
to be of much lower priority. 
0131 The transform is a completely reversible process, 
Such that the original image (luminosity record) may be 
restored without loSS of information. In practice, however, 
Some information is lost as a result of the process being 
performed digitally, as digital computing devices are of 
course only able to perform real number math with finite, not 
infinite, precision. Nevertheless given enough digital Sig 
nificance (that is typically available with processors today), 
this loSS is imperceptible to the human eye. The human eye 
is perceptive only to a bit depth in the range of about five to 
Six Significant bits of image data (based on a certain center 
frequency). As a result, processing the image with even 
modest processing capability (e.g., a bit depth of 16 signifi 
cant bits) generates a transform that is reversible in a manner 
that is not perceptible to the human eye. Here, the image data 
is arranged without any reliance on color in Such a way that 
the information most important to the human eye is one 
quarter of its original size. If desired, the best-perceived 
quadrant (e.g., the upper-left quadrant for the example 
Sequence above) may be used as a basis to provide the user 
with a black and white image at the digital camera (e.g., for 
preview purposes). 
0.132. In basic operation, the transform process consists 
of processing the image as a whole in a stepwise, linear 
fashion. For instance, when processing the image in a 
horizontal direction, one would take a horizontal vector of 
image data (e.g., Seven horizontal neighboring pixels) and 
multiply that by a predetermined set of coefficients (e.g., 
Seven coefficients for a seven-pixel vector). This yields a 
Single-pixel value. Then the proceSS continues in a sliding 
window fashion by shifting over by some number of pixel(s) 
(e.g., two pixels), for processing the next vector of Seven 
horizontal neighboring pixels. Further description of the 
wavelet transform process may be found, for instance, in the 
technical and trade literature. See e.g., Pigeon, S., Image 
Compression with Wavelets, Dr. Dobb's Journal, August 
1999, pp. 111-115. The disclosure of the foregoing is hereby 
incorporated by reference, for all purposes. 

0133) As illustrated in FIG. 3B, the wavelet transform 
process may be repeated multiple times, if desired. When 
repeated, the process of applying high- and low-pass filters 
is repeated for the low/low quadrant of the then-current 
image (i.e., the prior result of high-pass horizontal and 
Vertical filtering), again generating a four-quadrant image. 
For instance, as shown in FIG. 3B, the wavelet-transformed 
image 370, which has already undergone a first pass of the 
wavelet transform, is Subjected to another pass of the 
wavelet transform process to generate wavelet-transformed 
image 380-that is, an image that has undergone two rounds 
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of wavelet transformation. The proceSS may continue in this 
fashion, for example, generating wavelet-transformed image 
390. Each time, the Subsequent pass is performed on the 
prior-resulting low/low quadrant. Those skilled in the art 
will recognize that other quadrants could also be decom 
posed in a similar manner. This proceSS may continue 
recursively until the desired transformed image is obtained. 
Whether the image is transformed with a single pass or 
multiple passes, the end result is still a wavelet-transformed 
image. This image is "quantized” (i.e., reduced in bit depth) 
by dividing the wavelet coefficients (i.e., the numerical value 
of the pixels in the wavelet-transformed image) by a quan 
tization Scale factor. The quantization can differ from one 
band to another. The quantizations Step sizes will be 
included in compressed bit-stream and will be used by the 
decompression System (e.g., on the desktop/server) to 
reverse the above process. Note that quantization and 
dequantization leads to loSS of precision in the wavelet data 
and represents the lossy part of the compression. After 
quantization, the wavelet coefficients are compressed loSS 
lessly by one of Several generic binary compression tech 
niques (e.g., bit-plane decomposition of bands, followed by 
arithmetic coding). 
0134. After generating the wavelet-transformed image, 
therefore, the preferred methodology 320 of the present 
invention proceeds to apply compression to the image. At 
this point, the image information (i.e., all quadrants and 
Subquadrants) can be compressed as if it were fundamentally 
just a normal binary file. Thus, one can apply a simple, 
conventional compression, as a compute-efficient compres 
Sion process, as indicated by compression process 340. In a 
preferred embodiment, the compression is performed in 
Succession stages. First, run-length encoding (RLE) is 
applied to compress the image data. RLE itself is a simple, 
well-known technique used to compress runs of identical 
Symbols in a data Stream. The insignificant regions of the 
image data (i.e., the low-priority quadrants) tend to be 
predominantly centered around a single value; these can be 
compressed Substantially. When applying run-length encod 
ing to this type of information, for instance, one gets 
extremely long runs of Similar data. The image is Serialized 
to flash memory during the encoding process to free the 
DRAM for the next image capture. The entire cycle from 
image capture through Stage one compression and Serializa 
tion to flash is rapid (e.g., less than one Second) for the 
highest-quality mode. The camera is then ready to take 
another photograph. RLE, which typically encodes a run of 
Symbols as a symbol and a count, is described in the patent, 
technical, and trade press, See, e.g., Zigon, Robert, Run 
Length Encoding, Dr. Dobb's Journal, February 1989 (avail 
able on CD ROM as Dr. Dobbs/CD Release 6 from Dr. 
Dobb's Journal of San Mateo, Calif.), the disclosure of 
which is hereby incorporated by reference. In addition to 
RLE, the methodology 320 may include discarding low 
priority data in order to provide more aggressive lossy 
compression. 
0135) This target result may then, in turn, be further 
compressed using Huffman coding, for generating a final 
compressed luminosity record 350 that is suitable for storage 
on a digital camera and for wireleSS transmission. Huffman 
coding is a method of encoding Symbols that varies the 
length of the Symbol in proportion to its information content. 
Symbols with a low probability of appearance are encoded 
with a code using many bits, while Symbols with a high 
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probability of appearance are represented with a code using 
fewer bits. Huffman coding is described in the patent, 
technical, and trade press, See, e.g., Nelson, M. et al., The 
Data Compression Book, Second Edition, Chapters 4 and 5, 
M&T Books, 1996, the disclosure of which is hereby 
incorporated by reference. 

0.136 The wavelet transform-based compression used in 
the digital camera 100 achieves Significantly better image 
quality than traditional JPEG compression used in other 
digital cameras. The image comparisons presented in FIGS. 
3C-I illustrate this. The standard reference image for com 
pression algorithms is the Lena image, shown in FIG. 3C in 
original uncompressed detail. The following image Sets 
illustrate the resulting relative image degradation of wavelet 
and JPEG techniques for varying compression ratioS. At an 
ultra-aggressive 48:1 compression ratio, the Lena image is 
still of reasonable quality using wavelet transform (FIG. 
3E) while JPEG (FIG. 3D) has generated unacceptable 
pixelization. At a compression ratio of 32:1, the Lena image 
is showing better edge detail with wavelet transform (FIG. 
3G) while JPEG (FIG. 3F) is still largely pixelized and 
unacceptable. At a compression ratio of 16:1, the fast quality 
compression ratio, wavelet transform (FIG. 31) has pro 
duced a good quality image with good edge definition and 
few noticeable artifacts.JPEG (FIG.3H), on the other hand, 
is barely approaching an acceptable image comparable with 
a wavelet ratio of 32:1 or more. Thus, the foregoing dem 
onstrates that the wavelet transform-based compression 
technique produces far better Shade continuity and edge 
detail than the equivalent JPEG. 
0.137 Thus as described above, the camera-implemented 
portion of image processing (i.e., methodology 320) fore 
goes color processing. Instead of performing YUV transfor 
mation, the methodology performs wavelet transform com 
pression on an image comprising a luminosity record. 
Further, JPEG-style compression, which is fairly compute 
intensive, has been removed. Instead, the methodology 320 
applies generic binary compression (e.g., run-length encod 
ing and Huffman coding), which is far less compute-inten 
Sive. Note in particular that, up to this point, image com 
pression in accordance with the present invention has been 
performed in a manner which is largely lossleSS, not lossy. 
LOSS of image information at this point, which is quite Small, 
is due only to digital rounding errors. If desired, however, 
additional compression techniques, including lossy ones, 
may be applied (e.g., at additional compression process 
340). For instance, the image may be further compressed by 
reducing the bit depth in the low-priority quadrants. 

0.138. The end result is that the amount of processing 
necessary to go from a captured image to a compressed 
record of the captured image (i.e., a record Suitable for 
Storage on the digital camera) is Substantially less than that 
necessary for transforming the captured image into color and 
then compressing it into a color-rendered compressed 
image. Further, the resulting compressed luminosity record, 
because of its increased compression ratios (e.g., relative to 
conventional JPEG), facilitates wireless (or other limited 
bandwidth) transfer of images to target platforms. 
0.139. The compressed luminosity record 350 is of course 
optimized for generation and Storage on a digital camera, not 
for viewing by the user. Thus at the point where the 
compressed luminosity record 350 is transferred to another 



US 2002/0032027 A1 

computing device (e.g., images downloaded to a desktop 
computer), image processing crosses over the distributed 
boundary to continue image processing on the target plat 
form. In the currently-preferred embodiment, this is done via 
wireleSS transmission. Whenever the camera is connected to 
the cellular holster via the Hot Shoe clip, a background 
proceSS is initiated to transmit any pending compressed PPF 
photographs to the PhotoServer for final processing. The 
proceSS is transparent to the user, requiring no operator 
intervention and can occur while the camera is in low-power 
mode. Using WPTP as the transport layer, the process can be 
interrupted at any time without worry of any data corruption 
or need to re-Send already transmitted packets. 

0140) Estimates for wireless transmission times follow in 
the tables below. These estimates are shown with varying 
operator-Selectable image resolution and varying operator 
Selectable image quality. Image quality is a factor of com 
pression ratio. AS compression ratioS increase, more loSS of 
Significant image data occurs. 

TABLE 2 

Wireless transmission times assuming a 10 Kbps transmission rate 

Resolution 

Photographic Standard Internet 
Quality 1280 x 1024 1024 x 768 512 x 384 

High (4:1) 255 seconds 153 seconds 38 seconds 
Standard (8:1) 126 seconds 76 seconds 19 seconds 
Fast (16:1) 63 seconds 38 seconds 8 seconds 

0141) 

TABLE 3 

Wireless transmission times assuming a 56 Kbps transmission rate 

Resolution 

Photographic Standard Internet 
Quality 1280 x 1024 1024 x 768 512 x 384 

High (4:1) 51 seconds 31 seconds 8 seconds 
Standard (8:1) 23 seconds 15 seconds 4 seconds 
Fast (16:1) 13 seconds 8 seconds 2 seconds 

0142. As an option, an operator can also transmit the PPF 
photographs to a personal computer via the USB cradle. This 
proceSS employs the same packet-based communication 
protocols except that it happens over a wire-line connection 
and in the foreground. Photographs transmitted to the Pho 
toServer or to the PhotoDesktop can be synchronized using 
sections of the PPF file. Synchronization is the act of 
Supplying any Supplemental data to images in order to 
enhance them to the maximum quality PPF record available. 
For instance, synchronization of a fast-quality PPF file and 
a high-quality PPF file of the same image will result in 
enhancement of the fast-quality image to high-quality. 
0143) The Progressive Photograph Format (PPF) itself 
comprises a Sequence of Sequential image Sections ordered 
by decreasing optical Significance. The first Section is the 
most significant image data and represents a complete fast 
quality version of the image. This is followed by Sections 
two and three which contain Subsequent detail data to 
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enhance the image to normal quality and high quality 
respectively. Using the PPF approach, a fast-quality image 
can be transmitted to the PhotoServer, taking maximum 
advantage of transmission data Size and Speed. The Server 
image can then be Synchronized with the remaining com 
ponents of the PPF file at a later time to restore the image to 
its original maximum quality. With this unique approach, the 
operator does not have to Sacrifice image quality in order to 
maximize wireless throughput. 
0144. Now, the remainder of image processing can be 
performed at the target platform (e.g., Server or desktop 
computer) in a straightforward manner, without the size and 
portability constraints that are imposed on the digital cam 
era. Moreover, one can apply all of the processor capability 
of the target platform. Note, however, that the foregoing 
approach may be modified So that the image is (optionally) 
color processed at the digital camera (e.g., for viewing as a 
color JPEG file), yet transmitted as a PPF file, thus preserv 
ing the high-compression benefit for wireless transmission. 
014.5 FIG. 4A provides an overview of the completion 
of image processing at the target platform. The PhotoServer 
receives highly-compressed PPF files from the digital cam 
era and completes the image processing cycle. In the decom 
pression phase, a decompressed image is reconstructed from 
the PPF file. The resulting image is then run through an 
artifact reduction filter which compensates for artifacts 
introduced by the camera during the compression process. 
The result is then arranged into the original Sensor color 
mosaic. The image is then processed by the color interpo 
lation engine, which removes the mosaic pattern and pro 
duces a high-quality color image. The resulting image is in 
the RGB color space. Next the color characterization profile 
of the specific camera (recorded at factory assembly time) is 
used to balance the colors in the image to match human color 
perception. This stage makes up for the differences in how 
the camera Sensor and the human eye See color. The image 
enhancement phase is optional. In this phase the balanced 
color image is processed to reduce red-eye artifacts, to 
enhance contrast, to harden and Smooth edges, or even to 
interpolate to a higher resolution. Finally, the image is again 
compressed. The resulting output is an industry-Standard, 
high-quality color image file such as JPEG, JPEG 2000, or 
FlashPix. 

0146 FIG. 4B illustrates specific method steps involved 
at the target platform. First, the decompression proceSS 410 
decompresses the compressed luminosity record (e.g., 
reversing the Huffman coding and RLE compression). 
Thereafter, the wavelet transform is reversed, for restoring 
the uncompressed luminosity record. This is illustrated by 
the inverse wavelet transform process 420. Reversing the 
wavelet transform process yields an uncompressed luminos 
ity record 430 that is, a record of that which was originally 
Sent from the camera's Sensor, in full resolution. AS previ 
ously noted, Some loSS of information from the original 
luminosity record may result, but it is typically at a rate that 
is imperceptible to the human eye. It is possible to have near 
lossleSS compression/decompression but, in the preferred 
embodiment, Some controlled loSS is accepted in order to 
further optimize the process (e.g., avoid adding precision 
that would not result in better image quality, as perceived by 
the user). As indicated by process block 440, conventional 
image processing (e.g., process Steps 315-319) can now be 
applied to the uncompressed luminosity record for generat 
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ing a color image for storage in a desired (e.g., typically 
standardized) file format. The end result is that one still ends 
up with a color digital image Stored in one of the Standard 
ized formats (e.g., JPEG image 450). After processing the 
image, the PhotoServer may conveniently be used to further 
propagate the image, Such as making the image available 
over the Internet to a multitude of other users (e.g., family 
and friends of the camera user). The image may, of course, 
also be rendered in hard copy, using a printing device 
available to the computer. 
0147 Note that, in accordance with the teachings of the 
present invention, the compute-intensive elements of digital 
image processing have been deferred Such that they need not 
be performed at the digital camera but, instead, are deferred 
until the image arrives at the target platform (e.g., more 
powerful desktop or server computer). In this manner, the 
amount of processing capability required at the camera is 
decreased, or for a given level of processing power the 
images may be processed faster at the digital camera. 
Additionally, the bandwidth required to transmit images 
from the digital camera to the target platform is Substantially 
reduced, thereby facilitating wireleSS transmission of the 
images. At the same time, the present invention accom 
plishes this without losing the advantages of high compres 
Sion, Such as decreased Storage requirement and decreased 
transmission time for downloading images. 

0148 Methodology and File Format for Wireless Pro 
gressive Transmission of Digital Images 

0149 A. Overview 
0150. The digital imaging device of the present invention 
incorporates a progressive transmission methodology allow 
ing a user to capture a moment at a high level of quality, yet 
transmit a version of that image in a manner that is adapted 
for the communication bandwidth or medium currently 
available. The approach adopted by the present invention is 
to incorporate a Software-implemented methodology (and 
Supporting file format) into the imaging device itself that 
records (or is capable of recording) a moment in the full 
digital quality (desired by the user) but then prioritizes the 
image information into a variety of logical partitions or 
layers. Using this layered image information, the System, 
under control of a user, can choose how much or how little 
image information is actually transmitted to a target desti 
nation at a given point in time. Notwithstanding this flex 
ibility, the user has at all times a full quality recording of the 
Image. 

0151 Consider an embodiment of the methodology uti 
lizing, for instance, nine layers. (The approach itself may be 
extended to any arbitrary number of layerS or compartments, 
however). In Such an embodiment, the first layer stores just 
enough image information to reproduce the image with a 
reasonable level of quality/resolution (e.g., suitable for Web 
page viewing). The Second layer, containing additive image 
information, allows the image to be reproduced at a higher 
level of quality (and/or resolution), when combined with 
image information from the first layer. The ninth (i.e., final) 
layer contains the image information that, together with the 
eight earlier layers, helps reproduce the image at the highest 
quality/resolution levels desired. 

0152. In typical usage, therefore, the user records an 
image at its full quality on the digital film of his or her 
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imaging device (or highest quality desired by the user), that 
is, utilizing all layers (e.g., the full nine-layer file for a 
nine-layer file embodiment). When uploading the image, 
however, the System optimizes transmission to only that 
layer or layerS Suitable for the then-existing communication 
medium, thereby reducing, if needed, the total amount of 
image information required to be sent and thus reducing 
transmission time and bandwidth requirements. Further in 
accordance with the present invention, the user may elect to 
collaborate or synchronize the differences between the 
image information captured (e.g., full nine-layer file) with 
the image information already transmitted to a target desti 
nation (e.g., first layer only), at the user's convenience, So 
that the transmitted image may be upgraded to its final, full 
quality/resolution representation. In this manner, the present 
invention allows the user to record an image at its full digital 
quality/resolution yet Send only So much of that image that 
is cost-effective and quick to transmit, at a given instance in 
time, based on the then-existing communication medium 
available. 

0153 B. Implementation as Layer over Existing Com 
pression 

0154) 1. General 
0.155) A number of techniques exist for compressing 
image information, including Some of which may be viewed 
as de facto Standards. Examples include, for instance, the 
aforementioned Discrete Cosine Transformation or DCT 
based and wavelet transform-based compression method 
ologies. Rather than abandoning these techniques, the 
present invention is preferably embodied in a manner that 
accommodates them. This allows one to avoid “reinventing 
image compression, which may itself cause new problems. 
Therefore, the present invention is preferably embodied as a 
functional layer on top of existing image compression. At 
the same time, however, the present invention is largely 
independent of the underlying image compression that is 
employed. 

0156 2. Embedded or Layered Coding 
O157. In image compression, embedded or layered cod 
ing refers to a compression technique where the image data 
is coded in multiple data Sections, called "layers'. The base 
layer represents the image at a particular resolution and 
quality. The “resolution' Specifies how many pixels are 
employed. The “quality” Specifies the Signal/noise ratio, 
which is related to the degree of quantization that has 
occurred for the data. The interplay between these two may 
be represented graphically, as shown by the graph in FIG. 
5A. Various combinations of resolution and quality may be 
Selected for rendering a given image. Selection of combi 
nations is simplified if the graph is viewed as being divided 
into various layers, such as shown by the matrix or grid 550 
in FIG. 5B. As shown, the two dimensions that affect each 
layer are resolution and quality. With each increasing layer, 
one adds to the resolution and/or adds to the quality. Thus, 
the layers cumulatively improve the resolution or quality (or 
both) of the image. 
0158 Examples of layered coding techniques include the 
JPEG progressive scanning method described by W. B. 
Pennebaker and J. L. Mitchell, JPEG Still Image Data 
Compression Standard, Chapman and Hall, New York, 
1993, particularly at Chapter 6. JPEG modes of operation, 
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and include the Sub-band layered coding techniques 
described by D. Taubman and A. Zakhor, Multirate 3-D 
Subband coding of video, IEEE Transactions on Image 
Processing, Vol. 3, No.5., September 1994, pages 572-588. 
The disclosures of each of the foregoing are hereby incor 
porated by reference. AS commonly used, the term "Sub 
band coding” refers to the general class of image compres 
Sion techniques (including the wavelet-based coding method 
described earlier) where an image is first decomposed into 
various bands and then the bands are compressed using 
techniques Suited to the band characteristics. The layered 
coding technique is perhaps best illustrated by way of 
example. 

0159 Consider the layered (progressive) coding tech 
nique supported in the JPEG standard, for example. The 
image is first Segmented into 8x8 blocks, and the blocks are 
then transformed with the Discrete Cosine Transform (DCT) 
to result in 64 coefficients (positions 0 through 63) per block. 
These coefficients are quantized based on 64 quantized Step 
sizes, prescribed one for each of the 64 positions. The base 
layer (i.e., Layer 00) may store only the DC band, that is, all 
of the coefficients at position Zero. Continuing in this 
manner, the next layer Stores coefficients 1 through 20, for 
instance. The next layer Stores the remaining coefficients, 21 
through 64. An alternative way to add more layers to this 
Scheme is to divide up how the information is transmitted. 
For instance, the first layer may be transmitted followed by 
the most significant bits (or bit plane) of the next layer (i.e., 
to a certain bit depth). Note that the individual bitplanes are 
coded using entropy coding techniques. 

0160 For a wavelet-compressed image, for example, 
Suppose that one has three resolution levels (e.g., as shown 
in FIG. 3B). Assume a uniform bit depth of 8 bits for all 
levels after quantization. (In general, though, the quantiza 
tion Step size can be varied for each band, leading to a 
different number of significant bitplanes in each band. The 
quantization Step sizes are then transmitted with the image 
header). ASSume bitplane 1 is the most significant bitplane 
and bitplane 8 is the least Significant bitplane. Also assume 
that the original image is 640 pixels wide and 480 pixels 
high. The three resolution levels would then correspond to 
160x120,320x240, and 640x480, where WXH represents an 
image width of W pixels and height of H lines. Suppose that 
one wants to code the image with the layering Scheme shown 
in FIG. 5B. The lowest resolution level (160x120) has a 
single band (LL) and the other resolution levels have 3 (LH, 
HL, HH) bands. 
0161 The base layer (i.e., Layer 00) may correspond to 
bitplanes 1 through 4 of the lowest resolution (160x120) 
level, Layer 10 may correspond bitplanes 5 and 6 of the 
lowest resolution level, and Layer 20 may correspond to the 
remaining two bitplanes (7 and 8). Layer 01 may store 
bitplanes 1 through 3 of the 3 bands corresponding to the 
next higher resolution level (320x240), Layer 11 may store 
bitplanes 4 through 5, and Layer 21 may store the remaining 
bitplanes (6 though 8) for that resolution level. Finally Layer 
02 may correspond to bitplanes 1 through 2 of the three 
bands at the highest resolution level (640x480), followed by 
bitplanes 3 through 5 for Layer 12 and 6 through 8 for Layer 
22. AS can be seen, more bitplanes “at the same resolution 
level” are added along the quality axis, thereby improving 
the image quality at a fixed resolution. Similarly more 
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bitplanes at the “next higher resolution level” are added 
along the resolution axis, thereby improving the image 
resolution. 

0162 The bitplanes in the different layers may be coded 
independently, or Some dependencies may exist on preced 
ing layers, as desired. More important is that the layers 
cumulatively add more information. Where dependencies 
exist, it is meaningleSS to transmit a layer that is dependent 
on layers that are not yet transmitted. Where dependencies 
do not exist, it is still useful to transmit the layers in a 
Sequence that improves the picture quality and resolution. 
For example, in a layered coding Scheme using JPEG 
progressive Scanning, the first layer to be transmitted may be 
the DC coefficients that shows a crude representation of the 
image, the Second layer transmitted may be AC coefficients 
1 through 30 which further refines the image, finally fol 
lowed by a third layer that codes the remaining coefficients. 
0163 C. Design Considerations/Assumptions 
0164. The following methodology is particularly suitable 
in instances where the main data Storage (i.e., storage media) 
does not exist on the imaging device and the imaging device 
is typically untethered from the data Storage. However, 
opportunities occur from time to time to transfer information 
to the main data Storage, when the imaging device is 
occasionally tethered (e.g., to the data Storage or to another 
device in communication with the data storage). Often in 
Such a Situation, other constraints exist, including time 
constraints and bandwidth constraints, Such that only a Small 
amount of data may be exchanged at a given instance in 
time. Against this backdrop, the user desires to get as much 
of his or her picture rendered as quickly as possible, thereby 
providing a good representation of the picture at the data 
Storage Side and perhaps even freeing up Some Storage at the 
imaging device. 
0.165. As described above, digital image representation of 
a picture may be considered along two axes, resolution and 
quality (for a particular color depth). This presents the user 
with a matrix of choices. For example, the user may Select 
a low-resolution image of 320x240 pixels in a camera 
capable of capturing 640x480 pixels, or the user may select 
a “high-quality” JPEG or a “low-quality” JPEG. In accor 
dance with the present invention, the image information is 
layered So that the Smallest-resolution, lowest-quality image 
is the lowest layer in the matrix (i.e., Layer 00). Each layer 
represents the Smallest Segment of information that is mean 
ingful to Send. Among the layers, Layer 00 represents the 
least amount of information needed for rendering a mean 
ingful image. AS one keepS adding layerS along the axis of 
quality, more image data is added and the rendered picture 
becomes progressively higher in quality. Here, as one moves 
along the axis of quality, the image data becomes progres 
Sively leSS quantized as more and more bitplanes are trans 
mitted. In a similar manner, one may progreSS along the axis 
of resolution, for obtaining a rendered image of increasingly 
higher resolution. 
0166 As the information between layers is somewhat 
dependent (in the format employed for the currently-pre 
ferred embodiment), transmission occurs in a manner Such 
that the layers transmitted form a contiguous block of layers. 
There is no immediate use for transmitting information from 
a layer that cannot be interpreted or processed correctly until 
receipt of another layer. As shown in FIG. 5C, for instance, 
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this may be viewed as layerS falling within a bounding box. 
Thus, the information transmitted is preferably within a 
rectangle that encloses the Smallest region. Examples 
include, for instance, rectangle 561 and 563, each rectangle 
including layers that are contiguous. 
0167 Recall that each layer represents an atomic unit: the 
lowest Segment of the data that can be sent. Each time the 
imaging device or camera is connected (directly or indi 
rectly) to the main data Storage, there exists an opportunity 
to Send one or more extra layers. The actual constraints 
present are dependent on the user's given Situation, Such as 
whether the imaging device is connected via wireleSS or 
wireline communication. Therefore, how the layers are 
transmitted is, in a preferred embodiment, configurable 
(automatically and/or user-configurable) for a given com 
munication Scenario. In a wireline Scenario, bandwidth is 
leSS expensive and thus more layers can be transmitted at a 
given instance in time. Here, the configuration may be 
controlled by the target device (i.e., server computer having 
the main data storage), so that the target device controls 
which layers it uploads. In a wireleSS Scenario, on the other 
hand, bandwidth is more constrained. In that case, typically 
only the first layer would be uploaded. Additional layers 
would be uploaded at a later point in time (i.e., "updates”), 
either via a wireleSS or wireline communication medium. 
For the logical partitions shown in FIG. 5C, a maximum of 
nine communication Sessions are required for transmitting 
the image at full resolution and full quality. 
0168 D. Data Organization and Processing 
0169. 1. Preferred Embodiment 
0170 FIG. 6A illustrates the basic data organization or 
progressive file format employed in a preferred embodiment 
of the present invention. Accompanying FIG. 6B represents 
the corresponding methodology 650 employed for organiz 
ing raw image data into the progressive file format 600, 
shown in FIG. 6A. Initially the picture is captured from the 
sensor (e.g., CMOS sensor), as represented by step 651. The 
raw image data represents a mosaic, arranged as repeating 
Bayer patterns, in memory (frame buffer). The mosaic is 
Separated into a three separate planes, based on the color 
space employed, such as YUV or RGB color space. This is 
indicated by step 652. In the preferred embodiment, YUV 
color Space is employed. Therefore, the raw image data is 
Separated into Separate Y, U, and V planes. At this point, 
each plane is transformed (e.g., wavelet or DCT transfor 
mation) into separate quadrants or bands, as shown by Step 
653, and then quantized as shown by step 654. For wavelet 
transformed data, therefore, the image information has been 
decomposed into separate bands or quadrants (each to a 
certain bit depth), which have been quantized. Each bitplane 
within each band is coded (e.g., entropy coding), for com 
pressing the data, as indicated by step 655. Within each 
bitplane, multiple passes of coding may be applied. 
Although the information is coded, the length and location 
of each piece of data is preserved, So that the information 
may be organized into different layers, that is, inserted into 
different layers, as shown by the file format 600. 
0171 Now, the transformed, compressed and quantized 
image information is further organized into a quality/reso 
lution matrix, using the various layers available from the file 
format 600 for FIG. 6A. Each layer is represented by two 
coordinates: resolution and quality. Organizing the image 
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information into different layers includes Selecting particular 
bands for a given layer, each band being represented to a 
particular bit depth. Layer 00 represents the lowest resolu 
tion/quality for the image; it will store the “smallest band.” 
Therefore, at this point, the system decides what will be the 
smallest layer, as indicated by step 656. This includes 
determining which bands to take for the image, and to what 
bit depth. For example, Layer 00 may contain bands 1 
through 10, yet only include three bitplanes in band 1, two 
bitplanes in band 3, and so forth and so on. This information 
is stored in Layer 00. Thus, Layer 00 itself is further 
Subdivided, based on the bitplanes its Stores. The Storage 
methodology 650 continues in this manner, filling out the 
other layers (i.e., proceeding along quality/higher resolu 
tion) until the quality/resolution matrix is complete. Each 
layer preferably includes information from all three Separate 
color planes. 
0172 To assist with processing, the file format 600 stores 
housekeeping information in a header Section. Specifically, 
housekeeping or attribute information for the picture is 
stored in the picture header 610, as shown in FIG. 6A. The 
picture header 610 includes capture-specific information or 
attributes about the picture, including width and height, 
aperture and exposure time used to capture the picture, 
analog gains of the (CMOS) sensor, timestamp, and the like. 
The header also includes information on the quantization 
Step sizes employed for the various bands in the image. If 
desired, the picture header 610 may include a thumbnail 
image (bitmap), which is useful for providing a quick 
preview of the image. The thumbnail could be compressed 
using any coding technique. 

0173 Additionally, the file format 600 stores housekeep 
ing information about the layers, using a layer directory 620. 
Each layer itself is Stored, in a preferred embodiment, as a 
Separate record, Such as a separate physical file in a flash file 
system. The layer directory 620 includes an entry for each 
layer record; the entry includes the name of the accompa 
nying a physical file (text string) and length of the file 
(numeric value). Each record, such as record 630, includes 
a record header (e.g., record header 631) for Storing house 
keeping information about that particular record. For a YUV 
color Space embodiment, for instance, the record header 631 
stores Y offset and length, U offset and length, and V offset 
and length. This is followed by the record body 635, which 
Stores the image information proper. For a YUV color Space 
embodiment, this would include, for example, Separate Y 
data, U data, and V data compartments or Sections, within 
the record. 

0174) The methodology 700 of the present invention for 
transferring image data is illustrated in FIG. 7. When the 
imaging device is first connected to the target device, the 
header information is transmitted, So that the target device 
includes the basic information about the picture (e.g., 
including a thumbnail). This is illustrated in step 701. Next, 
at step 702, the target device reads the record directory of an 
image to control uploading of that image. Now, the target 
device (e.g., server computer) is ready to access and fetch 
the individual layers that comprise the image information. 
Starting with the first record entry, the target device Succes 
Sively fetches the corresponding records (referenced by the 
recorded directory entries), as illustrated by step 703. As 
each record is retrieved, the Server computer may reset the 
record entry (e.g., Setting the filename to NULL) on the 
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imaging device-Side, for indicating that that record has 
already been fetched. Once the entry has been set to NULL, 
the corresponding record may be deleted. At the same time, 
at the Server computer, the corresponding record entry is 
updated to now reference the just-fetched record. This 
allows the imaging device to know which records have been 
Sent, and allows the Server computer to know which records 
have been received. Upon transmission of the layer, the 
communication connection may be (optionally) now closed, 
as indicated by step 704. 

0175 The server computer fetches successive record(s) 
at the next opportunity, either during the current connection 
or during the next connection (indicates that the current 
connection is now terminated). Step 705 illustrates that a 
loop is established to jump back to step 703 for transmitting 
the next (remaining) layer. The server computer itself may 
be configured to fetch the layers in a particular order, Such 
as first increasing the quality before increasing the resolu 
tion, or conversely increasing the resolution before increas 
ing the quality. AS previously described, however, the Server 
computer should preferably retrieve layerS Such that a 
bounding box encloses all retrieved layers. Once no more 
layers remain to be transmitted (a fact which is uncovered at 
step 705), the method is done. 
0176). As an example of real-life application of the fore 
going methodology consider, for instance, a user “in the 
field” who needs to capture an image and transmit it back to 
his or her office. Here, the user may initially be interested in 
only a low-quality version (say, the first layer only) of the 
image for transmission back to the office. The device though 
records a high-quality/resolution version of the image. There 
is no loSS of image information in the high-quality/resolution 
version of the image if no quantization is employed (i.e., the 
device then would store a lossless version of the image), but 
typically Small quantization Step sizes are employed So as to 
control the size of the high-quality/resolution version of the 
image. Only the first layer is transmitted back to a target 
device at the users office (e.g., a desktop or server computer 
with Internet connectivity). At a later point in time, for 
instance, when time and/or bandwidth are not an issue, the 
user can transmit all remaining layerS for the image. Here, 
the remaining layers need not be directly transmitted to the 
destination device. Instead, the user can, for example, trans 
mit the remaining layers to yet another device, Such as his 
or her home computer, which then may synchronize or 
collaborate the information with that already present at the 
destination device, for generating a copy of that image at full 
quality (at either one or both of the devices). AS demon 
Strated by this example, the present invention allows the user 
to avoid the classic tradeoff of image quality verSuS trans 
mission time. In particular, the user need not endure long 
transmission time in order to transmit a copy of the image, 
nor is the user forced to only record a low-quality version of 
the image for transmitting. 

0177 2. Alternative Embodiments 
0.178 Those skilled in the art will appreciate that the 
foregoing data organization may be modified to accommo 
date the peculiarities or constraints of a given environment. 
For instance, the foregoing data organization may also be 
embodied in devices that do not readily Support record 
oriented organization. In Such a case, the image information 
is simply organized into a single blob (binary large object), 
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which may be Subdivided into Separate logical Sections 
corresponding to the previously-mentioned header and 
record Sections. Also, the directory entries are modified to 
Store offset/length entries (instead of filenames for physical 
files). FIG. 8 illustrates the basic approach. FIG. 8 demon 
strates a recordless file format 800 in that it does not provide 
individual records (i.e., named files) per se. Instead, the 
information is organized Such that the highest-priority layer 
occurs at the bottom of the blob object and the lowest 
priority layer occurs at the top. The Server accesses the 
Structure by taking increasing amounts of the blob, So that 
the corresponding image file at the Server becomes increas 
ingly larger (as additional logical layers are uploaded). AS 
each layer is uploaded to the Server, the corresponding 
memory at the imaging device may be freed, So that it can 
be used for other purposes. Thus as shown, there is no need 
for the records to exist as Separate physical files. 
0179 E. Progressive File Format Advantages 
0180. In accordance with the present invention, image 
information after wavelet decomposition and quantization is 
Sorted into Successive layerS or compartments, based on 
quality and resolution criteria. No new image information is 
lost during the layering process, nor has any numeric opera 
tion (e.g., floating point operation) been performed which 
would render the information less accurate. Instead, the 
image information is organized in a fashion that allows the 
System to control the transmission of varying qualities/ 
resolutions of a given image from the progressive file 
format. Since the user is able to capture an image at full 
quality, yet choose what quality/resolution the image is 
transmitted at, the user is not forced to capture poor quality 
images just to have good transmission times. Instead, the 
user can enjoy high-quality imageS as well as good trans 
mission times. 

0181 Media Spooler System and Methodology 
0182 A. General Design 
0183 Uploading media wirelessly, in particular digital 
pictures from a wireleSS digital camera to a Web Server, is 
actually a fairly complex task. Consider, for instance, a 
“mobile Visual communicator” comprising a wireleSS digital 
camera that may connect to a cellular phone (e.g., System 
100 or comparable device), or with built-in cellular phone 
functionality. To transmit photographic images, the camera 
initiates a wireleSS data call through the cellular phone. 
Under current Second generation cellular networks, this data 
call results in a 9600 baud modem call over the existing 
Public Switched Telephone Network. That modem call goes 
to the user's ISP (Internet Service Provider), which invokes 
PPP (Point-to-Point protocol) to get Internet connectivity to 
the mobile Visual communicator. At this point, pictures can 
now be uploaded to a Web server. 
0.184 Problems remain when implementing this commu 
nication using existing approaches, though. Web Severs are 
designed and optimized to respond to HTTP (Hypertext 
Transport Protocol) requests over TCP connections. How 
ever, HTTP client code is fairly complex and therefore 
difficult to implement on thin-clients like a wireleSS digital 
camera. For instance, a thin-client device typically has little 
processor and/or memory resources available for executable 
code. Additionally, HTTP/TCP itself is not necessarily opti 
mized for use over slow, unreliable linkS. 
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0185. At the outset of designing a solution for better 
transmission of digital content or media, it is helpful to 
recognize that there exists a vast multitude of connections 
(e.g., thousands, or even hundreds of thousands) coming 
over a slow wireless link. In other words, the nature of the 
problem is Such that a very large number of connections will, 
in effect, be slowly trickling data. Additionally, given the 
large number of Simultaneous connections and that many of 
them may be lost (i.e., aborted), it is important to adopt an 
approach which does not require retransmission of data or 
information which has already been successfully sent. This 
is particularly important with wireleSS communications 
Since retransmission of previously-Sent information will 
incur Substantial Server-side overhead, with the high poten 
tial for cascading failure at the Server. Accordingly, it is 
important to reduce unnecessary transmission of content that 
is coming from the recording or capturing devices. 
0186. As an additional design consideration, enhanced 
efficiencies may be realized by positioning the Solution at the 
wireleSS carrier, that is, at the point of the processing of 
incoming wireleSS communication signals. By designing the 
Solution for deployment at the wireleSS carrier, the Solution 
is better Suited for Scaling, based on the number of wireleSS 
clients that that carrier Services. Additionally, the wireleSS 
carrier provides a centralized location, thereby facilitating 
deployment, management, and administration (e.g., billing). 
0187 Finally, the solution is designed such that it does 
not assume that content will be transmitted in any particular 
manner. In other words, the Solution does not assume that 
content necessarily must be transmitted wirelessly. Instead, 
content may arrive through wireleSS communication, wire 
line communication, or Some combination thereof. By rec 
ognizing that portions of an item of interest may arrive 
through a variety of potential communication media, the 
Solution is able to provide an optimized approach for han 
dling instances of lost connections, and thereby perform the 
least amount of work possible for Successfully transmitting 
the entire contents of an item. 

0188 B. Media Spooler Architecture and Operation 
0189 1. Overview 
0190. The present invention provides a media spooler or 
gateway to address these problems by acting as a protocol 
gateway between a thin-client device and a target host or 
Server (Supported by a server infrastructure). More particu 
larly, the media Spooler of the present invention acts as a 
protocol gateway between thin-client devices (e.g., the 
mobile visual communicator or system 100 described above) 
and server infrastructure (e.g., Server-based computer Sys 
tems or “Web servers” of a photographic service provider). 
This task entails accepting multiple, Simultaneous connec 
tions from various client devices (e.g., wireless digital 
cameras), extracting information from those devices (e.g., 
digital photographs), and then uploading that information to 
the target Server infrastructure. In basic operation, the media 
Spooler queries each client device for the information (e.g., 
pictures) the client device thinks should uploaded, and then 
the media Spooler queries the Server infrastructure for the 
Subset of pictures that have not been already uploaded. This 
improved coordination or Synchronization of information 
between a device and target host allows for efficient recov 
ery of dropped cellular data calls by essentially allowing the 
media spooler to “pick up where it left off.” 
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0191) 2. General Architecture 
0.192 FIG. 9 represents the overall communication envi 
ronment 900 in which the media spooler or gateway of the 
present invention operates. Content enters the environment 
through a variety of devices. Examples include, for instance, 
a media capturing device 913 (e.g., digital camera). Other 
examples include digital Video and digital audio capturing 
devices (not shown). In the environment 900, the media 
capturing device 913 is attached (intermittently) to a cellular 
phone device 911, which in turn communicates through a 
wireless network 910 to a modem pool 940. Instead of a 
cellular phone device, the device 911 may comprise a 
Bluetooth-enabled communication device or a wireleSS 
modem attached to the capturing devices. AS also shown, a 
PC or laptop computer device 923 may connect over wire 
line (e.g., regular phone line) 920 to the same modem pool 
940, which is offered by the carrier. This arrangement 
illustrates carriers that offer both wireless data and wired ISP 
connections. Regardless of how a particular device is con 
necting to the environment, ultimately a data call is placed 
by the device (or on behalf of the device) for establishing a 
connection with the modem pool 940. As shown by the 
ellipsis in the figure, a variety of other devices may connect 
as well, either through wireless or wireline means. Whether 
the arriving connection is wireleSS or wireline, the media 
spooler 950 may still operate to improve overall system 
operation. 

0193 As shown, the modem pool 940 resides at the 
carrier (i.e., cellular phone provider) infrastructure, for 
receiving incoming connections from a variety of devices. 
Additionally, the media spooler 950 is also located at the 
carrier infrastructure, in effect juxtapositioned near the 
modem pool 940. Here, the media spooler 950 is located 
near the modem pool 940, the two being connected together 
over a high-speedbackbone data network or link 945. In the 
currently-preferred embodiment, communication between 
the two occurs via TCP/IP. The media spooler 950, in turn, 
connects to back-end server infrastructure 970. The server 
infrastructure 970 comprises media asset management 
(“vault') and media exchange. It may operate at a remote 
data center(s) and/or may operate at the carrier's data center 
(e.g., located within the carrier's infrastructure). Connection 
between the media spooler 950 and the server infrastructure 
970 occurs through a high-speed backbone data network or 
link 955, either over the Internet (if the data center is remote) 
or within the carrier's infrastructure (if the data center is 
local). 
0194 3. General Operation 
0.195 Exemplary basic operation proceeds as follows. A 
media capturing device, which is connected to a data 
capable cellular phone, captures information to media (e.g., 
digital photograph). The cellular phone places a data call, for 
instance, at 9600 baud, to its available modem pool at the 
appropriate carrier (i.e., Subscribed to for this cellular 
phone). Once the data call is established, the capturing 
device transmits the data (media information) to the modem 
pool, using TCP/IP protocol. The modem pool collects the 
bits of information pertaining to the digital photograph being 
transmitted and, in turn, passes that information to the media 
Spooler, which resides in close proximity to the modem pool. 
Once the media Spooler receives enough bits of information 
to define the digital photograph (or useful portion thereof), 
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the digital photograph is transmitted via a high-Speed data 
network to the Server infrastructure, also using a high-speed 
connection. The Same basic data flow exists for other 
devices, including, for instance, when a digital photograph 
is uploaded from a laptop computer via a data call to the 
modem pool. 
0196. For incoming data that it is receiving, the media 
Spooler itself is independent of any given file format. In 
particular, the media Spooler may spool a variety of disparate 
media types, apart from Progressive Photograph Format 
(PPF) files. The media spooler applies a byte-level “smart 
retry” approach to transmitting data, which ensures that 
transmission will resume at the point of the last Successfully 
received byte of data. This byte-level approach is applied 
regardless of whether the media type being transmitted 
Supports compartment-level transmission. For instance, if a 
cellular call is dropped in the middle of a compartment, the 
Spooler will resume Subsequent transmission at the last byte 
received. In this manner, information may be transmitted in 
a manner which minimizes retransmission of data that has 
already been Successfully received. 
0.197 As the incoming client data is received, it is written 
to the media Spooler's disk. When the Spooler gathers a 
complete PPF compartment or complete file of another 
media type, it then uploads it to the Web server. In the case 
of a broken connection to the Spooler, the Spooler will 
upload the portion received to the Web server. On a Subse 
quent connection from the same device, the media Spooler 
will resume downloading the PPF compartment or file of 
another media type at the point where the previous connec 
tion broke; thus guaranteeing that data is only going over the 
Slow cellular link once. The media Spooler is able to resume 
at the point of the last connection by always querying the 
client device for a complete list of compartments and their 
sizes ready for downloading. Before the media Spooler 
actually commences downloading it queries the Web Server 
for the Subset of bytes of compartments that should actually 
be downloaded from the client. 

0198 The cumulative effect, at a given point in time, is 
that there will be a multitude of connections and, therefore, 
a multitude of media Progressive Photograph Format (PPF) 
compartments being Simultaneously transmitted. During this 
operation, in conjunction with the Server infrastructure and 
client device, the media Spooler must decide whether to 
retrieve a particular compartment or piece. AS multiple client 
connections are open at any given instance in time, this 
decision process is occurring for a multitude of client 
devices that are currently connected. If desired, the media 
Spooler may be configured So that it only transmits media 
objects that have reached a prescribed amount of completion 
(e.g., 100% of compartments received for an object). 
0199 C. Media Spooler Components 
0200 FIG. 10 illustrates the media spooler of the present 
invention (shown at 1000) in further detail. The media 
Spooler 1000 comprises multiple components, including a 
Web server status (monitoring) module 1001, a media man 
ager 1003, a call-control logger 1005, a TCP/IP stack 1011, 
a media acquisition thread pool 1013, a cache module 1015, 
Servers manager 1021, Security manager 1023, a Synchro 
nization manager 1025, and an administration module 1030. 
The media spooler 1000 operates on top of an operating 
system (not shown), such as Linux, FreeBSD, UNIX, Win 
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dows 2000, or the like. Individual modules of the media 
spooler 1000 will now be described in further detail. 
0201 The TCP/IP stack 1011 supports a multitude of 
concurrent connections. A shown, the TCP/IP stack 1011 is 
the communication gateway, or entry point, into the media 
spooler 1000. The TCP/IP stack 1011 may be provided by 
the underlying operating system (e.g., Linux built-in TCP/IP 
Support) or by existing third-party implementations, Such as 
InterNiche Portable TCP/IP Protocol Stack, version 1.6, 
available from InterNiche Technologies, Inc. of San Jose, 
Calif. The TCP/IP stack 1011, which operates under the 
control of the media manager 1003, is configured for Sup 
porting a multitude of long-duration, concurrent connec 
tions. 

0202) The media manager 1003 itself serves as a central 
piece that coordinates operation of Several of the other 
modules, in addition to the TCP/IP stack. In a complemen 
tary manner, the Servers manager 1021 Serves to provide 
communication between the media spooler 1000 and the 
Server infrastructure. The Servers manager 1021 exposes a 
Secured XML-based interface allowing it to communicate 
with a variety of different server infrastructures. The servers 
manager 1021 operates in conjunction with the Security 
manager 1023, in order to establish the particular type of 
Secured communication that will be employed (e.g., SSL vs. 
SSH, depending on the type of protocols employed). AS also 
shown, the Synchronization manager 1025 interfaces 
directly with the media manager 1003. The synchronization 
manager 1025 includes logic for determining whether to pull 
a particular compartment or component (of a data object of 
interest) from one of the media-capturing devices (or other 
clients). If the synchronization manager 1025 determines 
that a particular component, in fact, does need to be pulled, 
then the media manager 1003 will immediately proceed to 
retrieve that component. 
0203 Actual communication with each individual client 
occurs in conjunction with the media acquisition thread pool 
1013. This module controls a pool of threads (i.e., processes) 
that are available for Servicing the communication Sessions 
with the multiple concurrent clients. Recall that many con 
current clients are communicating with the media Spooler 
1000 through a comparatively-slow wireless link, for 
instance, via a 9600 baud connection to the capturing device. 
In effect, a large number of client devices are trickling data 
to the system. Therefore, in order to efficiently service this 
communication Scenario, the media acquisition thread pool 
1013 allocates a thread for each Such connection. Each 
thread, in turn, operates in conjunction with the cache 
module 1015 to dump (i.e., load) data into the file-based 
cache System, as the data becomes available over the wire 
leSS connection. 

0204. In order to track or log each communication con 
nection coming into the system, the media spooler 1000 
includes a logging component, the call-control logger 1005. 
This module, which is in direct communication with the 
media manager 1003, provides Specific tracking for each 
data call that has occurred. 

0205 The following data structure may be employed for 
tracking calls. 

0206 Count of pictures transferred 
0207 Count of files transferred 
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0208 Count of data bytes transferred 

0209 Call Start Time & Call End Time 
0210. The logger tracks time/length of each call, as well 
as details about the particular user (account) and data traffic 
asSociated with each particular call. In the currently-pre 
ferred embodiment, this information includes the number of 
pictures (or compartments) transmitted as well as the total 
number of bytes of data transmitted during the call (Session). 
This information, in turn, may be used for providing usage 
metrics, including, for instance, providing information Sup 
porting per-image or time-based billing. 

SVAR1 = 

0211 Two components operate in a stand-alone fashion: 
the administration module 1030 and the Web server status 
module 1001. The administration module 1030 operates as 
a Stand-alone module that provides System administrator 
control over the various components of the media Spooler 
1000, including, for instance, establishing user accounts and 
passwords. Thus, the administration module 1030 functions 
as a Supervisory module overseeing the interaction of all of 
the components. The Web server status module 1001 pro 
vides System-wide monitoring of the activity that is cur 
rently occurring. For instance, the Web Server Status module 
1001 provide statistics about the number of concurrent 
connections and the number of data objects that have been 
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transmitted over a given period of time. In the currently 
preferred embodiment, this module may expose a public 
interface, thereby allowing this information to be published 
to the World Wide Web (for authorized parties). 

0212 D. Media Spooler Data Structures 

0213 1. Image Data Structure 

0214. The following is an exemplary data structure 
describing images at both a camera and the Server, using the 
Perl programming language's associative array feature. 

{ 
“id => “ls 00200020 O2921003 O084.0002b 800000A3, 
part => 

{ 
frombyte => 0, 
id=> 1, 
tobyte => 5309 

3. 
{ 

frombyte => 0, 
id=> 2, 
tobyte => 5043 

3. 
{ 

frombyte => 0, 
id=> 3, 
tobyte => 17364 

} 

3. 
{ 

“id => “ls 00200020 O2921003 O084.0002b 800000A5, 
part => 

{ 
frombyte => 0, 
id=> 1, 
tobyte => 4682 

3. 
{ 

frombyte => 0, 
id=> 2, 
tobyte => 4522 

3. 
{ 

frombyte => 0, 
id=> 3, 
tobyte => 15533 

0215. The above sample shows a list of pictures on the 
camera. Each picture has an identifier (ID) field and a part 
field. The ID is the picture's globally-unique identifier 
(GUID), and the part field is actually a list of compartments. 
Each compartment has an ID in addition to a “frombyte” and 
a “tobyte”. When the spooler system communicates with the 
camera, the frombyte will always be 0, and the tobyte is the 
length of the compartment. After fetching this information 
from a camera, the Spooler then asks the Server for the Subset 
of compartments that should actually be uploaded. 

0216. As noted above, the data structure describing 
images from the camera is the same as the information from 
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the Server. The following is a Sample that matches the 
Sample above. 
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SVAR1 = 
{ 

id=> “ls 00200020 O2921003 O084.0002b 800000A3, 
part => 

{ 
frombyte => 0, 
id=> 3, 
tobyte => 17364 

3. 
{ 

id=> “ls 00200020 O2921003 O084.0002b 800000A5, 
part => 

{ 
frombyte => 0, 
id=> 1, 
tobyte => 4682 

3. 
{ 

frombyte => 0, 
1 *id => 2, 
tobyte => 4522 

3. 
{ 

frombyte => 0, 
id=> 3, 
tobyte => 15533 

0217. The sample above shows that only compartment #3 
of picture ls 00200020 02921003 0084.0002b 
800000A3 needs to be uploaded, while all of the compart 
ments (i.e., whole) picture ls 00200020 02921003 
0084.0002b 800000A5 needs to be uploaded. 

0218 2. GUID Data Structure 
0219. The device ID of a particular camera device is used 
to obtain a monotonically-increasing unique picture ID, 
through a special registry API method. This UI32 (32-bit 
unsigned integer) value is combined with additional indi 
vidual device-specific values, SYSTEM/ModelInfoNum, 
SYSTEM/SerialNum, and SYSTEM/FwVersion, the three 
of which form the camera's device ID (gDeviD), to form the 
globally Unique picture ID for each picture taken (GUID). 
0220. In the currently-preferred embodiment, this GUID 
is an ASCII character string in the following format: 

0221 mmmmmmmm SSSSSSSSS 
ffffffffFFF nnnnnnnn 

0222 

0223 mmmmmmmm is the 8 ASCII encoded hex 
nibbles of the value SYSTEM/Model InfoNum, 

0224 SSSSSSSSS is the 8 ASCII-encoded hex nibbles 
of the value SYSTEM/SerialNum, 

where 

0225 ffffffffFFF is an ASCII string representing 
SYSTEM/FwVersion, where ffffffff is the revision 
number and FFF is a set of revision attributes, and 

Mar. 14, 2002 

0226) nnnnnnnn is the monotonically-increasing 
unique picture ID (identifier). 

0227. This resulting string is the GUID of a picture, and, 
in the currently-preferred embodiment, is also the “root 
name of all files generated by a camera device for a 
particular captured image. 

0228 E. Media Spooler Detailed Operation 

0229. With a basic understanding of the media spooler's 
architecture, the end-to-end operation of the media Spooler 
may now be described in further detail. Consider, for 
instance, a capturing device Supporting a four-part progres 
sive file format. The method steps for this operation are 
illustrated in FIGS. 11 A-B, with a corresponding protocol 
session illustrated in FIG. 11C. At step 1101, a connection 
request is received at the media Spooler from the capturing 
device. In particular, this request comes in through TCP/IP 
stack 1011 for processing by the media manager 1003. At 
this point, the request must be confirmed to be a valid 
request, as indicated by Step 1102. For example, the Step 
includes validating that the user is an authorized user. In 
order to carry out the Step, it is necessary to consult with the 
server infrastructure. Therefore, the servers manager 1021 
initiates dialogue with the Server infrastructure for retrieving 
the user-specific authentication information (e.g., user name 
and password) pertinent to this particular user. Upon receiv 
ing this information, the media spooler 1000 may compare 
it with the user name and user password received at logon, 
from the capturing device. At the conclusion of step 1103, 
the user account has been validated and pertinent informa 
tion characterizing the account has been retrieved from the 
server infrastructure for use by the media spooler 1000. 
Once the account has been validated, the media manager 
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1003 may proceed to allocate a particular thread from the 
media acquisition thread pool 1013 for Servicing that par 
ticular connection request, as indicated by Step 1104. The 
allocated thread will be called upon to offload data from the 
capturing device. 

0230. At step 1105, the media spooler 1000, under con 
trol of the media manager 1003, initiates a “reverse' request 
(i.e., back to the capturing device) that asks the capturing 
device to identify which of its stored pictures (or other data 
objects of interest) are to be uploaded. Every particular 
object (e.g., digital image file) is associated with a globally 
unique identifier (GUID) that the capturing device has 
assigned. The GUID is Selected to be unique acroSS the 
entire System. In response to this request, the capturing 
device returns a media acquisition list-identifying, by GUID 
and by part number, the Specific parts that the capturing 
device currently stores. Each record of the list includes the 
following fields for identifying each part: GUID, part num 
ber, part size, and format (e.g., PPF format). 
0231. In a complementary fashion, the media spooler 
1000 issues a request to the servers manager 1021, inquiring 
about what pieces the Server infrastructure currently has for 
this particular user-that is, what pieces have already been 
uploaded. This step, which is shown as step 1106, requires 
that the servers manager 1021 contact the server infrastruc 
ture for obtaining this information. In a manner Similar to 
that done by the capturing device, the Server infrastructure 
may return a list or log indicating what parts-identified by 
GUIDs and by part numbers-currently reside at the server 
infrastructure, as indicated by step 1107. The data structure 
of the Server infrastructure's list may be the same as, or 
Similar to, the capturing device's media acquisition list. 
However, the server infrastructure returns to the spooler 
information indicating the Subset of data that the Server does 
not have and thus should be extracted from the device. 

0232. Now, the media manager 1003 passes the two lists 
to the synchronization manager 1025. In turn, the synchro 
nization manager 1025 may determine exactly what parts 
reside on the capturing device that Still need to be retrieved, 
as shown by step 1108. In other words, the synchronization 
manager 1025 informs the media spooler 1000 exactly 
which parts it should upload from the capturing device. For 
example, the Synchronization manager 1025 may have 
reported that, for this particular user, the following parts still 
needed to be retrieved: GUID #2, Part #2 and GUIED #4, 
Part #3. The media manager 1003, acting on this informa 
tion, may now instruct the previously-allocated thread to 
retrieve the data associated with the identified required parts 
(i.e., “chunks”), as indicated by step 1109. The media 
manager 1003 is free to act on any other incoming requests. 
At the same time, however, the allocated thread is busy 
dumping into in the cache module 1015 the incoming 
contents for the identified required parts. Once the cache 
module 1015 has received all of the required parts, it alerts 
the media manager 1003. The media manager 1003 may 
then pull the completed parts from the cache module 1015 
and then pass them to the servers manager 1021 for delivery 
to the server infrastructure. This is indicated by step 1110. 
The part data itself is transferred as a blob object, wrapped 
within an XML package. 

0233 Additionally, the communication protocol (of FIG. 
11C) between the media spooler and clients is implemented 

Mar. 14, 2002 

using a light-weight protocol, So that required code Space is 
minimized on the clients. The protocol engine is itself fairly 
Small Since it responds to a simple Set of requests as shown 
in FIG. 11C (instead of the more difficult work of generating 
requests, parsing responses, and handling timeouts). By 
using a light-weight protocol as a remote user interface, Such 
as the same protocol employed between the wireleSS digital 
camera and the cellular phone, only one protocol engine 
need be compiled into the thin client. The protocol itself may 
also be optimized for slow data links (e.g., cellular data 
phone calls). 
0234) F. Implementation Via Remote Procedure Calls 
0235 1. General 
0236. In accordance with the present invention, remote 
procedure calls (RPCs) are defined to provide the media 
Spooler with a means to determine which photos are cur 
rently uploaded for particular accounts. In particular, the 
remote procedure calls define methods to upload actual 
photos to a target Site, methods to annotate information 
(meta data) for photos uploaded, and methods to set and get 
generic Settings for a particular camera. 
0237) The following Table 4 lists remote procedure com 
mands which the media Spooler will issue to the Server 
infrastructure. 

TABLE 4 

Remote Procedure Calls 

Command Description 

Query Stored Photos Query the database on the server for a list of 
photos currently stored for a camera and/or 
user account. 
Store additional annotated information 
about uploaded photos. This may also 
include setting a list of e-mail addresses to 
forward the photo. 
Send photo(s) to the server for storage into 
a users account. Also store annotated meta 
data on a per-photo basis. 
Set camera-specific information and/or 
settings. 
Get the settings which were set with the 
command Set Camera Settings. 

Set Photo Meta Data 

Store Photos 

Set Camera Settings 

Get Camera Settings 

0238. Of the five commands which will be made, the 
Query Stored Photos command and the Set Camera Settings 
command are defined to be time critical. Specifically, both 
the Query Stored Photos command and the Set Camera 
Settings command will be called only once per camera 
upload Session, immediately following the camera's initial 
negotiation with the media Spooler. After uploading photos 
from the camera to the media spooler, the Store Photos 
command is called with all the photos uploaded. This 
command also takes care of Setting any meta data associated 
with the photos at the time of uploading them. Finally, the 
Set Photo Meta Data command is used to change meta data 
for photoS which currently reside on the Server infrastruc 
ture. 

0239 2. Query Stored Photos Command 
0240 The Query Stored Photos command is used to 
query the Server as to photoS which have been previously 
uploaded. Since the camera can Store and Send photoS in 



US 2002/0032027 A1 

multiple parts (compartments) from either the desktop or 
through a wireleSS data call, this method is employed by a 
“Camera Spool Server” to query the application server to 
determine which parts have previously been uploaded. This 
allows the Camera Spool Server to avoid Sending duplicate 
photoS or photo parts to the application Server. 

0241 Table 5 contains a list of the items the Camera 
Spool Server will supply as part of the query. Not all items 
are required. Missing items will be treated as wild card 
Searches in the database. 

TABLE 5 

Query Stored Photos Database Query Fields 

Field Type Description 

CamId Numeric (128 bits) Unique Camera ID individually 
assigned for each camera produced by 
LightSurf. 
International Mobile Equipment ID. 
Assigned by phone manufacturer. 
International Mobile Subscriber ID 
(equivalent to PSTN phone #). 
Assigned by carrier. 
Public Switched Telephone Number of 
the mobile phone which sent the 
photo. 
Unique ticket number using TBD 
calculus uniquely identifying 
camera/phone combination. 
Unique photo ID automatically 
assigned to each photo generated by a 
LightSurf camera. This field is unique 
across all LightSurf cameras. 

IMEI war char128 

IMSI war char128 

PSTN war char128 

Ticket war char128 

GUID Numeric (128 bits) 

0242 
0243 Listing 1 is the schema for the Query Stored Photos 
SOAP (Simple Object Access Protocol) request. The Cam 
era Spool Server will make this request after the initial 
negotiation with the camera. This request is to allow the 
Camera Spool Server to determine which photos it should 
upload from the camera versus which photos (including 
compartments) have already been uploaded to the server for 
a particular account, Camera ID, Phone, or both. Depending 
on whether the user model is camera-centric or phone 
centric, photoS will be Stored into user accounts mapped to 
either the camera's ID, the phone's ID, or a combination of 
both. Any fields which are not transmitted in the request 
should be treated as “don’t care.” An example of the actual 
Query Stored Photos SOAP request is shown in Listing 2. 

a. Query Stored Photos SOAP Request 

Listing 1: Query Stored Photos SOAP Request Schema 

<element name="GuidArray's 
<complexType base="SOAP-ENC Array's 
<element name="Guid' type="integer/> 
</complexTypes 
</element> 
<element name="PhotoReq Record's 
<complexType base="SOAP-ENC:Structure's 
<element name="CamId' type="integer minOccurs="O 
maxOccurs="1/> 
<element name="IMEI type="string minOccurs="O' maxOccurs="1/> 
<element name="IMSI type="string minOccurs="O” 
maxOccurs="1/> 
<element name="PSTN type="string minOccurs="O' maxOccurs="1/> 
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-continued 

<element name="Ticket type="stringminOccurs="O' maxOccurs="1/> 
<element name="GuidList type="GuidArray' minOccurs="O/> 
</complexTypes 
</element> 
<element name="QueryStoredPhotos'> 
<complexType base="SOAP-ENC:Array's 
<element name="Record type="PhotoReq Record 
minOccurs="1 maxOccurs="unboundedf> 
</complexTypes 
</element> 

Listing 2: Query Stored Photos SOAP Request Example 

<Query Stored Photos> 
<Records 
<CamIds 
1234 
<f CamIds 
<Tickets 
AXZ1-12OF-TG73-DW2P 
</Tickets 
<GuidList 
<Guid-12345</Guids 
<Guid-12346.<fGuids 
<Guid-12347.<fGuids 
</GuidLists 
</Records 
<Records 
<CamIds 
1234 
<f CamIds 
</Records 
</Query Stored Photoss 

0244 b. Query Stored Photos SOAP response 

0245 Listing 3 is the schema for the Query Stored Photos 
SOAP response to the SOAP request (as described in section 
1 above). It is practically identical to the Schema for the 
request (Listing 1). The response only contains the corre 
sponding records which are matched from the database 
query. In other words, if a request is made containing only 
a “CamId,” then all records matching that “CamId” will be 
returned. Alternatively, if a request is made with a list of 
“GUIDs, the response will only contain the records match 
ing the “GUIDs” which are the photos already stored on the 
server. The Camera Spool Server will then know to only 
upload (from the camera) photos not listed in the returned 
“GUID' list since these are the photos missing from the 
SCWC. 

Listing 3: Query Stored Photos SOAP Response Schema 

<element name="GuidArray's 
<complexType base="SOAP-ENC:Array's 
<element name="Guid' type="integer/> 
</complexTypes 
</element> 
<element name="PhotoRespRecord's 
<complexType base="SOAP-ENC:Structure's 
<element name="CamId' type="integer/> 
<element name="IMEI type="string/> 
<element name="IMSI type="string/> 
<element name="PSTN type="string/> 
<element name="Ticket type="string/> 
<element name="GuidList type="GuidArray'/> 
</complexTypes 
</element> 
<element name="ResponseStored Photos'> 
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-continued 

<complexType base="SOAP-ENC:Array's Listing 5: Store Photos SOAP Request Schema 
<element name="Record type="PhotoRespRecord 
minOccurs="1 maxOccurs="unboundedf> <element name="AcctRecords 
</complexTypes <complexType base="SOAP-ENC:Structure> 
</element> <element name="CamId' type="integer/> 

<element name="IMEI type="string/> Listing 4: Query Stored Photos SOAP Response Example <element name="IMSI type="string/> 
<Records <eele name="PSTN type='string is 

<element name="Ticket type="string/> 
<CamIds </complexTypes 
1234 </element> 
<f CamIds <element name="EmailLists 
</IMEI <complexType base="SOAP-ENC:Array's 
ABCDEF12345XYZ <element name="emailadd type="string/> 
&MEs </complexTypes 
&IMSIs </element> 
1234-1222-111 <element name="Album List's 
</IMSIs <complexType base="SOAP-ENC Array's 
PSTN <element name="album' type="string/> 

831-555-1234 </complexTypes 
</PSTNs </element> 
<Tickets <element name="PhotoImageRef> 
AXZ1-12OF-TG73-DW2P <complexType name. Photoimage > s 
</Tickets <attribute name="href type="uriReference/> 

-- </complexTypes 
<GuidLists </element> 
<Guid-12346.<fGuids <element name="PhotoRecords 
</GuidLists <complexType base="SOAP-ENC Structure's 
</Records <element name="Guid' type="integer/> 
<Records <element name="Title type="string/> 
<CamIds <element name="Location' type="string/> 
1234 <element name="Comments' type="string/> 
fCamId <element name="Emaillist type="Email List/> 
3falC) <element name="Albumlist type="Album List/> 
&MEs <element name="PhotoImage” type="PhotoImageRef/> 
ABCDEF12345XYZ </complexTypes 
</IMEI </element> 
&IMSIs <element name="UploadPhotos'> 
1234-1222-111 <element name="Account type="AcctRecord /> 
</IMSIs <complexType base="SOAP-ENC:Array's 
PSTN <element name="Photo’ type="PhotoRecord 

831-555-1234 minOccurs="1 maxOccurs="unboundedf> 
</complexTypes 

< PSTN- </element> 
<Tickets Listing 6: Store Photos SOAP Request Example 
AXZ1-12OF-TG73-DW2P o 

</Tickets MIME-Version: 1.O 
<GuidLists Content-Type: Multipart/Related; 
<Guid-12345</Guids boundary: MIME SOAP Unique Boundary; 
<Guid-12346.<fGuids --MIME SOAP Unique Boundary 
<Guid-12347.<fGuids Content-Type: text/xml 

-- Content-Location: uploadphotos.xml 
</GuidLists <?xml version="1.02> 
</Records <s:Envelope xmlins:s="http://schemas.xmlsoap.org/soap/envelope? 
</PhotoRespRecords xmlins:Xsd="http://www.w3.org/1999/XMLSchema 

xmlins:xsi="http://www.w3.org/1999/XMLSchema-instance' 
s:encodingStyle="http://schemas.xmlsoap.org/soapfencoding?'> 
<s: Bodys 

0246 3. Store Photos Command <UploadPhotos id="ref-1” s.root="1"> 
<Account href="#ref-2 f> 

0247 The Store Photos command is used to transfer <Photo href="#ref-3 fs 
Photo href="#ref-4 uploaded photos (from the camera) to the application server. <Photo href="#ref-4 is 

- - - </UploadPhotos> 

To minimize application Server resources, this command <items:id="ref-4's 
will be used to Send a batch Set of photos, and the meta data <Guid-1234123</Guids <Title>Another one</Title> 
asSociated with the photos, in a Single command. Since this <PhotoImage href="photo2.ppf/> 
command gets called in the background (when the Camera </items 
Spool Server is idle) there is no real-time response require- <CamId-99876.</CamIds 
ments imposed by the Camera Spool Server. <IMEI-IMEI-ABCDEFG-/IMEIs. 

<IMSIIMSI-1234&/IMSIs 
0248. The format of the request is that of a SOAP <PSTN-8315551234.</PSTN 
message with an attachment. The schema for the SOAP TABCD is Erotissisticket 
XML is shown in Listing 5. An example of this request is &items:id=ref-3's 
shown in Listing 6. 
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-continued 

<Guid-1234122</Guids 
<Title>Stupid Photo Example.</Title> 
<Comments>This is an example of a photo upload-?Comments> 
<AlbumList-Testaf Album Lists 
<PhotoImage href="photo1ppf/> 
</items 
</s: Bodys 
</s: Envelopes 
--MIME SOAP Unique Boundary 
Content-Type: x-image/ppf 
Content-Location: photo1ppf 
... Binary PPF image . . . 
--MIME SOAP Unique Boundary 
Content-Type: x-image/ppf 
Content-Location: photo2.ppf 
... Binary PPF image . . . 
--MIME SOAP Unique Boundary-- 

0249 During the upload of each photo, meta data will be 
assigned to each photo. The description of the meta data is 
described in Table 6. Many of the meta data fields will be 
empty and are not required to contain any valid data. All the 
meta data fields are either ASCII or unicode Strings. 

TABLE 6 

Photo Meta Data 

Name Description 

Date & Time This is the best guess date/time of when the photo 
was taken. 

Title The user-supplied title for the photo. 
Comments The user-supplied comments for the photo. 
Location The user-supplied location of where the photo was 

taken. 
E-Mail List List of e-mail addresses which are used to force a 

photo being uploaded to also be e-mailed to 
members on the list. 

Album List The user album(s) where the photo should be 
stored/moved. 

0250) The reply for the Store Photos command is simply 
an acknowledgment that the photos were Successfully 
uploaded to the Server and that it is now Safe to delete them 
from the Camera Spool Server. 
0251 4. Set Camera Settings Command 
0252) The Set Camera Settings command is used to store 
information about a particular camera. The database on the 
application Server does not need to be concerned about the 
format of the data, only knowing that it will be formatted as 
UTF-8 data with a minimal storage requirement. The data 
stored with the Set Camera Settings command will be 
retrieved using the Get Camera Settings command (Section 
E below). 
0253) 5. Get Camera Settings Command 
0254 The Get Camera Settings command is used to 
retrieve data Stored using the Set Camera Settings command 
(above). This command will be called during the initial 
negotiation with the camera. Because of this, there is a 
requirement that the time required to process this command 
be as short as possible. The purpose of this command is to 
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notify the Camera Spool Server about (1) new features 
which can be dynamically changed on the camera as it 
attaches, (2) changes in the user preferences, or (3) other 
notifications which can be made on a per-camera basis. 
Currently there is no hard Specification as to what these 
featureS/Settings are. The Get Camera Settings and Set 
Camera Settings commands are here to provide a future 
method to allow the Camera Spool Server to have future 
access to this information. 

0255 6. Set Photo Meta Data Command 
0256 The Set Photo Meta Data command is used to 
change meta (ancillary) data on a per-photo basis. Since 
photos might not always be uploaded to the Server, this 
command is used to modify the meta data associated with a 
particular photo. Table 6 contains a list of meta data which 
the Camera Spool Server is possibly required to set for each 
uploaded photo. 
0257) G. Alternative Embodiment: Modification of 
Spooler Deployment 
0258. The media spooler of the present invention is not 
required to be deployed at the carrier, Such as shown by the 
embodiment of FIG. 10. In an alternative embodiment, the 
media spooler may instead be deployed at a location(s) other 
than the carrier's Site-that is, located remotely. Since the 
media Spooler's media manager will be operating at the 
Server infrastructure's Side, Several components may be 
eliminated, including the Servers manager, Synchronization 
manager, and Security manager. Specifically, the media 
manager may communicate directly with the server infra 
Structure, for determining the Status of individual parts of an 
object (digital photograph) of interest. The media manager 
need not communicate through the Servers manager com 
ponent, nor need the media manager communicate with the 
Server infrastructure in a Secure manner, as the media 
manager will reside within the same Security boundaries 
(e.g., firewall) as the server infrastructure. 
0259. Appended herewith an Appendix A are source 
listings, in the Perl Script programming language, providing 
further description of the present invention. A Suitable 
environment for creating and testing Perl Script programs is 
available from a variety of vendors, including Perl Builder 
available from Solutionsoft, Perl Studio available from 
AyerSoft, and Perl for Win32 available from ActiveState 
Tool Corp. 
0260 While the invention is described in some detail 
with Specific reference to a single-preferred embodiment and 
certain alternatives, there is no intent to limit the invention 
to that particular embodiment or those Specific alternatives. 
For example, those skilled in the art will appreciate that the 
media Spooler of the present invention may be deployed at 
locations other than the carrier, Such as described above. 
Additionally, although the preferred embodiment has been 
described in terms of digital photograph media from a 
wireleSS digital camera, those skilled in the art will appre 
ciate that the media Spooler of the present invention may be 
advantageously employed for transmitting all types of digi 
tal media, including text, graphics, Sound, Video, and the 
like. Thus, the true Scope of the present invention is not 
limited to any one of the foregoing exemplary embodiments 
but is instead defined by the appended claims. 
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APPENDIX A: 

it Ausr/bin/perl -w 
it camspool-backend.pl 
t=s====================scs:=================================================::-- 

# FiBSTDHDRi ### 

###:DESCRIPTIONBEGIN; it 
AUTHOR(S) : Matthew H. Gerlach 
PURPOSE: 
DESCRIPTION: 

This is a perl script that implements the "backend" portion 
of the camspooler. The backend is responsible for taking the 
the pictures that have been uploaded to the camspool frontend 
and in turn uploading it to the real Lightsurf web server to 
a particular user's account. 

This particular implementation simply involves polling a directory, 
looking for new files that have been downloaded. When it finds one, 
it reads the pictures ancillary data file for information about the 
picture and its associated user, or if a new account needs to be made. 
With the information, it tries to deposit the pictures in the correct 
account. Basically, once a picture has be put in the directory by the 
camspool front end, the backend will try until hell freezes over to 
get that picture to the account. 

ii. HiCOPYRIGHTBEGINii#if: 

# (c) Copyright 1999, 2000 Light surf Technologies, Inc. ALL RIGHTS RESERVED. 

l 
it. HCOPYRIGHTEND iii. 

FESTDHDRiii. 
# ============================================================================= 

use strict; 
use LS UnixDaemon Utils; 
use LS UploadClient; 
use XMT, : : Simple; 
use Data : :Dumper; 
use LWP::User Agent; 
use Benchmark; 
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if (SHARGV < 1) 
{ 

} 
&print usage; 

my Spicture dir) = shift; 

if ( : -d Spicture dir) 

LS LogPrint "Spicture dir is not a directory \n"; 
&print usage; 

my (%url info) = () ; 

Surl info start} = shift; 

if (! defined (Surl info start})) 
{ 

LSLogPrint "you must give a url to upload town"; 
&print usage; 

my (Ssleep time) = 10; 
Imy (Sarg); 
my (Slog filename) = undef; 
my (Spid filename) = undef; 
my Suid = undef; 
my Sgid = undef; 

while (Sarg - shift) 
{ 

if (Sarg =~ / -- sleepS/) 
{ 

Sarg = shift; 
if (defined (Sarg) ) 
{ 

LS LogPrint "-t needs a time value \n"; 
&print usage; 

} 
Ssleep time = oct (SSleep time) if S sleep time = - 0/; 

elsif (Sarg = ~ /*-DS/) 
{ 

Spid filename = shift; 
if (! defined (Spid filename)) 

LSLogPrint "-D needs a pid-filename\n"; 
&print usage; 

elsif (Sarg =~ /*--logS/) 
{ 

Slog filename = shift; 
if (! defined (Slog filename)) 
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LS LogPrint "--log needs a log filenamewn"; 
&print usage; 

} 
} 
elsif (Sarg = ~ * - -uids / ) 
{ 

Suid = shift; 
if (! defined (Suid) ) 
{ 

LS LogPrint "--uid needs a ulidwin"; 
&print usage; 

} 

elsif (Sarg =~ / --gidS/) 
{ 

$gid - shift; 
if ( : defined (Sgid) ) 
{ 

LS LogPrint "--uid needs a uid\n"; 
&print usage; 

} 
} 
elsif (Sarg =~ / --login S/) 
{ 

Surl info login = shift; 
if (! defined (Surl info login) ) 

LS LogPrint "--login needs a loginvn"; 
&print usage; 

} 
} 
elsif Sarg = ~ / --passwdS/} 

Surl info passwd = shift; 
if (! defined (Surl info passwd) ) 
{ 

LS LogPrint "--passwd needs a passwd\n"; 
&print usage; 

} 
} 
elsif (Sarg =~ /*--delS/) 
{ 

Surl info (del photo3 = 1; 

else 

LS LogPrint "Unknown option: Sarg \n"; 
&print usage; 

} 

if (defined (Slog filename)) 
{ 

L.S. SetLogFile (Slog filename); 
} 

if (defined (Spid filename)) 

Mar. 14, 2002 
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&T.S. BecomeDaemon(); 

SSIG TERM} = W&HandliesigTerm; 

&LS Write PidFile (Spid filename); 

if (defined ($gid) ) 
{ 

LS SetGid (Sgid); 

if (defined (Suid)) 

LS. SetUid (Suid); 

# 
# Write pid file after changing uid/gid 
# so that we can delete pid file if necessary 

if (defined (Spid filename)) 
{ 

SSIGTERM} = \&HandleSigTerm; 

&LS WritePidFile (Spid filename); 

} 

1; 
1. 

select (STDERR); S 
select (STDOUT) ; S. 
&Camspool. Backend (Spicture dir Ssleep time, V&url info); 

sub print usage 

print "Usage S0 <picture dir> <urls --sleep sleep interval ) \n"; 
print " -D pid file \n"; 
print " I- -log log file livin"; 
print " - -uid luid Win"; 
print " --login login ) \n"; 
print " --passwd passwd win"; 
print " --del win"; 
print " picture dir - directory to poll for tagged pictures\n"; 
print " url - url of server to upload to (e.g. 

http://dsheth-nt4: 8080) \n"; 
print " --sleep - seconds between directory polls (default = 

10) win"; 
print " -D - start process as daemon and write the rsulting 

prociless it to pid file win"; 
print " - -log - LSLogPrint log info to passed file (default = 

STDOUT) \n"; 
print " --luid - set program's effective user idvin"; 
print " --login - optional login used for server authentication\n"; 
print " --passwd - optional login used for server authentication \n"; 
print " --del - delete photos when uploaded to servervin"; 

4 
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exit (1) ; 

sub HandleSigTerm 

LS LogPrint "Terminated win"; 
unlink (Spid filename}; 
exit (1) : 

} 

# 
# CamspoolBackend 
# 

This function implements the basic filow control 
of the Campspool back end. In short it runs forever, 

# periodically checking the passed directory for any 
if upload jobs (i. e. files ending with "... tag"). As long as it 
if finds jobs to upload, it will; otherwise, it sleeps for a bit 
# before checking for Imore jobs. 

sub CanspoolBackend 
{ 

my (Spicture dir, Ssleep time, Surl ref) = a ; 
my (a jobs) ; 
my (Sjob file name, Sjob, Supload client); 

my Slast ticket = ""; 

my Sjobs completed = 0; 

my Sjob successful; 

LS LogPrint "Starting SOwn"; 

while (1) 
{ 

(djobs = &getUpload Jobs (Spicture dir) ; 

Sjobs completed = 0; 
foreach Sjob file name (a jobs) 
{ 

Sjob = Read Job ("Spicture dir/Sjob file name. tag"); 

if (! defined (Sjob)) 
{ 

LS LogPrint "Failed to parse job 
Spicture dir Sjob file name\n"; 

&renameBadJob ("Spicture dir Sjob file name"); 
next; 

LS LogPrint "Win"; 
LS LogPrint "Attempting upload job Sjob file namewn"; 
Sjob successful. = 0; 
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i 
# given a device login (a.k.a. a ticket} we need to create 
# an upload client. As long we are uploading jobs with 
# the ticket, we can reuse the upload client. 
i 
if (Sjob-> (ticket} ne Slast ticket) 
{ 

if defined (Surl ref-> (login) ) 
{ 

Supload client = new LSUploadClient (Surl ref->{start, 
Sjob->{ticket, 

login => 
Surl ref->{login), 

passwd => 
Surl ref->{passwd , ); 

else 

Supload client = new LS UploadClient (Surl ref->{start}, 
Sjob->{ticket}); 

if (! defined (Supload client) : ref (Supload client) ) 

LS LogPrint "Error creating upload client for job 
Sjob file name\n"; 

& renameBad Job ("Spicture dir/Sjob file name"); 
Slast ticket = ""; 
next; 

it if we fall through here, then we successfully got an 
upload client 

if (Sjob->{type} eq "image/x-spp") 

Sjob successful = 
Supload client->Upload.Imagecompartment (Sjob-> guid} , 

Soo->{type}, 

Sjob-> saved Filename, 

Sjob-> (part, O, O); 

elsif (Sjob-> (type ed "image/X-1 sanc") 

$job Successful = &Carlspool Upload.Anc (Spicture dir, Sjob, 
Supload client); 

if (! defined (Sjob successful) ) 
{ 

LS LogPrint "Anc job Sjob file name is empty \n"; 
Sjob successfull = 1; 
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} 
else 
{ 

LS LogPrint "Unknown job type, Sjob->{type}, in 
Sjob file name\n"; 

if (Sjob successful - 0) 

LS LogPrint sprintf "Successfully uploaded 3s job 
Sjob file name\n", Sob->{type; 

Sjobs completed.-- +; 
Slast ticket = Sjob->{ticket; 

if (exists (Surl ref->{del photo))) 

if (! unlink ("Sjob->{saved Filename}") } 

LS LogPrint "Failed to delete job data 
Sjob-> saved Filename: S \n"; 

&renameBadjob ("Spicture dir/Sjob file name"); 
} 
elsif ( ! unlink ("Spicture dir/Sjob file name. tag") ) 

- LS LogPrint "Failed to delete job 
'i. Spicture dir/Sjob file name: S: vin"; 
is: &renameBad Job ("Spicture dir Sjob file name"); 
Rii. 
ini 

- else 

:: 

:-3 if (! rename ("Spicture dir/Sjob file name. tag", 
"Spicture dir/Sjob file name. Snt") ) 

i. 
LS LogPrint sprintf "Failed to rename &s to $s: S \n", 

"Spicture dir/Sjob file name. tag", 
isi "Spicture dir/Sjob file name. snt" 
as: 

} 

} 
else 
{ 

LS LogPrint sprintf "Failed to upload 'ss job 
$job file name\n", Sjob->{type}; 

&renameBad Job ("Spicture dir/Sjob file name"); 
Slast ticket = "" ; 

i 
it if there are no new jobs or we couldn't successfully upload any job 
F then we will sleep a bit to give the server some breathing room 

if (Sjobs completed <= 0) 
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sleep Ssleep time; 

getUpload.Jobs 

This function will return a list of upload jobs. These 
jobs are just fillies in the passed dir, ending with "... tag". 

getUpload jobs 

my (Sdir) = (a ; 
my ( (a tagged files) ; 

if (! opendir (JOBS , "Sair") ) 

LS LogPrint "can't open directory Sdir: S \n"; 
exit (1); 

&tagged files = readidir JOBS; 

if (! closedir JOBS) 
{ 

LS LogPrint "can't close directory Sdir: S \n"; 
exit (1); 

} 

a tagged files = grep is V. tag S// dtagged files; 

return (sort (a tagged files); 

Read Job 

my (Sfilename) = (a ; 

if (! open (FILE, Sfilename)) 

LS LogPrint "Failed to open job fille, Sfilename: S \n"; 
return undef; 

3. 

my Sline; 
my (Skey, Svalue, shash); 

while (Sline = <FILEZ) 

chomp Sline; 

(Skey, Svalue} = split ( / /, Sline); 
Shash Skey} = Svalue; 

if (! close (FILE) 
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LS Log Print "Failed to close job file, Sfilename: S \n"; 
return undef; 

return vshash; 
} 

it renameBadTob 

# For whatever reason we might encounter a job file that broken in SOme 
it way. To avoid continually retrying the bad job, we rename the filename 
it so that it ends with "..bad". 
l 
sub renameBad Job 

my (Sjob filename} = (al; 

if (! rename ("Sjob filename. tag", "Siob filename. bad") ) 

LS LogPrint "Failed to rename bad job, Sjob filename: S \n"; 
} 

sub Camspool Upload Anc 

Iny (Spicture dir, $job, Supload Client) = el; 

my (Sold RS) = S/; 
Iny (Sinput); 

my (STITLE, SLOCATION, SCOMMENTS); 
my (3EMAIL ); 
my (Srecip, Saddr); 

my Sanic file = "Sjob-> saved Filename"; 

STITLE 
SLOCATION 
SCOMMENTS 
&EMAL : 
SA = undef; # set input separator to undef to read whole file 

if (open (ANC FILE, Sanc file) } 
{ 

LS LogPrint "failed to open ans Cillary data file Sanc file\n"; 
S/ = Sold RS; 
return (O) ; 

my Sixml = XMLin (Sinput, forcearray => 1); 

close (ANCFILE) ; 
SA = Sold RS; 
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iii)SCRIPTIONBEGIN. iii. 
AUTHOR (S) : Matthew Ei. Gerlach 
PURPOSE: Tmplements Camspool's front end 
DESCRIPTION: 

This program implementes the Lightsurf Camspool's frontend. 

a Lightsurf camera. Once the TCP connection is established, 
this program becomes a "client" in terms of making a series 
of UICHAN rescests to the camera to get information and utilimately 

l 

# 

It is responsible for receiving (or initiating) TCP connections from/to 
i 
i 
4. 
# fetching pictures to a local harddrive. 

i. it DESCRIPTTONEND ## 

El ECOPYRIGHTEBEGIN:## 
it. 
# (c) Copyright 1999, 2000 Lightsurf Technologies, Inc. ALL RIGHTS RESERVED. 

use strict; 
use IO: :Socket; 
use Data: : Dumper; 
use LS UnixDaemontJtills; 
use LSUi chan; 
use LS UploadClient; 
use POSIX "sys waith"; 

my Sgtefault'TcpPort = 13002; 

if (SiFARGW - O) 

&print usage () ; 
} 

my $gSpoolInfo = ( ); 

shift; 
"tagged"; 

$gSpool.Info (local dir 
SgSpool. Info guid type 

if (! -d $g Spool Info local dir) 
{ 

die " $g Spool info (local dir is not a directory\n"; 

1. 
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Ely 
my 
my 
my 
Iny 
Imy 
my 
while (Sarg = shift) 

38 

Sarg; 
St Cp port s: Sgt)efault TcpPort; 
Slog fillename = undef; 
Shost = undef; 
Spid filename = undef; 
Suid = undef; 
Sgid = undef; 

Spid filename = shift; 
if (! defined (Spid filename)) 

print "-D needs a pid filename\n"; 
&print usage; 

} 
elsif (Sarg = - - -logSA) 
{ 

Slog filename = shift; 
if ( : defined (Slog filename)) 
{ 

print "--log needs a filenamevn"; 
&print usage; 

elsif (Sarg =~ f^ --uids / ) 
{ 

Suid = shift; 

if (! defined (Suid) ) 
{ 

print "--uild needs a uidwin"; 
Sprint usage; 

elsif (Sarg = ~ * - -gidS/) 

Sgid = shift; 

if (! defined (Sgid) ) 
{ 

print "--gid needs a gid\n"; 
&print usage; 

elsif (Sarg = ~ / --loginS f) 

SgSpool info login = shift; 
if (! defined (SgSpool info login) 

print "--login needs a logilnyn"; 
&print usage; 
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elsif (Sarg - f^ --passwdS/) 
{ 

Sg Spool Info passwd} = shift; 
if (! defined (SgSpoo Info passwd )) 
{ 

print "--passwd needs a pass Wolvin"; 
&print usage; 

elsif (Sarg =~ --hostS ( ) 

Shost = shift; 
if (! defined (Shost) ) 
{ 

print "--host needs a host idwin"; 
&print usage; 

elsif (Sarg =~ /*--portS/) 
{ 

St Cp port - shift ; 
if ( : defined (Sticp port)) 

print "--port needs a top portvin"; 
&print usage; 

elsif (Sarg = ~ / -- del S ) 
{ 

SgSpoolInfo del photo3 = 1; 

elsif (Sarg =~ /*--allSA) 
{ 

SgSpool.Info guidtype = "all"; 

elsif (Sarg = ~ /*--url S/) 
{ 

SgSpoolInfo url = shift; 
if (defined (SgSpool.Info lurl: ) ) 

print "--url needs a urlyn"; 
&print usage; 

} 

else 

print "Unknown option: Sargvin"; 
&print usage; 

} 

if (defined (Slog filename)) 
{ 

LS SetLogFile (Slog filename) ; 
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autoflush STDERR 1; 
autofluish STDOUT 1: 

if (defined (Shost)) 
{ 

&Camspool Connector (Shost Stop port, V&gSpoolTnfo); 

else 

&Camspoolf listener (Stop port, vigSpoonfo, Spid filename, Suid, Sgid); 
} 

exit (O); 

sub print usage 

print "Usage S0 <local dire \n"; 
print " --url sync url Win"; 
print " -D pid file win"; 
print " --log log file win"; 
print " - -uild uid lyn"; 
print " --gid gild yin"; 
print " --login login win"; 
print " --passwd passwd livin"; 
print " --host hostic win"; 
print " --port top port Win"; 
print " --de win"; 
print " - -all Win"; 
print " local dir - local directory to store picturesyn"; 
print " lurl - url of server to perform database sync querywn"; 
print " -D - start process as daemon writing to log file and 

pid file Win"; 
print " --log - send output to log file instead of STDOUTwn"; 
print " --uid - set program's effective user id\n"; 
print " --gid - set program's effective group idvin"; 
print " --login. - optional login used for server authentication \n"; 
print " --passwd - optional passwd used for server authentication \n"; 
print " --host - initiate TCP connection to host id, otherwise 

listen for TCP connections Win"; 
print " --port - either listen or connect to tcp port, default = 

SgDefaultTcpPort\n"; 
print " --del - delete photos on camera instead of Setting state 

to W" doney" Win"; 
print " --all - fetch all pictures rather than just v"tagged," 

pictures win"; 
exit 1); 

!. 
# This little function handles a STG TERM signal. 
if it just removes the Spid filename and exits 
: 
sub HandleSigTerm 

LS LogPrint "TerIllinatedwr"; 
unlink (Spid filename); 

14 
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exit (1) ; 
} 

i 
# This function implements a Camspool connector. 
# In other words it initiates a TCP connection 
# to a camera and then has a standard CamspoolSession. 
# 
sub CamspoolConnector 
f 

my (Shost, Sport, Sinfo ref) = (a ; 

my SSock = new IO:: Socket: : I.NET (PeerAddr => Shost, 
PeerPort => Sport, 
Proto => "tcp', ); 

if (! defined (Ssock)) 

LS LogPrint "Failed to connect to Shost: Sportvin S! \n"; 
exit (1); 

my Sui chan = new LS Uichan (SSock); 

Sinforef-> Sessionid} = 0; 
Sinforef->{port} = Sport; 

&Causpool Session (Suichan, Sinforef); 

Suichan->Empty (); 

close Ssock; 

REAPER 

| Since CamspoolListener () forks children for each incoming connection, 
# the children must be reaped when they die. This little 
# function was taken right from Chapter 6 of "Programming Perl" 2nd Edition. 
# 
sub REAPER 

while (waitpid (-1, WNOHANG) > 0) 

# 
# This function implements a Cattspool listener. 

Forever, this function will accept TCP connections, 
# forks, and has the child perform a stand CamspoolSession. 
t 
sub Camspool Listener 
{ 

my (Sport, Sinfo ref, Spid filename, Sluid, Sgid) = (al; 
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LS LogPrint "Starting SOwn"; 

my Ssock = new IO: :Socket; : INET (LocalPort => Sport, 
proto => 'top', 
Rese => 1, 
Listen => SOMAXCONN ); 

if ( defined (Ssock) } 

i 
if 
F 
F 

f 

f 

LS LogPrint "Failed to create listening Socket: 
exit (1) ; 

don't bother becoming a daemon until we know 
we can bind to the socket. 

(defined Spid filename}} 

LSBecomeDaemon (); 

SSIG TERM} = \&HandleSigTerrin; 

LS. WritePidFile (Spid filename); 

we must hold off setting the gid/luid until 
we have bound to the socket. This allows 
root to bind to a priveledge port, and then 
become a nobody. Be sure to set gid before 
Ulid. 

(defined (Sgid) } 

LS. SetGid (Sgid); 

(defined (Sluid) 

LS. SetUid (Sluid); 

we must write the pid file after we switch luid 
so that we can delete when we get terminated 

if (defined (Spid filename)) 

SSIG TERM} = x &HandleSigTerm; 

LS WritePidFile (Spid filename); 

Iny (Snew sock, Schild pid) ; 

my Ssession counter = 0; 

16 
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SSEG CHILD = W&REAPER; 

while (1) 

LS LogPrint "Waiting for connection \n"; 

Snew sock = S sock->accept () ; 

if 

Sses 

Schi 

else 

defined (Snew sock}) 

LS LogPrint "Accept failed: S \n"; 
next; 

Sion colunter-F +; 

ld pid = fork (); 

! defined (Schild pic) ) 

LS LogPrint "fork failed: S \n"; 
close (Snew sock); 
lext; 

Schild pid == 0) 

| Child closes its copy of the main socket 
close Ssock; 

LS Log Print sprintf "Accepted connection from és: d\n", 
Snew sock->peerhost () , 
Snew sock->peerport (); 

my Suichain = new LS Uichan (Snew sock); 

Sinfo ref -> session id} = $session Counter; 
Sinfo ref->{port = Sport; 

&CamspoolSession (Suichan, Sinforef); 

Suichan->Empty (); 

close Snew sock; 

exit (0); 

Parent closes copy of child's socket. 
close Snew sock; 

# CamspoolSession 
: 

17 
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# This function performs a single "Syncing" session with 
if a camera. A session lasts as long as there are 
# pictures to be fetched and nothing fails. 

sub CamspoolSession 

my (Suichan, Sinfo ref) = (a ; 

if (! Suichan->AuthCamera () 

LS LogPrint "Could Not Authenticate Camera \n"; 
exit (1) ; 

} 

TS LogPrint. "Successfully Authenticated Camerawn"; 

my Sticket = Suichan->GetTicket (); 

if { defined (Sticket) ) 
{ 

LS LogPrint "Could not get Ticket \n"; 
exit (1) ; 

LS LogPrint "Got ticket Sticket \n"; 

my (3 tagged guids; 
my sync guids; 
my Supload client = undef; 

Sinfo ref-> session count - C ; IF initialize count of 
session 

Sinforef->{byte Count = 0; 
Imy Spicture Count = O. 

my Ssession start time = time; 
Iny Slist ref to fetch; 
my Sdone = 0; 
while (Sdone) 

(); 
(); 

Stagged guids 
(async guids 

files moved during 

if (! Suichain->GetGuids (Sinfo ref-> guid type, we tagged guids) ) 

LS LogPrint "Could not get tagged guids Wn"; 
last; 

if (Sittagged glids < 0) 

TS LogPrint "Session Cleanly ended\n"; 
last; 

if (exists (Sinforef->{url) ) 

Silist ref to fetch = \{atagged guids; 

18 
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else 

# Make do transaction to determine subset of a tagged guids that 
should 

it be uploaded. 
t 
if ( : defined (Supload client) ) 

if exists (Sinto ref-> login) && exists (Sinforef-> passwd )) 

Supload client = new LS UploadClient (Sinfo ref-> url, 
Sticket, 

login => 
Sinfo ref->{login, 

passwd => 
Sinfo ref->{passwd); 

else 

Supload client = new LSUploadClient (Sinforef->{url, 
Sticket) ; 

if defined (Supload client) ) 
{ 

LS LogPrint "Failed to get upload Session\n"; 
exit (1); F FIXME upload the pictures anyway. 

Supload client->Perform SyncRequest (v(a tagged guidis w(async guids); 
SList ref to fetch = \Sync guids; 
LS LogPrint sprintf "Tagged guids from camerawn; syn", Dumper 

Watagged guids; 
LS LogPrint sprintf "Sync guids from data base wins Win", Dumper 

Wasync guids; 
print Dumper v(async guids; 

my (Sguidref, Skey); 
foreach Sguid ref (GSlist ref to fetch) 

if (! &Camspool.Get PicRec (Sui chan, Sinfo ref, Sguid ref, Sticket) ) 

IS og Print "Failed to get picture record for 
Sguid ref->{id} \n"; 

Sdone = 1; 
last; 

else 

Spicture count t +; 
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i 
# if we synced with the database and nothing 
# failed, then pull off ancillary files 
# of those pictures not needing data 
# 
if (exists (Sinfo ref->{url) && ( : Scione) && (Sittagged guids > 

S*Sync guids) ) 
{ 

if (!&Camspool ResolveAncEiles (Sui chan, Sticket, Sinfo ref, 
vatagged guids, vasync guids) ) 

Sdone = 1; 

my Ssession time = time - Ssession start time; 
my Sreport = sprintf "Transfered $d pictures 3d files &d bytes in 'd 

seconds ", 
Spicture collint, 
Sinfo ref->{session count}, 
Sinfo ref->{byte count, 
Ssession time; 

if Sinforef->{session count} > 0) &&. (Ssession time > 0).) 
{ 

Sreport ... - sprintf "sd bytes/secwn", 
int (Sinforef-> byte count/Ssession time); 

else 
{ 

Sreport ... = "Win"; 

LS LogPrint Sreport; 
} 

# Camspool.GetPicRec 
# 
# This function gets a picture "record" from the camera and 
# spools it to disk as specified in the Sinfo ref->{local dir. 
# A picture recond consists of some number of "compartments" 
# of image data, and a ancillary file. 
# 
# In order for the progress bar on the phone to behave properly, 
# I need to tell the camera the start and end percents the 
# compartment is of the whole picture. 
it. 
sub CamspooliGetPicRec 

my (Suichlan, Sinfo ref $guid ref, Sticket) = ( ; 

i 
if start by accumulating the total bytes for all of the compartments 
if and create a list of just comparitient tags in Sglid ref. 
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my Scompartment list ref = Sguid ref -> (part); 
Iliy ScompartInent ref; 

my Stotal compartment bytes = 0; 
foreach SCOICpartment ref ((3SCOImpartment list ref} 

Stotal compartment bytes += Scompartment ref-> tobyte - 
Scompartment ref-> frombyte; 

LS LogPrint sprintf "%s has %d compartIIlents for $6 bytes \n", 
Sguid ref->{id} 
(SiFSCompartment list ref + 1), 

Stotal compartment bytes; 

my Scompartments fetched 
my Spercent complete 

O; 
O; 

Iay $Compartment end percent; 
rty Scompartment percent; 

rty Ssaved filename; 
my Sjob filename; 
my Scompartment bytes; 

my (Sbytes read, Sbytes. 2 read); 
foreach ScoImpartment ref (a Scompartment list ref) 
{ 

Scompartment bytes = ScoImpartment ref->{tobyte - 
Scompartment ref-> frombyte ; 

Scompartment percent = 
int ( (SCompartment bytes Stotal compart Iment bytes) * 10O); 

$COImpartment end percent = Spercent complete + Scompartment percent; 

LS LogPrint sprintif " Fetching is with 8 - 6d bytes 82ds: - $2d3% win.", 
"Sguid ref->{id}. pp Scompartment ref->{id}", 
Scompartment bytes, 
Spercent complete, 
Scompartment end percent; 

Ssaved filename = & Camspool Compute UniqueFileName (Sinfo ref, 
$guid ref->{id} , 

Sprintf(". pp:%s", Scompartment ref->{id})); 

(Sbytes read, Sbytes 2 read) = Suichan->GetPic (Sguid ref->{id} , 
Ssaved filename, 
Scorinpartinent ref->{id} 
startPercent --> Spercent complete, 
end Percent c 

Scompartment end percent, ); 

if ( (Sbytes read <= 0) (Sbytes read = Shytes 2 read) ) 

LS LogPrint " failed to get part Scompartment ref->{id} for 
Sguid ref->{id} Sbytes read Sbytes 2 read \n"; 
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last; 

LS LogPrint " Successfully fetched 
Sguid ref->{id}. pp.Scompartment ref->{id} \n"; 

i. 
Write backend "job" file here. 

Sjob filename = &CamspoolcomputeUniqueFileName (Sinfo ref, 

&CamspoolwriteTagFile (Sjob filename, 

part => S compartment ref->{id}, 
saved Filiename => Ssaved filename 
ticket => Sticket, 
type => "image x-spp" , ) ; 

Scompartments fetched-- +; 

Sinforef-> session count} + +; 
Sinfo ref->{byte count} += Scompartment bytes; 

: 
attempt to set state for compartment successfully sent 

# 
if (! Suichian->SetPhotoState (Sguid ref->{id} , "SENT", 

Scompartment ref->{id}) ) 

LS LogPrint " failed to set photo state to SENT 
Scompartment ref->{id} for Sguild ref->{id} \n"; 

last; 

Spercent complete += S compartment percent; 

if we will always have to grao the anc, so we don't return 
# successfully until we we've got it, wrote the local ticket and tag files 
# and finally tell the camera we are "DONE" 

my Srval = 0; 

if (SCompartments fetched == (SiFS compartment list ref + 1)) 

Srval = &Camspool FetchAnc (Suichan, Sguid ref->{id}, Sticket, 
Sinforef); 

return (Srival); 

# CamspoolFetchAnc 
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i. 
# This function will fetch an ancillary file from the camera 
it and store it to cally and create the necessary job. 
# This function will also delete the picture or set the 
# state to "DONE" since the Anc file is the last thing 
if we deal with for a picture. 

sub Carlspool. FetchAlic 

my (Suichan, Sguid, Sticket, Sinfo ref) = ( ; 

my Ssaved filename = & Camspool compute JniqueFileName (Sinfo ref, Sguild, 
"...anc"); 

LS. LogPrint " Fetching Sguid. ancyn"; 

my Srval = 0; 

Iy (Sbytes read, Sbytes 2 read) - Suichan->GetPic (Sguid, 
Ssaved filename, 
ac' ) 

if ( (Sbytes read a 0) &&. (Sbytes read == Soytes 2 read) ) 
{ 

my Sjob filename = &CamspoolComputeUniqueFileName (Sinfo ref, Sguid, 
) 

&CamspoolwriteTagFile (Sjob filename, 
guid => $guid, 
saved Filename => Ssaved filenaine, 
ticket => Sticket, 
type => "image ?ix-lisanc", ); 

Sinforef->{session Count} + +; 
Sinforeif->{byte count + = Sbytes read; 

if (exists (Sinfo ref->{del photo)) 

if (! Suichan->DeletePhoto (Sguid) ) 

LS LogPrint " failed to delete photo Sguidvin"; 

else 
{ 

LS LogPrint " Successfully fetched Sguidancyn"; 
Sirval = 1; 

} 
} 
else 

if (! Suichain->SetPhotoState Sguid, "DONE". O)) 

LS LogPrint " failed to set photo state to DONE for 
Sguid\n"; 

} 
else 
{ 

LS LogPrint " Successfully fetched Sguidancyn"; 
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Srwa1 = 1; 
} 

} 
else 

T.S. TogPrint " failed to get and for Sguidvin"; 

return (Srval); 

This function will write a job file ending with "... tag". 
Since the camspool backend is periodically looking for 
files ending with "... tag" we write a "...tmp" first and 
then rename it when it has been completely written. 

ub Camspool WriteTagFile 

Imy (Sjob filename, šargs) = ( ; 

if (! open FiLE, ">Sjob filename timp") 
{ 

LS Log Print "Failed to write timg file, Soho filename. Itp: 
exit (1) ; 

} 

my Skey; 

foreach Skey (keys sargs) 
{ 

print FITE "Skey Sargs Skey} \n"; 

if (! close (FILE) ) 

TS LogPrint "Failed to close timp file, Sjob filename timp: 
exit (1); 

if (! rename ("Sob filename. timp", "Sjoo filenate. tag") ) 

LS LogPrint "Faillied to rename Sjob filename. timp to Sjob filename. tag: 
S! Win"; 

exit 1); 
} 

CamspoolReSoliveAncFiles 

This function will fetch any ancillary files that might need to be loaded. 

Slyn"; 

S! Win"; 

The idea is that users can "send" multiple emails of the picture or 
change "Metal" data anytime. The database sync, however, tells what 
data is already uploaded. So given the two references to guid lists. 
we will fetch ancillary data for any picture in the list fetched from 
from the camera that was not part of the list fetched from the server. 

24 
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# The function will return 1 only if all ancillary files are 
# successfully fetched; O is returned otherwise. 
t 
sub Camspool ResolveAncFiles 

my (Sui chan, Sticket, Sinfo ref, S full guid list ref, 
$synced guid list ref) = (3 ; 

Itty sync guidis; 
Imy $guid ref; 

# make a hash whose keys list the guids of the already synced pictures 
# 
foreach Sguid ref (as synced guid-list ref) 
{ 

$sync guidis Sguid ref->{id}} = 1; 

Imy (a remaining guids = }; 

# figure out which guids in the full list are not 
# in the synced list 
f 
foreach Sguidref (as full guid list ref) 

if (! exists (Ssync guids (Sguid ref->{id}) ) 
{ 

if (!&CamspoolEetch Anc (Suichan, Sguid ref->{id}, Sticket, 
Sinforef)) 

{ 
return (O) ; 

} 

} 

return (i); 
} 

i 
# Camspool ComputeUniqueFileName 

# The trick is that we need to create a unique filename for each file written 
# by a deamon into its "local dir". Since we might be waiting to time out on 
# Camera's connection, while user "retries" we cannot use just the guid. 
# In addition we want the filenames to "sort" alphabetically and represent 
if the linear time they came in. 
i 
# On any given machine, time () returns a monatonically increasing number, but 
# many top connections can happen in a single second. Therefore the Tistener 
# increments a number for any connection accepted. Also a counter is kept 
# for the number of files in a session. Lastly, there Inay be many dameons 
dumping 
it to the same directory; so we include the port number. We add the guid 
it for good measure. 

sub CamspoolComputeUniqueFileName 
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Imy (Sinfo ref, Sguid, Sext) = (e.; 

return sprintf "%s/%08x %04x %08x. $ 08X %s $s", 
Sinfo ref->{local dir, 
time, 
Sinfo ref->{port, 
Sinfo ref->{session id} , 
Sinfo ref-> (session count , 
Sguid, 
Sext; 

LS Ui Chan.pm 

EDESCRIPTIONBEGIN ### 
AUTHORS): Matthew H. Gerlach 
URPOSE: A Lightsurf Uichlan client object 
DESCRIPTION: 

This module implements an object orieted interfact to Ui Chan 
client code. 

DESCRIPTIONEND: it 

FESTDHDRi if it 
iF ========================= ce---eff F =====s=== 

package LS Uichan; 

use IO: : Select; 
use XMT: ; Simple; 
use POSTX; 
use MD5; 
use Data: ; Dumper; 

my SCamXMLVer = "<Vers10</Vers"; 

my SinterReadTimeout 120; # a two minute timeout for between reads 
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my SWorstCaseByteTransferRate = 100; 

Iy (Stype, Ssock) = ( ; 

my Suichan = { "sock" => Ssock, 

53 
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if figure worst case transfer 100 bytes/sec. 

fontl (SSock, FSETFE (), O NONBLOCK () }; 

autofluish Ssock 1; 

return bless Suichan, Stype; 

AuthCamera 

This method attempts to authenticate a camera. 
This operation requires performing a "WriteRegistry" 
uichan command to set the challenge and a "Read Registry" 
operation to fetch the MD5 d output. If the registry read 
returns the expected data based on the challenge and the 
presumed shared secret key, we consider the camera authenticated. 

ub AuthCamera 

iny Sthis = shift; 
my (%Registry Hash) = () ; 

my (Schalleng, Si) ; 
my Smysecret = "gerry"; 

i 
# Make a rarldom challeng 
i 
for (Si = 0; Si < 8; Si++) 
{ 

Schalleng ... = sprintf "302x", int (rand (256 ) }; 

SRegistry Hash root} - "2"; 
SRegistry Hash{subkey = " " : 
$RegistryHash (type "UTF-8"; 
SRegistryHash-volatile = "true"; 
SRegistryHash{name} = "W"; 
SRegistryHash{value = Schalleng; 

27 

Communication between this lui chan client 

In order to save a system call to flush 
This 

This is the constructor for a lichain object. 
It is expecting as input a C : : Handle that is usually 
a connected TCP socket. 
and a "camera" requires non blocking communication to support 
timing out on responses. 
outgoing data on the Socket, we set the socket to autoflush. 
is fine because we buffer messages in application memory before 
Writing them. 

ub new 
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# 
# Send challeng as a Write Registry operation 

if (! Sthis->WriteRegistry (\%RegistryHash)) 

main: :TS LogPrint "failed to write registrywn"; 
return (0); 

SRegistry Hash name} = "U"; 

t 
# To get response to challenge involves a registry read 

my Schalleng resp = $this->Read Registry (\%RegistryHash); 

if (! defined (Schalleng resp) ) 
{ 

Imain: : LS LogPrint "failed to read registry\n"; 
return (0); 

} 

i printf "challeng is challeng resp is \n", Schalleng, Schalleng resp; 

my Smd5 = new MD5; 

Smd5->add (Schalleng, Smysecret) ; 

my Sdigest = SImd5->digest (); 

# 
# The challenge response number comes over the wire (less) 
if as hex encoded ascii so we we create such a string for 
# Comparison. 

my (Shex digest, Shyte, (abytes); 
(3.bytes = unpack ("C*", Sdigest); 
foreach Sbyte (ebytes) 
{ 

Shexdigest . = sprintf("%02X", Sbyte); 

if (Shex digest ed. Schalleng resp) 
{ 

return (1); 

else 
{ 

return (0); 
} 

} 

i 
# Fetching the ticket involves a single registry read. 

sub GetTicket 

my ($ this) = (d. ; 
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my (%RegistryHash) = {}; 
SRegistryHashtroot = "2"; 
SRegistry.Hash{subkey = " " : 
SRegistryHash type} = "UTF-8 it; 
SRegistryashvolatile = "true"; 
SRegistry Hashname = "F"; 

return Sthis->ReadRegistry (véRegistryHash) ; 

sub Get Guids 
{ 

Ily ($this, $guidtype, Slist ref) = (e. ; 

Ily. Sfc.ir = Sthis->GetFDir ("Aphoto") ; 

if ( defined (Sfc.ir)) 

Imain: :LS LogPrint "GetTaggedguids: FDir failed Win"; 
return 0; 

my Sfiletag = Sfcir->{file; 

i print Dumper Sfiletag; 

# start by putting all filenames in guids 
Imy (guids = keys Sfile tag; 

# now look for any files ending in . tag or . Snt, since 
# a . snt isn't really "done". 
f 
if Sguild type eg "tagged") 
{ 

(guids - grep {S/\ . tags \ . Snts // (e.guids; 

elsif (Sguid type eq "all") 
{ 

(aguids = grep {s ? \ . tag $\ . Snts \ , locS \ . dons / / (e.guids; 
else 

die "Invalid guid type passed to GetGuids: Sguidtypevil"; 

print "GetTaggedguids S guids Win"; 

my (Sguid, Sfile name, Sext, Sguid ref, Scompartment array ref); 

for each Sguid (sort a guids) 

{ print " Sguidvin"; 

Scompartment array ref = ); 

Sguid ref = { "id" => Sguid ; 
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Sguidref --> part = Scompartment array ref; 

for each Sext ("... pp.1", " ... pp2", "... pp.3") 
{ 

Sfile name = "SguidSext"; 

if (exists (Sfiletag->{Sfile name}}} 
{ 

if (Sfile tag-> (Sfile name fSize > 0) 

Scompartment ref = { 
"id" -> substr (Sext, -1, 1), 
"frombyte" => 0, 
" tobyte" --> Sfiletag-> Sfile name} {fsize 

}; 
push ($Compartment array ref, Scompartment ref; 

else 

main: ; LS fog Print "WARNING: zero length compartment 
Sfile namewn"; 

push (3Slist ref, Sguid ref; 

return i; 

sub GetFDir 

my (Sthis, Sdir) = 3; 

my Sreq = SCamXMLVer . 
"WinkCamFDire-dira Scir-g/dir 3/Cam'Dir-wn"; 

Sthis-> Sock. -->print (Sreg); 

return Sthis->Getxmi Response ("</CamFDirRe") ; 

it. This function handles the response from a lui chan client request 
if that results in a file transfer of data. Basically the data. 
# is surrounded by the XML response. The last tag before the 
if the data is <size>. The data begins immediately afer the 
i </size>. After the data comes the </bine, and then the actual 
if response end tag. 
t 
sub GetFile:Response 

my (Sthis, Slocal filename, Sreply end tag) = (a H. f. 

my Sresp = Sthis->Expect (SInterReadTimeout, SInterReadTimeout, "<\/size>", 
Sreply end tag); 
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if (! defined (Sresp) ) 

main : : LS LogPrint "GetFile:Response: failed to get file size infoWin"; 
close (FILE) ; 
unlink (Slocal filename) ; 
return (-1, -1); 

if ($resp = ~ / Sreply end tags / ) 
{ 

main: : LS LogPrint "GetFile:Response: oad response Sresp\n"; 
close (FILE}; 
unlink (Slocal filename); 
return (-1, -1); 

now we try to pull out just the deciral representation of the number of 
bytes 

# in the file 

Sresp -- ~ s/. * <size> A ; IF strip out everything in front of number of bytes; 
Sresp = ~ s/<\ size> //; if strip out everything after the number of bytes; 

my Sbytes. 2 read = Sresp; 

my (Sbytes read, Sbuf); 

Sbytes read = Sthis->ReadBytes (WSbuf, Sbytes 2 read, 
(Sbytes 2 read/SWorstCaseByteTransferRate), 

SnterReadTimeout); 

if (Sbytes read = Sbytes 2 read) 

main: ; LS LogPrint Sprintf "GetFile:Response: got wrong number of bytes: 
3d = 3 dyn". 

Sbytes read, Sbytes 2 read; 
close (FILE); 
unlink (Slocal filename); 
return (O Sbytes 2 read); 

if (! open (FILE, ">Slocal filename") ) 
{ 

main: : LS LogPrint "GetFile:Response: failed to open local file, 
Slocal filename: S: Win"; 

return (O, Sbytes 2 read); 

oinmode (FILE) ; 

my Sbytes written = syswrite (FTTE, Sbuf, Soytes read); 

if (Sbytes written < Sbytes read) 

Inalin: : IS LogPrint "GetFile:Response: failed write data all data 
Sbytes Written < Sbytes read: S \n"; 

close (FILE) ; 
inlink (Slocal filename); 
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return (0, Sbytes 2 read); 

if : close FILE) 

main: :LS LogPrint "GetFile:Response: failed to close file, 
Slocal filename: S \n"; 

return (-1, -1) ; 

Sresp = $this->Expect (SInterReadTimeout, SInterReadTimeout, 
$reply end tag) ; 

if defined (Sresp) ) 

main: ; LS. TogPrint "GetFile:Response: failed to get ending Xmlyn"; 
return (0, Shytes 2 read); 

return (Sbytes written, Sbytes 2 read); 

sub GetFile 

{ Imy Sthis, Sremote filename, Slocal filename) = a ; 

my Sred = 
"SCamXMLVerwin.<CamGetFile>Winkname>Sremote filename</name></CamCetFile>wn"; 

Sthis->{sock ->print (Sred) ; 

return (Sthis->GetFile:Response (Slocal filename, "< CamgetFileR-") }; 
} 

sub TakePic 

my (Sthis) = (d : 

my Sred = "SCamXMLVeryn." 
"<CamTakePicture>\n" 
"</CamTake Picture>wn"; 

Sthis->{sock) ->print (Sred; 

my Sixmi = Sthis->GetxmlResponse ("</CamTakePictureR"); 

if (defined (Sixml ) 
{ 

return (i) ; 

else 

return (0); 
} 

} 

sub HangupServer 

32 

  



US 2002/0032027 A1 Mar. 14, 2002 
59 

Imy (Sthlis) = ( ; 

my Sred = "SCamXMLVer\n" 
"<CamHangupServer-wn." 
"</CamHangupServers\n"; 

Sthis->{sock} ->print (Sred) ; 

my Sixml = Sthis->GetxalResponse ("</CamHangupServerRa"); 

if (defined (Sixml ) 

return (1) ; 

else 
{ 

return (O); 

sub CalServer 

my (Sthis) = (3; 

my Sreg = "SCamXMLVerwn." 
"KCaCal Server-wn." 
"</CamCallServer-wn"; 

Sthis-> sock ->print Sreg); 

Imy Six Etil = Sthis->GetXmlFesponse ("</CamCallServerRa"); 

if (defined (SXEll) } 
{ 

return (1) ; 

else 

return (0); 

Sub SetSoundState 

my (Sthis, Sstate) = (a ; 

my Sreq = "SCamXMLVer<CamSetSoundState-Sstate-/CamSetSoundStates"; 

Sthis-> sock) -->print (Sred); 

Iny Six Inl = Sthis->GetxmlResponse ("</CamSetSoundStateR-") ; 

if (defined Sixml)) 
{ 

return (1}; 

else 

return (O); 
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Sthis->{sock ->print (Sreg); 

my Sixml = $this->GetXmlFesponse ("</CampDelR-") ; 
if (defined (Sixml)) 
{ 

if print Dumper (Sixmi-> (registry); 

return (1) ; 
} 
else 

return (O); 

ReadBytes 

This is a bit of a hairy method that perfoms the actual reading of 
bytes off of the wire. This function gets passed two time outs. 
One time out for the over all number of bytes to be read, and another 
"inter read" timeout. By having two timeouts this function can be used 
to effeciently read large buffers, but timeout appripriately if line 
appears dead because no bytes are trickling in. 

This function makes the assumption that the IO: : Handle has be set 
to non-blocking by the constructor. In addition this function uses 
the "read" method on the IO: : Handle instead of the "sysread" method. 
By using "read", we are taking advantage of perl's buffered io streams. 
Doing so dramatically limits the number of times this application traps 
to the Unix Kernel. As it turns out due to Uichan's message usage 
of the IO stream, we essentially have only two system calls for 
each message, the select checking for available bytes, and the buffered 
"read" which grabs whatever bytes are availble from the kernel, 
but delivers what we ask for. 

sub ReadBytes 

my (Sthis, Sbuf ref, Sbytes to read, Stotal timeout, Sinter read timeout) = 

my (Ssock, Srval, Souf, Stime-left, Stimeout, (already) ; 

$sock = $this-> sock; 
Imy Sbytes read = 0; 

my Sstart time = time; 

while (Sbytes read < Sbytes to read) 
{ 

Srval - Ssock->read (SSbuf ref, 
(Sbytes to read - Sbytes read), Sbytes read); 

if (defined (Sirwa) ) 
{ 

if (S: == EAGAIN () ) 
{ 

Stime left = Stotal timeout - (time - Sstart time); 

if (Stime left <= 0) 
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sub 

Syn", S.; 

64 

main: :LS LogPrint "ReadBytes: Total timeOut Win"; 
last; 

my SselObj = IO:: Select->new (); 
SselObj->add (Ssock); 

if (Stime left < Sinter read timeout) 
{ 

(already = SselObj->can read (Stime left) ; 

else 

(already = SselOb->can read (Sinter read timeout}; 

if (SiFready < 0) 

main: ; LS LogPrint. "ReadBytes : select timed out WIll"; 
last; 

eise 

main: : LS LogPrint sprintf "ReadBytes bad socket read: %d: 

last; 

elsif (Srval - 0) 

Sbytes read += Srival; 

elsif (Srval =c O) 

main: :LS TogPrint "Socket closedyn"; 
last; 

else 
{ 

main: ; LS LogPrint "weird socket rval Srval Wrl"; 
last; 

return (Sbytes read); 

Emity 

my (Sthis) = a ; 

my Sirval; 
my Sholif; 

my Ssock = $this->{sock}; 

while (1) 
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Srval = Ssock->read (Sbuf, 1024); 

last if ( ( ! defined (Srval}} (Srval <= 0)); 
} 

it Expect 
f 
# This method is based on the Tcl extension, "Expect" loy 

Don Fibes. The idea is that this function reads the stream 
if looking for the "Expected" patterns to match the end of the 
# stream. If one of the "Expected" matches occurs, the entire 
if buffer is return undef is returned on timeOut . 
i 
sub Expect 
{ 

my (Sthis, Stotal timeout, Sinter read time (ematches) - 3 ; 

my (Sbuf, Sbyte, Stime left, Smatch); 

my Sstart time = time; 

while (1) 

Stime left - Stotal timeout - (time - $start time); 

if (Stime left <= O) 

Imain : :LS LogPrint "Expect: ran out of timeyn"; 
return undef); 

if (Sthis->Read Bytes (v Shyte, 1, Stime left, Sinter read time) = 1.) 

main: ; LS LogPrint "Expect: read timed out Win"; 
return undef); 

Shouf . = Sbyte; 

foreach Smatch ((3matches) 

if (Sbuf it - A SnatchS) 

return (Sbuf) ; 

i 
# GetxmlFesponse 
i 
# This routine tries to fetch an Uichian Xml Response 
it from the other end. If successful, this function will 
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it return a has produced by XML; : Simple of the Xmlocument. 
t 
sub GetXmlFesponse 

my (Sthis, SdocEndtag) = ( ; 
my Sresp - "" ; ; 

Sresp = Sthis->Expect (SInterReadTimeout, SInterReadTimeout, SdocEnd Tag); 

print "GetxmlFeponse: responsewn SrespVn--wn"; 

if { } defined (Sresp) ) 
{ 

main: :LS Log Print "GetXmlFesponse: Expect failedyn"; 
return (undef); 

if (! (Sresp = ~ s/SCamXMLVer//) ) 

main: ; S. LogPrint "GetxmlFesponse: failed to see xml version 
header : Yin Srespyn"; 

return (undef); 

my Sixml = XMLin (Sresp); 

if (! defined (Sixmi->{status) ) 

main: :LS LogPrint "GetXmlFesonse: no status in respVn"; 
return (undef); 

elsif (Sixmil->{status ne "0") 

main: ; LS LogPrint "GetXmlFesonse: bad status in response: 
$ximli->{status win"; 

return (undef); 

return SXml; 

- ENE - 

=head. NAME 

Uichar - an object that impletents Ui Chan Client functionality 

=head1 SNOPSIS 

use LSUichan; 

Imy Sui chan = new Uichan (Silo handle) ; F Sio handle is an operly connected 
IO::Handle, 

# usually IO; : Socket: : I.NET 
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if (! Sui chan->AuthCamera () ) 

die "Could not Auth. Camerawn"; 

print "Successfully Authenticated Camerawn"; 

my Sticket = Sui chan->GetTicket (); 

if (! defined Sticket}} 

die "Could not get Ticket\n"; 

} 

print "ticket = Sticket Will"; 

my Sfair = Suichan->GetFDir ("f photo"); 

if (!defined Sfc.ir) ) 
{ 

die "Could not read dir Aphotown"; 

if 
! Suichan->GetFillie ("Aphoto Als O02OOO2O OOOOOO16 00780 005apd OOOOOOO5.ppf", 

" . Als OO2OOO2OOOOOOO16 OO780OO5apd OOOOOOO5.ppf") ) 
{ 

die "failed to get filevn"; 

print "successfully got fileyn"; 

=head1 DESCRIPTION 

This module implements an object oriented interface to client functionality 
of a Lightsurf Uichan client. 

=head1 CONSTRUCTOR 

=over 4 

=item new ( io handie ) 

Creates an C<FS Uichan> object. The constructor takes one option, 
a referernce to an opened IO : : Handle. The constructor will the handle to 
non-blocking mode to allow tineing out on responses. 

At the moment only an IO: :Socket: : fiET has actually been used with this 
object. 

=back 

=head2 METHODS 

=item AuthCamera () 
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Attempts to authenticate the camera. Returns 1 on success, O otherwise. 

=item GetTicket () 

Returns a scalar representing the ticket number, undef on failure. 

=item GetGuids (guild type, list ref) 

This function attempts asks the uichian server for a list of guids. 
The guid type should be "tagged" or "all" for the guids that have been 
tagged for tranmission or all guids, respectively. If the request is 
successful 1 is returned, 0 otherwise. The actual data from 
the response gets shifted into the passed reference to a list. The elements 
shifted in are hash references which have two keys: id and part. The value 
of id is the guid of the photo, and the key, part, is a reference to a list 
of hashes describing compartments. Each comparment hash has three keys: 
id, frombyte and tobyte. The id is the compartment id (e.g. 1, 2, 3) , 
and the fronbyte will always be 0, and the tobyte is the length of the 
compartment. The decision for the Wierd structure is that it matches 
the structure of LSUploadClient :: Perform Syncrequest (). 

= item. GetFDir remote dir) 

This function requests a listing of the passed in directory. If the 
request fails, undef is returned. If successful, the parsed xml response 
is returned. 

-item GetFile (remote filename, local filename) 

This function attempts to fetch the remote filename and write to the 
local filename. Returns array (Sbytes written, Stotal in file). When 
completely successfull $bytes written will be equal to Stotal in file, and both 
will be greater than failure. When a catastrophic failure occurs, 
$bytes. Written will be -1. If a subset of the file was fetched, Sbytes. Written 
will be greater than 0 and less than Stotal in file. 

=item GetPic (Sguid, Slocal filename, Stype, & args) 

This function attempts to fetch the picture, guid, and write it to 
local filename. Stype should be either the comparinent number (e.g. 1, 2, 3 
. . . ), 
"full", "anc", "alien preview", "generic", or "png preview". 

bargs is a hash of openional named arguments. The Supported named arguments 
are width, height, depth, color, startPercent, and end Percent. 

This method returns an array as described for the GetFile () method. 

=item. SetPhotoState (Sguid, $state, SstateDetailed) 

This method attempts to set the state and detailed stated of the given 
guid. 1 is returned on success, 0 other size. 

=item DeletePhotot ($guid) 

This method is delete the requested guid. 1 is returned on success, 0 
otherwise. 
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=item TakePic () 

This function will request the camera to take a picture. 1 is returned 
if the request was successful, 0 otherwise. The picture taken will not 
actually show up in the filesystem until Some time after the response. 

=item. SetSoundState (state) 

This function will set of sound generation. State is "1" to enable sounds, 
and state is 0 to disable Sounds. 

sitem Call Server 

This function will request the camera to make a Connection to a server. 
It returns 1 if the command was accepted, 0 otherwise. A successful 
return does not imply a successful connection to the Server, just 
that the camera will try. When the camera successfully connects, 
an appropriate event will be sent on the event channnel. Subsequent 
Cal Server commands should not be sent unless a "Server Done" 
event has been received. 

=item. HangupServer 

This function will ask the camera to hang up its connection to 
a server. 1 is returned if the command was accepted, 0 otherwise. 
The actual connection should not be considered down until a 
"Server Dorle" event arrives on the event channel 

-item. Empty () 

This function "empties" any data in the receive buffer of the socket and 
throws the 
data away. It is usually a good idea to call this function to promote a 
"Clean" 
closing of the socket. 

=back 

=head1 SEE ALSO 

La Socket, LCIO: :Sockets 

=lead1 AUTHOR 

Matthew H. Gerlach 
Ingerlachalightsurf. corn 

Elead1 COPYRIGHT 

iCOPYRIGHTEEGIN: 

(c) Copyright 1999, 2000 Lightsurf Technologies, Inc. ALL RIGHTS RESERVED. 
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W 

HSTDHDRE: iii. 

first r==================== ce==================================================== 

f : DESCRIPTIONBEGINEE 
AUTHOR (S) : 
PURPOSE: 
DESCRIPTION: 

iii.; DESCRIPTIONEND : 
# ====================================== cast-crist--- ============================== 

COPYRIGHTEEGINE it: 

i (c) Copyright 1999, 2000 Lightsurf Technologies, Inc. ALL RIGHTS RESERVED. 

package LSUploadClient; 

use strict; 
iFuse LWP::Debug ow (+): 
use LWP:: User Agent; 
use XML : ; Simple; 
use data: : Dumper; 
use IS UnixDaemon Jils; 

sub new 

my ($type, Surl Start, Sticket, &argS} = 3; 

my Supload client = 
{ 

lurl start --> Surl start, 
ticket => Sticket 

if (defined (Sargs (login) ) 

Supload client->{login} = Sargs login; 
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my Shdrs = Sres -->headers; 

Imy Ssession id) Shdrs->as string (" ") =~ JSESSIONID= (..*) ; A); 
iny (Smachine id) (Shdrs->as string (" ") =~ ?machineid= ( .. 2); /) ; 

FXME 
if I should check for session id and machine id 

Supload client->session id} = $session id; 
Supload client-> (machine id} = Smachine id; 

return bless Supload client, Stype; 

Sub PerformSyncRequest 

Imy ($this, Sin list ref, Sout...list ref} = 3 ; 

Imy Spost url = "Sthis->{url start asst/sync as St.jsp"; 

Imy Spost agent 
my Spost req 

new LWP::User:Agent; 
new HTTP::Request ('POST, Spost url) ; 

if (defined Sthis-> login) && defined (Sthis->{passwd) ) 
{ 

Spost req->authorization basic (Sthis->{login, Sthis->{passwd); 

Spost reg->header ("Cookie" => "JSESSIONID=Sthis-> session id: " ); 
Spost req->push header (Cookie => "Iachineid=Sthis->{machine id}"); 

Iny (Spart info, Si) ; 

my Sixmired it "3?xml version=y" 1. Ov" ? -yn-photos>wn"; 

my $guid ref, Scompartment array ref, Scompartment ref}; 
foreach Sguid ref (Sin list ref} 

Spart info = "" ; 
$Compartment array ref = Sguid ref-> (part); 
foreach Scompartment ref (Scompartment array ref) 

Spart info = sprintif " <part 
id=\"%dy"><offset-03/ offset-length &dk length.</part-Win." 

$COmpartment ref->{id}, 
Scompartment ref->{tobyte; 

if (length (Spart info) > 0) 

Six mill req ... = "sphoto id=V"Sguid ref->{id} \">yri" . Spart info 
"</photo-wn"; 

Sixmired . = ''<A photos>wn"; 
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Spost reg->content (SXml red); 

my Sres = Spostagent->request (Spost req) ; 

if Sires->is success) 
{ 

LS LogPrint "Perform.SyncRequest post failed Win"; 
LS LogPrint dumper (Sires); 
return (O); 

LS Log Print "PerformSyncRequest post succeededyn"; 
LS LogPrint Dumper (Sires); 
LS LogPrint sprintif "Content - ésyn", Sires->Content; 
my Sixmires p = XMLin (Sres-> content, key attr -> "sendiphoto", 

forcearray -> "sendphoto', 'part"); 

my Sphoto list ref = Sixml resp-> sendphoto; 

if (defined (Sphoto list ref}} 
{ 

(a Soutlist ref = Sphoto list ref; 

else 
{ 

(Sout. iist ref = {); 

i LS LogPrint Dumper (SXTml resp); 
return (1); 

sub Upload.mageCompartment 

my (Sthis, Sguid, Stype, Spicture file name, Spart, Soffset, Siength) = 
(e; 

if (! open (PICFILE, Spicture file name)) 

LS LogPrint "failed to open picture file, Spicture file name: S \n"; 
return undef; 

} 
binmode (PICFILE) ; 
Imy (afile stat = stat (PICFILE); 
Imy Slen = Sfile stat7; 
Imy Simage data; 
sysread (PTCFILE, Simage data. Slen) ; 
close (PICFILE); 

my Spost url = "Sthis->{url start /asst ?upload asst.jsp"; 

Iny Spostagent = new LWP; ; UserAgent; 
Imy Spost req = new HTTP::Request ('POST, Spost url) ; 

if (defined (Sthis->{login) && defined Sthis->passwd ) ) 
{ 

Spost req->authorization basic (Sthis->{login, Sthis-> (passwd); 
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my Sunidid = "529021". time; 

74 

Imy Sboundary = " - - - - - - - - - - - - - - - - - - - - - - - - - - - Sunlig id"; 

Spost reg->header ("Cookie" -> "JSESSIONID=Sthis->{session id}"); 
Spost red->push header (Cookie => "machineid=Sthis-> machine lid"); 

$post reg->content type ("multipart? form-data; " 
"boundary=Sboundary Wrwin"); 

"Content-Disposition: form-data; name=V "Image1 V"; 

namer v"Image1guid\""; 

name= w "Image partidy" "; 

name= w "Image1 offset, ""; 

name=\"Triage1lengthy, ""; 

Sboundary = " --Sboundary"; 
Fi Build the data sent before the image . . . 
my (Sbefore, Send) ; 

Sbefore r "Shooundary Wr \n"; 
Sbefore . = 
Sbefore ... = "untitled" "W" Wrvin"; 
Sbefore . = "Content-Type: Stypewrvin"; 
Sbefore ... = "Wr \n"; 

Send = "Shoundary wrvin"; 
Send , = "Content-Disposition: form-data; 
Send , = "wrvin"; 
Send , = "wrvin"; 
Send . = "Sguid"; 
Send , = "wrynSboundaryvrvin"; 

Send . = "Content-Disposition: form-data; 
Send , = "Wr Win"; 
Send , = "Wrvin"; 
Send . c "Spart"; 
Send . = "WrvinSboundary wrvin"; 

Send , = "Content-Disposition: form-data; 
Send . = "wrvin"; 
Send = "Wrvin"; 
Send is "O"; 
Send . = "Wr WinSboundary Wr \n"; 

Send , = "Content-Disposition: form-data; 
Send = "wrvin"; 
Send . = "Wryn"; 
Send . = "Slen"; 
Send . = "wrvinSboundary--wrvin"; 

last boundary needs ending -- 

Iny S content = Sbefore. Simage data." Wrvin". Send; 

Spost red->content ( 

LSLogPrint 

Scontent); 

"posting Sguid part Spartyn"; 
my Sires = Spost agent->request (Spost req) ; 

if (! Sres->is success) 

LS LogPrint 

48 

"HTTP upload post failed for Sguidvin"; 
LS LogPrint sprintf "%s win", Sires->content; 

Mar. 14, 2002 

filename= w "" ; 

  



US 2002/0032027 A1 
75 

return (O) ; 

my Sixml ref - XMTin (Sres->content); 
LS LogPrint sprintf "xml responsen'ss win", Dumper Sixmi ref; 

if (defined (SX mill ref-> (photo: ) && defined (Sixmi ref-> (photo ->{id})) 
{ 

if (defined (SXml ref->{partalready received}} ) 

TS Log Print "post succeeded for $guid part Spart id 
Six Iml ref-> photo ->{id} already in dbyn"; 

} 
else 
{ 

LS LogPrint "post succeeded for Sguid part Spart id 

return (Sixmiref->{photo ->{id}); 

elsif (defined (Sixml ref-> error) ) 

LS LogPrint "unrecoverable error from server: Sixml ref->{error Win"; 
return (O); 

# Tf we fall through here, there was some error in the response. 
LS LogPrint "failed response to upload post for Sguid part Spartwin"; 
LS LogPrint sprintf "es win." Sires -->content; 
return (O); 

SetMetaData 

my Sthis, Sidtype, Sid, sargs) - (3; 

my (Sget url) = "Sthis->{url start fasst update photo asst.jsp?"; 

if (Sidtype eg. "guid") 

Sget url = "guid=Sid&"; 
} 
elsif (Sidtype ed "elementID") 
{ 

Sget url = "elementID=Sid&"; 

else 

LSLogPrint "SetComments got a bad ' type parameter: Sargs type win"; 
exit (1) ; 

} 

if (defined (Sargs title})} 

Sget url = "&name=Sargs title"; 
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if (defined (Sargs comments) ) 

$get url . = "&description=Sargs comments}"; 

if (defined (Sargs location}) ) 
{ 

$get url . = "&location=Sargs (location}"; 

t LS LogPrint "SetComments url Sget urlwin"; 
my Sget agent new LWP:: UserAgent; 
my $get req new HTTP::Request ('GET', Sget url) ; 

if (defined (Sthis->{login) && defined (Sthis-> passwd ) } 

Sget req->authorization basic (Sthis-> (login), Sthis->{passwd)); 

Sget req->header ("Cookie" => "JSESSIONID=Sthis-> session id}"); 
Sget req->push header (Cookie => "machineida Sthis->{machine id}"); 

Imy Sires = $get agent->request ($get reg); 

if (! Sres->is success) 
{ 

LSLogPrint "HTTP request failed to set comments for Sidtype Sid Win"; 
LS LogPrint Dumper (Sres); 
return (O}; 

elsif ( Sres->content ~ /<success v /> ) 
{ 

LSLogPrint "XML response failed to set COIlments for Sic type Sid Vin"; 
TS LogPrint Dunper (Sires) ; 
return (0); 

else 

LS LogPrint "Sucessfully set comments for Sidtype Sid Vin"; 
return (1) ; 

sub ShipEinailAddrs 

Imy ($this, Sidtype, Sid, Semail list ref) = (al; 

my (Sget url) = "Sthis->{url start was stfsend greeting.jsp?"; 

if (Sidtype eq " guid") 

Sget url . = "guid=Sid&"; 
} 
elsif (Sidtype e.g. "elementTD") 
{ 

$get url . = "elementID=Sid&"; 
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