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(57) Abstract: An access control apparatus (20) and method. Enrollment is conducted at a centralized server (40) and enrollment
data such as identification data is downloaded to plural local access units (60) at respective entrances to a restricted area. The local
access units then collect data of a person upon an attempted entry in to the area and compare the data with downloaded enrollment

data to determine if the person is authorized for access.
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DISTRIBUTED BIOMETRIC ACCESS CONTROL
APPARATUS AND METHOD

RELATED APPLICATION DATA
This application is related to applicant’s concurrently filed patent applications
entitled “Stand Alone Biometric Access System” and “Biometric Access Apbaratus and
Method Having Tailgate Prevention Featu}'e”, the disclosures of which are ihcorpora‘ted
herein by reference. '

- BACKGROUND OF THE INVENTION
1. FEield of the Invention: .

The invention relates to automated systéms for permitting authorized person‘s to
~ access secured buildings or other areas while preventing such access by unauthorized
persons. More particularly, the invention relates to an access control system which
uses biometric parameters to identify authorized persons and to permit access by the
authorized persons.

2. Description of the Related Art:
The invention relates to restricting access into a restricted area and thus the term

“access” , as used herein, refers to physical entry into a building, or other restricted
area. However, the restricted area can be the exterior of a building or the like and thus
the invention can be applied to controlling entry or exit out of a building or other area.
Thére have always been situations in which it was desirable to-restrict access.to certain_..
physical areas to a select person or group of people. Such restricted access has been
accomplished by fences, walls, locks and other barriers. However, even the use of
barriers has not prevented unauthorized access. Accordingly, it has been necessary in
many instances to provide human suweiilance in the form of & securi‘ty'guard atan
entrance to an area or through the use of video cameras or the like to transmit images
to a security guard at a remote or centralized location. Of course, the use of securi'ty ‘
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guards and video cameras can become expensive and is only as reliable as the
particular guard and his state of alertness at any particular time.

The complexities of modern society have only served to increase the need for
access control. For example, many government agencies and contractors work on
matters that are of a confidential or even “top secret” nature. In fact, most workplaces
such as offices, warehouses, and even retail stores in some instances, have a need to
implement access control to prevent the theft of intellectual property and/or goods..

In response to the need for access control, many government agencies and
businesses have issued identification cards to their employees and other authorized
personnel. Often, the identification card includes a picture of the authorized pe}'son.
However, such an identification card still requires a security guard or other personnel
for verification. Also, such cards are easily forged by replacmg the plcture with that of
an unauthorized person. To overcome these limitations, it is known to prov:dé the
employee with a personal identification number (PIN) or other identifying code. The
identifying code can be encoded in a magnetic strip or the like in a security card and
read by an automated reader at an entrance fo grant access only to persons having the
card. Alternatively, the code can be entered by the user on a keypad to gain access.
However, the use of identifying codes also has drawbacks in access control
applications. In particular, the identification card can be stolen or the user can be
forced under duress to reveal their code. In such cases, unauthorized possessors of
the card or code can gain access to a restricted area. |

The use of biometrics has been proposed as a solution to the limitations noted
above. Generally, the term “biometrics” refers to the study of measurable biological
characteristics, i.e. biometric parameters, of a living being. In the context of security,
“biometrics” refers to technigues that rely on.a unique, measurable characteristic of a
living being for automatically recognizing or verifying identity. Examples of biometric
parameters are facial daté, retinal data, fingerprint data, speech data, and the like.

Geherally, biometric systems operate in the following manner. First, a system
captures a sample of at least one biometric parameter during an “enrollment” process.

The parameters are then converted by the system into a mathematical code, i.e., data,
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that is stored as the biometric template representing measured biometric parameters
for that person. There may also be a way to correlate the template to the person. For
example, a personal identification number (PIN) can be given to an envolied user, which
is entered to access the template. A new biometric sample is then taken and compared
{o the template or to a group of templates. If one of the templates and the new sample
match, the person is recognized‘as authorized. Central to a biometric system is the
“engine” which processes the biometric data in accordance with Various algorithms or
artificial neural networks.

Some biometric systems use “identification” methods and some use “verification”
methods. In identification systems, a sample is presented to the biometric system and
the system then attempts to find out who the sample belongs to by comparing the
sample with a plurahty of templates obtained through enroliment. Verification systems

on the other hand perform a one-to-one process where the biometric system is seekung N

to verify identity. A single biometric sample is matched against a single template
obtained during enrolliment. If the two match, the system eﬁécﬁvely confirms that the
person actually is who he presents himself to be. The key difference between these
two approaches centers on the logic addressed by the biometric system and how these
fit within a given application. Identification systems decide who the person is and can
check whether more than one matching biometric template exists. Accordingly,
identification systems can deny access to an individual who is attempting to pass
himself off wi‘th more than one identity. Verification, on the other hand only decides if
the person is who he says he is. Accordlngly, identification systems are more versatile
- .-and powerful.- However, verification systems generally require less processing
horsepower and thus are commonly used.

In typical biometric access control systems, biometric sensors are placed
proximate entrances and are linked to a central computer having biometric "enroliment”
data, i.e., templates, representing biometric parameters of authorized users collected
from a central enroliment station. If the biometric parameter collected at the entrance
matches a template stored in the centfal computer, access is grahted. However,
conventional biometric systems have several limitatioris. in particular, the sensing
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accuracy of biometric parameters, such as facial parameters, retinal parameters, and
the like is highly dependent on the environment in which the parameters are sensed.
For example, the lighting intensity, angle and color will affect sensing of biometric
parameters. Accordingly, the ability to reliably match data representing parameters
collected at an entrance with data of templates collected during enrollment is limited,
especially when the entrance is an external entrance where the weather, seasoh, and
time of day will affect lighting significantly. Also, sensing biometric parameters,
converting the parameters to data, communicating the data to a central computer, and
comparing the data parameters with templates of enroliment data in the central
computer is relatively time consuming, even with modern high speed computers and
communication links. Accordingly, such systems present significant inconveniences to
the authorized persons through improperly rejected access and time delays prior to—
granting access.

The use of less environmentally affected biometric parameters, such as
fingerprint parameters can alleviate some of the problems noted above. However,
sensing such parameters requires that the person desiring access make physical
contact with a sensor, such as a fingerprint scanner, upon each entry request. Also,
such parameters are easily affected by skin debris, and skin blemishes. Therefore, the
person desiring access may have to wipe off their finger, not to mention remove any
gloves, prior to submitting to the physical contact with the sensor. The match tolerance
between a template and data corresponding to a measured ‘paralmeter can be
increased to minimize lockout of authorized users. However,'such an approach
inherently reduces the accuracy and effectiveness of the system by increasing the
likelihood of allowing access to unauthorized users.

U.S. patent 5,802,199 attempts to solve the issue of s{ow response in biometric
identification systems by trénsmitting a subset of templates obtained through enroliment
from a central computer to one of blural "local" computers. If the user attempis to usé
an ATM terminal that corresponds to the "local" computer, identification is accomplished

by collection of biometric data and a PIN number and by comparison with templates in
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the "local” computef. If a matching template and PIN number is not in the "local"
computer, biometric identification is accomplished in the central computer by
transmitting collected data over a remote communication fink.

Uu.s. péten’t 5,802,199 relates to identification for allowing use of ATM terminals
and not for access control as defined herein. The practical communications of access
control and ATM use control are quite different. For example, the "local” computers
. disclosed in U.S. patent 5,802,199 are apparently not at the location of biometric
sampling, i.e. the ATM terminal. It appears that plural ATM terminals are assigned to
each local computer because of the inherent geographic distribution of ATM terminals.
The "local" computers are actually centralized computers. Accordingly, the system
disclosed in U.S. patent 5,802,199 is not suitable for high speed access control which
generally requires high speed ldentlf catlon-wrthm a-relatively small geographu: area,
such as asingle building or campus. Also, since ‘enrollment is conducted cenirally, i.e.
not at the site of the ATM terminal, environmental variables will affect the accuracy of
identification. Finally, this system requires that two separate things be recognized, the
biometric sample parameters and a PIN number entered by the user.

U.S. patent 5,903,225 discloses an access control system in which data is
encoded on a card during an enrollment procedure in correspondence to the person'’s
fingerprint. When attempting to gain access to a restricted area, a transmitter on the
card transmits the data to a receiver at the entrance to grant access. This system
apparently does not |mplement blometrlc recognition or identification and thus has the
same-limitations as conven’nonal access systems using magne‘tlc cards. In particular,
whoever possesses the card is granted access regardless of their identity.

U.S. patent 4,993,068 discloses an access system in which the enrollment
procedure'inciudes reccjrqling biometric data on a card io be carried by the user and
comparing the data on the card with data of biometric parameters measured at the
entrance. This system is inherently a verification system and thus is not as flexible as
an identification system for the reasons discussed above. Also, since enroliment is

conducted at é central location, sensing of parameters upon access can be affected by
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the environment at the entrance. Accordingly, the accuracy of this system is limited.

~ SUMMARY OF THE INVENTION
It is an object of the invention to overcome the limitations of the known systems
described above. ‘
It is an object of the invention to maximize the speed of biometric identification
access control.
It is another object of the invention to maximize the accuracy of biometric
identification access control.
It is another object of the invention to minimize the inconvenience and
obtrusiveness of biometric identification access control.
~ ltis another object of the invention to minimize the effect of environmental -
variables in biometric identification access control.
~ ltis another object of the invention to clearly indicate any security anomaly ina -
biometric identification access control system. |
A first aspect of the invention is an apparatus for controlling access into an area
comprising a server including server memory and a server data collection device
configured to collect identification data assigned to each authorized person, a local
access unit located at an entrance to the area and including local memory, a local
processor, a local biometric parameter sensing device, a local data collection device
and an access control device, and a communication channel for downloading the
identification data from the server to the local access unit. The local processor is
operative to compare biometric parameter data of a person proxirha‘te the entrance
collected by the local biometric parameter sensing device with biometric parameter data
stored in the local memory and to grant access to the area by operating the access
control device if the biometric parameter data collected by the local biometric parameter
sensihg device and biometric parameter data stored in the local memory correspond to
one another. The proceés'or is also operative to prompt the person to enter the

-identification data through the local data collection device and grant access to the area
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by operating the access control device only when the identification data of an
authorized person is entered if the biomeiric parameter data collected by the local
biometric parameter sensing device and the biometric parameter data stored in the
local memory do not correspond. The processor is also operative to store the biometric
parameter data collected by the Jocal biometric parameter sensing device in
correspondence with the entered identification data in the local memory when the
biometric parameter data collected by the local biometric parameter sensing device and
the biometric parameter data stored in the local memory do not correspond and
identification data of an authorized person is entered through the local data collection
device.

A second aspect of the invention is an apparatus for controlling access into an
area comprising a server including server-memory-and a-server-data-collection device -
configured to collect identification data aésigned to each authorized person, plural local
access units located at respective entrances, each local access unit including local
memory, a local processor, a local data collection device and an entrance control
device, and a communication channel for downloading the identification data from the
server to each of the plural access terminals. The processor is operative fo compare
data collected by one of the local access units with data downloaded over the
communication channel and operate the entrance control device based on resulis of the
comparison.

© Athird aspect of the invention is 2 method of controlling access into an area
——ceomprising the éteps of collecting identification data assigned to an authorized person
with a server, downloading the identification data from the server to a local access unit
located at an entrance and having an access controll device, comparing biometric
parameter data of a person collected proximate the entrance by the local access unit
with biometric parameter data stored in the local access unit and granting access by
operatmg the access control device if the biometric parameter data collected proximate
the entrance and biometric parameter data stored in the local access unit correspond to

one another, prompting the person to enter the identification data into the local access
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unit and granting access by operating the access control device only when the
identification data of an authorized person is entered if the biometric parameter data
collected proximate the entrance and the biometric parameter data stored in said local
access unit do not correspond, and storing the biometric parameter data collected
proximate the entrance in correspondence with the entered identification data in the
local access unit when the biometric parameter data collected proximate the entrance
and the biometric parameter data stored in the local access unit do not correspond and
identification data of an authorized person is entered through the local access unit.

A fourth aspect of the invention is a method of controlling access into an area
comprising the steps of collecting identification data assighed o an authorized person
with a server, downloading the identification data from the server to each of plural
' access units located at respective entrances to the area and including an entrance
control device, collecting data with one of the local access units, comparing the data
collected by the local access unit with the identification data downloaded during the
downloading step, and operating the entrance control device based on results of said
comparing step.

A fifth aspect of the invention is a method of controlling access into an area
comprising the steps of a primary enroliment in which identification data is assigned to
an authorized person, an identification step in which a biometric parameter is sensed
and converted to biometric parameter data and in which the biometric parameter data is
compared to stored biometric parameter data, an access granting step when the
biometric parameter data corresponds to the stored biometric parameter data in the
identification step, and a secondary enroliment step in which the biometric parameter
data is stored as the stored biometric parameter data when the biometric parameter
data does not cbrrespond to the stored biometric parameter data in the identification
step and the identification data is entered.
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BRIEF DESCRIPTION OF THE DRAWING

The invention is described through a preferred embodiment and the attached
drawing in which:

Fig. 1 is a block diagram of the architecture of an access control system of the
preferred embodiment;

Fig. 2 is a flow chart of the primary enroliment procedure of the preferred

- embodiment;

Fig. 3 is a flow chart of the identification and secondary enroliment procedures of
the preferred embodiment; and ‘

Fig. 4 is a flow chart of the anomaly enunciation procedure.

DETAILED DESCRIPTION-OF-THE-PREFERRED EMBODIMENT-

Fig. 1 illustrates the system architecture of a preferred embodiment of the
invention. Biometric access control system 20 includes server 40, plural lo;ﬁal access
units 60, and communications channel 80. Server 40 and local access units 60 can

" each include microprocessor based digital computers as described in detail below. In
the preferred embodiment, communications channel 80 is a local area network (LAN)
such as an Ethernet network communicating 6ver a coaxial cable or unshielded twisted
pair (UTP). However, communication channel 80 can be any type of communication
channel using cables, radio frequency transmissibn, optical transmission over fibers,

~ infrared trahsmission, or any other wired or wireless communication mode capable of
_— providingthécorhmunication described herein. Any commuhications protocols and
transmission medium can be used. For example, communication channel 80 can be
~ the Internet and each computer can have a separate IP address. Also, communication
| channel 80 can be accomplished merely by physically moving a removable recording
mediUm such as a diskette, between server 40 and access terminals 60; a channel
sometlmes referred to as "sneakernet”.
Server 40 is-a digital microprocessor based computer, such as a personal

“computer, a minicomputer, a programmable logic controller, or any other proprietary or
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non-proprietary device capable of accomplishing the processing and communication
functions described below. Server 40 includes central processing unit (CPU) 42,
| ‘memory device 44 (such as a magnetic hard drive), random access memory (RAM) 46,
input device 48 (such as a keyboard and mouse), display 50, microphone 52, speaker
54, biometric parameter sensing device 56, a data bus (not illustrated) for providing
communications between the various components and the appropriate interfaces for
each component (also not illustrated). Biometric bérameter sensing device 56 serves
to collect identification data during an enroliment procedure, as described below, and
can be of any type, such as a fingerprint scanner, a camera for sensing facial
parameters, a retinal scanner, or the like. For the sake of discussion of the preferred
embodiment, it is assumed herein that biometric parameter sensing device 56 is a
-~ fingerprint scanner capable of sensing parameters relating to a persons fingerprint.
Server 40 has a contro! program stored on memory device 44 which includes
instructions for accomplishing the functions described below. The control program of
server 40 also includes a biometric engine - such as that
described in U.S. Patent 5,386,103, the disclosure of which is incorporated herein by
reference.

Local access unit 60 also is a digital microprocessor based computer, such as a
personal computer, a minicomputer, a programmable logic controller, or any other
proprietary or non-proprietary device capable of accomplishing the processing and
communication functions described below. Only one local access unit 80 is illustrated
in detail and discussed in detail below. However, each local accesé unit :is similar and
thus the description below applies to each local access unit 60. Local access unit 60
includes central processing unit (CPU) 62, memory device 64 (such as a magnetic hard -
drive), random access memory (RAM) 66, input device 68 (such as a keypad), display
70, microphone 72, speaker 74, biometric parameter sensing device 76 (serving as an
auxiliary biometric parameter sensing device), biometric parameter sensing device 77,
access conftrol device 78 (such as a lock solenoid, gate, or the like), a data bus (not
illustrated) for providing communications between the various components, and the
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appropriate in‘teijfaces for each component (not illustrated). Biometric parameter
sensing device 76 preferably is of the same type, i.e. senses the same biometric
‘parameters, as biometric parameter sénsihg device 56 of server 40, a fingerprint
scanner in the preferred embodiment. Biometric parameter sensing device 77 can be
of any type but is preferably of a different type, i.e. senses different biometric
parameters, than biometric parameter sensing device 76. In the preferred
embodiment, biometric parameter sensing device 77 is a camera for sensing facial
parameters. ‘

Each local access unit 60 has a control program stored in memory device 64
which includes instructions for accomplishing the functions described below. The
control programs of local access units 60 also include a biometric engine, such as that
deécribed in U.S. Patent 5,386,103. Each local accessunit 60 caninclude access™
panel 60a (including input device 68, display 70, microphone 72, speaker 74, biometric
parameter sensing device 76, biometric parameter sensing device 77, and access
control device 78) and controller.60b (including CPU 62, memory device 64, and RAM
66). Access panel 60a and coniroller 60b can be housed separately. However, it will
become apparent below that access panel 60a and controller 60b preferably are
located in close proximity to one another. The number of physical enclosures
associated with local access unit 60 can vary as is required by the particular application

and entrance.

- Server 40 can be disposed at any location in the building or other area to which
access control system 20 is being applied or at a remote location. Also, server 40 can
be any one of plural computers coupled to a network or can be embodied by plural
computers on the network each conducting a different portion of the function of server -
40. For example, the enroliment procedure disclosed below can be conducted on one
computer and the anomaly monitoring functions disclosed below can be conducted by
another computer with the two computers together constituting rserve.r 40. Local access

units 60 on the other hand are located rih close proximity to respective doors or cher' .
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entrances of the building or other area to which access control system 20 is applied.
Typically, access panels 60a are located just outside the doorframe and controllers 60b
are located inside an entrance fo the building or other area to prevent tampering
therewith. However, controllers 60b are preferably located close enough to respective
access banels 60a to allow local communications through a serial port, parallei port,
Universal Serial Bus (USB) port or the like. |

Fig. 2 illustrates the primary enroliment procedure of the preferred embodiment
in which persons are authorized for access. A person to be allowed access to the area
controlled by system 20 is brought to an enrollment location proximate server 40.
Biometric parameters are sensed by biometric parameter sensing device 56 of server
40 in step A. This is accomplished by placing the finger of the person on a sensing
surface of biometric parameter sensing device 56 and selecting appropriate menu
choices'displayed on display 50 in accordance with the control program stored in
memory device 44 and being executed by CPU 42. Data corresponding to the sensed
parameters is thus collected and recorded in memory device 44. Using input device 48,
corresponding data, such as the authorized persons name, title, access privileges, and
the like is entered in step B and stored in memory device 44 in correspondence to the
data stored in step A.

In step C, it is determined if all enrollment is finished, i.e. if the operator of server
40 does not wish to enroll other persons at this time. If so, the procedure continues to
step D, if not the procedure returns to step A for collection of biometric parameter data
for another person In step D, enroliment data, including biometric data and .
corresponding data entered in steps A and B respectively, is downloaded to each local
access unit 60. The enrollment data can be stored in memory device 64 of each local
access unit as templates in any format, such as known database formats. Accordingly,
the templates are stofed in each local access terminal and are constantly or periodically
updated with any new enroliment data collected during a primary enrollment procedure.
Step D can be conducted immediately after step C or can be delayed to download data |

in a batch process. The primary enrollment procedure comes to an end in step E. Of
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course, the primary enrolment procedure can be accomplished at any time and one or
more persons can be enrolled during each procedure. Also, enroliment data can be
deleted or modified as needed. For example, when an employee leaves a company it
may be desirable to delete his template so that he cannot be granted access to the
building or other area. Also, when a person is promoted, their access privileges may be
increased. Further; a terminated employees template may be left while his access
privileges are revoked. In such a situation presence of the terminated employee can be
flagged as an anomaly as described below.

When primary enroliment for one or more authorized persons is finished, system
20 is ready to identify authorized persons and control access to a building or other area.
Fig. 3 illustrates the procedure for controlling access. As a person approaches an
entrance having remote access unit 60, biometric parameter.sensing device. 77 _begins._.
to sense parameters, e.g. facial image parameters, in an attémpt to identify the person
as an authorized person. For example, biometric parameter sensing device 77 can be
in constant operation and can begin to sense facial parameters when a person is within
a prescribed range. Alternatively, biometric parameter sensing device 77 can be turned
on by the presence of the person using a proximity sensor or the like. The engine
disclosed in U.S. patent 5,386,103 is capable of sensing parameters while the subject
person is several feet away. In any event, as the person approaches remote access
unit 60, facial parameters are sensed in step A. In step B, the data of the sensed
parameters are compared with templates stored in memory device 64 of remote access
_ unit60. v

In step C, local access unit 60 determines if the approaching person has ‘been
identified through steps A and B and , if so, operates access control device 78 to grant
access to the person in step D. Step D can require that the person press a button
and/or turn a door handle to unlock the door. Also, an indication of granted access,
such as a green light or a message on display 70 can be enunciated. |f the
determination in step C is that the person was not identified, the procedure branches to

step E. For example, if itis the first time the person has approached the particular
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entrance and thus corresponding facial data is not stored in local access unit 60, if the
environment (such as lighting) has changed since the time of the last collected facial
data of the person, or if the person is not an authorized (i.e. enrolled) person, the facial
parameter data of the person will not correspond to facial parameter data stored as
templates in memory device 64. In step E, the access granted indicator is not
enunciated and the person is prompted, through a message on display 70, to touch
biometric parameter sensing device 76 with their finger to obtain a fingerprint scan.

In step F, the data corresponding to fingerprint parameters obtained in step E
are compared with fingerprint parameters in templates stored in memory device 64 (see
step D of the primary énrollment procedure described above with reference to Fig. 2). If
the person is authorized for access, i.e. has been enrolled, their fingerprint parameter

—data will correspond to a stored template in comparison step F. If the fingerprint
parameters do not cbrrespond to template, the person is not identified in step G, is not
authorized, and thus is not granted access. Additionally, in step H, an alarm can be
sounded, proper personnel can be notified, or the attempted entrance can be recorded
for later review in the manner described in detail below. If the person is identified in
step G, the procedure continues to Step |.

In step |, the person who has been identified through fingerprint parameter data
as being enrolled and thus authorized, but not identified through facial parameter data,
is prompted by a message on display 70, to look towards local access unit 60 while
biometric parameter sensing device 77 senses facial parameters of~the person. The
facial parameters are converted to data arid stored as a template in memory.device 64
in step J in correspondence with the existing biometric data and corresponding data
downloaded and stored during stepAD of the primary enrollment process described
above. Access is granted to the authorized person in step K. The procedure is then
reset and returns to step A to await the next person. |

The template including facial parameter data stored in step J is used (along with
other stored templates having facial pvarameter data) in comparison step B the next time
the person approaches local access unit 60. Therefore, it is more likely that the person
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will be recognized in steps A-D above upon the person’s next attempted entry and thus
the relative inconvenience of steps E-J will not be required. However, steps E-J, i;e. the
.secondary enroliment procedure, can be accomplished anytime a person is not
identified by virtue of facial parémeters in step C. 'Eventually, enough facial parameter
data is stored in memory device 64 to allow access of the authorized person in a variety
of environmental conditions at the particular entrance. A similar procedure can be
accomplished at other local aécess units 60, i.e. each entrance that the person uses.

Of course, if the person alters their face by growing or shaving facial hair, gaining or
losing a large amount of weight, having cosmetic surgery, or the like, the secondary
enroliment of steps E-J will be accomplished again upon the person’s next entry. Keep
in mind that the user is always recognized through at least the first enrollrﬁent
parameters, i.e fingerprint parameters, or the second enrol|ment.parameters,_i,e.facial__
parameters, prior to being granted access.

Fig. 4 illustrates a procedure for handling anomalies, such as unauthorized
persbns attempting to gain access, or unauthorized persons gaining access on the
coattails of authorized persons. For example, each time access is granted in steps D
or K of Fig. 3, local access unit 60 can count the number of persons passing through
the entrance. If more than one person enters a "tailgating" anomaly is detected.
Counting can be accomplished with biometric parameter collection device 77 or with
any appropriate sensor, such as a photo sensor, proximity sensor, or the like. Further,
an anomaly can be any situation other than the normal grantihg‘of access to an
authorized persoh within their access parameters. An anomaly can reéult from the
satisfaction of any predetermined criterion. For example, it may be desirable to know if
a particular authorized person or persons, gains access more than a preset number of
times. Also, it may be desirable to know if a'previously authorized person whose
access privileges have been re\}oked is near an entrance. Local access unit 60 is
programmed to detect any anomalies under conditions set forth by a system
administratdr or other supervisoryperson‘ and programmed into the control program.

In step A it is determined if an anomaly is present based on the programmed
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conditions. If an anomaly is present, local access terminal 60 noiifies server 40 over
communication channel 80 in step B. Server 40 can be programmed to notify
appropriate personnel by one or more of sounding an alarm, sending a message.(by
email, fax, telephone for example), or the like in step C. As noted above, biometric
parameter sensing device 77 cd!lects image data of each approaching person or
persons. Ordinarily, the image data is discarded, i.e erased from memory shortly after
being recorded in step F. However, in the event of an anomaly, the previous several
seconds of image data is saved and sent to server 40 over communication channel 80
for display in substantially real time or for later review in step D. Accordingly, images,
i.e. video, of each anomaly creating approach can be viewed in step E to determine the
apbropriate action. For example, security personnel can communicate with the

——unauthorized person or persons causing the anomaly through the microphones 52 and
72 and speakers 54 and 74 to ascertain the person’s status or to warn the person of
their violation of security policy.

If an anomaly is not detected in step A, the image data recorded over the
previous time period is erased in step F and processing returns to step A. Accordingly,
a "loop" of video image data is recorded over and over and only saved or played back
when an anomaly is detected. Therefore, there is no need to have personnel
constantly view surveillance video. The personnel is notified when there has been an
anomaly and shown only the relevant video images. The notified person or persons
can be anyone coupled to the network of Fig. 1 or otherwise in communication with
server 40 through any type of communication channel. . The anomaly.detection.
procedure can run constantly in parallel with other processing. Also, instead of
automatically enunciating an alarm or the like, the anomaly handling procedure can
prompt the person to press a "doorbell" button to notify and communicate with security
personnel or other appropriate personnel, such as a receptionist. The button can be
integrated with the fingerprint scanner of biometric parameter sensihgdevice 76 to
thereby obtain a fingerprint scan of the person attempting entry. The personnel can

then normally grant or deny access. All access information, such as time, date and
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identity of persons granted or denied access (including approach video) can be logged
and processed by local access units 60 and server 40 for statistical purposes, asset
allocation, or for any other reason. -

lt can be seen that the preferred embodiment provides the convenience of
reliable biometric access control regardless of environmental variables without
sacrificing accuracy. Also, the p(eferred embodiment processes the biometric
parameters at the entrance and thus biometric identification can be accomplished very
quickly. The preferred embodiment uses fingerprint parameters for a primary
enroliment and facial parameters for a secondary enroliment. However, any biometric
or other parameters can be used for each enroliment. The primary enrolliment can be
accomplished by using a PIN number as identifying data in combination with or in place
of biometric parameters. Also, the secondary enroliment can be.omitted-and—
identification at the local access unit can be accompliéhed by the primary enroliment
only. For example, enrbllment and identification can be accomplished by virtue of
sensing of a single biometric parameter with the server downloading templates to the
local abcess units. Access can be granted by sensing the same parameters at the local
access units and comparing to the downloaded templates stored in the local access
units.

There can be any number of local access units. Any hardware and/or software
canAbe used in the invention for accomplishing the functions disclosed above. The
various data communication and storage can be accomplished using any appropriate
formats, protqéols, and media. The various discloséd features of the invention can be
combined in any manner. The control programs can be progfammed in any language
by one of skill in the art based on the functions disclosed herein. Any biometric
technologies can be used for identification in the invention and any type of sensors of
scanners can be used to collect the appropriate data or parameters. The invention can
be applied to idehtiﬁcation and/or verification systems, The access device can be any

device for selectively broviding access. The invention can be used to control entry into
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an area or exit from the area. Accordingly, the term "entrance", as used herein, refers

to a door, gate, passage, or the like through which persons can enter or leave an area.
The invention has been described through a preferred embodiment. However

various modifications cah be made without departing from the scope of the invention as

defined by the appended claims.
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What is claimed:

1. An apparatus for control!ﬁng access into an area to, comprising:

a server including server memory and a server data collection device configured
to collect identification data assigned to an authorized personj

a local access unit located at an entrance to the area and including local
memory, a local processor, a local biometric parameter sensing device, a local data
collection device and an access control device; and

a communication channel for downloading the identification data from the server
to the local access unit;

wherein said local processor is operative to compare biometric parameter data of
a person proximate the entrance collected by said local biometric parameter.sensing—
"device with biometric parameter data stored in said Ioéal memory and {o grant access
to the area by operating said access control device if the biometric parameter data
collected by said local biometric parameter sensing device and biometric parameter
data stored in said local memory cbrrespond to one another, and wherein said
processor is operative to prompt the person to enter the identification data through said
local data collection device and grant access fo the area by operating said access
control device only when the identification data of an authorized person is entered if the
biometric parameter data collected by said local biometric parameter sensing device
and the biomeiric parameter data stored in said local memory do not correspond, and
. wherein said processor is also operativé to store the biometric parameter data collected
by said local biometric parameter sensing device in correspondence with the
identification data in said local memory when the biometric parameter data collected by
said local biometric parameter sensing device and the biometric parameter data stored
in said local memory do nd‘t correspond and the identification data of an authorized

person is entered through said local data collection device.
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2. An apparatus as recited in claim 1, wherein said server data collection device
is a server biometric parameter sensing device, said local data collection device is an
auxiliary local biometric parameter sensing device, and the identification data is

biometric parameter data.

3. An apparatus as recited in claim 2, wherein said server biometric parameter
sensing device is of the same type as said auxiliary biometric parameter sensing

device.

4. An apparatus as recited in claim 3, wherein said server biometric parameter
sensing device is a fingerprint parameter sensing device, said auxiliary biometric
__parameter sensing device is fingerprint parameter sensing device, and said local

biometric parameter sensing device is a facial parameter sensing device.

5. An apparatus as recited in claim 4, wherein there are plural local access units
located at respective entrances and wherein said communication channel downloads

the identification data to each of said local access units.

6. An apparatus as recited in claim 1, wherein said local biometric parameter
sensing device comprises a video camera and wherein said local processor is operative
to store image data collected by said video camera and upload said video data over

said communication channel to said server when an anomaly is_detected..

7. An apparatus for controlling access into an area comprising:

a server including server memory and a server data collection device configured
to collect identification data assigned to an authorized person;

plural local access units located at réspective entrances, each local access unit
including local memory, a local processor, a local data collection device and an

entrance control device; and
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a communication channel for downloading the identification data from the server
to each of the plural local access units;

wherein said processor is operative to compare data collected by one of said
local access units with identification data downloaded over said communication channel

and operate the entrance control device based on results of the comparison.

8. An apparatus as recited in claim 7, wherein said server data collection device
comprises a server biometric parameter sensing device and the identification data is

biometric parameter data.

9. An apparatus as recited in claim 8, wherein said local data collection device
comprises an auxiliary biometric parameter sensing device of the same type as said

server biometric parameter sensing device.

10. An apparatus as recited in claim 9, wherein said local access units each
comprisé a local biometric parameter senéing device of a different type than said

auxiliary biometric parameter sensing device.

11. An apparatus as recited in claim 9, wherein said local processor is operative
to compare biometric parameter data of a person proximate the entrance collected by
said local biometric parameter sensing device with biometric parameter data stored in
said local memory and to grant access by operating said access control device if the
blome‘tnc parameter data collected by said local biometric parameter sensing device
and brometruc parameter data stored in said local memory correspond to one another,
and wherein said processor is operative to prompt the person to enter biometric
| parameters through said éuxiliary biometric parameter sensing device and grant access
by operating said access control device only when the biometric parameter data of an
authorized person is entered through said auxiliary biometric parameter sensing device

if the biometric parameter data collected by said local biometric parameter sensing
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device and the biometric parameter data stored in said local memory do not
correspond, and wherein said processor is also operative to store the biometric
parameter data collected by said local biometric parameter sensing device in
correspondence with the biometric parameter data in said local memory when the
'biometric parameter data collected by said local biometric parameter sensing device
and the biometric parameter data stored in said local memory do not correspond and
the biometric parameter data entered through said auxiliary biometric parameter

sensing device corresponds to an authorized person.

12. An appératus as recited in claim 11, wherein said server biometric
' parameter sensing device is a fingerprint parameter sensing device, said auxiliary
__biometric.parameter sensing device is fingerprint parameter sensing device, and said

local biometric parameter sensing device is a facial parameter sensing device.

13. A method of controlling access into an area comprising the steps of:

collecting identification data assigned to an authorized person with a server;

downloading the identification data from the server to a local access unit located
at an entrance and having an access control device;

comparing biometric parameter data of a person collected proximate the
entrance by said local access unit with biometric parameter data stored in the local
access unit and granting access by operating the access control device if the biometric
parameter data collected proximate the entrance and biometric parameter data stored
in the local access unit correspond to one another;

prompting the person to enter the identification data into the local access unit

- and granting access by operating the access control device only when the identification

data of an authorized person is entered if the biometric parameter data collected
proximate the entrance and the biometric parameter data stored in said local access

unit do not correspond; and
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storing the biometric parameter dé‘ta collected prbximate the entrance in
correspon’dencé with the entered identification data in the local access unit when the
biometric parameter data collected proximate the entrance and the biometric parameter
data stored in the local access unit do not correspond and the identification data of an

authorized person is entered through the local access unit.

14. A method as recited in claim 13, wherein the identification data is biometric
parameter data.

15. A method as recited in claim 14, wherein the biometric parameter data
collected proximate the entrance is of a different type than the biometric parameter data
collected as the identification data.

16. A method as recited in claim 15, wherein the biometric parameter data
collected proximate the entrance is facial parameter data and the biometric parameter
data collected as the identification data is fingerprint parameter data.

17. A method as recited in claim 15, wherein said downloading step comprises
downloading the identification data to plural local access units located proximate

respective entrances.

18. A method of controlling access into an area comprising:
collecting identification data assigned to an authorized person with a server;
downloading the identification data from the server to each of plural access units
|ocatéd at respective entrances to the area, each local access unit including an
entrance control device; and |
| collecting data with one of the local access units;
combaring the data collected by the one of the local access units with the

identification data downloaded during said downloading step; and
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operating the entrance control device collected based on results of said

comparing step.

19. A method as recited in claim 18, wheréin the identification data is biometric
parameter data and the data collected by the local access units is biometric parameter
data.

20. A method as recited in claim 19, wherein the biometric parameter data
collected by the one of the local access units is of a different type than the biometric
parameter data collected as the identification data.

21. A method as recited in claim 20, wherein the biometric parameter data
collected by the one of the local access units is facial parameter data and the biometric

parameter data collected as the identification data is fingerprint data.

22. A method of controlling access into an area comprising the steps of:

a primary enrollment in which identification data is assigned to an authorized
person;

an identification step in which a biometric parameter is sensed and converted to
biometric parameter data and in which the biometric parameter data is compared to
stored biometric parameter data;

an access grgnting step when the biometric parame‘ter data corresponds to the
stored bioh‘uetrjc parémetef data in said identification step; and-

a secondary enroliment step in which the biometric parameter data is stored as
said stored biometric parameter data when the biometric paranﬁéter data does not
correspond to the stored biometric parameter data in said identification step and the

identification data is entered.
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23. A method as recited in claim 22, wherein said primary enrollment step is
conducted with a centralized server and said secondary enroliment step is conducted

with a local access unit.

24. A method as recited in claim 23 wherein the identification data is biometric
data and said primary enrollment step further comprises sensing a biometric parameter

-and converting the biometric parameter to biometric parameter data.

25. A method as recited in claim 24, wherein the biometric parameter sensed is
said secondary enrollment step is more affected by environmental variables than the

biometric parameter sensed in said primary enroliment step.
26. A method as recited in claim 25, wherein the biometric parameter sensed in

said primary enrollment step is a fingerprint parameter and the biometric parameter
sensed in said secondary enroliment step is a facial parameter.
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