
(19) United States 
US 20050O86177A1 

(12) Patent Application Publication (10) Pub. No.: US 2005/0086177 A1 
Anderson et al. (43) Pub. Date: Apr. 21, 2005 

(54) METHOD FOR CUSTOMIZING PAYMENT 
CARD TRANSACTIONS AT THE TIME OF 
THE TRANSACTIONS 

(76) Inventors: Roy L. Anderson, Glendale, CA (US); 
William R. Bryant JR., Manasas, VA 
(US); Jacob Y. Wong, Goleta, CA (US) 

Correspondence Address: 
Roy L. Anderson, Esq. 
LAW OFFICES OF ROY ANDERSON 
1010 North Central Avenue 
Glendale, CA 91202 (US) 

(21) Appl. No.: 10/968,401 

(22) Filed: Oct. 18, 2004 

Related U.S. Application Data 

(63) Continuation of application No. 09/960,714, filed on 
Sep. 21, 2001, now Pat. No. 6,805,288, which is a 
continuation-in-part of application No. 09/667,081, 
filed on Sep. 21, 2000, now abandoned, and which is 
a continuation-in-part of application No. 09/667,089, 
filed on Sep. 21, 2000, now abandoned, which is a 
continuation-in-part of application No. 09/659,434, 
filed on Sep. 8, 2000, now abandoned, which is a 
continuation-in-part of application No. 09/640,044, 
filed on Aug. 15, 2000, now abandoned, which is a 

continuation-in-part of application No. 09/619,859, 
filed on Jul. 20, 2000, now abandoned, which is a 
continuation-in-part of application No. 09/571,707, 
filed on May 15, 2000, now Pat. No. 6,592,044. 

Publication Classification 

(51) Int. Cl." ....................................................... H04L 9/00 
(52) U.S. Cl. ................................................................ 705/64 

(57) ABSTRACT 

A user can customize use of a payment card, which can be 
an electronic card, by Selecting a customization variable for 
any given transaction. The customization variable involves 
at least one of the following Steps: (1) customizing genera 
tion of a one-time card number; (2) customizing a user 
identifier; or (3) inclusion of a customization variable with 
information transmitted to a verification agency for valida 
tion of the given use. Multiple payment card transactions can 
be processed differently depending upon which customiza 
tion variable is chosen for a given transaction. Different 
customization variables can be used for different accounts, 
different types of transactions, or to classify the transactions. 
A user can receive one bill, or multiple bills. Different levels 
of privacy can be accorded to transactions that use different 
customization variables. A user may pay the issuer for 
increased security, or the user may be paid by the issuer to 
allow transaction data to be distributed to third parties. 
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METHOD FOR CUSTOMIZING PAYMENT CARD 
TRANSACTIONS AT THE TIME OF THE 

TRANSACTIONS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is a continuation applica 
tion of U.S. patent application Ser. No. 09/960,714, filed 
Sep. 21, 2001, which was a continuation-in-part application 
of U.S. application Ser. Nos. 09/667,081 and 09/667,089, 
filed Sep. 21, 2000, which are continuation-in-part applica 
tions of U.S. Ser. No. 09/659,434, filed Sep. 8, 2000, which 
is a continuation-in-part of U.S. Ser. No. 09/640,044, filed 
Aug. 15, 2000, which is a continuation-in-part of U.S. Ser. 
No. 09/619,859, filed Jul. 20, 2000, which is a continuation 
in-part of U.S. Pat. No. 6,592,044, all of which disclosures 
are specifically incorporated herein by reference. The 
present application is also related to U.S. patent application 
Ser. Nos. 09/667,835, 09/667,089, and 09/667,082, all of 
which were filed on Sep. 21, 2000, and all of which are 
Specifically incorporated herein by reference. The present 
application continues the Subject matter previously Set forth 
in U.S. Ser. No. 09/667038. 

FIELD OF THE INVENTION 

0002 The present invention is in the field of methods for 
making payments through payment cards. 

BACKGROUND OF THE INVENTION 

0003) Three forms of money in widespread use today 
throughout the World are cash, checks and payment cards 
(debit or credit). Each has distinct advantages, and distinct 
disadvantages. Cash is readily accepted, easy to use and 
anonymous, but it does not earn interest, it can be lost or 
Stolen, and it is not always readily accessible. Checks are not 
always accepted, but they offer many advantages, Since they 
do not have to be written until the time of payment. 
However, they must be physically presented and they are not 
anonymous. Payment cards are readily, but not always, 
accepted, and they offer many advantages over checks. If the 
card is a credit card, payment can be deferred, but the 
transaction is not anonymous. If the card is a debit card, 
payment has usually been made prior to its use, but it is 
anonymous. Accordingly, it is apparent that different types 
of money have different advantages to different perSons in 
different situations. This may be one reason why all these 
forms of money are still in widespread use, and are even 
used by the same perSons at different times. 
0004 AS Society and international commerce have 
become more dependent upon electronic transactions, 
money has also become more electronic. Many attempts 
have been made to come up with Suitable forms of electronic 
money that mimic the physical world, or even create new 
forms of electronic money. However, despite the enormous 
need for such money, and efforts by some of the best minds 
and most Successful companies in the World, electronic 
money has Suffered many Setbacks and been far slower to 
materialize than many had hoped or predicted. The reasons 
are many and varied, but Some of the obvious reasons are 
Security, ease of use/operation, and unwillingness of the 
public and/or commerce to make radical changes or embrace 
new technology and/or procedures. As a result, many efforts, 
including Several potentially promising efforts, have met 
with failure. 
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0005. Even though new forms of electronic money have 
been slow to develop or gain widespread acceptance, elec 
tronic payments have still moved forward. Many banks now 
offer Some form of electronic checking. And payment cards 
have been used for electronic transactions in e-commerce 
and m-commerce (mobile commerce). Still, there is wide 
Spread concern about the Safety of Such transactions, and 
recent news Stories have uncovered widespread fraudulent 
activity associated with use of traditional credit card num 
bers in e-commerce over the Internet. In addition, there is 
growing concern about consumer privacy, or lack thereof, 
due to widespread electronic profiling of consumers who 
make electronic payments. 

0006 Although the media has been quick to cover fraud 
asSociated with use of credit cards over the Internet, it is 
often overlooked, at least by the public and the media (but 
not the credit card companies), that the majority of fraudu 
lent activity concerning credit cards is not associated with 
e-commerce activity. Most fraud occurs in the “brick and 
mortar World, and the numbers are daunting. Despite many 
attempts to combat unauthorized or fraudulent use of credit 
cards, it is estimated that credit card fraud now exceeds 
hundreds of millions, if not several billion, dollars per year. 
And this does not even count the cost of inconvenience to 
consumers, merchants and credit card issuer/providers, or 
the emotional distreSS caused to victims of Such fraud, or the 
cost to Society in terms of law enforcement and preventative 
activities. 

0007 Accordingly, there is a very real, long-felt need to 
reduce the amount of fraudulent activity that is associated 
with credit cards, and this need has only grown more acute 
as consumerS and commerce Search for better ways to 
purchase and Sell goods and Services via e-commerce and 
m-commerce. However, any Solution needs to be Something 
that is acceptable to the public at large. It should be easy to 
use. It should not be complicated or expensive to implement. 
Preferably, it should fit within the existing infrastructure, 
and not be Something that requires a great deal of educa 
tional effort, or a radical change in behavior or habits of 
consumers. In other words, it should be user friendly, readily 
understandable and Something that does not require a com 
pletely new infrastructure, which is a reason Suggested by 
Some as to why Smart cards have not been widely accepted 
in the United States. 

0008. In addition, it is highly desirable that any solution 
to Such problems be capable of widespread use, in many 
different platforms, for many different applications. 

0009. In U.S. Pat. No. 5,956,699 issued in September of 
1999, Wong and Anderson were the first to introduce the 
methodology of a System for Secure and anonymous credit 
card transactions on the Internet. This patent introduced a 
System which used an algorithm to use one's own Selected 
Personal Identification Number or PIN as one's own de facto 
digital Signature. The algorithm instructs the cardholder how 
to insert one’s PIN into one’s valid credit card number 
before using it for any transactions on the Internet. The 
resultant Scrambled up credit card number, which is tailored 
by the algorithm to having the same number of digits as 
before, is rendered useless on the Internet because the PIN 
insertion algorithm is changed automatically after every 
transaction. This methodology is not only capable of dras 
tically reducing credit card fraud on the Internet, it is also 



US 2005/0086177 A1 

capable of Safeguarding one's anonymity, and thus privacy, 
in credit card purchases on the Internet. 
0010 Since the issuance of U.S. Pat. No. 5,956,699, 
Wong and AnderSon have also invented an anonymous 
electronic card for generating personal Coupons useful in 
commercial and Security transactions, as well as a method 
for implementing anonymous credit card transactions using 
a fictitious account name. The present invention is an 
extension of these prior inventions that seeks to provide new 
methods for allowing a user to customize the use of one-time 
unique numbers that can be used in credit card transactions 
in the brick and mortar World, e-commerce, m-commerce 
and in many other applications. Because the methodology is 
well Suited for use in hardware and Software applications, it 
has widespread applicability to many different types of 
transactions. In addition, the present invention allows a user 
to categorize individual transactions. This new advantage 
can be used to Simplify accounting procedures and consoli 
date multiple accounts in a Single payment credit card. It 
also opens up many previously unknown possibilities, Such 
as allowing a user to Sell data, or protect data, relating to a 
given transaction. 

SUMMARY OF THE INVENTION 

0.011 The present invention is generally directed to a 
method for customizing payment card transactions by allow 
ing a user of a payment card to Select a customization 
variable for any given transaction involving use of the 
payment card. The customization variable is Submitted with 
the payment card number and a user identifier to a verifi 
cation agency for validation. The customization variable 
may be used in a method for processing a plurality of 
payment card transactions based upon the user's Selection of 
various customization variables. The present invention is 
particularly well Suited for use with electronic cards, but it 
can also be used in any method that uses a card number 
generator to generate a one-time card number. 
0012. In a first, separate aspect of the present invention, 
the customization variable may involve customization of the 
generation of a one-time payment card number. An example 
of one way in which this can be done is to allow the user to 
choose either a first or a Second user key as the key that will 
be used by an algorithm of a card number generator to 
generate the one-time payment card number. The customi 
Zation variable may also involve customization of a user 
identifier associated with the one-time payment card num 
ber. An example of one way in which this can be done is to 
allow the user to choose either a first or a Second identifier. 
The customization variable may also involve inclusion of a 
customization variable with the one-time payment card 
number and the user identifier when they are submitted to 
the Verification agency for validation. 
0013 In another, separate aspect of the present invention, 
an electronic card with a magnetic Storage medium and an 
encoder is used, and the card is sized Such that a Standard 
magnetic Stripe reader can read the magnetic Storage 
medium. It is especially preferred that the magnetic Storage 
medium be a magnetic Stripe. The encoder can Store the 
one-time payment card number, the user identifier or the 
customization variable on the magnetic Stripe, including its 
Second track. 

0.014. In still another, separate aspect of the present 
invention, a plurality of handling options provide numerous 
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options for processing payment card transactions. The han 
dling options can include billing two separate accounts. The 
user can be sent a Single bill for charges to the two Separate 
accounts, even if the accounts are established with different 
entities, Such as different credit card companies or banks, or 
the user can be sent a first bill for the first account and a 
Separate bill for a Second account. One of the accounts can 
be a credit account and another account can be a debit 
acCOunt. 

0015. In yet another, separate aspect of the present inven 
tion, the plurality of handling options can provide a mecha 
nism for classifying the nature of the payment card trans 
actions, Such as using a first handling option for busineSS 
transactions and a Second handling option for personal 
transactions. They can also provide different mechanisms for 
controlling access to information concerning payment card 
transactions. One mechanism can be used to implement 
restrictions on distribution of information relating to pay 
ment card transactions or restrictions on distribution of 
personal information of the user to Second entities. The user 
can be charged consideration for use of this mechanism. 
Another mechanism can be used to permit distribution of 
information relating to payment card transactions to third 
parties or permit distribution of personal information of the 
user to Second entities. The user can be given consideration 
to use this mechanism. 

0016. Accordingly, it is a primary object of the present 
invention to provide a method for allowing a user to cus 
tomize a given use of a payment card. 
0017. This and further objects and advantages will be 
apparent to those skilled in the art in connection with the 
detailed description of the preferred embodiments set forth 
below. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0018. The present invention is related to U.S. Pat. Nos. 
5,913.203, 5,937,394 and 5,956,699, the disclosures of 
which are all Specifically incorporated herein by reference. 
0019. The preferred embodiments of the present inven 
tion provide an unprecedented opportunity to customize use 
and processing of payment card transactions through use of 
one or more customization variables. 

0020. In the context of this description, a one-time pay 
ment card number refers to a payment card number of either 
a credit or a debit card, generated in accordance with the 
present invention, that is useful in financial transactions in 
the same fashion as a traditional payment card number. 
0021. Like a traditional payment card number, a one-time 
payment card number should be capable of being read by a 
Standard magnetic Stripe reader when it is part of a physical 
card used in traditional face-to-face transactions in which a 
user presents the physical card to a merchant for payment. 
However, like traditional payment card numbers, a one-time 
payment card number should also be capable of being used 
in a Mail Order Telephone Order (“MOTO”) credit card 
transaction between the user and a merchant. Thus, like a 
traditional payment card number, the one-time payment card 
number should fit within, and work with, present platforms 
and protocols for financial transactions involving payment 
cards, Such as traditional credit cards. This versatility allows 



US 2005/0086177 A1 

the one-time payment card number to be used with elec 
tronic cards, Software programs used in network applica 
tions, or telephones (especially telephones used in what is 
now being referred to as m-commerce, or mobile com 
merce). 
0022. A traditional payment card number can be charac 
terized as having three parts. First, there is a Set of fixed 
variables. This contains numerals that represent certain 
Specified data fields, Such as a bank identifier and a month 
and year expiration date for a given payment card. (The 
“bank” may be any “money source” as that term has been 
defined in U.S. Pat. No. 5,937,394.) Second, there is a set of 
variable variables. This contains numerals that will vary for 
different payment cards issued by the same money Source. In 
other words, this is the portion of the card number that will 
be specific to an individual entity or account for a given 
issuing money Source. Third, there is a check Sum digit. The 
value of the check sum digit is dictated by the other 
numerals in the card number. 

0023. In the context of the present invention, a user 
one-time payment card number is akin to a traditional 
payment card number, with certain exceptions. In a tradi 
tional payment card number, there might be a Set of six fixed 
variables, followed by a set of nine variable variables, 
followed by a checksum digit and another set of four fixed 
variables representing the month and year. When a user uses 
this traditional payment card number to complete a given 
financial transaction, the transaction is always completed by 
using the same twenty digits for the payment card number. 
By contrast, if the user uses a one-time payment card 
number to complete any Such given financial transaction, the 
transaction will not be completed by always using the same 
twenty digits for the payment card number. Instead, the 
twenty digits of the one-time payment card number will 
vary, and the degree to which they vary may depend upon 
user Selection of a customization parameter. In addition, 
because the one-time payment card number varies with 
Successive usage, the check Sum digit will not necessarily be 
the same with Successive usage, although it may be. Thus, 
the check Sum digit must be recalculated for each new 
one-time payment card number, and this is why it shall be 
referred to as a “check Sum variable' in the context of a 
one-time payment card number according to the present 
invention. 

0024. Another difference between a traditional payment 
card number and a one-time payment card number is the way 
that a given transaction using either number is validated by 
a verification agency, which may be a money Source or an 
entity who processes payment card transactions. When a 
transaction involving a one-time payment card number is 
processed, the verification agency must verify that the 
one-time payment card number is valid for the user identifier 
for the particular given transaction, as opposed to any given 
transaction involving the user identifier. (The verification 
proceSS must take into account how Selection of the cus 
tomization parameter may affect what the verification 
agency will receive for verification. Additional details 
regarding procedures that can be used to Verify a one-time 
card number that can be customized are set forth in U.S. Pat. 
No. 6,609,654.) This difference is a reason why use of the 
one-time payment card number provides greater Security and 
anonymity than can be obtained through use of a traditional 
payment card. 
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0025. A card number generator generates a one-time 
payment card number. AS already described, this could be 
hardware or Software, but, in either case, it will preferably 
include a customer random number generator and a cus 
tomer Sequence number. It is especially preferred that the 
card number generator be part of an electronic card, and that 
the electronic card be of the type described in U.S. appli 
cation Ser. No. 09/571,707 filed May 15, 2000 for Anony 
mous Electronic Card for Generating Personal Coupons 
Useful in Commercial and Security Transactions, or in U.S. 
application Ser. No. 09/667,835. 
0026 Several different methods that can be used to 
generate a one-time payment card number are described in 
detail in the applications that are identified in the CroSS 
Reference to Related Applications above, and which are 
incorporated herein by reference, So the details of those 
methods will not be repeated here. No matter what method 
is used to generate a one-time payment card number, two 
Successive one-time payment card numbers should be dif 
ferent. This can be accomplished by using a sequence 
number that is changed after each one-time payment card 
number is generated. (The present invention does not require 
that all theoretical possibilities will result in different one 
time payment card numbers. Instead, it is preferred that there 
be a low probability of occurrence of identical one-time 
payment card numbers attributable to convergence of two 
different inputs leading to the same result due to operations 
performed on the inputs by the algorithm.) 
0027. The preferred embodiments allow a user to cus 
tomize use of an electronic card having a card number that 
varies with each use by Selecting at least one customization 
parameter to customize a given use of the electronic card. 
There are three general customization parameters that can be 
used to customize a given use. 
0028 First, the user can customize generation of the 
one-time card number. This can be done many different 
ways. An example of one way in which it can be done is to 
customize Selection of a Selected user key that is used to 
generate the one-time card number as is explained in U.S. 
Pat. No. 6,609,654. Another way in which it can be done is 
to include a customization variable in the one-time card 
number, or as an input into the algorithm used to generate 
the one-time card number. 

0029 Second, the user can customize the user identifier 
that is used to validate the one-time card number. This can 
be done many different ways. One way is to choose one of 
two or more preselected identifiers as a Selected user iden 
tifier. Another way is to modify the user identifier. Still 
another way is to add a customization variable, Such as a 
numeric character, to the user identifier at a preselected 
location. 

0030 Third, the user can include a customization vari 
able with information transmitted to a verification agency 
for validation of the given use. Unlike the first two customi 
Zation parameters, this parameter relies upon use of an 
additional field of data collected as part of the validation 
process for a given transaction, and this may require a 
change in established validation protocols. It is especially 
preferred that any Such change be technically feasible within 
the confines of hardware that is being used to process 
traditional payment card transactions. In the context of an 
electronic card with a magnetic Stripe, this means that it is 
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preferred that the additional customization variable bestored 
in the magnetic Stripe, and it is especially preferred that it be 
Stored in the Second track of the magnetic Stripe. Additional 
details regarding inclusion of a customization variable in a 
magnetic stripe are set forth in U.S. Ser. No. 09/667,089. 
0.031) Once it is recognized that using one or more of the 
foregoing customization parameters will customize a given 
transaction involving use of a one-time payment card num 
ber, and that Such customization will Seamlessly allow a user 
to transmit additional information to the money Source 
processing Such transaction, without loSS of desired Security 
or anonymity, the options for using Such customization are 
virtually limitless. 
0032. After a one-time payment card number is validated 
for a given transaction, the money Source can determine 
what customization parameter(s) was selected by the user 
for the given transaction, which allows the money Source to 
determine what handling option should be used for the 
transaction involving the one-time payment card number. (It 
also allows the money Source to determine what Sequence 
number is associated with the one-time payment card num 
ber, So that its records can be Synchronized as part of the 
validation process.) 
0033) One use of multiple handling options is to allow the 
money Source to acceSS multiple accounts. For example, a 
user might use one account as a credit card, and another 
account as a debit or checking card. By choosing which 
account should be used for a given transaction, the user 
could determine, at the point of use, whether to charge the 
transaction, or have it deducted from an existing account 
balance. The same idea could be used for multiple credit 
cards, whether they are from the same issuer or different 
issuers, or even different cards, Such as VisaCE), Master 
Card(R), Diner's Card(R), Discover(R) or American Express(R). 
In addition, the user might elect to have separate billing 
Statements for Separate accounts, or have all billing consoli 
dated in a single Statement. 
0034. Another use of multiple handling options is to 
allow identification of the perSon completing a transaction, 
or to allow multiple perSons access to a Single account, or 
place different restrictions on multiple perSons on a single 
account. For example, a single account might be opened 
with an issuing bank, but an entire family might be autho 
rized to use the account. Thus, a father and a mother might 
have their own customization parameter, a teenage child 
might have another customization parameter and a lower 
authorized spending limit, and a preteen child might have a 
fourth customization parameter, but only be authorized to 
engage in a certain limited number of transactions per time 
period with a maximum spending limit for each transaction. 
All the members of this family could use the same card 
number generator embedded within a PDA or mobile phone, 
or on a computer or in an electronic card. At the end of a 
Specified billing cycle, all transactions completed by any 
member of this family could be consolidated in a single bill, 
and that bill could indicate who spent what when during the 
billing cycle, and what it was spent on. 
0035) Still another use of multiple handling options is to 
allow a user to classify the nature of a particular transaction 
at the time it is completed. For example, Suppose an indi 
vidual uses a Single credit card for personal expenditures and 
business expenditures. By assigning one customization 
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parameter to personal transactions, and a Second customi 
Zation parameter to business transactions, the user can 
Simplify accounting for Such transactions without the neces 
sity of having and carrying two separate cards. If desired, the 
user could even receive two separate Statements for Such 
expenditures So that the personal expenditures would not be 
discernable from the documentation associated with the 
business expenditures. Individual transactions could also be 
classified according to a preselected Set of criteria, and Such 
criteria could be used in various financial programs. For 
example, a user might include a code classification System 
used in a money management System to create various 
reports that itemize categories of Spending or assist in 
budgeting of finances. 

0036 Yet another use of multiple handling options is to 
allow a user to preselect how a particular transaction is 
treated in a Subsequent bill. For example, an individual user 
might not want a billing Statement to include information 
about the identity of Second entities who provide certain 
goods or Services, or when transactions with Such entities 
take place, but Still want to have the billing Statement 
include Such information for other transactions. By Selecting 
two different customization parameters with these two dif 
ferent handling options, the user has the option of control 
ling what information it receives in billing Statements about 
individual transactions. 

0037 Multiple handling options can also be used to guard 
privacy, or for commercial purposes that do not presently 
exist. For example, the user and the money Source might 
enter into an agreement about how, and under what circum 
stances, the money Source can distribute information about 
transactions of the user, depending upon which customiza 
tion parameter is used in a given transaction. The agreement 
might provide different levels of confidentiality, and Set up 
different levels or types of compensation tied to transactions 
falling within the different levels for a given time period. 

0038. One level of confidentiality might restrict distribu 
tion of any information concerning a transaction by the 
money Source to any third party. For example, a user might 
want Strict confidentiality of any transaction involving medi 
cal Services, and would not want the money Source to 
divulge that information to any party unless legally required 
to do so. Or, maybe the user does not want any third party 
to learn of any transaction that exceeds a certain dollar 
amount, for fear of a potential deluge of unsolicited adver 
tising. A user might pay a monthly fee for use of this option, 
a transaction based fee, or no fee at all. 

0039. A second level of confidentiality might permit 
distribution of any information concerning a transaction by 
the money Source to any third party. Such information is 
potentially valuable for purposes of advertising, and creating 
profiles for targeted marketing, and the money Source might 
even pay the user for the right to Sell Such information. 

0040. Other levels of confidentiality might fall between 
those already noted. For example, a third level might permit 
distribution of certain information concerning a transaction 
(Such as the payee, the amount of purchase, the date of 
purchase, and a profile of the user), but restrict distribution 
of other information concerning a transaction (Such as the 
identity of the user). Another level of confidentiality might 
restrict distribution of information concerning a transaction 
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to any third party, but allow the money Source to use Such 
information for its own marketing efforts directed to the 
USC. 

0041 Although the foregoing detailed description is 
illustrative of preferred embodiments of the present inven 
tion, it is to be understood that additional embodiments 
thereof will be obvious to those skilled in the art. Further 
modifications are also possible in alternative embodiments 
without departing from the inventive concept. 
0042. Accordingly, it will be readily apparent to those 
skilled in the art that Still further changes and modifications 
in the actual concepts described herein can readily be made 
without departing from the Spirit and Scope of the disclosed 
inventions as defined by the following claims. 

What is claimed is: 
1. A method for allowing customized use of an electronic 

card having a card number that varies with each use, 
comprising the Steps of: 

(1) allowing a user to customize either generation of a 
one-time card number or a user identifier; 

(2) generating a user one-time card number through use of 
a card number generator; 

(3) Submitting the user one-time card number and the user 
identifier to a verification agency for validation; and 

(4) verifying that the one-time card number is valid. 
2. A method as recited in claim 1, wherein the electronic 

card is a payment card and the one-time card number is a 
one-time payment card number. 

3. A method as recited in claim 2, wherein the card 
number generator generates a new card number by executing 
an algorithm that uses a Selected user key to generate the 
new card number. 

4. A method as recited in claim 3, wherein the user can 
customize generation of the one-time card number by choos 
ing either a first user key or a Second user key as the Selected 
user key, and wherein the algorithm will generate a first 
one-time card number if the Selected user key is the first user 
key or a Second one-time card number if the Selected user 
key is the Second user key, the first and the Second one-time 
card numbers being different, but both valid with the user 
identifier. 

5. A method as recited in claim 3, wherein the electronic 
card is comprised of: 

a card base; 

a computer affixed to the card; 
an input mechanism; 
a magnetic Storage medium affixed to the card that can be 

read by a Standard magnetic Stripe reader; 

an encoder for generating a data packet that is Stored in a 
designated portion of the magnetic Storage medium and 
is readable by a Standard magnetic Stripe reader; and 

a power Source for Supplying power to the computer and 
the encoder; 

wherein the electronic card is sized Such that the magnetic 
Storage medium can be read by the Standard magnetic 
Stripe reader. 
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6. A method as recited in claim 5, wherein the magnetic 
Storage medium is a magnetic Stripe. 

7. A method as recited in claim 6, wherein the user 
identifier is Stored in the magnetic Stripe. 

8. A method as recited in claim 7, wherein the user 
identifier is Stored in a Second track of the magnetic Stripe 
with the user one-time card number. 

9. A method as recited in claim 8, wherein the data packet 
is comprised of the user one-time card number. 

10. A method as recited in claim 9, wherein the data 
packet is further comprised of the user identifier. 

11. A method as recited in claim 10, wherein the encoder 
generates the data packet by creating flux reversals in 
ferromagnetic particles contained in the magnetic Stripe. 

12. A method as recited in claim 5, wherein the user can 
change the user identifier through use of a Special function 
Switch. 

13. A method as recited in claim 5, wherein the user can 
change the user identifier through use of a Special function 
code input to the computer. 

14. A method for allowing customized use of an electronic 
card having a card number that varies with each use, 
comprising the Steps of: 

(1) allowing a user to Select a customization parameter to 
customize a given use of the electronic card by at least 
one of the following Steps: 
(a) customizing generation of a one-time card number; 
(b) customizing a user identifier; or 
(c) inclusion of a customization variable with informa 

tion transmitted to a verification agency for valida 
tion of the given use; 

(2) generating a user one-time payment card number 
through use of a card number generator; 

(3) Submitting the user one-time payment card number 
and the user identifier to a verification agency for 
validation, and, if the user has selected Step (1)(c), 
including the customization variable with the Submis 
Sion for the given use; and 

(4) verifying that the one-time payment card number is 
valid for the given use. 

15. A method as recited in claim 14, wherein the elec 
tronic card is comprised of 

a card base; 

a computer affixed to the card; 
an input mechanism; 
a magnetic Storage medium affixed to the card that can be 

read by a Standard magnetic Stripe reader; 
an encoder for generating a data packet that is Stored in a 

designated portion of the magnetic Storage medium and 
is readable by a Standard magnetic Stripe reader; and 

a power Source for Supplying power to the computer and 
the encoder; 

wherein the electronic card is sized Such that the magnetic 
Storage medium can be read by the Standard magnetic 
Stripe reader. 

16. A method as recited in claim 15, wherein the magnetic 
Storage medium is a magnetic Stripe. 



US 2005/0086177 A1 

17. A method as recited in claim 16, wherein the user 
identifier is Stored in the magnetic Stripe. 

18. A method as recited in claim 17, wherein the user 
identifier is Stored in a Second track of the magnetic Stripe 
with the user one-time payment card number. 

19. A method as recited in claim 18, wherein the data 
packet is comprised of the user one-time payment card 
number. 

20. A method as recited in claim 19, wherein the data 
packet is further comprised of the user identifier. 

21. A method as recited in claim 15, wherein the data 
packet is further comprised of the customization variable. 

22. A method as recited in claim 16, wherein the data 
packet is further comprised of the customization variable. 

22. A method as recited in claim 17, wherein the data 
packet is further comprised of the customization variable. 

22. A method as recited in claim 18, wherein the data 
packet is further comprised of the customization variable. 

23. A method for processing a plurality of payment card 
transactions based upon a user's Selection of a customization 
variable for each of the transactions, comprising the Steps of: 

(1) establishing a plurality of handling options between a 
money Source and the user; 

(2) providing the user with a card number generator; 
(3) allowing the user to complete a plurality of payment 

card transactions within a time period in accordance 
with the following steps: 

(a) allowing the user to select a customization param 
eter to customize a given use of the card number 
generator by at least one of the following Steps: 
(i) customizing generation of a one-time payment 

card number; 

(ii) customizing a user identifier; or 
(iii) inclusion of a customization variable with infor 

mation transmitted to a verification agency for 
validation of the given use; 

(b) generating a user one-time payment card number 
through use of the card number generator; 

(c) verifying the validity of the given use by Submitting 
the user one-time payment card number and the user 
identifier to a verification agency for validation, and, 
if the user has selected Step (3)(a)(iii), including the 
customization variable with the Submission; and 

(d) repeating steps (a) through (c) at least once within 
the time period; and 

(4) processing each of the plurality of payment card 
transactions in accordance with one of the plurality of 
handling options based upon the customization param 
eter Selected for each of the plurality of payment card 
transactions. 

24. A method as recited in claim 23, wherein the card 
number generator is included within an electronic payment 
card. 

25. A method as recited in claim 24, wherein the elec 
tronic payment card is comprised of: 

a card base; 

a computer affixed to the card; 
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a keypad for providing input to the computer, the keypad 
having ten numeric keys and at least one special 
function key that are touch-activated; 

a magnetic Storage medium affixed to the card that can be 
read by a Standard magnetic Stripe reader; 

an encoder controlled by the computer for generating a 
data packet that is Stored in a designated portion of the 
magnetic Storage medium; and 

a power Source for Supplying power to the computer and 
the encoder; 

wherein the electronic card is sized Such that the magnetic 
Storage medium can be read by a Standard magnetic 
Stripe reader. 

26. A method as recited in claim 23, wherein the first and 
the Second handling options are mechanisms to bill two 
Separate accounts. 

27. A method as recited in claim 26, wherein the user is 
Sent a Single bill for charges to the two Separate accounts. 

28. A method as recited in claim 27, wherein one of the 
accounts is established with a first money Source and the 
Second account is established with a Second money Source 
that is different from the first money source. 

29. A method as recited in claim 26, wherein one of the 
accounts is a credit account and the Second account is a debit 
acCOunt. 

30. A method as recited in claim 26, wherein the user is 
sent a first bill for the first account and a separate bill for the 
Second account. 

31. A method as recited in claim 23, wherein the first and 
the Second handling options are a first and a Second mecha 
nism for dealing with distribution of information concerning 
the plurality of payment card transactions. 

32. A method as recited in claim 31, wherein the first 
mechanism restricts the distribution from the money Source 
to a third party of information relating to any payment card 
transaction in which the user payment card number was 
generated by use of the first user key. 

33. A method as recited in claim 31, wherein the first 
mechanism restricts the distribution from the money Source 
to the Second entity of personal information of the user 
relating to any payment card transaction in which the user 
payment card number was generated by use of the first user 
key. 

34. A method as recited in claim 32, wherein the user 
provides the money Source with consideration for use of the 
first mechanism. 

35. A method as recited in claim 31, wherein the second 
mechanism permits the distribution from the money Source 
to a third party of information relating to any payment card 
transaction in which the user payment card number was 
generated by use of the Second user key. 

36. A method as recited in claim 35, wherein the second 
mechanism permits the distribution from the money Source 
to the Second entity of personal information of the user 
relating to any payment card transaction in which the user 
payment card number was generated by use of the Second 
user key. 

37. A method as recited in claim 35, wherein the money 
Source provides the user with consideration for use of the 
Second mechanism. 
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38. A method as recited in claim 23, wherein the first and 
the Second handling options provide a mechanism for clas 
Sifying the nature of the plurality of payment card transac 
tions. 

39. A method as recited in claim 38, wherein the first 
handling option is used for business transactions and the 
Second handling option is used for personal transactions. 

40. A method as recited in claim 23, wherein the first and 
the Second handling options provide a mechanism for iden 
tifying either a first user or a Second user as the user. 
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41. A method as recited in claim 40, wherein approval of 
a payment card transaction for the first user is Subject to 
different restrictions than approval of a payment card trans 
action for the Second user. 

42. A method as recited in claim 23, wherein the first and 
the Second handling options provide a mechanism for con 
trolling what information is reported about the plurality of 
payment card transactions in a billing Statement. 
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