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(57) Abstract: The present invention provides software (13) to be run by an operating system (14) on a computing system (10),
the software (13) including instructions for determining whether the software (13) is unauthorised and, if unauthorised, instructions
relating to one or more response measures, wherein the instructions are configured to cause the operating system (14) to audit the
types of files open on the operating system (16) against the types of files in a list of file types (15) and, if the type of a file open
on the computing system matches a type of file appearing in the list (15), causing the operating system (14) to execute one or more

response measures (60).
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Device and method for detecting software piracy

Field of the invention

The present invention relates to a device and method for detecting software piracy.

Background of the invention

Software is often distributed on read only memory devices. Such devices include, for
example, compact discs (CD's), digital versatile discs (DVD's), and cartridges or
propriety discs. It is well known that a significant problem concerning software is that of
piracy and illegal copying of the software. As technology develops so too does the
ability to make and distribute illegal copies of what was originally legitimately obtained

digital content.

One way of attempting to prevent such piracy is by providing software on special or
proprietary media such as discs or cartridges. By providing software on a proprietary
media the number of people with access to hardware that can create copies of the
software is limited compared to the number of people who can create copies of simple
CD’s and DVD's.

A further problem, however, arises in the ease and speed with which a single copy of a
piece of software can be distributed to multiple people over the Internet. Due to this it
takes only a single person to make a copy and make that copy available for download to
reduce or negate most of the advantages associated with distribution on a proprietary

disc or cartridge.

Accordingly, it would be desirable to provide a device and method to aid in the
prevention of software piracy or to provide a device and method that dissuades software

piracy.

Summary of the invention

In one aspect the present invention provides a method for determining whether software

being run by an operating system on a computing system is an unauthorised copy, the
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method including the steps of auditing the types of files open on the operating system
against a list of file types and, if the type of a file open on the operating system matches
a type of file appearing in the list determining the software to be unauthorised and

executing one or more response measures.

In one embodiment, the operating system maintains in a memory of the computing
system a handle pool in which file handles of all open files are recorded, and the step of
auditing the types of files open on the operating system includes auditing all files

appearing in the handle pool.

In one embodiment the list includes types of files known to be used in the distribution

and/or running of unauthorised software.

In one embodiment, the software includes instructions which, when the software is run
by the operating system, initiate the auditing step. The software may also include the list

of file types.

Alternatively, the operating system includes instructions which, when the software is run
by the operating system, initiate the auditing step. The operating system may also

include the list of file types.

Further alternatively, the system on which the operating system and software is being
run includes a system memory accessible by the operating system and the instructions
for initiating the auditing step and/or the list of file types are stored on the system

memory. The system memory may be an embedded memory such as a BIOS chip.

The one or more response measures may include discontinuing running the software,
deleting the software, storing a record of the software, and/or notifying a third party via a

network of the software.

In a second aspect the present invention provides software to be run by an operating
system on a computing system, the software including instructions for determining
whether the software is unauthorised and, if unauthorised, instructions relating to one or

more response measures, wherein the instructions are configured to cause the
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operating system to audit the types of files open on the operating system against the
types of files in a list of file types and, if the type of a file open on the computing system
matches a type of file appearing in the list, causing the operating system to execute one

Oor more response measures.

In one embodiment the list of file types is included in the software instructions, however
the list of file types may be stored on a system memory accessible by the operating

system.

In a third aspect the present invention provides a medium on which software is

recorded, the software including instructions as discussed above.

in a fourth aspect the present invention provides a method for determining whether
software being run by an operating system on a computing system is an unauthorised
copy, the computing system including a processing system for running an operating
system, a BIOS, a first memory device and a communication interface for interfacing
with one or more second memory devices, wherein if the software is run from the one or
more second memory devices connected to the communication interface one or more
files must be opened, the method including the steps of auditing the types of files
opened on the operating system against a list of file types and, if the type of a file open
on the operating system matches a type of file appearing in the list determining the

software to be unauthorised and executing one or more response measures.

In one embodiment, the operating system maintains a handle pool in which file handles
of all open files are recorded, and the step of auditing the types of files open on the

operating system includes auditing all files appearing in the handle pool.

In one embodiment the list includes types of files known to be used in the distribution

and/or running of unauthorised software.

In one embodiment, the software includes instructions which, when the software is run
by the operating system, initiate the auditing step. The software may also include the list

of file types.
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Alternatively, the operating system includes instructions which, when the software is run
by the operating system, initiate the auditing step. The operating system may also

include the list of file types.

Further alternatively, the instructions for initiating the auditing sfep and/or the list of file
types are stored on the BIOS.

The one or more response measures may include discontinuing running the software,
deleting the software, storing a record of the software, and/or notifying a third party via a
network of the software.

Further aspects of the present invention, which should be considered in all its novel

aspects, will become apparent from the following description.

Brief description of the drawings

The invention will now be described with reference to the accompanying drawings which
show embodiments of the invention. It is to be understood, however, that the invention

is not limited to the features of the embodiments shown in the drawings in which:

Figure 1 provides a simplified depiction of a generic computing system suitable for use

in the preferred embodiment of the present invention;

Figure 2 provides a flow chart of the preferred method for detecting certain types of

content being run by the computing system of figure 1; and

Figure 3 provides a high level flow chart of the instructions to be included in a software

program or operating system in accordance with an embodiment of the invention.

Detailed description of the embodiments

Referring to figure 1, a simplified depiction of a generic computing system 10 suitable
for use in the embodiments of the present invention is shown. The components

represented in the system 10 may be found as part of any number of computing devices
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such as desktop computers, portable computers such as laptops, personal digital

assistants (PDA’s), digital book reading screens, and hand held gaming units.

The system 10 includes a central processing unit (CPU) 11 and a basic input output
system 12 (BIOS) which stores and executes initial startup instructions to be run by the
CPU 11 when the computing system is first switched on. The BIOS 12 is generally
provided on an embedded memory such as a BIOS chip. The system 10 also includes
an operating system 14 configured to execute various programmed instructions and
software and control operation of the central processing unit. Amongst other things the
operating system 14 controls the CPU in respect of accessing an internal memory 16,

controlling input devices 18, and controlling output devices 20.

The input devices 18 controllable by the operating system 14 may include a keyboard or
keypad 22, a communication receiver 24 such as a wireless receiver or network
interface card and one or more disk readers 26 (e.g. a CD drive, DVD drive, memory
card reader, cartridge reader). The output devices 20 controllable by the operating
system may, for example, include a screen or monitor 28, a speaker 30, a
communication transmitter 32 (such as a wireless transmitter or network interface card),
and disc writer 34 (such as a CD/DVD writer or memory card slot). In the physical
system the communication receiver 24 and communication transmitter 32 may be
incorporated in the same physical device for example a connection to a DSL line, as
may be the disc reader 26 and disc writer 34. Other input and output devices may also
be used, and, of course, not all input and output devices will be available on all

computing systems.

In order to run software 13 on the system 10 the software 13 must be accessible to the
operating system 14. This access may be achieved by storing the digital content in the
internal memory 16, by making the content accessible to the operating system 14 over a
network (through the communication receiver 24), or by inserting a disc/card/cartridge

into an appropriate disc reader 26.

Operating system 14 manages file access by use of file handles and a handle pool 17.

Each time a new file is opened the operating system 14 creates a file handle which
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uniquely identifies that file and can be used by the operating system 14 to access and
manipulate that file. The operating system 14 then stores that file handle in a handle
pool 17. When a file is closed the operating system removes the associated file handle
from the handle pool 17. Accordingly, at any given time the open files on a system can

be determined by reference to the handle pool 17.

Referring now to figure 2, a method 50 for determining whether an unauthorised copy of
software 13 is being run by the operating system 14 is described. As an initial step, and
as discussed above, the software 13 is made accessible 52 to the operating system 14.
Through the operating system 14 a user of the system 10 then directs the software 13
to be run 54 which causes the operating system 14 to begin executing instructions

contained within the software 13.

As discussed below, the software 13 includes auditing instructions along with a list of
file types 15. When the digital content is run 54 the auditing instructions cause the
operating system 14 to undertake an audit 56 of files concurrently open by the operating
system. This is done by review of the handle pool 17 as discussed above which
provides a list of file handles by which all files open on the operating system 14 may be
ascertained and accessed. While in this embodiment the list of file types 15 has been
described as part of the software 13, the list of file types 15 could equally be stored
elsewhere and accessed by the software 13 during the auditing process. The list of file
types 15 could, for example, be stored on a BIOS chip, on the memory 16 of the system
10, or be provided as part of the operating system 14.

Once the concurrently open files are identified, the types of those files are compared 58
to the file types in the list of file types 15. If the type of an open file matches a file type
appearing in the list of file types 15, the auditing instructions of the software 13 cause
the operating system 14 to execute one or more response measures 60. If none of the
open file types match any of the file types appearing in the list 15 the digital content

continues running 62.

The appropriate file types to include in the list of file types 15 will depend on the

intended application and target of the present invention. For example, software 13 is
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often illegally copied, distributed and run by providing disc images of the original version
of the software. Such images may, for example, be a .ISO file type or .CISO file type,
and may be distributed either on a physical memory disc/memory card or over a
network. In order to run a .ISO or .CISO file that file must be opened (causing the
operating system to create a file handle for that file and record it in the handle pool 17)

to access the executable file relating to the software intended to be run.

In light of this the file types included in the list could include .ISO and .CISO files, and in
the event that an open file is identified as being of that type, the operating system
interprets the existence of this open file as an indicator that a file from which the
instructions are presently being executed is unauthorised and executes the response

measures 60.

The response measures 60 may include instructions to log a record of the software 13
and the file type in the list that was open while the software 13 was being run. If the
system 10 is, for example, connected to the internet, the instructions in the digital
content may also cause the operating system 14 to send a record of this to a third party.
Finally, the instructions may cease the running of the software 13 and or cause the
software 13 to be deleted.

Referring to figure 3, and as mentioned above, the software 13 is written to include
instructions and a list of file types 15. While it is advantageous that the instructions 70
are written to be executed shortly or immediately on the execution of the software 13
itself, it is of course possible to include the instructions to be executed at any point
during the execution of the software 13 or at multiple points. The instructions should
include instructions to access the handle pool 17 to obtain file handle details of currently
open files 72, review the files associated with the file handles to determine their type 74,
and compare 76 those file types with the list of file types 15. If a match between the
currently open file types and a file type in the list 15 occurs, the instructions should
further log the event 78 and then exit 80. If no match between the types of files open
and the types of files in the list of file types 15 occurs, the instructions should continue
processing as normal and proceed 82 the software 13 to those instructions for running

the main program.
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The following is psuedocode appropriate for use where the file handles of a system are
accessed as integers. All handles from 0 to 100 inclusive are tested. If known identifier
data is present at a known identifier location then a flag gets set. If this flag is found to

be set after the file_handle testing has completed, then appropriate action can be taken.

Begin

copy_detected_flag := 0
file_handle :=0

loop while(file_handie <= 100)
seek(file_handle, known_identifier_location)
test_identifier := read(file_handle, known_identifier_size)
if(test_identifier = known_identifier)
copy_detected_flag := 1
break from loop
endif

file_handle := file_handle + 1
endloop

if(copy_detected_flag = 1)
respond to detected copy
endif

Use of the method in relation to a PlayStation® Portable (PSP) handheld gaming device

from Sony® will now be described by way of a specific but non-limiting example.

Authorised software such as games are generally provided for the PSP on proprietary
memory devices which are inserted into a device reader of the PSP to be run. The PSP
also, however, includes a memory stick reader which allows a user to store digital
content on a memory stick and have that content read by the operating system of the
PSP.

A common way of obtaining and running pirated games is by modifying the BIOS of the

PSP to allow executable files to be run from a memory stick. Once this modification has

35 occurred, users can upload game file images (such as .ISO or .CISO files) onto a
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memory stick and run the game from the memory stick reader. When the game is run
from the memory stick reader the operating system must first open the .1ISO or .CISO
file (causing the creation and recordal of a file handle) on the memory stick to be able to
access the actual game executable file. As discussed above, this executable file
includes instructions which upon execution cause the operating system to audit the
types of open files and compare them with a list of file types. When the operating
system matches the .ISO or .CISO file (which has been opened to allow access to the
game) to a file in the list, it determines that the executable file is being run from a
pirated copy of the game and executes appropriate response measures, for example

completing the execution of the software and/or closing the file.

While the above has been described with the instructions and list of file types being
included in a software program, it will be appreciated that the instructions and/or list
may be run from alternate locations. For example, the instructions may be included in
the software but the list of file types stored in the internal memory 16 or even BIOS 12
of the system 10. This is advantageous in that the types of files recorded in the list may

be easily updated without having to re-write the software code.

Alternatively, the software itself may not include either the list of file types or the
instructions. In this case the operating system 14 or BIOS 12 would include the
instructions and list in such a way that any time an executable file is run the instructions

are also run.

It will be understood that the invention disclosed and defined in this specification
extends to all alternative combinations of two or more of the individual features
mentioned or evident from the text or drawings. All of these different combinations

constitute various alternative aspects of the invention.
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CLAIMS

1. A method for determining whether software being run by an operating system on
a computing system is an unauthorised copy, the method including the steps of

auditing the types of files open on the operating system against a list of file types
and,

if the type of a file open on the operating system matches a type of file appearing
in the list of file types determining the software to be unauthorised and executing one or

more response measures.

2. A method according to claim 1, wherein the operating system maintains in a
memory of the computing system a handle pool in which file handles of all open files are
recorded, and the step of auditing the types of files open on the operating system

includes auditing all files appearing in the handle pool.

3. A method according to either claim 1 or claim 2, wherein the list of file types
includes types of files known to be used in the distribution and/or running of

unauthorised software.

4. A method according to any one of the preceding claims, wherein the software
further includes instructions which, when the software is run by the operating system,

initiate the auditing step.

5. A method according to any one of claims 1 to 3, wherein the operating system
includes instructions which, when the software is run by the operating system, initiate

the auditing step.

6. A method according to any one of the preceding claims, wherein the software

includes the list of file types.

7. A method according to any one of claims 1 to 4, wherein the operating system

includes the list of file types.
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8. A method according to any one of claims 1, 2, 3, 5, or 7, wherein the system on
which the operating system and software is run includes a system memory accessible
by the operating system, and the instructions for initiating the auditing step and/or the

list of file types are stored on the system memory.

9. A method according to claim 8, wherein the system memory is an embedded

memory.

10. A method according to claim 8 wherein the embedded memory is a BIOS chip.

11. A method according to any one of the preceding claims, wherein the one or more
response measures are selected from the list: discontinuing running the software;
deleting the software; storing a record of the software; and/or notifying a third party via a
network of the software.

12.  Software to be run by an operating system on a computing system, the software
including instructions which when run determine whether the software is unauthorised
and, if unauthorised, instructions relating to one or more response measures, wherein
the instructions are configured to cause the operating system to audit the types of files
open on the operating system against the types of files in a list of file types and, if the
type of a file open on the computing system matches a type of file appearing in the list,

cause the operating system to execute one or more response measures.

13.  Software according to claim 12, wherein the list of file types is included in the

software instructions

14.  Software according to claim 12, wherein the list of file types is stored on a system

memory accessible by the operating system.

15.  Software according to claim 14, wherein the system memory is an embedded

memory.

16.  Software according to claim 15, wherein the embedded memory is a BIOS chip.
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17.  Software according to any one of claims 12 to 16, wherein the one or more
response measures are selected from the list: discontinuing running the software;
deleting the software; storing a record of the software; and/or notifying a third party via a

network of the software.
18. A medium on which software according to any one of claims 12 to 17 is recorded.

19. A method for determining whether software being run by an operating system on

a computing system is an unauthorised copy, the computing system including
a processing system for running an operating system,
a BIOS,

a first memory device and a communication interface for interfacing with one or
more second memory devices, wherein if the software is run from a said second
memory device, one or more files is be opened, the method including auditing the types
of files opened on the operating system against a list of file types and, if the type of a file
open on the operating system matches a type of file appearing in the list, determining

the software to be unauthorised and executing one or more response measures.

20. A method according to claim 19, wherein the operating system maintains a
handle pool in which file handles of all open files are recorded, and the step of auditing
the types of files open on the operating system includes auditing all files appearing in

the handle pool.

21. A method according to claim 19 or 20, wherein the list of file types includes types

of files known to be used in the distribution and/or running of unauthorised software.

22. A method according to any one of claims 19 to 21, wherein the software further
includes instructions which, when the software is run by the operating system, initiate

the auditing step.
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23. A method according to any one of claims 19 to 21, wherein the operating system
includes instructions which, when the software is run by the operating system, initiate

the auditing step.

24. A method according to any one of the claims 19 to 23, wherein the software

includes the list of file types.

25. A method according to any one of claims 19 to 23, wherein the operating system

includes the list of file types.

26. A method according to any one of claims 19, 20, 21, 23, or 25, wherein the
system on which the operating system and software is run includes a system memory
accessible by the operating system, and the instructions for initiating the auditing step

and/or the list of file types are stored on the system memory.

27. A method according to claim 26, wherein the system memory is an embedded

memory.
28. A method according to claim 27 wherein the embedded memory is a BIOS chip.

29. A method according to any of claims 19 to 28, wherein the one or more response
measures are selected from the list of: discontinuing running the software; deleting the
software; storing a record of the software; and/or notifying a third party via a network of

the software.

30. A method according to any one of claims 1 to 11 or 19 to 33, wherein the list of

file types includes ISO and/or CISO file types.

31. Software according to any one of claims 12 to 17, wherein the list of file types
includes ISO and/or CISO file types.
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