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DESCRIPTION

[0001] The object of the invention is a home security system. The invention has its practical 
application in the security sector, and more specifically in private or domestic security in 
properties, being its main aim an intrusion detection through a door, window, or fence, 
although it can be used in other locations such as walls or wall.

State of the art

[0002] Currently, in the field of private security for indoor spaces, different types of devices 
capable of detecting an intrusion into a home or similar are used. Among the different types of 
detection devices are the following:

1. a) Volumetric sensors, which detect changes in the volume of the measuring area and 
translate them into motion detection.

2. b) Door-opening Sensors that detect when a door or window is opened or closed.
3. c) Infrared barrier sensors that detect the passage of an object between their 

transmitters and receivers.
4. d) Vibration or glass break sensor that detect vibration in crystals when they are beaten 

or suffer a break.

[0003] All these devices have in common that are installed inside a house. Therefore, they do 
not offer a preventive security, since they are only capable of detecting an intrusion when this 
has already happened. Therefore, it is not a preventive security system, but an event warning 
or alarm system. On the other hand, both volumetric sensors and infrared barrier sensors are 
unable to, in addition, discriminate the types of moving objects or the different movements that 
occur within its range.

[0004] To avoid these problems, the best solution is the electrostatic field sensors. However, 
most of the documents are based on uncontrolled signals and on the indirect measure of 
capacity depending on the variation in the resonance frequency of the signal and/or in its 
impedance.

[0005] For example, the document ES 2152335 T3 describes a detector device connected to 
an antenna for detecting small capacitive changes in an electric or electromagnetic field 
around the antenna, said device comprising: generating means for generating an electric or 
electromagnetic field around said antenna; balancing means for maintaining the generated 
electric or electromagnetic field around said antenna in a balanced condition; filtering means 
for preventing the detector device from being affected by changes in the temperature and 
humidity; detection means for detecting small changes in the generated electric or 



DK/EP 3076206 T3

electromagnetic field around said antenna; and indicating means for indicating that a change in 
the electric or electromagnetic field has occurred; and characterized in that the generating 
means are a square wave generator, preferably generating a square wave between 50 Hz and 
5000 Hz, and in that the unaffected square wave from said generator and the square wave 
capacitively affected by the field surrounding the antenna are fed to amplifier means to amplify 
the difference thereof.

[0006] Thanks to this detector device, it is achieved a security system in a first presence area 
indicating that the intruder has approached the protected object at a distance of between 100 
and 150 cm; a second presence area which indicates that the intruder has approached the 
object protected at a distance of 30 cm; and a third presence area which indicates that the 
intruder almost makes contact with the protected object.

[0007] Therefore, this invention creates a square wave, wherein depending on the variation of 
the frequency of the same the related capacity can be calculated. This signal creates a 
magnetic field in the conductor which is out of control, i.e., its field lines extend in all directions 
and, in addition, undergoes variations with the temperature, humidity and other conditions, so it 
needs to correct these problems.

[0008] In general, none of the documents in the State of the art describes a system capable of 
measuring the disturbance in a single antenna and, thereafter, inferring the presence of a 
person, distinguishing it from animal or thing through the measurement of the disturbance itself 
on the single antenna. This disturbance detection also involves a change in the topology of 
circuits used against the solutions with transmitter and receiver solutions (as in documents 
US2004090234 and US5914610).

[0009] The document US2014267716 discloses a system including a control panel configured 
to communicate with at least one mobile wireless device, including sending image data to the 
at least one mobile wireless device using electronic messaging protocols. The system also 
includes at least one automation component wirelessly connected to the control panel through 
short range wireless communication protocols. The at least one automation component 
includes at least one sensor configured to detect a presence of a person at an entry to the 
physical structure, at least one camera inconspicuously integrated within an entry component 
at the entry, and at least one short range wireless transceiver coupled to the at least one 
sensor and the at least one camera and configured to communicate image and sensor data to 
the control panel and to receive control information from the control panel.

[0010] Otherwise, the document US6329913 discloses a passenger detection system. The 
passenger detection system utilizes an oscillation circuit that causes an antenna electrode to 
emit an electric field that is disrupted by the electrical characteristics of an object placed on the 
seat. This disruption alters the current and phase of the signal in the antenna electrode. By 
comparing the current flowing in the antenna electrode and/or the difference between the 
phase of the signal in the antenna electrode and the oscillation circuit output signal with 
predetermined threshold values, it is possible to detect the presence of a passenger in a



DK/EP 3076206 T3

reliable and inexpensive manner.

[0011] Otherwise, the document US3862895 describes an electrode type sensing device which 
employs two separated measuring electrodes of the same type and a common ground for 
making electrode potential determinations such as dissolved oxygen and pH measurement in a 
liquid. In one embodiment, one of the measuring electrodes is disposed in a standard solution 
which is placed in but sealed from the material to be tested except for an electrical 
communication. In an alternative embodiment, both measuring electrodes are placed in a 
material wherein the ion or molecular content of which is to be measured but, at a substantial 
distance from each other and with a common ground. Both embodiments eliminate the 
previous problem of temperature and other environmental aspects which affect a reference 
electrode and the measuring electrode in a different manner. Finally it is also known 
documents US5764145, US4325058, US2004085450, DE102013011258, WO94246545 and 
CN203827455.

[0012] However, none of the cited documents disclose a controlled magnetic field sensor 
connected to an antenna that consist of a single electrode which at the same time is 
transmitter and receiver in such a way that the sensor carries out a continuous measurement 
of the capacity that mould the field generated on the antenna and allows that a processor 
connected to the sensor determines the volume and density of material which generates a 
fluctuation of the field on the antenna.

Description of the invention

[0013] The object of this invention is a home security system according to claim 1.

[0014] The invention is based on the capacity of sensor object of the invention to measure the 
variations in the magnetic field existing around a single conducting element, in the case of the 
invention a coaxial cable, which acts as a probe or antenna, when said field is affected by the 
influence of a charged body, such as the human body.

[0015] The human body, like any other existing object, has its own electrical characteristics, 
dependent on the materials, density, volume, temperature and conductivity. The differences in 
the potential between the different objects result in electrostatic interactions from an object to 
another when they come into contact or are close to each other. This effect is used by the 
sensor object of the invention, achieving the continuous measurement of fluctuations that said 
field causes in an electronic circuit connected to it. This circuit, through the changes in the field 
magnitude is able to distinguish different types of bodies or objects and to discriminate the 
human presence from another material or animal presence. Indeed, in carrying out the 
continuous measurement of the magnetic field it moulds the magnetic field generated on the 
antenna and through infinite field lines, a processor connected to the same allows determining 
the volume and density of material which generates the field fluctuation on the antenna.
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[0016] The invention is applied to security systems in homes, giving the capacity to detect 
intrusions proactively in doors, windows and fences or walls, i.e. the detection capability before 
the intrusion takes place.

[0017] Throughout the description and claims, the word "comprises" and its variations are not 
intended to exclude other technical features, additives, components or steps. For those skilled 
in the art, other objects, advantages and characteristics of the invention will emerge in part 
from the description and in part from the practice of the invention. The following examples and 
drawings are provided by way of illustration, and are not intended to be limiting of the present 
invention. The following examples and drawings are provided by way of illustration, and are not 
intended to be limiting of the present invention. Furthermore, the present invention covers all 
the possible combinations of particular and preferred embodiments herein indicated.

Brief description of the figures

[0018] There follows a very brief description of a series of drawings that help to provide a 
better understanding of the invention and which are associated expressly with an embodiment 
of said invention that is presented as a non-limiting example thereof.

FIG. 1 - General scheme of a door with the non-integrated security system.

FIG. 2 - Schematic detail of the door in FIG. 1.

FIG. 3 - General scheme of a door with the integrated security system.

FIG. 4 - General scheme of a window with the non-integrated security system.

FIG. 5 - General scheme of a window with the integrated general system.

FIG. 6 - General scheme of an inner enclosure with the integrated system.

FIG. 7 - General scheme of an outer enclosure with the non-integrated system.

FIG. 8 - Block diagram of a sensor according to the invention.

Explanation of a detailed embodiment of the invention

[0019] An object of the invention is a home security system comprising interchangeably, a 
door, a window, a wall or any of the above in combination. Below it is detailed each of the 
particular embodiments of the parts that make up the system object of the invention.

Embodiment of a door with the non-intearated security system
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[0020] Figures 1 and 2 show an embodiment that now develops the concept of non-integrated 
Smart door, consisting of providing access doors with the electronics needed (based on the 
controlled magnetic field technologies plus additional electronics) in order that said door be 
able to detect by itself the presence of people in its vicinity and make photographs of such 
persons (in a preventive manner, i.e. when they are still outside of the house) when they are 
within a proximity radius predefined by the user. This electronics will be additional elements to 
the door.

[0021] The product is constituted as a whole by the following (see FIG. 1 and FIG. 2):

• Electronic peephole with integrated camera (1). The camera may be of high or low 
resolution depending on the model, and may have an optics with apertures between 60 
and 140 degrees, depending on model. This peephole may include in a top model, a 
microphone for audio capture.

• LCD display (2) for real-time image visualization. This circuit will include wired or wireless 
communications circuit to communicate with the sensor. The screen may be LCD or 
LED, with touch interface or not, depending on model. This display, in top models, may 
have speakers to reproduce sounds coming from the microphone set out in the 
preceding paragraph.

• Controlled magnetic field sensor (3) as described in PCT/ES2014/070719 located on the 
door surface in the vicinity of the handle. This circuit will include wired or wireless 
communications circuit to communicate with the display/peephole. The sensor may have 
an accelerometer or inclinometer that allows detecting the movement of the door. The 
sensor may include a personal identification circuit to identify users and inhibit the 
alarms in the entering and exiting processes. In this case, the sensor antenna will be 
attached to the door in any position, for example, inside the frame.

• Both elements, sensor and electronic peephole plus display, would be powered by 
rechargeable batteries.

[0022] On the one hand, the peephole and display can be used independently to the sensor, 
so that the device can display images or video of what is happening on the other side of the 
door where the system is installed. To do this, the device is equipped with a LCD display and a 
button that will turn on and off the system.

[0023] On the other hand, there is a combined functionality Sensor - Peephole in which the 
controlled magnetic field sensor measures at a measurement frequency preset by the user 
and when it detects the presence of a person, it sends a presence alert together with the 
images taken by the camera. Both the number of images obtained and the detection 
thresholds may be programmable by the user.

[0024] The sensor will be equipped with a communications circuit, which can be wired or
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wireless, that will be used as a means for sending alerts and images to a central system, that 
may be a physical device or the cloud for later viewing and control from a mobile terminal 
(phone or Tablet) or a personal computer.

Embodiment of a door with the integrated security system

[0025] In the case of integrated smart door, as shown in FIG. 3, the functionality of the system 
is the same as in the previous case with the difference that all the elements would be 
integrated in the door itself, without installation work by the user, and the sensor would be 
electrically connected to the metal part of the door, which in this case would act as electrode of 
the single antenna through which it could be measured the disturbances. In this case, the 
system could be powered by rechargeable batteries or directly power supply, depending on the 
model and customer.

[0026] The operation would be the same as in the previous case, being able to view picture or 
video on the display after the prior activation by button and detecting system the presence of 
persons and alerting through attached alarms and images and alarms.

Embodiment of a window with the non-intearated security system

[0027] The concept of non-integrated smart window (FIG. 4) consists of the same concept as 
the door, but without the display. Therefore, it consists of providing windows with the 
electronics necessary for the detection of human presence in the vicinity of the same, through 
controlled magnetic field sensors and a camera that can take photographs or video when the 
sensor detects presence and goes into mode alert.

[0028] The product is constituted as a whole by the following:

• Camera which may be of high or low resolution depending on the model, and may have 
an optics with apertures between 60 and 140 degrees, depending on model.

• Controlled magnetic field sensor in accordance with PCT/ES2014/070719 located in the 
window surface. This circuit will include wired or wireless communications circuit to 
communicate with the camera. The sensor may have an accelerometer or inclinometer 
that allows detecting the movement of the window. The sensor may include a personal 
identification circuit to identify users and inhibit the alarms in the window opening 
processes.

• Both elements, sensor and camera, will be powered by rechargeable batteries.

[0029] The controlled magnetic field sensor measures at a measurement frequency preset by 
the user and when it detects the presence of a person, it sends a presence alert together with 
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the images taken by the camera. Both the number of images obtained and the detection 
thresholds may be programmable by the user.

[0030] The sensor will be equipped with a communications circuit, which can be wired or 
wireless, that will be used as a means for sending alerts and images to a central system, that 
may be a physical device or the cloud for later viewing and control from a mobile terminal 
(phone or Tablet) or a personal computer.

Embodiment of a window with the integrated security system

[0031] In the case of the integrated smart window (FIG. 5), the functionality of the system is 
the same as in the case of the non-integrated window (FIG. 4) with the difference that all the 
elements would be integrated in the window itself, without installation work by the user. 
Therefore, the metal parts of the window are the ones which are electrically connected to the 
sensor, constituting the antenna's own electrode, through which the sensor measures 
disturbances. In this case, the system could be powered by rechargeable batteries or directly 
power supply, depending on the model and customer. The operation would be the same as in 
the previous case.

Embodiment of a wall or inner enclosure with the integrated security system

[0032] For external perimeter solutions, the concept of "Smart Wall" is developed with the 
integrated and non-integrated versions, as in previous cases. In this case, the solution consists 
of incorporating into the wall an electronics with controlled magnetic field sensors, and one or 
more electrodes (although each electrode is a transmitting-receiving antenna) installed by way 
of adhesive tape (FIG. 6) so as to create a detection area on the external side of the wall with 
a radius of around 1 m (the part oriented toward the interior of the wall will be shielded). In this 
way, the sensor is able to detect human presence in the vicinity of the wall, reducing the 
possibility of theft through hole-in-wall technique, or similar.

[0033] The product is constituted as a whole by the following (see FIG. 6):

• Controlled magnetic field sensor, located on the wall surface. This circuit will include 
wired or wireless communications circuit to communicate with the central system. The 
sensor may include a personal identification circuit to identify users and inhibit the 
alarms when necessary.

• Electrode(s) made of adhesive material with a maximum length of 10 metres that serves 
as a magnetic field generation and measuring element. The electrode will be 
constructed on flexible and adhesive substrate and will be composed of metal alloys.

• It is powered by rechargeable batteries or power supply.
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[0034] The controlled magnetic field sensor (3) measures at a measurement frequency preset 
by the user and when it detects the presence of a person, it sends a presence alert. The 
sensor will be equipped with a communications circuit, which can be wired or wireless, that will 
be used as a means for sending alerts and images to a central system, that may be a physical 
device or the cloud for later viewing and control from a mobile terminal (phone or Tablet) or a 
personal computer.

Embodiment of a wall or outer enclosure with the integrated security system

[0035] For external perimeter solutions, the concept of "Smart Outer Wall" is developed with 
the integrated and non-integrated versions, as in previous cases. In this case, the solution 
consists of incorporating into the wall an electronics with controlled magnetic field sensors, and 
one or more electrodes so as to create a detection area on the internal and external sides of 
the wall with a radius of around 1 m. In this way, the sensor is able to detect human presence 
in the vicinity of the wall, reducing the possibility of intrusion or sabotage attempt.

[0036] The product is constituted as a whole by the following (see FIG. 7):

• Controlled magnetic field sensor, located on the wall surface. This circuit will include 
wired or wireless communications circuit to communicate with the central system. The 
sensor may include a personal identification circuit to identify users and inhibit the 
alarms when necessary.

• Electrode(s) with a maximum length of 10 metres that serves as a magnetic field 
generation and measuring element.

• The elements will be powered by rechargeable batteries or power supply.

[0037] The controlled magnetic field sensor (3) measures at a measurement frequency preset 
by the user and when it detects the presence of a person, it sends a presence alert. The 
sensor will be equipped with a communications circuit, which can be wired or wireless, that will 
be used as a means for sending alerts and images to a central system, that may be a physical 
device or the cloud for later viewing and control from a mobile terminal (phone or Tablet) or a 
personal computer.

Controlled magnetic field sensor (3)

[0038] The controlled magnetic field sensor is one as described in the document 
PCT/ES2013/070719. However, FIG. 8 describes an alternative embodiment to said sensor. As 
can be seen in said FIG. 8, the magnetic field sensor comprises an antenna (4) consisting of a 
single electrode which at the same is transmitter and receiver (transmitting-receiving electrode) 
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and it is the antenna (4) used in all and each one of the above embodiments, although in some 
cases it is connected with the metal parts of the door or window (embodiments in FIGs. 3, 5 
and 6). It must be taken into account that in some embodiments, several antennas can coexist 
in parallel, even though each of them retains the particularity of being transmitter and receiver 
at the same time.

[0039] However, the controlled magnetic field sensor also comprises a field generation and 
measurement circuit, preferably a tuner circuit with operating frequency less than 5 MHz 
comprising an RLC circuit and a phase-stabilizing circuit. The signal received at the antenna, 
after the measurement, passes by a filtering stage and, subsequently, said signal pass to an 
analog-digital converter, which in turn is connected to a processor configured to detect the 
variations in the magnetic field, establishing a kind of three-dimensional map with such 
variations, being able to determine the volume and density of the object that said variation has 
generated. This processor, in turn, is connected to a radio frequency circuit which emits a 
signal encrypted towards a switchboard or external integrated surveillance system, which 
controls the entire installation. The circuit is completed by a data storage memory.
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PATENTKRAV

1. Sikkerhedssystem til hjemmet forbundet med et ydre integreret overvågningssystem, 

hvor sikkerhedssystemet til hjemmet er installeret i mindst en dør, et vindue eller en 

arkitektonisk indeslutning;

hvor systemet omfatter, mindst, en styret magnetfeltsensor (3) forbundet med en antenne (4), 

hvor antennen (4) består af en enkelt elektrode, der samtidigt er en sender og modtager af et 

magnetfelt; og

hvor magnetfeltet omdirigeres på en styret måde gennem afskærmningen af et uønsket 

emissionsområde for at fokusere på magnetfeltet på et bestemt område; kendetegnet ved, at den 

styrede magnetfeltsensor (3) omfatter en processor konfigureret til: 

kontinuerligt at måle magnetfeltet omkring antennen (4);

detektere en forstyrrelse i magnetfeltet omkring antennen (4) via den kontinuerlige måling af 

ændringerne i magnetfeltstørrelsen ved en driftsfrekvens forudindstillet af en bruger; og 

fastslå, om en person er til stede afhængigt af styrken af den detekterede forstyrrelse.

2. System ifølge krav 1 omfattende en dør, der indbefatter:

et elektronisk kighul med integreret kamera (1);

et display (2) og

den styrede magnetfeltsensor (3) forbundet med antennen (4); og

hvor den styrede magnetfeltsensor (3) er konfigureret til at detektere en forstyrrelse i et 

magnetfelt detekteret af dens antenne (4) og fastslå, om en person er til stede afhængigt af 

styrken af forstyrrelsen; og sende en alarm ved en persons tilstedeværelse sammen med de 

billeder, der er taget af kameraet (1).

3. System ifølge krav 2, hvor antennen (4) er elektrisk forbundet med mindst en metaldel, 

der integrerer døren.

4. System ifølge et hvilket som helst af kravene 2-3, der omfatter en hældningsmåler.

5. System ifølge et hvilket som helst af kravene 2-3, der omfatter et accelerometer.

6. System ifølge krav 1, der omfatter et vindue, der omfatter et integreret kamera (1) og

den styrede magnetfeltsens or (3) forbundet med antennen (4), hvor den styrede 

magnetfeltsensor (3) er konfigureret til at detektere en forstyrrelse i magnetfeltet detekteret af 

dens antenne (4) og fastslå om en person er til stede afhængigt af styrken af forstyrrelsen; og 

sende en alarm ved en persons tilstedeværelse sammen med de billeder, der er taget af 

kameraet (1).

7. System ifølge krav 6, hvor antennen er elektrisk forbundet med mindst en metaldel, der 

integrerer vinduet.
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8. System ifølge et hvilket som helst af kravene 6-7, der omfatter en hældningsmåler.

9. System ifølge et hvilket som helst af kravene 6-8, der omfatter et accelerometer.

10. System ifølge krav 1, hvor den arkitektoniske indeslutning omfatter den styrede 

magnetfeltsensor (3) forbundet med antennen (4), og hvor den styrede magnetfeltsensor (3) er 

konfigureret til at detektere en forstyrrelse i magnetfeltet detekteret af antennen (4) og fastslå, 

om der er en person til stede afhængigt af styrken af forstyrrelsen; og sende en alarm ved en 

persons tilstedeværelse; og hvor elektroden er fremstillet af klæbende materiale og har en 

maksimal længde på ti meter konfigureret som et magnetfeltgenererings- og måleelement 

forbundet med den styrede magnetfeltsensor (3); og hvor elektroden vil være konstrueret på et 

fleksibelt og klæbende substrat og bestå af metallegeringer.

11. System ifølge krav 10, hvor elektroden er integreret i system.

12. System ifølge et hvilket som helst af kravene 10-11, der er en ydre indeslutning.

13. System ifølge et hvilket som helst af kravene 10-11, der er en indre indeslutning.

14. Fremgangsmåde til sikkerhed i hjemmet implementeret i et system ifølge et hvilket som 

helst af kravene 1-13 forbundet med et ydre integrereret overvågningssystem, hvor systemet til 

sikkerhed i hjemmet er installeret i mindst en dør, et vindue eller en arkitektonisk indeslutning; 

hvilken fremgangsmåde omfatter følgende trin:

tilvejebringelse af en antenne (4), der består af en enkelt elektrode, der samtidigt er sender og 

modtager af et magnetfelt genereret omkring antennen (4) hvor: 

magnetfeltet genereres og måles af en styret magnetfeltsensor (3);

og magnetfeltet omdirigeres på en styret måde gennem afskærmningen af et uønsket 

emissionsområde for at fokusere magnetfeltet på et bestemt område;

kendetegnet ved, at fremgangsmåden endvidere omfatter følgende trin: 

kontinuerlig måling af magnetfeltet omkring antennen (4);

detektering af en forstyrrelse i magnetfeltet omkring antennen (4) via den kontinuerlige måling 

af ændringerne i magnetfeltstørrelsen ved en driftsfrekvens forudindstillet af en bruger; og 

fastslåning af, om der er en person til stede afhængigt af styrken af den detekterede 

forstyrrelse; og

afsendelse af en alarm til det ydre integrerede overvågningssystem indbefattende mindst 

tilstedeværelsen af personen fastslået i forrige trin.

15. Fremgangsmåde ifølge krav 14, hvor alarmen til det ydre integrerede 

overvågningssystem endvidere indbefatter mindst ét billede taget af et kamera (1).
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