Office de la Propriete
Intellectuelle
du Canada

Un organisme
d'Industrie Canada

Canadian

Intellectual Property

Office

An agency of
Industry Canada

CA 2200789 C 2002/03/26

(11)(21) 2 200 789

12y BREVET CANADIEN
CANADIAN PATENT
13) C

(22) Date de depot/Filing Date: 1997/03/24

(41) Mise a la disp. pub./Open to Public Insp.: 1998/01/15
(45) Date de deéelivrance/lssue Date: 2002/03/26

(30) Priorité/Priority: 1996/07/15 (680,767) US

(51) CL.Int.%/Int.CI.° H04Q 1/20, HO4L 12/26

(72) Inventeur/Inventor:
RATCLIFFE, Mark A., US

(73) Proprietaire/Owner:
AT&T CORP., US

(74) Agent: KIRBY EADES GALE BAKER

(54) Titre : METHODE POUR TESTER UN RESEAU
(54) Title: METHOD FOR TESTING NETWORK

S0 GUERY

N

TCAP

aCCP

MTP

40

(57) Abregée/Abstract:

\\¢

TCAP
S
alP o
MTP MTP
20 10
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Method Fof Testing Network
Abstract |

In order to test provisioned data and functionality of a network, the
operations personnel input data via an operations interface to an originating network
element. The originating network element constructs a test query based on the data
and selects a receiving network element to be tested. When the originating network
element sends the test query to the receiving network element, the test query is
processed as 1f it is a normal network query. A response to the test query is returned
to the originating network element and reported to the operations personnel. The
reported response contains not only the test results of the provisioned data in the

rece1ving network element but also the routing functionality of the network.
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Method For Testing Network

Background of the Invention

This invention relates to a method for testing a communication network.
More particularly, the invention relates to a method for testing network application’s
call processing and routing of network queries and responses.

In the early 1980°s, centralized databases called network control points
(NCP) were introduced into signaling networks by AT&T to support the credit card
calling service and 800 service. The network architecture with these network control
points allowed intelligent network services for providing call handling information
In response to network queries.

The network control points for the 800 service, for example, are
deployed throughout the United States to support the Data Base 800 Service
mandated by the Federal Communication Commission. In the network architecture
for such 800 service, 800-number calls are routed from a local router or end office to
a network switch which launches network queries to the network control point. The
network control point translates the 800 number to a plain old telephone number and
returns the plain old tel—ephone number to the network switch. The network switch
subsequently routes the call to an appropriate network carrier based on this plain old
telephone number.

The network control points are designed to accommodate growth and
additional services other than 800 and calling card services. For example, the
network control points are designed as high-capacity systems handling more than
one million queries per hour. Further, modifications for additional service
enhancements may be carried out without interrupting existing services by loading
the new software programs into the network control points, without service
interruption. In fact, alternate billing services (ABS) such as a collect calling service
and a bill-to-third-number calling service have been implemented using the network
control point architecture.

With an increasing number of communication services introduced into
the network and increasingly sophisticated services, developing a test to insure that
these network facilities with newly installed software programs function in an
anticipated manner is a critically important task. |

Many types of test simulators are known in order to satisfy the needs of

testing a network. Most such systems employ hardware that has been programmed
to emulate actions and responses of network elements. However, due to Increasing
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complexity of the network and more sophisticated software, developing simulators
with the hardware resembling the actual network has become a costly and difficult
task.

Further, there are many types of test querying methods available for a
network test. However, these test methods require either special processing for the
test queries or additional hardware to process test queries which adds significant
burden to the already complex network architecture. | |

Therefore, it is desirable that network testing does not require neither
additional hardware nor data structures built specifically for the test query capability.
It is also desirable that network elements or service processors do not need to
reprogrammed to perform special application processing for the test queries.

It 1s also desirable that actual hardware and software of the network are
tested so that problems associated with the actual routing data as well as provisioned
data located in the network elements are identified.

It 18 therefore an object of this invention to provide a useful network
testing method to the operations personnel to verify and troubleshoot processing and

routing functions of the network applications without prompting needs for special
hardware or processing.

Summary of the Invention

These and other objects of the invention are accomplished in accordance
with the principles of the invention by providing a test query designed to test the
provisioned data and functionality of a network. The test query 1s generally formed
at an originating network element with the information received from the operations
personnel. The test query is then routed to a receiving network element selected for
testing. The receiving network element processes the test query as an actual network
query and returns a response to the test query to the originating network element. In
this testing process, both provisioned data in the receiving network element as well
as the processing of the network query and response are tested.

The processing of the test query at the receiving network may prompt
queries to another network element such as a service processor. In such a case, the
receiving network element creates and sends out another test query for testing the
service processor. This second test query includes an identification code so that the
originating network element upon the receipt of the response to the second test query
can assoclate the response with the original test query. The service processor

subsequently processes the second test query and sends the response to the
originating network element.
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In another aspect of the invention the receiving network element may be the same
as the originating network element. In such case, the operations personnel may test the
rece1ving network element by forming a pseudo test query so that the receiving network
element processes the test query as 1f it is received from a geographically separated
originating network element.

In one preferred embodiment there is provided a method of testing provisioned
data and functionality of a network comprising the steps of: under the guidance and
control of operations’ personnel, populating information for a first test query at an
originating network element; under the guidance and control of operations personnel,
specifying at least one receiving network element to be queried; constructing said first
test query based on said information; sending said first test query from said originating
network element to said at least one receiving network element; processing said first test
query at said at least one receiving network element as if said first test query is an actual
network query; integrating a first test response; sending the first test response from said at
least one receiving network element to said originating network element; selecting at
least one additional network element to be queried; constructing a second test query at
said at least one receiving network; sending said second test query to said at least one
additional network element; processing said second test query at said at least one
additional network element as if said second test query is an actual network query:
Integrating a second test response; sending said second test response from said at least
one additional network element to said originating network element; and providing said
first test response and said second test response to said operations’ personnel for analysis
of the accuracy of said provisioned data and network functionality.

In a further preferred embodiment there is provided a method of testing
provisioned data and functionality of a network comprising the steps of: under the
guidance and control of operations’ personnel, populating information for a first test
query at an originating network element; under the guidance and control of operations’
personnel, specifying at least one first network element to be queried; creating said first

test query based on said information; and sending said first test query to said at least one
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first network element as if said test query is an actual network query; receiving at said at
least one first network element said first test query; processing said first test query to
Integrate a first test response; sending said first test response to said originating network
element; receiving at said originating network element said first test response; adding a
second test query to at least one second network element, including: constructing said
second test query; sending said second test query to said at least one second network
element; and providing first and second test response to operations’ personnel to said
operations’ personnel for analysis of the accuracy of said provisioned data and network
functionality.

In a still further embodiment there is provided a test query method of testing
provisioned data and functionality of a network comprising the steps of: under the
guidance and control of operations’ personnel, providing information for a database
query, said information including the specification of at least one database for testing;
receiving at a switch said information provided by said operations’ personnel for a
database test query from an operations interface; processing said information to locate
said at least one database; constructing said database test query based on said
information; and sending said database test query from said switch to said at least one
database as if said test query is an actual network query.

Further features of the invention, its nature and various advantages will be more
apparent from the accompanying drawings and the following detailed description of the

preterred embodiments.

Brief Description of the Drawings

FI1G. Ta1s a general block diagram of an illustrative network which can be tested
in accordance with this invention.

FIG. 1b 1s a simplified diagram of the illustrative open layers of communication
protocols which are utilized to carry out the methods of this invention.

F1G. 2 1s a simplified block diagram of the illustrative network of

FIG.1.
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FIGS. 3a-b (collectively referred to as FIG. 3), 4a-b (collectively referred to as
F1G. 4), and Sa-b (collectively referred to as FIG. 5) are a flow chart of steps for carrying
out an 1llustrative embodiment of the methods of this invention.

FIG. 6 is a view similar to FIG. 2 showing an alternative illustrative network
which can be tested in accordance with this invention.

FIGS. 7a-c (collectively referred to as FIG. 7) are a flow chart of steps for
carrying out another illustrative embodiment of the methods of this invention.
Detailed Description of the Preferred Embodiments

In the 1llustrative embodiment shown in FIG. 1a, a representative communication
network that provides a test query capability is shown. As used in this application, a
Segmentation Directory (SD) refers to a network element that is added to a conventional
telecommunication network. The SD is used to locate service processors or network
application processors (NCPs) which would perform intelligent network services, thus
requiring testing of its service processing and provisioned data. A signal transfer point
(STP) refers to a reliable and high-capacity packet switch for routing signaling messages
between switches and databases. A network control point (NCP) refers to one type of
service processor which is an on-line, real-time, and transaction-processing database for

providing call-handling information in response to network queries.
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SD’s 10, home region of STP’s 20, remote region of STP’s 30, switch 40, and set of
NCP’s 50. The communication links between these network elements are signaling
system 7 (SS7) links that normally function at 56 kb/s in North America and at 64
kb/s in Europe. The SS7 links are capable of carrying messages to perform both
trunk signaling among switches 40 and direct transaction signaling between switches
40 or SDs 10 and set of NCP’s 50 via STP regions 20 and 30. Switch 40 may be a
AT&T 4ESS switch.

The home region of STP’s 20 is a mated pair of STP’s each containing
the same data. The home region of STP’s 20 is fully interconnected by SS7 links but
geographically separated. This arrangement of redundancy is provided to prevent
the loss of data in the event of a natural disaster at one site such as an carthquake,
flood or fire or failure of an STP itself.

Similarly, the set of SD’s 10 is also a mated pair of SD’s designed to
provide an alternative source of routing information if one SD fails. The set of SD’s
10 replaces the function of various table lookups to identify the service and global
translation of the current SS7 network. For example, the dialed number when looked
up has a pointer to certain types of services and the service has a pointer to a certain
service processor or database in the network. When incoming call information is
received at the set of SD’s 10, the dialed number, or the relevant piece of

The set of NCP’s 50 may contain more than one mated pair of NCP’s
with different contents. For example, the current technology cannot hold all 800
service telephone numbers in one database. The 800 service data, therefore, may be
distributed over several NCP’s. The set of NCP’s 50, accordingly, may be portioned
into different memory areas each allocated to a multiple of the 800 telephone
numbers and related service data.

FIG. 1b shows a simplified diagram of an illustration of the open
systems interconnections (OSI) architecture that would be useful in discussing the
method of the present invention. Other similar protocols designed for
communication-oriented processing software such as the international standards

organization (OSI) reference model may be also used to illustrate the method of the
present invention.
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The OSI architecture provides a set of layers that are facilitated for
communication between the end points, e.g. switch 40 and SD 10, via a node located
between the end points, e.g. STD 20. The layers that are utilized at the end points,
switch 40 and SD 10, are transaction capabilities application part (TCAP), signaling
connection control part (SCCP), and méssage transfer part (MTP) layers. The layer
that is utilized at a node, STD 20, is just the MTP layer.

The TCAP layer provides the functions that control non-circuit related
information transfer between two or more signaling nodes via the signaling network.
The SCCP layer provides connectionless network services to transfer non-circuit
related information end-to-end. The MTP layer within itself includes a network
layer, data link layer, and physical layer. The network layer provides the transport
functions that are common to and independent of the operation of individual
signaling links; the two categories of these functions are signaling message handling
and signaling network management. The data link layer provides the functions and
procedures relating to the transfer of messages over on individual signaling link.
The physical layer provides electrical, functional, and procedural characteristics of a
signaling data link. '

In one exemplary embodiment of the present invention, a test query
directed to SD 10 is created at switch 40. When this test query 1s sent out from
switch 40, the SS7 network creates a message that has within itself the various
components of the layered protocols of the MTP, SCCP, and TCAP.

In such case, switch 40 and SD 10 communicates 16gica11y at the TCAP
level and also at the SCCP level. For example, the TCA level content of the
message includes mandatory parameters such as a correlation ID, calling party
address, and dialed number. The content may also include optional parameters such
as a customized announcement capability, originating station type, and access
information. The SCCP level content of the message includes a SCCP calling party
address and SCCP called party address. Therefore, these parameters are transferred
from switch 40 to SD 10 at the TCAP and SCCP levels to facilitate application
processing.

At the MTP level, switch 40 communicates to STP 20 so as to route a
SD query to SD 10. The destination point code, is the address of the network

element used at the MTP level by STP 20 to choose a proper SS7 link set to route the
message to proper SD 10.
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The SD query, therefore, is really a normal application function used for
transferring call related information at an application level by using the functions at
lower levels to route its information. |

FIG. 2 shows a simpliﬁed block diagram of the illustrative network of
FIG. 1 with operations interface (OI) 60 connected to switch 40. Operation interface
60 may be a processor or computer terminal provided for interactions between the
network and the operations personnel who needs to test a network application. For
example, the operations personnel access, via operations interface 20, switch 40 or
SD 10 to test the routing and processing functions as well as the provisioned data
related to the new application.

FIGS. 3, 4, and 5 show an illustrative sequence of steps in accordance
with this invention for testing the communication network of FIG. 2 as described
above. More specifically, FIGS. 3 and 5 show an illustrative sequence of steps
processed at switch 40 while FIG. 4 shows an illustrative sequence of steps
processed at SD 10. To some extent, these steps have already been mentioned and
s0 the discussion of them here can be somewhat abbreviated.

In step 110, an operations personnel using operations interface 60
connected to switch 40 input the data to begin a test query. The operations personnel
also enters commands to control switch 40 via operations interface 60.
Alternatively, switch 40 may be accessed remotely via a data network by an
operations system (OS).

A template including shells of test queries is available so that an
operation personnel may just change parameters and enter necessary data to modify
an already ex1stmg test query instead of creating a new test query. The types of data
to be entered may include a calling party number, recelving network element to be
tested, or value of the timer provided to time a response to the test query.

For example, the operations personnel can indicate whether he wants the
response of the TCAP output information in a raw binary and hexadecimal format or
a readable English format. For example, the TCAP ‘output information may contain
a SD query response in a hexadecimal representation, and the SP destination in a
hexadecimal representation. Alternatively, the operation personnel may request the
TCAP response to be presented by switch 40 in a readable English format back to
the operations personnel.

The types of the parameters that may be entered to formulate the test
query include a called party number (dialed number), originating station type, data
rate related to a call, carrier selection such as AT&T, trunk subgroup service type
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such as a long distance service, match restriction indication, and authorization code.

In step 112, after the operations personnel completes inputing the data,
switch 40 evaluates whether it has sufficient internal system resources to run the test
query. If switch 40 concludes that internal system resources are not sufficient to run
the test query, switch 40 in step 114 reports back to the operations interface 60 an
error message indicating a lack of resources.

If not, switch 40 in step 116 counts the number of tests that are currently
and simultaneously running and determines whether the new test query can be run in
addition. If the number of tests that are currently running exceeds the maximum
threshold number that resources can handle, switch 40 in step 118 reports back to
operations interface 60 that there are too many tests that are currently running.

If not, the SD test query in step 120 is populated with the input
information from operations interface 60. In step 122, switch 40 searches the SD
routing table located within switch 40 which tracks and stores the availability status
of SD’s in the network. For example, the SD routing table may categorize the SD’s
Into a primary, secondary, and default SD’s, all of which are fully replicated
databases containing the same information.

In step 124, the operations personnel has an option to specify a
particular SD as a receiving network element to send the test query. If the operations
personnel decides to specify a particular SD, SD would be selected in step 126 where
point code (PC) and subsystem number (SSN) identifies the address of the selected
SD 10 and switch 40 creates a SD query.

It not, the operations personnel in step 128 has another option to send
the SD test query to all SD’s so that all of replicated SD’s would be tested. If the
operations personnel decides to select all SD’s, switch 40 in step 130 creates an SD
query test to each of SD’s utilizing their PC’s and SSN’s.

If not, the operations personnel has an option to have any of SD’s
available at the time of querying to be tested. If the operations personnel selects any
SD for testing, switch 40 in step 132 picks one SD arbitrarily from the pool of
available SD’s and creates a SD test query with PC or SSN of that SD. Alternatively,
switch 40 selects a default SD to send a test query to and creates a SD test query in

step 134 with the PC or SSN of the default SD.

In step 136, switch 40 determines whether the SD or SD’s that have
been specified through steps 126, 130, and 134 are accessible from switch 40. If
switch 40 determines that no SD is available because the selected SD or SD’s are not

- . accessible via SS7 links, or due to network management controls, then switch 40 in
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step 138 reports to operations interface 60 an error Indicating SD’s unavailability.

In step 140, switch 40 assigns both transaction identification (TID) and
correlation identification (CID) to the SD test query. The TID is used to associate a
specific transaction between switch 40 and SD 10 with the SD test query so that
switch 40 would be able to identify the response to the SD test query. The CID is
implicitly included within the SP test query. The CID is, therefore, used to associate
the SD test query with the call so that switch 40 would be able to 1dentify the
response from SP 50.

If switch 40 determines that there is any SD available switch 40 in step
142 starts a SD response timer. The SD response timer expires at a predetermined
period of time from the point when the SD test query is sent out.

In step 144, switch 40 sends out a SD test query to selected SD’s via
appropriate STD’s.

In step 210, SD 10 receives a SD query transmitted from switch 40. SD

~10 determines in step 212 whether the received SD query 1s a test query or a normal |

network query. The presence of the SD test information parameter is used by SD 10
to determine if the received query is a test query. If SD 10 determines that the query
Is not a test query, SD 10 in step 214 performs a normal application processing for
the call.

If SD 10 determines that the received query is a test query, SD 10 in step
216 takes all parameters in the test query, and searches through the SD routing tables
located at SD 10 such as a dialed number table and calling party number table for
matches of parameters to a service. SD 10 processes the test query as 1if it were a
normal network query for the application supported, using information in the test
query message.

In step 218, SD 10 determines whether any processing error has been
detected. If there is a processing error, SD 10 in step 220 returns to switch 40 a
message indicating the processing error.

If not, SD 10 determines in step 222 whether the received call is a
featured call. If SD 10 determines that the call is not a featured call, SD 10 in step
224 creates a SD test response to switch 40 indicating that the call is a non-featured
call and that the call should be routed with existing information available to switch
40. No query is sent to any of SP’s since a non-featured call does not involve SP’s
and there is no SP to test.



10

15

20

25

30

35

2200789

_ 9.

If the call 1s a featured phone call, the call requires external application
processing. SD 10 in step 226 determines whether operations interface 60 has

provided for the SP destination to be a specific SP or any available SP. For example,
there may be both a primary NCP and a secondary NCP. If the operations personnel
has designated the primary NCP as the service processor to be tested and if there is a
match on the SD test query to that NCP, then an SP test query is routed to the
primary NCP. If operations interface 60 has provided for the SP destination to be
any SP, SD 10 in step 228 selects either the first SP that is available or selects one
SP arbitrarily from the SP table.

If SD 10 determines that the SP 1s specified already by operations
interface 60, SD 10 at step 230 selects such specified SP. SD 10 in step 232 looks up
the selected SP 50 in the SP routing table and determines whether the selected SP 50
is included in the SP routing table. If SP 50 is not found in the SP table, SD 10
concludes that there is an error and that the SP is out of the range of the SPs in the
table. In step 234, SD 10 creates a SD test response indicating that SP 50 is out of

range.

If SP 50 is found in the SP routing table, SD 10 in step 236 determines
whether SP 50 is available based on the SS7 management status or application
management status (e.g., no application overload controls applicable on this
message), from the perspective of SD 10, i.e. whether SP 50 is accessible by SD 10.
If SP 50 is not available, SD 10 in step 238 creates a response to switch 40 indicating
the unavailability of SP 50 and instructing switch 40 to search its own database for
the availability of SP 50.

If SD 10 determines that SP 50 is available, SD 10 in step 240 creates an
appropriate SP test query to test functions of the network for the featured call. SD 10
in step 242 also creates a SD test response to return to switch 40 instructing switch
40 to wait for the SP test response.

In step 244, SD 10 sends out via appropriate SS7 routes all the messages

to appropriate network elements in the network. The messages include a SD test
response and SP test query.

In step 310, switch 40 waits for the SD test response from SD 10.
During the interim between the transmission of the SD test query and the SD test
response, switch 40 in step 312 determines whether there has been a TCAP error

detected. The TCAP error is a network application error that occurred on the
connection between SD 10 and switch 40. For example, a TCAP error occurs when

a transaction cannot be identified. If such TCAP error occurs, switch 40 in step 314
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reports the error to operations interface 60. |
In step 316, switch 40 determines whether the time for the SD test
response has expired. If the SD test timer has timed out before the SD test response

comes back, switch 40 in step 318 reports to operation interface 60 an error

indicating the SD test response timeout.

In step 320, switch 40 determines whether the response to the SP test
query has been received prior to the response to the SD test query. If the SP test
response has been received prematurely before the SD test response, switch 40 in
step 322 reports to operation interface 60 an error. Such error may occur if a large

number of queues has been built up for the SD test responses.

In step 324, switch 40 receives and processes a SD test response from
SD. | |

In step 326, switch 40 determines whether the SD test response received
from SD includes an instruction to wait for a SP test response. If the instruction
from SD 10 is the wait instruction, switch 40 reports the result of the SD test
response to operations interface 60 in step 328. |

If not, switch 40 in step 330 determines whether the reSponse received
from SD 10 includes an instruction to create a SP test query because SP 50 is
unavailable from SD’s perspective.due to, for example, failed links between SP 50
and SD 10. If the instruction is this query instruction, switch 40 reports the result of
SD test response to operations interface 60 in step 332 and creates a SP test query. '

Switch 40 in step 334 determines whether SP 50 is available from the
perspective of switch 40 by searching through the database in switch 40. If SP 50 is
not available, switch 40 in step 336 reports the unavailability of SP 50 to operations
interface 60. If SP 50 is available, switch 40 in step 340 creates a SP test query and
sends the query to SP 50 via STP’s.

If the instruction 1s not a query instruction in step 336, switch 40 reports
the SD test response to operations interface 60 in step 338. Such test response may
indicate that the call does not involve any service processor and the call can be
routed based on the existing information as discussed above. The reporting of errors
in steps 114, 118, 138, 220, 234, 314, 318, 332, and 336, on the other hand,
terminate the test process while reporting the error in processing and routing for
tested network applications.

In step 340, switch 40 starts the timer for the response to SP query test.

The timer starts in both cases where the SP test query is created at SD 10 or switch
40.
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In step 342, switch 40 determines whether it has received any additional
response to SD test query. If switch 40 receives an additional response to SD test,
switch 40 loops back to step 324.

It not, switch 40 in step 344 waits for the response to the SP test query.
Switch 40 1n step 346 determines whether the timer expires before switch 40
receives the SP test response. If the SP test response timer expires, switch 40 in step
348 reports to operations interface 60 an error indicating that a specified waiting time
ran out before receiving the response to the SP test query.

If not, switch 40 in step 350 receives the response to the SP test query
and reports the test result to operations interface 60 in step 352.

~ In step 354, switch 40 determines whether it is waiting for any
additional SP test response. If switch 40 receives any additional response to a SP
test query, switch 40 loops back to step 344.
| If not, switch 40 ends the test process in step 356 and closes the
correlation 1D.

The order of some of the steps in FIGS. 3-5 is not critical. For example,
the order of steps 124, 128, and 132 (in which the switch 40 prompts the operations
personnel to choose among different options) can be in any combination.

FIG. 6 shows an alternative illustrative network which can be tested
with the methods of the present invention. FIG. 6 is similar to FIG. 2 except that
FIG. 5 has operations interface 60 connected to SD 10 instead of switch 40. Thus
FIG. 6 expressly shows the type of an overall network in which the operations
personnel utilizing operations interface 60 can test SP 50 from the site of SD 10.

FIG. 7 shows adaptation of the method of FIGS. 3-5 to a network of the
type shown in FIG. 6. Many of the steps in FIG. 7 are the same as or similar to steps
in FIGS. 3-5. Thus, the discussion of many of the steps in FIG. 7 can be somewhat
abbreviated because more extensive discussion has already been provided for
corresponding steps in FIG. 2.

In step 410, the operations personnel input data via operations interface
60. The input data is basically the same as in step 210 except that the operations
personnel would not input information about the SD selection or SD test query timer.

Steps 412, 414, 416, and 418 are respectively similar to steps 212, 214,
216, and 218 in FIG. 3 and therefore do not need to be described here.

If SD 10 determines that it has sufficient internal resources to run a test

query under the current condition in steps 412 and 416, SD 10 creates an Internal SD
query in step 422.
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The internal SD query is a pseudo-SD test query since the request for
the test is generated over operation interface 60 instead of switch 40. Thus, SD 10
generates an SD test query that is used internally to search its own SD tables in step
424. Therefore no SD test response involves SS7 network. Instead, the information
in response to the SD test query is returned to operations interface 60.

Subsequently, SD 10 processes steps 426-448 The steps 426-448 are
respectively similar to steps 218-238 in FIG. 4, and therefore do not need to be
described here.

It SP 50 is available, SD 10 in step 450 reports to operations interface
60 the SD test response. In step 452, SD 10 starts the SP test response timer that
expires after a predetermined period of time from the point SD 10 sends out the SP
test query. In step 454,~ SD 10 sends out the SP test query to SP 50 via the SS7
network. Subsequently, SD 10 processes the rest of steps 356-470. The steps
456-470 are respectively similar to steps 344-356 in FIG. 5 except that the site for
processing the steps in FIG. 5 is switch 40 while the site for processing the steps in

- FIG. 7 1s SD 10, and therefore do not need to be described here.

As in FIG. 5, the results of test queries include any SD test query, SD
test response, SP test query, SP test response or TCAP information if available are
reported to the operations personnel in either readable English text or raw
hexadecimal format. The result may also indicate whether the application’s
processing and routing has passed or failed the test. The message may also include
the addressee of SD and SP in a point code (PC) of subsystem number (SSN). The
results of the test queries, therefore, provide various indicators for measuring
usefulness of the provisioned data and reliability of the functionality of the elements
in the network.

It will be understood that the foregoing is only illustrative of the
principles of the invention and that various modifications can be made by those
skilled 1n the art without departing from the scope and spirit of the invention.

I
.\;
|
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Claims:

1. A method of testing provisioned data and functionality of a network
comprising the steps of:

under the guidance and control of operations’ personnel, populating
information for a first test query at an originating network element;

under the guidance and control of operations personnel, specifying at least
one receiving network element to be queried;

constructing said first test query based on said information;

sending said first test query from said originating network element to said
at least one receiving network element;

processing said first test query at said at least one receiving network
element as 1f said first test query is an actual network query:

Integrating a first test response;

sending the first test response from said at least one receiving network
element to said originating network element:

selecting at least one additional network element to be queried;

constructing a second test query at said at least one receiving network:

sending said second test query to said at least one additional network
element;

processing said second test query at said at least one additional network
clement as 1f said second test query is an actual network query;

Integrating a second test response;

sending said second test response from said at least one additional network
element to said originating network element; and

providing said first test response and said second test response to said

operations’ personnel for analysis of the accuracy of said provisioned data and network

functionality.
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2. The method defined in claim 1, further comprising the steps, in

combination, of:

detecting an error condition during said steps of sending said first or

second test query or said steps of processing said first or second test query;

S terminating testing upon the occurrence of said error condition detection;

and

reporting said detected error condition to said operations’ personnel.

3. The method defined in claim 1, further comprising the steps of:
rece1ving said information from said operations’ personnel via an

10 operations interface connected to said originating network; and

reporting said first test response to said user via said operations interface.

4. The method defined in claim 3, further comprising the steps, in

combination, of:

detecting an error condition during said step of sending said first test query

> orsaid step of processing said first test query:

terminating testing upon the occurrence of said error condition detection;

and

reporting said detected error condition to said operations’ personnel via

said operations interface.

20 S. The method defined in claim 1, wherein said at least one receiving

network element is said originating network element.

6. The method defined in claim 5, wherein said first test query is

processed as 1f said first test query is received from a geographically separated

originating network.

25 7. The method defined in claim 1, further comprising the steps, in

combination, of:
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detecting an error condition during said step of sending said first test query
or said step of processing said first test query:

terminating testing upon the occurrence of said error condition detection:
and

reporting said detected error condition to said operations’ personnel.

8. A method of testing provisioned data and functionality of a network
comprising the steps of:

under the guidance and control of operations’ personnel, populating
information for a first test query at an originating network element:

under the guidance and control of operations’ personnel, specitying at
least one first network element to be queried:

creating said first test query based on said information: and

sending said first test query to said at least one first network element as if
said test query is an actual network query;

rece1ving at said at least one first network element said first test query;

processing said first test query to integrate a first test response:

sending said first test response to said originating network element:

receiving at said originating network element said first test response:

adding a second test query to at least one second network element,
including:

constructing said second test query:

sending said second test query to said at least one second network
element; and

providing first and second test response to operations’ personnel to said

operations’ personnel for analysis of the accuracy of said provisioned data and network

functionality.

9. The method defined in claim 8, further comprising the steps of:

receiving said second test query at said second network element:
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processing said second test query to integrate a second test response;
sending said second test response to said originating network element; and

receiving at said originating network said second test response.

10. The method defined in claim 8, further comprising the steps, in
combination, of:

detecting an error condition during said steps of sending or receiving said
first test query or said step of processing said first test query;

terminating testing upon the occurrence of said error condition detection:
and

reporting said detected error condition to said operations’ personnel.

11. A test query method of testing provisioned data and functionality of a
network comprising the steps of:

under the guidance and control of operations’ personnel, providing
information for a database query, said information including the specification of at least
one database for testing;

receiving at a switch said information provided by said operations’
personnel for a database test query from an operations interface:

processing said information to locate said at least one database:

constructing said database test query based on said information: and

sending said database test query from said switch to said at least one

database as if said test query is an actual network query.

12. The method defined in claim 11, further comprising the steps of:
receiving at said at least one database said database query;
processing said database test query with provisioned data to locate at least
one service processor and integrate a database test response:
constructing a service processor test query;

sending said service processor test query to said at least one service

processor;
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sending said database test response to said switch; and
providing said database test response to said operations’ personnel for

analysis of the accuracy of said provisioned data and network functionality.

13. The method defined in claim 12, further comprising the steps of:

recelving at said at least one service processor said service processor test
query;

processing said service processor test query with provisioned data to
Integrate a service processor test response;

sending said service processor test response to said switch; and

providing said service processor test response to said operations”

personnel for analysis of the accuracy of said provisioned data and network functionality.

14. The method defined in claim 13, further comprising the steps of:
receiving at said switch a database response:

rece1ving at said switch a service processor response; and

reporting said responses from said switch to said operations’ personnel via

said operations interface.

15. The method defined in claim 14, wherein said step of reporting said
detected error condition to said operations’ personnel is performed via said operations

interface.

16. The method defined in claim 13, further comprising the steps, in
combination, of:

detecting an error condition during said steps of sending or receiving said
service processor test query or said step of processing said service processor test query;

terminating testing upon the occurrence of said error condition detection:
and

reporting said detected error condition to said operations’ personnel.
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17. The method defined in claim 12, further comprising the steps, in
combination, of:

detecting an error condition during said steps of sending or receiving said
database test query or said step of processing said database test query;

terminating testing upon the occurrence of said error condition detection;

and

reporting said detected error condition to said operations’ personnel.

18. A test query method of testing provisioned data and functionality of a
network comprising the steps of:

receiving at a switch information for a database test query from an
operations interface;

processing said information to locate at least one database:

constructing said database test query based on said information:

sending said database test query from said switch to said at least one
database as if said test query is an actual network query:

recerving at said at least one database said database query;

processing said database test query with provisioned data to locate at least
one service processor and integrate a database test response;

constructing a service processor test query;

sending said service processor test query to said at least one service
processor;

sending said database test response to said switch:

receiving at said at least one service processor said test query;

processing said service processor test query with provisioned data to
Integrate a service processor test response;

sending said service processor test response to said switch: and

reporting an error to said operations interface if said database test response

1s received prior to said service processor test response.
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19. The method defined in claim 18, further comprising the steps, in
combination, of:

detecting an error condition during said steps of sending or receiving said
database test query, said steps of sending or receiving said service processor test query or
said steps of processing said database or said service processor test queries;

terminating testing upon the occurrence of said error condition detection:

and

reporting said detected error condition to said operations’ personnel.

20. A method of testing provisioned data and functionality of a network
comprising the steps of:

under the guidance and control of operations’ personnel, populating
information for a test query at an originating network element, the originating network
element being a database for identifying at least one service processor based on call setup
information;

under the guidance and control of operations’ personnel, specifying at
least one service processor to be queried;

under the guidance and control of operations’ personnel, constructing said
test query based on said information;

sending said test query to said service processor as if said test query is an
actual network query;

receiving a response to said test query from said service processor; and

providing said response to said operations’ personnel for analysis of the

accuracy of said provisioned data and network functionality.

21. The method defined in claim 20, further comprising the steps of:
rece1ving information from said operations” personnel via an operations

interface; and

reporting said response to said operations’ personnel via said operations

interface.
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22. The method defined 1n claim 21, further comprising the steps, in
combination, of:

detecting an error condition during said steps of sending or receiving said

~ test query or said step of processing said test query;

terminating testing upon the occurrence of said error condition detection;
and

reporting said detected error condition to said operations’ personnel via

said operations interface.

23. A method of testing provisioned data and functionality of a network
comprising the steps of:

under the guidance and control of operations’ personnel, populating
information for a test query at an originating network element;

under the guidance and control of operations’ personnel, specifying at
least one service processor to be queried;

under the guidance and control of operations’ personnel, constructing said

test query based on said information;

accompanying said test query with an identification code for associating

said response to said test query;

sending said test query to said service processor as if said test query is an
actual network query;
receiving a response to said test query from said service processor; and

providing said response to said operations’ personnel for analysis of the

accuracy of said provisioned data and network functionality.

24. A method of testing provisioned data and functionality of a network

comprising the steps of:

under the guidance and control of operations’ personnel, populating

information for a test query at an originating network element:
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under the guidance and control of operations’ personnel, specifying at
least one service processor to be queried, the service processor being a network control
point 1n said network;

under the guidance and control of operations’ personnel, constructing said
test query based on said information;

sending said test query to said service processor as if said test query is an
actual network query;

receiving a response to said test query from said service processor; and

providing said response to said operations’ personnel for analysis of the

accuracy of said provisioned data and network functionality.

25. A method of testing provisioned data and functionality of a network
comprising the steps of:

under the guidance and control of operations’ personnel, populating
information for a test query at an originating network element;

under the guidance and control of operations’ personnel, specifying at
least one service processor to be queried:;

under the guidance and control of operations’ personnel, constructing said
test query based on said information;

processing said information to determine availability of said at least one
service processor for said selecting step;

terminating said test query if said at least one service processor is not
avatlable:

sending said test query to said service processor as if said test query is an
actual network query;

rece1ving a response to said test query from said service processor; and

providing said response to said operations’ personnel for analysis of the

accuracy of said provisioned data and network functionality.
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26. A method of testing provisioned data and functionality of a network
comprising the steps of:

under the guidance and control of operations’ personnel, populating
information for a test query at an originating network element;

under the guidance and control of operations’ personnel, specifying at
least one service processor to be queried;

under the guidance and control of operations’ personnel, constructing said
test query based on said information;

sending said test query to said service processor as if said test query is an
actual network query;

starting a timer when said service processor test query is sent out:

terminating said test query if said timer expires prior to a receipt of said
reSponse;

receiving a response to said test query from said service processor; and

providing said response to said operations’ personnel for analysis of the

accuracy of said provisioned <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>