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KEY MANAGEMENT SYSTEM AND METHOD

Go Yamamoto

Field

The disclosure relates generally to a public key encryption system and method and in

particular to the management of the private keys in the public key encryption system.

Background

Encryption is a well known technique used to obscure data or information, contained in a
message, from unauthorized third parties. There are many different types of encryption that have
been used. One popular type of encryption is public key encryption in which a public key and a
private key are generated so that the private key and public key have a mathematical relationship
that is computationally difficult to calculate at least from the private key to the public key. In
other words, given only the public key, it is difficult to determine the private key. As a result, the
public key can be publicly distributed (such as stored in a public key ring or key server) and the
private key is kept securely by the user. When the user wants to send an encrypted message using
public key encryption, the user finds the recipient’s public key and encrypts the message using the
public key of the recipient. When the recipient receives the message, the recipient uses his/her
private key to decrypt the message. Similarly, when someone wants to send a message to the
user, the message is encrypted using the public key of the user and the user decrypts the message
using the secure private key. The advantage of public key encryption is that a private key of the

user never has to be revealed or communicated to any third party.

Figure 1 illustrates an ideal encryption key system 100 in which the system includes an
application 102 that has the capability to encrypt/decrypt messages using public key encryption.
The application may utilize a crypto service API to connect to a crypto API wrapper 104 that
manages the public key encryption process of the application including the storage of the private
key. In the ideal system in Figure 1, the system also has a crypto service 106 that is accessible by
a function call. The crypto service 106 may include crypto functions 108 and a key storage 110.
The crypto service 106 may be securely hosted and protected from hackers and the like. In this

ideal system, the crypto service 106 stores and manages the private key of the user and may also
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perform the decryption functions for the applications so that the private key is maintained on the

secure crypto service 106.

Figure 2 illustrates a typical encryption key system 200 that has the same application 202.
In most typical implementations of the public key system, the application 202 may include a key
storage 204 in which the private key of the user is stored and managed. As with the ideal system,
the application may connect using a crypto function API to a crypto library 206 that has a
plurality of crypto functions 208 to perform the encryption/decryption using the private key. In
the typical system, to perform the encryption/decryption, the private key must be communicated
from the key storage 204 in the application to the crypto library 206 which exposes the private
key. In addition, with the system of Figure 2, it is very difficult to update the private keys since
they are stored on each application 202. Furthermore, in an Internet of Things (IoT) type system,
the management of the private keys and thus the public key encryption system is not feasible.
Thus, it is desirable to provide a system and method for managing the private keys of a public key

encryption system.

Brief Description of the Drawings

Figure 1 illustrates an ideal encryption key system;
Figure 2 illustrates a typical encryption key system;

Figure 3 illustrates a computer system network having a plurality of computing devices

that uses public key encryption;
Figure 4 illustrates a encryption key system with encryption key management;
Figure 5 illustrates a decryption module of the system in Figure 2;

Figure 6 illustrates a first implementation of a decryption module that may be used with

the encryption system in Figure 4; and

Figure 7 illustrates a second implementation of a decryption module that may be used with

the encryption system in Figure 4.
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Detailed Description of One or More Embodiments

The disclosure is particularly applicable to private key management in a public key
encryption system and method using for an Internet of Things (IoT) network and it is in this
context that the disclosure will be described. It will be appreciated, however, that the private key
management system may be used to manage the private keys of other encryption systems and may

be used for any sized network or computer installation.

Figure 3 illustrates a computer system network 300 having a plurality of computing
devices 302, such as Device 1,...., Device N+1 as shown in Figure 3, that each use public key
encryption. The computer system network may be an Internet of Things (IoT) system in which
each computing device 302 communicates through and across a communications path 303 to
other computing devices 302. In this system, each computing device 302 in the IoT has a
processor and executes an application having encryption/decryption capabilities 304 or a
background encryption/decryption routine. The encryption/decryption capabilities may, for
example, allow the computing devices 302 to securely communicate with each other. The
computer network system 300 may also have a crypto service 306 connected to the
communications path 303 that manages the private keys of the encryption/decryption element of

each computing device 302 as described below in more detail.

Each computing device 302 may be a processor based device that has one or more
processors, memory, a persistent storage device, such as a disk drive or flash, a display (optional
for some of the computing devices like a thermostat) and communications circuits that allow each
computing device 302 to communicate with/to other elements/devices of services on the
computer system network 300. For example, each computing device 302 may be a personal
computer, a laptop or tablet computer, a device that controls a function of a household like a
thermostat or a door lock, an appliance in a household such as a refrigerator or oven and the like.

In one embodiment, each computing device may execute the encryption/decryption element
(having a plurality of lines of computer code) to provide the encryption/decryption capability. In
another embodiment, the encryption/decryption element may be a piece of hardware, such as an
integrated circuit, field programmable gate array, a microcontroller, a microprocessor and the like,

that performs the encryption/decryption capabilities.
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The crypto service 306 may be implemented in hardware or software. If the crypto
service 306 is implemented in software, it may be a plurality of lines of computer code that may
be executed by a processor of the computer system that hosts the crypto service 306. The
computer system may be a server computer, an application server, a blade service, a cloud
computing resource and the like. If the crypto service 306 is implemented in hardware, it may be
an integrated circuit, field programmable gate array, a microcontroller, a microprocessor and the

like that performs the key management processes described below.

In the computer system 300 shown in Figure 3 or any other computer system, the private
keys of each computing device 302 must be managed and maintained. The management and
maintenance of the private keys of each computing device 302 can be very onerous for a large
computer system or computer network like the IoT shown in Figure 3. The system described
below with reference to Figure 4 as well as the decryption modules described below with
reference to Figures 5-6 provide that private key management function as well as the

encryption/decryption capabilities using the private key management function.

Figure 4 illustrates an encryption key system with key management. The encryption key
system permits decrypting cyphertext to plaintext using key information that is stored on a remote
source (such as the crypto service 306 in Figure 4) without changing interfaces of the decryption
modules for each of the one or more computing device(s). As with other encryption solutions, so
that the encryption key system is compatible with existing encryption systems, the application 304
on each computing device is present and the application has encryption/decryption capacities.

The application 304 may have a key storage 400 that stores the “fake” private keys of the

encryption key system.

The application 304 may interface with a known crypto function API to a crypto library
402. The crypto library 402 may be separate from the application 304 and located on the same
computer system as the application 304 or may be located on a remote computing resource of the
computer system network. The crypto library 402 may further include a metadata decoder 404
and a crypto API wrapper 406 that operate to perform the encryption/decryption requested by the
application 304 and manage the transmission of the data. The meta data decoder 404 may receive

the “fake” private key from the storage 400 in the application 304 and then locate the actual
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private key in a remote key storage 410. The crypto API wrapper 406 may provide an interface
for the encryption/decryption capabilities of the application 304 to the known crypto APIs that

implement the encryption and decryption functions.

The encryption key system with key management may further comprise the crypto service
element 306 that may be remote from the application 304 on the same computer system as the
application 304 or on a different computer system in the computer system network 300. The
crypto service element 306 may further comprise crypto functions 408, key storage 410 and a
meta data encoder 412. The crypto functions 408 may store and distribute various crypto
functions and manage the private key that may be stored in the key storage 410. As with any
public key encryption system, the crypto functions 408 may include an encryption
module/component to encrypt a message using the public key of the intended recipient and a
decryption module/component for decrypting an incoming encrypted message using the private
key of the user based on requests from the application 304 communicated using the crypto
function APIs. The meta data encoder 412 may generate a “fake” private key 414 that
corresponds to the actual private key for each application 304 (assuming each application has its
own encryption/decryption element). The crypto service 306 may provide the fake private key

414 to key storage 400 of the encryption/decryption element of the application 304.

The key storage 410 may perform some of the key management functions in that it may
store the private key for each entity as well as the corresponding fake private key so that the
system is able to obtain the proper private key based on the fake private key to decrypt an

encrypted piece of content.

The crypto library 402 and the crypto service 306 may each be implemented in hardware
or software. When each of the crypto library 402 and the crypto service 306 are implemented in
software, each of the crypto library 402 and the crypto service 306 may be a plurality of lines of
computer code that may be executed by a processor of the computing resource/device on which
the crypto library 402 or the crypto service 306 is hosted or stored. When each of the crypto
library 402 and the crypto service 306 are implemented in hardware, each of the crypto library
402 and the crypto service 306 may be an integrated circuit, a field programmable gate array, a

microcontroller, a microprocessor and the like that performs the functions of each component.
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In operation, a sender of a message uses a public key of the user of the application 304 (or
a public key associated with the application 304) to encrypt the message. When the application
304 receives a message to be decrypted, it retrieves the private key from the key storage 400
(which is the fake private key 414) and passes the fake private key 414 onto the crypto library 402
so that the meta data decoder 404 can decode the fake private key and request decryption using
the private key from the key storage 410 where the actual private key is stored. The private key
is then used to decrypt the message by the crypto functions 408 and the plaintext message is
returned to the application 304. The fake private key 414 is a pointer to the actual private key
stored in remote key storage 410. When the private key associated with the user or application
needs to be updated: 1) a new private key may be generated by the crypto functions 408; 2) the
private key may be stored in the remote key storage 410; 3) the meta data encoder 412 may
generate a new fake private key 414 that acts as a pointer to the actual private key; and 4) the
new fake private key may be sent to the application 304 and stored in the key storage 400. The
application 304 uses the fake private key as if it is the actual private key so that management of
the private key is easier. Similarly, for a new user or application, the system may: 1) generate a
public key and private key pair; 2) generate a fake private key using the meta data encoder 412; 3)
store the private key in the key storage 410; and 4) send the fake private key onto the application

or new user for use as described above.

Using the system in Figures 3 and 4, the private keys associated with each computing
device 302 and application 304 may be easily managed without changing interfaces of the
decryption modules so that the system is compatible with existing public key encryption systems

and their modules.

Figure 5 illustrates a decryption module 500 of the typical system in Figure 2 that may
include a parse/validation component 502 and a decryption component/module 504 as shown.
The decryption module 504 receives private Key information and Ciphertext as inputs and output
an error signal and Plaintext. The key information is processed by parser to obtain a set of
cryptographic keys that are expressed by a mathematically comprehensive form, and the set is
validated to determine if the set retains integrity of valid keys. The private key(s) that are

required for decryption process are chosen from the set and sent to Decryption process 504. The
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decryption process 504 takes the ciphertext and Private Keys, and outputs plaintext by processing

the decryption algorithm of the cipher.

Figure 6 illustrates a first implementation of a decryption module 600 that may be used
with the encryption system in Figures 3 and 4. The decryption module 600 may be part of the
application 304 on the device or it may be part of the crypto service 306. The decryption module
600 may have a parser/validator component 602, a decryption component 604, a meta-
information extractor component 606 and a remote decryption client 608. Each of these elements
of the decryption module 600 may be implemented in hardware or software. As already described
above for the encryption system, the system has the remote crypto service module 306 that has
key storage 410 for the actual private keys of the entities (in which entities include users,
applications and computing devices that have the encryption/decryption capabilities) and a remote
decryption server that may incorporate the crypto functions 408 of the system. The decryption
module takes Key information and Ciphertext (encrypted content) as inputs and outputs Plaintext
(the decrypted content that was decrypted using the private key). Any error signals from Parse,
Validation component 602 and the decryption component 604 are trapped by meta-information
extractor 606 before the module aborts. The meta information extractor 606 extracts server
information from the Key information. If the Server information is successfully obtained, server
information is sent to the remote decryption client 608, and the Remote decryption client 608
contacts the remote server and performs the decryption process using a decryption protocol and
the remote decryption server that has the crypto functions 408. The remote decryption server
may request the private key for the decryption based on the key information from the fake private
key and then perform the decryption using the actual private key from the key storage 410. Then

the Remote decryption client 608 outputs Plaintext as the output from the module.

For example, consider a decryption module for a RSA cryptosystem. Suppose Key
information consists of N, E, D, where N is the public modulus of RSA cipher and E is the public
exponent, and D is the private key. To encrypt plaintext m, we compute m"E mod N to obtain
ciphertext. To decrypt ciphertext ¢, we compute ¢*D mod N. We can implement meta-

information extractor as shown below.

(1) Check if 2MDE) = 2 mod N. If true, then output error signal and abort.
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(2) Parse D as a string to obtain URL of remote decryption server. If not successful output
error signal and abort.

(3) Call remote decryption server with the URL on input.
Users can perform remote decryption without changing the interface of the decryption

module. To perform remote decryption,

(1) Get public key N, E, and string S that presents the URL of remote decryption server.
(2) Encode S as a big number to obtain D.
(3) Use N, E, D as the Key information.
As long as RSA cryptosystem is considered secure, it is practically impossible to collide D

obtained above with the true public key showing that the above processes work.

If Key information carries more entries, then we can use them to embed server
information. For example, if Key information has entries P and Q, prime numbers that satisfy
N=PQ, then we can encode some part of URL, or the whole URL, to P or/and Q. The above
system would also operate with other public key algorithms and/or elliptic curve cryptographies

such as ECDH key agreement or EC ElGamal cipher.

Figure 7 illustrates a second implementation of a decryption module that may be used with
the encryption system in Figure 4 that has similar elements to those shown in Figure 6 that have a
similar function (designated with the same reference numbers) and the description will not be
repeated here. The decryption module 600 may be part of the application 304 on the device or it
may be part of the crypto service 306. In this second implementation, the meta-information
extractor 606 may be placed before the Parser and Validator 602. In this configuration, the meta-

information extractor 606 may be implemented as shown below.

(1) Parse D as a string to obtain URL of remote decryption server. If not successful
call Parse and Validate.

(2) Call remote decryption server with the URL on input.

This implementation works practically because it is very unlikely that the true private key
has integrity as a URL string, since the private key is supposed to be chosen as a uniformly

random number.
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If Key information carries more entries, then the system can use them to embed server
information. For example, if Key information has entries P and Q, prime numbers that satisfy
N=PQ, then we can encode some part of URL, or the whole URL, to P or/and Q. In this

situation we can implement meta-information extractor as shown below.

(1) Check D=0 and parse P as a string to obtain URL of remote decryption server. If
not successful call Parse and Validate.

(2) Call remote decryption server with the URL on input.

The foregoing description, for purpose of explanation, has been described with reference
to specific embodiments. However, the illustrative discussions above are not intended to be
exhaustive or to limit the disclosure to the precise forms disclosed. Many modifications and
variations are possible in view of the above teachings. The embodiments were chosen and
described in order to best explain the principles of the disclosure and its practical applications, to
thereby enable others skilled in the art to best utilize the disclosure and various embodiments with

various modifications as are suited to the particular use contemplated.

The system and method disclosed herein may be implemented via one or more
components, systems, servers, appliances, other subcomponents, or distributed between such
elements. When implemented as a system, such systems may include an/or involve, inter alia,
components such as software modules, general-purpose CPU, RAM, etc. found in general-
purpose computers,. In implementations where the innovations reside on a server, such a server
may include or involve components such as CPU, RAM, etc., such as those found in general-

purpose computers.

Additionally, the system and method herein may be achieved via implementations with
disparate or entirely different software, hardware and/or firmware components, beyond that set
forth above. With regard to such other components (e.g., software, processing components, etc.)
and/or computer-readable media associated with or embodying the present inventions, for
example, aspects of the innovations herein may be implemented consistent with numerous general
purpose or special purpose computing systems or configurations. Various exemplary computing
systems, environments, and/or configurations that may be suitable for use with the innovations

herein may include, but are not limited to: software or other components within or embodied on
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personal computers, servers or server computing devices such as routing/connectivity
components, hand-held or laptop devices, multiprocessor systems, microprocessor-based systems,
set top boxes, consumer electronic devices, network PCs, other existing computer platforms,
distributed computing environments that include one or more of the above systems or devices,

etc.

In some instances, aspects of the system and method may be achieved via or performed by
logic and/or logic instructions including program modules, executed in association with such
components or circuitry, for example. In general, program modules may include routines,
programs, objects, components, data structures, etc. that perform particular tasks or implement
particular instructions herein. The inventions may also be practiced in the context of distributed
software, computer, or circuit settings where circuitry is connected via communication buses,
circuitry or links. In distributed settings, control/instructions may occur from both local and

remote computer storage media including memory storage devices.

The software, circuitry and components herein may also include and/or utilize one or more
type of computer readable media. Computer readable media can be any available media that is
resident on, associable with, or can be accessed by such circuits and/or computing components.
By way of example, and not limitation, computer readable media may comprise computer storage
media and communication media. Computer storage media includes volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for storage of
information such as computer readable instructions, data structures, program modules or other
data. Computer storage media includes, but is not limited to, RAM, ROM, EEPROM, flash
memory or other memory technology, CD-ROM, digital versatile disks (DVD) or other optical
storage, magnetic tape, magnetic disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information and can accessed by computing
component. Communication media may comprise computer readable instructions, data structures,
program modules and/or other components. Further, communication media may include wired
media such as a wired network or direct-wired connection, however no media of any such type
herein includes transitory media. Combinations of the any of the above are also included within

the scope of computer readable media.
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In the present description, the terms component, module, device, etc. may refer to any
type of logical or functional software elements, circuits, blocks and/or processes that may be
implemented in a variety of ways. For example, the functions of various circuits and/or blocks can
be combined with one another into any other number of modules. Each module may even be
implemented as a software program stored on a tangible memory (e.g., random access memory,
read only memory, CD-ROM memory, hard disk drive, etc.) to be read by a central processing
unit to implement the functions of the innovations herein. Or, the modules can comprise
programming instructions transmitted to a general purpose computer or to processing/graphics
hardware via a transmission carrier wave. Also, the modules can be implemented as hardware
logic circuitry implementing the functions encompassed by the innovations herein. Finally, the
modules can be implemented using special purpose instructions (SIMD instructions), field
programmable logic arrays or any mix thereof which provides the desired level performance and

cost.

As disclosed herein, features consistent with the disclosure may be implemented via
computer-hardware, software and/or firmware. For example, the systems and methods disclosed
herein may be embodied in various forms including, for example, a data processor, such as a
computer that also includes a database, digital electronic circuitry, firmware, software, or in
combinations of them. Further, while some of the disclosed implementations describe specific
hardware components, systems and methods consistent with the innovations herein may be
implemented with any combination of hardware, software and/or firmware. Moreover, the above-
noted features and other aspects and principles of the innovations herein may be implemented in
various environments. Such environments and related applications may be specially constructed
for performing the various routines, processes and/or operations according to the invention or
they may include a general-purpose computer or computing platform selectively activated or
reconfigured by code to provide the necessary functionality. The processes disclosed herein are
not inherently related to any particular computer, network, architecture, environment, or other
apparatus, and may be implemented by a suitable combination of hardware, software, and/or
firmware. For example, various general-purpose machines may be used with programs written in
accordance with teachings of the invention, or it may be more convenient to construct a

specialized apparatus or system to perform the required methods and techniques.
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Aspects of the method and system described herein, such as the logic, may also be
implemented as functionality programmed into any of a variety of circuitry, including
programmable logic devices ("PLDs"), such as field programmable gate arrays ("FPGAs"),
programmable array logic ("PAL") devices, electrically programmable logic and memory devices
and standard cell-based devices, as well as application specific integrated circuits. Some other
possibilities for implementing aspects include: memory devices, microcontrollers with memory
(such as EEPROM), embedded microprocessors, firmware, software, etc. Furthermore, aspects
may be embodied in microprocessors having software-based circuit emulation, discrete logic
(sequential and combinatorial), custom devices, fuzzy (neural) logic, quantum devices, and
hybrids of any of the above device types. The underlying device technologies may be provided in a
variety of component types, €.g., metal-oxide semiconductor field-effect transistor ("MOSFET")
technologies like complementary metal-oxide semiconductor ("CMOS"), bipolar technologies like
emitter-coupled logic ("ECL"), polymer technologies (e.g., silicon-conjugated polymer and metal-

conjugated polymer-metal structures), mixed analog and digital, and so on.

It should also be noted that the various logic and/or functions disclosed herein may be
enabled using any number of combinations of hardware, firmware, and/or as data and/or
instructions embodied in various machine-readable or computer-readable media, in terms of their
behavioral, register transfer, logic component, and/or other characteristics. Computer-readable
media in which such formatted data and/or instructions may be embodied include, but are not
limited to, non-volatile storage media in various forms (e.g., optical, magnetic or semiconductor
storage media) though again does not include transitory media. Unless the context clearly requires

nn

otherwise, throughout the description, the words "comprise," "comprising," and the like are to be
construed in an inclusive sense as opposed to an exclusive or exhaustive sense; that is to say, in a
sense of "including, but not limited to." Words using the singular or plural number also include the

nn

plural or singular number respectively. Additionally, the words "herein," "hereunder," "above,"
"below," and words of similar import refer to this application as a whole and not to any particular
portions of this application. When the word "or" is used in reference to a list of two or more
items, that word covers all of the following interpretations of the word: any of the items in the list,

all of the items in the list and any combination of the items in the list.
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Although certain presently preferred implementations of the invention have been
specifically described herein, it will be apparent to those skilled in the art to which the invention
pertains that variations and modifications of the various implementations shown and described
herein may be made without departing from the spirit and scope of the invention. Accordingly, it

is intended that the invention be limited only to the extent required by the applicable rules of law.

While the foregoing has been with reference to a particular embodiment of the disclosure,
it will be appreciated by those skilled in the art that changes in this embodiment may be made
without departing from the principles and spirit of the disclosure, the scope of which is defined by

the appended claims.



10

15

20

WO 2017/223478 PCT/US2017/039043

-14-
Claims:
1. A key management method for public key encryption, comprising:

storing, remotely from an entity, a plurality of set of keys for entities in the system that
have decryption capabilities, the set of keys for each entity having a private key of the entity and a

fake private key corresponding to the private key of the entity;
receiving, from the entity, a piece of ciphertext content and a fake private key; and

obtaining, when the piece of ciphertext content is being decrypted for a particular entity,

the private key of the entity based on the key private key.

2. The method of claim 1 further comprising generating, by the cryptographic
component, a new private key for the particular entity and a fake private key that corresponds to
the new private key for the particular entity and sending, by the cryptographic component, the

fake private key to the particular entity.

3. The method of claim 2 further comprising decrypting the piece of ciphertext

content using the private key of the entity.

4. The method of claim 1, wherein obtaining the private key for the particular entity
further comprises extracting a uniform resource locator of the cryptographic component from key
information and retrieving the new private key of the particular entity based on the uniform

resource locator of the cryptographic component and the private fake key.

5. The method of claim 1, wherein each entity is a computing device with application

that has decryption capabilities.

6. The method of claim 1, wherein each entity is one of an application having a
decryption capability, a device having a decryption capability and a user that uses an application

with a decryption capability.

7. The method of claim 1, wherein the fake private key for the particular entity

further comprises a pointer to new private key for the particular entity.
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8. A key management system, comprising:

one or more entities, each entity having a public key decryption capability using a private

key of the entity and a key store;

a cryptographic component, connected to the entities by a computer network, having a
metadata encoder that generates a new private key for a particular entity and generates a fake

private key that corresponds to the new private key; and
wherein the cryptographic component sends the fake private key to the particular entity.

9. The system of claim 8, wherein the cryptographic component performs a
decryption process based on a request from the particular client wherein the request includes a
piece of ciphertext and the fake private key and the cryptographic component obtains the new
private key of the particular entity based on the fake private key to permit the decryption of the

ciphertext using the new private key of the particular entity.

10. The system of claim 9, wherein each entity has a decryption module that performs

the decryption of the ciphertext using the new private key of the particular entity.

11. The system of claim 10, wherein the decryption module further comprises a parser
module that receives key information and a meta-information extractor module obtains the new

private key for the particular entity based on the fake private key.

12. The system of claim 11, wherein the meta-information extractor module extracts a
uniform resource locator of the cryptographic component from the key information and retrieves
the new private key of the particular entity based on the uniform resource locator of the

cryptographic component.

13. The system of claim 8, wherein each entity is a computing device with application

that has decryption capabilities.

14. The system of claim 8, wherein each entity is one of an application having a
decryption capability, a device having a decryption capability and a user that uses an application

with a decryption capability.
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15. The system of claim 8, wherein the fake private key for the particular entity further

comprises a pointer to new private key for the particular entity.
16. A public key encryption system, comprising:

one or more entities, each entity having a public key decryption capability using a private

key of the entity and a key store;

a cryptographic component, connected to the entities by a computer network, having a
metadata encoder that generates a new private key for a particular entity and generates a fake

private key that corresponds to the new private key; and
wherein the cryptographic component sends the fake private key to the particular entity.

17. The system of claim 16, wherein the cryptographic component performs a
decryption process based on a request from the particular client wherein the request includes a
piece of ciphertext and the fake private key and the cryptographic component obtains the new
private key of the particular entity based on the fake private key to permit the decryption of the

ciphertext using the new private key of the particular entity.

18. The system of claim 17, wherein each entity has a decryption module that performs

the decryption of the ciphertext using the new private key of the particular entity.

19. The system of claim 18, wherein the decryption module further comprises a parser
module that receives key information and a meta-information extractor module obtains the new

private key for the particular entity based on the fake private key.

20. The system of claim 19, wherein the meta-information extractor module extracts a
uniform resource locator of the cryptographic component from the key information and retrieves
the new private key of the particular entity based on the uniform resource locator of the

cryptographic component.

21. The system of claim 16, wherein each entity is a computing device with application

that has decryption capabilities.
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22. The system of claim 16, wherein each entity is one of an application having a
decryption capability, a device having a decryption capability and a user that uses an application

with a decryption capability.

23. The system of claim 16, wherein the fake private key for the particular entity

further comprises a pointer to new private key for the particular entity.
24. A key management method, comprising:
generating a private key for an entity;

storing the generated private key in a key management component having a key storage

remote from the entity;

generating, at a key management component, a fake private key that acts as a pointer to

the generated private key; and

sending the fake private key to the entity to store in a key storage, wherein the entity

decrypts a piece of ciphertext by making a request using the fake private key.

25. The method of claim 24 further comprising generating a public key for the entity

wherein the entity is a new entity.

26. The method of claim 24, wherein generating the private key for an entity further

comprises generating a new private key for an existing entity.

27. The method of claim 24, wherein the entity is a computing device having a
decryption capability.
28. The method of claim 24, wherein the entity is one of an application having a

decryption capability, a device having a decryption capability and a user that uses an application

with a decryption capability.

29. The method of claim 24, wherein the fake private key for the particular entity

further comprises a pointer to new private key for the particular entity.
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