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$100BTAIN A SECRET CODEWORD GENERATED WHEN PAIRING
WITH A SECOND COMMUNICATION PARTY AND A
PRE-STORED PRODUCT KEY
S$110BTAIN A MODULE KEY ON THE BASIS OF THE SECRET
CODEWORD AND THE PRODUCT KEY
- S$12RANDOMLY GENERATE A SESSION KEY
'818\\ S$130BTAIN A KEY SERIAL NUMBER N, PERFORM
Y AUTO-INCREMENT ON THE SERIAL NUMBER N, AND SET A
TRANSMISSION SERIAL NUMBER Q HAVING AN INITIAL VALUE
OF 0
S14GENERATE A CHECK AUTHENTICATION CODE OF THE
SESSION KEY, THE KEY SERIAL NUMBER N, THE
TRANSMISSION SERIAL NUMBER Q, AND A DATA TYPE BY
USING A CHECK METHOD
S150PERATE ON THE SESSION KEY AND THE CHECK
AUTHENTICATION CODE BY USING THE MODULE KEY TO

FH A AR Q) 77\
HHARGEREY

< GENERATE A KEY FRAME

- $16SEND THE KEY FRAME, THE KEY SERIAL NUMBER N, THE
TRANSMISSION SERIAL NUMBER Q, AND THE DATA TYPE TO
THE SECOND COMMUNICATION PARTY

S17WRITE THE KEY SERIAL NUMBER N ON WHICH
AUTO-INCREMENT HAS BEEN PERFORMED INTO A SECURE
STORAGE AREA, AND WRITE THE TRANSMISSION SERIAL
NUMBER Q INTO A MEMORY

S18RE-ELECTRIFIED?

S190BTAIN THE TRANSMISSION SERIAL NUMBER Q AND

PERFORM AUTO-INCREMENT ON THE SERIAL NUMBER Q

" $200BTAIN INSTRUCTION DATA TO BE SENT, AND GENERATE A
CHECK AUTHENTICATION CODE OF THE INSTRUCTION
DATA, THE TRANSMISSION SERIAL NUMBER Q, AND A DATA
TYPE BY USING THE CHECK METHOD

S21ENCRYPT THE INSTRUCTION DATA AND THE CHECK
AUTHENTICATION CODE BY USING THE SESSICON KEY TO
GENERATE AN INSTRUCTION DATA FRAME

S$22SEND THE INSTRUCTION DATA FRAME, THE TRANSMISSION
SERIAL NUMBER Q, AND THE DATA TYPE TO THE SECOND
COMMUNICATION PARTY

S23WRITE THE TRANSMISSION SERIAL NUMBER Q INTC A
VOLATILE MEMORY

AA YES

BB NO

method, comprising: a first communication
party sends a multilevel-encrypted key data
packet to a second communication party to
execute security authentication between the
first communication party and the second
communication party; and the first commu-
nication party sends a multilevel-encrypted
instruction data packet to the second com-
munication party to send instruction data to
the second communication party. The
present invention also provides a secure
communication system and device. The
present invention is able to prevent replay
attacks in a communication system.
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