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(57) Abrege(suite)/Abstract(continued):
suitably programmed for providing a subscriber service to a first subscriber. The first system Is disposed In an unsecured location,

which Is associated with the first subscriber. Subsequently, the subscriber service Is provided to the first subscriber. Separately, a
task Is provided to the first subscriber system via the VAN and Is executed on the first subscriber system. An activity record for the
execution of the task Is logged, based on an amount of at least one of the processing and the non-volatile storage consumed on

the first subscriber system during execution of the task.



w0 2015/006476 A1 | HII1H) 14100 0 RV 0T 1000 AR AR AR

(43) International Publication Date

CA 02917763 2016-01-07

(19) World Intellectual Property
Organization
International Burecau

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(10) International Publication Number

WO 2015/006476 Al

15 January 2015 (15.01.2015) WIPO | PCT
(51) International Patent Classification: ue, Suite 201, Sunnyvale, Califormia 94089 (US).
HO4N 21/442 (2011.01) HO4N 21/2543 (2011.01) O'HAGAN, Sean; 3764 Mountain Meadows Crescent, Ot-
HO4L 12/28 (2006.01) tawa, Ontario K1V 1P7 (CA). NOBLE, Derek; 114 Os-
t, Kanat tario K2M 279 (CA).
(21) International Application Number: prey (rescent, Ranata, ontario 7 (CA)
PCT/US2014/045995 (74) Agents: EMERSON, Roger D. et al.; Emerson Thomson
, . Bennett, LLC, 1914 Akron Peninsula Road, Akron, Ohio
(22) International Filing Date: 44313 (US)
9 July 2014 (09.07.2014) '
e . . (81) Designated States (unless otherwise indicated, for every
(25) Kiling Language: English kind of national protection available). AE, AG, AL, AM,
(26) Publication Language: English AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
o BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(30) Priority Data: DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
61/844.448 10 July 2013 (10.07.2013) US HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
(71) Applicant: LEONOVUS USA [US/US]; 1196 Borregas KZ, LA, LC, LK, LR, L5, LT, LU, LY, MA, MD, ME,
Avenue, Suite 201, Sunnyvale, California 94089 (US). MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
(72) Inventors: WILLIS, Daniel; 1196 Borregas Avenue, Suite SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,

201, Sunnyvale, California 94089 (US). MASTER, Paul;
1196 Borregas Avenue, Suite 201, Sunnyvale, California
94089 (US). CAMPBELL, Gordon; 1196 Borregas Aven-

IN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
AYS

[Continued on next page/

(54) Title: CLOUD COMPUTING SYSTEM AND METHOD UTILIZING UNUSED RESOURCES OF NON-DEDICATED
DEVICES

(57) Abstract: In accordance with a method a plurality of subscriber sys-

Register a plurality of subscribers
. : —- 500
to a content delivery service -~

| g

Provide a subscriber system -
to each of the registered subscribers

| —

502

Deliver content to a first of the
subscriber systems via a WAN

504

I

Receive cloud-computing request from
other than one of the subscribers

5060

Provide cloud-computing task to

— 508

the first subscriber system -

I

Execute cloud-computing task on
the first subscriber system -

| Logging an activity record

512

Figure 5

tems are provided, the systems being coupled via a Wide Area Network
(WAN) and comprising a first subscriber system. The first subscriber
system has processing and non-volatile storage and 1s suitably pro-
rammed for providing a subscriber service to a first subscriber. The first
system 1s disposed 1n an unsecured location, which 1s associated with the
first subscriber. Subsequently, the subscriber service i1s provided to the
first subscriber. Separately, a task 1s provided to the first subscriber sys-
tem via the WAN and 1s executed on the first subscriber system. An
activity record for the execution of the task 1s logged, based on an
amount of at least one of the processing and the non-volatile storage con-
sumed on the first subscriber system during execution of the task.
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CLOUD COMPUTING SYSTEM AND METHOD UTILIZING
UNUSED RESOURCES OF NON-DEDICATED DEVICES

FIELD OF THE INVENTION

[0001] The invention relates generally to cloud-based processing and storage of data, and
more particularly to a system and method for providing cloud-based processing and storage
of data using the unused resources of non-dedicated devices.

BACKGROUND OF THE INVENTION
[0002] Cloud-based processing and storage of data has been available for several years.
Cloud-based systems, such as for instance Amazon® Web Services (AWS), provide online
computing and storage services for other web sites or client-side applications. In such
systems the computing and storage services are billed to the client based on usage, which has
oiven rise to the concept of “Elastic Computing.” Elastic Computing s the ability of a cloud
service provider 1o provision tlexible computing power when and wherever roguired.  The
clasticity of these resources can be i terms of processing power, siorage, bandwidth, ete,
Current systems, of which AWS 1s typical, are based on data centers that are distributed
throughout the world, grouped into distinct regions for providing services therein. For
instance, AWS 1s located 1n eight geographical regions including Northern Virginia (US
East), Northern California (US West), Oregon (US West), Sao Palo (Brazil), Ircland,
Singapore, Tokyo and Sydney. Each region has multiple “Availability Zones,” which are
distinct data centers providing AWS services. Availability Zones are 1solated from each
other to prevent outages from spreading between Zones.
[0003] Traditional cloud-based computing and storage systems suffer from a number of
disadvantages. In particular, 1t 1s costly to purchase the hardware and other infrastructure,
such as for instance buildings, power distribution systems, air-conditioning systems etc., that
arc required to set up a data center. Of course, these costs are repeated to establish each of
the multiple data centers within multiple regions around the world. Further, the ongoing cost
to maintain and operate cach data center 1s high, with the cost of power for servers and
cooling systems making up a significant and increasing portion of the total cost of ownership.
Traditional systems are also susceptible to service outages, which may affect a significant
number of users within a geographical region and result in financial losses for the cloud
computing provider.
[0004] It would be beneficial to provide a method and system that overcomes at least some

of the above-mentioned limitations of the prior art.
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SUMMARY OF THE INVENTION

[0005] In accordance with an aspect of the invention, there 1s provided a method
comprising: providing by a first entity a plurality of systems, each system of the plurality of
systems comprising at least one of a processing resource and a non-volatile storage resource,
cach system having a primary function other than providing a cloud-computing service to a
second entity; determining an available aggregate amount of the at least one of the processing
resource and the non-volatile storage resource that 1s other than being used by the plurality of
systems for performing the primary function; performing a cloud-computing service for the
second entity using at least a portion of the available aggregate amount of the at least one of
the processing resource and the non-volatile storage resource; and invoicing to the second
entity for performance of the cloud-computing service based on an amount of the available
aggregate amount of the at least one of the processing resource and the non-volatile storage
resource consumed during performance of the cloud-computing service.

[0006] In accordance with an aspect of the invention, there 1s provided a method
comprising: providing by a first entity a Local Area Network (LAN) within a hotel property
having a plurality of guest rooms, the LAN connected to a Wide Arca Network (WAN);
providing by the first entity a plurality of subscriber systems, comprising disposing a
subscriber system within each guest room of the plurality of guest rooms, each subscriber
system connected to the LAN and comprising at least one of a processing resource and a non-
volatile storage resource, and each subscriber system having a primary function other than
providing a cloud-computing service to a second entity; recerving user data from the second
entity via the WAN; providing the received user data to at least one subscriber system of the
plurality of subscriber systems via the LAN; performing a cloud-computing service for the
second entity comprising at least one of processing the user data and storing the user data
using the at least one of the processing resource and the non-volatile storage resource of the
at least one subscriber system; and invoicing to the second entity for performance of the
cloud-computing service based on an amount of the at least one of the processing resource
and the non-volatile storage resource consumed during pertormance of the cloud-computing
Service.

[0007] In accordance with an aspect of the invention, there 1s provided a system comprising:
a Local Arca Network (LAN) that 18 in communication with a Wide Area Network (WAN); a
plurality of systems associated with a first entity, each system coupled to the LAN and
having an amount of an available resource that varies over time, each system supporting a

primary function other than providing cloud-computing services to a second entity; a client
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system coupled to the WAN for making a request for a cloud-computing service, the cloud-
computing service comprising at least one of processing and data storage using the available
resources of the plurality of systems and outside of resources of the client system, and a
resource allocator for: receirving from the client system the request for the cloud-computing
service; providing a task to at least some systems of the plurality of systems to be performed
thereby, using a portion of the available resources of the at least some systems of the plurality
of systems, the task based on the request that 1s received from the client system; coordinating
delivery to the client system of a result of performing the task by the at least some systems of
the plurality of systems; and invoicing to the second entity for performance of the cloud-
computing service based on the portion of the available resource of each of the at least some
systems that 1s used during performance of the cloud-computing service.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] The instant invention will now be described by way of example only, and with
reference to the attached drawings, wherein similar reference numerals denote similar
clements throughout the several views, and in which:
[0009] Fig. 1 1s a simplified diagram showing a known cloud computing system.
[0010] Fig. 2 1s a simplified diagram showing a cloud computing system according to an
embodiment of the mvention.
[0011] Fig. 3 i1s a simplified diagram showing a cloud computing system according to an
embodiment of the mvention.
[0012] Fig. 4 1s a simplified block diagram showing components of a consumer electronic
device.
[0013] Fig. 5 1s a simplified flow diagram for a method according to an embodiment of the
invention.
[0014] Fig. 6 1s a simplified flow diagram for another method according to an embodiment
of the invention.
[0015] Fig. 7 1s a simplified flow diagram for another method according to an embodiment
of the invention.
[0016] Fig. 8 1s a simplified diagram showing a cloud computing system according to an
embodiment of the mvention.
[0017] Fig. 9 1s a simplified diagram showing a variant of the system of Fig. &.
[0018] Fig. 10 1s a simplified flow diagram for a method according to an embodiment of the

Invention.
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[0019] Fig. 11 1s a sitmplified flow diagram for another method according to an embodiment
of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0020] The following description 18 presented to enable a person skilled in the art to make
and use the ivention, and 1s provided 1n the context of a particular application and 1its
requirements. Various modifications to the disclosed embodiments will be readily apparent
to those skilled in the art, and the general principles defined herein may be applied to other
embodiments and applications without departing from the scope of the invention. Thus, the
present mvention 18 not intended to be limited to the embodiments disclosed, but 1s to be
accorded the widest scope consistent with the principles and features disclosed herein.
[0021] Referring to Fig. 1, shown 1s a simplified diagram of a prior art cloud computing
system. The system that 1s depicted 1n Fig. 1 1s typical of known cloud computing systems,
such as for instance the Amazon® Web Services (AWS) system. A first data center 100 and a
second data center 102 are coupled to a Wide Area Network (WAN) 104, such as for instance
the Internet. A first user system (Client 1) 106 and a second user system (Client 2) 108 are
also coupled to the WAN 104. In the interest of clarity, various known components of the
WAN 104 and of the communication systems through which the data centers 100 and 102
and the user systems 106 and 108 connect to the WAN are not shown in Fig. 1. Further,
various systems that are necessary for the operation of the data centers 100 and 102, such as
for instance cooling systems, power distribution systems, etc., are not shown in Fig. 1.
[0022] Each data center 100 and 102 includes a plurality of servers 110 and 112,
respectively. The servers 110 are on a Local Area Network (LAN) at data center 100 and the
servers 112 are on a Local Area Network (LAN) at data center 102. Additionally, each data
center 100 and 102 mcludes mass storage devices, represented generally at 114 and 116,
respectively. The servers 110 and mass storage 114 are maintained and serviced using not
shown cooling and power distribution systems, personnel, etc. located at data center 100,
whilst the servers 112 and mass storage 116 are maintained and serviced using not shown
cooling and power distribution systems, personnel, etc. located at data center 102. For
stmplicity, 1t 1s assumed that data center 100 and data center 102 are located within a same
region, and that a task provided from Client 1 or from Client 2 may be handled by either the
data center 100 or the data center 102. Alternatively, the data centers and/or the user systems
arc located within different regions.
[0023] Referring still to Fig. 1, during use Client 1 provides a task via WAN 104 to a cloud-

computing provider. The cloud-computing provider 1s implemented on a not illustrated
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server coupled to the WAN 104, or on the servers of one or both of data centers 100 and 102.
The task 1s routed to an appropriate data center to be executed. For instance, the task 1s
directed to data center 100 and appropriate processing and/or storage resources are allocated
within data center 100 for executing the task. Client 1 1s billed for execution of the task
based on processing and/or storage resources consumed. Alternatively, the task 18 routed to
data center 102. Further alternatively, Client 2 provides a task, which 1s routed to either data
center 100 or data center 102. As will be apparent, providing data center 100 and data center
102 within the same region increases the cloud-computing provider’s flexibility to route tasks
from the same user, or from multiple users, based on the amount of resources that are
required to execute the task and the amount of resources that are currently available at any
oiven data center. Further, if there 18 a service iterruption at one of the data centers 100 or
102 then the cloud-computing provider may direct tasks to the other one of the data centers
100 or 102. Unfortunately, 1t 1s very costly to establish and operate multiple dedicated data
centers, and even with such redundancy 1t 1s not possible to eliminate service iterruptions
entirely.

[0024] Referring now to Fig. 2, shown 1s a simplified diagram of a cloud computing system
in accordance with an embodiment of the invention. Each one of a plurality of subscribers to
a content delivery service i1s provided with a consumer electronic device 200, which 1s
disposed at a location associated with the subscriber. Optionally, some locations are
provided with a plurality of consumer electronic devices 200, for instance to support different
content delivery services or to support plural subscribers located at a same location. Each of
the consumer clectronic devices 200 1s connected to Wide Area Network (WAN) 204, via a
known data communication technology, such as for instance an asymmetric digital subscriber
line. A first user system (Client 1) 206 and a second user system (Client 2) 208 are also
coupled to the WAN 204. In the interest of clarity, various known components of the WAN
204 and of the communication systems through which the consumer electronic devices 200
and the user systems 206 and 208 connect to the WAN are not shown 1n Fig. 2.

[0025] In the present embodiment, the content delivery service 1s an Internet Protocol TV
(IPTV) service, and the consumer clectronic device 200 1s a set-top box (STB) that 1s
installed 1n each subscriber’s home 202 for receiving media content via WAN 204, the media
content for being displayed to the respective subscriber via a television or other similar
device. A STB typically 1s an embedded PC with a processor and memory capable of
decoding MPEG-2 or MPEG-4 encoded video, or video that 18 encoded using other codecs

e.g., H.264 or H.265 etc., and simultancously capable of dealing with the processor overhead
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relating to enforced encryption, etc. The duty of presenting the program guide and acting on
input events from a user are small compared to the STB primary duties, 1.e., digital signal
processing. Optionally, the consumer electronic device 200 supports other content delivery
services, such as for instance full web browser HTML and HTMLS service, either in addition
to or mnstead of supporting the IPTV service. Some other specific and non-limiting examples
of services that can be accessible from the STB include linear television services (e.g.,
broadcast or cable, etc.), hotel guest services (e.g., information, entertainment, Video-on-
demand, interaction with hotel systems (e.g., scheduling a wake up call, making a purchase
billed to the room, sending/receiving messages, etc.), and hospital patient/physician services
(e.g., information, entertainment, social interaction/networking, education centered around
recent diagnoses, patient record retrieval/modification/saving, etc.).

[0026] Referring now to Fig. 3, shown 1s a simplified diagram of a cloud computing system
in accordance with another embodiment of the invention. The system of Fig. 3 1s similar to
the system of Fig. 2, but each of the consumer electronic devices 300 and 304 1s assigned to
one of two different regions, Region 1 or Region 2. In particular, devices 300 are disposed
within locations 302 that are grouped together to form Region 1 and devices 304 are
disposed within locations 306 that are grouped together to form Region 2. The locations 302
arc not necessarily all co-located within a defined geographical area, and similarly the
locations 306 are not necessarily all co-located within a defined geographical arca. For
instance, the definition of different regions may be logical rather than geographic 1n nature.
That being said, for reasons relating to network efficiency, it 1s preterable for the devices 300
or 304 within a same region to be located within a relatively small geographical area, such as
for instance within a same city or within a same state/province/country. Assigning the
devices 300 and 304 to different regions supports geo-diversity/control, political
diversity/control, and even seismic diversity etc. resulting in stronger disaster recovery
capabilities.

[0027] Reterring still to Fig. 3, a first user system (Client 1) 310 and a second user system
(Client_2) 312 are also coupled to the WAN 308. In the example that 1s shown 1n Fig. 3 1t 18
assumed that Client 1 1s 1n Region 1 and that Client 2 1s 1n Region 1. Alternatively
Client 1 and Client 2 are both in either Region 1 or Region 2, or Client 1 1s in Region 2
and Client 2 1s 1n Region 1. In the interest of clarity, various known components of the
WAN 308 and of the communication systems through which the consumer electronic devices

300 and 304 and the user systems 310 and 312 connect to the WAN are not shown 1n Fig. 3.
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[0028] In the present embodiment, the content delivery service 1s an Internet Protocol TV
(IPTV) service, and the consumer electronic devices 300 and 304 are set-top boxes similar to
the one that 1s described with reference to Fig. 2. Optionally, the consumer electronic devices
300 and/or 304 support other content delivery services, such as for instance full web browser
HTML and HTML)S service, either in addition to or instead of supporting the IPTV service.
Some other specific and non-limiting examples of services that can be accessible from the
STB 1include linear television services (e.g., broadcast or cable, etc.), hotel guest services
(e.g., information, entertainment, Video-on-demand, interaction with hotel systems (e.g.,
scheduling a wake up call, making a purchase billed to the room, sending/receiving
messages, etc.), and hospital patient/physician services (e.g., information, entertainment,
social 1nteraction/networking, education centered around recent diagnoses, patient record
retrieval/modification/saving, etc.).

[0029] Fig. 4 1s a simplified block diagram showing various components of the consumer
clectronic device 200, 300, 304, ¢.g., an Internet Protocol TV (IPTV) set top box (STB) for a
subscription-based IPTV content delivery service. In this specific and non-limiting example,
the STB includes a digital media processor 400 for processing data packets that are
transmitted over a WAN and received at input interface 402. The digital media processor 400
comprises one or more processors for extracting data packets and for processing the resulting
transport strecam. The digital media processor 400 optionally 1s dedicated, 1.e. a field
programmable gate array (FPGA), central processing unit (CPU), graphics processor unit
(GPU), hard codecs, etc. Processing the transport stream includes functions such as
decoding, error correction, descrambling, and extracting of a specific program stream as
selected by a user. The program stream 1s then divided into its elementary streams (video,
audio, data and control), which are supplied to a compositor 404 to create a signal to be sent
to a television or other similar device. The STB further includes storage 406, such as for
instance a hard disk drive (HDD) or a solid-state memory or flash memory device. The
capacity of storage 406 optionally 1s 1n the terabyte (TB) range or higher. Storage 406
supports personal video recorder (PVR) functionality, and/or stores the firmware and other
software that 18 required to operate the STB. Optionally, the STB includes a sensor 408, ¢.g.,
an Infrared sensor, for receiving control signals from a user remote control device having a
complementary transmitter.  Further optionally, auxiliary processing and/or storage
components (not shown) unrelated to the subscription-based content delivery service are

provided within the STB.
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[0030] The STB includes a finite amount of processing resources within the digital media
processor 400 (and the optional auxiliary processing component if present), as well as a finite
amount of storage resources within storage 406 (and the optional auxiliary storage
component 1f present). More of the processing resources and/or storage resources are used
during certain periods of time, such as for instance when the subscriber to the content
delivery service 1s watching a program, than during other periods of time, such as for instance
when at the subscriber 1s not watching a program. Depending on the resources that are
provided within the STB, and the nature of the program that 1s being watched, some of the
processing resources and/or storage resources may remain unused or available, even when the
subscriber 1s watching a program. During any given day, there are expected to be blocks of
time when the subscriber will not use the STB to access programs via the content delivery
service. For instance, 1t 18 expected that most subscribers will not view programs during
daytime work hours and during the late night through early morning hours. During such
periods of 1nactivity, which may be mapped to each subscriber by monitoring viewing
activity over a period of days or weeks, the processing resources and storage resources of the
STB arc underutilized. The systems that are shown 1n Fig. 2 and Fig. 3 allow tasks to be
performed for other users unrelated to the subscriber, such as for instance Client 1 or
Client 2, using the underutilized STB processing resources and/or storage resources. Each
consumer electronic device 200 1n Fig. 2, or consumer electronic device 300 or 304 1n Fig. 3,
1s a STB similar to the one that 1s shown 1n Fig. 4. Of course, different STB models may be
provided to different subscribers, such as for instance during the roll-out of new models or
when different models are offered to subscribers at different costs, etc. Since the processing
and storage characteristics of the different models are known, the instantancous amount of
unused processing resources and/or storage resources for any STB may be determined based
on knowledge of the program requested by a subscriber associated with that STB.

[0031] Referring again to the system that 1s shown 1n Fig. 2, a cloud-computing provider,
1.¢. a broker of cloud-computing resources, coordinates the delivery of tasks from Client 1
and/or from Client 2 to one or more of the consumer electronic devices 200. In this specific
and non-limiting example the cloud-computing provider 1s also the provider of the content
delivery service. Optionally, the cloud-computing provider 1s also the provider of Internet
service to the subscriber. Alternatively, the cloud-computing provider (broker), the provider
of the content delivery service and the Internet service provider are separate entities.

[0032] The cloud-computing provider maintains a not illustrated server system that is

connected to WAN 204, or alternatively the cloud-computing provider maintains a virtual
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server system that 1s itself distributed across the consumer electronic devices 200. The cloud-
computing provider tracks the processing resources and/or storage resources that are
available on each of the consumer electronic devices, which are always connected to the
WAN and in communication with the cloud-computing provider. When a task 1s recerved
from Client 1 or from Client 2, the cloud-computing provider determines one or more of the
consumer electronic devices 200 having sufficient available processing resources and/or
storage resources to execute the task, and subsequently provides the task to the one or more
of the consumer electronic devices 200 for execution thereon. As such, each of the one or
more consumer electronic devices 200 optionally performs only a portion of the task. Upon
completion of the task, the cloud-computing provider returns a result to the task provider
Client 1 or Client 2, and creates a billing/activity tracking record, which optionally includes
providing an invoice to the task provider based on the amount of resources of the one or more
of the consumer clectronic devices 200 consumed during execution of the task. Optionally,
executing of a task occurs during a period of time that overlaps with, or that 1s in parallel
with, delivery of content to the one or more of the consumer electronic devices 200. When
the task 1s performed in parallel with the primary function of the STB, e.g., during delivery of
content to the subscriber associated with the STB, then performing the primary function has
priority over performing the task. Alternatively, executing of a task occurs only durmg “idle
time” when content 18 not being delivered to the one or more of the consumer electronic
devices 200.

[0033] As will be apparent, some tasks may be performed using the resources of only a
single consumer electronic device 200, or using the resources of a plurality of consumer
electronic devices 200 cooperatively. For instance, storage of a small amount of user data or
certain processing tasks may be performed using the resources of only a single consumer
clectronic device 200. On the other hand, storage of large amounts of data, storage of data
according to a RAID process, or processing intensive tasks may require the resources of a
plurality of consumer electronic devices 200. As such, 1t 1s not a requirement that any single
STB 18 capable of performing an entire processing or storage task by itself.

[0034] Other optional features of the system that 1s shown 1n Fig. 2 include using different
security protocols to transmit and/or store data relating to the content delivery service and
user data relating to a provided task. For instance, data relating to television programming 18
transmitted to consumer electronic devices 200 via WAN 204 and stored on consumer
clectronic devices 200 1n accordance with a first security protocol that 1s suitable m an IPTV

ccosystem. User data, which 1s not associated with the content delivery service to which the
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subscribers subscribe, 1s transmitted to consumer electronic devices 200 via WAN 204 and
stored on consumer electronic devices 200 1n accordance with a second security protocol that
1s suitable 1n a cloud-computing ecosystem. The subscribers are unable to access the user
data, and 1n fact the subscribers preferably are not even aware that a task 1s being executed at
any given time.

[0035] In sum, the cloud-computing provider or broker coordinates flow of data including
receipt of the task from a requestor (e.g., Client 1 or Client 2), delivery of the task to one or
more consumer electronic devices 200 for execution thereon, receipt of a result of executing
the task, and providing the result back to the requestor. Optionally, the flow of data 1s direct
between the one or more consumer electronic devices 200 and the requestor (Client 1 or
Client 2). Further, the cloud-computing provider monitors and logs cloud service operations
and 1mnvoices the requestor based on the resources that are consumed during executing of the
task. In the system of Fig. 2, tasks are performed for the requestor using processing and/or
storage resources that are outside of the processing and/or storage resources of the requestor.
That 1s to say, the tasks are performed for the requestor using the processing and/or storage
resources associated with one or more subscribers to the content delivery service. The
invoicing, by the cloud-computing provider, 18 to other than the subscribers to the content
delivery service.

[0036] The system that 18 shown in Fig. 2 provides considerable flexibility 1n the
provisioning of cloud-based computing services, and supports a broker-mediated or
hypervisor mediated and cloud-computing environment. In particular, the nature of a
processing task may be taken into account when providing the task to the devices 200. For
instance, a highly parallelized process may be provided to any of the available devices 200
without regard to the processing speed thercof, and a highly serialized process may be
provided to the available devices 200 that offer the fastest processing speed. The nature of a
storage task may also dictate whether data 1s stored entirely within one device 200, or within
a plurality of devices 200 using a RAID process or another similar process. In the system
that 1s shown 1n Fig. 2, the locations 202 may be distributed across different countries and
even across different continents. The nature of the storage task may dictate that the data
cannot be stored within devices 200 that are located within certain specified countries or
regions. Similarly, certain processing tasks may place restrictions on the countries in which
the devices 200 can be located.

[0037] Cloud-computing services that are provided using the system of Fig. 2 can be

implemented 1n a highly elastic fashion, since tasks may be distributed across a large number
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of devices 200. As the number of subscribers to the content delivery service grows, so too
does the number of available devices 200. In order to incent new subscribers to join the
service, and thereby increase the available processing resources and storage resources, the
content delivery service provider optionally provides the devices 200 to subscribers without
charge. The cost of the devices 200 1s recovered over time as the available processing
resources and/or available storage resources are used to perform tasks for other clients. Once
the 1nitial cost of installing the devices 200 has been recovered, the ongoing cost of
implementing the system of Fig. 2 1s small. In particular, each subscriber pays for the
clectricity that 1s required to power the device 200 even when tasks are being performed for
other clients. Further, the devices 200 do not require cooling systems or other infrastructure
that are required 1n traditional data centers. Once deployed, the system that 1s shown 1n Fig.
2 has a low cost of ownership and 1s highly scalable and elastic. Optionally, a portion of the
invoiced amount 1s credited back to the subscribers as payment for making the resources of
their device 200 available for performing other tasks. Further optionally, the service and/or
equipment 1s offered at a reduced price based on anticipated revenues.

[0038] The system that 1s shown 1n Fig. 3 similarly provides considerable flexibility in the
provisioning of cloud-based computing services, within each of a plurality of distinct regions.
In addition to the features and advantages that are discussed with reference to Fig. 2, the
system that 1s shown 1n Fig. 3 also provides redundancy by supporting storage of the same
data 1n different regions for being accessed by clients within the same region. Further,
network efficiency 1s improved since tasks that are received from a client 1n one region are
routed to devices 300 or 304 within the same region.

[0039] Referring now to Fig. 5, shown 1s a simplified flow diagram for a method according
to an embodiment of the invention. At 500 a plurality of subscribers 1s registered to a content
delivery service. The content delivery service optionally 1s one or more of an IPTV service
and an Internet service. Registering optionally includes signing each of the subscribers to a
fixed-term contract or to a month-to-month contract. At 502, for each registered subscriber,
the content delivery service provides a subscriber system at a location that 1s associated with
the subscriber. For instance, the subscriber system 1s provided at the subscriber’s residence
and 1s coupled to a Wide Area Network (WAN), such as for instance via an asymmetric
digital subscriber line. The provided subscriber system comprises at least one of a processing
resource and a non-volatile storage resource for use in providing the content delivery service.
At 504 content 1s delivered to a first subscriber system via the WAN. The content i1s

delivered 1n response to a content delivery request received from a first subscriber, such as
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for instance selection of a program from a program guide using a remote control device or
navigating to a specified web page using a browser. The delivery of the content, and
processing of the delivered content for being displayed via a television or other similar
device, consumes a portion of the at least one of the processing resource and the non-volatile
storage resource of the first subscriber system. In this specific and non-limiting example the
content delivery service provider 1s also a cloud-computing provider or a cloud-computing
broker. Optionally, the content delivery service provider 1s also an Internet service provider.
Alternatively, the cloud-computing provider (broker), the content deliver service provider and
the Internet service provider are separate entities.

[0040] At 506 a cloud-computing task 1s received, the task being other than 1 accordance
with the content delivery service and other than originating from any subscribers of the
plurality of subscribers. For instance, the task originates from Client 1 or Client 2 1n Fig. 2
or 3. Optionally, the task 1s received from a subscriber for execution other than by the
subscriber’s system. At 508 the task 1s provided to the first subscriber system. Providing the
task to the first subscriber system includes making a determination that the first subscriber
system has an available portion of the at least one of the processing resource and the non-
volatile storage resource that 1s sufficient to execute the task. Optionally, the task 1s provided
to the first subscriber during a period of time 1n which content 1s not being delivered by the
content delivery service — idle time. During 1dle time nearly all of the at least one of the
processing resource and the non-volatile storage resource 1s available to be used for other
tasks. Alternatively, the task 1s provided to the first subscriber during a period of time in
which content 1s being delivered by the content delivery service. In this latter case, a
significant portion of the at least one of the processing resource and the non-volatile storage
resource 1S being consumed to deliver the content, but unused resources are still available to
be used for other tasks. At 510 the task 1s executed on the first subscriber system, using the
unused at least one of the processing resource and the non-volatile storage resource thereof.
Upon completion of the task, at 512 an activity record 1s logged. Optionally, logging an
activity record includes invoicing for execution of the task based on an amount of the
available or unused portion of the at least one of the processing resource and the non-volatile
storage resource consumed during execution of the task. The mvoicing 1s to other than the
first subscriber, e.g., to Client 1 or Client 2 1n Fig. 2 or 3.

[0041] Referring now to Fig. 6, shown 1s a simplified flow diagram for a method according
to an embodiment of the invention. At 600 a plurality of subscriber systems 1s provided,

including a first subscriber system, the subscriber systems being coupled via a Wide Area
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Network (WAN). The first subscriber system comprises processing and non-volatile storage
and 1s suitably programmed for providing a subscriber service to a first subscriber. At 602
the first system 18 disposed 1n an unsecured location, the unsecured location associated with
the first subscriber. For instance, the first subscriber system 1s disposed i1n the first
subscriber’s residence. In this context, the term unsecured implies that no special measures
arc provided to provide security to the subscriber system in addition to the pre-existing door
locks and/or alarm systems that alrecady exist at the location associated with the first
subscriber. At 604 the subscriber service 1s provided to the first subscriber, e.g., requested
content available via the subscriber service 1s provided to the first subscriber. The requested
content 18 delivered i response to a content delivery request received from the first
subscriber, such as for instance by selection of a program from a program guide using a
remote control device. At 606 a cloud-computing task 1s provided to the first subscriber
system via the WAN. The cloud-computing task comprises, for instance, at least one of
processing and storage of user data, the user data unrelated to the subscriber service. At 608
the cloud-computing task i1s executed on the first subscriber system, using an amount of at
least one of the processing and non-volatile storage thercof. Upon completion of the task, at
610 an activity record 18 logged. Optionally, logging an activity record includes mvoicing for
execution of the task based on the amount of at least one of the processing and the non-
volatile storage consumed on the first subscriber system during execution of the task. The
invoicing 1s to other than the first subscriber, e.g., to Client 1 or Client 2 1in Fig. 2 or 3.
Optionally, all processing tasks are obfuscated to maintain security of the overall process
even when executed 1n unsecure locations. For example, data to be stored 1s encrypted to
ensure that access to the physical media dose not provide access to the data, or only a
portions of the entire algorithm 18 executed on the first subscriber system, etc.

[0042] Referring now to Fig. 7, shown 1s a simplified flow diagram for a method according
to an embodiment of the invention. At 700 a plurality of subscribers 1s registered to a content
delivery service. Registering optionally includes signing each of the subscribers to a fixed-
term contract or to a month-to-month contract. At 702, for each registered subscriber, the
content delivery service provides a subscriber system at a location that 1s associated with the
subscriber. For instance, the subscriber system 1s provided at the subscriber’s residence and
1s coupled to a Wide Area Network (WAN), such as for instance via an asymmetric digital
subscriber line. The provided subscriber system comprises at least one of a processing
resource and a non-volatile storage resource for use 1n providing the content delivery service.

At 704 content 1s delivered to each subscriber system 1n accordance with the content delivery
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service. In particular, delivering content comprises providing data relating to the content
delivery service to each subscriber system via the WAN and according to a first security
protocol. In this specific and non-limiting example the content delivery service provider 1s
also a cloud-computing provider or a cloud-computing broker. Optionally, the content
delivery service provider 1s also an Internet service provider. Alternatively, the cloud-
computing provider (broker), the content deliver service provider and the Internet service
provider are separate entities.

[0043] At 706 a cloud-computing task 1s provided to at least one of the subscriber systems.
In this example, the step of providing the cloud-computing task comprises determining at
least one subscriber system having a sufficient amount of the at least one of the processing
resource and the non-volatile storage resource available to execute the cloud-computing task.
Cloud-computing task data are then provided to the at least one subscriber system via the
WAN and according to a second security protocol. Upon completion of the cloud-computing
task, at 708 an activity record 1s logged. Optionally, logging an activity record includes
invoicing for execution of the cloud-computing task based on an amount of the available
portion of the at least one of the processing resource and the non-volatile storage resource
that 1s consumed during execution of the cloud computing task. The mvoicing 1s to other
than a subscriber associated with the at least one of the subscriber systems, e.g., to Client 1
or Client 2 1n Fig. 2 or 3.

[0044] The mmplementation of an embodiment of the present invention, as described 1n
detail with reference to one or more of Figs. 2-7, supports utilization for cloud-computing
purposes of otherwise underused processing and/or storage resources of consumer electronic
devices that have another primary purpose. In the specific examples that have been discussed
herein, the primary purpose of the consumer electronic devices 1s to provide a subscriber
service or a content delivery service, such as for instance an IPTV service. As new
subscribers are added to the service, additional devices are deployed and the total resources
that arc available grows over time. The devices, such as for instance set top boxes, may be
provided to the subscribers free of charge and the cost 1s recovered over time by selling the
underused resources to cloud-computing clients. Alternatively, the subscribers pay a fee
when the set top box 1s installed and then credits are applied over time when the underused
resources are sold to cloud-computing clients. The fee that 1s paid when the set top box 18
installed may or may not be subsidized by the provider.

[0045] In the implementations that are described with reference to Figs. 2-7, the consumer

2

clectronic devices, e¢.g., set top boxes or “subscriber systems,” are installed m unsecured
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locations associated with corresponding users or subscribers, e¢.g., in the users’ or
subscribers’ living room, etc. The devices typically are distributed over a relatively large
gcographic region, such as for istance a region that 1s serviced by a single provider of a
subscriber service. The devices may be owned by the individual subscribers, by the provider
of the subscriber service, by the provider of another service such as for instance an Internet
service provider, etc. Additionally, a broker system may coordinate the distribution of tasks
to devices that are associated with one or more subscriber services. Optionally, subscribers
arc permitted to opt out of receiwving cloud-computing tasks, or to define criteria for
restricting the time of day or frequency of recerving cloud-computing tasks.

[0046] Another implementation of an embodiment of the present invention will now be
described m detail, with specific reference to Figs. 8-12. In particular, the subscriber systems
in the following implementation are distributed over a relatively smaller geographic area.
More particularly, the subscriber systems are connected via a LAN, which 1s established
within a property such as for instance a multi-unit property. Some specific and non-limiting
examples of multi-unit properties include a hotel, a rental apartment building, a condominium
complex, a university campus, a hospital, or a corporate campus, etc. Depending on the type
of the property, the subscriber systems may be a provided in the form of a set top box or a
similar consumer electronic device, or alternatively in the form of a general-purpose
computer or the like.

[0047] Referring now to Fig. 8, shown 1s a simplified diagram of a cloud computing system
in accordance with an embodiment of the invention. A plurality of subscriber systems 800,
such as for instance set top boxes, 18 connected to Local Area Network (LAN) 802. In this
example the LAN 802 1s disposed within a multi-unit property, more particularly a hotel.
Each of the subscriber systems 800 1s disposed 1n a different unit of the multi-unit property,
such as for instance within a different guest room of the hotel. The subscriber systems 800
have a primary function, which 1n this specific example 1s providing access to a subscriber
service such as for mstance a video on demand (VOD) service that 1s offered to the guests of
the hotel. The LAN 802 18 also connected to Wide Area Network (WAN) 804, via a known
data communication technology, such as for instance an asymmetric digital subscriber line.
A second property, such as for instance a university campus, 1s also shown in Fig. 8. The
second property 18 stmilar to the hotel and comprises a plurality of second subscriber systems
806 connected to a second LAN 808, the second LAN 808 also bemng connected to WAN 804

via a known data communication technology. In this example, the subscriber systems 300
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and the second subscriber systems 806 optionally have different primary functions and/or
comprise different processing and/or non-volatile storage resources.

[0048] A first user system (Client 1) 206 and a second user system (Client 2) 208 are also
coupled to the WAN 804. In the interest of clarity, various known components of the LAN
802 and of the communication systems through which the consumer electronic devices 800
connect to the LAN 802 are not shown 1n Fig. 8. Similarly, various known components of the
LAN 808 and of the communication systems through which the consumer electronic devices
806 connect to the LAN 808 are not shown 1n Fig. 8. Further, various known components of
the WAN 804 and of the communication systems through which the LANs 802 and 808 and
the user systems 206 and 208 connect to the WAN 804, also are not shown 1n Fig. 8.

[0049] In the system that 1s shown 1n Fig. 8 it 1s assumed that the content delivery service
that 1s provided within the hotel 1s an Internet Protocol TV (IPTV) service or VOD service,
and the subscriber systems 800 are set-top boxes (STBs) installed 1n each hotel guest room.
The primary function of the subscriber systems 800 1s recerving media content via LAN 802,
the media content for being displayed via a television or other similar device. As discussed
supra with reference to Fig. 2, a STB typically 1s an embedded PC with a processor and
memory capable of decoding MPEG-2 or MPEG-4 encoded video, or video that 1s encoded
using other codecs e.g., H.264 or H.265 etc., and simultancously capable of dealing with the
processor overhead relating to enforced encryption, etc. The duty of presenting the program
ouide and acting on input events from a user are small compared to the STB primary duties,
1.¢., digital signal processing. Optionally, the subscriber systems 800 supports other content
delivery services, such as for instance full web browser HTML and HTMLYS service, either in
addition to or instead of supporting the IPTV or VOD service. In the case of the university, 1t
1s assumed that the subscriber systems 806 are workstations or similar general purpose
computers located on the university campus, such as for instance 1n a library, a reading room,
a computer lab or an administrative office, etc. Optionally, the subscriber systems 806
include different types of devices, such as for instance the above-mentioned workstations as
well as STBs that are disposed 1in dormitory rooms on the university campus. In the cases of
both the hotel and the university, the subscriber systems 800 and 806 respectively are
provided by a first entity and have a primary function that 1s performed for the first entity.
The subscriber systems 800 and 806 have processing and/or storage resources that are not
fully utilized during performance of the primary function and/or are not utilized continuously.
[0050] Referring now to Fig. 9, shown 1s a simplified diagram of a variant of the cloud

computing system of Fig. 8. The system of Fig. 9 1s a hybrid system combining features of
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the systems that are shown 1n Fig. 2 and 1n Fig. 8. Each one of a plurality of subscribers to a
content delivery service 1s provided with a subscriber system 200, which 1s disposed at a
location associated with the subscriber. Optionally, some locations are provided with a
plurality of subscriber systems 200, for instance to support different content delivery services
or to support plural subscribers located at a same location. Each of the subscriber systems
200 1s connected to Wide Area Network (WAN) 900, via a known data communication
technology, such as for instance an asymmetric digital subscriber line. Additionally, a
plurality of subscriber systems 800, such as for instance set top boxes, 18 connected to Local
Arca Network (LAN) 802. In this example the LAN 802 18 within a multi-unit property,
more particularly a hotel. Each of the subscriber systems 800 1s disposed 1n a different unit
of the multi-unit property, such as for instance within a different guest room of the hotel. The
subscriber systems 800 perform a primary function, such as for instance providing access to a
subscriber service 1n the form of a video on demand (VOD) service that 1s offered to guests
of the hotel. The LAN 802 18 connected to Wide Area Network (WAN) 900, via a known
data communication technology, such as for instance an asymmetric digital subscriber line.
[0051] A first user system (Client 1) 206 and a second user system (Client 2) 208 are also
coupled to the WAN 900. In the interest of clarity, various known components of the WAN
900 and of the communication systems through which the subscriber systems 200, the LAN
802, and the user systems 206 and 208 connect to the WAN 900 are not shown 1n Fig. 9.
Similarly, various known components of the LAN 802 and of the communication systems
through which the subscriber systems 800 connect to the LAN 802 also are not shown 1n Fig.
9.

[0052] In the systems that are 1llustrated 1in Figs. 8 and 9, the subscriber systems 800 or 806
arc associated with a property and are connected to a LAN 802 or 808, respectively, so as to
form a block of processing and/or non-volatile storage resources. The subscriber systems are
provided by a first entity, such as for instance a property manager, and perform a first
function for the first entity. A resource allocator 1s provided for determining an amount of a
processing and/or non-volatile storage resource that 1s available within the block and that 1s
not currently being utilized for performing the primary function. When a request 1s recerved
from a client system 206 or 208 via the WAN 804 or 900, then the resource allocator
provides to one or more of the subscriber systems 800 or 806 a task based on the request, the
task to be performed using a portion of the available resources. The resource allocator
subsequently coordinates delivery of a result of performing the task to the client system 206

or 208, via the WAN 804 or 900. Optionally, the resource allocator comprises a scheduling
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module that 1s dedicated to providing or scheduling the task based on the request, and a
results tabulator that 1s dedicated to coordinating the delivery of the result of performing the
task.

[0053] Additionally, the resource allocator logs an activity record for the performing of the
task 1 dependence upon the portion of the available resource that 1s consumed during
performing the task. Logging the activity record includes measuring an amount of the
avallable resource that 1s consumed during performing of the task and storing a value
indicative of the measured amount of the resource that 1s consumed. Invoicing to a client
includes retrieving the stored value and additionally aggregating the measured amount of the
resource that 1s consumed 1n performing tasks for the client over a period of time or over
different geographic regions. The resource allocator optionally 1s provided on a not 1llustrated
server that 1S connected to LAN 802 or 808, or the resource allocator 1s distributed across a
plurality of the client systems 800 or 806.

[0054] Optionally, a not-i1llustrated broker system 1s connected to WAN 804 or 900.
Requests from client system 206 or 208 are provided to the broker system, and then passed to
subscriber systems via the WAN 804 or 900. With reference to Fig. 9, the broker system
may provide tasks that involve the processing or storage of relatively small amounts of data
to individual subscriber devices 200, and provide tasks that involve the processing or storage
of relatively large amounts of data to the resource blocks that comprise the subscriber devices
800. Optionally, once a task 1s passed off to the subscriber devices 800 an internal
mechanism on the LAN 802 performs necessary load balancing and ensures redundancy 1n
the storage of data, etc. Further optionally, a hotel chain or another similar organization
provides cloud-computing services using the processing and/or storage resources of
subscriber systems that are disposed at different locations. For instance, a hotel chain may
have properties 1n several cities or even in several hundred cities around the world. Unused
processing and/or storage resources associated with subscriber systems at different properties
may be centrally managed, or may be managed locally or within predefined regions to
provide cloud-computing services 1n a geo-distributed fashion.

[0055] Referring now to Fig. 10, shown 1s a simplified flow diagram for a method according
to an embodiment of the invention. At 1000 a first entity provides a plurality of systems.
Each of the provided systems comprises at least one of a processing resource and a non-
volatile storage resource, and each of the provided systems has a primary function other than
providing a cloud-computing service to a second entity. Further, each of the provided

systems 18 disposed within a property, such as for instance within a hotel or a similar multi-
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unit property. By way of a specific and non-limiting example, each of the provided systems
1S a set top box (STB) that 1s disposed within a guest room of the hotel for recerving content
via a local area network (LAN) 1n accordance with a subscriber service and for displaying the
recetved content to a subscriber via a television or other similar device. In this
implementation, the term “subscriber” refers to a hotel guest associated temporarily with a
ouest room within which the subscriber system i1s disposed. Using a remote control or
another similar device, the room guest selects content for delivery to the subscriber system 1n
accordance with the subscriber service. The selected content may be included in the room
rate or 1t may incur an additional charge to be paid by the room guest. At 1002 a
determination 1s made of an available aggregate amount of the at least one of the processing
resource and the non-volatile storage resource that 1s other than being used by the plurality of
systems for performing the primary function. At 1004 a cloud-computing service 1s
performed for a second entity, using at least a portion of the available aggregate amount of
the at least one of the processing resource and the non-volatile storage resource. At 1006
invoicing to the second entity 1s performed for the performance of the cloud-computing
service, the mvoicing based on an amount of the available aggregate amount of the at least
one of the processing resource and the non-volatile storage resource consumed during
performance of the cloud-computing service.

[0056] Referring now to Fig. 11, shown 1s a simplified flow diagram for a method according
to an embodiment of the invention. At 1100 a first entity provides a Local Area Network
(LAN) within a hotel property having a plurality of guest rooms, the LAN connected to a
Wide Area Network (WAN). At 1102 the first entity provides a plurality of subscriber
systems, comprising disposing a subscriber system within each guest room of the plurality of
guest rooms. Each subscriber system 1s connected to the LAN and comprises at least one of a
processing resource and a non-volatile storage resource. Further, each subscriber system has
a primary function other than providing a cloud-computing service to a second entity. At
1104 user data are received from a second entity via the WAN. At 1106 the received user
data are provided to at least one subscriber system of the plurality of subscriber systems via
the LAN. At 1108 a cloud-computing service 1s performed for the second entity, comprising
at least one of processing the user data and storing the user data using the at least one of the
processing resource and the non-volatile storage resource of the at least one subscriber
system. At 1110 invoicing to the second entity 1s performed for performance of the cloud-
computing service, based on an amount of the at least one of the processing resource and the

non-volatile storage resource consumed during performance of the cloud-computing service.
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[0057] In the methods that are described with reference to Figs. 10 and 11, the number of
systems used to perform the cloud-computing service depends on a number of criteria,
including the processing complexity and/or data storage requirement of the task, the amount
of unused processing and/or storage resources available on each of the systems, whether or
not the provided data are to be stored in a redundant fashion such as for instance using a
RAID process, and how quickly the results of processing of the data are needed, etc. In an
embodiment a resource allocator makes the determination of the available aggregate amount
of the at least one of the processing resource and the non-volatile storage resource that 1s
other than being used by the plurality of systems for performing the primary function. The
resource allocator 1s implemented optionally on a separate server or 1n a distributed fashion
on at least some systems of the plurality of systems. When a request 1s received from the
second entity for a cloud-computing service, then the resource allocator provides to one or
more of the systems a task based on the request, the task to be performed using a portion of
the available resources. The resource allocator subsequently coordinates delivery of a result
of performing the task to the second entity. Additionally, the resource allocator logs an
activity record for the performing the task in dependence upon the portion of the available
resource that 1s consumed. Logging the activity record includes measuring an amount of the
available resource that 1s consumed during performing of the task and storing a value
indicative of the measured amount of the resource that 1s consumed. Invoicing to the second
entity includes retrieving the stored value and additionally aggregating the measured amount
of the resource that 1s consumed 1n performing tasks for the second entity over a period of
time or over different geographic regions.

[0058] Numerous other embodiments may be envisaged without departing from the scope of

the present invention.
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CLAIMS
What 1s claimed 1s:

1. A method comprising:

providing by a first entity a plurality of systems, each system of the plurality of
systems comprising at least one of a processing resource and a non-volatile storage resource,
cach system having a primary function other than providing a cloud-computing service to a
second entity;

determining an available aggregate amount of the at least one of the processing
resource and the non-volatile storage resource that 1s other than being used by the plurality of
systems for performing the primary function;

performing a cloud-computing service for the second entity using at least a portion of
the available aggregate amount of the at least one of the processing resource and the non-
volatile storage resource; and

invoicing to the second entity for performance of the cloud-computing service based
on an amount of the available aggregate amount of the at least one of the processing resource
and the non-volatile storage resource consumed during performance of the cloud-computing
Service.

2. The method according to claim 1 wherein providing the plurality of systems
comprises connecting each system of the plurality of systems to a Local Arca Network
(LAN), and wherein the LAN 1s connected to a Wide Area Network (WAN).

3. The method according to claim 1 wherein providing the plurality of systems
comprises connecting some of the systems to a first Local Areca Network (LAN) and
connecting others of the systems to a second LAN, and wherein the first LAN and the second
LAN are both connected to a Wide Area Network (WAN).

4. The method according to claim 2 or 3 comprising receiving data from the second
entity via the WAN, the data for being one of processed using the processing resources of the
plurality of systems and stored using the non-volatile storage resource of the plurality of
systems.

5. The method according to claim 4 comprising storing the data that are receirved from
the second entity using the non-volatile storage resource of the plurality of systems, wherein
the data that are received from the second entity are stored in accordance with a first security
protocol and wherein other data relating to the primary functions of the systems are stored in

accordance with a second security protocol.
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6. The method according to claim 4 wherein an amount of the data that are received
from the second entity exceeds a storage capacity of the non-volatile storage resource of any
one of the systems of the plurality of systems, and comprising:

determining a subset of the systems having, in aggregate, an available amount of non-
volatile storage resource that 1s sufficient to store the received data; and

storing the recerved data 1in the non-volatile storage resource of the systems of the set
of systems, comprising storing in ¢ach of the non-volatile storage resources a portion of the
received data.

7. The method according to claim 1 wherein at least some systems of the plurality of
systems perform the primary function thercof during a first period of time, and wherein the
cloud-computing service 1s performed during the first period of time.

8. The method according to claim 1 wherein at least some systems of the plurality of
systems perform the primary function thercof during a first period of time, and wherein the
cloud-computing service 1s performed during a second period of time not overlapping with
the first period of time.

9. The method according to claim 1 wherein the primary function of at least some
systems of the plurality of systems 1s providing a subscriber service to a user that 1s
associated at least temporarily with a corresponding system of the plurality of systems.

10. The method according to claim 9 wherein the subscriber service 1s an Internet
Protocol Television (IPTV) service.

11. The method according to claim 9 wherein the subscriber service 1s a web browser
HTML and HTMLS service.

12. The method according to claim 1 wherein the primary function of at least some
systems of the plurality of systems 1s providing linear television programming to a user that 1s
associated at least temporarily with a corresponding system of the plurality of systems.

13. The method according to claim 1 wherein the primary function of at least some
systems of the plurality of systems 1s providing hotel guest services to a user that 1s
associated at least temporarily with a corresponding system of the plurality of systems.

14. The method according to claim 1 wherein the primary function of at least some
systems of the plurality of systems 18 providing hospital patient and/or physician services to a
user that 1s associated at least temporarily with a corresponding system of the plurality of

systems.
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15. The method according to any one of claims 1 to 14 comprising measuring by a
resource allocator the utilization of the available aggregate amount of the at least one of the
processing resource and the non-volatile storage resource during performance of the cloud-
computing service for the second entity.

16. The method according to claim 15 comprising storing a value indicative of the
measured utilization, the stored value for use in the invoicing to the second entity for
performance of the cloud-computing service.

17. The method according to claim 16 wherein the resource allocator 18 implemented
using at least some systems of the plurality of systems, and wherein storing the value
comprises storing the value 1n the non-volatile storage resource of at least one of the at least
some systems.

18. A method comprising:

providing by a first entity a Local Areca Network (LAN) within a hotel property
having a plurality of guest rooms, the LAN connected to a Wide Arca Network (WAN);

providing by the first entity a plurality of subscriber systems, comprising disposing a
subscriber system within each guest room of the plurality of guest rooms, each subscriber
system connected to the LAN and comprising at least one of a processing resource and a non-
volatile storage resource, and each subscriber system having a primary function other than
providing a cloud-computing service to a second entity;

recerving user data from the second entity via the WAN;

providing the received user data to at least one subscriber system of the plurality of
subscriber systems via the LAN;

performing a cloud-computing service for the second entity comprising at least one of
processing the user data and storing the user data using the at least one of the processing
resource and the non-volatile storage resource of the at least one subscriber system; and

invoicing to the second entity for performance of the cloud-computing service based
on an amount of the at least one of the processing resource and the non-volatile storage
resource consumed during performance of the cloud-computing service.

19. The method according to claim 18 wherein the at least one subscriber system
performs the primary function thercof during a first period of time, and wherein the cloud-
computing service 18 performed during the first period of time.

20. The method according to claim 18 wherein the at least one subscriber system

performs the primary function thercot during a first period of time, and wherein the cloud-
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computing service 18 performed during a second period of time not overlapping with the first
period of time.

21. The method according to claim 18 wherein the primary function of the at least one
subscriber system 1s providing a subscriber service to a user that 1s associated at least
temporarily with the at least one subscriber system.

22. The method according to claim 21 wherein the subscriber service 1s an Internet
Protocol Television (IPTV) service.

23. The method according to claim 21 wherein the subscriber service 1s a web
browser HTML and HTMLS service.

24. The method according to claim 18 wherein the primary function of the at least one
subscriber system 1s providing linear television programming to a user that 1s associated at
least temporarily with the at least one subscriber system.

25. The method according to claim 18 wherein the primary function of the at least one
subscriber system 1s providing hotel guest services to a user that 1s associated at least
temporarily the at least one subscriber system.

26. The method according to any one of claims 18 to 25 comprising measuring by a
resource allocator the utilization of the at least one of the processing resource and the non-
volatile storage resource of the at least one subscriber system during performance of the
cloud-computing service for the second entity.

27. The method according to claim 26 comprising storing a value indicative of the
measured utilization, the stored value for use in the invoicing to the second entity for
performance of the cloud-computing service.

28. The method according to claim 27 wherein the resource allocator 1s implemented
using at least some subscriber systems of the plurality of subscriber systems, and wherein
storing the value comprises storing the value in the non-volatile storage resource of at least
one of the at least some subscriber systems.

29. A system, comprising:

a Local Area Network (LAN) that 1s in communication with a Wide Area Network
(WAN);

a plurality of systems associated with a first entity, each system coupled to the LAN
and having an amount of an available resource that varies over time, each system supporting
a primary function other than providing cloud-computing services to a second entity;

a client system coupled to the WAN for making a request for a cloud-computing

service, the cloud-computing service comprising at least one of processing and data storage
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using the available resources of the plurality of systems and outside of resources of the client
system, and

a resource allocator for:

recerving from the client system the request for the cloud-computing service;

providing a task to at least some systems of the plurality of systems to be
performed thereby, using a portion of the available resources of the at least some
systems of the plurality of systems, the task based on the request that 1s recerved from
the client system:;

coordinating delivery to the client system of a result of performing the task by
the at least some systems of the plurality of systems; and

invoicing to the second entity for performance of the cloud-computing service
based on the portion of the available resource of each of the at least some systems that
1s used during performance of the cloud-computing service.

30. The system according to claim 29 wherein each system of the plurality of systems
1s disposed within a different unit of a multi-unit property for performing the primary
function of providing a subscriber service to a user that 1s associated at least temporarily with
that unit.

31. The system according to claim 30 wherein the subscriber service 1s an Internet
Protocol TV (IPTV) service, and wherein each system of the plurality of systems 1s an IPTV
set top box (STB).

32. The system according to claim 30 wherein the subscriber service 1s a web browser
HTML and HTMLY5 service.

33. The system according to claim 29 comprising a server connected to the LAN,
wherein the resource allocator 1s located on the server.

34. The system according to claim 29 wherein the resource allocator 1s implemented
using at least some systems of the plurality of systems.

35. The system according to claim 29 wherein the resource allocator 1s for measuring
the utilization of the at least one of the processing resource and the non-volatile storage
resource of the at least some of the systems of the plurality of systems during performance of
the task.

36. The system according to claim 30 wherein the multi-unit property 1s selected from
the group consisting of: a hotel, a rental apartment building, a condominium complex, a
university campus, a hospital, and a corporate campus.

37. The system according to claim 29 wherein the resource allocator comprises:
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a scheduling module dedicated to providing the task to the at least some systems of
the plurality of systems; and
a results tabulator module dedicated to coordinating delivery to the client system of

the result of performing the task.
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