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ods and apparatuses for secure information sharing in socia networks using random keys.



WO 2013/103644 PCT/US2013/020030

Methods and Apparatuses for Secure Information Sharing in Social

Networks Using Randomly-Generated Keys

Cross-Reference

[0001] This application is related to U. s. Patent Application 13/345,241
filed January 06, 2012, titted Methods and Apparatuses for Maintaining
Security Between Groups of Users in a Social Network, by loannis Broustis,

Violeta Cakulev, and Ganapathy Sundaram.

Field_of the_Invention

[0002] Embodiments of the present invention are directed to methods
and apparatuses for secure information sharing in social networks using
randomly- chosen keys. More specifically, multiple methods of securely
sharing data using a randomly selected key between a data initiating user and

a set of authorized users (e.g., friends) are described.

Background

[0003] This section introduces aspects that may be helpful in facilitating
a better understanding of the invention. Accordingly, the statements of this
section are to be read in this light and are not to be understood as admissions
about what is in the prior art or what is not in the prior art.

[0004] During the last few years, social networking has become one of
the main ways of communicating between people. Social networking and/or

social networks are intended to be interpreted broadly and to be defined as a
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social structure made up of individuals (or organizations) called for example,
"nodes", which can be tied (e.g., connected) by one or more specific types of
interdependencies, such as, friendship, kinship, common interests, financial
exchanges, dislikes, likes, relationships of beliefs, knowledge, prestige, etc.
Web-based social networking services, for example, Facebook, Twitter,
MySpace, Bebo, LinkedIn, Xing, etc., make it possible to connect people who
share interests and activities across political, economic, and geographic
borders. Social networks (hereinafter including web-based social networks)
provide a new way for individuals to communicate digitally.

[0005] However, the vast majority of social networking users today feel
insecure, knowing that the information that they share over a social network
can be misused by social network operators, for example, cloud operators
acting as social network hosts. This is especially the case with enterprise
users and customers, which can share confidential, high-value enterprise
information using social networks that are hosted in the cloud, i.e., beyond

the authority of enterprise IT departments.

Summary

[0006] The aspects described above and other aspects of the subject
matter described herein are illustrated by way of example and not limited in
the accompanying figures in which like reference numerals indicate similar
elements.

[0007] As identified above, there are problems with the security of

social networking communications. For example, there may be occasions
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when a number of friends wish to communicate securely through a social
network infrastructure, such that non-trusted 3"-party entities, such as a
Social Network Operator or host that provides the application infrastructure,
does not overhear the communication. |n response to the above problems,
embodiments presented propose a set of innovative, lightweight solutions,
considering that in certain scenarios the Social Network Operator may not be
a trusted entity.

[0008] Embodiments include methods for secure information sharing in
a social network. In embodiments, methods include sending an access token,
by a user of the social network, to a storage location of the social network, to
obtain at least one message including data intended to be shared with the
user of the social network, wherein the access token authorizes access to the
at least one message by a resource owner of the at least one message. The
methods also include receiving the at least one message by a user and

extracting a first ciphertext C, and a second ciphertext Cp, from the at least

one message by a processor. The method can also include decrypting the

first ciphertext C, with a second key to obtain a random key K and
decrypting the second ciphertext C,, using the random key K to obtain the
data D, intended to be shared by a processor.

[0009] In other embodiments, the second key is a private key of the
user corresponding to a known public key of the user. In addition, in other

embodiments, the at least one message can have the following structure,

my = Cpy ”{Uz,cz}||---||{UAWCM}, wherein C,, is the second ciphertext
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of D, encrypted by Ky, and {f,,C}|..[{U,, ,C,,}is the user identified
concatenated first ciphertext c,for users 2 to M, where each first ciphertext is
the random key Kgencrypted with the public key of the identified user.

[0010] In alternative embodiments, the second key can be a group
public key. The group public key can be obtained from a key generation
function entity. In yet other embodiments, the second key can be a shared
commonly derived key. The shared commonly derived key can be based on a
secret random number and a commonly agreed to point on an elliptic curve.
[0011] In other embodiments, the user can receive notification that at
least one message including data intended to be shared with the user of the
social network is present at the social network. Alternatively, other
embodiments can include sending update requests as to whether there is at
least one message including data intended to be shared with the user of the
social network present at the social network and receiving confirmation that
there is at least one message including data intended to be shared with the
user of the social network present at the social network.

[0012] In other embodiments, the access token can be an OAuth
access token and/or the method can include validating the access token prior
to receiving the at least one message. In embodiments, the methods can
also include validating the integrity of the at least one message by using a
known public key of the resource owner.

[0013] Similar embodiments include methods including selecting, by a

user of the social network, a random key Ky and encrypting data intended to

be shared with a set of users of the social network with the random key Kto
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create a first ciphertext Cp, , by a processor. The methods can further
include, encrypting the random key K with a second key to create a second
ciphertext C,, by a processor, creating a message including both the first and

second ciphertexts, by a processor, and sending the created message to a
storage location of the social network. As discussed above, the second key
can be a public key of a user of the set of users, or a group public key, or a
shared commonly derived key based on a secret random number and a
commonly agreed to point on an elliptic curve.

[0014] Other embodiments are directed to apparatuses including
memories and processors. For example, in one embodiment, the apparatus
can include a memory and at least one processor coupled to the memory and
configured to send an access token, by a user of the social network, to a
storage location of the social network, to obtain at least one message
including data intended to be shared with the user of the social network,
wherein the access token authorizes access to the at least one message by a
resource owner of the at least one message. The processor can also be
configured to receive the at least one message and to extract a first

ciphertext c, and a second ciphertext C,, from the at least one message.
The apparatus further can decrypt the first ciphertext c, to obtain a random
key Kg using a second key, and decrypt the second ciphertext C,, using the
random key Ky to obtain the data [, intended to be shared.

[0015] In another embodiment, the apparatus includes a memory and

at least on processor coupled to the memory and configured to select, by a
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user of the social network, a random key K, and encrypt data intended to be
shared with a set of users of the social network with the random key Kgto
create a first ciphertext Cp, . The apparatus can also be configured to
encrypt the random key K, with a second key to create a second ciphertext
C,, to create a message including both the first and second ciphertexts, and

to send the created message to a storage location of the social network.
[0016] Finally, embodiments are directed to systems for secure
information sharing in social networks. Embodiments include, a first social
network user configured to encrypt data to be shared between a set of social
network users, using a random key, to generate a set of ciphertexts by
encrypting the random key with a second key, to form a message including
the encrypted data and the generated set of ciphertexts, and to send the
formed message to a social network host. The system can also include, the
social network host configured to receive and store the formed message, and
send the formed message to at least one of the set of access authorized
social network users. Finally, the system can include a set of social network
users, each configured to receive the formed message, to extract at least one
ciphertext from the formed message, to decrypt the at least one ciphertext
using a corresponding key to the second key to obtain the random key, and

to decrypt data from the formed message using the decrypted random key.

Brief Description_of the _Figures

[0017] Fig. 1 shows a social network system and a number of users,

according to embodiments;
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[0018] Fig. 2 is a flow chart illustrating a method of using a random key
to ensure secure information sharing in a social network, according to
embodiments;

[0019] Fig. 3 is a flow chart illustrating a method of using a random key
to ensure secure information sharing in a social network, according to
embodiments; and

[0020] Fig. 4 is a generalized hardware architecture for implementing

secure information sharing in a social network, according to embodiments.

Description_of the Embodiments

[0021] The term "key" as used herein is generally defined as an input
to a cryptographic protocol or method, for purposes such as, but not limited
to, entity authentication, privacy, message integrity, etc. The term "friend" as
used herein is generally defined as a user of a social network that is part of a
group of users that have a common attribute and that have agreed to allow
access to at least a part of each other's information on the social network.
[0022] A social networking service is an online service, platform, or site
that focuses on building and reflecting of social networks or social relations
among people, who, for example, share interests and/or activities. A social
network service essentially consists of a representation of each user (often a
profile), his/her social links, and a variety of additional services. Most social
network services are web based and provide means for users to interact over
the Internet, such as e-mail, file-sharing and instant messaging. While the

vast majority of social networks are open to the public, allowing practically
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anyone to create an account and start socializing through the network
infrastructure, social networking has merely been one of the de-facto tools for
intra-enterprise  communications, allowing e.g. employees within an enterprise
to communicate and exchange ideas and views.

[0023] Typically social network applications are hosted by web hosting
services which specifically host the user creation of web-based social
networking services, alongside related applications. Such services are also
known as vertical social networks due to the creation of services that in many
cases cater to specific user interests. Due to the large number of users that
typically associate with popular social networks, hosting services most
commonly reside in the cloud, i.e., in scalable and powerful data centers.
Such data centers in many cases are operated under the authority of entities
that are not known to the end-user and as a consequence, there may be no
inherent trust between the end-user and the social network operator (SNO) or
host. This is especially the case with enterprise social networks, where
employees exchange enterprise confidential information through the social
network, such that the exchanged information is visible to the social network
operator. Hence, given that communication among users via social network
infrastructures involves sharing of private and/or confidential information, it is
apparent that users are not secured against non-trusted social network hosts.
[0024] In Fig. 1, it is shown that the social network host/operator 100
typically provides secure interfaces with the end user 110 and with this, user
information and data is adequately secured on the communication link with

the operator. However, such data is not encrypted while residing within the
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social infrastructure 100, since it is decrypted as soon as it reaches the
operator 100; as a consequence the social network operator 100 can still
obtain the data. This poses a significant threat to social networking users 110,
especially for the case of enterprise environments; confidential enterprise
data may be easily confiscated while stored within the operator's 100
infrastructure. This can result in unprecedented financial costs to enterprises
and can further tremendously affect the economics of the Internet.

[0025] Note also that most popular social networks may provide some
level of protection of user data against unauthorized access from certain
users. More specifically, networks provide some means of user authorization
with which, a user X is allowed to access user Y's data only if the latter has
provided authorization to do so. For example, one of the most popular
authorization frameworks that is used in this context is OAuth (Open
Authorization). See, for example, E. H. Lahav, Ed, D. Recordon, D. Hardt.
The OAuth 2.0 Protocol. draft-ietf-oauth-v2-07,

http://tools.ietf.orQ/htmj/draft-oetf-oauth-v2-07 ;and E. H. Lahav, Ed. The

OAuth 1.0 Protocol. IETF RFC 5849, http://tDols.ietF.org/html/rfc5849 : both

of which are herein incorporated by reference in their entireties. Other
examples of authorization frameworks can include Authentication,
Authorization, and Accountaing (AAA) protocols and Lightweight Development
Access Protocol (LDAP), and are not intended to be limited.

[0026] OAuth provides a method for clients to access server resources
on behalf of a resource owner (such as a different client or an end-user).

More generally, it provides a process for resource owners to authorize third-



WO 2013/103644 PCT/US2013/020030

party access to their server resources without sharing their credentials
(typically, a username/password pair), using user-agent redirections.

[0027] For example, a user has a message to share and sends the
message to the social network. The user then identifies other social network
users, e.g., A and B, who are friends of the user and who the user wants to
share the message with. In order for A and B to obtain the message without
using the user's credentials (e.g., username and password), A and B instead
each obtain an access token from the user (this process is well known by
those of ordinary skill in the art and as documented in the above cited
documents) that grants access to A and Bto the message. In this scenario,
the user is the resource owner and A and B are the third parties. To obtain
the message, A and B each supply their access token to the social network
and upon validation of the access token, the social network will supply A and
B with the message.

[0028] However, OAuth still allows the social network operator to
access and obtain the end-user's data, since OAuth does not provide any
means of end-to-end encryption of data among users; it only provides a
means of authorizing whether a specific user is allowed to access another
user's data. OAuth does not protect the user's data from unauthorized access
by the social network operator, since it inherently assumes that the latter is
trusted by the user.

[0029] As discussed above, consider a social network consisting of N

users U, =(U;,U,,...,Uy) . The network is operated by a Social Network

Operator (SNO), which provides OAuth services (for example). Each user I/,

10
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wishes to share information only with friends, where a friend is considered to

be any user U’ e U, that is affiliated with tAand is authorized to receive U,’s

information through OAuth.

[0030] Information is typically shared by utilizing a Resource-based
Service infrastructure, RS, which can be potentially owned by SNO and which:
(a) can provide storage and information dissemination/availability functions,
(b) can execute OAuth (Open Authorization) protocol functions (or other
authentication and authorization functions), through which users are
authorized to access information owned by other (friend) users, and (c) in
some cases the SNO can optionally play the role of and/or collaborate with a
31 party Key Generation Function (KGF), which generate public key related
security credentials (e.g. IBE private keys) for each of the N users, as well as
for groups of such users.

[0031] A user may be online or offline at any instance of time; in other
words, not all users are necessarily online at the same time. Given this set-up,
a problem that addressed is: "How can the information shared through OAuth
by user {/; with friend users, be secured?"In other words, how can £/ make
sure that the shared information is stored securely, obtained only by an
authorized set of (friend) users, and (if needed) how can those friends verify
that the received information is indeed provided by u-.

[0032] Throughout the rest of this discussion it is assumed that user U,
wishes to share a piece of information data D;with M-I specific users
(friends), using OAuth as the means of authorization. Without loss of

generality, it is assumed that user % wants to share Dy with users U, U, ...,

11



WO 2013/103644 PCT/US2013/020030

U,, such that information is shared among M < A users. All N users are
assumed to have a pair of keys (a private and a public key), which

correspond to a specific user identity (e.g., IBE security credentials). User U's
private key Kgg, is kept secret by u,, while the corresponding public key K g
is known or made available to all N users. It is also assumed that for storage
of information shared by U_SNO allocates resource storage/container n.
Depending on the social network implementation, //may be a single resource
or multiple mirrored resources, each owned by a different user. Although user
authorization operations for accessing resources are handled by OAuth, it is
assumed that users may not always trust SNO with regards to how safely the
shared information is stored in RS. Therefore one problem addressed is how a
user Ui securely stores and later shares the stored information with his
friends. All solutions assume the stored information is encrypted and that it
can be obtained and decrypted by an authorized set of (friend) users and
possibly SNO itself.

[0033] In what follows we provide embodiments for the case where IBE
private and public keys are used within the context of Identity Based
Authenticated Key Exchange (IBAKE). See, for example, V. Cakulev and G.
Sundaram. MIKEY-IBAKE: ldentity-Based Authenticated Key Exchange
(IBAKE) Mode of Key Distribution in Multimedia Internet KEYing (MIKEY).
IETF Network Working Group RFC 6267, June 2011, which is herein
incorporated by reference in its entirety.

[0034] Other public key methods, such as RSA along with certificates

may alternatively be employed. See, for example, C. Adams and S. Lloyd.

12
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Understanding PKI: Concepts, Standards, and Deployment Considerations.
Addison-Wesiey Professional; 2 edition, ISBN-10: 0672323915. 2002, which is
herein incorporated by reference in its entirety.

[0035] For purposes of notation as used below, E(k, A) denotes that
information A is encrypted with the key k, and s[|t denotes concatenation of
the strings s and t.

[0036] Prior to an explanation of illustrative embodiments of secure key
management techniques of the embodiments, general principles of IBE and
IBAKE are provided.

[0037] Identity Based_Encryption

[0038] An Identity Based Encryption (IBE) protocol was presented by
Boneh and Franklin, see Dan Boneh, Matthew K. Franklin, "Identity-Based
Encryption from the Weil Pairing” Advances in Cryptology - Proceedings of
CRYPTO 2001 (2001), the disclosure of which is incorporated by reference
herein in its entirety. This asymmetric cryptographic encryption protocol
allows participants to use an 'identity’ (example: email-id, or domain name)
as the public key and eliminates the need for large scale public key
infrastructure which is often associated with public key encryption methods
such as RSA (Rivest, Shamir and Adleman). Boneh and Franklin's approach to
the problem uses bilinear maps on an elliptic curve over a finite field, and
relies on the bilinear decisional Diffie-Hellman problem.

[0039] IBE involves the following mathematical tools and parameters:
[0040] Let E be an elliptic curve over a finite field F, and let P be a

point of large prime order.

13
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[0041] Let e: Ex E—=> G be a bi-linear map on E. The typical example
is the Weil pairing, and hence G will be the group of n-th roots of unity where
n is a function of the number of points on E over F.

[0042] Let s be a non-zero positive integer and be a secret stored in a
Key Generation Function (KGF). This is a system-wide secret and not
revealed outside the KGF.

[0043] Let ppub = sP be the public key of the system that is known to all
participants.  Recall sP denotes a point in E, since E is a group.

[0044] Let Hy be a known hash function that takes a string and assigns
it to a point on the elliptic curve, i.e., Hi(A) = Q, on E, where A is usually the
identity, and is also the public key of A.

[0045] Let dy = sQ, be the private key computed by the KGF and
delivered only to A.

[0046] Let H, be a known hash function that takes an element of G and
assigns it to a string.

[0047] Let m be a message that has to be encrypted and sent to A.
The encryption function described by Boneh and Franklin is as follows:

[0048] Let go = €(Q4, Ppub), and let r be a random number.

[0049] Encryption ,(m) = (rP, m xor Hz(gAr)); in other words the
encryption output of m has two coordinates u and v where u =rPand v = m

xor Hz(gAr). Note that "xor" refers to the exclusive OR logic function.

[0050] In order to decrypt (u,v), A recovers m using the following
formula:
[0051] m=v xor Hy(e(d ,,u)). 1)

14
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[0052] The proof of the formula is a straight forward exercise in bilinear
maps, and the fact A has the secret d, (private key known only to A but not
other participants). Also observe that the KGF, which computed d, in the first
place, can also decrypt the message resulting in the KGF being a de-facto key
escrow server.

[0053] Identity Based_Authenticated Key Exchange

[0054] Identity Based Authenticated Key Exchange (IBAKE) is described
in the U.S. patent application identified by Serial No. 12/372,242, filed on
February 17, 2009, the disclosure of which is incorporated by reference herein
in its entirety. The IBAKE protocol allows devices to mutually authenticate
each other, and derive a key that provides perfect forwards and backwards
secrecy.

[0055] In the IBAKE embodiment described here, the basic set up for
this protocol involves the mathematical constructs and parameters discussed
above. Recall that this protocol is asymmetric but does not require any PKI
support; instead the protocol employs an offline server which serves as a Key
Generation Function. The details of the protocol are outlined below:

[0056] Suppose A, B are the two entities (or parties, where A
represents a computer system of a first party and B represents a computer
system of a second party) that are attempting to authenticate and agree on a
key.

[0057] We will use A and B to represent their corresponding identities,
which by definition also represent their public keys.

[0058] Let Hi{A)=Qa and H;(B)=Qs be the respective points on the

15
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elliptic curve corresponding to the public keys. In effect, one could refer to
Q, and Qg as the public keys as well, since there is a one-to-one
correspondence between the identities and the points on the curve obtained
by applying Hi.

[0059] Let x be a random number chosen by A, and let y be a random
number chosen by B.

[0060] The protocol exchanges between A and B comprises of the
following steps:

[0061] A computes xP (i.e., Padded to itself x times as a point on E'
(which may or may not be the same as E), using the addition law on E')
encrypts it using B's public key, and transmits it to B in a first step. In this
step, encryption refers to identity based encryption described above.

[0062] Upon receipt of the encrypted message, B decrypts the message
and obtains xP. Subsequently B computes yP, and encrypts the pair {xP, yP}
using A's public key and then transmits it to A in a second step.

[0063] Upon receipt of this message, A decrypts the message and
obtains yP. Subsequently, A encrypts yP using B's public key and sends it
back to B in a third step.

[0064] Following this, both A and B compute xyP as the session key.
[0065] Observe that A chose x randomly, and received yP in the second
step of the protocol exchange. This allows A to compute xyP by adding yPto
itself x times. Conversely, B chose y randomly, and received xP in the first
step of the protocol exchange. This allows Bto compute xyP by adding xP to

itself y times.

16
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[0066] Note also that x is random but xP provides no information about
X (thanks to the so called Discrete Logarithm problem over E). Therefore, xP
is a component of a key based on a random secret chosen by A. Likewise, y
is random but yP provides no information about y. Hence, yP is a component
of a key based on a random secret known only to B.

[0067] Note further that xyP can serve as a session key. Also, the
session key could be any known function of xyP. That is, the session key
could equal f(xyP), where f is known to both parties and is not required to be
secret (i.e., known to the world). One practical requirement on f should be
that f(xyP) is hard to compute without knowledge of x or y, and the output is

of a satisfactory length from a cryptographic perspective, e.g., around 128

bits or more.
[0068] Some of the properties of the IBAKE protocol include:
[0069] Immunity from key escrow: Observe that all the steps in the

protocol exchange are encrypted using IBE. So clearly the KGF can decrypt
all the exchanges. However, the KGF can not compute the session key. This
is because of the hardness of the elliptic curve Diffie-Hellman problem. In
other words, given xP and yP, it is computationally hard to compute xyP.
[0070] Mutually Authenticated Key Agreement: Observe that all the
steps in the protocol exchange are encrypted using IBE. In particular, only B
can decrypt the contents of the message sent by A in the first and third steps,
and similarly only A can decrypt the contents of the message sent by B in the
second step. Moreover, at the end of the second step, A can verify B's

authenticity since xP could have been sent in the second step only after

17



WO 2013/103644 PCT/US2013/020030

decryption of the contents in the first step by B. Similarly, at the end of the
third step, B can verify A's authenticity since yP could have been sent back in
the third step only after correctly decrypting the contents of the second step
and this is possible only by A. Finally, both A and B can agree on the same
session key. In other words, the protocol is a mutually authenticated key
agreement protocol based on IBE. While the above description provides the
motivation for the security of the protocol, a cryptographic proof of security
can be found in, for example, V. Cakulev and G. Sundaram. MIKEY-IBAKE:
Identity-Based Authenticated Key Exchange (IBAKE) Mode of Key Distribution
in Multimedia Internet KEYing (MIKEY). IETF Network Working Group RFC
6267, June 2011, which is herein incorporated by reference in its entirety..
The hardness of the protocol relies on the hardness of the Elliptic curve Diffie-
Hellman problem, which is influenced by the choice of elliptic curve.

[0071] Perfect forward and backwards secrecy: Since x and y are
random, xyP is always fresh and unrelated to any past or future sessions
between A and B.

[0072] No passwords: the IBAKE protocol does not require any offline
exchange of passwords or secret keys between A and B. In fact, the method
is clearly applicable to any two parties communicating for the first time
through any communication network. The only requirement is to ensure that
both A and B are aware of each other's public keys, for example, through a
directory service.

[0073] Returning to the present embodiments, as discussed above, a

user {;wishes to share a piece of information data D;with M-l specific users
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(friends), using OAuth as the means of authorization. All N users are
assumed to have a pair of keys (a private and a public key), which
correspond to a specific user identity. User U's private key Ky, is kept secret
by uj, while the corresponding public key Kpum is made available to all N
users. It is also assumed that for storage of information shared by L/, SNO
allocates resource storage/container /;. Although user authorization operations
for accessing resources are handled by OAuth, it is assumed that users may
not always trust SNO with regards to how safely the shared information is
stored in RS.

[0074] In the embodiment shown in Fig. 2, a random key Kcan be

selected in step 200 by a user { wishing to share data with a set of users of
a social network. In step 210, the shared data can be encrypted using the

random key K and a first ciphertext C,, can be formed from the encrypted

data. In other words, % selects a random key, Ky in step 200 and encrypts
Dy using /"thereby creating ciphertext Cpi= E(Kg, 2% in step 210. This
ciphertext can be placed within a message rrii in step 230.

[0075] In step 220, random key K can be encrypted using a second
cryptographic key K, to form a second ciphertext C,. In step 230, a

message including the first ciphertext and the second ciphertext, for example,

in a concatenated format, C_ i C,, can be generated. Finally, in step 240,

m
the generated message can be sent to the social network. It should be noted
that the steps of Fig. 2 can be added to or removed, and/or re-ordered.

[0076] For example, the generated message of step 230 can be signed

by the user using the user's private key K., before sending the message to

19



WO 2013/103644 PCT/US2013/020030

the social network. In addition, in step 240, the message can be sent to RS,
where it can be stored in n. Note that the message is not decrypted before
or during storage in rj.

[0077] In another embodiment shown in Fig. 3, a user { (a friend of
Ui) presents an access token to the social network in step 300. Upon
validation of the access token (not shown), each user i/ from the M-1 users
obtains mi from ri in step 310. In step 320, Wextracts the corresponding

ciphertexts C,, and C.from the message m;. {; decrypts C, using a key

corresponding to the second key of step 220 to obtain the random key Kgz in

step 330 and then uses the obtained random key K to decrypt C_, to obtain

Di in step 340. As noted above, the steps of Fig. 3 can be added to or
removed, and/or re-ordered. It is also noted that while the flow chart of Fig.
3 illustrates the steps for a single user/friend, the steps described can be used
by each user/friend within the group of friends who have access to the
message.

[0078] For example, users U,, ..., {}, Can be notified with regards to the
arrival of a new message by Y2 using functions provided by SNO.

Alternatively, these users may periodically access information stored by Y2 by

SNO for any updates, again using OAuth. Also, each user {;{i<[2,M] ) can

obtain an OAuth access token as per known processes, but such processes
can be skipped if user {J; already has such a (valid) access token. Note that U,
may have to renew the access token if the current token has expired. Also,

each user U,(i<[2,M] ) can also validate the integrity of the message m;by

using the user's %2 Ky gi-
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[0079] As will be understood by those of skill in the art, not all users of
a social network will be on or active with the social network all the time. It is
noted that the embodiments described herein do not require users L&, ey LM
to be online for the purposes of security association establishment; users may
retrieve and process the message Mi once they go online.

[0080] In various embodiments, the second key of steps 220 and 330
can be different cryptographic keys. For example, in one embodiment, the
second key can correspond to the public keys of the users (friends) that are
supposed to receive the message. Therefore, for example, in step 220, the
random key is encrypted as many times as the number of users that are
authorized to obtain the shared message. For example, Ui generates M-I
ciphertexts {Q, ey q@; each ciphertext ( is generated by encrypting the
randomly generated Kgkey (i.e., Kgitself is the input plaintext) with the
public key of user U, such that G = EAj 5, K where i €[2,M]. Further, the
set of ciphertexts {(‘2, ey C¢) along with the corresponding identities of the
friend users are included in mi in addition to CB in step 230. With this, the
high level structure of message m; could be as follows:

[0081] mi = Gull {0z G111 {4 Gi- 2)
[0082] Similarly, in step 320, {J; extracts the corresponding tuple U,~G
from m; and in step 330 decrypts the ciphertext & using the corresponding
private key K. With this, ¢;can obtain Kgand using Kgin step 340 user ¢
can decrypt G, thereby obtaining 2.

[0083] Note also that with this technique, only the authorized users can

decrypt Cbbecause only they have the private key corresponding to the
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public key used by the %2 to encrypt the Kg, whereas the authorization is
done using OAuth. However, this technique allows SNO to also obtain D,
because the security credentials for the users (e.g., private key corresponding
to the user's public key) could have been provisioned by SNO.

[0084] An alternative more efficient IBE-based embodiment that follows
similar logic is the following: instead of encrypting the randomly generated Ky
key with each friend's public key, %2 may encrypt Kg (which is used for
encrypting Dj;) with a single "group public key/identity". In order to be able to
decrypt the IBE-encrypted K each of U/'s friends needs to securely obtain
the corresponding IBE group private key from a KGF (potentially owned by
SNO). Hence, as soon as the encrypted content is posted on r,, each notified
friend contacts the appropriate KGF, obtains the IBE group private key (not
shown), decrypts the Kgin step 330 and decrypts the content in step 340.
Note that the advantage of this approach is that only one encryption of Kyis
needed; any friend that obtains the appropriate IBE private group key will be
able to decrypt K;and further Dy This embodiment also allows SNO to obtain
D, in the case where the security credentials for the user group (e.g., private
group key corresponding to the user's public group key) have been
provisioned by SNO.

[0085] In yet another embodiment, the random key Kzcan be
encrypted with a shared commonly derived key. In this embodiment SNO is
not able to decrypt the information stored in #2%5'in scenarios where SNO is the
entity that provisions the users' private keys.

[0086] One way to derive this common key is using IBAKE. As
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discussed above each user has been provisioned with an IBE private/public
key pair and is able to perform Ecc (Elliptic Curve Cryptography) operations.
More specifically, each user {/ generates a random number & which is kept
secret, i.e., it is known only to u,. Furthermore, U; publishes the following
information:

[0087] The value of z, = 4P, where P\s a commonly agreed point on
an elliptic curve £ Note that B £ as well as other public parameters are
freely available.

[0088] The value of X = a',-(a,-+lP- a-+iP) . Moreover, % encrypts Kz
using second key K = Kl in step 220; and key /G is derived as per the
following formula:

[0089] K: = Mai(Z,) + (M-)Xi + (M-2)X, +..+X;4 - 3)
[0090] By encrypting K, Y% creates ciphertext (;in step 220. Users U,
..., Uy can decrypt C; by using a key that is calculated locally by each of them
in step 330. Specifically, each user {;from the M-1 users calculates the same
key K;as follows:

[0091] K, = M3{(Zsz) +(M-1)X,+(M-2)X ;+...+X~,. 4)
[0092] It is noted that the explanation above is based on calculations
on an Elliptic Curve as a finite group, and as one of ordinary skill in the art
would recognize, the same calculations could be performed on any finite
group where the group Diffie-Hellman problem is difficult to solve.

[0093] Finally, Fig. 4 illustrates a generalized hardware architecture 400
of a network environment and communication devices in the form of

computing devices suitable for implementing a secure key management
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protocol between at least two entities according to the present invention.
While Fig. 4 shows only two entities, it is to be understood that other entities
can have the same configuration. Thus, in terms of the secure key
management protocols described above, the two entities may be users 110.
However, KGFs, functional elements, additional users (parties) and additional
servers may be implemented with the same architecture as shown in a
computing device of Fig. 4. Thus, for the sake of simplicity, all the computing
devices (communication devices) that may participate in the protocols of the
invention are not shown in FIG. 4.

[0094] As shown, computing devices designated 110 are coupled via a
network 450. The network 450 may be any network across which the devices
are able to communicate, for example, as in the embodiments described
above, the network 450 could include a publicly-accessible wide area
communication network such as a cellular communication network operated
by a network operator (e.g., Verizon, AT&T, Sprint). However, the invention
is not limited to a particular type of network. Typically, the devices could be
client machines. Examples of client devices that may be employed by the
parties to participate in the protocols described herein may include, but are
not limited to, cellular phones, smart phones, desktop phones, personal digital
assistants, laptop computers, personal computers, etc. However, one or
more of the devices could be servers. Thus, it is to be understood that the
communication protocol of the present invention is not limited to the case
where the computing systems are client and server, respectively, but instead

is applicable to any computing devices comprising the two network elements.
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[0095] As would be readily apparent to one of ordinary skill in the art,
the servers and clients may be implemented as programmed computers
operating under control of computer program code. The computer program
code would be stored in a computer readable storage medium (e.g., a
memory) and the code would be executed by a processor of the computer.
Given this disclosure of the invention, one skilled in the art could readily
produce appropriate computer program code in order to implement the
protocols described herein.

[0096] Nonetheless, Fig. 4 generally illustrates an exemplary
architecture for each computer system communicating over the network. As
shown, devices 110 comprises I/0O devices 410, processors 420, and
memories 430. It should be understood that the term "processor" as used
herein is intended to include one or more processing devices, including a
central processing unit (CPU) or other processing circuitry, including but not
limited to one or more signal processors, one or more integrated circuits, and
the like. Also, the term "memory" as used herein is intended to include
memory associated with a processor or CPU, such as RAM, ROM, a fixed
memory device (e.g., hard drive), or a removable memory device (e.g.,
diskette or CDROM). In addition, the term "I/O devices" as used herein is
intended to include one or more input devices (e.g., keyboard, mouse) for
inputting data to the processing unit, as well as one or more output devices
(e.g., CRT display) for providing results associated with the processing unit.
[0097] Accordingly, software instructions or code for performing the

methodologies of the invention, described herein, may be stored in one or
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more of the associated memory devices, e.g., ROM, fixed or removable
memory, and, when ready to be utilized, loaded into RAM and executed by
the CPU.

[0098] The present inventions may be embodied in other specific
apparatus and/or methods. The described embodiments are to be considered
in all respects as only illustrative and not restrictive. In particular, the scope
of the invention is indicated by the appended claims rather than by the
description and figures herein. All changes that come within the meaning and
range of equivalency of the claims are to be embraced within their scope.
[0099] The description and drawings merely illustrate the principles of
the invention. It will thus be appreciated that those skilled in the art will be
able to devise various arrangements that, although not explicitly described or
shown herein, embody the principles of the invention and are included within
its spirit and scope. Furthermore, all examples recited herein are principally
intended expressly to be only for pedagogical purposes to aid the reader in
understanding the principles of the invention and the concepts contributed by
the inventor(s) to furthering the art, and are to be construed as being without
limitation to such specifically recited examples and conditions. Moreover, all
statements herein reciting principles, aspects, and embodiments of the
invention, as well as specific examples thereof, are intended to encompass
equivalents thereof.

[00100] While the teachings have been described with reference to the
exemplary embodiments thereof, those skilled in the art will be able to make

various modifications to the described embodiments without departing from
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the true spirit and scope. The terms and descriptions used herein are set
forth by way of illustration only and are not meant as limitations. In
particular, although the method has been described by examples, the steps of
the method may be performed in a different order than illustrated or
simultaneously. Furthermore, to the extent that the terms "including",
“includes”, "having", "has", "with", or variants thereof are used in either the
detailed description and the claims, such terms are intended to be inclusive in
a manner similar to the term "comprising." As used herein, the term "one or
more of" with respect to a listing of items such as, for example, A and B,
means A alone, B alone, or A and B. As used herein, the term "and/or" with
respect to a listing of items such as, for example, A and/or B, means A alone,
B alone, or A and B. Those skilled in the art will recognize that these and
other variations are possible within the spirit and scope as defined in the
following claims and their equivalents.

[00101] A person of skill in the art would readily recognize that steps of
various above-described methods can be performed by programmed
computers. Herein, some embodiments are also intended to cover program
storage devices, e.g., digital data storage media, which are machine or
computer readable and encode machine-executable or computer-executable
programs of instructions, wherein said instructions perform some or all of the
steps of said above-described methods. The program storage devices may
be, e.g., digital memories, magnetic storage media such as a magnetic disks
and magnetic tapes, hard drives, or optically readable digital data storage

media. The embodiments are also intended to cover computers programmed
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to perform said steps of the above-described methods.

[00102] The functions of the various elements shown in the FIGs.,
including any functional blocks labeled as "processors”, may be provided
through the use of dedicated hardware as well as hardware capable of
executing software in association with appropriate software. When provided
by a processor, the functions may be provided by a single dedicated
processor, by a single shared processor, or by a plurality of individual
processors, some of which may be shared. Moreover, explicit use of the term
"processor” or "controller" should not be construed to refer exclusively to
hardware capable of executing software, and may implicitly include, without
limitation, digital signal processor (DSP) hardware, network processor,
application specific integrated circuit (ASIC), field programmable gate array
(FPGA), read only memory (ROM) for storing software, random access
memory (RAM), and non volatile storage. Other hardware, conventional
and/or custom, may also be included. Similarly, any switches shown in the
FIGS, are conceptual only. Their function may be carried out through the
operation of program logic, through dedicated logic, through the interaction
of program control and dedicated logic, or even manually, the particular
technique being selectable by the implementer as more specifically
understood from the context.

[00103] It should be appreciated by those skilled in the art that any
block diagrams herein represent conceptual views of illustrative circuitry
embodying the principles of the invention. Similarly, it will be appreciated

that any flow charts, flow diagrams, state transition diagrams, pseudo code,
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and the like represent various processes which may be substantially
represented in computer readable medium and so executed by a computer or

processor, whether or not such computer or processor is explicitly shown.
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Claims
What is claimed is:
1. A method for secure information sharing in a social network,
comprising:

authorizing a user of the social network to obtain at least one message
including data intended to be shared with the user of the social network,
wherein the authorization is for access to the at least one message by a
resource owner of the at least one message;

receiving the at least one message, by the user;

extracting a first ciphertext C, and a second ciphertext C,, from the at

least one message, by a processor;

decrypting the first ciphertext C, with a second key to obtain a random
key Kg, by a processor; and
decrypting the second ciphertext C,, using the random key K to

obtain the data D, intended to be shared, by a processor.

2. The method of claim 1, wherein the second key is a private key of the

user corresponding to a known public key of the user, the at least one

message comprising the following structure: m, = Cm‘

{(]2 > Cg}

---”{('{un CM} '
wherein C,, is the second ciphertext of ), encrypted by Kg, and
{U,, CHI- Yy, , €, Yis the user identified concatenated first ciphertext C. for

users 2 to M, where each first ciphertext is the random key “encrypted  with

the public key of the identified user.
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3. The method of claim 1, wherein the second key is a shared commonly
derived key based on a secret random number generated by the user and key
components from other users, and the key derivation is based on operations
in a finite group, wherein the other users are users that are also authorized to

derive the shared common key.

4, The method of claim 3, wherein the finite group comprises points on a
non-supersingular elliptic curve, and the key components are derived from a
fixed known point on the curve, and the secret random numbers are random

integers.
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5. An apparatus comprising:
a memory; and
at least on processor coupled to the memory and configured to:
authorize a user of the social networkto obtain at least one
message including data intended to be shared with the user of the social
network, wherein authorization is for access to the at least one message by a
resource owner of the at least one message;
receive the at least one message;

extract a first ciphertext C, and a second ciphertext C,, from

the at least one message;

decrypt the first ciphertext C, to obtain a random key Ky ; and
decrypt the second ciphertext C,, using the random key K to

obtain the data D,intended to be shared.
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6. A method for secure information sharing in a social network,
comprising:
selecting, by a user of the social network, a random key Kg;
encrypting data intended to be shared with a set of users of the social

network with the random key K to create a first ciphertext C, , by a

processor;

encrypting the random key Ky with a second key to create a second
ciphertext c,, by a processor;

creating a message including both the first and second ciphertexts, by
a processor; and

sending the created message to a storage location of the social

network.

7. The method of claim 6, wherein the second key is a public key of a

user of the set of users, such that C, equals the encryption of the random key

K with the public key of the user.

8. The method of claim 6, wherein the second key is a shared commonly
derived key based on a secret random number and a commonly agreed point

on an elliptic curve.
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9. An apparatus comprising:
a memory; and
at least on processor coupled to the memory and configured to:

select, by a user of the social network, a random key Kg;

encrypt data intended to be shared with a set of users of the

social network with the random key K to create a first ciphertext C,, ;
encrypt the random key K with a second key to create a
second ciphertext C,;

create a message including both the first and second
ciphertexts; and
send the created message to a storage location of the social

network.
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10. A system for secure information sharing in social networks, comprising:
a first social network user configured to
encrypt data to be shared between a set of social network
users, using a random key,
generate a set of ciphertexts by encrypting the random key with
a second key,
form a message including the encrypted data and the generated
set of ciphertexts, and
send the formed message to a social network host;
the social network host configured to
receive and store the formed message, and
send the formed message to at least one of the set of social
network users; and
the set of social network users, each configured to
receive the formed message;
extract at least one ciphertext from the formed message;
decrypt the at least one ciphertext using a corresponding key to
the second key to obtain the random key; and
decrypt data from the formed message using the decrypted

random key.
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FIG. 2
s 200
USER SELECTS A RANDOM KEY
210
ENCRYPTING DATA WITH THE SELECTED
RANDOM KEY TO OBTAIN FIRST CIPHERTEXT
s 220
ENCRYPTING RANDOM KEY WITH SECOND
KEY TO OBTAIN SECOND CIPHERTEXT
s 230
GENERATING MESSAGE
s 240
SENDING MESSAGE TO SOCIAL NETWORK
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FIG. 3
£ 300
SENDING ACCESS TO TOKEN T0
SOCIAL NETWORK
;310
RECEIVING MESSAGE
;320
EXTRACTING FIRST AND SECOND
CIPHERTEXTS
;330
DECRYPTING THE SECOND CIPHERTEXT WITH A
SECOND KEY TO OBTAIN THE RANDOM KEY
;340
DECRYPTING THE FIRST CIPHERTEXT WITH
THE RANDOM KEY TO OBTAIN THE DATA
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