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A wireless lockset with integrated anti-hacking methods is described herein. The integrated anti-hacking
methods in the wireless lockset allows the detection of unauthorized access by one or more individuals. The
integrated anti-hacking methods can detect an anomaly regarding wireless command sequence numbers,
timing of received commands or flooding attack, and/or unauthorized access based on the MAC address of
a command-issuing device. Upon detection of a hacking attempt, the wireless lockset performs one or more

actions.
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A wireless lockset with integrated anti-hacking methods is
described herein. The integrated anti-hacking methods in the wireless
lockset allows the detection of unauthorized access by one or more
individuals. The integrated anti-hacking methods can detect an anomaly
regarding wireless command sequence numbers, timing of received
commands or flooding attack, and/or unauthorized access based on the
MAC address of a command-issuing device. Upon detection of a hacking
attempt, the wireless lockset performs one or more actions.
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