A 00 N O O A

019330 A3

=

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
6 March 2003 (06.03.2003)

PCT

(10) International Publication Number

WO 03/019330 A3

(51) International Patent Classification”: GO6F 17/30

(21) International Application Number: PCT/US02/26829
(22) International Filing Date: 23 August 2002 (23.08.2002)
(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:
60/314,775
10/226,709

Us
Us

24 August 2001 (24.08.2001)
22 August 2002 (22.08.2002)
(71) Applicant: BIGFIX, INC. [US/US]; 5915 Hollis Street,
Emeryville, CA 94608 (US).

(72) Inventors: HINDAWI, David, Salim; 179 Forest Lane,
Berkeley, CA 94708 (US). DONOHO, David, Leigh; 2830
Buena Vista Way, Berkeley, CA 94708 (US). LIPPIN-
COTT, Lisa, Ellen; 2117 Haste Street #310, Berkeley, CA
94704 (US). HINDAWI, Orion, Yosef, 179 Forest Lane,
Berkeley, CA 94708 (US). LOER, Peter, Benjamin; 5915
Hollis Street, Emeryville, CA 94608 (US). GOODROW,
Dennis, S.; 4616 Parktrail Ct, Santa Rosa, CA 95405 (US).
BROWN, James, Milton; 557 Atherton Avenue, Novato,
CA 94945 (US).

(74) Agents: GLENN, Michael et al.; Glenn Patent Group, Ste.
L., 3475 Edison Way, Menlo Park, CA 94025 (US).

(81) Designated States (national): AE, AL, AM, AT, AU, AZ,
BA, BB, BG, BR, BY, CA, CH, CN, CR, CU, CZ, DE, DK,
DM, EE, ES, FI, GB, GD, GE, GH, GM, HR, HU, ID, IL,
IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU,
LV, MA, MD, MG, MK, MN, MW, MX, NO, NZ, PL, PT,
RO, RU, SD, SE, SG, SI, SK, SL, TJ, TM, TR, TT, TZ, UA,
UG, UZ, VN, YU, ZA, ZW.

(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, 7ZW),
Burasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE, SK,
TR), OAPI patent (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Published:
with international search report

(88) Date of publication of the international search report:
30 October 2003

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Titlee METHOD TO REMOTELY QUERY, SAFELY MEASURE, AND SECURELY COMMUNICATE CONFIGURATION
INFORMATION OF A NETWORKED COMPUTATIONAL DEVICE

102

Support
Technician

Web Browser

3

y 105
Private Server -

N

103

Customer

107 101

Public Server (&

y / /
P Client < » Customer PC
Application

(57) Abstract: The invention disclosed herein enables a collection of computers and associated communications infrastructure to
offer a new communications process which allows a requestor (102) to receive configuration information of a computational device
~~. from a responder (103 and 107). The requestor (102) first sends query documents that contain queries for configuration information
of a computational device (101) to the responder (103 and 107); the responder automatically collects the answers for the queries and
sends a response document that contains the configuration information of the computational device to the requestor. The queries are
written in a formal descriptive language which is transparent, safe for network evaluation, and extensible, and the configuration reader
of the responder can parse the queries and automatically invoke a set of standard inspectors to obtain the corresponding configuration

information.
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