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METHODS AND SYSTEMS FOR FIG . 5 shows an exemplary process flow in accordance 
CONFIGURING AND UPDATING with one embodiment . 

SESSION - BASED QUALITY OF SERVICE 
FOR MULTIMEDIA TRAFFIC IN A LOCAL DETAILED DESCRIPTION 

AREA NETWORK 
In some embodiments , a router employs session - based 

CROSS - REFERENCE TO RELATED analysis for its routing as well as other features . Unlike 
APPLICATIONS conventional packet - based analysis , which examines each 

packet individually , session - based analysis of packets tracks 
The present application is related to U . S . patent applica - 10 each flow of packets in both directions . Session - based 

tion Ser . No . 13 / 631 , 965 , entitled “ SESSION - BASED analysis monitors the state of each flow and also enables 
QUALITY OF SERVICE FOR MULTIMEDIA TRAFFIC processing of each packet based on a context that has been 
IN ALOCAL AREA NETWORK , ” , filed Sep . 29 , 2012 , and established by prior packets for a session that have passed 
U . S . patent application Ser . No . 13 / 631 , 970 , entitled 1e through the router . 
“ REAL - TIME ANALYSIS OF QUALITY OF SERVICE Some of the various embodiments thus provide methods 
FOR MULTIMEDIA TRAFFIC IN A LOCAL AREA NET and systems for efficiently routing traffic for a local or home 
WORK , ” , filed Sep . 29 , 2012 , which are herein incorporated network and provide a QOS when desired . In some embodi 
by reference in its entirety . ments , a router is connected to client devices , such as 

20 personal computers , laptop computers , printers , smart 
BACKGROUND phones , and tablets . In a home or local network , the router 

enables shared access to another network , such as a wide 
The popularity of the Internet has caused the emergence area network or the Internet . This access to the wide area 

and increased use of network - accessible devices in all network , e . g . , the Internet , is via a modem or other access 
locations . Users now access and employ multiple devices 25 device , such as digital subscriber line , broadband cable 
wherever they go . As a result , small office , home / residential access , optical fiber , etc . 
networks have become complex and grown in the number of The router provides various routing functions , such as 
client devices serviced . network address translation , domain name services , firewall 

A typical home network comprises a modem interfacing services , etc . The router may provide communications via 
an Internet Service Provider ( “ ISP ” ) and a router . Com - 30 wired connections , such as Ethernet , Fast Ethernet , Gigabit 
monly , this router also provides a wireless access point . In Ethernet , etc . In addition , the router may provide a wireless 
many homes , a wide variety of client devices are connected access point , such as a WiFi network . Rather than simply 
to the router , such as personal computers , printers , laptop inspecting packets individually , however , the router is 
computers , tablets , and smart phones . These devices may capable of evaluating packets at a session - level . Traffic 
utilize any number of traffic services , such as video stream - 35 sessions can be identified based on stored profiles or char 
ing , voice over IP , data uploads or downloads , web brows - acteristics . 
ing , etc . These traffic services have different characteristics Certain embodiments of the inventions will now be 
need to be serviced with different priorities to ensure an described . These embodiments are presented by way of 
optimal quality of service ( “ QOS ” ) . Therefore , a router in a example only , and are not intended to limit the scope of the 
home network must handle a complex and mixed traffic 40 inventions . Indeed , the novel methods and systems 
environment . described herein may be embodied in a variety of other 

Although many home network routers ostensibly provide forms . Furthermore , various omissions , substitutions and 
QOS features , these known products are difficult to config - changes in the form of the methods and systems described 
ure and still provide poor QOS . Unfortunately , conventional herein may be made without departing from the spirit of the 
home network routers have limited capabilities and process - 45 inventions . To illustrate some of the embodiments , reference 
ing , which limit their ability to provide adequate QOS will now be made to the figures . 
features . It would be desirable to provide a router , especially Exemplary System 
for a home network or local area network that can easily FIG . 1 shows an exemplary system in accordance with 
provide QOS . one embodiment . As shown , a system 100 may comprise a 

50 wide area network 102 , an access device 104 , a router 106 , 
BRIEF DESCRIPTION OF THE DRAWINGS and a client network 108 . The client network 108 may 

further comprise various client devices 100 . For example , as 
Systems and methods which embody the various features shown in FIG . 1 , the client network 108 may comprise a 

of the invention will now be described with reference to the desktop computer 112 , a laptop computer 114 , one or more 
following drawings , in which : 55 smartphones 116 , and a tablet 118 . These components will 

FIG . 1 shows an exemplary system in accordance with now be further described below . 
one embodiment ; The wide area network 102 may be any communications 

FIG . 1A shows an exemplary traffic session according to infrastructure that spans a broad area , such as a region , 
one embodiment ; country , etc . In some embodiments , the wide area network 

FIG . 2 shows an exemplary router in accordance with one 60 102 may comprise the Internet . The wide area network 102 
embodiment ; may be composed of various network elements , such as 

FIG . 3 shows an exemplary functional architecture in routers , switches , firewalls , etc . Such elements are well 
accordance with one embodiment ; known to those skilled in the art . The wide area network 102 

FIG . 3A shows some examples of updating the QOS may support a variety of protocols , such as TCP / IP , ATM , 
provided by a router in accordance with one embodiment ; 65 etc . In general , data traffic is transported over the wide area 

FIG . 4 shows an exemplary set of queues in accordance network 102 and other networks in the form of packets , 
with one embodiment ; and which are routed from their source to their destination . 
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In some embodiments , the wide area network 102 pro information from the packet itself , such as its header . 
vides access to various information services , such as hyper Accordingly , the prior art routers can only provide QOS 
text data available on the World Wide Web , via known using packet tagging or marking ( such as differentiated 
protocols and applications . These information services may services ) or a bandwidth reservation protocol ( such as 
include , but are not limited to any form of multimedia , such 5 integrated services ) . Unfortunately , either of these 
as voice over Internet Protocol ( VOIP ) , streaming services approaches requires coordinated operation among multiple 
for audio and video , e - mail , instant messaging , and so forth . network elements in both the wide area network 102 and the 
In order to deliver these information services , the data client network 108 . Due to the wide variety of equipment 
packets may be delivered within the context of one or more and protocols used in TCP / IP and the Internet , such coop 
traffic sessions . 10 eration among network elements is extremely rare , if not 

A traffic session refers to any set of communications impossible . 
between a source and destination for delivering a single In contrast , in some embodiments , the router 106 utilizes 
traffic service . Some of the embodiments permit the router to session - based analysis . When using session - based analysis , 
prioritize traffic , deliver desired quality of service to the the router 106 recognizes the presence of a traffic session 
traffic session , and keep flows from consuming excessive 15 within the data traffic passing between the wide area network 
network resources . Traffic session analysis of some of the 102 and client network 108 . In one embodiment , the router 
embodiments takes variations in the flow of data into 106 may be programmed with various known types of traffic 
account to increase routing efficiency . The increased effi - sessions . These traffic sessions may be identified based on a 
ciency helps avoid excessive latency and jitter , for example , variety of criteria . For example , in one embodiment , the 
for streaming data , such as voice over IP , video , etc . 20 traffic sessions are identified based on their source IP address 

For example , in a video streaming session , a traffic session on the wide area network 102 , a port number , a destination 
will comprise a downstream flow of packets for a video address on the client network 108 , packet size , etc . , alone or 
stream from a server destined to a client and an upstream in combination . 
flow of one or more signaling packets , such as acknowledg Once identified , the router 106 may also record and 
ments or signaling information , sent from the client back to 25 maintain state information about a traffic session . The state 
the server . Depending on the communications exchanged , information indicates the various phases of a traffic sessions , 
the state of the video streaming traffic session will vary . The such as initiation , set - up , content delivery , signaling , session 
server may stream video at a higher or lower bandwidth closing , etc . Thus , when subsequent packets for a traffic 
depending on information provided in the acknowledgments session are received , the router 106 is aware of the context 
and signaling flow received from the client . Therefore , a 30 of these packets and routes them accordingly . For example , 
traffic session will go through different states or phases and the router 106 may immediately recognize a packet for a 
the flow of data will change according to the state of the traffic session based on reading a media access control 
traffic session . address , a destination IP address , a source IP address , a port 

The access device 104 serves as an interface for access to number , etc . from the header . Rather than performing a route 
the wide area network 102 . For example , the access device 35 lookup , the router 106 forwards the packet based on the 
104 may provide a wired connection to the wide area session ' s state information . This feature allows the router 
network 102 via a modem , a digital subscriber line modem , 106 to truncate or avoid the route lookup process , which can 
a cable modem , a powerline modem , an optical fiber be processor intensive and time consuming . 
modem , etc . Alternatively , the access device 104 may con - As part of its session - based routing , the router 106 may 
nect to the wide area network 102 via a wireless connection , 40 limit traffic traveling upstream from the client network 108 
such as 3G , 4G , WIFI , WiMax , connection . Any device that to the wide area network 102 to a maximum threshold . This 
provides access to the wide area network 102 may be limit ensures that bandwidth has been reserved for upstream 
employed . In addition , the access device 104 may provide traffic for certain traffic sessions . In some embodiments , the 
one or more communications interfaces , such as an Ethernet - router 106 limits the upstream traffic traveling through 
based interface or Universal Serial Bus interface , for the 45 access device 104 to approximately 85 - 95 % of the maxi 
router 106 or other devices . mum bandwidth available . Alternatively , the router 106 may 

In some embodiments , an Internet Service Provider pro be configured to reserve a certain amount of upstream 
vides the access device 104 as a separate device . Alterna - bandwidth , such as 5 - 15 % . 
tively , the access device 104 may integrated or a component As another part of its session - based routing , the router 106 
of the router 106 . 50 may route packets based on their size . For example , the 

The router 106 forwards data packets between the wide router 106 may initially check a packet ' s size to determine 
area network 102 and the client network 108 . In general , the if it is below a threshold . In one embodiment , the router 106 
router 106 may comprise various network interfaces that are is configured to check for packets that are less than 100 
connected to either networks 102 and 108 and is configured bytes . If the packet is small ( e . g . , less than the threshold ) , the 
to perform various routing functions . Typically , the router 55 router 106 may preferentially queue and forward these 
106 receives data packets , inspects the packets , and inter - packets . This feature assists QOS because smaller sized 
nally forwards the data packets to an outbound interface . An packets are frequently used within a traffic session to signal 
exemplary structure and architecture of the router 106 is bandwidth available , latency , state , etc . between the source 
described further with reference to FIGS . 2 and 3 . and the destination of the traffic session . If this traffic is 

In some embodiments , the router 106 is configured to 60 interrupted or slowed , the source or the destination of the 
provide QOS for certain traffic sessions in the data traffic . In traffic session may respond and negatively affect the QOS . 
particular , the router 106 is configured to route packets that Thus , in some embodiments , the router 106 may preferen 
are part of a traffic session on a session basis rather than on t ially treat small packets for various traffic sessions to ensure 
a packet - by - packet basis . Conventional routers typically their transit between the source and destination of the traffic 
inspect and classify packets individually without regard to 65 session . 
their context . For example , a prior art router will simply The router 106 may employ one or more of its session 
classify or route each packet individually based only on based routing features continuously or during selected peri 



US 9 , 942 , 161 B1 

ods . For example , when congestion is low or absent , the The memory 202 provides a storage location for the data 
router 106 may simply employ conventional routing tech - packets during processing by the router 106 . In the embodi 
niques on a packet - by - packet basis . During periods of con - ments shown , the memory 202 is a shared memory . The 
gestion , however , the router 106 may enforce QOS using memory 202 also provides a storage location for other 
one or more of its session - based routing features . As noted , 5 information used by the processor 200 . For example , the 
the structure and architecture of the router 106 and its memory 202 may store a route table , a traffic session table 
session - based routing is described further with reference to to indicate known traffic sessions , and a session data table to FIGS . 2 - 3 below . track the progress and state of a traffic session . This data is Referring now to FIG . 1 , the local or client network 108 further described with reference to FIG . 3 . refers to any network that interconnects devices within a 10 Bus 204 provides a communications medium for the limited or small area , such as a home , an office , a building , components of router 106 . For example , in some embodi etc . In some embodiments , the local area network 108 ments , bus 204 may be implemented as a PCMCIA bus . comprises wired and wireless connections to a plurality of 
client devices 110 . For example , the client network 108 may Typically , in order to move packets from one line card 
be an Ethernet - based network . In addition , the client net - 15 interface to another , the processor 200 may store the packet 
work 108 may comprise a WIFI network originating from temporarily in memory 202 and move the packets over bus 
router 106 or access device 104 as a wireless access point . 204 . As noted , in other embodiments , the router 106 may 

The client device 110 refers to any device that may comprise a switch fabric in place of a common bus . 
communicate with the local area network 108 and router The line cards 206 , 208 , 210 , 212 , and 214 provide an 
106 . For example , the client device 110 may be a desktop 20 interface to the different networks connected via the router 
computer 112 , a laptop computer 114 , a smartphone 116 , a 106 . For example , as shown line card 206 is connected to the 
tablet 118 , etc . Such devices are well known to those skilled access device 104 for communications with the wide area 
in the art . Accordingly , the local area network 108 may network 102 . Likewise , line cards 208 , 210 , and 212 provide 
comprise a plurality of client devices 110 that communicate communications with the local area network 108 and client 
over a network media , such as Ethernet , WIFI , etc . 25 devices 110 . In addition , the router 106 may comprise a 

Example of a Traffic Session wireless interface 214 , such as WIFI interface , to provide 
FIG . 1A shows an exemplary traffic session . As shown , a wireless communications within the local area network 108 . 

streaming movie service 120 may have a traffic session with In some embodiments , the line cards 206 , 208 , 210 , 212 , and 
a client 110 in client network 108 ( not shown in FIG . 1A ) . 214 may comprise a cache or small memory ( not shown ) to 
For example , the streaming movie service 120 may provide 30 store a portion of the route table in an attempt to expedite the 
content for a video stream in a downstream session flow 122 processing of processor 200 . 
that originates from the streaming movie service 120 to the Exemplary Router Architecture 
client 110 . In addition , the traffic session may comprise an FIG . 3 shows an exemplary functional architecture in 
upstream flow 124 . The upstream flow 124 may comprise , accordance with some embodiments of the present inven 
for example , acknowledgment packets and other signaling 35 tion . As shown , the CPU 200 of the router 106 may 
information that provide information to the move service implement a routing engine 300 , a traffic analyzer 302 , and 
120 about the state of the client 110 . a forwarding engine 312 . In memory 202 , a set of queues 

For example , the traffic session may employ known 304 are implemented . For example , queues 304 may com 
protocols , such as UDP , TCP , RTSP , RTP , and RTCP , to send prise high priority queue 304A , a medium priority queue 
streaming data between the movie service 120 and the client 40 304B , a normal priority queue 304C , and a low priority 
110 . In order to display the content , the client 110 may queue 304D . In addition , memory 202 may comprise a route 
utilize a client application , such as Flash , Silverlight , or table 306 , a programmed session table 308 , and session data 
HTML5 . 310 . These components will now be further described below . 

Exemplary Router Routing engine 300 runs on processor 200 , and in some 
FIG . 2 shows an exemplary router in accordance with 45 embodiments , provides routing services and routing support 

embodiments of the present invention . In general , the router for TCP / IP data packets . The routing engine 300 may be 
106 may comprise a set of network interfaces , an internal implemented as software or firmware that runs as executable 
communications system ( such as a bus or a switch fabric ) , program code on processor 200 . As noted above , the routing 
and one or more processors . Various architectures for routers engine 300 performs routing on a packet - by - packet basis . 
are known to those skilled in the art , such as bus - based 50 For example , the routing engine 300 is configured to read the 
architectures and switch - based architectures . For purposes header of a data packet , perform a route lookup , and then 
of illustration , a bus - based architecture is described for the queue the data for the appropriate outbound network inter 
router 106 . face . Various routing engines are well known to those skilled 

As shown , the router 106 may comprise a controller or in the art . 
processor 200 , a memory 202 , a bus 204 , line cards 206 , 208 , 55 Traffic analyzer 302 performs session - based analysis for 
210 , 212 , and 214 . These components will now be further the router 106 . The traffic analyzer 302 may be implemented 
described below . as software or firmware that runs on processor 200 . Alter 

The processor 200 comprises the hardware and logic natively , the traffic analyzer 302 may be a co - processor , 
components to perform the routing functions of the router application - specific integrated circuit , chipset , etc . that 
106 . In some embodiments , the processor 200 may be 60 accompanies the processor 200 . In some embodiments , the 
implemented using well - known components , such as a gen - traffic analyzer 302 is invoked only during periods of 
eral - purpose central processing unit . Packets arriving at line congestion . For example , during operation , the processor 
cards 206 , 208 , 210 , 212 , and 214 are forwarded to the 200 may be programmed to measure congestion on either of 
processor 200 via the bus 204 . The processor 200 then wide area network 102 or local area network 108 . Conges 
processes the packets and determines a next hop for the 65 tion may be detected in a variety of ways , such as explicit 
packets . The processor 200 moves packets from one line congestion notification by one or more devices within net 
card interface , for example , via a shared memory 202 . works 102 or 108 . 
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Alternatively , the traffic analyzer 302 may monitor the a route , a pointer to filtering criteria or access controls , and 
data traffic for the onset of packet drops by wide area a pointer to one of line interface cards 206 , 208 , 210 , 212 , 
network 102 or client network 108 . Alternatively , in periods or 214 . 
of low or no congestion , the routing engine 300 may be Session table 308 provides a listing of known traffic 
active while the traffic analyzer 302 is placed in a dormant 5 sessions and forwarding information that are to be recog 
state . However , when congestion exceeds a threshold or has nized by the traffic analyzer 302 . The session table 308 may 
been detected , the processor 200 of router 106 may activate be programmed to provide QOS for various known services . 
the traffic analyzer 302 . For example , the session table 308 may list known traffic 
When active , the traffic analyzer 302 may work in parallel sessions from services , such as Netflix , HuluPlus , Cin 

or as a pre - processor for the routing engine 300 . In some | 10 emaNow , Pandora , YouTube , Skype , and Spotify . 
The session table 308 may be statically written in a embodiments , the traffic analyzer 302 is configured to read reserved portion of memory 202 . This allows the traffic predetermined portions of the headers of packets as they are analyzer 302 to quickly recognize these traffic services and received and perform a lookup to a programmed session prioritizes these services to ensure they get the proper table 308 . If a match is found , the traffic analyzer 302 copies 15 handwidth 

the data packet to one of queues 304 in memory 202 . In In some embodiments , the router 106 comprises various 
addition , the traffic analyzer 302 may track the packets features to configure and modify the OOS it delivers to 
within a traffic session in session data 310 . This feature different traffic services and sessions . For example , the 
allows the traffic analyzer 302 to be aware of the state of a router 106 may permit updates to the session table 308 by 
traffic session and to make session - based analysis . In some 20 one or more mechanisms . 
embodiments , the traffic analyzer 302 may notify the routing FIG . 3A illustrates some examples of how the router 106 
engine 300 that a data packet was routed based on session - may alter its QOS . In some embodiments , the router 106 
based analysis and that route lookup is no longer necessary . may be programmed to check for updates and update the 
In other words , this effectively truncates or abbreviates the session table 308 in response to certain events or at various 
normal routing process . 25 intervals . For example , the router 106 may check for updates 

If a match is not found , then traffic analyzer 302 may and update the session table 308 upon boot - up by the router . 
notify the routing engine 300 so that it continues with its As another example , as shown in FIG . 3A , the router 106 
packet - by - packet analysis . For example , as noted above , the may check for updates to the session table 308 at a site 
routing engine 300 may perform a route lookup in route located on network 102 at a regular interval , such as daily , 
table 306 . Such route lookup algorithms are well - known to 3 nown to 30 weekly , monthly , etc . In particular , the router 106 may check 
those skilled in the art . for various updates , such as remote updates 314 , to 

addresses of the sources of known traffic sessions , such as Queues 304 provide a temporary storage for packets as DNS services , changes to port numbers , as well as the they await forwarding out of one line interface cards 206 , addition of new services . In some embodiments , the router 208 , 210 , 212 , and 214 . As shown , the queues 304 may be , 35 106 may check for updates to the session table 308 at a configured in memory 200 according to a hierarchy of single site on the wide area network 102 or multiple sites . priorities . For example , the queues 304 may comprise a high In one embodiment , the router 106 is subscribed to an priority queue 304A , a medium priority queue 304B , a update service , such as update service 320 , provided from 
normal priority queue 304C , and a low priority queue 304D . the wide area network 102 . The update service 320 may 
Of course , the queues 304 may comprise any number of 40 aggregate or collect information related to traffic sessions 
queues . The priority queues 304A - D may further comprise traversing through the router 106 and this information in the 
any number of sub - queues . form of one or more remote update messages 314 . The 

In some embodiments , the routing engine 300 and traffic update service 320 may be implemented by one or more 
analyzer 302 move packets into one of the queues 304 once servers on the wide area network 102 . Such components of 
their destination has been determined . As noted above , the 45 hardware and software may be known those skilled in the 
routing engine 300 determines the next hop of a packet art . The various traffic services and sessions configured and 
based on performing a lookup in route table 306 . The various updated into router 106 may depend on various parameters . 
algorithms for route lookup are well - known to those skilled For example , the update service 320 may determine from the 
in the art . router 106 the popularity or frequency of various traffic 

In contrast , as noted above , the traffic analyzer 302 50 services , such as Skype , Netflix , etc . Accordingly , the update 
determines the next hop of a packet belonging to a traffic service may preferentially configure and update the table 
session , such as a voice call , or video stream , using session 308 for these and related services . In some embodiments , the 
based analysis . In some embodiments , the traffic analyzer update service 320 may filter various updates from being 
302 moves packets in an expedited fashion into queues 304 provided to the router 106 . For example , updates to services 
based on the session - based analysis . In other words , by 55 that are infrequently or rarely used may be selectively 
using session - based analysis , the traffic analyzer 302 is able filtered by this update service . Accordingly , these features of 
to move packets into one of queues 304 faster than a the update service may serve to optimize the size and scope 
comparable route lookup by routing engine 300 . of the session table 308 to ensure efficient traffic analysis by 

Route table 306 provides a data structure that lists the the router 106 . 
routes to a particular destination on either of wide area 60 In other embodiments , as also shown in FIG . 3A , a user 
network 102 or client network 108 . The construction and may also program their own traffic services and QOS 
fields of the route table 306 are well - known to those skilled parameters into session table 308 . Alternatively , the session 
in the art . For example , the route table 306 may indicate a table 308 may be updated based upon input by a user , for 
network address on the destination network , a mask , a cost example , at one or more of client device 110 . For example , 
metric for the route through which the packet is to be routed , 65 as shown , a user at client device 110 may have administra 
and the address of the next hop of the packet . The route table tive rights or access to router 106 and make additions , 
306 may also comprise a quality of service associated with changes , or deletions to the session table 308 . The router 106 
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may comprise a web server application ( not shown in FIG . 304 to one of line card interfaces 206 , 208 , 210 , 212 , or 214 
3A ) to provide an interface to the client device 110 for as the output of the packet . In some embodiments , the packet 
viewing and editing the QOS provided by the router . As is copied by the processor 200 and written into a cache in 
shown , the router 106 may provide a traffic session man one of the line card interfaces 206 , 208 , 210 , 212 , or 214 
agement screen 318 to the client 110 , for example , via a 5 using bus 204 . 
HTTP or web services request . The management screen 318 The forwarding engine 312 may retrieve packets from 
may be viewed by a browser ( not shown ) running on the queues 304 according to various scheduling algorithms . For 
client 110 , or other suitable application . As shown , the example , the forwarding engine 312 may employ first in first 
management screen 318 allows a user to view and edit out , random early detection , weighted fair queuing , etc . to 
various aspects of the session table 308 to alter the QOS " schedule how packets are forwarded from their respective 
provided by the router 106 . The various edits to the session queues 304 . 
table 308 can then be provided to the router 106 via one or Router Queuing 
more local update message 316 . The local update message FIG . 4 shows an exemplary set of queues in accordance 
316 may be provided in various forms , such as HTTP , or , with some embodiments of the present invention . As shown , 
XML , information sent to the router . each priority queue may comprise respective subqueues 
Moreover , the router 106 may dynamically update the 400A - D and 402A - D . In some embodiments , one of the session table 308 based on user activity on client network subqueues are provided for small packets while a second 108 . For example , the router 106 may cache frequently subqueue is provided for other packets . For example , in one accessed traffic sessions into a portion of the session table 

308 . The caching may be based on a variety of algorithms 20 20 embodiment , subqueues 400A - D are allocated for packets 
and thresholds of frequency of use . having a relatively small size , such as less than 100 bytes . 

Below is an exemplary list of pre - programmed traffic Such a queue may be useful to ensure routing of signaling 
sessions and their desired priority that may be included in traffic upstream . 

Normal subqueues 402A - D may be for queuing other the session table 308 . 25 types of traffic including best - effort traffic and priority 
traffic . The normal subqueues 402A - D may be configured 

Service Name Priority with various sizes or depths depending on the available Parameters 
storage space in memory 202 . 

Media Exemplary Process Flow Applications 30 FIG . 5 shows an exemplary process flow in accordance 
Application # 1 Video ( Medium ) TCP / UDP - NN with some embodiments of the present invention . Of note , in 

IP address : this embodiment , the QOS features that can be provided by 
• XXX . XXX . XXX . XXX / XX the router 106 are autonomous and do not require user 

Application # 2 Video ( Medium ) TCP / UDP - NNNN intervention . For example , in contrast to convention QOS IF Address : 
• XXX . XXX . XXX . XXX / XX 35 schemes , the router 106 may improve the QOS and through 

Application # 3 Video ( Medium ) TCP - NN put of certain traffic sessions without needing the coopera 
IF address : tion of other network elements . Furthermore , the router 106 • XXX . XXX . XXX . XXX / XX may provide these enhanced QOS features without requiring Application # 4 Video ( Medium ) TCP - NN IP address : 
• XXX . XXX . XXX . XXX / XX user input or intervention . For example , as described below , 

40 the router 106 may comprise a programmed session table 
Application # 5 Video ( Medium ) TCP - NN IP Address : 308 to recognize various traffic sessions automatically . This 

• XXX . XXX . XXX . XXX / XX session table 308 may be provided to the router 106 in Gaming various ways and updated automatically or upon request by 
Game # 1 Video ( Medium ) TCP / UDP NNNN the user ( if desired ) . One exemplary process flow explaining 
Game # 2 Video ( Medium ) TCP NNNN 45 how the router 106 can provide session - based routing for 
Game # 3 Video ( Medium ) TCP NNNN improved QOS will now be explained . UDP NNNN 
Game # 4 Video ( Medium ) TCP NNNN In stage 500 , the router 106 receives various packets from 
Game # 5 Video ( Medium ) TCP NN data traffic traveling across wide area network 102 and client 

UDP NN network 108 . For example , in line cards 206 , 208 , 210 , 212 , 
Game # 6 Video ( Medium ) TCP NN 50 and 214 , the received packets are checked for validity and Voice Calls errors and then placed in memory 202 . The line cards 206 , 
Voice Service # 1 Voice ( High ) TCP NN , NNNN 208 , 210 , 212 , and 214 may then notify the processor 200 , 
Voice Service # 2 Voice ( High ) TCP NN for example , via an interrupt . The interrupt comprises the 

UDP NNNNN - NNNNN address in memory 202 for the packet for retrieval by the 
55 processor 200 . 

Session data 310 provides a data structure or database that In stage 502 , the router 106 determines whether conges 
tracks the progress of a traffic session . For example , the tion is currently present in either of the networks . This 
traffic analyzer 302 may track application layer sessions , a process may be performed as a background process in 
session initiation protocol session , a TCP / UDP session , etc . conjunction with the other routing processes performed by 
for any of the traffic sessions traveling through router 106 . 60 router 106 . As noted , depending on the congestion , the 
The state information for a session may be various forms , router 106 will route packets differently . If congestion is 
such as cookies , tokens , and various identifiers that are considered present or above a threshold , then the router 106 
passed between the source and the destination of the traffic will employ session - based analysis to assist in routing 
session . packets by proceeding to stage 504 . However , if congestion 

Forwarding engine 312 identifies the outgoing interface 65 is not present or below a threshold , then the router 106 will 
for packets routed by router 106 . For example , the forward - route packets normally by proceeding to stage 514 . Both of 
ing engine 312 may request various packets from queues these modes of routing will be described below . 
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If congestion is present , then the router 106 may employ response , the forwarding engine 312 will read a packet from 
traffic analyzer 302 for session - based analysis of the packets queues 304 and perform various checks , for example , for 
first . In particular , in stage 504 , the traffic analyzer 302 may errors and validity . The forwarding engine 312 then deter 
read the packet from memory 202 based on the address mines the next hop of the packet . As noted , since the packet 
indicated in the interrupt . In some embodiments , the traffic 5 was part of a known traffic session , the traffic analyzer 302 
analyzer 302 is configured to only read selected portions of may provide the forwarding information with the packet in 
the header of the packet , such as the destination address and queues 304 . 
port number . For example , the traffic analyzer 302 may be In some embodiments , the forwarding engine 312 
configured to one or more offsets to skip to the relevant employs various scheduling algorithms or schemes to deter 
portions of the header . 10 mine when to service the queues 304 . For example , as noted 

In stage 506 , the traffic analyzer 302 determines from the above , the forwarding engine 312 may be configured to 
header portions whether the packet is part of a known preferentially service small packet sub - queues 400A - D dur 
session . For example , the traffic analyzer 302 may compare ing periods of congestion . In addition , the forwarding engine 
the portions from the header to one or more entries in the 312 may be configured to limit upstream best - effort traffic to 
session table 308 . In addition , the traffic analyzer 302 may 15 access device 104 to a maximum threshold , such as 92 % . 
perform one or more lookups in session data 310 to deter - Based on this forwarding information , the forwarding 
mine a current state of a traffic session . In order to expedite engine 312 determines the outgoing interface , i . e . , one of 
this matching process , the traffic analyzer 302 may user line of interface cards 206 , 208 , 210 , 212 , or 214 . In some 
various techniques such as bit masks , prefix matching , embodiments , the forwarding engine 312 may maintain a 
hashing , or keys , to lookup matches in the session table 308 20 cached forwarding table ( not shown ) to determine which of 
and session data 310 . The traffic analyzer 302 also records line interface cards 206 , 208 , 210 , 212 , or 214 to forward the 
information in session data 310 to track the state of the traffic packet . Alternatively , the forwarding engine 312 may send a 
session as new packets for a traffic session are received and request , such as an address resolution protocol request , to 
processed . the line interface cards 206 , 208 , 210 , 212 , or 214 to resolve 

If the packet is part of a known session , then in stage 508 , 25 the address of the next hop for the packet . 
the traffic analyzer 302 will determine a priority for the The forwarding engine 312 may then format the packet 
packet and forwarding information based on the session to for transmission to its next hop on wide area network 102 or 
which it belongs and proceed to stage 510 . However , if the client network 108 and moves the packet from the queues 
packet is not part of known session , the router 106 will 304 to the appropriate line interface cards . For example , the 
proceed to a conventional routing technique , which is 30 forwarding engine 312 may encapsulate the packet in an 
described further below with reference to stage 514 . Ethernet frame for transmission to access device 104 or 

In stage 510 , the traffic analyzer 302 will queue the packet client network 108 . In addition , the forwarding engine 312 
in one of priority queues 304 for forwarding to its next hop . may send an interrupt to processor 200 to indicate that 
In some embodiments , one or more fields in the session table processing of the packet has been completed . This concludes 
308 may indicate the priority for the packet and the for - 35 the session - based mode of routing a packet . 
warding information needed . Alternatively , the traffic ana - Returning now to normal packet - based mode of routing a 
lyzer 302 may assign a priority to the packet based on packet , in stage 514 , the router 106 lookups up a route from 
characteristics of the traffic session . For example , traffic the route table 306 . For example , if the traffic analyzer 302 
sessions for all packets of VoIP calls may be assigned a high was unable to match the packet to a known traffic session , 
priority due to their QOS requirements , whereas down - 40 then the traffic analyzer 302 may notify the routing engine 
stream flow packets for video streaming services , such as 300 of this event . Alternatively , in some embodiments , the 
Netflix , may be assigned medium priority . However , traffic analyzer 302 is limited by a fixed timer and notifies 
upstream packets for video streaming services may be the routing engine 300 after this timer has elapsed of its 
assigned a high priority . Any of a wide variety of prioriti result . For conventional packet - by - packet routing analysis , 
zation schemes may be used in some of the embodiments . 45 the router 106 may proceed to stage 514 , which is described 
Once the priority for the packet has been determined , the further below . 
traffic analyzer 302 may write the packet in one of queues In particular , the routing engine 300 retrieves the packet 
304 and record the address of the packet in memory 202 . The from memory 202 , reads the header of the packet , and 
traffic analyzer 302 may also record information in session performs a route lookup from route table 300 . The routing 
data 310 to track the state of the traffic session . 50 engine 300 may also perform other routing functions . Such 

In some embodiments , the traffic analyzer 302 is provided route lookup techniques and functions are well known to 
an expedited path over bus 204 to accelerate placement of those skilled in the art . 
the packets in the queues 304 . For example , the traffic In stage 516 , the router 106 queues the packet in the 
analyzer 302 may have priority access to bus 204 relative to queues of memory 302 . In particular , the routing engine 300 
routing engine 300 . Alternatively , the traffic analyzer 302 55 determines the forwarding information for the packet and 
may be provided its own or a special channel to memory writes this information to the packet . The routing engine 300 
202 . Any expedited path to the queues 304 may be imple - then places the packet in one of queues 304 and sends an 
mented by some of the embodiments . interrupt to the processor 200 . This interrupt provides the 

In some embodiments , the traffic analyzer 302 notifies the address of the packet in memory 202 and causes the pro 
routing engine 300 that the packet has been matched to a 60 ?essor 200 to schedule the forwarding process by forwarding 
traffic session . In response , the routing engine 300 will engine 312 . 
proceed to processing of the next appropriate packet . Processing then returns to stage 512 , where the forward 

In stage 512 , the router 106 forwards the packet to its next ing engine 312 performs its process to forward the packet to 
hop . In particular , when a packet is placed in one of queues its next hop . As noted above , the forwarding engine 312 may 
304 , the processor 200 schedules a forwarding process by 65 implement various scheduling algorithms , such as first in 
forwarding engine 312 , for example , via an interrupt with first out , random early detection , weighted fair queuing , etc . , 
the address in memory 202 of the queued packet . In to determine when to service queues 304 . 
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Although the present disclosure provides certain embodi the data traffic comprises a plurality of sessions 
ments and applications , other embodiments that are apparent having a desired quality of service and other traffic 
to those of ordinary skill in the art , including embodiments , that is to be routed on a best - effort basis ; 
which do not provide all of the features and advantages set the plurality of sessions comprise a plurality of 
forth herein , are also within the scope of this disclosure . 5 packets flowing downstream from a source on the 
Accordingly , the scope of the present disclosure is intended wide area network to a destination on the local 
to be defined only by reference to the appended claims . area network ; and 
What is claimed is : the packets each comprise a header and a payload ; 
1 . A method for managing data traffic between a wide area determine , from a portion of the headers in the packets , 

network and a local area network by a router , the method 10 respective session lookup values ; 
comprising : detect prioritized sessions in the data traffic based on 

reading , by the router , headers of packets received in data matching the session lookup values to an entry in a 
traffic for a route lookup to a next hop , wherein : table stored on the router ; 
the data traffic comprises a plurality of sessions having prioritize streams of packets flowing through the router 

a desired quality of service and other traffic that is to 15 belonging to prioritized sessions ; 
be routed on a best - effort basis ; transmit information related to the plurality of sessions 

the plurality of sessions comprise a plurality of packets traversing through the router to a server via the wide 
flowing downstream from a source on the wide area area network , the server configured to aggregate the 
network to a destination on the local area network ; information with previous information from the 
and 20 router to identify a frequently - used service and pro 

the packets each comprise a header and a payload ; vide input to the router to prioritize the frequently 
determining , by the router , respective session lookup used service ; 

values based on a portion of the headers in the packets ; receive , from the server via the wide area network , the 
detecting , by the router , prioritized sessions in the data input indicative of a modification to an existing entry 

traffic based on matching the session lookup values to 25 in the table to prioritize the frequently - used service 
an entry in a table stored on the router , wherein the in response to the transmitted information , and 
table comprises entries indicating prioritized types of modify the prioritization of the streams of packets 
sessions and indicating addresses of sources on the based on the input . 
wide area network ; 7 . The router of claim 6 , wherein the processor is further 

prioritizing , by the router , streams of packets flowing 30 configured to check for updates to the table responsive to a 
through the router belonging to prioritized sessions ; boot - up of the router . 

transmitting , by the router , information related to the 8 . The router of claim 6 , wherein the processor is further 
plurality of sessions traversing through the router to a configured to update the table based on requesting informa 
server via the wide area network , the server configured tion from at least one site on the wide area network . 
to aggregate the information with previous information 35 9 . The router of claim 8 , wherein the processor is further 
from the router to identify a frequently - used service configured to update the table based on requesting an update 
and provide input to the router to prioritize the fre - from a service provider on the wide area network . 
quently - used service ; 10 . The router of claim 6 , wherein the processor is further 

receiving , by the router , the input from the server , the configured to update the table responsive to a user input 
input indicative of a modification to an existing entry in 40 provided to the router . 
the table to prioritize the frequently - used service in 11 . The router of claim 6 , wherein the processor is further 
response to the transmitted information , wherein the configured to update the table responsive to data traffic 
input is received from the server via the wide area routed by the router . 
network ; and 12 . A method for updating a quality of service provided by 

modifying , by the router , the prioritization of the streams 45 a router , the method comprising : 
of packets based on the input . obtaining by an update service , from the router via a wide 

2 . The method of claim 1 , further comprising updating the area network , information related to a plurality of 
table based on requesting information from at least one site sessions traversing through the router , wherein : 
on the wide area network . the router manages data traffic between the wide area 

3 . The method of claim 1 , further comprising updating the 50 network and a local area network ; 
table based on requesting an update from a service provider the data traffic comprises the plurality of sessions and 
on the wide area network . other traffic that is to be routed on a best - effort basis ; 

4 . The method of claim 1 , further comprising updating the the plurality of sessions have a desired quality of 
table responsive to a user input . service ; 

5 . The method of claim 1 , further comprising checking for 55 the plurality of sessions comprise a plurality of packets 
updates to the table responsive to a boot - up of the router . flowing downstream from a source on the wide area 

6 . A router configured to route data traffic between a wide network to a destination on the local area network ; 
area network and a local area network , the router compris and 
ing : the packets each comprise a header and a payload ; 

a set of network interfaces coupled to a wide area network 60 aggregating the information with previous information 
and a local area network ; from the router to identify a frequently - used service ; 

a memory comprising a table having entries indicating generating , for the router , at least one update message for 
prioritized types of sessions and indicating addresses of an existing entry in a table stored in the router based on 
sources on the wide area network ; and the information , wherein the table indicates known 

a processor configured to : traffic sessions and a desired quality of service ; and 
read headers of packets received in data traffic by the transmitting by the update service , to the router , the at 

router for a route lookup to a next hop , wherein : least one update message , wherein the at least one 

65 
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update message comprises information for modifying a 
prioritization of streams of the packets for the fre 
quently - used service . 

13 . The method of claim 12 , further comprising : 
determining a set of traffic sessions routed by the router ; 5 

and 
determining locations of sources of the set of traffic 

sessions . 
14 . The method of claim 13 , wherein generating the at 

least one update message for the router comprises generating 10 
the at least one update message responsive to a change of an 
address of at least one of the sources of the set of traffic 
sessions . 

15 . The method of claim 14 , wherein the at least one 
update message indicates a change of an internet protocol 15 
address of at least one source of the set of traffic sessions . 

16 . The method of claim 12 , wherein generating the at 
least one update message for the router comprises generating 
the at least one update message responsive to a request from 
the router . 

17 . The method of claim 12 , wherein generating the at 
least one update message for the router comprises generating 
the at least one update message based on a predetermined 
interval . 

25 
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