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METHOD OF BOOTING A CONTROL UNIT IN AN ELECTRONIC ARTICLE

SURVEILLANCE SYSTEM AND CONTROL UNIT FORMING PART OF

SUCH A SYSTEM

Technical Field

The present disclosure relates to a method for booting a control unit in

an Electronic Article Surveillance (EAS) system, and to a control unit for such

a system.

Background

Various types of EAS systems are known and used to prevent theft,

shoplifting or otherwise unauthorized removal of articles from shops,

supermarkets, libraries, warehouses, etc. Referring to Fig. 1, an EAS system

usually comprises one or more antenna units 1, which are controlled by a

control unit 5 and which are arranged to provide an interrogation signal in a

surveillance zone. A tag 9 may be provided on the goods which are to be

prevented from leaving the shop. The EAS system is usually arranged to

detect the presence of the tag 9 in the surveillance zone and to provide an

alarm in response to such detection.

Just like most other theft prevention devices, EAS systems are subject

to attempts at tampering. While many tampering approaches involve

removing or disabling the tags 9, there is also a need for making tampering

with the system, and in particular with the system control unit 5, more difficult.

Hence, there is a need for improving the control unit's ability to

withstand attempts at tampering.

Summary

It is an object to improve the control unit's ability to withstand attempts

at tampering. A particular object is to make it more difficult to copy, modify or

tamper with the software run in the control unit.



The invention is defined by the appended independent claims.

Embodiments are set forth in the dependent claims, in the following

description and in the attached drawings.

According to a first aspect, there is provided a method of loading a

program into a processing unit of an electronic article surveillance system,

comprising the steps of: booting the processing unit by providing a startup

signal from a controller, providing at least a portion of a control program from

a first memory unit to the processing unit in encrypted form, providing a

decryption key to the processing unit from a second memory unit, and

decrypting said portion of the control program.

Hence, the software of the system may be kept secret, such that it may

be difficult to copy the program used by the processing unit. The processing

unit may therefore be empty when the system is turned off.

The startup signal may typically comprise startup program code.

The startup program may instruct the signal processing unit to retrieve

the program from the memory unit.

The startup signal may be provided by a microcontroller, which may be

integrated with the second memory unit.

The method may further comprise decrypting said portion of the control

program prior to providing a subsequent portion of the control program to the

processing unit. Hence, the code may be provided "chunk by chunk", with

each chunk being decrypted prior to receipt of the next, subsequent chunk.

One portion of the control program may be decrypted using a first key,

and the subsequent portion of the control program may be decrypted using a

second key. The first and second keys may differ. Hence, the processing unit

may receive a number of keys, e.g. one key per chunk of the control program

or one key for each predetermined number of chunks.

The method may also comprise determining whether the portion of the

control program received by the processing unit is encrypted or non-

encrypted. Hence, the processing unit may be adapted to receive encrypted

or non-encrypted control programs. Moreover, some portions of the control

program may be encrypted while other are not encrypted.



The method may thus comprise providing the decryption key to the

processing unit only when the portion of the control program received by the

processing unit is determined as being encrypted.

According to a second aspect, there is provided an electronic article

surveillance system comprising an antenna, and a control unit configured to

control the antenna to provide an interrogation signal and/or to receive a

response signal from an identification unit that is in a vicinity of the antenna.

The control unit comprises a processing unit, a first memory unit configured to

store a control program for the processing unit in encrypted form, and a

second memory unit configured to store a decryption key for decrypting the

control program. The processing unit may be configured to receive the control

program from the first memory unit, to receive the decryption key from the

second memory unit and to decrypt the control program.

The processing unit may be arranged on a first board and the first and

second memory units may be arranged on a second board, which is

removably connected to the first board.

Thereby, the board unit, including the controller and the memory

unit(s), may be replaceable. When the control program for the surveillance

system needs to be replaced or upgraded, the board unit may be replaced,

providing a new memory unit with a new program.

The processing unit may be a Digital Signal Processor (DSP). The

controller may be a microcontroller, such as a PIC processor. The circuit

board and the removable board unit may each comprise an interface adapted

for mutual connection to each other, such that the circuit board and the board

unit may be communicatively connected.

The first memory unit may comprise a programmable memory unit,

such as a PROM, EPROM, EEPROM, E2PROM, etc.

The second memory unit may form part of a microcontroller.

Brief Description of the Drawings

Fig. 1 is a schematic illustration of an EAS system.

Fig. 2 is a schematic illustration of the EAS system wherein a tag is

present in the surveillance zone.



Fig. 3 is a schematic illustration of a control unit for the EAS system.

Fig. 4 is a schematic diagram of a method of booting the control unit.

Description of embodiments

Fig. 1 illustrates schematically components of an Electronic Article

Surveillance (EAS) system. The system comprises at least one antenna unit

1, which in most cases is placed in the vicinity of the exit of a shop. The

antenna unit 1 can be arranged on a stand 3 and contains a resonance circuit

which is used to emit an electromagnetic field, for instance at the frequency

58 kHz. The antenna unit 1 is also used to receive a response signal from an

alarm label, as will be described below. The antenna unit 1 monitors a

surveillance zone. The antenna unit 1 is connected to a control unit 5 by a

cable 7 . The control unit 5 supplies power to the antenna unit 1 when

transmitting and receives signals from the same during reception. A control

unit 5 can be used together with a plurality of antenna units 1 and can

therefore be used to monitor a plurality of exits or other locations in a shop. If

the control unit 5 detects a condition when an alarm is justified, i.e. when a

protected article is located within the surveillance zone of the antenna unit, an

alarm is initiated, for instance so that an alarm buzzer (not shown) starts to

sound. The alarm buzzer can be integrated, for instance, in the antenna unit

1.

Fig. 2a illustrates schematically, seen from above, an EAS system in a

transmission mode. In transmission, the antenna unit 1 emits an

electromagnetic field, during a transmission interval, which transmits energy

to an alarm label 9 which can also be referred to as a transponder. The alarm

label 9 contains a resonant element, which is tuned with the frequency of the

electromagnetic field emitted by the antenna unit 1.

Fig. 2b illustrates schematically, seen from above, an EAS system in a

reception mode during a monitoring interval. In the reception mode, the

previously shown control unit 5 has switched off the transmission of the

antenna unit 1. Instead, a response signal in the form of electromagnetic

energy is received from the alarm label 9, i.e. the energy previously emitted



by the antenna unit 1. Thus the alarm label 9 can be completely passive and

does not require any power supply of its own.

Various configurations of antenna units 1 are conceivable. In some

cases, use is made of an antenna unit, at an exit or some other location in a

shop, both for transmission and reception. This means that one antenna unit

is sufficient to monitor a surveillance zone. In other cases, use is made of two

antenna units, which are used both for transmission and reception, which

results in a larger surveillance zone. In still other cases, two antenna units are

used, one for transmission and the other for reception, which may be

particularly convenient when protected articles are stored close to the

antenna units.

Fig. 3 illustrates schematically the control unit 5 comprising a

transmitter unit 11 and a receiver unit 13 . The transmitter unit 11 is adapted to

provide a signal to the antenna unit 1 such that the resonance circuit in the

antenna unit 1 transmits the electromagnetic field in the surveillance zone.

The signal from the transmitter unit 11 is sent through the cable 7 . The

transmitter unit 11 comprises an amplifier 15 .

The receiver unit 13 is adapted to receive the response signal from the

alarm label 9 in the surveillance zone, detected by the antenna unit 1. The

response signal is provided to the control unit 5 and the receiver unit 13 via

the cable 7 . The receiver unit 13 comprises an amplifier 17 .

The control unit further comprises a signal processing unit 19 . The

signal processing unit 19 may be a Digital Signal Processor (DSP) or the like.

The signal processing unit 19 is arranged on a circuit board in the control unit

5 . The control unit 5 further comprises a supplementary board 2 1 . On the

supplementary board 2 1 , a memory unit 25 and a microcontroller 27 may be

arranged. The supplementary board 2 1 is removably attached to the circuit

board, e.g. using a conventional bus connector. An additional fastener, such

as a nut and bolt connector may be provided to secure the supplementary

board 2 1 . The microcontroller 27 and the memory unit 25 are each

communicatively connected to the signal processing unit 19 . The

supplementary board 2 1 and the circuit board have an interface 23 for

communication between the components on the circuit board and the



components on the supplementary board 2 1 . The interface 23 may be

physical contacts adapted for connection between the circuit board and a

removable supplementary board 2 1 . Since the supplementary board 2 1 is

removable, the program in and function of the memory unit 25 and the

microcontroller 27 may easily be replaced by replacing the supplementary

board 2 1 .

The program stored in the memory unit 25 is encrypted. When the

signal processing unit 19 receives the program after startup, it will not be able

to read the program and execute it. During startup of the system, the signal

processing unit 19 is provided with a startup program from the microcontroller

27 causing the signal processing unit 19 to retrieve the encrypted program

from the memory unit 25. After the signal processing unit 19 has received the

encrypted program from the memory unit 25, it will be provided with an

encryption key from the microcontroller 27.

Referring to Fig. 4 , as a first step 10 1, the startup program is received

by the processing unit. In step 102, the processing unit receives the control

program, or a first part of it, from the memory unit 110 .

In step 103, the processing unit determines whether the control

program, or the received part of it, is encrypted. If it is not encrypted, the

processing unit, in step 104 determines whether a sufficient part of the control

program has been received for it to be executed. If so, the processing unit

proceeds to step 105, executing the control program. If not, steps 102-1 04

are repeated.

If, in step 103, the processing unit determines that the control program,

or the received part thereof, is encrypted, the processing unit proceeds to

step 106, wherein a decryption key is received from the memory unit 111,

which may be a part of the microcontroller referred to above. The processing

unit, in step 107 proceeds to decrypt the control program or part thereof.

Once decrypted, the processing unit returns to step 104.

The control program may include instructions for all or parts of the

control unit's functionality. For example, the control program may comprise

algorithms for controlling transmitted signals as well as algorithms for



evaluating received signals, for deciding how to react and what reaction to

take.

During the transmission interval illustrated in fig. 2a, the antenna unit 1

provides an electromagnetic field in the surveillance zone. After the

transmission interval, the EAS system listens for response signals from alarm

labels 9 in the surveillance zone during the monitoring interval. The response

signal from an alarm label 9 in the surveillance zone is only detectable for the

EAS system during a short period of time after the transmission interval has

ended.



CLAIMS

1. A method of loading a program into a processing unit, which is

arranged to control an electronic article surveillance system, comprising the

steps of:

booting the processing unit by providing a startup signal from a

controller,

providing at least a portion of a control program from a first memory

unit to the processing unit in encrypted form,

providing a decryption key to the processing unit from a second

memory unit, and

decrypting said portion of the control program.

2 . The method as claimed in claim 1, wherein the startup signal

comprises startup program code.

3 . The method as claimed in claim 1 or 2, wherein the startup

signal is provided by a microcontroller.

4 . The method as claimed in any one of the preceding claims,

wherein the second memory unit is integrated with the controller.

5 . The method as claimed in any one of the preceding claims,

further comprising decrypting said portion of the control program prior to

providing a subsequent portion of the control program to the processing unit.

6 . The method as claimed in claim 5, wherein the portion of the

control program is decrypted using a first key, and wherein the subsequent

portion of the control program is decrypted using a second key.

7 . The method as claimed in any one of the preceding claims,

further comprising determining whether the portion of the control program

received by the processing unit is encrypted or non-encrypted.



8 . The method as claimed in claim 7, further comprising providing

the decryption key to the processing unit only when the portion of the control

program received by the processing unit is determined as being encrypted.

9 . An electronic article surveillance system comprising,

an antenna, and

a control unit configured to control the antenna to provide an

interrogation signal and/or to receive a response signal from an identification

unit that is in a vicinity of the antenna,

wherein the control unit comprises:

a processing unit,

a first memory unit configured to store a control program for the

processing unit in encrypted form, and

a second memory unit configured to store a decryption key for

decrypting the control program,

wherein the processing unit is configured to receive at least part of the

control program from the first memory unit, to receive the decryption key from

the second memory unit and to decrypt the received control program.

10 . The electronic article surveillance system as claimed in claim 9,

wherein the processing unit is arranged on a first board and the first and

second memory units are arranged on a second board, which is removably

connected to the first board.

11. The electronic article surveillance system as claimed in claim 9

or 10, wherein the first memory unit comprises a programmable memory unit,

such as a PROM, EPROM, EEPROM, E2PROM, etc.

12 . The electronic article surveillance system as claimed in any one

of claims 9-1 1, wherein the second memory unit forms part of a

microcontroller.
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