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(57) Abstract: A method and an apparatus of generating rule tables for a virtual dedicated network, and a routing method are disclosed.
The method includes determining virtual switches which act as switching nodes in a virtual dedicated network based on topological
structure information of the virtual dedicated network; and using network identifiers of the virtual switches as keywords to configure
and generate rule tables of the virtual dedicated network, the rule tables including at least the keywords which act as addresses of the
switching nodes in the rule tables. The embodiments of the present disclosure can greatly reduce the number of table items in a rule
table in a virtual dedicated network, and reduce the number of table items of transfer nodes and an amount of data of management and
control nodes, thus etfectively improving the system performance.

[Continued on next page]



WO 2018/156505 A1 {00V A0 T

KR,KW,KZ,LA,LC,LK, LR, LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



10

15

20

25

30

WO 2018/156505 PCT/US2018/018785

VIRTUAL DEDICATED NETWORK AND RULE TABLE GENERATION
METHOD AND APPARATUS, AND ROUTING METHOD

Cross Reference to Related Patent Applications

This application claims foreign priority to Chinese Patent Application No.
201710092684.6, filed on February 21, 2017, entitled “Virtual Dedicated Network and Rule
Table Generation Method and Apparatus, and Routing Method,” which is hereby

incorporated by reference in its entirety.

Technical Field
The present application relates to the technological field of computer data
processing, and particularly to virtual dedicated network and rule table generation methods

and apparatuses, and routing methods.

Background

Virtual Private Cloud (VPC) is a private cloud platform that is implemented based on
virtualization technologies and is provided to a company for use. The VPC groups a series of
virtual resources such as a network, security, storage, and computation, and provides secure
and convenient IT service applications to company users for use according to needs. Along
with centralization of data centers, an increasing number of large-scale companies tend to
use virtual private clouds for deploying company internal IT systems.

A virtual private cloud service provider can construct an isolated and self-defined
virtual dedicated network (i.e., a subnet of a virtual private cloud). Generally, a subnet
includes a number of management/control rule tables, such as a routing table, a security
policy table, an address translation table, etc. These rule tables may store configuration and
processing policies of the virtual dedicated network. These rule tables can be used for
implementing node control such as IP address assignment, segment division, routing rule
setting, gridding, etc., and allowing a user to control a virtual dedicated network thereof
according to resource requirements. In general, for a virtual dedicated cloud service

provider, VPC products amount to providing a self-defined network for each user. In these
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self-defined networks, various types of entity concepts, such as routers, switches, safety
devices, interfaces, etc., in a conventional network are needed to be abstracted for the users.
Table entries such as various types of rule concepts, routing tables, security policy tables,
network address translation tables, etc., are also needed to be abstracted. However, along
with the continuous development of virtualization technologies and a continuous increase in
single virtual machine ratio, user requirements for virtualization capabilities of single clusters
have become higher, and the need of migration into virtual private clouds for users has
increased. Currently, especially for large-scale users (such as political or industry customers,
bank customers and Internet customers, etc.), such users need virtual private clouds having
higher security, performance and automated network capabilities. Therefore, when a
number of users of virtual private clouds reach an exceedingly large scale and networks of
certain user clouds reach an exceedingly large scale, data volume of these rule tables
become extremely large correspondingly, thereby affecting the processing performance and
capacity of an entire system.

For example, a virtual dedicated network of a user is assumed to include 1000 VM
(VMware or virtual machines) and three rule tables (a routing table, a security policy table
and a NAT table) are used. Each VM is included in the rule tables, and each table includes
1000 table items. If one million of such users exist, a scale of single table items is one billion.
Such large amount of table items will cause an exceedingly large scale of table items in
transfer nodes, and increase the workload of memory for storing such tremendous amount
of table items, thus reducing the speed of searches and updates, and decreasing the
throughput of the entire entity. Furthermore, the workload of managing table items during
node management and control is increased, and the performance of a system will be
affected by various types of operations such as maintenance, issuing, verification, and
refreshing, etc., due to a huge number of updates or downloads, thus reducing the product

usage experience of users.

Summary
This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended

to identify all key features or essential features of the claimed subject matter, nor is it
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intended to be used alone as an aid in determining the scope of the claimed subject matter.
The term “techniques,” for instance, may refer to device(s), system(s), method(s) and/or
computer readable instructions as permitted by the context above and throughout the
present disclosure.

The goals of the present disclosure are to provide a method and an apparatus of
generating rule tables for a virtual dedicated network, and a routing method, which can
greatly reduce a number of table items in the virtual dedicated network, reduce data
volumes of transfer node table items and management and control nodes, improve the
performance of an entire system, and reduce the complexity of the system. The disclosed
method and apparatus can effectively solve the scaling, performance and capacity issues
associated with a virtual dedicated network having a tremendous amount of users.

A method and an apparatus of generating rule tables for a virtual dedicated network,
and a routing method provided in the present disclosure are implemented as follows.

A method of generating rule tables for a virtual dedicated network includes
determining virtual switches which act as switching nodes in a virtual dedicated network
based on topological structure information of the virtual dedicated network; and using
network identifiers of the virtual switches as keywords to configure and generate rule tables
of the virtual dedicated network, the rule tables including at |least the keywords which act as
addresses of the switching nodes in the rule tables.

Computer readable media stores computer instructions. When the computer
instructions are executed, the following operations are implemented: determining virtual
switches which act as switching nodes in a virtual dedicated network based on topological
structure information of the virtual dedicated network; and using network identifiers of the
virtual switches as keywords to configure and generate rule tables of the virtual dedicated
network, the rule tables including at least the keywords which act as addresses of the
switching nodes in the rule tables.

A routing method for a virtual dedicated network, includes analyzing a network
message that is received, determining a target host computer to which the network message
is jumped, and obtaining a target host computer identifier of a virtual switch corresponding
to the target host computer; querying a routing address of a virtual switch that is next to be

jumped into in a route towards the target host computer from a routing rule table based on
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the target network identifier, the routing rule table including at least the network identifier
of the virtual switch that is used as the routing address configured and generated in the
routing rule table; and sending the network message to the virtual switch that is next to be
jumped into based on the routing address.

Computer readable media stores computer instructions. When the computer
instructions are executed, the following operations are implemented: analyzing a network
message that is received, determining a target host computer to which the network message
is jumped, and obtaining a target host computer identifier of a virtual switch corresponding
to the target host computer; querying a routing address of a virtual switch that is next to be
jumped into in a route towards the target host computer from a routing rule table based on
the target network identifier, the routing rule table including at least the network identifier
of the machine virtual switch that is used as the routing address configured and generated in
the routing rule table; and sending the network message to the virtual switch that is next to
be jumped into based on the routing address.

An apparatus of generating rule tables for a virtual dedicated network includes a
node determination module used for determining virtual switches which act as switching
nodes in a virtual dedicated network based on topological structure information of the
virtual dedicated network; and a rule table configuration module used for using network
identifiers of the virtual switches as keywords to configure and generate rule tables of the
virtual dedicated network, the rule tables including at least the keywords which act as
addresses of the switching nodes in the rule tables.

A virtual dedicated network includes at least virtual switches, subnets that use the
virtual switches act switching nodes, and rule tables that store configuration and processing
policies of the virtual dedicated network. The rule tables are configured to be generated by
using the foregoing method of generating rule tables for a virtual dedicated network, or
generated by the foregoing apparatus of generating rule tables for a virtual dedicated
network.

The method and the apparatus of generating rule tables for a virtual dedicated
network provided in the present disclosure can configure and generate a variety of rule
tables such as a security policy table and a routing table for virtual switches. The number of

table items in the variety of rule tables can be greatly reduced because the number of virtual
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switches is generally much less than the number of switching nodes. As such, since the
number of table items in the rule tables is greatly reduced, the number of table items
processed by switching (transfer) nodes is thus reduced. Therefore, the speeds of updates
and queries are increased, and the entire throughput is increased, thereby improving the
performance of a system and reducing the complexity of the system. For node management
and control, a number of updates and downloads are apparently reduced, and thereby the
system can easily support a tremendous number of users. The capacity of the system is also
easily expanded and increased. By using embodiments of the present disclosure for
generating rule tables, the consumption of resources can be effectively reduced, and the
performance and the usage experience of a network is improved. Moreover, the costs for

managing and maintaining security policy tables can also be reduced.

Brief Description of the Drawings

In order to describe technical solutions of the embodiments of the present disclosure
in a better manner, accompanying figures that are needed for describing the embodiments
are briefly described herein. Apparently, the described figures merely represent some
embodiments recorded in the present disclosure. Based on these embodiments, one skilled
in the art can obtain other figures without making any creative effort.

FIG. 1 is a flowchart of a method of generating rule tables for a virtual dedicated
network in accordance with an embodiment of the present disclosure.

FIG. 2 is a schematic diagram of an entire logical structure of a VPC used by a certain
VPC service provider in existing technologies.

FIG. 3 is a schematic diagram of a topological structure of a virtual dedicated network
in accordance with the present disclosure.

FIG. 4 is a schematic diagram of a modular structure of an apparatus of generating
rule tables for a virtual dedicated network in accordance with an embodiment of the present
disclosure.

FIG. 5 is a schematic diagram of a transfer of a message using a virtual switch as a

keyword in a virtual dedicated network in accordance with the present disclosure.
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Detailed Description

In order to enable one skilled in the art to understand the technical solutions of the
present disclosure in a better manner, the technical solutions of the embodiments of the
present disclosure are described in a clear and complete manner in conjunction with the
accompanying figures. Apparently, the described embodiments merely represent some and
not all of the embodiments of the present disclosure. Based on the embodiments of the
present disclosure, all the other embodiments that are obtained by one of ordinary skill in
the art without making any creative effort shall fall in the scope of protection of the present
disclosure.

FIG. 1 is a flowchart of a method of generating rule tables for a virtual dedicated
network in accordance with an embodiment of the present disclosure. Although the present
disclosure provides method operations or apparatus structures as shown in the following
embodiments or the accompanying drawings, the methods or apparatuses may include a
combination of more or fewer operations or modular units due to conventional or non-
creative effort. The operations or structures do not logically have any necessary causal
relationships, and orders of execution of these operations or module structures of the
apparatuses are not limited to execution orders or module structures shown in the
implementations or drawings of the present disclosure. When an apparatus or a terminal of
the method or module structure is used in practice, a sequential or parallel execution (e.g.,
parallel processor or multithreaded environment and even distributed process execution
environment) may be performed according to the method or module structure shown in the
embodiments or the accompanying figures.

In a physical network, rule tables, such as a routing table, a security policy table and
an address translation table, generally use IP addresses or host computer names of host
computers for performing configuration. Virtual private networks in existing technologies
also use this kind of approach. In virtual dedicated networks, virtual dedicated networks
among users are isolated from one another. Generally, a subnet includes a number of
management/control rule tables such as a routing table, a security policy table, an address
translation table, for example. Node control such as IP address assignment, segment
division, routing rule setting and gridding can be implemented, to enable a user to control a

virtual dedicated network thereof according to resource requirements.
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VPC may be understood as a software-defined network, implementing an
optimization of moving in, moving out and migrating across AWS regions in enterprise
applications. In general, VPC architecture usually includes three important components —
switches, gateways and controllers. FIG. 2 shows a schematic diagram of an entire logical
structure of a VPC used by a certain VPC service provider in existing technologies. Switches
(physical machines and virtual machines) and gateways form a key route of a data path. A
controller broadcasts transfers to the gateways and the switches using a protocol, to
complete a key route of a configured path. The configured path and the data path are
isolated with each other in an entire architecture. Switches can be distributed nodes, and
can implement management and control of tens of thousands of virtual networks based on a
SDN protocol and controller(s). For a service provider of virtual dedicated networks, VPC
products amount to providing a self-defined network to each user. In these self-defined
networks, various types of entity concepts, such as routers, switches, safety devices,
interfaces, etc., in a conventional network are needed to be abstracted for the users. Table
entries such as various types of rule concepts, routing tables, security policy tables, network
address translation tables, etc., are also needed to be abstracted. For example, FIG. 2 shows
a schematic diagram of an entire logical structure of a VPC used by a certain VPC service
provider in existing technologies. Content of configuration of some rule tables in an existing
VPC network can be represented as follows:

Table 1: Security Policy Table

Host Computer Security domain
Al 1
A2 1
A3 1
Ad 2
A5 2
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Table 2: Routing Table and Address translation Table

Host Computer Action
Al Address translation
A2 Address translation
A3 Address translation
Al Routing
A2 Routing
A3 Routing
Bl Routing
B2 Routing

Apparently, the routing table and the address translation table in Table 2 can be
separate and independent rule tables. The routing table can be configured with information
including host computers and routing and transmission information of messages, etc.

The virtual dedicated network described in the present disclosure defines virtual
switches such as switches, which are usually called as virtual switches. For a virtual
dedicated network, the present disclosure separately improves specific keywords of rule
tables such as a routing table, a security table and a network address translation table, and
expands the use of simple IP addresses and host computers as keywords to the use of virtual
switches as keywords for setting up policies. The present disclosure provides another design
solution for rules such as a transfer table and a policy table in a virtual network, and is able
to greatly reduce the number of rule tables in a virtual dedicated network and an amount of
data of the rule tables, leading to an improvement in a performance index of transfer nodes
and management and control nodes, and a reduction in the complexity of a network system.
The present disclosure can effectively support virtual dedicated networks having a large
amount of throughput, and improve the system capacity and the user experience. As shown

in an example of FIG. 1, the present disclosure provides an exemplary method 100 of
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generating rule tables for a virtual dedicated network, and may include the following
operations.

$102 determines a virtual switch which acts as a switching node in a virtual dedicated
network based on topological structure information of the virtual dedicated network.

$104 configures and generates a rule table for the virtual dedicated network using a
network identifier of the virtual switch as a keyword, the rule table including at least the
keyword used as an address of the switching node in the rule table.

In general, a subnet may include one or more virtual switches, and a virtual switch
can only be included in one subnet. Different subnets can be distinguished, and each subnet
can include one or more host computers (virtual machines). In an application scenario of a
virtual dedicated network of the present disclosure, a subnet can be allowed to have only
one virtual switch. Using a keyword as an address of a switching node in a rule table can be
understood as an existence of at least one network identifier of a virtual switch being used
as the address of the switching node in the routing table among rule tables in a virtual
dedicated network. For example, a target address to be jumped in an existing routing table
is generally an IP address, such as 192.168.10.100. In implementations of the present
disclosure, a routing table that is generated can include a virtual switch of a subnet as an
address to which a transfer is to be made, for example, a host computer of 192.168.10.100
in a subnet 10. A network identifier of virtual switch of the subnet 10 is S10, and so a routing
table can set a jump to S10. By analyzing a message, a virtual switch can know information
of a subnet in which a target host computer of a message is located, e.g., a subnet serial
number or a network identifier of a virtual switch, and determine that 192.168.10.100
belongs to S10. As such, a jump can be made directly to a next jump address according to
the routing table of the present disclosure. If the subnet 10 includes 100 host computers,
transmission of all messages that need to be routed to S10 to a next jump can be
implemented by merely setting routing data in a routing table of a virtual switch, thus
greatly reducing table items in the routing table. For an example of a virtual dedicated
network, the virtual dedicated network includes two virtual switches and two groups, i.e., a
virtual switch 1 and a virtual switch 2, and a subnet 1 and a subnet 2. The virtual switch 1 is
allocated in the subnet 1, and the virtual switch 2 is allocated in the subnet 2. A network

identifier of the virtual switch 2 is set to be S1, and a network identifier of the virtual switch
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2 is set to be 2. The subnet 1 is recorded as Group 1, and the subnet 2 is recorded as Group
2. Inthis virtual dedicated network, S1 is actually a virtual switch, and S2 is similar a virtual
switch. If a subnet is used for setting a group of security domains, in an application scenario
of the present disclosure,

Group 1 can be represented as:

S1 belongs to Security Group 1, indicating that the virtual switch is included (or
belongs to) Group 1.

Group 2 can be represented as:

S2 belongs to Security Group 2, indicating that the virtual switch is included (or
belongs to) Group 2.

The embodiments of the present disclosure can use network identifiers of virtual
switches in a virtual dedicated network, such as S1, S2, etc., as keywords in rule tables for
setting up the rule tables to implement corresponding configuration policies. An application
scenario is shown in FIG. 3. FIG. 2 is a schematic diagram of a topological structure of a
virtual dedicated network in accordance with the present disclosure. A topological structure
of a virtual dedicated cloud according to an embodiment of FIG. 3 is similar to the network
topological structure of FIG. 2. However, details of a rule table are changed in a way as
follows:

The virtual switch S1, the virtual switch S2, the security domain 1 and the security
domain 2 as described above are used as an example. Since S1 is included in the security
domain 1 and S2 is included in the security domain 2, a security policy table that is
generated is shown in Table 3 as follows:

Table 3: Table generated using implementation solutions of the present disclosure

Host Computer/Device Security domain
S1 1
S2 2

As can be seen from a comparison between Table 1 and Table 3, a security policy
table generated by the embodiments of the present disclosure can merely include two items:
a host computer/device, and a security domain. Apparently, Table 1 and Table 3 as

described above are merely illustrative. A specific process of implementation in practice
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may include other items, and fields. However, if each virtual switch is within rule limitations
and a virtual dedicated network includes N virtual switches, a security policy table of an
existing virtual dedicated network may include corresponding N (or N+L, with L being much
less than N) table items. Each virtual switch can connect with a number of switching nodes.
Specifically, in a virtual dedicated network having a large number of host computers, the
number of virtual switches is usually much less than the number of switching nodes. For
example, there may be one million of switching nodes, and the one million of nodes are
connected to one hundred virtual switches. In this case, table items in a security policy table
are only one hundred, and a number thereof is significantly less as compared to one million.
As can be seen, the security policy table that is generated using the embodiments provided
in the present disclosure can have substantially less number of table items as compared with
existing ways of using IP or host computers, thereby greatly reducing an amount of data in
rule tables and effectively improving the response speed and entire performance of a system.

The method of generating rule tables for a virtual dedicated network provided in the
present disclosure can configure and generate a variety of rule tables such as a security
policy table and a routing table for virtual switches. The number of table items in the variety
of rule tables can be greatly reduced because the number of virtual switches is generally
much less than the number of switching nodes (e.g., host computers in a network). As such,
since the number of table items in the rule tables is greatly reduced, the number of table
items processed by switching (transfer) nodes is thus reduced. Therefore, the speeds of
updates and queries are increased, and the entire throughput is increased, thereby
improving the performance of a system and reducing the complexity of the system. For
node management and control, a number of updates and downloads are apparently
reduced, and thereby the system can easily support a tremendous number of users. The
capacity of the system is also easily expanded and increased. By using embodiments of the
present disclosure for generating rule tables, the consumption of resources can be
effectively reduced, and the performance and the usage experience of a network is
improved. Moreover, the costs for managing and maintaining security policy tables can also
be reduced.

Apparently, the method described in the present disclosure is suitable for a variety of

different types of rule tables of a virtual dedicated network. In implementations, the rule
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table may include at least one of a security policy table, a routing table, or a network
address translation table.

In implementations, configuring and generating the rule table for the virtual
dedicated network using the network identifier of the virtual switch as the keyword may
include the following operation.

$1042 obtains an identifier of a security domain to which a host computer in a
subnet that corresponds to the virtual switch belongs in response to the rule table including
a security policy table, and configures the security policy table based on the identifier of the
security domain and the network identifier of the virtual switch.

A security policy table that is generated using the embodiments of the present
disclosure can be represented by Table 3. In general, the security policy table may include at
least two fields. One field is a host computer/device, i.e., a name field (network identifier)
of a virtual switch. Another field is a name field of a security domain, i.e., a network
identifier of the security domain. When configuring the security policy table, identifiers of
security domains of host computers in various subnets in a virtual dedicated network can be
obtained. In general, all host computers in a subnet can be configured to belong to a
security domain. In this way, a security policy table can be generated and information of
various security domains can be configured by corresponding network identifiers of virtual
switches that correspond to a subnet with identifiers of security domains of all the host
computers in the subnet. The security policy table that is generated may include two table
items. One table item is a security domain 1 to which a virtual switch S1 corresponds (or
belongs). Another table item is a security domain 2 to which a virtual switch S2 corresponds
(or belongs). An example of all host computers under each virtual switch is shown in Table 3.
Al, A2 and A3 under S1 belong to the security domain 1.

Apparently, when a new virtual switch S3 is added, the virtual switch is allocated into
a subnet 3 if the virtual switch joins a new security domain 3. The security domain 3 is
obtained by configuring an access control policy for Group 3. The security policy table as
shown in Table is then updated, and an updated security policy table is represented by Table

4:

12
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Table 4: Table generated using implementation solutions of the present disclosure

Host Computer/Device Security domain

S1 1
S2 2
S3 3

In implementations, configuring and generating the rule table for the virtual
dedicated network using the network identifier of the virtual switch as the keyword may
include the following operation.

$1044 configures a routing table using a network identifier of a virtual switch of a
subnet in which the target host computer that is to be jumped into is located as a keyword
for routing when the rule table includes the routing table.

A routing table can be generated based on routing policies and virtual switches
corresponding to the routing policies. The routing table includes virtual switches and
routing policies corresponding to the virtual switches. Similarly, the virtual switch S2 and the
above routing policy are used as an example. A routing table that is generated therefrom is

represented by Table 5.

Table 5: Routing table generated using implementation solutions of the present disclosure

Host Computer/Device Action

S2 Routing

Routing in a table item indicates that the virtual switch S2 adopts the above routing
policy. An action “routing” in the table may be configured with actual routing and jumping
information based on the routing policy of the virtual switch. For instance, example routing
information may be information of routing and jumping from the current virtual switch S2 to
a next virtual switch S20.

It can be understood that table items can be added when new virtual switches S3

and S4 using the above routing policy are added, as represented by Table 6.
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Table 6: Routing table generated using implementation solutions of the present disclosure

Host Computer/Device Action
S2 Routing
S3 Routing
S4 Routing

The routing table generated using the present embodiment includes very few table
items thus greatly reducing an amount of data of the routing table.

5 In implementations, configuring and generating the rule table for the virtual
dedicated network using the network identifier of the virtual switch as the keyword may
include the following operation.

$1046 configures an address translation table using the network identifier of the
virtual switch as a keyword for a corresponding subnet to perform a network address
10 translation when the rule table includes the address translation table.
In implementations, port conversion policies can be configured for some or all of one
or more virtual switches.
The virtual switch S1 is used as an example. If a type of port conversion policy that is
configured is as follows:
15 S1 Access Internet do NAT.
This indicates that the virtual switch needs to perform a port conversion when
accessing the Internet, and NAT represents a port conversion policy.
A port conversion table is generated based on port conversion policies and respective
virtual switches corresponding to the port conversion policies. The port conversion policy
20  includes the respective virtual switches and the port conversion policies corresponding to
the respective virtual switches.
The virtual switch S1 and the above routing policy are used as an example. A port

conversion table that is generated is represented by Table 7.
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Table 7: Address translation table generated using implementation solutions of the present

disclosure

Host Computer/Device Action

S1 Address translation

The address translation in a table item indicates that the virtual switch S1 adopts the
5 above address translation to implement network address translations between different
subnets and between a subnet and a public network.
It can be understood that table items can be added when new virtual switches, such
as S3 and S4, which use the above routing policy, are added, as represented by Table 8.

Table 8: Address translation table generated using implementation solutions of the present

10 disclosure
Host Computer/Device Action
S1 Address translation
S3 Address translation
s4 Address translation

The method of generating a rule table for a virtual dedicated network according to
the present disclosure can create a port conversion table for a virtual switch in the network.
Since the number of virtual switches is generally much less than the number of network host

15  computers, the number of table items in the port conversion table is greatly reduced in an
effective way. As such, when the port conversion table is used, the consumption of
resources can be reduced, and the network performance can be improved, thereby
enhancing the network usage experience and reducing the management and maintenance
costs of the port conversion table.

20 The foregoing exemplary method can be implemented in a computer readable
storage media executable by a computer. Specifically, the present disclosure further
provides a type of computer readable storage media which stores computer instructions.

When the computer instructions are executed, the following operations are implemented:
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determining virtual switches which act as switching nodes in a virtual dedicated network
based on topological structure information of the virtual dedicated network; and using
network identifiers of the virtual switches as keywords to configure and generate rule tables
of the virtual dedicated network, the rule tables including at |least the keywords which act as
addresses of the switching nodes in the rule tables.

Based on the foregoing method of generating a rule table for a virtual dedicated
network, the present disclosure further provides an apparatus of generating a rule table for
a virtual dedicated network. FIG. 4 is a schematic diagram of a modular structure of an
apparatus 400 of generating a rule table for a virtual dedicated network. As shown in FIG. 4,
the apparatus 400 may include a node determination module 402 used for determining
virtual switches which act as switching nodes in a virtual dedicated network based on
topological structure information of the virtual dedicated network; and a rule table
configuration module 404 used for using network identifiers of the virtual switches as
keywords to configure and generate rule table(s) of the virtual dedicated network, the rule
table(s) including at least the keywords which act as addresses of the switching nodes in the
rule tables.

In implementations, the rule table(s) may include at least one of a security policy
table, a routing table, or a network address translation table.

Different rule tables can have different configurations in different virtual dedicated
networks. In implementations, the rule table configuration module 404 may include a
security policy table configuration module 406, which may be used for obtaining an
identifier of a security domain to which a host computer in a subnet that corresponds to the
virtual switch belongs in response to the rule table(s) including a security policy table, and
configuring the security policy table based on the identifier of the security domain and the
network identifier of the virtual switch.

In implementations, the rule table configuration module 404 may include a routing
table configuration module 408, which may be used for configuring a routing table using a
network identifier of a virtual switch of a subnet in which the target host computer that is to
be jumped into is located as a keyword for routing in response to the rule table(s) including

the routing table.
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In implementations, the rule table configuration module 404 may include an address
translation table configuration module 410, which may be used for configuring an address
translation table using the network identifier of the virtual switch as a keyword for a
corresponding subnet to perform a network address translation in response to the rule
table(s) including the address translation table.

In implementations, the apparatus 400 may further include one or more processors
412, an input/output (1/0) interface 414, a network interface 416, and memory 418.

The memory 418 may include a form of computer readable media such as a volatile
memory, a random access memory (RAM) and/or a non-volatile memory, for example, a
read-only memory (ROM) or a flash RAM. The memory 418 is an example of a computer
readable media.

The computer readable media may include a volatile or non-volatile type, a removable
or non-removable media, which may achieve storage of information using any method or
technology. The information may include a computer readable instruction, a data structure,
a program module or other data. Examples of computer storage media include, but not
limited to, phase-change memory (PRAM), static random access memory (SRAM), dynamic
random access memory (DRAM), other types of random-access memory (RAM), read-only
memory (ROM), electronically erasable programmable read-only memory (EEPROM), quick
flash memory or other internal storage technology, compact disk read-only memory (CD-
ROM), digital versatile disc (DVD) or other optical storage, magnetic cassette tape, magnetic
disk storage or other magnetic storage devices, or any other non-transmission media, which
may be used to store information that may be accessed by a computing device. As defined
herein, the computer readable media does not include transitory media, such as modulated
data signals and carrier waves.

In implementations, the memory 418 may include program modules 420 and program
data 422. The program modules 420 may include one or more of the modules described in
the foregoing description.

Details of implementations of the routing table, the security policy table and the
address translation table that are involved in the apparatus provided in the above
embodiment can be referenced to the description of related portions of the method

embodiment, and are not repeatedly described herein.
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The apparatus of generating rule tables for a virtual dedicated network provided in
the present disclosure can configure and generate a variety of rule tables such as a security
policy table and a routing table for virtual switches. The number of table items in the variety
of rule tables can be greatly reduced because the number of virtual switches is generally
much less than the number of switching nodes (e.g., host computers in a network). As such,
since the number of table items in the rule tables is greatly reduced, the number of table
items processed by switching (transfer) nodes is thus reduced. Therefore, the speeds of
updates and queries are increased, and the entire throughput is increased, thereby
improving the performance of a system and reducing the complexity of the system. For
node management and control, a number of updates and downloads are apparently
reduced, and thereby the system can easily support a tremendous number of users. The
capacity of the system is also easily expanded and increased. By using embodiments of the
present disclosure for generating rule tables, the consumption of resources can be
effectively reduced, and the performance and the usage experience of a network is
improved. Moreover, the costs for managing and maintaining security policy tables can also
be reduced.

In the above rule tables generated in the present disclosure, virtual switches are used
as keywords for configuring routing and transmission policies of messages. The number of
table items of a routing table that is generated based on these routing and transmission
policies is greatly reduced. The consumption of resources is reduced, while secure
matchings for messages can be quickly performed in a virtual dedicated network in practice,
thus improving the performance of transmission, management and control of the messages
associated with switching nodes of the entire virtual dedicated network. Therefore, by
making use of the solution of generating the above rule tables in the present disclosure, the
present disclosure further provides a routing method for a virtual dedicated network. In
implementations, the method may include analyzing a network message that is received,
determining a target host computer to which the network message is jumped, and obtaining
a target host computer identifier of a virtual switch corresponding to the target host
computer; querying a routing address of a virtual switch that is next to be jumped into in a
route towards the target host computer from a routing rule table based on the target

network identifier, the routing rule table including at least the network identifier of the
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machine virtual switch that is used as the routing address configured and generated in the
routing rule table; and sending the network message to the virtual switch that is next to be
jumped into based on the routing address.

In response to receiving a network message, a virtual switch may analyze information
in the network message that is received, and determine a target host computer that the
network message is to reach. In implementation solutions of the present disclosure, host
computers that are under a same virtual switch are configured with a network identifier of
the same virtual switch in a routing table. A target network identifier of a next virtual switch
to which the network message needs to be routed from a current switching node can be
determined from the network message. A virtual dedicated network can set a switching
node in which each virtual switch is located and a routing rule table that includes switching
nodes of a network to use rule table(s) that is/are generated by the method or apparatus of
the above embodiments of the present disclosure. As such, a current switching node can
guery a routing address of a next-jump virtual switch that routes towards the target host
computer from the routing rule table based on the target network identifier, and send the
network message to the next-jump virtual switch based on the routing address. A specific
example is shown in FIG. 5. FIG. 5 is a schematic diagram of transmitting a message in a
virtual dedicated network using a virtual switch as a keyword in according to the present
disclosure. As shown in FIG. 5, after analyzing a message that is received, a current gateway
node 1 learns that a target host computer of the message is located in a subnet 6, and a
virtual switch corresponding to the subnet 6 is S6. A routing table configured by the
gateway node 1 is configured with configuration information about a next jump in a route of
transmitting the message with the target host computer in the subnet 6 to the virtual switch
6, i.e., first transmitting to a virtual switch S5 in the figure. Furthermore, the virtual switch
S5 receives the message and after analysis, learns that the target host computer is located in
the subnet 6. A routing table of S5 is configured with configuration information about
adjusting a route to S6. In this case, the virtual switch S5 can directly transmit the message
to the virtual switch S6.

Using the routing method of the present embodiment, a conventional routing table
that simply uses IP addresses and host computers as routing index keywords can be

modified into one that can use virtual switches as indices of next jump addresses, thus
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implementing a routing rule table that uses virtual switches of a subnet in a virtual
dedicated network as jumping nodes. Therefore, after the routing method of the present
disclosure transmits the network message to a virtual switch corresponding to a subnet in
which the target host computer is located using the routing rule table when routing data is
processed, the virtual switch transmits the network message to the target host computer
based on a stored routing table associated with host computers.

If routing reaches the virtual switch in which the target host computer is located, a
jump to the target host computer can be made based on a rule table internal to the subnet.
In general, a subnet includes multiple host computers. A routing table associated with host
computers in a subnet can be configured in a virtual switch of the subnet for routing policies
of the host computers, thus implementing routing transmission or data interactions with
other subnets or public networks. Compared with existing approaches, a routing approach
and a policy of a routing rule table generated by the foregoing method can truly implement
management of a virtual dedicated network with subnets as node units. An increase or
decrease in the number of host computers in a single subnet does not even affect a current
routing rule table, and thus no update is needed. This greatly improves the rule table, while
the performance of transfer nodes and management and control nodes is greatly improved.

The above routing method can be implemented in a computer readable storage
media executable by a computer. When the computer instructions are executed, the effects
of the present disclosure can be implemented. Specifically, the present disclosure further
provides a type of computer readable storage media which stores computer instructions.
When the computer instructions are executed, the following operations are implemented:
analyzing a network message that is received, determining a target host computer to which
the network message is jumped, and obtaining a target host computer identifier of a virtual
switch corresponding to the target host computer; querying a routing address of a virtual
switch that is next to be jumped into in a route towards the target host computer from a
routing rule table based on the target network identifier, the routing rule table including at
least the network identifier of the machine virtual switch that is used as the routing address
configured and generated in the routing rule table; and sending the network message to the

virtual switch that is next to be jumped into based on the routing address.
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The method or apparatus of generating a rule table for a virtual dedicated network
provided by the present disclosure can be used in virtual dedicated networks, and can
greatly reduce the number of table items in rule tables of the virtual dedicated networks,
and reduce table items of transfer nodes and an amount of data of management and control
nodes. The entire system performance is improved, and the system complexity is reduced,
thus being able to solve the scaling, performance and capacity problems of a virtual
dedicated network having a tremendous number of users effectively. Therefore, the present
disclosure further provides a virtual dedicated network. The network includes at least
virtual switches, subnets that use the virtual switches as switching nodes, and rule tables
that store configuration and processing policies of the virtual dedicated network. The rule
tables are configured to be generated by using the foregoing method of generating rule
tables for a virtual dedicated network, or generated by the foregoing apparatus of
generating rule tables for a virtual dedicated network.

Although the present disclosure describes concepts of virtual switches and switching
nodes routing or address translation methods, data routing methods such as security policy
configuration design methods in VPCs, concept definitions, information exchange/processing,
etc.,, the present disclosure is not limited and necessary to comply with industry
communication standards, standard VPC rules, or conditions described in the embodiments.
Certain industry standards or implementation solutions with slight modifications based on
the implementations described in the embodiments can also achieve identical, equivalent or
similar to the above embodiments, or predictable implementation effects after changes.
Embodiments obtained by applying these modified or changed data definitions, routing
methods, security policy groupings, and data processing methods, etc., may still fall within
the scope of optional implementations of the present disclosure.

Although the present disclosure provides method operations as described in the
embodiments or flowcharts, more or fewer operations may be included based on
conventional or non-creative means. The order of operations listed in the embodiments is
only one of the many orders of execution and does not mean to be the only order of
execution. When an actual apparatus or terminal product is executed, an execution can be
performed sequentially or in parallel according to the order described in a method of an

embodiment or figure (e.g., in parallel processor or multi-threaded environment, even for
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distributed data processing environments). Moreover, terms "comprising”, "including" or
any other variation thereof, are intended to cover a non-exclusive inclusion, such that a
series of elements including the process, method, article or device include not only those
elements, but also include other elements not expressly listed, or inherent elements
included in the process, method, article, or device. In the absence of more restrictions, the
process, method, article, or device include the elements does not exclude an existence of
additional identical or equivalent elements.

The units, apparatuses or modules, etc. described in the above embodiments may be
implemented by a computer chip or an entity, or a product having certain functionalities.
For the sake of description, when the above apparatuses are described, the functions are
divided into various modules and described separately. Apparently, the functions of the
modules can be implemented in one or more software and/or hardware components. A
module realizing a function may also be implemented by a combination of multiple sub-
modules or sub-units. The implementations of the apparatuses described above are merely
illustrative. For example, a division of units are just for a logical division of functions.
Another way of division can exist in an actual implementation. For example, a plurality of
units or components may be combined or may be integrated into another system, or some
features can be ignored, or not executed. Further, communication connections involved in
the implementations of the methods, apparatuses or electronic devices may be connected
via interfaces, indirect coupling or communication connections between devices or units,
which may be electrical, mechanical or another form.

One skilled in the art also knows that other than implementing a controller through
pure computer readable program codes, logic programming of the methods may be
performed to implement the same functionalities using a way such as controlling logic gates,
switches, application specific integrated circuits, programmable logic controllers, and
embedded microcontrollers. Therefore, this type of controller may be considered to be a
hardware component, and an internally included apparatus that is used for implementing
various functions can be considered as a structure internal to the hardware component.
Alternatively, an apparatus implementing various functions may even be considered as

software module(s) or may be a structure internal to a hardware component.
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The present disclosure may be described in the general context of computer-
executable instructions executed by a computer, such as program modules. In general,
program modules include routines, programs, objects, components, data structures, etc.,
that perform specific tasks or implement specific abstract data types. The embodiments of
the present disclosure may also be implemented in distributed computing environments. In
these distributed computing environments, tasks are performed by a remote processing
device connected via a communication network. In a distributed computing environment,
the program modules may be located in local and remote computer storage media,
including storage devices.

As can be seen from the above description of the embodiments, one skilled in the art
can clearly understand that the present disclosure can be implemented using software with
necessary universal hardware platform. Based on this understanding, the essence of the
technical solutions of the present disclosure or the portions that provide contributions to
the existing technologies can be implemented in a form of a software product. The
computer software product can be stored in a storage media, such as ROM/RAM, a magnetic
disk, an optical drive, etc., which includes instructions to cause a computing device (which
may be a personal computer, a mobile terminal, a server, or a network device, etc.) to
perform certain portions of the method described in various embodiments of the present
disclosure.

The embodiments of the present disclosure are described in a progressive manner.
Same or similar portions of the embodiments can be referenced with each other. Emphasis
of each embodiment is different from other embodiments. The present disclosure can be
used in multiple universal or dedicated computing system environments or configurations,
such as a personal computer, a server computer, a handheld device or portable device, a
tablet device, a multi-processor system, a microprocessor-based system, a set-top box, a
programmable electronic device, a network PC, a mini-computer, a large-scale computer,
and a distributed computing environment including any of the above systems or devices, etc.

Although the present disclosure is described using exemplary embodiments, one of
ordinary skill in the art can understand that the present disclosure has a variety of

modifications and changes without departing the spirit of the present disclosure. The
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appended claims are intended to cover these modifications and changes that do not depart

from the spirit of the present disclosure.
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CLAIMS
What is claimed is:
1. A method comprising:
determining a virtual switch used as a switching node in a virtual dedicated network
based on topological structure information of the virtual dedicated network; and
using a network identifier of the virtual switch as a keyword to configure and

generate rule tables of the virtual dedicated network.

2. The method of claim 1, wherein the rule tables including at least the keyword

which is used as an address of the switching node in the rule tables.

3. The method of claim 1, wherein the rule tables comprises at least one of a security

policy table, a routing table or a network address translation table.

4. The method of claim 1, wherein using the network identifier of the virtual switch
as the keyword to configure and generate rule tables of the virtual dedicated network
comprises obtaining an identifier of a security domain to which a host computer in a subnet
that corresponds to the virtual switch belongs in response to the rule tables including a
security policy table, and configuring the security policy table based on the identifier of the

security domain and the network identifier of the virtual switch.

5. The method of claim 1, wherein using the network identifier of the virtual switch
as the keyword to configure and generate rule tables of the virtual dedicated network
comprises using a network identifier of a virtual switch of a subnet in which a target host

computer to be jumped is located as a keyword for configuring a routing table.

6. The method of claim 1, wherein using the network identifier of the virtual switch
as the keyword to configure and generate rule tables of the virtual dedicated network
comprises using the network identifier of the virtual switch as a keyword for a corresponding
subnet to perform a network address translation in response to the rule tables including an

address translation table.
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7. The method of claim 1, further comprising:

analyzing a network message that is received to determine a target host computer to
which the network message is jumped;

obtaining a target host computer identifier of a particular virtual switch
corresponding to the target host computer;

guerying a routing address of a virtual switch that is next to be jumped into in a route
towards the target host computer from a routing rule table included in the rule tables based

on the target network identifier.

8. The method of claim 7, further comprising sending the network message to the

virtual switch that is next to be jumped into based on the routing address.

9. The method of claim 9, wherein the particular virtual switch corresponding to the
target host computer sends the network message to the target host computer based on a
stored host computer routing table after the network message is sent to the particular

virtual switch corresponding to the target host computer based on the routing rule table.

10. One or more computer readable media storing executable instructions that,
when executed by one or more processors, cause the one or more processors to perform
acts comprising:

determining a virtual switch used as a switching node in a virtual dedicated network
based on topological structure information of the virtual dedicated network; and

using a network identifier of the virtual switch as a keyword to configure and

generate rule tables of the virtual dedicated network.

11. The one or more computer readable media of claim 10, wherein the rule tables

including at least the keyword which is used as an address of the switching node in the rule

tables.
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12. The one or more computer readable media of claim 10, wherein the rule tables
comprises at least one of a security policy table, a routing table or a network address

translation table.

13. The one or more computer readable media of claim 10, wherein using the
network identifier of the virtual switch as the keyword to configure and generate rule tables
of the virtual dedicated network comprises obtaining an identifier of a security domain to
which a host computer in a subnet that corresponds to the virtual switch belongs in
response to the rule tables including a security policy table, and configuring the security
policy table based on the identifier of the security domain and the network identifier of the

virtual switch.

14. The one or more computer readable media of claim 10, wherein using the
network identifier of the virtual switch as the keyword to configure and generate rule tables
of the virtual dedicated network comprises using a network identifier of a virtual switch of a
subnet in which a target host computer to be jumped is located as a keyword for configuring

a routing table.

15. The one or more computer readable media of claim 10, wherein using the
network identifier of the virtual switch as the keyword to configure and generate rule tables
of the virtual dedicated network comprises using the network identifier of the virtual switch
as a keyword for a corresponding subnet to perform a network address translation in

response to the rule tables including an address translation table.

16. The one or more computer readable media of claim 10, the acts further
comprising:

analyzing a network message that is received to determine a target host computer to
which the network message is jumped;

obtaining a target host computer identifier of a particular virtual switch

corresponding to the target host computer;
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guerying a routing address of a virtual switch that is next to be jumped into in a route
towards the target host computer from a routing rule table included in the rule tables based

on the target network identifier.

17. The one or more computer readable media of claim 16, the acts further
comprising sending the network message to the virtual switch that is next to be jumped into

based on the routing address.

18. The one or more computer readable media of claim 17, wherein the particular
virtual switch corresponding to the target host computer sends the network message to the
target host computer based on a stored host computer routing table after the network
message is sent to the particular virtual switch corresponding to the target host computer

based on the routing rule table.

19. A method comprising:

analyzing a network message that is received, determining a target host computer to
which the network message is jumped, and obtaining a target host computer identifier of a
virtual switch corresponding to the target host computer;

guerying a routing address of a virtual switch that is next to be jumped into in a route
towards the target host computer from a routing rule table based on the target network
identifier, the routing rule table including at least the network identifier of the virtual switch
that is used as the routing address configured and generated in the routing rule table; and

sending the network message to the virtual switch that is next to be jumped into

based on the routing address.

20. The method of claim 19, wherein the virtual switch corresponding to the target
host computer sends the network message to the target host computer based on a stored
host computer routing table after the network message is sent to the virtual switch

corresponding to the target host computer based on the routing rule table.

28



WO 2018/156505

A HOST COMPUTER IN A
SUBNET THAT CORRESPONDS
TO THE VIRTUAL SWITCH
BELONGS IN RESPONSE TO THE
RULE TABLE INCLUDING A
SECURITY POLICY TABLE, AND
CONFIGURE THE SECURITY
POLICY TABLE BASED ON THE
IDENTIFIER OF THE SECURITY
DOMAIN AND THE NETWORK
IDENTIFIER OF THE VIRTUAL
SWITCH

J/
N 51042

CONFIGURE A ROUTING TABLE
USING A NETWORK IDENTIFIER
OF A VIRTUAL SWITCH OF A
SUBNET IN WHICH THE TARGET
HOST COMPUTER THAT IS TO
BE JUMPED INTO IS LOCATED
AS A KEYWORD FOR ROUTING
WHEN THE RULE TABLE
INCLUDES THE ROUTING TABLE

J

N 51044

FIG. 1

CONFIGURE AN ADDRESS
TRANSLATION TABLE USING
THE NETWORK IDENTIFIER OF
THE VIRTUAL SWITCH AS A
KEYWORD FOR A
CORRESPONDING SUBNET TO
PERFORM A NETWORK
ADDRESS TRANSLATION WHEN
THE RULE TABLE INCLUDES THE
ADDRESS TRANSLATION TABLE

PCT/US2018/018785
Jr
1/5
f 100
DETERMINES A VIRTUAL SWITCH WHICH ACTS AS A SWITCHING NODE IN A S102
VIRTUAL DEDICATED NETWORK BASED ON TOPOLOGICAL STRUCTURE
INFORMATION OF THE VIRTUAL DEDICATED NETWORK
CONFIGURES AND GENERATE A RULE TABLE FOR THE VIRTUAL DEDICATED
NETWORK USING A NETWORK IDENTIFIER OF THE VIRTUAL SWITCH AS A 5104
KEYWORD, THE RULE TABLE INCLUDING AT LEAST THE KEYWORD USED AS AN
ADDRESS OF THE SWITCHING NODE IN THE RULE TABLE
-~
_ - — =~ — ~—
- —
_ — - - = i — ~ -
- - =~ —
- —
— -
( 4 e N
OBTAIN AN IDENTIFIER OF A
SECURITY DOMAIN TO WHICH

J

N 51046



PCT/US2018/018785

WO 2018/156505

2/5

bl

o AN AR B0 X B 08 A% AR BB A0 R S0 AK AR BB X4 RR S An R B AK R G e g

e A AN W N AR R AN AR SRR AR R RN WA AN R e

-

L R N B o R A R R T R I e

Y e o S o o o o oy e e S e P S S o S 0 S S e A o S e e e e S e e 0 e o e e .
o \ .
=lelelelele
S1Z121Z12]1<
MAEBEEEE
51212121212
. zl2lzalalale
clelc|z]|x
v
ri]
Q
Q
A o
P o £
~ = N o
> o Zlelalol=o]laol
< x gr<ei<<|e|2y ¢ - o PR
~
W o) = ~\ *,
E 2 m t I/
< 3 o~
o W ! $
=2 L oy =2
o o4 = H
M I PR , t £1% s !
=2 = Q 1
w o] / [a] ;
= 0 >
< o _“ H
O x ¢
SR |
Qg
’ o]
- »n i
7 ?
~
.
.é!x. iiiiiiiiiiiiiiiiiiiii
g e o o B A AR A S PRGN TR Sy L L e Y % e o,
z = A -y A7 R A he
’ w -
S5 P ~,
z : :
£ 2 1
x =
oc v = =
O z I Z 3
c 2 D b s
E oy e 4
= i ‘ o< 3
|9 = m > N
z © A E |
2 m_ < £
[a =) X 2 3
o Q
o o L 3
W ) v
N W of 3
2 g <
Q 3
<C = #fiiii.iii!ii@i‘
e v

MR r e e e W v e e Y v e e e e o v v v

FIG. 2



PCT/US2018/018785

WO 2018/156505

3/5

R A A S Ak A S S A AL G LA S S A A A S S A A

-
,
4

¢
4

ACTION
ROUTING

ROUTING

HOST COMPUTER
s1

S2

GATEWAY
ROUTE TO GATEWAY TO ACCESS NETWORK 2

~

AR W AR AR W AN AR RE A AR AR AR AR WA AN A W AN A AR AN AR WA A

A\\\\\\}

PUBLIC NETWORK

e o~ A A A A A W A A A A T A W A AR

-~

B T e

VI G e e R S MR MR SR W R e R SR S e e S W

FIG. 3



WO 2018/156505

4/5

PCT/US2018/018785

APPARATUS 400

PROCESSOR(S) 412

INPUT/OUTPUT
INTERFACES 414

NETWORK INTERFACE
416

MEMORY 418

PROGRAM MODULES 420

NODE DETERMINATION
MODULE 402

RULE TABLE CONFIGURATION MODULE 404

SECURITY POLICY TABLE
CONFIGURATION
MODULE 406

ROUTING TABLE
CONFIGURATION
MODULE 408

ADDRESS TRANSLATION
TABLE CONFIGURATION
MODULE 410

PROGRAM DATA
422

FIG. 4




PCT/US2018/018785

WO 2018/156505

5/5

GS HOLIMS TVNLYIA

9S 01 31N0Y

SS

NOILY

DIAIQ
/43LNdW0J LSOH

9§ :Q31LVI01
SI 43LNdINOD
LSOH HOIHM
NI HOLIMS
IVNLYIA 40
d31HILNIQ
NHOMLIN
NIV190 ANV
‘IDVSSAIN
IZAIYNY

§ Ol

T 300N AVMILYD)

IOVSSIIN

GS 01 31N0Y

9s

NOILY

DIAIQ
/43LNdNOD LSOH

9§ :031LVD01
SI 43LNdINOD
LSOH HOIHM
NI HOLIMS
IVNLYIA 40
d31HILNIQ
NHOMLIN
NIV190 ANV
‘IDVSSAIN
IZAIVNY

IOVSSIIN



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US2018/018785

A. CLASSIFICATION OF SUBJECT MATTER

CPC -

IPC(8) - HO4L 12/24; HO4L 12/54; HO4L 12/723 (2018.01)
HO4L 41/0856; HO4L 45/50; HOAL 45/54 (2018.02)

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

See Search History document

Minimum documentation searched (classification system followed by classification symbols)

USPC - 370/254, 370/351; 726/3 (keyword delimited)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

See Search History document

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2015/0139238 A1 (POURZANDI et al) 21 May 2015 (21.05.2015) entire document 1-4, 6, 10-13, 15
;- ;5-,.7-9, 14, 16-20
Y US 2006/0005186 A1 (NEIL) 05 January 2006 (05.01.2006) entire document 5,7-9, 14, 16-20
A US 2011/0103259 A1 (AYBAY et al) 05 May 2011 (05.05.2011) entire document 1-20
A US 9,397,946 B1 (CISCO TECHNOLOGY, INC.) 19 July 2016 (19.07.2016) entire document 1-20
A US 2011/0167475 A1 (HOOVER et al) 07 July 2011 (07.07.2011) entire document 1-20
A US 2015/0350026 A1 (NEC CORPORATION) 03 December 2015 (03.12.2015) entire document| 1-20
A US 2015/0334045 A1 (TREMBLAY et al) 19 November 2015 (19.11.2015) entire document 120

D Further documents are listed in the continuation of Box C.

D See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“O” document referring to an oral disclosure, use, exhibition or other
means

“P"  document published prior to the international filing date but later than

the priority date claimed

“T" later document published afler the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

08 Aprit 2018

Date of mailing of the international search report

3 0APR 2018

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, VA 22313-1450

Facsimile No. 571-273-8300

Authorized officer
Blaine R. Copenheaver

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (January 2015)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - wo-search-report

