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(57) ABSTRACT 

The optimum relay route is selected out of a plurality of relay 
routes to a server. In order to solve a multirouting problem, 
introduced is a multi routing system for determining a relay 
route on the basis of a label corresponding to a terminal of an 
access source and a server type of an access destination 
instead of using an IP address as a key to select the relay route. 
A VPN using L2TP is also introduced. ACE router A (101) 
maps MAC addresses of terminals (103, 104) that it accom 
modates on the L2TP-VPN session. The session ID of the 
L2TP is used as the session ID of VPN, which is used as the 
key to select a relay route. 
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RELAYNETWORKSYSTEMAND 
TERMINAL ADAPTORAPPARATUS 

FIELD OF THE INVENTION 

0001. The present invention relates to relay network sys 
tems and terminal adaptor apparatuses, and more particularly, 
to an FMC (fixed mobile convergence) relay network system 
in which a network service for fixed terminals and a network 
service for mobile terminals are formed by a plurality of relay 
networks by using Internet Protocol, and to a terminal adaptor 
apparatus. 

BACKGROUND OF THE INVENTION 

0002. As a system for implementing an FMC service by 
using Internet Protocol (IP), a UMA (unlicensed mobile 
access) system has been used as a standard. In the UMA 
standard, an Internet connection service is provided in which 
a portable terminal is connected to a home AP (access point) 
to use a broadband network, and a portable terminal serving 
as a non-IP terminal is connected through an IPsecCW appa 
ratus called a UNC (unlicensed network controller) when the 
FMC service is provided in which a VPN (virtual private 
network) service is provided. The UMA system performs the 
following processing, for example, to accommodate a por 
table terminal not conforming to IP in an IP access network. 
0003) A portable terminal conforming to a UMA standard 
capsulates an existing communication protocol for portable 
telephones by IPsec Protocol (IPSecurity Protocol) and sends 
it to a GW (gateway) apparatus called the UNC. The UNC 
terminates IPsec Protocol to take out the portable-telephone 
protocol which has been capsulated and connects it to an 
existing portable telephone network based on the telephone 
routing. By using IPsec Protocol, an Internet connection Ser 
vice can be provided while the same level of security as with 
usual portable telephones is provided even through the Inter 
net. The technical specifications of the UMA is disclosed, for 
example, in www.umatechnology.org (non-patent document 
1). In particular, the UMA Architecture (stage 2) document 
(non-patent document 2) discloses in detail the tunneling 
specifications of a portable telephone protocol using IPsec 
Protocol. Basically, an FMC terminal is a mobile terminal, 
but when used in a home, the FMC terminal can use a service 
through a fixed Internet as if it were a fixed terminal. 
0004. When communication business parties such as car 
riers do not provide the FMC service as an open service on the 
Internet in order to corral their customers, a combination with 
the VPN technology, which provides private services, is 
important. As for VPN software for connecting remote net 
works by using the VPN technology, introduction articles 
about creating Internet VPN environments such as VTun (vir 
tual tunnel) and OpenVPN are published in UNIX Magazine 
Vol. 7 in 2004 and Vol.8 in 2004 (non-patent document 3). By 
using software for V tun or the like, a service can be provided 
which acts as if remote terminals and servers existed in an 
identical LAN (local area network). 
0005. A path control method used in a network where a 
plurality of paths can be selected is disclosed in which a 
terminal is connected to a destination address by a default 
path specified in advance (see patent document 1, for 
example). 
0006 Non-patent document 1: www.umatechnology.org 
0007 Non-patent document 2: UMA Architecture (stage 
2) Document 
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0008. Non-patent document 3: UNIX Magazine Vol. 7 in 
2004 and Vol. 8 in 2004 

0009. Non-patent document 4: L2TPv2 (RFC 2661) 
(0010. Non-patent document 5: L2TPv3 (RFC 3931) 
0011 Patent document 1: Japanese Unexamined Patent 
Application Publication No. Hei-11-112570 

DISCLOSURE OF INVENTION 

Problems to be Solved 

0012 To connect a portable terminal conforming to UMA 
to the Internet through a fixed access network, a CE (customer 
edge) router is separately required. For this reason, it is eco 
nomically desired that the CE router already installed to 
accommodate fixed terminals in the Internet have a CE-router 
function for accommodating the portable terminal conform 
ing to UMA. When the two functions are simply implemented 
in a single apparatus, however, the following problem occurs, 
for example. 
(0013 The problem will be described with reference to 
FIG. 15. In FIG. 15, when a terminal M (104) accesses a 
server M (108), there are two relay paths (a path through a 
fixed ISP network (207) and a path through a mobile ISP 
network (209)). 
0014 When only a fixed Internet connection service is 
used, since there exists just the relay path passing through the 
fixed ISP network, it is not necessary to select a relay path. 
When an FMC service contract is made, it is necessary to 
provide away to access the server M (108) through the mobile 
ISP network. When there exists a terminal having an FMC 
service contract in this manner, it is necessary for a CE router 
(101) to select a relay path according to a service type used by 
the terminal. A method to implement this function is an issue. 
The issue described above, which occurs when providing 
only for an accommodation terminal that has an FMC service 
contract, results in the issue which will be described below. 
0015 Specifically, when there exists a plurality of relay 
paths from a terminal accommodated in the CE router (101) to 
a server as access paths, it is necessary to select an optimum 
relay path from the plurality of relay paths by any method. 
0016. In view of the foregoing situation, an object of the 
present invention is to provide a relay network system that 
Solves a multi-routing issue, which is an issue when an FMC 
service is provided for a user by using a conventional CE 
router. Another object of the present invention is to provide a 
simple way to select a relay path optimum for each service 
from a plurality of relay paths by introducing L2TP (Layer 2 
Tunneling Protocol) VPN. Still another object of the 
present invention is to avoid a security problem Such as a DoS 
(denial of service) attack by providing an FMC service on a 
private network using L2TP-VPN because of no necessity of 
disclosing the IP address of a server as a DNS (domain name 
system) record on the Internet. Yet another object of the 
present invention is to provide a TE (traffic engineering) 
solution corresponding to MPLS (multi-protocol label 
Switching), generally used in a core network, for an access 
network at a low cost by using L2TP, which is a standard 
VPN. 
(0017. The present FMC relay network system is, for 
example, a communication system that includes a terminal 
adaptor apparatus which is connected to a network, which 
accommodates a fixed terminal and a mobile terminal at the 
same time, and which performs a relay operation; and a VPN 
termination network apparatus which accommodates a server 
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for providing a service for the fixed terminal and a server for 
providing a service for the mobile terminal, and which termi 
nates a VPN session with the terminal adaptor apparatus. The 
terminal adaptor apparatus includes means for identifying a 
fixed service session between the fixed terminal and the 
server that provides the service for the fixed terminal and a 
mobile service session between the mobile terminal and the 
server that provides the service for the mobile terminal by a 
VPN identifier attached to a packet and selecting a relay path 
according to the VPN identifier. 
0018. In the present FMC relay network system, the ter 
minal adaptor apparatus may use L2TP as the above-de 
scribed VPN, obtain the address of a server associated with 
the VPN identifier from the VPN termination network appa 
ratus by using VPN Protocol, and then, send the address of the 
server to the terminal in advance. 
0019. In the present FMC relay network system, when 
obtaining the address of a server associated with the above 
described VPN identifier from the VPN termination network 
apparatus by using VPN Protocol, the terminal adaptor appa 
ratus may store the association relationship between the 
address of the server and the VPN identifier, and, when 
receiving a packet sent from a terminal to the server, VPN 
capsulate the packet by using a VPN header that includes the 
VPN identifier. 
0020. In the present FMC relay network system, after the 
terminal adaptor apparatus obtains the address of a server 
associated with the above-described VPN identifier from the 
VPN termination network apparatus by using VPN Protocol, 
the terminal adaptor apparatus may send the address of the 
server obtained in advance to a terminal that has sent an 
address Solution request for the server. 
0021. In the present FMC relay network system, the ter 
minal adaptor apparatus may use, as the above-described 
VPN identifier, the MAC address of an access-source termi 
nal, the IP address of an access-destination server, and data 
type information of the frame to be capsulated. 
0022. In the present FMC relay network system, when 
receiving a packet having the above-described VPN identi 
fier, the terminal adaptor apparatus may compare the VPN 
identifier included in the received packet with a VPN identi 
fier found with the MAC address of an access-source terminal 
and the IP address of an access-destination server being used 
as keys; when they match, convert the VPN identifier to a 
VLAN identifier; and relay to the server. 
0023. In the present FMC relay network system, after 
obtaining the address of the server that provides the fixed 
terminal service from the VPN termination network appara 
tus by using VPN Protocol, the terminal adaptor apparatus 
may send the address of the fixed-terminal server to the 
mobile terminal. 
0024. In the present FMC relay network system, after 
obtaining the address of the server that provides the mobile 
terminal service from the VPN termination network appara 
tus by using VPN Protocol, the terminal adaptor apparatus 
may send the address of the mobile-terminal server to the 
fixed terminal. 
0025. According to the first solving means of this inven 

tion, there is provided a relay network system comprising: 
0026 a terminal adaptor apparatus that has a management 
table where a transmission-source address of a packet, desti 
nation information indicating a destination address or a des 
tination domain name of the packet, and relay path informa 
tion indicating either through a fixed network or through a 
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mobile network are stored inadvance in association with each 
other, and that relays packets sent from a fixed terminal and a 
mobile terminal to the fixed network and the mobile network; 
and 

0027 a termination network apparatus that accommo 
dates a server for providing services for the fixed terminal and 
the mobile terminal, and that terminates a session through the 
fixed network and a session through the mobile network with 
the terminal adaptor apparatus; 
0028 wherein the terminal adaptor apparatus 
0029 receives session establishment request which 
includes a transmission source address and destination infor 
mation indicating the server, from either the fixed terminal or 
the mobile terminal; 
0030 refers to the management table according to the 
transmission Source address and the destination information 
to acquire corresponding relay path information; 
0031 establishes session with the termination network 
apparatus through the fixed network or the mobile network 
according to the acquired relay path information; 
0032 stores session identifier for identifying the session in 
the management table in association with the transmission 
Source address and the destination information of the session 
establishment request; 
0033 when receiving packet that includes transmission 
Source address and destination information, from the fixed 
terminal or the mobile terminal, refers to the management 
table to acquire the session identifier corresponding to the 
transmission source address and the destination information; 
and 

0034 relays the packet to the termination network appa 
ratus by using the session through either the fixed network or 
the mobile network according to the acquired session identi 
fier. 

0035. According to the second solving means of this 
invention, there is provided a terminal adaptor apparatus 
comprising: 
0036 a management table where a transmission-source 
address of a packet, destination information indicating a des 
tination address or a destination domain name of the packet, 
and relay path information indicating either through a fixed 
network or through a mobile network are stored in advance in 
association with each other, 
0037 a signal processor that establishes a session through 
the fixed network and a session through the mobile network 
with a termination network apparatus that accommodates a 
server for providing services for a fixed terminal and a mobile 
terminal and terminates the sessions; and 
0038 a transfer processor that relays packets sent from the 
fixed terminal and the mobile terminal to the fixed network 
and the mobile network; 
0039 
0040 receives session establishment request which 
includes a transmission source address and destination infor 
mation indicating the server, from either the fixed terminal or 
the mobile terminal; 
0041 refers to the management table according to the 
transmission Source address and the destination information 
to acquire corresponding relay path information; 
0042 establishes session with the termination network 
apparatus through the fixed network or the mobile network 
according to the acquired relay path information; 

wherein the signal processor 
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0043 stores session identifier for identifying the session in 
the management table in association with the transmission 
Source address and the destination information of the session 
establishment request; and 
0044 the transfer processor, 
0045 when receiving packet that includes transmission 
Source address and destination information, from the fixed 
terminal or the mobile terminal, refers to the management 
table to acquire the session identifier corresponding to the 
transmission source address and the destination information; 
and 
0046 relays the packet to the termination network appa 
ratus by using the session through either the fixed network or 
the mobile network according to the acquired session identi 
fier. 
0047 According to the present invention, it is possible to 
provide a relay network system that solves a multi-routing 
issue, which is an issue when an FMC service is provided for 
a user by using a conventional CE router. According to the 
present invention, it is also possible to provide a simple way 
to select a relay path optimum for each service from a plural 
ity of relay paths by introducing L2TP (Layer 2 Tunneling 
Protocol) VPN. According to the present invention, it is 
possible to avoid a security problem such as a DoS (denial of 
service) attack by providing an FMC service on a private 
network using L2TP-VPN because of no necessity of disclos 
ing the IP address of a server as a DNS (domain name system) 
record on the Internet. Furthermore, according to the present 
invention is possible to provide a TE (traffic engineering) 
solution corresponding to MPLS (multi-protocol label 
Switching), generally used in a core network, for an access 
network at a low cost by using L2TP, which is a standard 
VPN. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0048 FIG. 1 is a diagram showing the structure of an FMC 
communication system that uses L2TP. 
0049 FIG. 2 is a schematic diagram showing the hardware 
structure of a CE router used in the present invention. 
0050 FIG.3 is a schematic diagram showing the software 
structure of the CE router used in the present invention. 
0051 FIG. 4 is a schematic diagram showing the hardware 
structure of an L2TP server. 
0052 FIG. 5 is a schematic diagram showing the software 
structure of the L2TP server used in the present invention. 
0053 FIG. 6 is a diagram showing the structure of a ses 
sion management table of the CE router used in the present 
invention. 
0054 FIG. 7 is a diagram showing the structure of a ses 
sion management table of the L2TP server used in the present 
invention. 
0055 FIG. 8 is an L2TP session establishment sequence 
diagram. 
0056 FIG.9 shows example data formats of a server type 
AVP and a server address AVP. 
0057 FIG. 10 is a diagram showing a transfer process 
sequence of the CE router used in the present invention. 
0058 FIG. 11 is a diagram showing an upstream transfer 
process of the CE router used in the present invention. 
0059 FIG. 12 is a diagram showing a transfer process 
sequence of the L2TP server used in the present invention. 
0060 FIG. 13 is a diagram showing an upstream transfer 
process of the L2TP server used in the present invention. 
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0061 FIG. 14 is a diagram showing the structure of a 
communication system that does not use L2TP. 
0062 FIG. 15 is a diagram showing the structure of an 
FMC communication system that does not use L2TP. 
0063 FIG. 16 shows an example structure of a session 
management table of a CE router. 
0064 FIG. 17 is a diagram showing a transfer process of a 
data packet from a LAN line to a WAN line in the CE router. 

EMBODIMENT OF THE INVENTION 

0065 1. Source Policy Routing 
0066. A source policy routing function is one of methods 
for selecting a relay path. This function uses an address 
assigned to a terminal, as a key to select a relay path. It is not 
sufficient to have this function only. The function and an issue 
will be described below with reference to FIG. 15. 
0067. In the source policy routing function of the CE 
router A (101), an IP routing mechanism in which not only a 
destination IP address indicating the server M (108) but also 
an IP address (transmission-source IP address) assigned to 
the terminal M (104) are used as path search keys is used to 
determine a relay path to the destination server uniquely. The 
terminal M (104) is, for example, a UMA terminal. 
0068 First, a service structure will be examined in which 
a GW router M. (208) that accommodates a UMA terminal in 
a core service network (211) gives (assigns) a global IP 
address to the terminal M (104). The terminal M (104) sends 
a packet to the server with the assigned global IP address as a 
transmission source IP address. The CE router A (101) does 
not apply an IP masquerade function, which converts a trans 
mission-source IP address, to a packet having a global IP 
address as a transmission-source address. Therefore, the CE 
router A (101) can determine from a transmission-source 
address (here, a global IP address) whether the fixed terminal 
F (103) or the mobile terminal M (104) sent the packet. By 
using the source policy routing function, an explicit selection 
of a relay path in which an access is made to the server M 
(108) through the mobile ISP network (209) can be imple 
mented. In that case, the Source policy routing function is 
implemented as a Subset of multi-routing, where, in a system 
having a plurality of routing tables, a combination of a trans 
mission-destination IP address, a transmission-source IP 
address, and other IP header information is used as keys to 
select only one routing table among the plurality of routing 
tables. 
0069. Next, a case will be examined where a global IP 
address is not given to the terminal M (104). 
(0070. Usually, the CE router A (101) applies so-called IP 
masquerade processing to a packet sent from the terminal M 
(104) having a private IP address to the server M (108) to 
convert the private IP address of the transmission source to a 
global IP address. This processing is often performed before 
the source policy routing processing, which determines an 
output path of the packet. Therefore, the transmission-source 
address is rewritten to a WAN (wide area network) address of 
a network interface at a default side on the routing table of the 
CE router A (101). Consequently, unlike the case described 
above, it becomes impossible to determine an explicit relay 
path according to the transmission-source IP address 
assigned to the terminal M (104). Even in this case, only when 
a UMA portable terminal having a global IP address and a 
fixed Internet connection terminal having a private IP address 
are accommodated in a LAN environment of an existing CE 
router in a mix manner and the terminals access servers 
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through two relay paths, if the default path of the CE router is 
specified through the fixed ISP network, an optimum relay 
path can be selected as a result. When there are three or more 
relay paths, however, the source policy routing is insufficient 
as an optimum path selection algorithm. To use three or more 
network services by the CE router in the future, it is demanded 
that multi-routing should be implemented, in which a relay 
path optimum for each network service determined by the 
type (for example, a usual fixed Internet terminal or a UMA 
portable terminal) of a terminal accommodated by the CE 
router is selected (irrespective of the IP address). 
(0071) 2. Embodiment Using a L2TP Server 
0072. As means for implementing the above-described 
multi-routing, which is irrespective of the IP address, a multi 
routing function in which a network service is associated with 
a session ID of L2TP, which is means for implementing VPN, 
and a relay path is selected according to the session ID asso 
ciated with the service is introduced into the CE router and a 
L2TP server serving as an apparatus opposing the CE router, 
at the network side. L2TP Protocol has been standardized by 
IETF (Internet Engineering Task Force) as L2TPv2 (RFC 
2661) and L2TPv3 (RFC 3931) (non-patent documents 4 and 
5). In the L2TP standards, two logical communication chan 
nels (control channel and data channel) are defined. The con 
trol channel establishes or releases a control connection and a 
session. The data channel uses a session established by the 
control channel to perform actual data transfer processing 
with the use of an L2TP session header. The L2TP session 
header is capsulated by an IP header (only in L2TPv3) or by 
a UDP header and an IP header. 

0073 FIG. 1 shows an FMC communication system using 
L2TP-VPN. 

0074 The present communication system includes net 
works, such as LAN A (201) to which the CE router A 
belongs, a fixed access network (100), the fixed ISP network 
(207), the mobile ISP network (209), a core transport network 
(210), and a core service network (211). The present commu 
nication system includes, for example, the CE router (termi 
nal adaptor apparatus) A (101), operating as an L2TP client; 
a server (106) placed in the core service network (211), for 
providing a service for both the fixed terminal F (103) and the 
mobile terminal M (104); and a L2TP server (termination 
networkapparatus) (105) placed in the core transport network 
(210), for terminating L2TP for the fixed terminal F (103) and 
the mobile terminal M (104) and for terminating VLAN (vir 
tual LAN) for the server(106). The fixed terminal F (103) and 
the mobile terminal M (104) are connected to LAN A (201). 
Outside the area of LANA (201), the mobile terminal M (104) 
can connect to the server (106) through a wireless access 
network in the same way as a usual mobile terminal. When the 
mobile terminal M (104) enters the area of LAN A (201), the 
mobile terminal M (104) or the CE router A (101) automati 
cally recognizes the fact and the mobile terminal M (104) is 
connected to the server (106) through the CE router A (101). 
0075. As shown in FIG. 1, in the spread period of FMC 
services, the FMC services can be provided by the single 
server (106) placed in the core service network (211). In 
contrast, in the initial introduction period of FMC services, it 
is thought as shown in FIG. 14 and FIG. 15 that the server in 
the core service network (211) is separated into a server F 
(107) for providing a service for a fixed LAN terminal and a 
server M (108) for providing a service for a mobile LAN 
terminal. In the present embodiment, a description is made on 
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the assumption that the server is formed of a single integrated 
server (106), but a plurality of servers may be provided. 
(0076 Services that can be provided by the FMC commu 
nication system shown in FIG. 1 will be described. 
(0077. A LAN-type FMC service will be described first as 
an example service that can be provided as an FMC service. 
As a LAN-type FMC service, a so-called IP-Centrex service 
can be mentioned, for example, where a home server usually 
installed at a home is installed not at a home but at a service 
network owned by the service provider. In a LAN-type FMC 
service, a terminal in a LAN is connected to the server in the 
service network through a communication device Such as an 
Ethernet (registered trademark) at the L2 level. To provide 
such a wide-area Ethernet service as a VPN service, the 
L2TPv3 standard, which can support Ethernet over L2TP 
tunneling, is used, for example. 
(0078 Next, a WAN-type FMC service will be described. 
As WAN-type FMC services, an electronic mail service, a 
video on demand (VoD) service, and others can be mentioned. 
When a large-volume file is downloaded from a server, it is 
better both in speed and cost to download it through a CE 
router installed at the home, not at a place where you visit. In 
a WAN-type FMC service, a terminal in a LAN needs to be 
connected to the server in the service network at the IP level. 
The L2TPv2 or L2TPv3 standard is used, for example, which 
supports PPP over L2TP tunneling. 
0079 A L2TP connection is introduced between the CE 
router A (101) and the L2TP server (105), shown in FIG. 1, to 
configure a VPN (L2TP-VPN) that connects the points. The 
L2TP connection connects the home LAN and the core ser 
vice network by the VPN. 
0080. With the use of a label multiplex function of L2TP, 
which uses session IDs (session identifiers), a fixed-terminal 
service session and a mobile-terminal service session can be 
logically multiplexed on an identical IP session in one L2TP 
VPN. In addition, when a VPN routing function that uses 
labels called L2TP session IDs is implemented in the VPN 
termination apparatus (the CE router and the L2TP server), a 
service can be explicitly associated with a path used for the 
service, allowing the FMC service to be realized. 
I0081. A PPPoE (Point-to-Point Protocol over Ethernet) 
tunnel (204) is used, for example, to connect between the GW 
router F (206) installed in the fixed ISP network (207) and the 
CE router A (101). AIPsec tunnel (205) is used, for example, 
to connect the GW router M. (208) installed in the mobile ISP 
network (209) and the CE router A (101). Internet Protocol is 
used to connect the fixed ISP network (207), the mobile ISP 
network (209), the core transport network (210), and the core 
service network (211). 
I0082 In the present embodiment, a virtual FMC session 
specified between the terminal (103 or 104) and the server 
(106) is performed by mapping it to a session ID of the actual 
L2TP tunnel specified between the CE router A (101) and the 
L2TP server (105). The CE router A (101) and the L2TP 
server (105) selects a relay path (204 or 205) between the 
fixed terminal F (103) or the mobile terminal M (104) and the 
server (106) according to the session ID of the L2TP tunnel 
and the VLAN ID. 
I0083. The integrated server (106) has two IP addresses. 
For example, it has an address (in the case shown in the figure, 
192.168.1.11, hereinafter called a first address 106-F) corre 
sponding to a server that provided a fixed-terminal service 
and an address (in the case shown in the figure, 192.168.1.21, 
hereinafter called a second address 106-M) corresponding to 
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a server that provided a mobile-terminal service. In the 
present embodiment, the mobile terminal M (104) can use the 
fixed-terminal service and the fixed terminal F (103) can use 
the mobile-terminal service. The integrated server (106) has 
the two IP addresses, as described above, but it may have just 
one IP address. 
I0084. Relay paths from the fixed terminal F (103) and the 
mobile terminal M (104) to the server (106) will be described 
here. 
0085. A first path (F-F) is a connection from the fixed 
terminal F (103) to the first address (106-F) of the server 
(106). The first path is established, for example, from the 
fixed terminal F (103) to the server (106-F) through the CE 
router A (101), the GW router F (206), and the L2TP server 
(105). A second path (F-M) is a connection from the fixed 
terminal F (103) to the second address (106-M) of the server 
(106). The second path is established, for example, from the 
fixed terminal F (103) to the server (106-M) through the CE 
router A (101), the GW router M. (208), and the L2TP server 
(105). 
I0086 A third path (M-M) is a connection from the mobile 
terminal M (104) and the second address (106-M) of the 
server (106). The third path is established, for example, from 
the mobile terminal M (104) to the server (106-M) through 
the CE router A (101), the GW router M. (208), and the L2TP 
server (105). A fourth path (M-F) is a connection from and the 
GW router M. (208) to the first address (106-F) of the server 
(106). The fourth path is established, for example, from the 
mobile terminal M (104) to the server (106-F) through the CE 
router A (101), the GW router F (206), and the L2TP server 
(105). 
0087 FIG. 2 shows an example hardware structure of the 
CE router A (101). 
I0088. The CE router A (101) includes a CPU (central 
processing unit) (301), a memory (302), and network inter 
faces (304 and 305). The CPU (301) actually executes various 
application programs and an OS (operating system). The 
memory (302) stores a program used in the execution at the 
CPU (301) and the various application programs. The CPU 
(301), the memory (302), and the interfaces (304 and 305) are 
connected to each other via a bus (303). The number of 
interfaces is not limited to that shown in the figure, but may be 
any appropriate number. 
I0089. The interfaces (304 and 305) send data received 
from the CPU (301) and the memory (302), to an external 
unit. The interfaces (304 and 305) are connected to lines (306 
and 307), respectively. One of the interfaces (304 and 305) is 
connected, for example, to a line connected to the fixed access 
network (100). One or a plurality of the interfaces (304 and 
305) serves as a wired or wireless interface for connecting to 
the fixed terminal F (103) and the mobile terminal M (104). 
0090 FIG. 3 shows information stored in the memory 
(302) of the CE router A (101). The memory (302) stores, for 
example, tables such as a DNS proxy table (312), a session 
management table (313), and a routing management table 
(314), and programs such as an L2 transfer processor (315), 
an L2TP signal processor (308), an L2TP transfer processor 
(309), a source IP address bind processor (310), and an IP 
routing processor (311). Each program can be read and 
executed by the CPU (301). 
0091. The L2TP signal processor (308) includes a call 
processor for establishing and releasing a control connection 
between the CE router A (101) and the L2TP server(105), and 
a session manager for establishing and releasing a session 
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between the CE router A (101) and the L2TP server (105). 
The L2TP transfer processor (309) performs L2TP capsula 
tion for a data frame received from the LAN A (201) and 
L2TP decapsulation for an L2TP data frame received from 
the WAN (in the case shown in FIG. 1, the fixed access 
network 100). 
0092. The source IP address bind processor (310) deter 
mines a transmission-source IP address according to relay 
path information of the session management table (313). The 
IP routing processor (311) performs IP routing according to 
the IP header determined by the IP address bind processor 
(310). The L2 transfer processor (315) performs L2 transfer. 
(0093. The DNS proxy table (312) stores information used 
to perform a process for returning the IP address of the server 
(106) in response to a server domain name solution inquiry 
sent from the terminal (103 or 104). The DNS proxy table 
(312) also stores information used to perform a process for 
returning a server domain name in response to a server IP 
address Solution inquiry. The routing management table (314) 
is, for example, a table for IP routing. The session manage 
ment table (313) will be described in detail later. 
0094 FIG. 4 shows an example hardware structure of the 
L2TP server (105). 
0.095 The L2TP server (105) includes a CPU (401), a 
memory (402), and network interfaces (404 and 405). The 
CPU (401) actually executes various application programs 
and an OS (operating system). The memory (402) stores a 
program used in the execution at the CPU (401) and the 
various application programs. The CPU (401), the memory 
(402), and the interfaces (404 and 405) are connected to each 
other via a bus (403). The number of interfaces is not limited 
to that shown in the figure, but may be any appropriate num 
ber. 

(0096. The interfaces (404 and 405) send data received 
from the CPU (401) and the memory (402), to an external 
unit. The interfaces (404 and 405) are connected to lines (406 
and 407), respectively. One or a plurality of the interfaces 
(404 and 405) is connected, for example, to the fixed ISP 
network (207) and the mobile ISP network (209). One or a 
plurality of the interfaces (404 and 405) is connected to the 
core service network (211). 
(0097 FIG. 5 shows information stored in the memory 
(402) of the L2TP server (105). 
0098. The memory (402) stores, for example, a session 
management table (413), and programs such as an L2TP 
signal processor (408), an L2TP transfer processor (409), an 
IP routing processor (411), and a VLAN tag processor (420). 
A routing management table may be further stored. The dif 
ference with the CE router A (101) is, for example, that the 
DNS proxy table (312) and the source IP address bind pro 
cessor (310) are removed and the VLAN tag processor (420) 
is added. A description is omitted for the same components as 
the CE router A (101). 
(0099. When an L2TP session having a PW (pseudo wire) 
type of Ether is terminated, the VLAN tag processor (320) 
performs mapping of the L2TP session ID and a VLAN tag. If 
the VLAN tag processor is not provided, it is difficult to 
separate L2 traffic received from a plurality of LANs, at the 
inlet of the server when a LAN-type FMC service is provided. 
VLAN tags are provided in order to separate L2 traffic 
received from a plurality of LANs. The session management 
table (413) will be described in detail later. 
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0100 (Table Structure) 
0101 FIG. 6 shows an example structure of the session 
management table (313) of the CE router A (101). 
0102 The session management table (313) includes a 
source MAC address field for storing the MAC address of the 
terminal (103 or 104) managed by the CE router A (101); a 
destination server domain name field for storing the domain 
name of the server (106) which the terminal (103 or 104) 
accesses; a relay path PW type field for indicating a relay 
path; an L2TP session ID field for storing a session ID 
exchanged at the L2TP signal processor (308); and a destina 
tion server IP address field for storing an IP address corre 
sponding to the destination server domain name. The relay 
path PW type is set to “Ether, for example, when the mobile 
ISP network (209) is used; and the PW type is set to “PPP” 
when the fixed ISP network (207) is used. In addition to these 
settings, appropriate identification information indicating 
that the mobile ISP network (209) is used and the fixed ISP 
network (207) is used. 
0103) In the figure, the items (source MAC address, des 
tination server domain name, and relay path PW type) located 
at the left of a doubled line are determined by provisioning. 
For example, these items can be determined inadvance by the 
user through the management interface of the CE router A 
(101) or determined in advance by the carrier or the FMC 
service provider according to the conditions of the contract 
with the user. The items (session ID and destination server IP 
address) located at the right of the doubled line are deter 
mined and stored by L2TP Protocol. A process for storing the 
session ID and destination server IP address will be described 
in detail later. The case shown in the figure corresponds to the 
first path to the fourth path described before. 
0104. The DNS proxy table (312) of the CE router A (101) 
has a function for performing an IP address Solution corre 
sponding to the DNS domain name of the destination server 
(106) which the terminal (103 or 104) accesses, as a proxy of 
the terminal, for caching the name solution result in itself, and 
for managing it. It is also possible to have a configuration in 
which, in response to a DNS name solution request sent from 
the terminal (103 or 104), the CE router A (101) returns the IP 
address stored in the destination server IP address field of the 
session management table (313) as an IP address managed by 
itself. In that case, information associating the IP address and 
DNS domain name, which is managed by the DNS proxy 
table (312) can be included in destination server information 
of the session management table (313). 
0105 FIG. 7 shows an example structure of the session 
management table (413) of the L2TP server (105). 
0106 The session management table (413) includes a 
source MAC address field for storing the MAC address of the 
terminal (103 or 104) managed by the CE router A (101); a 
destination server domain name field for storing the domain 
name of the server (106) which the terminal (103 or 104) 
accesses; a destination server IP address field for storing an IP 
address corresponding to the destination server domain 
name; a VLAN ID field for storing a VLAN ID identifying the 
VLAN with the destination server (106); and an L2TP session 
ID field for storing a session ID exchanged at the L2TP signal 
processor (408). The differences from FIG. 6 are, for 
example, that the relay path field is removed and the VLAN 
ID field is added. 

0107. In the figure, the items (source MAC address, des 
tination server domain name, destination server IP address, 
and VLAN ID) located at the left of a doubled line are deter 
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mined by provisioning. For example, these items can be deter 
mined in advance through the management interface of the 
L2TP server (105). The source MAC address and destination 
server domain name may be received from the CE router A 
(101). The item (sessionID) located at the right of the doubled 
line is determined and stored by L2TP Protocol. A process for 
storing the session ID will be described in detail later. 
(0.108 (Operation Outline) 
0109. As shown in FIG. 1, in the spread period of FMC 
services, the FMC services can be provided by the single 
server (106) placed in the core service network (211). In 
contrast, in the initial introduction period of FMC services, it 
is thought as shown in FIG. 14 and FIG. 15 that the server in 
the core service network (211) is separated into the server F 
(107) for providing a service for a fixed LAN terminal and the 
server M (108) for providing a service for a mobile LAN 
terminal. 
0110. An outline of operation for realizing the above-de 
scribed service will be described as the case shown in FIG. 1 
as an example. When the fixed terminal F (103) needs to 
access the server (106), which provides the service for fixed 
terminals, the CE router A (101) specifies in advance, as an 
L2TP client, an L2TP session through the fixed ISP network 
(207) with the L2TP server(105). Then, the CE routerA (101) 
is configured such that an L2TP header that includes the L2TP 
session ID exchanged by L2TP signal processing protocol 
between the client and server is given to a data packet sent 
from the fixed terminal F (103) to the server (106) and an 
output path through the fixed ISP network (207) is selected 
according to the given L2TP session ID. For example, in FIG. 
6, the sessions corresponding to session IDs 1 and 4 are 
established through the fixed ISP network (207). Therefore, 
when a data packet to which an L2TP header that includes 
session ID 1 or 4 is given is output by selecting the session 
corresponding to the session ID, an output path through the 
fixed ISP network can be selected. 

0111. When the mobile terminal M (104) needs to access 
the server (106), which provides the service for mobile ter 
minals, the CE router A (101) specifies in advance, as an 
L2TP client, an L2TP session through the mobile ISP net 
work (209) with the L2TP server (105). Then, the CE router 
A (101) is configured such that an L2TP header that includes 
the L2TP session ID is given to a data packet sent from the 
mobile terminal M (104) to the server (106) and an output 
path through the mobile ISP network is selected according to 
the given L2TP session ID. For example, in FIG. 6, the ses 
sions corresponding to session IDs 2 and 3 are established 
through the mobile ISP network (209). Therefore, when a 
data packet to which an L2TP header that includes session ID 
2 or 3 is given is output by selecting the session corresponding 
to the session ID, an output path through the mobile ISP 
network (209) can be selected. 
0112 An FMC terminal, evolving from a mobile terminal, 
can establish a session through a mobile ISP network with a 
server that provides a fixed terminal service although the 
FMC terminal is basically a mobile terminal. Various FMC 
services can be provided when such flexible L2TP sessions 
are allowed. 

0113 (Session Establishment Process) 
0114 FIG. 8 shows a control connection establishment 
process flow for establishing an L2TP session and a session 
establishment process flow. Each process is executed, for 
example, by the L2TP signal processor (308) of the CE router 
A (101) and the L2TP signal processor (408) of the L2TP 
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server (105). As described above, the session management 
tables (313 and 413) have been specified by provisioning in 
the CE router A (101) and the L2TP server (105). 
0115 The CE router A (101) and the L2TP server (105) 
execute the control connection establishment process (601). 
In the control connection establishment process (601), the CE 
router A (101) first generates an AVP (attribute value pair) in 
order to establish a control connection. For example, in 
response to a session establishment request sent from the 
fixed terminal F (103) or the mobile terminal M (104), the CE 
router A (101) generates a server-type AVP in addition to a 
usual AVP when the control connection is established. The 
session establishment request sent from the fixed terminal F 
(103) or the mobile terminal M (104) includes the transmis 
Sion-source MAC address and destination server domain 
name. An AVP means not a group of two items (label and a 
value given to the label) but a group of three items (label, a 
value given to the label, and an attribute). 
0116 FIG. 9(a) shows an example data format of the 
server-type AVP. The server-type AVP is used, for example, 
by the CE router A (101) to obtain the IP address of a server 
(106) which can provide an FMC server, disposed beyond the 
L2TP server (105). To obtain the address of a server which 
provides a fixed-terminal service, an AVP that specifies 
“server type=fixed (F) (server type. 1) is added to a usual AVP 
for example. To obtain the address of a server which provides 
a mobile-terminal service, an AVP that specifies “server 
type=fixed (M) (server type. 2) is added to a usual AVP, for 
example. The CE router A (101) adds the generated AVP to a 
start-control-connection-request(SCCRO) and sends it to the 
L2TP server (105). The CE router A (101) may send the 
SCCRO through either the fixed ISP network (207) or the 
fixed ISP network (209). 
0117 To send a start-control-connection-reply (SCCRP) 
in response to the SCCRO, the L2TP server (105) generates 
an AVP to be given to the SCCRP. The L2TP server generates 
a server address AVP in addition to an AVP for control con 
nection establishment. 

0118 FIG. 9(b) shows an example data format of the 
server address AVP. The server address AVP is used, for 
example, by the L2TP server (105) to report the IP address of 
the server (106) disposed beyond the L2TP server (105) to the 
terminal (103 or 104). As a way to report the server address to 
the terminal (103 or 104), a DNS server or a DHCP (Dynamic 
Host Configuration Protocol) is used in a conventional open 
communication system. In contrast, in the present embodi 
ment, the address of a server dedicated to a closed FMC 
service on the basis of L2TP-VPN is reported with the use of 
an AVP extension of L2TP because the address is not made 
public to the Internet. Unlike an open FMC service, the closed 
FMC service means a service obtained by combining a CUG. 
(closed user group) service where only members who are 
allowed to access can access and an FMC service. 

0119) The L2TP server (105) adds, for example, the IP 
address of a server corresponding to the server type included 
in the server-type AVP in the SCCRO to the AVP. When the 
server type is “fixed (F), the L2TP server (105) adds the 
address (in the case shown in FIG. 1, 192.168.1.11) of the 
integrated server (106) for fixed terminals. When the server 
type is “mobile (M)', the L2TP server (105) adds the address 
(in the case shown in FIG. 1, 192.168.1.21) of the integrated 
server (106) for mobile terminals. These addresses can be 
stored in a memory in advance in association with the server 
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types. The L2TP server (105) adds the generated AVP to the 
SCCRP and sends it to the CE router A (101). 
I0120 When the CE router A (101) receives a response 
message of the SCCRO, the CE router A (101) analyzes the 
message to determine whether it is an SCCRP. When the 
received message is an SCCRP, the CE router A (101) ana 
lyzes the AVP given to the message. The CE router A (101) 
obtains the IP address of the server corresponding to the 
server address AVP shown in FIG.9(b), and specifies it in the 
session management table (313). For example, the CE router 
A (101) stores the IP address of the server, obtained corre 
sponding to the transmission Source address and the destina 
tion server domain name of the request received from the 
fixed terminal F (103) or the mobile terminal M (104), in the 
received-light server IP address field. It may be stored in the 
DNS proxy table (312). 
I0121. After sending the SCCRP, the L2TP server (105) 
awaits until it receives a start-control-connection-connected 
(SCCCN). Receiving the SCCCN, the L2TP server (105) 
establishes a control connection and ends the control connec 
tion establishment process. The CE router A (101) may send 
the obtained server address to the terminal (103 or 104) at 
appropriate timing. 
I0122) The SCCRO signal, SCCRP, and the SCCCN signal 
formathree-way hand shakesignal, and meana L2TP service 
start report from the client, a service permission report from 
the server, and a service setting completion report from the 
client. Only one L2TP control connection is established 
between the client and server, and then, an actual section is 
established on that service by using the following signals. 
(0123. After the control connection is established, the CE 
router A (101) executes session establishment processes (602 
and 603). More specifically, according to the transmission 
Source MAC addresses and destination server domain names 
included in the session establishment requests sent from the 
fixed terminal F (103) and the mobile terminal M (104), the 
CE router A (101) first refers to the session management table 
(313) to obtain corresponding relay path PW types. Accord 
ing to the PW type, the CE router A (101) sends an ICRO 
signal to the L2TP server (105) through the fixed ISP network 
(207) or the mobile ISP network (209). For example, when 
the PW type is “PPP', the CE router A (101) executes the 
session establishment process (602) through the fixed ISP 
network (207). In contrast, when the PW type is “Ether', the 
CE router A (101) executes the session establishment process 
(603) through the mobile ISP network (209). The session 
establishment process (602) through the fixed ISP network 
(207) and the session establishment process (603) through the 
mobile ISP network are the same except that the networks 
used differ. 
0.124. In the session establishment processes (602 and 
603), messages such as an incoming-call-request (ICRO), an 
incoming-call-reply (ICRP), and an incoming-call-con 
nected (ICCN) are exchanged to establish the fixed-terminal 
session and the mobile-terminal session. 
(0.125. The ICRQ signal, the ICRP signal, and the ICCN 
signal form a three-way hand shake signal, and mean a L2TP 
start report from the client, a session permission report from 
the server, and a session setting completion report from the 
client, on an L2TP control connection established by the 
SCCRO. SCCRP, and SCCCN signals. 
0.126 When the sessions are established, the CE router A 
(101) stores session IDs for identifying the sessions in the 
session management table (313). For example, the session 
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IDs are stores in association with the transmission-source 
MAC addresses and the destination server domain names 
included in the session establishment requests sent from the 
fixed terminal F (103) and the mobile terminal M (104). 
0127. When the sessions are established, the L2TP server 
(105) also stores session IDs for identifying the sessions in the 
session management table (413). For example, the session 
IDs are stores in association with the transmission-source 
MAC addresses of the fixed terminal F (103) and the mobile 
terminal M (104), and the destination server domain name or 
destination server IP address. The transmission-source MAC 
addresses of the fixed terminal F (103) and the mobile termi 
nal M (104), and the destination server domain name or 
destination server IP address are obtained from the CE router 
A (101) at any timing during the session establishment pro 
cesses. With the above-described processes, the L2TP ses 
sions are established between the CE router A (101) and the 
L2TP server (105). 
0128 (Packet Transfer Process) 
0129 FIG. 10 is a flowchart of a packet transfer process in 
the CE router A (101). FIG. 11 is a diagram showing a data 
packet transfer process from a LAN line to a WAN line in the 
CE router A (101). 
0130 Prior to data transfer, the L2TP signal processor 
(308) executes the processes shown in FIG. 8 in advance to 
generate the session management table (313), shown in FIG. 
6. In the CE router A (101), the L2TP transfer processor (309) 
captures an Ether frame (801) in the data frame input from the 
LAN A (201). Then, the L2TP transfer processor (309) 
searches the session management table (313) with the source 
MAC address and destination IP address extracted from the 
captured Ether frame as keys (802). When the search was 
successful (when the source MAC address and destination IP 
address were found) (803), the L2TP transfer processor (309) 
gives an L2TP session header (804). For example, the corre 
sponding session ID and PW type are obtained from the 
session management table (313) and a L2TP session header 
that includes the obtained session ID is given to the capture 
Ether frame. The L2TP transfer processor (309) also gives the 
PW type to the Ether frame at appropriate timing. When the 
search was unsuccessful (803), an L2TP header is not given 
and a usual CE router routing process is executed (807). 
0131. After the process 804, the source IP address binding 
processor (310) determines the source IP address (805). The 
Source IP address binding process is similar to an IP masquer 
ade process generally performed by a usual CE router, in 
which the transmission source IP address is converted from 
the LAN local address to a WAN global address, but differs 
from the IP masquerade process in that, even when a plurality 
of IP addresses is given at the WAN side, a socket bind 
process for an IP address corresponding to the WAN interface 
corresponding to an appropriate relay path is performed with 
the L2TP session ID being used as a key. In other words, 
whereas a socket bind process for the transmission-source IP 
address is performed in an IP routing process at the stage next 
to the IP masquerade process, the transmission-source IP 
address is determined according to relay path information 
included in the session management table (312) in the Source 
address binding process itself. 
0132) The socket bind process here means that the trans 
mission source apparatus (client) binds the destination IP 
address and the upper protocol (Such as a port number) to a 
Socket process to allow an upper application to send packets, 
and the transmission destination apparatus (server) binds the 
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own IP address and the upper protocol (Such as a port number) 
to a socket process to allow the upper application to receive 
the packets. Here, it indicates a process (Source bind process) 
in which the upper application explicitly binds the IP address 
given to the network interface as a source address to the 
Socket process. 
I0133. The IP routing processor (311) outputs a packet to 
an access line (809). The packet is sent by using the session 
(L2TP tunnel) corresponding to the session ID. Because a 
data transfer process from the WAN line to the LAN line is 
performed according to a usual IP routing process, a descrip 
tion thereof is omitted. 
0.134 FIG. 12 is a flowchart of a packet transfer process in 
the L2TP server (105). FIG. 13 is a diagram showing a data 
packet transfer process from the core transport network (210) 
to the core service network (211) in the L2TP server (105). 
The difference with FIG. 11 is that the VLAN tag processor 
(420) is used instead of the source IP address bind processor 
(310). The VLAN tag process includes a process performed 
by a transmission Source apparatus (client or L2TP server 
105) to generate a VLAN tag and insert it between an L2 
frame of Ethernet (registered trademark) or the like and an IP 
frame, and a process performed by a transmission destination 
apparatus (server 106) to remove the VLAN tag inserted 
between the L2 frame of Ethernet (registered trademark) or 
the like and the IP frame. 
0.135 Prior to data transfer, the L2TP signal processor 
(408) executes the processes shown in FIG. 8 in advance to 
generate the session management table (413), shown in FIG. 
7. In the L2TP server(105), the L2TP transfer processor (409) 
captures an IP frame (811) in the data frame input from the 
core transport network (210). Then, the L2TP server (105) 
searches the session management table (413) with the PW 
type, destination IP address, and session ID extracted from 
the captured IP frame being used as keys to check the consis 
tency of the L2TP header by whether a corresponding entry 
exists (812). When the consistency was confirmed (812), the 
L2TP transfer processor (409) deletes the L2TP session 
header (813). If the consistency was not confirmed (812), the 
L2TP transfer processor (409) discards the received packet 
(817). 
I0136. After the process 813, the L2TP server (105) refers 
to the PW (virtual wire) type. When the PW type is “Ether 
(814), the VLAN tag processor (420) gives a VLAN tag (815). 
If the PW type is not “Ether” (814), giving a VLAN tag is 
skipped. Finally, the L2TP server (105) uses the IP routing 
processor (411) to output the packet (816) to the server (106) 
located at the core service network (211). 
0.137 Because the same process needs to be performed 
when data is transferred from the core service network to the 
core transport network (direction reverse to that described 
above), a description for this case will be omitted. 
0.138. As described above, so-called multi-routing pro 
cessing can be realized in which the L2TP session tables (313 
and 413) are used to make the MAC address of the LAN 
terminal (103 or 104) and the IP address of the server (106) a 
pair of keys and a desired relay path is selected among a 
plurality of relay path with the pair of keys. It is also possible 
to have a setting where the MAC addresses of the LAN 
terminals (103 and 104) and the types (fixed terminal and 
mobile terminal) of the LAN terminals are associated with 
each other in advance to guarantee, for example, that the 
mobile terminal M (104) accesses the server through the 
mobile ISP and the fixed terminal F (103) accesses the server 
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through the fixed ISP. In addition, to download a large-capac 
ity file, it is also possible to have a setting that provides the 
mobile terminal M (104) with a server access through the 
fixed ISP. Since the session management tables (313 and 413) 
can be specified to make the relay path selection logic flex 
ible, an optimum FMC service is provided for each terminal 
in each application. 
0.139. With the processes described above, the CE router A 
(101) can send the IP address of a server that provides an FMC 
service, to the LAN terminals controlled by the CE router A 
(101), and at the same time, the CE router A (101) can appro 
priately select communication paths between the LAN termi 
nals and the service network. 

0140. The CE router A (101) may acquire in advance the 
address of the server (106) associated with a VPN identifier 
(session ID) from the L2TP server (105) by using VPN Pro 
tocol and send the address of the server (106) to the terminals 
in advance. Alternatively, the CE router A (101) may acquire 
in advance the address of the server (106) associated with a 
VPN identifier from the L2TP server (105) by using VPN 
Protocol and send the address of the server (106) to a terminal 
(103 or 104) that sends an address solution request for the 
server (106). 
0141. The CE router A (101) may acquire the address of 
the server (106-F) that provides a fixed-terminal service from 
the L2TP server (105) by using VPN Protocol and then, send 
the address of the server for the fixed terminal, to the mobile 
terminal M (104). In addition, the CE router A (101) may 
acquire the address of the server (106-M) that provides a 
mobile-terminal service from the L2TP server (105) by using 
VPN Protocol and then, send the address of the server for the 
mobile terminal, to the fixed terminal F (103). 
0142 
0143 Appropriate paths can be used between the CE 
router A (101) and the server(106), in addition to the first path 
to the fourth path, described above. Example relay paths will 
be shown below. 

0144. A fifth path is a path (F-F-M) from the fixed terminal 
F (103) through the fixed ISP network (207) to the second 
address (106-M) of the server (106). For example, the fixed 
terminal F (103) connects the server (106-M) through the CE 
router A (101), the GW router F (206), and the L2TP server 
(105). 
0145 A sixth path is a path (F-M-F) from the fixed termi 
nal F (103) through the mobile ISP network (209) to the first 
address (106-F) of the server (106). For example, the fixed 
terminal F (103) connects the server (106-F) through the CE 
router A (101), the GW router M. (208), and the L2TP server 
(105). 
0146 A seventh path is a path (M-M-F) from the mobile 
terminal M (104) through the mobile ISP network (209) to the 
first address (106-F) of the server (106). For example, the 
mobile terminal M (104) connects the server (106-F) through 
the CE router A (101), the GW router M. (208), and the L2TP 
server (105). 
0147 An eighth path is a path (M-F-M) from the GW 
router (208) through the fixed ISP network (207) to the sec 
ond address (106-M) of the server (106). For example, the 
mobile terminal M (104) connects the server (106-M) 
through the CE routerA (101), the GW router F (206), and the 
L2TP server (105). 

3. Example Relay Paths 
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0.148. These paths can be stored in the session manage 
ment table (313) of the CE router A (101) and the session 
management table (413) of the L2TP server (105), described 
above. 
0149 4. Embodiment without L2TP Server 
0150 FIG. 14 is a diagram showing the structure of a 
communication system that does not use L2TP-VPN. In the 
figure, a mobile terminal is not accommodated by a home 
LAN. 

0151. In FIG. 14, a mobile terminal M. (203) located in a 
Cell B (202) connects to a server M. (208) through an AP 
router B (102) of a wireless access network (200) and a GW 
router M. (208) of a mobile ISP network (209). When the 
mobile terminal M (203) moves into a LAN A (201), the 
mobile terminal M. (203) connects to a server F (107), for 
example, through a CE router A (1101) and a GW router F 
(206) of a fixed ISP network (207). 
0152 FIG. 15 is a diagram showing the structure of an 
FMC communication system that does not use L2TP-VPN. In 
the figure, a mobile terminal is accommodated by a home 
LAN. 

0153. The FMC communication system shown in FIG. 15 
includes, for example, a LAN A (201) to which a CE router A 
(1101) belongs, a fixed access network (100), a fixed ISP 
network (207), a mobile ISP network (209), a core transport 
network (210), and a core service network (211). The com 
munication system is provided, for example, with the CE 
(customer edge) router A (1101), a server (107) installed in 
the core service network (211) and providing a service for a 
fixed terminal F (103), and a server (108) providing a service 
for a mobile terminal M (104). The CE (customer edge) router 
A (1101) is connected, for example, to the fixed terminal F 
(103) connected to the LAN A (201) and to the mobile termi 
nal M (104) connected to the LAN A (201). The fixed ISP 
network (207) is provided with a GW router F (206), and the 
mobile ISP network (209) is provided with a GW router M 
(208). 
0154) The CE router A (1101) and the GW router F (206) 
installed in the fixed ISP network (207) are connected, for 
example, by a PPPoE tunnel (204). The CE router A (1101) 
and the GW router M. (208) installed in the mobile ISP net 
work (209) are connected, for example, by an IPsec tunnel 
(205). The fixed ISP network (207), the mobile ISP network 
(209), the core transport network (210), and the core service 
network (211) are connected by Internet Protocol. 
0.155. In the FMC communication system shown in FIG. 
15, where an L2TP server does not exist, FMC services are 
realized when the CE router A (1101) explicitly associates 
paths with services to be used between the CE router A (1101) 
and the servers (107 and 108) in advance. 
0156 FIG. 16 shows an example structure of a session 
management table (1313) of the CE router A (1101). 
0157. When an L2TP server is not used, as in the present 
embodiment, a routing table ID is used, for example, instead 
of the L2TP session ID used in the above-described embodi 
ment. The routing table ID is the ID of a routing table among 
a plurality of routing tables. For example, Linux can have a 
plurality of routing tables, but actually, only one routing table 
is selected and used. 
0158. The session management table (1313) includes a 
source MAC address field for storing the MAC address of the 
terminal (103 or 104) managed by the CE router A (1101); a 
destination server IP address field for storing an IP address of 
a server that the terminal (103 or 104) accesses; a relay path 
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PW type field for indicating a relay path; and a routing table 
ID field. The relay path PW type is set to “Ether, for 
example, when the mobile ISP network is used; and the PW 
type is set to “PPP” when the fixed ISP network is used. In 
addition to these settings, appropriate identification informa 
tion indicating that the mobile ISP network is used and the 
fixed ISP network is used. These pieces of information are 
determined by provisioning. Paths corresponding to the first 
to eighth paths, described above, can be used between the 
terminals (103 and 104) to the servers (107 and 108). 
0159 FIG. 17 is a diagram showing a data packet transfer 
process from a LAN line to a WAN line in the CE router A 
(1101). 
0160 Prior to data transfer, the session management table 
(1313), shown in FIG. 16, is generated in advance. In the CE 
router A (1101), an L2 transfer processor (1315) captures an 
Ether frame in the data frame input from the LAN A (201). 
Then, the L2 transfer processor (1315) searches the session 
management table (1313) with the source MAC address and 
destination IP address extracted from the captured Ether 
frame as keys. When the source MAC address and destination 
IP address are found, a corresponding session ID and PW type 
are acquired. The PW type is given to the captured Ether 
frame. A source IP address binding processor (310) deter 
mines a source IP address. For example, the routing table 
corresponding to an acquired routing table ID is referenced. A 
plurality of routing tables are provided in association with 
routing table IDs. For example, the tables corresponding to 
routing table IDs 1, 3, and 4 are configured such that a packet 
is sent to the server (107 or 108) through the GW router F 
(206). In another example, the table corresponding to a rout 
ing table ID 2 is configured such that a packet is sent to the 
server (107 or 108) through the GW router M. (208). 
0161 Then, an IP routing processor (1311) outputs the 
packet to the access line. The packet is sent through either the 
GW router F (206) or the GW router M (208) according to the 
routing table ID. Because a data transfer process from the 
WAN line to the LAN line is performed according to a usual 
IP routing process, a description thereof is omitted. 

INDUSTRIAL APPLICABILITY 

0162 The present invention can be used, for example, in 
FMC systems. The present invention can be used in a network 
system in which a fixed-terminal network service and a 
mobile-terminal network service are configured with a plu 
rality of relay networks by using Internet Protocol, for 
example. 

1. A relay network system comprising: 
a terminal adaptor apparatus that has a management table 
where a transmission-source address of a packet, desti 
nation information indicating a destination address or a 
destination domain name of the packet, and relay path 
information indicating either through a fixed network or 
through a mobile network are stored in advance in asso 
ciation with each other, and that relays packets sent from 
a fixed terminal and a mobile terminal to the fixed net 
work and the mobile network; and 

a termination network apparatus that accommodates a 
server for providing services for the fixed terminal and 
the mobile terminal, and that terminates a session 
through the fixed network and a session through the 
mobile network with the terminal adaptor apparatus; 
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wherein the terminal adaptor apparatus 
receives session establishment request which includes a 

transmission source address and destination information 
indicating the server, from either the fixed terminal or 
the mobile terminal; 

refers to the management table according to the transmis 
sion Source address and the destination information to 
acquire corresponding relay path information; 

establishes session with the termination network apparatus 
through the fixed network or the mobile network accord 
ing to the acquired relay path information; 

stores session identifier for identifying the session in the 
management table in association with the transmission 
Source address and the destination information of the 
session establishment request; 

when receiving packet that includes transmission source 
address and destination information, from the fixed ter 
minal or the mobile terminal, refers to the management 
table to acquire the session identifier corresponding to 
the transmission Source address and the destination 
information; and 

relays the packet to the termination network apparatus by 
using the session through either the fixed network or the 
mobile network according to the acquired session iden 
tifier. 

2. A relay network system according to claim 1, wherein 
the session is a virtual closed-network session. 

3. A relay network system according to claim 2, wherein 
the virtual closed-network session is a session specified by 
Layer-2 Tunneling Protocol. 

4. A relay network system according to claim 1, wherein, in 
the management table, a MAC address of the fixed terminal or 
the mobile terminal is stored as the transmission Source 
address, an IP address or a domain name of the server is stored 
as the destination information, and data type information of a 
capsulated frame is stored as the relay path information. 

5. A relay network system according to claim 1, 
wherein the management table stores in advance 
first path information that includes a transmission source 

address of a first fixed terminal, first destination infor 
mation used by the server to provide a first service, and 
relay path information indicating through the fixed net 
work, 

second path information that includes a transmission 
Source address of a second fixed terminal, second desti 
nation information used by the server to provide a sec 
ond service, and relay path information indicating 
through the mobile network, 

third path information that includes a transmission Source 
address of a first mobile terminal, the second destination 
information used by the server, and the relay path infor 
mation indicating through the mobile network, and 

fourth path information that includes a transmission source 
address of a second mobile terminal, the first destination 
information used by the server, and the relay path infor 
mation indicating through the fixed network. 

6. A relay network system according to claim 1, 
wherein the termination network apparatus 
has a second management table that stores in advance a 

virtual network identifier for identifying a virtual net 
work with the server, in association with a session iden 
tifier with the terminal adaptor apparatus, 

receives a packet that includes a session identifier from the 
terminal adaptor apparatus, 
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refers to the second management table according to the 
session identifier included in the received packet to con 
vert the session identifier of the packet to a correspond 
ing virtual network identifier, 

relays the packet through a virtual network corresponding 
to the virtual network identifier to the server. 

7. A relay network system according to claim 1, wherein 
the termination network apparatus accommodates the server, 
which provides a first service for the fixed terminal and the 
mobile terminal through a first virtual network and provides a 
second service for the fixed terminal and the mobile terminal 
through a second virtual network. 

8. A relay network system according to claim 1, 
wherein the termination network apparatus accommodates 
a first server that provides a first service for the fixed 

terminal and the mobile terminal through a first virtual 
network, and 

a second server that provides a second service for the fixed 
terminal and the mobile terminal through a second Vir 
tual network. 

9. A relay network system according to claim 1, 
wherein the termination network apparatus stores an 

address of the server in advance, and 
the terminal adaptor apparatus acquires the address of the 

server in advance through a virtual closed network from 
the termination network apparatus and sends the address 
of the server in advance to the fixed terminal or the 
mobile terminal. 

10. A relay network system according to claim 9, 
wherein the terminal adaptor apparatus 
stores the acquired address of the server in association with 

a session identifier, and 
when receiving a packet that includes a transmission 

source address and the address of the server from the 
fixed terminal or the mobile terminal, capsulates the 
received packet by using a header that includes the cor 
responding session identifier to relay the packet. 

11. A relay network system according to claim 9, wherein, 
when receiving an address solution request for the server 
from the fixed terminal or the mobile terminal, the terminal 
adaptor apparatus sends the acquired address of the server to 
the fixed terminal or the mobile terminal. 

12. A relay network system according to claim 9. 
wherein the terminal adaptor apparatus 
acquires an address of a first server that provides a service 

for the fixed terminal, from the termination network 
apparatus, and 

sends the address of the first server to the mobile terminal. 
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13. A relay network system according to claim 9. 
wherein the terminal adaptor apparatus 
acquires an address of a second server that provides a 

service for the mobile terminal, from the termination 
network apparatus, and 

sends the address of the second server to the fixed terminal. 
14. A terminal adaptor apparatus comprising: 
a management table where a transmission-source address 

of a packet, destination information indicating a desti 
nation address or a destination domain name of the 
packet, and relay path information indicating either 
through a fixed network or through a mobile network are 
stored in advance in association with each other; 

a signal processor that establishes a session through the 
fixed network and a session through the mobile network 
with a termination network apparatus that accommo 
dates a server for providing services for a fixed terminal 
and a mobile terminal and terminates the sessions; and 

a transfer processor that relays packets sent from the fixed 
terminal and the mobile terminal to the fixed network 
and the mobile network; 

wherein the signal processor 
receives session establishment request which includes a 

transmission source address and destination information 
indicating the server, from either the fixed terminal or 
the mobile terminal; 

refers to the management table according to the transmis 
sion Source address and the destination information to 
acquire corresponding relay path information; 

establishes session with the termination network apparatus 
through the fixed network or the mobile network accord 
ing to the acquired relay path information; 

stores session identifier for identifying the session in the 
management table in association with the transmission 
Source address and the destination information of the 
session establishment request; and 

the transfer processor, 
when receiving packet that includes transmission source 

address and destination information, from the fixed ter 
minal or the mobile terminal, refers to the management 
table to acquire the session identifier corresponding to 
the transmission Source address and the destination 
information; and 

relays the packet to the termination network apparatus by 
using the session through either the fixed network or the 
mobile network according to the acquired session 
identifier. 


