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A system and a method are disclosed for context-based policies for digital identity verification. A context-based identification system
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(57) Abrégé(suite)/Abstract(continued):

customers, and these customers' needs. For example, the context-based identification system determines a first and second policy
associated with a first enterprise and a third policy associated with a second enterprise. These policies include context parameters
and verification parameters. The context-based identification system determines context parameters of a request, or "request
context parameters,” when a user requests to interact with the first enterprise and determines a policy with context parameters that
substantially match these request context parameters. The context-based identification system may determine that the first policy's
context parameters substantially match the request context parameters and use the first policy to verify the user's identity.
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(57) Abstract: A system and a method are disclosed for context-based
policies for digital identity verification. A context-based identification sys-
tem provides flexible identification procedures for various enterprises that
adapted to the enterprises' services, the enterprises' customers, and these
customers' needs. For example, the context-based identification system de-
termines a first and second policy associated with a first enterprise and
a third policy associated with a second enterprise. These policies include
context parameters and verification parameters. The context-based identifi-
cation system determines context parameters of a request, or "request con-
text parameters," when a user requests to interact with the first enterprise
and determines a policy with context parameters that substantially match
these request context parameters. The context-based identification system
may determine that the first policy's context parameters substantially match
the request context parameters and use the first policy to verify the uset's
identity.
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FLEXIBLE IDENTITY AND ACCESS MANAGEMENT PIPELINE

TECHNICAL FIELD
[0001]  This disclosure generally relates to the field of digital security, and more

specifically, to digital identification with customizable identification verification flows.

BACKGROUND

[0002]  Digital access to resources provides convenience while introducing certain security
requirements or policics for digital identification. Digital identification applies to services such
as user identification, authentication, enrollment, activation, and authorization. Passwords,
personally identifiable information (e.g., a social security number), multifactor authentication,
or a combination thercof are some ways to enable digital identification. Different enterprises
may have different security policies depending on their and their user's needs. Current policies
are inflexible and do not adapt to the context in which a user and an enterprise are interacting
while meeting the appropriate security requirement. For example, an ecommerce website may
require password authorization of both a user who is browsing available products and a user
who is making a purchase with credit card information. While digital identification using
passwords may be a security policy necessary for making a purchase, the same security policy
may not apply to browsing products. In turn, the user who is only browsing may feel
overburdened when using the ecommerce website and take his patronage to another ecommerce
enterprise.

[0003] Existing solutions for enterprises to create and manage customized security policies
involve identification services from multiple security providers because no identity product can
be pre-defined to meet the requirement of supporting a variety of use cases with different
contexts. Additionally, existing solutions require enterprise administrators to develop policies
using computer code, which may not be readily accessible to an administrator without coding
skills, vary in efficiency depending on the competency of the code writer, and require time and
Iabor to debug.

SUMMARY

[0004]  Described herein are embodiments of systems and methods for flexible security
solutions using a context-based verification system. The context-based verification system

enables an enterprise to customize multiple verification flows to adapt to both the users’ and
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enterprise’s needs. In particular, the context-based verification system uses the context of a
request from a user to interact with the enterprise to determine an appropriate policy to verify
the user’s identity. For example, the context of the request can include information such as the
Internet Protocol (IP) address from which the request was received. The context-based
verification system may then identify a policy that specifies a manner of identity verification
for the particular IP address. For example, requests from that IP address are required to input
a password while other TP addresses are required to input both a password and complete a
challenge-response test. To improve accessibility for enterprise administrators to create and
manage an enterprise’s verification flows, the context-based verification system may provide
a graphical user interface (GUI) in addition to or in place of editing software code (e.g., a
software development kit and/or application programming interface) to enable the creation and
editing of verification flows characterized by at least an identity verification method and a
context for which the identity verification method is to be applied. In the foregoing ways, the
context-based verification system provides a security solution for an enterprise to create and
manage customized verification flows using a single, flexible system that meets the
requirement of supporting a variety of identification use cases with different contexts.

[0005]  The context-based verification system may provide customized identification based
on the confext of a user’s request by establishing verification flows with enterprises and
applying those verification flows to verify the identity of the user. For example, the context-
based verification system provides context parameters to both a first enterprise and a second
enterprise, where the context parameters represent types of request context for requesting to
interact with an enterprise. The context-based verification system may also provide
verification parameters to the enterprises, where the verification parameters represent types of
identity verification. The term “verification flow” is used herein to refer to a combination of
context and verification parameters to enable a context-based identity verification process,
where the verification parameters can correspond to a policy. As referred to herein, the term
“policy” refers to a set of one or more rules (e.g., verification parameters) for accessing a
resource that may be customized for an enterprise’s needs (e.g., for user authentication or user
enrollment).

[0006] Using the context parameters and verification parameters, the context-based
verification system may determine first and second verification flows associated with the first
enterprise and a third verification flow associated with the second enterprise. The verification

flows include respective sets of the context and verification parameters. For example, the first
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enterprise selects some of the context parameters to correspond to selected verification
parameters to create a verification flow where a user’s identity is to be verified with the selected
verification parameters when the selected context parameters are met. The context-based
identification may receive a request from a user to interact with the first enterprise and
determine request context parameters of the request (e.g., context parameters characterizing
the user’s request). Having access to a database of verification flows, the context-based
verification system may determine which verification flows’ context parameters substantially
match the request context parameters. For example, the context-based verification system may
determine whether the request context parameters substantially match a set of context
parameters of the first verification flow. If the request context parameters do substantially
match the set of context parameters of the first verification flow, the context-based verification
system verifies the identity of the user using the verification parameters of the first verification
flow. If the request context parameters instead substantially match a set of context parameters
of the second verification flow, the context-based verification system verifies the identity of
the user using the verification parameters of the second verification flow. In this way, an
enterprise can manage multiple verification flows for different request contexts and/or identity
verification methods with the context-based verification system.

[6007] In one embodiment, there is provided a computer-implemented method performed
by a web-based identification system. The method involves providing a plurality of context
parameters to a first enterprise and a second enterprise, the plurality of context parameters
representing types of request context for requesting to interact with an enterprise. The method
further involves providing a plurality of verification parameters to the first enterprise and the
second enterprise, the plurality of verification parameters representing types of identity
verification. The method further involves creating a custom context parameter, wherein the
custom context parameter represents an enterprise-specified request context. The method
further involves determining a first policy associated with the first enterprise, the first policy
comprising a first set of the plurality of context parameters, the custom context parameter, and
a first set of the plurality of verification parameters. The method further involves determining
a second policy associated with the first enterprise, the second policy comprising a second set
of the plurality of context parameters and a second set of the plurality of verification
parameters. The method further involves determining a third policy associated with the second
enterprise, the third policy comprising a third set of the plurality of context parameters and a

third set of the plurality of verification parameters. The method further involves receiving a
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request from a user to interact with the first enterprise, receiving, from a third-party service, a
custom request context parameter representative of the request, determining a plurality of
request context parameters of the request, and determining whether one or more of the plurality
of request context parameters or the custom request context parameter substantially matches
the first set of the plurality of context parameters. The method further involves responsive to
determining the plurality of request context parameters substantially matches the first set of the
plurality of context parameters, verifying the identity of the user using the first policy and
responsive to determining the plurality of request context parameters substantially matches the
second set of the plurality of context parameters, verifying the identity of the user using the
second policy.

[0008] In another embodiment, there is provided a non-transitory computer-readable
storage medium storing instructions that, when executed by a processor of a context-based
identification system, cause the processor to execute the method described above.

[0009] In another embodiment, there is provided a context-based identification system
comprising a computer processor the non-transitory computer-readable storage medium
described above.

BRIEF DESCRIPTION OF DRAWINGS

[0010]  The disclosed embodiments have other advantages and features which will be more
readily apparent from the detailed description and the accompanying figures (or drawings). A
brief introduction of the figures is below.

[0011]  Figure (FIG.) 1 is a network diagram illustrating a communication environment in
which a context-based verification system operates, in accordance with at least one
embodiment.

[0012]  FIG. 2 is a block diagram of the context-based verification system of FIG. 1, in
accordance with at least one embodiment.

[0013]  FIG. 3 illustrates the interactions that take place between different entities of FIG.
1 when fulfilling a user request to interact with an enterprise, in accordance with at least one
embodiment.

[0014]  FIG. 4 depicts a GUI for creating a verification flow for authentication using the
context-based verification system of FIG. 1, in accordance with at least one embodiment.
[0015] FIG. 5 depicts a GUI for creating a verification flow for enrollment using the

context-based verification system of FIG. 1, in accordance with at least one embodiment.
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[0016]  FIG. 6 is a block diagram illustrating physical components of a computer used as

part of all of the client device or verification service provider.

DETAILED DESCRIPTION

[0017)  The Figures (FIGS.) and the following description relate to preferred embodiments
by way of illustration only. It should be noted that from the following discussion, alternative
embodiments of the structures and methods disclosed hercin will be readily recognized as
viable alternatives that may be employed without departing from the teachings herein.

[0018]  Reference will now be made in detail to several embodiments, examples of which
are illustrated in the accompanying figures. It is noted that wherever practicable similar or like
reference numbers may be used in the figures and may indicate similar or like functionality.
The figures depict embodiments of the disclosed system (or method) for purposes of illustration
only. One skilled in the art will readily recognize from the following description that
alternative embodiments of the structures and methods illustrated herein may be employed
without departing from the principles described herein.

Context-Based Verification System Environment

[6019] Figure (FIG.) 1is anetwork diagram illustrating a communication environment 100
in which a context-based verification system 160 operates. The communication environment
100 includes a network 110, an enterprise 120 associated with a client device 130, an enterprise
121 associated with a user device 140, a user device 141, a third-party service system 150, and
the context-based verification system 160. As referred to herein, the term “client device” refers
to a computing device used by a member of an enterprise receiving identity verification service
from the verification system 160 and the term “user device” refers to a computing device used
to request an interaction with an enterprise. Likewise, the term “client” refers to a recipient of
the services of the verification system 160 and the term “user” refers to a recipient of the
services of a client. In alternative configurations, different and/or additional components may
be included in the communication environment 100. For example, a database may be
commumicatively coupled to the context-based verification system 160 such that verification
credentials used by the verification system 160 are not necessarily stored locally. Although
requests to interact are described herein as being between a user device, or user, and an
enterprise, requests between any suitable permutation of enterprise and user device (e.g.,

enterprise and enterprise) may be fulfilled by the context-based verification system described
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herein. Requested interactions with an enterprise may include a request to access a resource
provided by the enterprise, enroll with the enterprise, activate a resource with the enterprise,
authorize another user to interact with the enterprise, or any suitable combination thereof.
[0020] The network 110 may serve to communmicatively couple the context-based
verification system 160, the enterprises 120 and 121 (including the client device 130 and the
user device 140 associated with the respective enterprises), the user device 141, and the third-
party service system 150. Communication via the network 110 may comprise any combination
of local area and/or wide area networks, using wired and/or wireless communication systems.
In some embodiments, the network 110 uses standard communications technologies and/or
protocols. For example, the network 110 includes communication links using technologics
such as Ethemet, 802.11, worldwide interoperability for microwave access (WiMAX), 3G, 4G,
5@, code division multiple access (CDMA), digital subscriber line (DSL), etc. Examples of
networking protocols used for commumicating via the network 110 include multiprotocol label
switching (MPLS), transmission control protocol/Internet protocol (TCP/IP), hypertext
transport protocol (HTTP), simple mail transfer protocol (SMTP), and file transfer protocol
(FTP). Data exchanged over the network 110 may be represented using any suitable format,
such as hypertext markup language (HTML) or extensible markup language (XML). In some
embodiments, all or some of the communication links of the network 110 may be encrypted
using any suitable technique or techniques.

[0021]  The enterprises 120 and 121 may be any enterprise that maintains user accounts to
provide a service to the corresponding users. For cxample, an enterprise may be a retail
business, Internet retailer, small business, bureaucratic agency, educational institution,
consulting firm, healthcare provider, bank, or any suitable combination thereof. In some
embodiments, an enterprise is a collection of smaller enterprises that are not necessarily co-
located (e.g., the smaller enterprises are not on the same local area network as one another).
An enterprise may be communicatively coupled to a client device. For example, the enterprise
120 is communicatively coupled to the client device 130 because the client device 130 is a
laptop of an employee of the enterprise 120 who is using the Wi-Fi network hosted by the
enterprisc 120 to interact with the verification system 160. An enterprisc may be
communicatively coupled to a user device. For example, the enterprise 121 is communicatively
coupled to the user device 140 because the user device 140 is a tablet of an employee of the
enterprise 121 who is using the Wi-Fi network hosted by enterprise 121 to interact with

enterprise 121. In some embodiments, a client device and a user device may be the same
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device. For example, an employee of the enterprise 120 may use his computing device to
interact with the enterprise 120 and with the verification system 160. In some embodiments,
enterprises 120 and 121 are independent enterprises such that the verification system 160 may
maintain a unique collection of verification flows for each of the enterprises.

[0022]  The user device 141 may be communicatively coupled with at least one of the
enterprises 120 and 121 through the network 110. For example, a user could be on a train to
work and usc her mobile phone requests to interact with the enterprise 120 (c.g., to check her
work e-mail hosted by the enterprise 120) through a cellular network. Enterprises may include
retail businesses that are communicatively coupled with the verification system 160 to facilitate
a customer identity and access management (CIAM) application. For example, enterprise 120
may be a retailer from which the user of the user device 141 is purchasing goods. To provide
the user access to the user’s secured account, the retailer leverages the verification system 160
and authorizes the user to access personal information (e.g., billing and shipping addresses)
during the shopping experience.

[0023] The client device 130 and the user devices 140 and 141 are computing devices
capable of receiving user input as well as transmitting and/or receiving data via a network. In
some embodiments, at least one of these devices is a conventional computer system, such as a
desktop or a laptop computer. Altematively, a client device and/or user device may be a device
having computer functionality, such as a smartphone, tablet, personal computer, personal
digital assistant (PDA), laptop, mobile telephone, or another suitable device. A client device
is configured to communicate with the context-based verification system 160 via the network
110, for example, using a native application executed by the device or through an application
programming interface (API) running on a native operating system of the client device, such
as IOS® or ANDROID™. [n another example, a client device is configured to communicate
with the verification system 160 via an API running on the verification system 160.

[0024] The third-party service system 150 may be the system of any service provider
involved with the context-based verification system 160 to implement user identity
verification. For example, the third-party service system 150 might be a fraud mitigation
platform that assesses the risk included in a potential interaction between an enterprise and a
user device. The context-based verification system 160 may send information regarding the
user device’s request to access the enterprise to the third-party service system 150. In turn, the
third-party service system 150 may perform an evaluation of the user device and return a risk
score to the context-based verification system 160 through the network 110. Additional

-7-
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examples of third-party services include, but are not limited to, identity proofing, content
management, and specialized authentication. Identity proofing services may include
documentation identification or information verification systems. Content management
services may retrieve content assets related to user experience such as enterprise images, colors,
and/or logos. Specialized authentication services may perform a specific type of authentication
such as biometric authentication (e.g., retinal scans).

[6025] The contexi-based verification system 160 may receive requests fo gemerate
verification flows and verify users from enterprises 120 and 121 through network 110. For
example, one enterprise serving different types of users may need a different way to verify each
of the types of users. The context-based verification system 160 enables the enterprise to create
customizable verification flows to verify its different users. In some embodiments, the context-
based verification system 160 is web-based, serving enterprises from a remote server and not
necessarily from a software application stored in a client device.

[0026] A verification flow may be implemented by the context-based verification system
160 using expression programming languages. Using an expression language, as opposed to
languages such as JSON or XML, the context-based verification system 160 may receive
various proprietary formats of risk scoring solutions to be analyzed against a verification flow
and output a decision to an enterprise to take action.

[0027]  In one non-limiting example, the verification system 160 may implement multiple
formats of risk scoring solutions, analyze the risk scoring information obtained against a
customized verification flow, and generate an aggregate decision about whether authentication
should proceed or not. A first risk scoring solution may include a bank’s custom risk evaluation
for payments made using credit cards that the bank has issued, where the verification system
160 may receive the bank’s custom risk evaluation to score each payment from 0 to 100. For
a second risk scoring solution, the verification system 160 may receive risk information from
a third-party service that describes the payee (e.g., location data, years of operation, etc.). A
third risk scoring solution may include the assessment of a user device used to make the
payment to the payee, where the verification system 160 receives information about the user
device and gencrates a fractional score from 0 to 1 to signify how secure that device is. The
payment scores, payee information, and fractional device security score may be evaluated
based on a particular verification flow to determine whether authentication should occur
according to the verification flow.

[0028] In particular, the expression language may be a custom syntax that allows the
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context-based verification system 160 to expose relevant context about the HTTP request, the
user or user device, the target resource, and other attributes about a user’s request to an
enterprise. While expression language may expose relevant context depending on how the
expression language is implemented, in one example, the expression language can be
implemented as a naming scheme that exposes properties or context about the HTTP request.
For example, evaluating expressions like “request.headers.my-custom-header” may allow the
verification system 160 to determine an HTTP header value for “my-custom-header.”
Likewise, the verification system 160 may determine a risk score for an aggregated context
from an expression such as “content.risk.score.” In some embodiments, the context-based
verification system 160 maintains databases and software modules for maintaining a
verification flow for an enterprise and verifying the identity of an enterprise’s user using the
policy of the verification flow. The context-based verification system 160 is further described
in the description of FIG. 2.

Context-Based Verification system Overview

[0029]  FIG. 2 is a block diagram of the context-based verification system 160 of FIG. 1.
The context-based verification system 160 includes multiple software modules: a verification
flow identifier 215, a verification flow recommender 220, and an identity verifier 225. The
verification flow recommender 220 includes software submodules: an enterprise analyzer 221
and a context-driven verification flow engine 222. The context-based verification system 160
may have access to local databases such as a parameter database 200, an enterprise verification
flow database 205, and a credential database 210. In some embodiments, context-based
verification system 160 includes additional, fewer, or different components for various
functions. For example, at least one of databases 200-210 may be stored remotely and
accessible through the network 110.

[0030] The stored data in the parameter database 200 includes records of verification
parameters and context parameters. Verification parameters may be ways to verify the identity
of a user. In some embodiments, verification parameters include both verification actions and
verification procedures (c.g., a sequence of verification actions). Verification actions may
involve an email, a text message (e.g., short message service or SMS), a single sign-on prompt,
security questions, security tokens, biometric authentication, passwords, challenge-response
test (e.g., CAPTCHA tests), multi-factor authentication, behavior pattern matching (e.g., via

machine learning models trained to identify a user based on Internet activity such as browsing
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history or transaction history), cookie-based authentication, out-of-band authentication, third-
party verification, or any suitable combination thereof.

[0031] The parameter database 200 may store a record of different sequences of
verification actions. For example, the parameter database 200 stores a record of the verification
procedure beginning with a challenge-response test and followed by a password. In some
embodiments, verification parameters are characterized by verification types. For example,
verification parameters of “public network™ and “on-premises network™ may be characterized
by a verification type of “network type.” In some embodiments, the parameter database 200
stores an association between attributes of an enterprise and verification types. For example,
the parameter databasc 200 stores a data structure associating enterprise attributes for a bank
(e.g., institution type is “financial,” presence type is “global,” and security type is “high”) with
a verification sequence of multi-factor authentication followed by third-party verification.
[0032] The parameter database 200 may also store context parameters. The context
parameters characterize the context of a potential request for interaction between a user and
enterprise. In some embodiments, context parameters include types of networks (e.g., as
characterized by an IP address), users, user groups, device trust levels, enterprise brands, device
attributes (e.g., medium access control (MAC) address or a universally unique identifier
(UUID) of a device), target resources requested, or any suitable combination thereof. For
example, an employee of the enterprise 121 uses the user device 140, a personal tablet, to
request access to proprietary documents from the enterprise 121 using the Wi-Fi network of
the enterprise 121. The context parameters for this example include a network of “on-premises
network™, user group of “employee,” device trust level of “public,” and target resource
requested of “enterprise content.” Asreferred to herein, a “target resource” is a resource hosted
by an enterprise and requested by a user or user device. Resources hosted by an enterprise
include access to a software application (e.g., an email application), a document, a user account,
configuration settings for a service used by the user, items available for purchase, monetary
funds, an item or service provided to the user under privacy (e.g., needing identity verification),
or any suitable combination thereof. A user’s request to interact with an enterprise may include
a request to access a farget resource, which is provided upon identity verification by the
verification system 160.

[0033]  Context parameters may be predefined by the context-based verification system
160, created by an enterprise, or a combination thereof. In some embodiments, the verification

system 160 creates predefined context parameters available to various enterprises or types of
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enterprises (e.g., a type of industry the enterprise operates in). For example, the verification

2 <

system 160 defines user type context parameters of “employee,” “client,” and “guest” that may
be selected by an enterprise. In some embodiments, the verification system 160 enables an
enterprise to create custom context parameters. In creating a custom context parameter, the
enterprise may specify a request context in which a particular identity verification policy is
performed by the system 160. For example, the verification system 160 provides a GUI to an
enterprisc with user input clements for the enterprise to create a custom context parameter
related to low and high risk IP addresses as determined by a third-party service system (e.g., a
fraud engine). In this example, the third-party service may determine a custom request context
parameter based on a user’s request to interact with the enterprise, where the custom request
context parameter represents information related to the user’s request.

[0034]  As will be described in the description of the verification flow identifier 215, a
context parameter (e.g., the custom context parameter) may be referred to as a request context
parameter (e.g., a custom request context parameter) when characterizing a user’s request to
interact with an enterprise in addition to being used by the verification system 160 to identify
a verification flow. The user input elements may further include elements for providing
instructions to the verification system 160. For example, the GUI may provide a text field for
an enterprise administrator to provide a URL associated with the fraud engine.

[0035] In some embodiments, context parameters are characterized by context types. In
some embodiments, the parameter database 200 stores an association between attributes of an
enterprisc and context types. For example, the parameter database 200 stores a data structure
associating enterprise attributes for a university (e.g., institution type is “educational,” presence
type is “national,” and security type is “medium”) with context types that can represent typical
users of the university such as student or professor, a research laboratory, or device types used
such as personal or university-owned.

[0036] The stored data in enterprise verification flow database 205 includes a record of
verification flows. A verification flow record may include a data structure associating
verification parameters with context parameters. In some embodiments, the enterprise
verification flow database 205 stores verification flows that are associated with enterprises.
For example, the context-based verification system 160 receives selected verification and
context parameters from the enterprise 120 and generates a data structure associating the
enterprise 120 with a policy of the selected verification parameters that is further associated

with the selected context parameters. In some embodiments, the enterprise verification flow
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database 205 stores conditional relationships between context parameters and associates those
conditional relationships with stored verification flows. For example, the database 205 may
store a verification flow record including a policy and associated instructions to evaluate one
context parameter responsive to determining that a user’s request to interact with an enterprise
satisfies another context parameter. In some embodiments, the enterprise verification flow
database 205 stores pre-generated verification flows and/or associated context parameters that
may be recommended to an enterprise. For example, the context-based verification system 160
uses a machine learning model trained on existing relationships between enterprises and
verification flows to generate a policy and/or set of context parameters that acts as a
recommendation or template for an enterprise having particular attributes. This is further
described in the description of the verification flow recommender 220.

[0037] In some embodiments, the context-based verification system 160 maintains a local
database, the credential database 210, for storing credentials to verify the identity of a user.
For example, the credential database 210 stores a user’s security question responses,
passwords, PINs, biometric data (e.g., representations of a fingerprint or iris), or any suitable
personally identifiable information. The credential database 210 does not have to be local to
the context-based verification system 160 and may be stored remotely or maintained by a third-
party service provider (c.g., the third-party service system 150).

[0038]  The verification flow identifier 215 identifies a verification flow for an enterprise
to use for a given interaction request. The verification flow identifier 215 may identify a
verification flow by matching context parameters in a verification flow to request context
parameter that are provided by the user and/or enterprise when the user requests to interact with
the enterprise. As referred to here, the term “request context parameters” refers to the context
parameters that characterize a user’s interaction request. The term “context parameter” may
refer to parameters that characterize a verification flow (e.g., during verification flow
customization) regardless of a user’s interaction request. The user may provide request context
parameters to the enterprise when requesting to interact with the enterprise and, in turn, the
enterprise may provide those request context parameters to the context-based verification
system 160. For example, a user device may broadcast wired and/or wireless signals that are
received by an enterprise during the request to interact (e.g., access a webpage hosted by the
enterprise). The signals may be analyzed for information about the interaction request such as
device information (c.g., class of device indicating the type of user device) or network

information (e.g., the IP address assigned to the user device). In some embodiments, the
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context-based verification system 160 receives a request from a user to interact with an
enterpris¢ or information regarding the request. For example, the enterprise 120 sends
attributes of the request to the context-based verification system 160, the attributes including
request context parameters (e.g., “on-premises network™).

[0039]  The context-based verification system 160 may then match the received request
context parameters to the context parameters that characterize a particular verification flow
created by and/or assigned to the enterprise 120. In some embodiments, matching request
context parameters to context parameters is not a one-to-one match of each request context
parameter. For example, the verification flow identifier 215 may not identify any verification
flow that has all of the context parameters corresponding to the received request context
parameters. In this circumstance, the verification flow identifier 215 may identify a verification
flow that has the most context parameters corresponding to the received request context
parameters (e.g., four out of five context parameters in a verification flow match the request
context parameters).

[0040] The context-based verification system 160 may evaluate a subset of context
parameters to determine which verification flow to use to verify a user. In some embodiments,
a verification flow may have a conditional relationship between a first and second context
parameter, where the second context parameter is not evaluated unless a user’s request is
characterized by the first context parameter. For example, a second context parameter retrieved
from a third-party service system related to a risk level for an IP address is not evaluated unless
a first context parameter indicating a uscr is of type “guest” is satisfied. This may optimize
processing resources required of the verification system 160 by potentially evaluating a subset
of context parameters rather than all of context parameters of a verification flow.

[0041] In some embodiments, the context-based verification system 160 may identify
multiple verification flows that have all of the context parameters corresponding to the received
request context parameters. For example, the three request context parameters received by the
context-based verification system 160 are used in multiple verification flows that are each
characterized more than the corresponding three context parameters. In this circumstance, the
verification flow identifier 215 may identify a verification flow according to preferences set by
the enterprise or according to priorities determined by the context-based verification system
160. For example, the enterprise 120 provides scores or ranks for the context parameters (e.g.,
ranked by importance) such that the verification flow identifier 215 may apply weights, based

on those ranks, to the context parameters, score the multiple, matching verification flows, and
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identify a verification flow (e.g., the verification flow with the largest weighted score).

[0042] The verification flow recommender 220 of the context-based verification system
160 determines a recommended verification flow for an enterprise and its corresponding
attributes. In some embodiments, an enterprise is not recognized by the context-based
verification system 160 and the verification flow recommender 220 analyzes the enterprise to
recommend a verification flow. For example, the context-based verification system 160
recommends a pre-generated verification flow to an enterprise that does not have a verification
flow recorded in the enterprise verification flow database 205 because the enterprise has never
received the services of context-based verification system 160. The verification flow
recommender 220 includes the enterprise analyzer 221 and a verification flow engine 222.
[0043]  The enterprise analyzer 221 analyzes information about an enterprise to determine
attributes characterizing the enterprise. The context-based verification system 160 may prompt
an enterprise to provide information for the enterprise amalyzer 221 to determine a
characterization. Alternatively, or additionally, the context-based verification system 160 may
determine additional information about the enterprise based on a limited amount of information
it receives. For example, the enterprise analyzer 221 determines, from the address of the
enterprise, that the enterprise is a bureaucratic agency (e.g., queries a third-party database using
the enterprise address). In some embodiments, the enterprise analyzer 221 determines a
similarity between enterprises. Using the determined characterization, the enterprise analyzer
221 compares the characterization or a representation of the characterization to enterprises with
verification flows maintained by the context-based verification system 160. The enterprise
analyzer 221 may generate a representation of an enterprise such as a feature vector that
encodes attributes of the enterprise for additional processing. For example, the enterprise
analyzer 221 encodes the enterprise characterization into a feature vector.

[0044]  The verification flow engine 222 determines a verification flow for an enterprise.
The verification flow engine 222 may use the feature vector generated by the enterprise
analyzer 221 to compare one enterprise to another. For example, the verification flow engine
222 may use cosine similarity to determine the similarity between two feature vectors
representing respective enterprises. The engine 222 may determine similarity of between data
sets representative of respective enterprises using correlation coefficients, cosine similarity,
mean squared error, clustering algorithms (e.g., Euclidean clustering), or more generally any
suitable technique for measuring the distance between data scts, or a combination thercof. The

verification flow engine 222 may use the determined similarity to generate a verification flow
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as an output, where the generated verification flow is likely to be appropriate for both
enterprises due to similarities between enterprises. In some embodiments, the verification flow
engine 222 is a machine learning model configured to receive, as an input, enterprise attributes
(e.g., encoded into a feature vector) and output at least one recommended verification flow, the
verification flow including recommended verification parameters and context parameters. For
example, the verification flow engine 222 receives a feature vector including numerical
representation of the enferprise 120°s user types, a risk assessment {e.g., based on the amount
or level of proprietary information hosted by the enterprise), enterprise location, and enterprise
size and outputs a recommended verification flow suitable for enterprises characterized by
similar attributes as represented by the input feature vector. In some embodiments, the
verification flow engine 222 is trained on data representative of existing verification flows used
to verify users. For example, the context-based verification system 160 may generate a training
set from verification flows in the enterprise verification flow database 205 and the enterprises
associated with those verification flows.

[0045] In determining a verification flow for an enterprise, the verification flow engine 222
may determine a likelihood that an enterprise will use enterprise-created context parameters.
For example, the engine 222 determines the similarity between enterprises, where one of the
enterprises has created a custom context parameter determining which verification flow should
be used for authentication or used for enrollment. The engine 222 may use a similarity
threshold to determine whether to recommend the custom context parameter or a similar
context parameter to another enterprise. The similar context parameter may be an anonymized
form of the custom context parameter. For example, if the enterprise has chosen a custom
context parameter instructing the verification system 160 to contact a particular fraud engine,
the engine 222 may generate a recommendation to a similar enterprise to contact a fraud engine
without specifying the particular fraud engine.

[0046] In some embodiments, the context-based verification system 160 receives feedback
from an enterprise or user and re-trains the verification flow engine 222 using the received
feedback. For example, the verification system 160 receives a measure of satisfaction from a
user such as a score assessing his experience throughout the verification process. Based on the
score, the verification system 160 may strengthen or weaken an association between enterprise
attributes and a verification flow. For example, if the measure of satisfaction is positive (e.g.,
a high user score), the verification system 160 may strengthen an association between the

feature vector input into the verification flow engine 222 and the verification flow output from
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the engine 222. Similarly, if the measure of satisfaction is negative (e.g., a low user score), the
verification system 160 may weaken an association between the feature vector input into the
verification flow engine 222 and the verification flow output from the engine 222.

[0047] In some embodiments, the feedback from the user is determined independent of the
user providing it to the verification system 160. For example, the verification system 160
receives interaction information that characterizes the interaction of the user with the enterprise
according to the user’s interaction request. The interaction information may include a history
of the user’s activity on webpages hosted by the enterprise such as the address of webpages
visited and the respective times at which the webpages were visited. The verification system
160 may determine, from this interaction information, that the user did not visit all of the
webpages as planned according to the verification flow. For example, the verification flow
may specify a verification procedure of a challenge-response test on a first webpage followed
by a multi-factor authentication prompt on subsequent webpages before ultimately reaching a
desired webpage on which requested, proprietary information is located. The verification
system 160 may receive interaction information reflecting the user’s successful progress
through the first webpage and determine that the user did not reach the desired webpage. Using
this unsuccessful interaction, the verification system 160 may update a training set having the
association between a verification flow and enterprise attributed to the unsuccessful interaction.
[0048]  The verification flow recommender 220 may transmit, to an enterprise, a
recommended verification flow that is generated by the verification flow engine 222. For
example, the verification flow recommender 220 transmits, over the nctwork 110, a
recommended verification flow having context parameters of the network type and verification
parameters of “password” and “biometric identification” to the enterprise 121.

[0049]  The identity verifier 225 verifies the identity of a user requesting to interact with an
enterprise. The context-based verification system 160 may rely on a third-party system to
verify the identity of the user in place of or in addition to the local identity verifier 225. In
some embodiments, the identity verifier 225 receives the user’s verification inputs (e.g., a
password or responses to security questions) and verifies the inputs against the credentials
stored in the credential database 210.

Process for Verifying User Identification Using A Verification flow
[0050] FIG. 3 illustrates the interactions that take place between different entities of FIG.

1 when fulfilling a user request to interact with an enterprise. The enterprise 121 interacts with
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the context-based verification system 160 to generate a verification flow for verifying the
identity of a user. When the user device 140 requests to interact with the enterprise 121, the
enterprise 121 may use the generated verification flow and the verification system 160 to fulfill
the requested interaction. In some embodiments, the interactions illustrated in FIG. 3 involve
additional, fewer, or different functions or entities for performing the functions. For example,
the third-party service system 150 may interact with the verification system 160 to identify an
appropriate verification flow to verify the user device 140 (c.g., the identification 335 depicted
in FIG. 3 as being performed by the verification system 160). The interactions of FIG. 3 may
be facilitated by communication over the network 110.

[0051] The enterprise 121 initiates the interactions by requesting 305 to generate or edit a
verification flow. The verification system 160 receives a transmitted request that may include
information about the enterprise 121. For example, the user of the enterprise 121 may already
have logged in to an account on the system 160, in which case the system 160 will already
know information about it associated with its account. As another example, the request
includes the IP address of the enterprise 121 to communicate the request. The verification
system 160 may determine additional information using a reverse domain name system (DNS)
lookup with the IP address (e.g., to determine a general geographic location of the enterprise
121). The request may include information submitted by the enterprise 121 (e.g., responsive
to being prompted by the verification system 160 to provide the information).

[0052]  The verification system 160 provides 310 verification and context parameters to the
enterprisc 121. The options may be provided through a GUI, as exemplified by FIGS. 4 & 5.
The parameters provided may be recommended parameters based on the information received
about the enterprise and/or a list of selectable parameters that the enterprise 121 may choose
from. In some embodiments, the parameters are recommended to the enterprise 121 based on
a determination by the verification system 160 of a recommended verification flow (e.g., using
the verification flow recommender 220). If the enterprise 121 chooses to customize its own
verification flow, the enterprise 121 may edit the generated, recommended verification flow or
select parameters itself. The enterprise 121 selects 315 verification and context parameters and
the verification system 160 receives an indication of the selected parameters.

[0053]  Using the parameters selected by the enterprise 121, the verification system 160
may generate 320 a verification flow. For example, the verification system 160 generates a
data structure associating the sclected verification parameters with the sclected context

parameters and store the data structure into the enterprise verification flow database 205. This
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generated data structure includes the verification flow and an indication or label of the
enterprise 121 such that the enterprise verification flow database 205 may be queried by an
enterprise label to find verification flows generated for a particular enterprise. In some
embodiments, the enterprise 121 receives and accepts the recommended verification flow
generated by the verification flow recommender 220. The verification system 160 may then
store the verification flow with an association with the enterprise 121 in the enterprise
verification flow database 205 for subsequent verification flow identification or re-training the
verification flow recommender 220.

[0054]  The user device 140 requests 325 to interact with the enterprise 121. For example,
the user device 140is a tablet used by an employee of the enterprisc 121. The employee intends
to use the tablet and the Wi-Fi network hosted by the enterprise 121 to access his work email
account. The act of requesting to interact may involve opening a software application accessing
the network 110 through Wi-Fi network of the enterprise 121. For example, the user device
140 is used to open an email application to access a work email account. The request to interact
may include information or request context parameters such as the IP address of the Wi-Fi
network, the device trust level (e.g., an “untrusted” device because it has not been registered
as associated with the employee or the IP address before), the device type (e.g., a tablet
computer), and the target resource {e.g., the email application). Responsive to recciving the
request, the enterprise 121 provides 330 the request context parameters to the verification
system 160. For example, the enterprise 121 transmits the request context parameters over the
network 110 to the verification system 160. Using the received request context parameters, the
verification system 160 may identify 335 a verification flow suited for the request context
parameters. The verification system 160 may use any suitable method as described in the
description of verification flow identifier 215. For example, the verification flow identifier
215 may identify 335 the verification flow that satisfies the most request context parameters
provided 330 by the enterprise 121. Based on the network, device trust level, device type, and
target resource, the verification flow identifier 215 may identify 335 a verification flow
characterized by matching device trust level and device type.

[0055] In some embodiments, the verification system 160 communicates with the third-
party service system 150 to identify 335 the verification flow. For example, the verification
system 160 directs information received about the enterprise 121 to the third-party service
system 150 which analyzes the information to return an evaluation of the enterprise 121 (c.g.,

arisk assessment score, a probability of the user device having malware, etc.). The verification
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system 160 may identify 335 a verification flow based on the evaluation. For example, it may
identify a verification flow characterized by a context parameter matching the risk assessment
score. In some embodiments, the verification system 160 communicates with the third-party
service system 150 responsive to am enterprise administrator request. For example, the
enterprise 121 uses a GUI provided by the verification system 160 to provide a user input to
specify the third-party service system 150 and request that the verification system 160 contact
the third-party service system 150 to provide 330 a context parameter for identifying 335 a
verification flow.

[0056]  This requested contact to a third-party service system may be for a context
parameter customized by the enterprise 121 (i.e,, not necessarily provided 310 by the
verification system 160 to the enterprise 121). In this way, enterprises using the verification
system 160 may further personalize verification flows to metrics commonly associated with
the enterprises’ industries. For example, an enterprise in a retail commerce industry may use
a third-party service system, such as a fraud engine, to lower the likelihood of unauthorized
purchases. The enterprise requests that the verification system 160 contact the frand engine to
determine a context parameter associated with a user’s request to interact with the enterprise
(i.e., a request context parameter) and identify a verification flow with the determined request
context parameter. In this example, the determined request context parameter may be provided
by the fraud engine, specifying that the IP address of the user requesting to interact with the
enterprise has previously been linked to unauthorized purchases. The verification system 160
may use the determined request context parameter to deny the user’s request to intcract with
the enterprise or determine a particular verification flow specified by the enterprise to
authenticate users linked to high-risk IP addresses.

[0057]  The identified verification flow may be provided 340 to the enterprise 121 by the
verification system 160. For example, the verification system 160 provides instructions to the
enterprise 121 to execute a sequence of steps for the user to provide 350 credentials for
verification. Although depicted in FIG. 3 as the enterprise 121 prompting 345 the user device
140 to input credentials, the verification system 160 may prompt 345 the user device 140
mstead or collaboration with the enterprise 121. For example, the verification system 160 may,
through a local network hosted by the enterprise 121, provide for display a GUI to prompt 345
the user to input his credentials. For example, the verification system 160 may make a webpage
file (e.g., HTML file) available for the enterprise 121 or the user device 140 to download such
that the user can provide 350 credentials after being prompted 345 to input his credentials.
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Credentials may include any of the credentials as described in the description of the credential
database 210.

[0058]  An enterprise may be associated with multiple verification flows, where each
verification flow is associated with a respective brand. For example, an enterprise is a loyalty
program provider that allows other enterprises without their own loyalty program to rely on the
provided loyalty programs instead (e.g., hotels that use the loyalty program provider’s
infrastructure). The loyalty program provider may provide 330 context parameters that include
a web URL from which the request was directed, the web URL including a keyword indicating
a particular hotel that receives services from the loyalty program provider. The verification
system 160 may use this context parameter to determine a verification flow that is associated
with the particular hotel’s brand. For example, the verification system 160 may determine a
verification flow to be generated for display at the user device that includes an image of the
brand’s logo or includes text associated with the brand (e.g., a slogan). In this way, the loyalty
program provider may be associated with multiple verification flows, where each verification
flow can be used such that the verification method applied at a user device features the
appropriate branding based on the hotel.

[0059]  In some embodiments, the enterprise 121 receives the credentials provided 350 by
the user device 140 and requests 355 that the verification system 160 perform credential
verification. The verification system 160 may receive the credentials received from the user
device 140 and/or the enterprise 121. Techniques that the verification system 160 may follow
to verify 360 the credentials, and thereby verifying the user device 140 or the user of the user
device 140, include ad hoc credential generation and incremental verification progression.
[0060] In some embodiments, credentials are generated ad hoc. A unique verification
identifier is generated by the verification system 160 or a third-party service provider to verify
a user’s identification without having to maintain credentials set by the user (e.g., a password
chosen by a user). For example, the verification system 160 generates a web address or URL
with a passcode encoded within the URL for the enterprise 121 to send to the user device 140
(e.g., through an email or SMS). In some embodiments, the unique verification identifier may
be used in addition to credentials set by the user. For example, for additional security, a user
may be prompted 345 by the verification system 160 to provide a password in order to access
the unique verification identifier generated as needed when the user provides the correct
password.

[0061] In some embodiments, verification is accomplished in an incremental progression
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as the user is accessing more and more of the requested resources provided by the enterprise
121. For example, the enterprise 121 may establish a verification flow using the verification
system 160 to divide verification requirements by resources accessed. A user may enroll with
the enterprise 121 to access the purchasing service offered by the enterprise 121. The enterprise
121 may have a verification flow that specifies, through a first verification parameter, that a
user begins an enrollment to use the services of the enterprise 121 by registering with an email
address and password. After the verification system 160 receives the email address and
password credentials, the verification system 160 may provide a resource to the user device
140 that fulfills a portion of the request. For example, the first resource is access to a homepage
of a website hosted by the enterprise 121. The verification flow may, through additional
verification parameters, specify that the user must further his enrollment by providing more
credentials (e.g., a mailing address and mobile number) for the user to use additional resources
from the enterprise. For example, the verification system 160 may provide the user device
access to a webpage of the website hosted by the enterprise 121 that allows the user to make a
purchase after receiving a mailing address and mobile number. This may encourage users to
continue using or registering to use an enterprise’s services because the incremental
verification enables an impression of a smoother experience without an overly cumbersome
verification process upfront.

[0062]  The verification system 160 may verify 360 the credentials. For example, the
verification system 160 queries the credential database 210 for a credential associated with the
user of the user device 140. If the credential database 210 contains a match for the password,
the verification system 160 may confirm the credentials have been verified and provide 365 an
indication to the enterprise 121 of this verification. In some embodiments, the verification
system 160 may use a third party service provider to verify credentials provided 350 by the
user device 140. For example, the user device 140 is used to enroll with a service provided by
the enterprise 121 and an address and phone number are provided for enrollment. The
enterprise 121 may provide the verification system 160 these credentials, and the verification
system 160 may, in turn, provide the credentials to the third party service system 150. The
third party service system 150 may match the address and phone number to a record of valid
addresses and mobile numbers and provide confirmation to the verification system 160 that the
credentials are legitimate.

[0063] After verifying 360 the credentials, the verification system may provide 365

confirmation of the verified credentials. For example, after verifying the password provided is
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correct, the verification system 160 sends instructions to the enterprise 121 to change the access
permissions of a webpage that the user device 140 is requesting. In this way, the user device
140 can successfully download the webpage, fulfilling 370 the requested interaction. In
another example, after verifying credentials provided during an enrollment with the enterprise
121, the verification system 160 may change the access permissions of webpages related to a
resource (e.g., purchasing goods) that the user is enrolling to use, fulfilling 370 the requested
interaction.

[0064]  The verification system 160 may, although not depicted in FIG. 3, verify credentials
for another user device or user (e.g., the user device 141). In some embodiments, the user
device 141 requests to interact with enterprise 121 in a similar process as depicted in FIG. 3.
The request context parameters provided by the enterprise 121 for the user device 141°s request
may be different from the request context parameters provided 330 for the user device 140’s
request. For example, the user device 141 may be a device type associated with a mobile phone
rather than the user device 140’s device type associated with a tablet. Based on the request
context parameters provided for the user device 141’s request, the verification system 160
identifies a verification flow for the user device 141 to begin a verification process. The
identified verification flow could be the same verification flow identified 335 or the identified
verification flow could be different. In some embodiments, the user of the user device 140 and
the user device 141 are the same user who is requesting to interact with the enterprise 121 with
two different devices.

Exemplary Context-Based Verification system User Interfaces

[0065]  Referring now to Figures 4 through 5§, illustrated are examples of GUIs provided
for display to a client device for customizing a verification flow for identity verification using
the context-based verification system described herein. The context and verification
parameters presented in the GUIs 400 and 500 shown in FIGS. 4 and 5, respectively, may be
selected by an administrator or pre-populated by the verification system 160. For example, the
verification flow recommender 220 may determine a recommended verification flow to pre-
populate the ficlds of the GUls. In altemative configurations, different and/or additional
components may be included in the GUIs 400 and 500. For example, the administrator may
request an additional context parameter (e.g., a target resource) to characterize the verification
flow, and the GUI 400 may be designed by verification system 160 to display, upon user

request, an additional dropdown menu for specifying a target resource. The verification system
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160 may provide the GUIs 400 and 500 for display at client devices (e.g., the client device 130)
for an enterprise administrator to interact with.

[0066]  FIG. 4 depicts a GUI 400 for creating a verification flow for authentication using
the context-based verification system 160. The GUI 400 allows an enterprise to generate or
edit a verification flow to authenticate a user through various dropdown menus, text boxes,
radio buttons, and conditional statements. In particular, the verification flow is structured such
that if a particular permutation of context parameters is met by the context parameters of a
user’s request to interact with an enterprise (i.e., request context parameters), then a particular
permutation of verification parameters is used to identify the user for authentication.

[0067] For example, the verification system provides 310 verification and context
parameters for display through the GUI 400 to the client device 130 of the enterprise 120. The
dropdown menus 401a-401d enable the administrator using the client device 130 to select the
context parameters 402a-402d to associate with the verification parameters 404. The context
dropdown menus 401a-401d provide a list of selectable context parameters related to user type,
group membership, request origin, and device trust status, respectively. The administrator
selects the context parameters 402a-402d such that the verification flow is used when the
request context parameters match or substantially match the selected context parameters 402a-
402d. The verification flow generated by the parameters shown in the GUI 400 may specify
that “if the user type is ‘employee’ and the group membership includes ‘Group 1’ and the
request is from the zone ‘on-premises’ and the device trust status is “Trusted,” then access is
‘allowed after successful authentication’ and authenticate using a ‘password.”

[0068]  The administrator may add a custom context parameter using a context parameter
customization button 403. Upon receiving user input that the administrator has selected the
customization button 403, the verification system 160 may generate additional user interface
elements that enable a user to specify instructions for the custom context parameter. For
example, the verification system 160 may provide a text field for the administrator to specify
a URL to a third-party service system. The verification system 160 uses the specified URL to
retrieve a request context parameter from the third-party service system.

[0069] As referred to herein, “substantially matching” may include the identification of a
verification flow that matches each context parameter characterizing the verification flow to
the request context parameters of the user’s request and/or the identification of a verification
flow whose context parameters match more to the request context parameters of the user’s

request relative to other verification flows (i.e., the identified verification flow’s context
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parameters does not necessarily match each of the user request’s context parameters), as
described in the description of the verification flow identifier 215.

[0070]  FIG. 5 depicts a GUI 500 for creating a verification flow for enrollment using the
context-based verification system 160. The GUT 500 allows an enterprise to generate or edit a
verification flow to enroll a user through various dropdown menus, text boxes, radio buttons,
and conditional statements. Similar to the verification flow specifiable using the GUI 400, the
verification flow is structured such that if a particular permutation of context parameters is met
by the context parameters of a user’s request to interact with an enterprise (i.e., request context
parameters), then a particular permutation of verification parameters is used to identify the user
for enrollment. For example, the identification provides 310 verification and context
parameters for display through the GUI 500 to the client device 130 of the enterprise 120. The
dropdown menus 501a-501c enable the administrator using the client device 130 to select the
context parameters 502a-502c to associate with the verification parameters 504. Similar to the
GUI 400, the GUI 500 includes a context parameter customization button 503 to enable an
administrator to further customize a context parameter for the enroliment verification flow.
The context dropdown menus 501-501c¢ provide a list of selectable context parameters related
to user type, target resource or application requested, and request origin, respectively. The
administrator selects context parameters 502a-502c such that the verification flow is used when
the request context parameters match or substantially match the selected context parameters
502a-502c. The verification flow generated by the parameters shown in GUI 500 may specify
that “ifthe user typeis ‘employece’ and the target application is “any application’ and the request
is from the zone ‘on-premises,” then enrollment is ‘required’ and active users must authenticate
with credentials through ‘one of the Email and SMS.””

Computing Machine Architecture

[0071] FIG. 6 is a high-level block diagram illustrating physical components of a computer
600 used as part or all of the client device 130, the user devices 140-141, and/or the context-
based verification system 160 from FIG. 1, according to one embodiment. Illustrated are at
least one processor 602 coupled to a chipset 604. Also coupled to the chipset 604 arc a memory
606, a storage device 608, a keyboard 610, a graphics adapter 612, a pointing device 614, and
a network adapter 616. A display 618 is coupled to the graphics adapter 612. In one
embodiment, the functionality of the chipset 604 is provided by a memory controller hub 620
and an 1/O controller huh 622. In another embodiment, the memory 606 is coupled directly to
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the processor 602 instead of the chipset 604.

[0072] The storage device 608 is any non-transitory computer-readable storage medium,
such as a hard drive, compact disk read-only memory (CD-ROM), DVD, or a solid-state
memory device. The memory 606 holds instructions and data used by the processor 602. The
pointing device 614 may be a mouse, track ball, or other type of pointing device, and is used
in combination with the keyboard 610 to input data into the computer 600, The graphics adapter
612 displays images and other information on the display 618. The network adapter 616
couples the computer 600 to a local or wide area network.

[0073]  Asis known in the art, a computer 600 can have different and/or other components
than those shown in FIG. 6. In addition, the computer 600 can lack certain illustrated
components. In one embodiment, a computer 600 acting as a server may lack a keyboard 610,
pointing device 614, graphics adapter 612, and/or display 618. Moreover, the storage device
608 can be local and/or remote from the computer 600 (such as embodied within a storage area
network (SAN)).

[0074] As is known in the art, the computer 600 is adapted to execute computer program
modules for providing functionality described herein, As used herein, the term "module” refers
to computer program logic utilized to provide the specified functionality. Thus, a module can
be implemented in hardware, firmware, and/or software. In one embodiment, program modules
are stored on the storage device 608, loaded into the memory 606, and executed by the
processor 602,

[0075] Embodiments of the entities described herein can include other and/or different
modules than the ones described here. In addition, the functionality attributed to the modules

can be performed by other or different modules in other embodiments.

Additional Configuration Considerations

[0076] Example benefits and advantages of the disclosed configurations include
customizable verification flows to adapt to the risk level of the request and/or resource being
requested. The context-based verification system described herein maintains verification flows
for enterprises, where a single enterprise may be associated, by the verification system, with at
least one verification flow for an enterprise. In this way, the verification system is relied upon
to serve a variety of users of an enterprise, the users requesting access to various resources
provided by the enterprise. The verification system may optimize the verification flows

generated for the enterprises based on existing verification flows. Verification flows may be
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automatically recommended to an enterprise that account for attributes of the enterprise such
as the type of services it provides, the users it interacts with, and the risk level associated with
providing those services to users.

[0077] The verification system may determine the context of a user’s request to an
enterprise. The verification system uses the determined context to identify a corresponding
verification policy from a set of possible policies, which provides an improvement over
existing systems that use the same verification policy regardless of the circumstances
prompting verification. By providing a tailored verification experience, the verification system
increases the likelihood that a user continues to engage with an enterprise by determining an
appropriate verification method for the user and what he is requesting from the enterprise. In
particular, for digital identity verification of a user requesting a digital resource from an
enterprise (e.g., accessing a webpage hosted by the enterprise), an appropriate verification
method can be determined based on digital fingerprints associated with the request. For
example, the IP address used by the user in making the request over the Internet may be used
by the verification system to determine a verification flow generated for that IP address.
[0078]  Additional benefits provided to administrators by the context-based verification
system arise from providing a GUI to generate and customize the administrators” verification
flows rather than limiting administrators to using code. While a code may allow the
administrator more flexibility in customizing their verification flow, not all administrators may
be familiar with computer language. By providing a GUI to an enterprise to generate
verification flows for verifying the identification of the users of the enterprise, the context-
based verification system does not require administrators at the enterprise to write computer
code. However, using a GUI introduces an additional challenge to the context-based
verification system to provide a GUI that can represent the necessary controls for managing
verification flows while ensuring ease of use for the administrator (i.e., without overwhelming
an administrator with too many different controls).

[0079]  The context-based verification system addresses this challenge by focusing on
different aspects of the identity experience flow, which allows administrators to individually
target each aspect of the flow they want to change. For example, the context-based verification
system can separate authentication verification flows from user registration verification flows,
providing distinct GUI’s for an administrator to edit each verification flow. In this way, rather
than prioritize the context of the identity experience and leave an administrator to customize

an entire experience for a particular set of context parameters, the context-based verification
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system partitions the identity experience into multiple, manageable aspects.

[0080] Furthermore, the use of a GUI provides benefits such as the visualization of the
different aspects of the identity experience flow and sub-aspects or “steps™ associated with
each aspect. For example, in the GUI 400, each of the context parameters 404 depicted for an
administrator may be a step of the authentication aspect of an identity experience. One or more
steps may be associated with respective extensibility points, where each extensibility point
indicates where the context-based verification system inferacts with an extension, and
expression language used by the context-based verification system can interpret each
extension’s responses. In some embodiments, extensions can be an enterprise’s customized
code such that, at an extensibility point, an enterprisc can inject their own code and tailor a
verification flow’s behavior in addition to customizing a selection of verification flow
parameters offered by the context-based verification system. Because the different sub-aspects
are depicted in a GUI, the context-based verification system enables an administrator to more
casily identify extensibility points.

[0081] The context-based verification system’s use of expression language may also
provide additional benefits by being more flexible than a GUI and more accessible to
administrators than other computer languages. Expression language may allow the context-
based verification system to handle a variety of responses from extensions. For example, rather
than use special integration software for each extension’s response, enterprise administrators
may directly interact with extension responses via expression language, regardless of whether
the extensions have ever been used with the context-based interaction system before.

[0082]  Throughout this specification, plural instances may implement components,
operations, or structures described as a single instance. Although individual operations of one
or more methods are illustrated and described as separate operations, one or more of the
individual operations may be performed concurrently, and nothing requires that the operations
be performed in the order illustrated. Structures and functionality presented as separate
components in example configurations may be implemented as a combined structure or
component. Similarly, structures and functionality presented as a single component may be
mmplemented as separate components. These and other variations, modifications, additions,
and improvements fall within the scope of the subject matter herein.

[0083]  Certain embodiments are described herein as including logic or a number of
components, modules, or mechanisms. Modules may constitute either software modules (e.g.,

code embodied on a machine-readable medium or in a transmission signal) or hardware
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modules. A hardware module is tangible unit capable of performing certain operations and
may be configured or arranged in a certain manner. In example embodiments, one or more
computer systems (e.g., a standalone, client or server computer system) or one or more
hardware modules of a computer system (e.g., a processor or a group of processors) may be
configured by software (e.g., an application or application portion) as a hardware module that
operates to perform certain operations as described herein.

[6084] In various embodiments, a hardware module may be implemented mechanically or
electronically. For example, a hardware module may comprise dedicated circuitry or logic that
is permanently configured (e.g., as a special-purpose processor, such as a field programmable
gate array (FPGA) or an application-specific integrated circuit (ASIC)) to perform certain
operations. A hardware module may also comprise programmable logic or circuitry (e.g., as
encompassed within a general-purpose processor or other programmable processor) that is
temporarily configured by software to perform certain operations. It will be appreciated that
the decision to implement a hardware module mechanically, in dedicated and permanently
configured circuitry, or in temporarily configured circuitry (e.g., configured by software) may
be driven by cost and time considerations.

[0085]  Accordingly, the term “hardware module” should be understood to encompass a
tangible entity, be that an entity that is physically constructed, permanently configured (c.g.,
hardwired), or temporarily configured (e.g., programmed) to operate in a certain manner or to
perform certain operations described herein. As used herein, “hardware-implemented module”
refers to a hardware module. Considering embodiments in which hardware modules are
temporarily configured (e.g., programmed), each of the hardware modules need not be
configured or instantiated at any one instance in time. For example, where the hardware
modules comprise a general-purpose processor configured using software, the general-purpose
processor may be configured as respective different hardware modules at different times.
Software may accordingly configure a processor, for example, to constitute a particular
hardware module at one instance of time and to constitute a different hardware module at a
different instance of time.

[0086] Hardware modules can provide information to, and receive information from, other
hardware modules. Accordingly, the described hardware modules may be regarded as being
communicatively coupled. Where multiple of such hardware modules exist
contemporaneously, communications may be achieved through signal transmission (¢.g., over

appropriate circuits and buses) that connect the hardware modules. In embodiments in which
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multiple hardware modules are configured or instantiated at different times, communications
between such hardware modules may be achieved, for example, through the storage and
retrieval of information in memory structures to which the multiple hardware modules have
access. For example, one hardware module may perform an operation and store the output of
that operation in a memory device to which it is communicatively coupled. A further hardware
module may then, at a later time, access the memory device to retrieve and process the stored
output. Hardware modules may also initiate communications with input or output devices, and
can operate on a resource (e.g., a collection of information).

[0087]  The various operations of example methods described herein may be performed, at
least partially, by one or more processors that are temporarily configured (e.g., by software) or
permanently configured to perform the relevant operations. Whether temporarily or
permanently configured, such processors may constitute processor-implemented modules that
operate to perform one or more operations or functions. The modules referred to herein may,
in some example embodiments, comprise processor-implemented modules.

[0088] Similarly, the methods described herein may be at least partially processor-
implemented. For example, at least some of the operations of a method may be performed by
one or processors or processor-implemented hardware modules. The performance of certain
of the operations may be distributed among the one or more processors, not only residing within
a single machine, but deployed across a number of machines. In some example embodiments,
the processor or processors may be located in a single location (e.g., within a home
environment, an office environment or as a server farm), while in other embodiments the
processors may be distributed across a number of locations.

[0089] The one or more processors may also operate to support performance of the relevant
operations in a “cloud computing” environment or as a “software as a service” (SaaS). For
example, at least some of the operations may be performed by a group of computers (as
examples of machines including processors), these operations being accessible via a network
(e.g., the Internet) and via one or more appropriate interfaces (e.g., application program
interfaces (APIs).)

[0090] Unless specifically stated otherwise, discussions hercin using words such as

2 &L ” &

“processing,” “computing,” “calculating,” “determining,” “presenting,” “displaying,” or the
like may refer to actions or processes of a machine (e.g., a computer) that manipulates or
transforms data represented as physical (e.g., electronic, magnetic, or optical) quantitics within

one or more memories (e.g., volatile memory, non-volatile memory, or a combination thereof),
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registers, or other machine components that receive, store, transmit, or display information.
[0091] As used herein any reference to “one embodiment” or “an embodiment” means that
a particular element, feature, structure, or characteristic described in connection with the
embodiment is included in at least one embodiment. The appearances of the phrase “in one
embodiment” in various places in the specification are not necessarily all referring to the same
embodiment.

>3

[6092] Some embodiments may be described using the expression “coupled” and
“connected” along with their derivatives. It should be understood that these terms are not
intended as synonyms for each other. For example, some embodiments may be described using
the term “comnected” to indicate that two or more elements are in direct physical or electrical
contact with each other. In another example, some embodiments may be described using the
term “coupled” to indicate that two or more elements are in direct physical or electrical contact.
The term “coupled,” however, may also mean that two or more elements are not in direct
contact with each other, but yet still co-operate or interact with each other. The embodiments
are not limited in this context.

L

[0093]  As used herein, the terms “comprises,” “comprising,

2 ey

includes,

g
1

ncluding,”
“has,” “having” or any other variation thereof, are intended to cover a non-exclusive inclusion.
For examplie, a process, method, article, or apparatus that comprises a list of elements is not
necessarily limited to only those elements but may include other elements not expressly listed
or inherent to such process, method, article, or apparatus. Further, unless expressly stated to
the contrary, “or” refers to an inclusive or and not to an exclusive or. For example, a condition
A or B is satisfied by any one of the following: A is true (or present) and B is false (or not
present), A is false (or not present) and B is true (or present), and both A and B are true (or
present).

[0094] In addition, use of the “a” or “an” are employed to describe elements and
components of the embodiments herein. This is done merely for convenience and to give a
general sense of the teachings herein. This description should be read to include one or at least
one and the singular also includes the plural unless it is obvious that it is meant otherwise.
[0095] Upon reading this disclosure, those of skill in the art will appreciate still additional
alternative structural and functional designs for a system and a process for flexible, context-
based identification for fulfilling interaction requests through the disclosed principles herein.
Thus, while particular embodiments and applications have been illustrated and described, it is

to be understood that the disclosed embodiments are not limited to the precise construction and
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components disclosed herein. Various modifications, changes and variations, which will be
apparent to those skilled in the art, may be made in the arrangement, operation and details of
the method and apparatus disclosed herein without departing from the spirit and scope of the

teachings herein.
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EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE PROPERTY
OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS:

1. A computer-implemented method performed by a web-based identification system, the

method comprising:

providing a plurality of context parameters to a first enterprise and a second
enterprise, the plurality of context parameters representing types of request context

for requesting to interact with an enterprise;

providing a plurality of verification parameters to the first enterprise and the second
enterprise, the plurality of verification parameters representing types of identity

verification;

creating a custom confext parameter, wherein the custom context parameter

represents an enterprise-specified request context;

determining a first policy associated with the first enterprise, the first policy
comprising a first set of the plurality of context parameters, the custom context

parameter, and a first set of the plurality of verification parameters;

determining a second policy associated with the first enterprise, the second policy
comprising a second sct of the plurality of context parameters and a second set of

the plurality of verification parameters;

determining a third policy associated with the second enterprise, the third policy
comprising a third set of the plurality of context parameters and a third set of the

plurality of verification parameters;

receiving a request from a user to interact with the first enterprise;
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receiving, from a third-party service, a custom request context parameter

representative of the request;

determining a plurality of request context parameters of the request;

determining whether one or more of the plurality of request context parameters or
the custom request context parameter substantially matches the first set of the

plurality of context parameters;

responsive to determining the plurality of request context parameters substantially

matches the first set of the plurality of context parameters:

verifying the identity of the user using the first policy; and

responsive to determining the plurality of request context parameters substantially

matches the second set of the plurality of context parameters:

verifying the identity of the user using the second policy.

2.  The computer-implemented method of claim 1, wherein determining the first policy

associated with the first enterprise comprises:

generating for display, to the first enterprise, a graphical user interface comprising
at least one listing comprising the plurality of context parameters and the plurality

of verification parameters; and

receiving, from the first enterprise via the graphical user interface, a selection of
the first set of the plurality of context parameters and a selection of the first set of

the plurality of verification parameters.

-33-

Date Recue/Date Received 2022-09-23



€A 03176892 2022~09-23

3.  The computer-implemented method of claim 1 or 2, wherein determining the first policy

associated with the first enterprise comprises:

receiving, from a third-party service, an evaluation of at least one of the first
enterprise, the received request, the user, or a user device associated with the user;

and

determining, based on the evaluation, the first policy associated with the first

enterprise.

4. The computer-implemented method of any one of claims 1-3, wherein determining the

first policy associated with the first enterprise comprises:

generating, based on a machine learning model, the first policy, the machine
learning model configured to receive as input a plurality of enterprise attributes and
output a recommended plurality of verification parameters and a recommended

plurality of context parameters.

5.  The computer-implemented method of claim 4, wherein the machine leaming model is

trained on data representative of existing policies used to verify users.

6.  The computer-implemented method of claim 5, further comprising:

receiving a measure of satisfaction from the user; and

re-training the machine learning model base at least in part on the received measure

of satisfaction.

7. The computer-implemented method of claim 6, wherein re-training the machine learning

model comprises:
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strengthening an association between the plurality of enterprise attributes and the
recommended policy in response to the measure of satisfaction being a positive

measure of satisfaction, and

weakening the association between the plurality of enterprise attributes and the
recommended policy in response to the measure of satisfaction being a negative

measure of satisfaction.

8.  The computer-implemented method of claim 4, further comprising:

receiving interaction information characterizing the interaction of the user with the

first enterprise according to the request;

updating a training set using the received interaction information; and

re-training the machine learning model using the updated training set.

9.  The computer-implemented method of any one of claims 1-8, wherein determining the

first policy associated with the first enterprise comprises:

encoding a plurality of enterprise attributes characterizing the first enterprise into

a feature vector;

determining, based on the feature vector, a similar enterprise, the similar enterprise
characterized by at least one of the plurality of enterprise attributes characterizing
with the first enterprise; and

determining to use the first policy for the first enterprise, the first policy also used
by the similar enterprise.
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10. The computer-implemented method of claim 9, wherein the feature vector is a first
feature vector, and wherein determining, based on the first feature vector, the similar

enterprise comprises:

encoding a plurality of enterprise attributes characterizing the similar enterprise

into a second feature vector; and

calculating a cosine similarity between the first feature vector and the second

feature vector.

11. The computer-implemented method of any one of claims 1-10, wherein determining the

plurality of request context parameters of the request comprises:

determining, from the request, at least one of a target resource, an organization of
the user, a device serial number, a device model number, a universally unique

identifier (UUID), geographic coordinates, an IP address, or a MAC address.

12. The computer-implemented method of any one of claims 1-11, further comprising:

determining a fourth policy associated with the second enterprise, the fourth policy
comprising a fourth set of the plurality of verification parameters and a fourth set

of the plurality of context parameters.

13. The computer-implemented method of claim 12, wherein the plurality of request context
parameters is a first plurality of request context parameters, wherein the request is a first

request, and wherein the user is a first user, further comprising:

receiving a second request from a second user to interact with the second enterprise;

determining a second plurality of request context parameters of the second request;
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determining whether the second plurality of request context parameters of the
second request substantially matches the third set of the plurality of context
parameters;

responsive to determining the second plurality of request context parameters of the
second request substantially matches the third set of the plurality of context
parameters:

verifying the identity of the second user using the third policy; and

responsive to determining the second plurality of request context parameters of the
second request substantially matches the fourth set of the plurality of context

parameters:

verifying the identity of the second user using the fourth policy.

14. The computer-implemented method of any one of claims 1-13, wherein determining
whether the plurality of request context parameters substantially matches the first set of

the plurality of context parameters comprises:

determining a plurality of policies associated with the first enterprise, each of the
plurality of policies associated with the first enterprise comprising at least one of
the plurality of request context parameters, the plurality of policies comprising the

first and second policies associated with the first enterprise;

determining, based on a plurality of weights, a first weighted score for the first set
of the plurality of context parameters, the plurality of weights assigned to
respective context parameters of the plurality of policies;

determining, based on the plurality of weights, a second weighted score for the

second set of the plurality of context parameters; and
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determining that the first weighted score is greater than the second weighted score.

15. The computer-implemented method of any one of claims 1-14, wherein verifying the
identity of the user using the first policy comprises generating a first verification user

interface comprising a first branded layout emphasizing a first brand.

16. The computer-implemented method of claim 15, wherein verifying the identity of the
user using the second policy comprises generating a second verification user interface

comprising a second branded layout emphasizing a second brand.

17. The computer-implemented method of any one of claims 1-16, wherein verifying the

identity of the user using the first policy comprises:

providing, to a secured account of the user, a unique verification identifier, wherein
the unique verification identifier is at least one of a uniform resource locator (URL)

or matrix barcode; and

responsive to receiving information indicating that the user has interacted with the

unique verification identifier, fulfilling the request.

18. The computer-implemented method of any one of claims 1-17, wherein verifying the

identity of the user using the first policy comprises:

receiving a first identification verifier; and

responsive to verifying validity of the first identification verifier:

providing the user a first resource from the first enterprise, wherein the first

resource fulfills a first portion of the request;

receiving a second identification verifier; and
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responsive to verifying validity of the second identification verifier:

providing the user a second resource from the first enterprise, wherein

the second resource fulfills a second portion of the request.

19. A non-transitory computer-readable storage medium storing instructions, the instructions
when exccuted by a processor of a context-based identification system cause the

processor to perform actions comprising:

providing a plurality of context parameters to a first enterprise and a second
enterprise, the plurality of context parameters representing types of request context

for requesting to interact with an enterprise;

providing a plurality of verification parameters to the first enterprise and the second
enterprise, the plurality of verification parameters representing types of identity

verification;

creating a custom context parameter, wherein the custom context parameter

represents an enterprise-specified request context;

determining a first policy associated with the first enterprise, the first policy
comprising a first set of the plurality of context parameters, the custom context

parameter, and a first set of the plurality of verification parameters;

determining a second policy associated with the first enterprise, the second policy
comprising a second set of the plurality of context parameters and a second set of

the plurality of verification parameters;

determining a third policy associated with the second enterprise, the third policy
comprising a third set of the plurality of context parameters and a third set of the

plurality of verification parameters;
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receiving a request from a user to interact with the first enterprise;

receiving, from a third-party service, a custom request context parameter

representative of the request;

determining a plurality of request context parameters of the request;

determining whether one or more of the plurality of request context parameters or
the custom request context parameter substantially matches the first set of the

plurality of context parameters;

responsive to determining the plurality of request context parameters substantially

matches the first set of the plurality of context parameters:

verifying the identity of the user using the first policy; and

responsive to determining the plurality of request context parameters subsiantially

matches the second set of the plurality of context parameters:

verifying the identity of the user using the second policy.

20. A context-based identification system comprising:

a computer processor; and

a non-transitory computer-readable storage medium storing instructions, the
mstructions when executed by a processor of the context-based identification

system cause the processor to perform actions comprising:

-40-

Date Recue/Date Received 2022-09-23



€A 03176892 2022~09-23

providing a plurality of context parameters to a first enterprise and a second
enterprise, the plurality of context parameters representing types of request

context for requesting to interact with an enterprise;

providing a plurality of verification parameters to the first enterprise and the
second enterprise, the plurality of verification parameters representing types

of identity verification;

creating a custom context parameter, wherein the custom context parameter

requests an enterprise-specified request context;

determining a first policy associated with the first enterprise, the first policy
comprising a first set of the plurality of context parameters, the custom

context parameter, and a first set of the plurality of verification parameters;

determining a second policy associated with the first enterprise, the second
policy comprising a second set of the plurality of context parameters and a

second set of the plurality of verification parameters;

determining a third policy associated with the second enterprise, the third
policy comprising a third set of the plurality of context parameters and a third

set of the plurality of verification parameters;

receiving a request from a user to interact with the first enterprise;

receiving, from a third-party service, a custom request context parameter

representative of the request;

determining a plurality of request context parameters of the request;
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determining whether one or more of the plurality of request context
parameters or the custom request context parameter substantially matches the

first set of the plurality of context parameters;

responsive to determining the plurality of request context parameters

substantially matches the first set of the plurality of context parameters:

verifying the identity of the user using the first policy; and

responsive to determining the plurality of request context parameters

substantially matches the second set of the plurality of context parameters:

verifying the identity of the user using the second policy.
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