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REPLICATING NETWORK COMMUNICATIONS

BACKGROUND
000171 Network communications between computing devices are often carried
out by transmitling network packets from one device to ancther, e.g., using a
packet-switched nelwork. In some situations, end-point devices that receive
network packets, such as a server computer, may analyze and copy certain
network packets and send the copied packets 1o other end-point devices for
further processing.

BRIEF DESCRIPTION OF THE DRAWINGS

{00021  The following detlailed description references the drawings, whersin:

{00031 FiG. 1 is a block diagram of an example computing device for

replicating network communications.
0004]  FIG. 2 is an example dala flow for replicating network communications.

[0008] FiG. 3 is a fiowchart of an example method for replicating network

communications.

DETAILED DESCRIPTION
{00061 In a packet-swilched network, end-point devices, such as personal
computers, mobile phones, server computers, often send data to one ancther
using network packets. Nebwork packels are formatled unifs of data that include
metadata and a payload. Network packet meladata, such as a source device
identifier, destination device identifier, and communications profocol information,
are often incdluded in the portion(s) of a netwaork packet known as the header
and/or trailer. Network packet metadata is generally used o route the network
packet from the source device {0 the deslination device, e.¢., using intermediary
devices, such as routers and swilches. A router may, Tor example, receive a
network packet, read the header to identify the destination device, and forward the

network packet to the destinagtion device, either indirectly or via other intermediary
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davices. The payload portion of & network packet includes data intended for

processing by the destination device.

{00071 In some siluations, end-point devices will replicate, or copy, certain
natwork packets and send the copies to other end-point devices, e.g., so that
other end-point devices may process the same pavload. In these siluations, end-
point devices process nelwork packeis fo delermine which ones fo replicate,
perform the replication, and send them o the intended recipient devices. For
examnple, a server computer may receive a network packet that includes payload
data intended for storage on multiple storage devices. After determining that the
data is infended for redundant storage, the server may store the payload data and
also make a copy of the packet and send i to other server devices that will store

an additional copy of the pavicad data.

0C08]  An intermediary network device that is capable of replicating and
forwarding copies of particular network packets alleviates the need {0 use system
resources of end-point devices o perform the processing, and may also reduce
network traffic while increasing the speed at which replicated network packeis
arrive at their intended destingtion devices. For example, a network router may be
programmed 10 receive network packets, determine that the network packet is {o
be replicated based on the destination device specified in the packet header,
generale replication packets for different destingtion devices, and forward both the
original network packet and the replication packet © their respeclive destination
devices. Further details regarding network packet replication and processing by

intermediary devices are discussed in further detail in the paragraphs that follow.

{00081  FIG. 1 is a block diagram of an example computing device 100 for
replicating network communications. Computing device 100 may be, for example,
an inlermediary network device, such as a programmable network switch, router,
or any other electronic device suifable for use as an intermediary device in a
packet-switched network, including a software defined network (SDN)

programmable nelwork element. In the embodiment of FIG. 1, computing device
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100G includes a hardware processor, 110, and machine-readable storage medium,
120.

{00101 Hardware processor 110 may be one or more central processing unils
{CPUs), semiconductor-based microprocessors, and/or other hardware devices
suitable for retrieval and exscution of instructions stored in machine-readable
storage medium 120. Hardware processor 110 may feich, decode, and execute
instructions, such as 122-130, to control the process for replicating network
cormnmunications.  As an alternative or in addition to retrieving and executing
instructions, hardware processor 110 may include one or more electronic circuits
that include slectronic components for performing the funclionality of one or more

of instructions.

{30111 A machine-readable storage medium, such as 120, may be any
electronic, magnetic, optical, or other physical storage device that contains or
siores executable instructions. Thus, machine-readable storage medium 120 may
be, for example, Random Access Memory (RAM), an Electrically Erasable
Programmable Read-Only Memory (EEFPROM), a storage device, an optical disc,
and the like. In some implementations, storage medium 120 may be a non-
fransitory storage medium, where the term “non-transitory” does not encompass
fransitory propagating signals. As described in detail below, machine-readable
storage medium 120 may be encoded with a series of execuiable instructions:
122-130, for replicating nebtwork communications received by the computing
device 100.

{06121 As shown in FiG. 1, the compuling device 100 receives a network
packet 142 from a source device 140 (122). The network packet 142 may be, for
example, an internel protocol (IP) packel comprising a header portion and a
payload portion. The source device 140 is an end-point device, such as a
parsonal computer, mobile phone, server computer, or other computing device
from which the network packet 142 originates. The network packet 142 need not
be sent direclly to the compuling device 100, but may instead be routed through
various intermediary network devices and, in some implementations, other end-

point devices.
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{00131  The computing device 100 determines to replicate the network packet
142 based on a first destination device 180 specified by the network packet 142
{(124). In some implementations, the compuling device 100 delermines o
replicate the nelwork packet 142 in response o identifying the first destination
device 150 in a predefined replication tabie that specifies replication instructions
for various destination devices. The first deslination device 150 may be identified
by metadata included in the network packet 142, such as a packet header. For
examnple, the header of network packet 142 may specily the I address or MAC
address of ancther device as the destination for the network packset 142, In
sifuations where a repilication table is used o determine which packets to
replicate, the replication table may be stored, for example, in the storage medium
120.

100141 in some implememtations, the computing device 100 may determing {o
replicale the network packet 142 based other information. For example, the
computing device 100 may be configured to replicate all network packets, or
replicate packets from a certain source device, packets of a certain size, and/or
packels using a particular communications protocol, o name a few. The other
information may also be specified by a replication table with corresponding

replication instructions for various deslination devices.

{00151  The computing device 100 generates at least one replication packet 162
(128). Each replication packet 144 has predeiermined characlerisiics that are
different from the network packet and also different from sach other replication
packet. Dxample nelwork packet characteristics include metadata, such as the
destination device address, source device address, 1P version number, transfer
protocol, etc. Other characleristics of the replication packels 144 may also differ,
such as payload data and/or encapsulation status — e.g., for tunneling replication
packets. In some implememtations, replicated content included in each replication
packet matches contert included in the network packel. For example, the payload
of each replication packet may be identical to the payload of the original network

packsat,
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10016] In implementations where replication instructions are used o determine
when to replicate a network packet, the replication instructions may include
insfructions  for encapsulaling the network packet 142 and forwarding the
encapsulated network packet o a2 second destination device that is different from
the first destination device 150. For example, replication instructions for a network
packet received from a particular end-user client device may specify that a copy of
certain types of nelwork packets should be encapsulated and sent via unneling
protocol, such as GRE or SSH, 1© an additional destination for further/additional

Orocessing.

{06171 The compuiing device 100 forwards the network packet 142 {o the first
destination device 150 (128). The first destination device 150 is the end-point
device that corresponds to the destination address specified in the network packet
142, e.qg., in the header portion. The network packet 142 may be handled by the

first deslination device 150 in any suitable manner.

i0018]  The computling device 100 forwards each replication packet 144 to a
dastination device 160 specified by the predetermined characteristics of the
replication packet (130). Each other destination device 160, as with the first
destination device 150, is an end-point device; however, the other destination
devices 160 are not specified as the deslination address in the network packet
142, In some implementations, the header of each replication packet 144 may
specifying the address of a destinalion device 160. By way of example, a received
network packet may be destined for a storage server for saving on a slorage
device in communication with the storage server. The computing device 100 may
receive the packet and generate replication packsts that include the same payload
data as the original packet but that have headers specifying different deslination
devices. The replication packets may then be forwarded o the different
destination devices, such as additional storage servers for backup storage of the

pavload data.

0019]  While FIG. 1 depicis the intermediary computing device 100 as the only
intermediary network device between the source device 140 and first destination

device 150, there may be any number of other intermediary network devices

5
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between the source device 140 and the computing device 100 and/or between the
computing device 100 and the first destination device 150 and other destination
device(s) 160. For example, a compuling device 100 may logically reside at the
edge of a privale network, receive network packets from a swilch or router
operating in a public network, such as the Intermet, and forward and replicate
packets, as instructed, to various destinations within the private network through

one or more private network switches/routers,

[0C2¢] In some implementations, the computing device 100 is a network
element operating in a software-defined network (SDN)}, and the hardware
processor 110 updates the predefined replication table in response o receiving
instructions from a SDN controller. The manner in which network elements handle
natwork traffic in an SDN may be specified in a network configuration stored on a
storage device, 2.g., storage medium 120, of the network element. The network
configuration is generally provided {0 each network element by the SDN controller,
and the SDN controller is capable of dynamically configuring network elements as
needed. For example, in a cloud computing environment, an SDN controller can
direct network traffic received from multiple client devices [o various back-end
server computers for processing. The SDN controlier may direct network traffic by
adding and/or updating network configurations of switches, routers, and servers
within the SDN. In situations where an SDN controller updates the replication
table of a network element, the manner in which the network slement replicates

and forwards network packets may also be updated.

00211 FiG. 2 is an example data flow 200 for replicating network
communications. In the example data flow 200, a source device 210 sends a
network packet 202 to an intermediary network device 220. The source device
210 may be any end-point device described above with reference o FIG. 1; the
intermediary network device 220 may be implemented by a computing device,
such as computing device 100 of FIG. 1; and the network packet 202 may be any
type of network communications packet, such as an P packel. The example
network packet 202 includes information such as a source address, Source

Address A, for the source device 210, g destingtion address for the intended
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recipient of the network packet 202, and a pavioad. Other information may also

be included in the network packet 202,

100221 By way of exampie, the source device 210 may be a web server for a
social media network, and the network packet 202 may be destined for a storage
server, e.g., for saving the pavicad portion of the network packet on a storage
device. The intermediary network device 220 is logically located between the
source device 210 and the intended destination in a communications network,
such as the Infernet, a private network, or a combination thereof. Any number of
other intermediary network devices (not shown} may be in between the source

device 210 and the intermediary network device 220.

100231 The intermediary network device 220, upon receipt of the network
packet 202, may determine whether or not the network packet 202 should be
replicated. In the example data flow 200, the intermediary network device 220 is
in communication with network device data 230, e.g., slored on a local or
networked storage medium. The nelwork device data 230 includes a replication
tabie 232 that lists source addresses of various source devices. In response o
identifying the source address of the network packet 202, Source Address A, in
the replication table 232, the intermediary network device 220 may obtain
replication instructions for replicating the network packet 202, e.g., Instructions A
from a set of replication instructions 234 for Source Address A, In siluations
where the source address of a nelwork packet is not included in the replication
table, the intermediary network device 220 may simply forward the packet to its

intended destination without oblaining replication instructions.

{00241  In some implementations, the obtained replication instructions are
based on the payioad dala. Differences in replication inslructions allows for
different types of payloads to be handled differently. In some implementations the
intermediary network device 220 may identify a category for the payioad data, and
the obtained replication instructions are predefined instructions that are specific to
that category of payload data. For example, one category of the pavicad data of
the network packet 202 may be social media network blog post, or micro-blog

post. The replication instructions for that category of payload data may be different

7
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from a social media network image post category, 8 page visit category, or a

search engine guery category.

{00251  Different source devices may be associated with different replication
instructions.  In implementations where categories of pavioad data are used {o
obtain replication instructions, each source device may have calegories that are
different from categories of other source devices. In some implementations, the
obtained replication instructions are based network packet characleristics other
than, or in addition to, the paylcad data. For example, in addition to the payload
data, information such as the destination device or communications protocol may
be used, alone or in combination wilh the payload data, o determine which

replication instruction{s) are obtained for a given network packel.

{0261 In some implementations, replication table 232 and/or the source
address specific replication instructions, e.g., Source Address A replication
instructions 234, may be updaied. For exampile, the intermediary network device
220 may be an SDN network element that updates the network device data 230 at
the direction of an SDN controller. As another example, the intermediary network
device 220 may include a programmable processor, such as a FPGA, which may
be updated in a manner that resulls in updates for a replication able and/or
specific replication instructions for a particular source device. The ability to
dynamically update the manner in which network packets are replicated increases
the flexibiiity, and in some siluations the speed, of networks using inlermediary

network devices capable of replicating network fraffic.

{00271  Inthe example dala flow 200, the intermediary network device 220 uses
“Instructions A" for "Scource Address A" {o generate three replication packets,
Replication Packet A 222, Replication Packet B 224, and Replication Packet C
226. Each replication packet inciudes the payload data of the network packet 202
and spacifies a different destination device: devices A, B, and € for replication

packets A, B, and C, respectively.

i0028]  Each replication packet may have various characteristics that
differentiate the replication packsts from sach other and the network packst 202,

For exampie, the destination device address of each replication packet is different,

8
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as they are each destined for different destination devices. Another example
difference in replication packet characteristics includes encapsulation; some
replication packets may be encapsulated, e.g., 1o communicate securely, via a
virtual private network (VPN), and/or using a different communications protocol. In
addition, destination devices that communicate with different protocols may
require that replication packels be formatied in accordance with protocol used by
the destination device.

100291 in the example data flow 200, the intermediary network device 220
forwards the network packet 202 to the first destination device 240 and forwards
each replication packet (o its corresponding destination device. Using the above
example, .., the social media network server as the source device 210 and a
social media network post as the payioad of the network packet 202, the first
destination device 240 may be a storage server designed to store the social media
network post for later retrieval.  Destination device A 250 may be a3 second
storage server designed {o store a backup copy of the social media network post,
Destination device B 260 may be an advertisement server designed to identify
adverlising content relevant 10 the text of the social media network post, and
Destination device © 270 may be an analylics server designed o correlate
information about multiple social media network posts. In addition t© the examples

provided above, other devices — both source and destination — may also be used.

{00301  FIG. 3 is a flowchart of an example method 300 for replicating network
communications. The method 300 may be performed by an intermediary network
device, such as a computing device described in FiG. 1 andfor intermediary
network device described in FIG. 2. Other computing devices may also be used
o exscute method 300, Method 300 may be implemented in the form of
executable instructions stored on a machine-readable storage medium, such as

the storage medium 120 and/or in the form of electronic circuitry.

{00311 A nstwork packet is received from a source device, and the network
packet includes payload data (302). For example, the source device may be an
end-point device, such as a personal computer, and the payload data may be a
request for a web page destined for a web server, e.g., another end-point device.

9
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The network packet may have been received from the personal computer sither
direclty or indirectly, e.g., after being rouied through one or more other

inlermediary devices.,

{00321 The intermediary network device determines {o replicate the network
packet based on a first desiination device specified by the network packet (304).
For example, the network packet may include a header porlion thal specifies the
[P address of the web server 10 which the packet is addressed. The intermediary
network device may look up the destination address on a table of destination
devices and, upon identifving the P address in the table, determine that the
network packet should be replicated.

{00331 A particular category for the payicad data is identified (308). In some
implementations, the category of the payload data may be used fo delermine the
manner in which the network packet is replicated. A web page request is an
examnple of one type of pavicad category, and data accessible by the intermediary
network device may define multiple categories of pavicad data.  Payload
categories may be more or less granular, 8.g., a web page reguest for a logged in
user, or for a user associaled with a cookie identifier, may be in a category that is
separate from web page requests for a user who is not logged in, or a user without

an association with a cookie identifier.

i0034] Replication instructions are obtained based on the particular category
{308). In some implementations, the infermediary network device may lock up the
pavicad category in a table to obtain the replication instructions for that category of
network packel. The table may be specific lo the pariicular destination device or
may be a general table for all network packets of that category, regardiess of the
destination. By way of example, after identifving the web server in g table, the
intermediary network device may select from a set of replication instructions for
the web server based on the identification of the network packet payload as a web
page request. The same category of network packet destined for a different

destination device may have different replication instructions.

10
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{0035]  Atleast one replication packet is generated according to the replication
instructions (310}, Each replication packet includes the payicad data and has
characteristics that are different from the network packet and the characteristics of
each other replication packel. For example, the obiained replication instructions
for the web page request may specify that copies of the packet should be sent to
an adverlising server and an analytics server. The instructions may specify that
one or both of the replication packets encapsulate the original network packet,
e.g., using GRE for tunneling the replication packets o doud-based advertising

and analytics server devices.

[0036] The network packet is forwarded {o the first destination device (312).
For example, the original network packet destined for the web server is forwarded
by the intermediary network device to the web server. That packet may be sent io
the web server sither directly or indirectly, e.g., through other intermediary

devices.

{00371  Each replication packet is forwarded {0 a destination device specified by
the characteristics of the replication packel (314). For example, the replication
packet that includes a header specifying the address of the adverlising server may
be forwarded, directly or indirectly, to the advertising server, while the replication
packet specifying the address of the analylics server may be forwarded, directly or

indirecily, to the analytics server.

{0038]  Inthe foregoing example, the intermediary network device may logically
reside at the edge of a cloud-based network that manages the web server,
adverlising, and analylics network traffic for an eniity thal manages a website
hosted by the web server. By replicating and forwarding the network packetls at
an intermediary device, e.g., rather than relying on the web server, server-io-
server network traffic may be reduced, web server processing resources remain
available to perform cther tasks, and replication packets may arrive at the
advertising and analytics servers quickly.  In implementations where the
intermediary network device is a SDN network element, various features of the

intermediary network device may be dynamically updated — e.g., an SDN

11



WO 2016/122562 PCT/US2015/013679

controller may send an SDN network element an updated configuration that i)
adds and/or removes destination devices from a list of destination devices whose
network packets are subjecl o replication, and/or i) adds, removes, andior

modifies categories and/or replication instructions.

{00381 The steps of method 300, while describad in order of steps 302-314,
may — in some implementations — be performed in combination with one or more
other sleps, and/or may be performed in a different order. For example, the
identification of a category for the pavicad data may happen at the same time as &
destinalion device is used o delermine whether or not a network packet is to be
replicated, e.g., in situations where only one category exists for a particular
destination device. As another example, steps 312 and 314 need not happen in
order, e.q., the original network packet and replication packei(s) may be forwarded
in any order, as they may be processed in parallel and through separate pipelines

within the intermediary network device.

{004CG] The foreqoing disclosure describes a number of example
implementations for replicating network communications.  As detailed above,
examples provide a mechanism for replicating network packets at an intermediary
network device and causing the packets 10 be forwarded 1© separate destination

davices.

12
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CLAIMS

We claim:
1. An intermediary network device for replicating network communications,
the intermediary network device comprising:

a hardware processor; and

a data storage device storing instructions that, when executed by the
hardware processor, cause the hardware processor io:

receive a network packat from a source device;

determing to replicate the network packet based on a first destination
device specified by the network packet;

generate at isast one replication packet, each replication packet having
predetermined characteristics that are different from the network packet and
different from the predetermined characteristics of each other replication packef;

forward the natwork packet 1o the first destination device; and

forward each replication packet to a destination device specified by the

predetermined characlerislics of the replication packet.

2. The intermediary network device of claim 1, wherein the hardware
processor determines o replicate the network packet in response to identifying
the first destination device in a predsfined replication {able that specifies, for

each of a plurality of destination devices, replication instructions.

3. The intermediary network device of claim 1, wherein replicated content
included in sach replication packet matchas content included in the network
packat.,

4, The intermediary network device of claim 2, wherein the replication
instructions for the first destination device specified by the network packet
include instructions for encapsulating the network packel and forwarding the
encapsulated network packet to a second destination device thatl is different
from the first destination device.

13
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a, The intermediary network device of claim 1, wherein the intermediary
network device is a nelwork element operating in a software-defined network,
and wherein the hardware processor updates the predefined replication table in

response o receiving instructions from a software-defined network controller,

©. A non-transitory  machine-readable slorage medium encoded  with
instructions executable by a hardware processor of an intermediary network
device for replicating network communications, the machineg-readable storage
medium comprising instructions to cause the hardware processor {o:

receive a network packet from a source device, the network packet
including payload data and specifying a first destination device;

in response to identifying the first destination device in a table of
destination devices, obiain replication instructions for replicating the network
packet;

generate a replication packet according {o the replication instructions, the
replicalion packel including the payload data and specifying a second
destination device that is different from the first destination device;

forward the network packet to the first destination device; and

forward the replication packet to the second destination device.

7. The storage medium of claim 6, wherein the replication instructions are

based on the payload data.

8. The storage medium of claim 7, wherein the instructions further cause
the hardware processor {o identify a category for the pavicad data, and wherein
the oblained replication instructions are predefined replication instructions

specific o the calegory of the payioad dala.

9. The storage medium of claim 8, wherein the cateqgory is one of a plurality
of calegories, and wherein each category corresponds to a different set of

pradefinad replication instructions.

14
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10.  The storage medium of claim 6, wherein the hardware processor is a
programmable processor, and wherein the instructions further cause the

hardware processor (o update the table of dastination devices.

1. A method for replicating network communications, implemented by a
hardware processor, the method comprising:

receiving a network packet from a source device, the network packet
including pavload data;

determining to replicale the network packet based on a first destination
device specified by the network packet;

identifying a particular category for the payload dats;

obtaining replication instructions based on the particular category;

generating at least one replication packet according o the replication
instructions, esach replication packst including the payload data and having
characteristics that are different from the network packet and characteristics of
each other replication packet;

forwarding the network packet o the first destination device; and

forwarding each replication packel 1o a destination device specified by

the characteristics of the replication packet.

12.  The method of claim 11, wherein:

the particular category for the payioad data is one of a plurality of
payload caiegories; and

gach of the piurality of pavioad categories corresponds {0 a separats set

of replication instructions.

13. The method of claim 11, wherein the replication instructions are further

obtained based on the first destination device specified by the network packet.

14. The method of claim 13, wherein the first destination device is one of a

plurality of destination devices, and each of the plurality of destination devices

15
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corresponds ¢ a separate set of calegories and corresponding sets of

replication instructions.
15,  The meathod of claim 1, wherein the hardware processor is includad in an

intermeadiary network device, and wherein the source device and destination

devices are end-point network devices.

16
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