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MANAGED DISTRIBUTION OF DIGITAL ASSETS

RELATED APPLICATION

This application is a continuation of and claims priority to U.S. Application
No. 10/706,871, filed November 12, 2003, which claims the benefit of U.S.
Provisional Application No. 60/442,464 entitled “Method and System for Adaptive
Identification and Protection of Proprietary Electronic Information,” filed on
January 23, 2003. The entire teachings of the above-referenced application are

hereby incorporated by reference.

BACKGROUND OF THE INVENTION

Data security has been a significant issue facing system administrators since
almost the inception of the data processing industry. Most computer users recognize
the possibility of theft or misuse of data by unauthorized outsiders. The terms
“hackers” and “crackers” are often used to describe outsiders who attempt to gain
access to a system, and who are typically not involved in any way with an
organization’s operations, its internal employees or systems. Many different
solutions already exist to protect an organization’s data processing infrastructure
from this kind of threat. These include physical access control, firewalls, sniffers
and other network monitors, data encryption, intrusion detection systems and other
solutions. These solutions are generally recognized as being adequate for their
intended purpose most of the time.

However, there is a second class of computer users that also pose a security
threat. Protection from these unauthorized insiders requires a different approach, but
one that is also well known. Almost since the inception of disk-based storage
systems, the concept of access control has been applied to limit the ability of certain
users to access certain important files. Using these techniques, now a universal
feature of almost every Operating System (OS), a desktop and/or network file server
can provide for limited read, write, public, private and other types of access to files,
directory structures and the like, depending upon permissions granted to particular

users. Permissions can be attached to user accounts by a system administrator,
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based on the need to know, the departments in an organization of which a user is a
member, and so forth.

Even when users obtain access to only a portion of a system, however, they
can still use a variety of techniques to steal and/or damage information. These can
include simple browsing for unsecured information in a netwotk, and/or removal or
deletion of information made available as a result of poor security practices. More
sophisticated rogue insiders will employ network packet sniffers and/or spying
software. A variety of approaches, such as centralized document and digital rights
management systems, network auditing, and file management tools, can be effective
tools against unauthorized use by insiders in some instances.

For example, U.S. Patent 6,510,513 issued to Danieli and assigned to
Microsoft Corporation describes a security and policy enforcement system that
utilizes a series of transactions between a server and a client using electronic
security certificates. A first client generates a request for access to data by
submitting a security certificate containing a digest to a trusted arbitrator server.
The trusted arbitrator authenticates the first client’s credentials and returns the
security certificate. The data and security certificate are then combined to create a
distribution, which, in turn, is acquired by a second client. The second client
extracts the security certificate and generates a digest from the data in the
distribution. If the digest from the second client matches the digest from the first
client, then data is considered to be valid. Depending upon the certificate type and a
policy level, the trusted arbitrator server can provide services such as notification of
improper usage.

U.S. Patent 6,427,140 assigned to Intertrust Technologies is another type of
digital rights management system. A system such as this was intended, however, to
protect the rights of various participants in a transferring sensitive data, such as in an

electronic commerce or other electronic facilitated transactions.

SUMMARY OF THE INVENTION
Neither of these solutions does much to protect misuse of information by
authorized insiders. This class of users has a trusted status, as they are supposed to

have access to important data files to carry out their assigned tasks. Thus, they are
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routinely granted permission to use such information on a daily basis. Their access

- to sensitive data therefore is not normally suspect. The problem comes when this
class of trusted users abuse that trust - - by copying and then distributing sensitive
information to outsiders or other unauthorized people. Such events can happen quite
easily, and has been occurring with increasing frequency when a disgruntled or
departing employee wishes to damage an organization.

What prior art security systems fails to account for is the fact that once
granted access to sensitive information, it is quite easy for authorized users to
distribute it in many different ways. The proliferation of Internet connections, e-
mail, instant messaging, removable media storage devices, such as Compact Disk-
Read Write (CD-RW) drives, Universal Serial Bus (USB) type memory and storage
devices, and the like, make it a trivial task to copy vast amounts of information
almost instantaneously. Other peripheral devices, such as wireless modems,
‘wireless local network cards, portable computers, Personal Digital Assistants
(PDAs), network tunnels, and the like, provide all too convenient vehicles by which
an authorized user may distribute copies of files outside of the trusted system
environment.

Even the most sophisticated file management systems cannot presently
prevent such abuse. The root of the problem stems from the fact that once an
authorized user opens a file, its contents are no longer controllable. Specifically,
copies of the file contents may be taken “out of” the controlled environment of a
network or file management system all too easily.

The present invention is intended to address security problems that originate
when authorized users abuse their authority. The invention accomplishes this by
restricting access at the point of use of a file, rather than simply controlling access at
a storage point.

Specifically, an autonomous, independent agent process, such as running in
the background of a client Operating System (OS) kernel, interrupts requests for
access to resources. Such resource access requests may include, for example,
requests to read a file, open a network connection, mount a removable media device,
and the like. Since access is detected at the point of use, in the OS kernel interrupt

mechanism, tracking of resource utilization will occur regardless of whether the
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original directly access request originated from an application program that is being
executed by an end user, indirectly by applications on behalf of users, or even by
system requests made independently of application software.

The autonomous independent agent process contains sensors that capture low
level system events. These sensors may include operations such as file read, file
write, file copy, clipboard cut, clipboard copy, CD-RW access, TCP/IP network
message inbound, TCP/IP network message outbound and the like.

Low level events are then associated with one or more file names (handles)
and filtered against an approved list. Thus, the raw events are filtered to remove
references to files such as operating system files (EXE, .DLL, etc. in the case of
Microsoft Windows) and the like that do not contain sensitive application data.

Only events relating to application files that may contain sensitive data are thus
further tracked.

For example, an aggregate “FileEdit” event might be reported when a user
has opened and modified a sensitive financial document, with that user then
attempting to save it to a newly attached USB portable hard drive.

Other aggregate events can provide control over user access to files,
applications, networks and peripheral bus interfaces. Such aggregate events are
typically defined by a system administrator to actively enforce policies governing
the acceptable use of system resources. Enforcement can then take place at the time
and place of information access, via the agent process.

For example, the administrator may develop logic predicates that control the
use of desktop applications, networks and interfaces that are otherwise unmanaged
conduits for information leakage. These predicates may prevent, restrict, or require
documentation for access to peripheral devices that are capable of storing massive
amounts of information, such as Universal Serial Bus (USB), hard disk drives,
Compact Disk-Read Write (CD-RW) burners, Instant Messaging (IM) applications
and peer-to-peer network connections. Policies governing the use of these resources
can be as detailed as required by the organization. Thus, the agent process’ response
to policy violations can be aggressive as the assessed risk demands, in accordance

with the particular organization’s requirements. The autonomous disconnected
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operation of the access control allows enforcements of policies to be carried outin a
way that is as mobile as the user's other system.

Specific enforcement options can include: allowing the user action with a
prompt for required user input (such as specifying a business justification); blocking
the user action, or generation of a warning and/or an alert to a compliance or
security manager. Optional warnings to a user and/or prompts for input reinforce

the user's understanding and acceptance of acceptable use policies.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages of the invention
will be apparent from the following more particular description of preferred
embodiments of the invention, as illustrated in the accompanying drawings in which
like reference characters refer to the same parts throughout the different views. The
drawings are not necessarily to scale, emphasis instead being placed upon
illustrating the principles of the invention.

Fig. 1 is a diagram illustrating traditional security perimeters in a data
processing system and a point of use perimeter that can be implemented with the
present invention.

Fig. 2 is a diagram illustrating how a Digital Guardian™ server may provide
policy predicates. (Digital Guardian™ is a trademark of VerdaSys, Inc., of Waltham,
Massachusetts.)

Fig. 3 is a process flow diagram illustrating the invention more particularly.

Fig. 4 is a table of possible low level atomic events.

Figs. 5A- 5C are a table of higher level aggregate events.

Fig. 6 illustrates point of use policy enforcement.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

Fig. 1 is a diagram of a typical computer network 100 which consists of
client devices 102 and servers 104 connected via local area network and/or inter-
networking equipment. Connections to an outside network, such as the Internet 108,
are made through devices such as routers or gateways 106. Connections through the

Internet 108 can be also made to external computers 110.
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Traditional security models attempt to prevent access by an untrusted
outsider 110 to devices 102 and/or file servers 104 within the protected network 100.
Thus, a network perimeter 120 is typically associated with network points of access,
such as through router 106 and specifically at a firewall 107. The firewall 107 can
thus prevent attempts by unauthorized users of outside computers 110 to access
information stored in the server 104 or otherwise manipulate the local computers
102. Firewalls 107 can also establish a perimeter 120 for outgoing access such as,
for example, by users attempting to access certain undesirable outside computers
110 that contain restricted or harmful websites, game servers, and the like.

Rather than establishing a perimeter at external points of physical access to a
network, the present invention establishes a perimeter of accountability for file
usage at the point of use. The accountability model can not only track authorized
users of the computer 102 accessing files stored on a local server 104, but more
importantly also monitors attempts to access or move such files to peripherals that
distribute or record information, or other possible abuse events.

Such possible abuse events may occur whenever a user accesses devices
which are not visible to or controllable by a local file server 104 or firewall 107.
These events may include writing files to uncontrolled media such as Compact Disk-
Read Write (CD-RW) drives 204, Personal Digital Assistants (PDA) 206, Universal
Serial Bus (USB) storage devices 208, wireless devices 212, digital video recorders
214, or even printing of files. Other suspect events can include running external
Peer-to-Peer (P2P) applications 201, sending files via external e-mail applications
202, running Instant Messaging (IM) applications, uploading files to web sites via
the Internet 108, and the like. Thus, the invention can provide enterprise-wide
monitoring of all file, application and network use. As will be understood shortly,
the heart of this approach consists of a high level contextual stream that
characterizes user activity as it occurs at the point of use, such as the desktop 102,
and then potentially controlling its occurrence according to defined policies.

Turning attention to Fig. 2, the process for controlling distribution of digital
assets will now be described in more detail. A first system component, called an
agent process 300, is interposed between an Operating System (OS) 301 and

applications 308 as they run on clients 102 and/or servers 104 within the network
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101. The agent process 300 has sensors or shims to detect and track file, printing,
clipboard, and I/O device operations, such as file read or write operations. These
sensors may include, but are not limited to, file system sensor 502 (including
CD/DVD burn sensor 510), network sensor 504, print sensor 505, clipboard sensor
506, API spy 508 and process spy 509.

While the clients normally include desktops 102-1 which have a direct wired
(or wireless) connection 109 to the local network 101, the agent 300 may also run on
disconnected client computers such as laptops 102-2, making a report of events once
a connection is eventually made to the network 100.

The agent 300 reports atomic events 350 to an activity journaling process
typically running on an activity journaling server 104-2. The journaling server 104-
2 (also referred to herein as the Digital Guardian™) processes atomic event data and
coalesces it into what are called aggregate events 360. Aggregate events 360 are
detected when a certain predetermined sequence of atomic events occurs. Each
aggregate event 360 is thus composed of one or more atomic events 350 that
conform to some predetermined pattern indicative of activity that should be
monitored.

Specific types and/or sequences of atomic events 350 that lead to aggregate

" events 360 will be described in detail later. It should be appreciated here, however,

that the particular events reported and their aggregation types depend upon the
specific activities sought to be monitored.

In addition, predicates 370 that define enforcement policies are forwarded to
the agent process 300. These may originate from configuration commands entered
at management console 102-5 and be sent through the Digital Guardian server 104~
2.

To protect the network completely, the agent process 300 would typically
reside on all desktops 102 and file servers 104 associated with an enterprise’s
networks. The activity journaling server 104 and agent process 300 may
communicate through secure, networking based applications such as the Microsoft
“ NET” infrastructure or other secure networking systems. The management

console 102-5 also permits access to the database stored in the Digital Guardian
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server 104-2, and is used specifically to provide risk compliance, forensic reporting,
and similar reports 310 to administrative users of the system.

The journaling server 104-2 may typically run within a Windows 2000
Server environment having a secure .NET framework. The journaling server 104-2
also has access to a database, such as Microsoft SQL Server 2000 for example, to
provide record storage and retrieval functions. It is to be understood, of course, that
the processes described herein can be implemented on other types of operating
systems, server platforms, database systems, and secure networking environments.

Fig. 3 is a more detailed view of the client agent 300. These elements
particularly consist of one or more sensors 500, file filter 520, and event coalescing/
aggregation 530, event bus 580, one or more policy predicates 585, policy
enforcement engine 590, and I/O Request Packet (IRP) filter 595. It should be
further noted that the agent process 300 can also provide real time evaluation and
potentially enforcement of rules.

The agent 300 preferably runs as a kernel process in a client Operating
System (OS). For example, the agent 300 may run within the kernel of Microsoft
Windows 2000 or Windows XP. Autonomous operation of the agent 300 provides
for detection of atomic events 350 even when client 102 is disconnected from the
network 100. Any such events are reported when the client 102 is reconnected and
can communicate with the Digital Guardian server 104-2.

In a preferred embodiment, the agent 300 will run multiple services under

Windows so that if one service is stopped by a malicious user, the other one may

restart the other process. The process is also hid from a task manager or similar
processes in the operating system and will be able to work with safe mode boot
features in order to guarantee full protection.

Atomic event sensors 500 report atomic events as an output when actions,
typically associated with Input/Output (I/O) drivers, are intercepted at the OS kernel.
The agent process 300 is therefore transparent to the end user and tamper resistant.
The intercept may, for example, occur during an I/O Request Packet (IRP) in an
interruptible kernel. Events may also be provided by Windows services and kernel

level drivers.
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The sensors 500 may include file operation sensor 502 (including CD/DVD
burn sensor 510), network operation sensor 504, print queue sensor 505, clipboard
sensor 506, Application Programming Interface (API) spy sensor 508 and other
sensors such as process spy 509.

5 Data collected with an event depends on the event type, but can include:

- For invoked applications, the identity of the invoking process,
executable name, start time, end time, and process owner

- For user operations, such as log on or log off, the time and

10 user identification (ID)

- For file operations, source / destination file name, operation
type (open, write, delete, rename, move to recycle bin), device
type, first and last access time

- For network operations, source / destination address, port and

15 host names, start/end time stamp, bytes sent and received,
inbound and outbound data transmission times

- For CD-RW operations, file names, start/end times and
amount of data transferred

- For printing operations, full path or file name, event start time

20 or print job name

- For clipboard operations, destination process ID, event start
time, full path of filename involved

- For other high level operations, such as access to removable
storage media, file name, device ID, time of day, bytes

25 transferred, and the like

An approved file filter 520 operates to automatically filter the dozens of
inconsequential events generated by standard calls to system files. For example, it is
quite common for many different .EXE and .DLL operating system files to be
30  opened and accessed repeatedly in a typical executing Microsoft Windows
application. In order to reduce the data flow to the journaling server 104-2, the file

filter 520 uses an approved file list 522 to filter atomic (raw) sensor events 510.
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The approved file list 522 may be implemented as a list of file names
associated with events. However, in a preferred embodiment, the well known MD5
algorithm is used to generate a hash code for each file name. The MD5 hash code
for a filename associated with an event is then matched against the approved list
522, rather than the complete file handle, to speed up the filtering process. Thus,
only events associated with unapproved files are passed down to the coalescing
stage 530.

The next stage is an atomic event coalescing stage 530 that attempts to
aggregate atomic events 510. The coalescing stage 530 further filters atomic events
510 associated with or related to a single user action between the agent 300 and the
Digital Guardian server 104. In general, applications frequently read small chunks
of a file and not the entire file at the same time. For example, a user may open a2
MegaByte (MB) spreadsheet file. However the OS may at a given time actually
only access chunks of the spreadsheet file that are much smaller than that, such as 5
or 10 KiloBytes (KB) at a time. Thus, a typical pattern of access is to see a file open
atomic event, followed by multiple read atomic events to the same file. If this
sequence of atomic events is seen from the same process and the same executable
with the same thread ID and the same file handle, event coalescing 530 will thus
count only a single "FileOpen" event. In a preferred embodiment, there is a time
attribute associated with event coalescing 530 such that if a time limit typically
measuring in minutes of time is exceeded, at least one event will be reported
between raw level events.

A comprehensive list of typical high level event patterns is shown in Fig. 4.
For example, 43 different action types, some of which are low level atomic events
and others which are high level aggregate events, are defined in the preferred
embodiment. A given event is composed of several fields in the database, including
perhaps an action type 571, level 572, event category 573, event name 574, event
table ID 575, action detail 576, action detail value 577, and discriminants 578.

Event categories are associated with each event type. For example, in an
event category “file”, event names include file read, file write, file rewrite, file copy,
file rename, file delete, file move, file recycle, file restore. Similarly, network
related events are TCP/IP inbound, TCP/IP outbound, USB inbound and so forth.



WO 2004/066085 PCT/US2004/001508

10

15

20

25

30

-11-

A scope is also associated with each event type. A scope is defined as either
being a thread, process, login, machine, or all type scope. For example, “process”
scope is an event that is consolidated into a high level event in the same process but
not necessarily executing the same thread. “Machine” means that a reboot could
occur between two events that occurred on the same machine.

Attributes commonly recorded for all high level events include an action
type, an event count, bytes read count, bytes written count, event start, event end,
and other possible actions. Source and destination hold numerous other attributes
including the file, path, process, thread, and application identifying information that
performed the event.

Other types of system events may include print events, disk write events,
clipboard, user and machine events. The final type of low level event may be
process events including process start and process end.

High level aggregate events are created by detecting a combination of the
occurrence of low level events. More particularly, a high level aggregate event
(action types 26-42) is determined after seeing a specific sequence of lower level
events (action types 1-25). For example, action type 26 is a high level event called
“FileEdited”. This is an aggregate event that determines when a file has been edited.
As the table indicates, the high level event aggregation process 570 may detect that a
particular process, thread, and file has performed one or more reads to a particular
file handle, followed by a write operation to the same process, thread and file
handle. The event is then defined as an aggregate “File Edited” event.

Aggregate events are defined in greater detail in Figs. 5A, 5B and 5C. For
example, a “Clipboard to File” aggregate event 510 is defined as detecting a
clipboard cut or copy followed by a clipboard paste to file operation.

Similarly, a “BurnFile” event is associated with detecting a CD write atomic
event followed by a file read atomic event. Thus, if a series of file reads are detected
from one file handle, followed by a series of CD write events with the same process,
the application is recognized as having written a file to a CD-RW.

Numerous other aggregate events are possible; the list in Figs 5A, 5B and 5C

is only meant to illustrate a few of the many possibilities.
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An event bus 580 serves to distribute if one or more aggregate events to
predicate rules 585-1,..., 585-n. An event cache 582 may also share events
occurring during a certain time interval for use by the predicates 585. Events are
thus fed to one or more predicates 585, which serve to implement policy logic. As
one example of a predicate, logic might be implemented to block peer-to-peer file
transfer applications. A predicate 585-n can thus be developed to detect a “network
open” event followed by a “read hard disk drive” event. As mentioned previously,
the code to implement predicates 585 is typically downloaded from the Digital
Guardian server 104-2, such as driving a user 100 boot process.

Another example of a multi-event control predicate 585 would be to prevent
files that originate from a specific server from being removed from that machine.
This involves placing the files on a tracking list to watch for all derivative file re-
names, copies, etc, and remembering these derivative names as well as the where a
user first identifies source when removal actions are attempted.

Another predicate 585 can be used for blocking of a file, or a series of files
from being burned to CD/DVD. The process of burning files is a multi step process,
to the file burning application of choice which file to burn, and then an actual
attempt to burn them. So, a series of small file reads occur, followed by writing to a
temporary file for buffeﬂng of data, followed by the actual burn operation.

When predicates 585-n detect a policy violation, notification is given to a
policy enforcement engine 590. The policy enforcement engine 590 then takes steps
to enforce the policies as represented by the predicaté 585 at the point of use - - that
is, within the user kernel. One such enforcement mechanism may be via kernel IRP
control. Thus, events that result in an IRP request may be intercepted by the kernel
and examined by the policy enforcement engine 590. If the requested IRP is not a
violation, then the policy enforcement engine 590, through the IRP filer 595, allows
the requested action to proceed.

However, if the requested action is a potential policy violation, then the
policy engine 590 will take additional appropriate actions. These may include a
number of actions 600, such as having the OS fail the IRP, such as action 601. The
user and/or application thus interpret this as a failure of the specific operating system

service or hardware device implicated in the request.
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However, other types of actions can take place. For example, the operating
system may generate a usual warning to the user that the requested action violates
policy. This can occur by sending a message but then allowing the request to
continue, 'as In a warn action 602.

A warn-requiring-reason action 603 is similar, but also requires the user to
provide input to document the reason for the policy violation.

In a notify-block action 604, the user is notified that the request violated a
policy and the action is blocked.

Finally, in a server alert action 605, an alert may be given to the journaling
server 104-2 to indicate that the policy has been violated, providing additional
information such as the identification of the user, the files involved and so forth.

It can now thus be seen how actions 600 which may occur as a result of the
policy enforcement engine 590 may have a range of severities including simply
failing the request, allowing the request to continue but logging the event, prompting
the user for information as to why the policy is about to be violated and/or
prompting with other restrictive and/or permission requesting notices.

Fig. 6 is an illustration showing how the policy enforcement engine 590 may
implement a specific action 602, warn-requiring-reason 603, notify-block 604 and
alert- action 605. For example, an enterprise policy may allow only designated
types of printing to occur from a particular enterprise application 700. This policy is
appropriately implemented with a notify-block action 604. The action 604 then
blocks a requested print that falls outside of allowed policies.

Similarly, a block clipboard copy action 604-2 can be implemented to
prevent clipboard copy operations from originating inside enterprise application 700.

A warn-on-file-copy action 602-1 has also been implemented which warns a
user 102-1 when attempting to copy a file to a USB type device. The warn action
602-1 can send a message to the user but then allow the copy request to continue.

A policy may also be implemented to implement a warn-requiring-reason
action 603-1 to prompt for a business purpose when a user attempts to burn a file to
a CD. The action 603-1 causes a notice box 622 to be displayed at the user 102-1
requiring a response. Once the box is completed with a reason for the policy

violation, the burn request is allowed to continue.
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Finally, an alert action 605 may be implemented to control Instant
Messaging (IM) file transfers. Here, information relating to the attempted activity
can be provided to the journaling server 104-2 to indicate that the policy has been
violated providing additional information, such as identification of the user, the files
involved and so forth, in a way that is completely transparent to the user.

The policy enforcement engine 590 can also implement other policy
schemes. For example, it may tally violations and take appropriate actions
gccording to a “demerit” procedure. For example, one of the predicates 585 may be
a demerit predicate that counts the number of times that a particular user attempts to
violate a security policy. The demerit system can thus be used to determine when a
user is attempting to “hoard” digital assets. For example, a user may be detected as
opening or copying many files in a very short time period such as a day. If the
source is a network share location and the user has for example copied greater than
100 MegaBytes (MB) in a single day, and counting predicate violations can rise to a
more severe system report and denial of further usage.

With this system of actions, the applications and/or user do not necessarily
know what is happening. That is, actions can be taken entirely with the operating
system kernel which simply denies the IRP.

If the user confirms an action, this may also be used to provide evidence of
the user's intent in a later analysis of a situation where valuable assets have been
misappropriated.

While this invention has been particularly shown and described with
references to preferred embodiments thereof, it will be understood by those skilled
in the art that various changes in form and details may be made therein without

departing from the scope of the invention encompassed by the appended claims.
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CLAIMS
" What is claimed is:
1. An agent process for controlling access to digital assets in a data

processing environment comprising:

sensing atomic level asset access events, the sensing step located
within an operating system kernel within a user client device;

aggregating multiple atomic level events to determine a combined
event; and

asserting a policy violation predicate if a at least one combined event

has occurred that violates a predefined digital asset usage policy.

2. A process as in Claim 1 wherein the step of asserting the policy
violation predicate is implemented in an operating system kernel of the client user

device.

3. A process as in Claim 1 additionally comprising:
preventing a user from accessing the digital asset if the policy

predicate indicates a violated policy.

4. A process as in Claim 3 wherein the preventing step includes an IRP
intercept.
5. A process as in Claim 1 wherein the combined event is a time

sequence of multiple atomic level events.
6. A process as in Claim 1 additionally comprising:
prompting a user to document a reason for a policy violation, prior to

granting access to the digital asset.

7. A process as in Claim 1 additionally comprising:
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asserting multiple policy violation predicates such that any one

predicate can veto the operation of other predicates.

8. A process as in Claim 2 that operates independently of application
software.
9. A process as in Claim 1 additionally comprising:

notifying a user of a policy violation, and then permitting access to

the digital asset.

10.  Aprocess as in Claim 2 wherein the sensors, aggregators, and

asserting steps operate in real time.

11. A process as in Claim 1 additionally comprising:

determining the identity of a particular file in the asset access event.

12. A system for controlling access to digital assets in a data processing
environment comprising:
an atomic level asset access event sensor, the sensor located within an
operating system kernel within a user client device; |
an atomic level event aggregator, to determine the occurrence of an
aggregate event that comprises more than one atomic level asset access event; and
apolicy violation detector, for determining if a combination of

combined events have occurred that violates a predefined digital asset usage policy.

13.  An apparatus as in Claim 12 wherein the policy violation detector is

located in an operating system kernel of the user client device.

14.  An apparatus as in Claim 12 wherein the policy violation detector

determines a violated policy type.
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15.  An apparatus as in Claim 14 wherein the policy violation detector

includes an IRP intercept.

16.  An apparatus as in Claim 12 wherein the combined event is a time

sequence of multiple atomic level events.

17.  An apparatus as in Claim 12 wherein a user interface within the client
device requires a user to document a reason for a policy violation prior to granting

access to the digital asset.

18.  As apparatus as in Claim 12 wherein the policy violation detector
additionally asserts multiple policy violation predicates such that any one predicate

can veto the operation of other predicates.

19.  An apparatus as in Claim 13 that operates independently of

application software.

20.  An apparatus as in Claim 12 additionally comprising:
a user interface running on the user client device for nétifying a user
of a policy violation; and ‘
permitting access to the digital asset once a reason for the violation is

provided by the user.

21.  An apparatus as in Claim 12 wherein the sensor, aggregator and

detector operate in real time.

22.  An apparatus as in Claim 12 wherein the detector additionally

determines the identity of a particular file in the atomic level asset event.



WO 2004/066085

PCT/US2004/001508
1/10
100 TN
// \\
// N
/ \
\
/ - o0
/110 B\
/- \ \
/ | - | 1 \
/ \
/ \
/ \
/ \
I \
! \
\
| 108 ' P2P 201
TRADITIONAL | [ EMAIL 202
PERIMETER | \
120 ~~~4—____ _ \
| S |
| T~ |
"
: [
| 101 ° ‘
| ]
\ 5 ! '
|
\ 104 |
| .
1 |
\ e— I‘
POINT-OF-USE ‘\ /’
PERIMETER \ , _
200-\—-—-‘\\ 102 J—— CDRW 204
' \ /
DVD 214 <——\\ //——» PDA 206
\ / |
WIRELESS 212+——  [B= | [=]] /~——= USB STORAGE 208

1

|

" PRINTING
. 210

FIG: t

SUBSTITUTE SHEET (RULE 26)



PCT/US2004/001508

WO 2004/066085

00€ SS300Hd LN3IDV

SWIHS/SHOSNIS WILSAS DNILYHIHO

2'0l4
H3sn

S wing aaa/as
806 Ads sse20.d

805 Ads Idv

908 pseoqdi|o
S0S Bunuud

703G YJOM]ON

205 WeisAs gji4

/l—om ﬂ”w

H3asn

ONIM3AVHL SH3AHIS T4 B S401XS34 a3193aNNOOSIA

I
o I 5 ]

o0
o0

LNIWIOHOLINT ADITOd
/ONIHOVHL/ALIALLOY

NOILVOIddV

2/10

K 80¢€

a
V)

. ’IA_ ”
o20 — vor~’ F-NS\ aeot
or NOILVYHIHO w O
m:o_>_0205< |
\
0Z€ S31v0la3dd : _ _ 0SE SIN3IAT
HIAHIS SISATYNY INIAT  [— | )
(H3AH3S SNOILYOINNWNOD) | 098 SINIAZ N
HIAHIS ADIOd S LVBIUDOY
HIAHIS TYNYHNOM ALIAILDOY o i
——1
—J INIWIOVYNVIN
2vo/" (@) TR
NVIQHVND
WLDIa,
m NOILYHNDIINOD'
—o- [T & 4 e3nwss/iNGoy
. o201 _ _ Hm.]; NOILINIZA AOINOd
I10SNOD
LINIWIDVNYI
a3svd gam zz_t ONLLHOd3Y

SUBSTITUTE SHEET (RULE 26)



PCT/US2004/001508

WO 2004/066085

009

3/10

"ON

S09 (INIIS) 1431V "3AY3S

ﬁ.am. NOLLOV ¥J018/AdILON

€ 'Ol

Hmlmd NOSY3H 34IN034 NHYM

_ 209 NHYM _

109 ddlTiv4

3JHIVYO
IN3A3

08G snd
IN3Ad

i

A A4

— e e il s —_——— ———

A A

S3A
INIONT
INIWIOHOAN3
A0N0Od
G ™ o6s
dHl HIA03H

0gs
J1VO3HODY
[ONIOSITVOD
INIA3

|

1

il

Sop
AdS IdY

,

028

d3A0dddv

?V 905,
S) auvoadin

g0¢g
INIdd

Y31 08
ERIE NHOMLID

- OF
F1id

1

181137
a3AOHddY

00G SHOSNES

SUBSTITUTE SHEET (RULE 26)



PCT/US2004/001508

WO 2004/066085

4/10

A

SUBSTITUTE SHEET (RULE 26)

-.-.-.-.:.-.-.-.- ﬁ:---..-.-.-.-.:.:.-

SJUSAS BUILdBA By diNg ‘oo adA[Juena | 1uaAJauIyoely | auiyoepy | suyoei| mol | ¢z

jj0607 adA[Juens JusAIesN yobBoiasn SNl Moy | 22

uobo adAjjuane JusAZIesN uoboyesn losn| mo1 | 12

alsed adAjjuens | JueagpreoqdiD sisedpreoqdy) [ preogdio| mo1 | 02

Adooing adAjiusns | Jusagpreoqdin Adoninopieoqdin | preoqdin| moq | 61

2 adAjuopesedo |- - wBA3ED SWMAD ao| mo1 | 81

I adA uoesado WeA3ao pesdan ao| mo1 | Ll

VN {pendu) JUSAZII wud|  uud| moq | 9l

} = punoqinQst | 03Sdl adA]j00010id |  JUBATHIOMIBN punoqin0D3SdI | HOMIBN| Mo | G

0=punoginQs! | O3Sdl | @dALjooojoid | jueATriomeN puNoOquID3Sdi| MOMISN| Mo | i

| = punoqinQst dan adAjooojoid |  JuaAyiOMISN punoqinOdan | MOMISN| mo7 | €l

0=punognost |  dan adAyjoooloid |  JusATHOMISN punoquiddn| MOMISN| mo] | 2l

} =punoginQs! | diddL adA[joo0j0id |  JuBATHIOMION punoginOdidOL| MOMISN| mo7 | L}

0 =punoqinQs! | did0L adA1jooojoid |  JusAZHiOMIBN punoquididdl| MOMISN| mo7 | O}

- 9 adA[ uonelado WUeAIod EYOLEE ] o] MO | 6

) G adA | uoiesado UaA3al4 ajoAoayali4 aNdl mol | 8

v adAj uonelado |- WUaAZ9|14 anojell4 a4 mo1 | 2

e adAj uoiesado usA38|14 al9lege)d g4 mo1 | 9

2 adAjuoneledo uaA38l4 aweusyaji4 a4l moy1 | ¢

: | adA| uoesedo uaAZs|4 Adonay4 oId| moq | ¢

0 < USHIMSSIAQ ‘0 < peaysalfq 0 adA] uoiresado UaAZ9|I4 SllIMPpeaYs|i4 a4 mo1 | ¢

0 < ushupmsaIfg ‘0 = peayseifq 0 | adAjuogeledo uaAge|i4 AUMOI oid| mo1 | 2

0 = UsIMSBIAG ‘0 < pesisalfq 0 adA uopresado uan3alid pesyalid ad| mo1 | |1
3MEA .

rele@ pied KioBee) adA|

WeUIWLOSI uoloy | [elequondy | 9|qeL usAg SleN JUsAg JUSA] | [oAS |uOnoY




PCT/US2004/001508

WO 2004/066085

5/10

gv 'Old

JusngerebaIbby jouunjybnoayinospi4 | omiaN| uoiH | &

Juengejebalfby noujieuuny | suomieN| ubiH | 2w

usAJe)ebaibby ujjsuung | omisN| ubiH | 1

anzerebelbby inpjeuuny | somaN| ubiH | o

enzajebaibby allddLd| HomieN| ubH | e

JuergereBaibby ddyded | sHomieN| ubiH | g

uangeiebalbby JoBuessspyiueisu) | yiomioN| ubiH | /¢

uenJejebalbby . §sanoyejowsy | YomiaN| ybiH | 9g

Jengajebelfby . ajqrews | omisN| ybiH | sg

JueAge)ebaibby UogylomiaNuBnosy yeep4 | HomieN| ubiH | vel

JuenJerebaInby aiuIng|  @O[ UBH [ €8

g Juen3eebaibby I9isepuINg an| ubH | z¢
JuarZareBaiBby ©oelduud|  uud) yBiH | 1e

wenzalebaifby 8(idoLpreoqdy) {preoqdiig| ubiH { oe

JuangeedaInby | eipa|ys|ceAOWSHYbN0IY 1 y8Te)4 ol uoH | 62

engajebaibby syerese|id aid| Yo | 82

uangepeBaibby paidogaii4 alid| ybH | 22

| wanJerebaibby payp3e|4 aid| YbiH | 92

aul] 1(Jpu3SSa00id asny (pandu)) $5600)d pu3Ssaooid | Ssed0id| Mo | Gz
W lquelgssadoid asn (paidwy) 5900 UeIGSse00id | Sseooid| mo | ve

SUBSTITUTE SHEET (RULE 26)



PCT/US2004/001508

WO 2004/066085

6/10

Vs 'Old

¢, Suaddey 1eum ‘aisu} i deay 0}
Jou sjdo 1asn auy pue abie] sem 1asiqo auy pue Adod sy
pawioyad 1ey; uonesdde ay) sesopd Jasn ay} Jj :Wsjqoid

3

ufo aisedpreoqdyd “Adogingpreoqdio afidoL preaqdi
no sbo| Jesn -
aup Jo Adod xeu auy [aun uiboj J8sn ey} Joj SIUSAS BiSed
preoqdi) usnbasqgns jie ym Adoninopreoqdio e sred
" *8|(qeAouwal Si Adonaii4
$5800.d 89IA8D 699 Inq ‘syaAess|d Jo paidos|i4 se swes | ‘ewppesyald ‘elMeld ‘prads|id | eipsjsjgeacwayybnoly ] i ielid
wmm,ooi ‘9|4 © S}LIM USL} mm.E 80w Jo suo speas dde uy |  spPEsYs|d ‘SlIMBIS ‘Pesrsld syyonegally |
"9|qeAOWIR) Bq 10U jsnLu soinep jabre) sy} ‘seses Loq u) |
‘usamiaq poliad s
, 81 pull ‘puooas e 0} sajum Jo salias Buo| e Ag pamojjoy Adonoji4 g
peslil 8lpueys|y suo wioy speal Jo salies Buo] y ualojdxg | ‘smpesHald ‘elmeld Peskeld paidoayk,
'8U0 ncmoow © 9ABY ([e SB}IIM BU} ‘S|pUeya|Y 8UO aARY |
speai 8y ‘sajum R spesl Buijeussyy :jeys puewwo?) -
‘0 < SSJUM JO WING .
pesil "9|pPUBHa|L SLLES 0} S3JM pue Spea) iog
L IOl SJIIM ]SE| JO YseHioye R peel ISIy JO USeHoI0/eq | ejpmpesye)id ‘simelld ‘PesHe)d palp3ell4-
‘8jpuBHa|l pue pissesoid swes :
8doog Lalled- sodA] JusAZ Jusnyisuon BUIEN UeAT

SUBSTITUTE SHEET (RULE 26)



PCT/US2004/001508

WO 2004/066085

7110

$5900.d

019 'd0d ‘dLINS 10} shod pauyep [[em urepisd asn
sigjiewe Auew aouis ‘spod oy} uo sjurelsuod ageld Aepy
‘wesbosd [lews ue

0 0} UMOUY 8S0U} Jo auo ) awreu sbewn uogeaydde sy
"SJUBAS YIOMIBU BU} Yim spesns|i4 Buinesjielu

[[e sauiqioD ‘HodppiomaNyBnoy LysTe|l- o} sejiuis

gs 'oOld

(¢.6.¢s1000304d JoUi0)
PUNOGINOdIdOL ‘PunoquididOL
‘Peafelld

SIS (IE

peaiy]

_"[02001d aUreS By J0} 8q PINOYS SIUSAS YIOMIBU BY} I
) "1S0Y[e00| UO | QN UOHeUNSSp € 0} pue
(¢) uod aures ay 10} 8¢ pPINOYS SIUBAS YIOMaU BU} )y

'SJUSAS YIOM]BU pUNogIng pue punoqu
yim . pasiadsiajul spesyali4 Jo weass buiddepeno uy

punogiNQQ3Sd| ‘punoquid3Sd|
__punoginQdan ‘punoquidan
punoginQdidOL ‘PuncquididoL

‘peatelld

HopomONYBnosy L1sTaIT

58001

JUBAS LINQ 1X8U 8} JO Lie)s 8y Si

8)l snoinaid sy Wl pea JSe| 8} Jaye 8]} MaU & JO pes)
181 U sdeyad 10 ‘JuaAs uing abise| auo yum Jayebo)
padwin; ale sejl) pesi ([ ‘Ajleuls]y "SalM au} (e 1Sneyxs
(M peal 8UO asIMIBI0 ‘sauieus)y aredwiod o} pasu

Key\ "sseo01d aures ay} yum Ssjusae alpGD JO Soles

© Aq pamojjo} ‘s|pueHa|l sUO WOl Sspesya|ld JO sauss

(reuondo) “dde Bunum g0 e se paziubiooas si uopeayddy

pesyelld elMad

Uiy

$58001d

"9Jl} B SAjLM
USY} S8yl 810U IO U0 Speal o)y wing 0} umouy dde uy

slMeld ‘Peaysid

hmﬁms_szm.

pesiy L

‘pelund sem jeym 1snl no
ainBy 0} sisAeure Apoisnd Jo ureyd e usopad Aew am usy)
0} ‘sojly 40d Srelpsuualul ‘sajl dus) axe a1ay J| “esjoun

e i = i i i i e e e i i e e

stayo Aigissod ‘g

9jiduld

SUBSTITUTE SHEET (RULE 26)



PCT/US2004/001508

WO 2004/066085

8/10

06 'Old

‘sdde sjowal o saureu abew umouy 10} 4007 | - punoqinQD3Sd| ‘punoquiD3Sd .
§5800id ‘pasn aq Aew spod [e1oneg ‘punoqin04an ‘punoquidan $5600y/8l0WaY
'Sjuene peaidafid ayelodioout jou o ‘PunoqinQdidL ‘PunoquididoL
- 'SJLIOAS YoM}aU
pUB SajlM POARSISIUI IO ‘SJUSAS JIOMJaU pue spes)
panesjialu} 10} 40| ‘LOdyIoMIBNYBNOIY [YaT8ld NI -
§8830.d ‘Bl d14 Ue 8q o} sweu Ag umou puncainQdidoL 9lidd.
si dde sy ssejun ‘yod d| 4 UOWLIOD 8} O} URASUOD) ‘punoquididoL) ééé :
Blumeld ‘Peste)d .
‘Bunum Joj .
| 8uo pue Buipeal 1o} 8UO ‘sjuand OM} OJuI njds oy Juem Aep _
‘SpeaJ ajij perespiolul
SUIB0U0J Se JodomiaNyBnoiy | yeep o1 Jejiwis
"souesu) Jad Jo dde Jed [0oojoid sy} uresisuod Aepy punogin0)3Sd| ‘punoquid3Sdi
$58904d "SJUMBJISUOI ‘pUNOGINO4AN 'punoquidan ddvdzd -
aney Aew Wwau) Jo ffe Jo awlos ‘pasn eq m spod Sidny | ‘punoqindidoL ‘punoquididoL | m
‘Pesye)d [
‘ddydzd & aq 0} :
UMOUY 9SO0U} JO BUO ag 0} sureu uoieoydde ey uresuo) | |
‘syiod 8y} UO SjueASuoD soeid Aepy
JoBuessaly Juelsul 10} pasn (¢.¢.¢5100010.d 18U)0)
888001d | 9 0} umouy 8oy} J0 suo Sy swieu abew uoedldde ay) | ‘punoqnOdidoL ‘Punoquididol JoBuessapyiueisyy
‘peaysiy
"SJUBAS YIoMIBU B} Uim speayali4 Bunesyaiul
Jfe seuiguio) ‘LodiomiaNuBnosy 1 yeTalld 0} Jejwis

SUBSTITUTE SHEET (RULE 26)



PCT/US2004/001508

WO 2004/066085

9/10

as o4

¢uibo

~"Peal S| 8y} 0 JUNod
© 90 |IM UOIBURSap 80IN0S 8L} ‘peal si 8jly U0 Uy} aIow J|
JuaAs JnQjeuun] e ul Bunedioiped

s1 Jeys ssa00.d e BuinoAUl Speays|q Buineapisul

[[e SauiqI0) HodMIoMBNyBnoIYy [ yeTs]4 O} JejiS

InQjsuun . ‘pesyai

jouunj ybnouy  ye19)4

wbo

ummz ale syod salu Uey) alojy
"papasu Yoreasal aJojy pasn aq Aew sjooojold sjdiny

punogin093Sd| ‘PUnoquI3Sd
. ‘punoginOdan ‘punoquidan
pUNOCINOdIdOL ‘PUNoquIdidOL

InQujieuuN}

b

uibo

"(Aiqeqoud)

eIy} SWES 8U} aJeys Jajsuun) sy Jo Sjuas Uiog

'y uod [eo0] 0} ¢ Lod

[e20} WO punoqu; saAi9081 osje dde puodss aly] g JueA
"¢ Hod [eoo]

0} g Hod [220] Woy punogino Spuss JajuLINy 8y :z Juang
2 Uod {eaoj 01 | Lod sjowsal

LU0 PUnoqul SeAigdal em_mcca ay) dde jsiyay] :} JusAg
‘8JoWal §I

spod 8y} Jo 8Uo "pasn e suiod Jnoj pue sdde Juaeyp om|
‘pasn sass8001d oM} AjuQ *{020101d BULIES BSN SjURAS |y

punoqin003Sd| ‘punoquiO3sd
‘punoqin0dan ‘Punoquldan
‘punoginOdidOL ‘punoquididOL

ujjeuung

ubo

- (Aiqeqoad) peaiyy
alles ay) areys Jajpuun) sy} Jo Sjuans yiog 4 Hod ajowsl

0} ¢ Jod [200] WO SPUSS OSfe Jajauun) ey g JUsA

"2 Lod [e20] 0} | Hod [e20] wol

punoqui sanisdai (1ajeuuny au) dde puodas ay] g Jusad]
‘g Wod (200

0} | Mod 220} WoJj punogino spuas dde jsuy sy ;| uead
‘sjowai s syod

alf} Jo suQ ‘pasn are spod unoj pue sdde jusieyp om|
"pasn $8553004d oM} AjuQ *jooo}oid SLues asn SjusAS |y

——————— - ——n - ——i— . Biem b adem = = A da WS eI e e M S Seiim Emtemsn i oo -

PUNOGINOOS| ‘PUNOGUIDIS )|
__punoginodan ‘punoquiddn
punoginQdlidQ.L PunoquididL

InojeuunL

SUBSTITUTE SHEET (RULE 26)



PCT/US2004/001508

WO 2004/066085

10/10

9 'Oid
H3ASNVHL 3714
I NO LYV S09

o
—r—

AdOD 3714 NO NHVM

N
=2 a0

SNG V1418 TWSYIAIND N\
g |
aJl d3asn

¢-v09
SddV 3S1ddd3aLN3 WOHd
AdOD QHV04adi10 40014

+-¥09

i

=

ONILNIHd A31vNDIS3d
ATNO MOTIV

Jo

NHNE dO NO 3S0dHNd
SS3NISNG HO4 LdNOHd
O, ==t
1-£09
.J
jgoued MO

|| esuodsag
00Z . _
NOILYOINddY papaau s| 8oue)sisse)

3SIHdH3 1IN

JI [EAUEW AD1[0d 2y} Jo (€21x) Anoss sjelodid®
‘1ebeueul JnoA Jnsuod ases|d ‘Buipasdnid-a1049q
papaau si indul INoA ‘uoneoyisn| sssuisng e sainbai
abeloig ajqeaowsay 01 Adod aj1q ‘UIIoR INOA

NVIQ¥VYND
wusIa

yuaby uelpaeng jeybig

SUBSTITUTE SHEET (RULE 26)




	Abstract
	Bibliographic
	Description
	Claims
	Drawings

