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Fraud Detection System for Electronic Networks
Using Geographical Location Coordinates

Background of the Invention

In recent years a number of electronic
communications networks, computer networks, and on-line
systems have proliferated. These systems all deliver
some value in goods or services to the subscriber, who
pays fees for both the usage of the system and the
value of goods or services purchased. These systems
include some method of billing the subscriber, the
intent of which is to attribute to that subscriber the
charges associated with his/her authorized use of the
system, and thus generate a liability on the part of
the subscriber. 1In the case of electronic networks
like cellular phone systems, which are delivered to the
subscriber in small portable devices, an identification
code is integrated into the subscriber’s device, in
order to identify that subscriber, who is typically
remote from the billing authority. In the case of
computer networks and on-line services, a code which is
attributed to each user serves as the billing
identification. 1In this case, the subscriber must
input the code manually to validate each purchase.
These codes may be credit card numbers, allowing the
service provider to directly debit the accounts of
these subscribers. In other cases, passwords may be
used. Note that credit card numbers and passwords may
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also be added to electronic networks like cellular
phone network to provide alternate billing options.
These systems all share a common problem.
Possession of the ID code (or device, which implies
possession of the ID code) of a subscriber allows an
unauthorized individual to charge goods and services to
the account of that subscriber,

thus perpetrating acts
of fraud on the system.

A stolen cellular phone, a
cloned phone, or a stolen credit card number or other
password will allow such fraud, typically until

discrepancies are noticed upon the next account

statement. In some extreme cases, sudden inordinate

charges, or charges incurred from widely disparate
geographical points of sale (using credit cards)

alert the billing authority to a problem more
expediently.

may

Note that there is inherent geographical
information included in the address/location of the

commercial entity who generates a charge on a credit

card. The credit card company may use this information

to spot a misappropriated card number, if the card is
used in locations deemed unusual based on the previous
charges compiled by the legitimate card holder. Such

information is not necessarily available or reliable on
computer systems.

Computer networks in particular, and possibly

electronic and telecommunication networks, like that of

cellular phones, do not include or associate any

geographical data on the point of sale with such
transactions in the billing database. Computer

networks pose particular problems to the usefulness of

such information, since an individual may typically

connect to and operate computers from anywhere in the

world, with minimal effort. Tracking an individual on

a computer network to an actual geographical location

can be quite difficult, especially if they do not want

to be located. Even telecommunications networks which

may offer "trace" capabilities, like the phone system,
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can be fooled by individuals with the technical know-
how to disguise their‘signal.

US Patent 5,327,144, issued to Stilp, et al.,
discloses a "Cellular Telephone Location System".

Stilp discloses a system and method for establishing
the location of a cellular handset unit, using
triangulation data from 3 or more ground-located cell
site antennae, using information from the Global
Positioning System (GPS). The triangulation data is
transmitted from the cell site, to a central site, and
finally to a database, which may be co-located with the
central site. Finally, Stilp details an algorithm for
collating the data from said 3 or more cell sites,
determining handset location from such data, and
storing this information in the database. The patent
basically provides a method by which an existing
cellular telephone network may be adapted to perform
GPS location calculations.

Previous systems for prevention of fraud in
electronic services focused on methods for tracking the
fraudulent device after the billing authority has
determined that fraud is likely or is definitely being
committed. Such methods are termed herein as '"passive"
fraud detection systems. Such a system is detailed,
e.g., in US Patent 5,335,278, "Fraud Prevention System
and Process for Cellular Mobile Telephone Systems", to
Matchett, et al. Matchett describes a system whereby
the central cell sites, as described in Stilp, et al.,
can gain access to a list, describing user
authorization data, maintained by many or all cellular
service providers. An improvement detailed in Matchett
et al. is the ability of each cell site to check an
incoming request for service against this list in real-
time, to determine, before service is granted, whether
the request is from a legitimate user. If the ID codes
in‘the user’s handset were either a) not on the 1list
or b) listed as stolen, the request for service is
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denied, and the billing authority could presumably use
the methods of Stilp ét al. to gathér location data.
Matchett et al. also describes a method of distributing
this authorization data to remote cell sites via a
satellite downlink.

While Stilp et al. relies on the existing cellular

phone system infrastructure to make use of cell-site
broadcast /receive antennae, in order to calculate a

global position, there is a need for a system which can

extend its use beyond cellular phones. One possibility
is by the inclusion in the terminal hardware of GPS
receiving circuits to tap into the Global Positioning
Satellites in position around the planet in order to

address the problem of fraud.

The prior art relies on the periodic distribution
of a list of good and bad cellular IDs, maintained
manually by a billing authority, which is possibly

incomplete, to individual cell sites which handle

requests for service. There is a need for a system

which details links between approval sites to update
and share information collected automatically in the

course of processing transactions in a central

database. While the prior art relies on a simple

comparison of serial numbers versus valid and stolen

numbers to identify requests from known stolen Ids or

fictitious IDs, the system described herein may also

check such a list but it also compares global
coordinates associated with each request against an
accumulated list of past transaction information from
the same ID. The present system then determines based
on the timing of shifts in location coordinates for a

given device whether such a request is from a device

that has likely been cloned. So, whereas the prior art

aims to stop the granting of service to stolen IDs, the

system disclosed herein aims to go a step further and

actually identify stolen IDs, using the collation of

location data from multiple transactions.
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Summary of the Invention o
The present invention is directed towards

improving the detection of fraud on such electronic
systems by causing to be associated with a registration
record additional information comprised of a time stamp
indicating the time the transaction occurred, and
location coordinates generated by the terminal device
and integrated into the transaction protocol. The
present invention is also intended to be used in more
general purpose computing devices incorporated into
networks (such as LAN and WAN) for the purposes of
adding an additional layer of security to more
traditional computer to computer transaction security
protocols. Such computing devices could be retrofitted
with hardware to provide the location information. One
possibility is to provide GPS data. Specifically, the
present invention is meant to incorporate location data
at a very low level of the protocol to add reliable
geographical positioning information to computer
networks.

In a first embodiment of the present invention,
hardware is added to a computing or other electronic
device. Typical devices are those used to incur
liability or conduct transactions for purpose of
information exchange, or request of service, such as a
cellular phone handset or a computer terminal. The
hardware can receive signals from the various Global
Position System satellites in orbit about the Earth.
The.signals allow the hardware to determine to a high
degree of accuracy (9 meters or less) the exact
position on the surface of the planet which the device
occupies. The hardware, which is deployed in
tamperproof packaging within the device, directly
relays the GPS information to the computing system
itself, for transmission to a billing authority.

The inclusion of location receiving hardware in
the computing access device can add a new dimension of
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geographical location, which is’not inherent in
transactions between computer systems, to the

transaction information. When location-is used

together with timing information, and the assumption

that each device ID code is unique (i.e., there can be

only 1 authorized device which generates a specific
code), and multiple transactions attributed to the same
device ID are collated by the billing authority,
transactions in which authorization was impossible or
highly improbable are immediately apparent to the

billing authority. For instance, two transactions

could not occur simultaneously in two disparate

locations for the same device ID. Similarly, a

transaction conducted at 9 am EST in New York City is
suspicious when viewed in the context of the same

device incurring a transaction at 6:30 am Pacific time

on the same day. 1In such cases the validity of the

registered device number involved in such transactions
could be immediately suspended, pending further
investigation, thus preventing additional fraud. If it
is clear a device ID has been cloned, the device ID
could be permanently retired, and the legitimate owner
issued a new device with a fresh ID.

The invention herein disclosed improves the state

of the art by taking an "active" approach to fraud

detection. This new System automatically determines on

a transaction by transaction basis whether each

transaction is suspicious. This leads to faster

detection of fraud, and thus fewer instances of fraud
and decreased monetary losses that result from it.
addition, the methods described as part of the new
invention apply beyond the realm of cellular phone
service to any remotely delivered electronic service
which depends on a pPiece of terminal hardware.

The present invention

In

represents an improvement
over the prior art, in providing a method and
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apparatus for the active detection of fraud on remote,
distributed electronic systems.

Brief Description of the Figures
Figure 1 shows a schematic of an example

embodiment of the present invention:

Detailed Description

For the purposes of this discussion please refer
to the accompanying Figure 1.

While the embodiment described herein primarily
concerns GPS data, it should be noted that any location
determining system may be utilized. A fraud detection
and prevention system for remote, electronic delivery
of goods or services includes a multitude of subscriber
terminal devices 1, which contain telecommunication
links with local authorization sites 3 over various bi-
directional wired 8 or wireless 9 telecommunications
paths. Each terminal device contains a unique serial
identification number (SIN), which is embedded in an
integrated circuit within the device, as well as
circuitry which receives and correlates signals from
three or more Global Positioning Satellites 2 and
furthermore generates global positioning system
coordinates, identifying the terminal location. When a

‘terminal device requests a transaction, it transmits

the transactional data along with SIN and GPS
coordinates to the authorization site along the wired 8
or wireless 0 telecom path. Authorization sites 3 are
connected via high bandwidth telecommunications paths 7
to a distributed database cloud 15 having one or more
database servers 5 which work in tandem to service
requests from various authorization sites and which
updates database records between like servers 5.
Authorization sites 3 are also connected to a central
database archive 6, which continuously updates its
records from the distributed servers, and which
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redistributes its information regarding recent
transactions en masse to each distributed server at
certain periodic intervals of low network utilization.
Only one database server 5 is required to answer a
request from a given authorization site 3 for a given
transaction.

Each distributed database server 5 may maintain
records of up to N most recent transactions for each
SIN, while the central archive contains all records for
a SIN, which may be greater than N. 1In addition, each

distributed server 5 can maintain a master list of
valid SINs,

archive.

periodically received from the central

The master list also contains a last known

GPS position for each SIN. The authorization site 3

communicates the SIN and GPS information for a given
transaction to a database server 5 in a validation

request along a telecommunications path 7. Aall

database servers 5, including the central archive,

index their records by SIN. These servers 5 maintain

transaction records including information such as SIN,
transactional information such as type and price of

product or service. The GPS coordinates from which the

transaction was conducted, and a timestamp reflecting
the server 5 received the validation request. Th

database servers 5 are preferably kept within 10

e

~seconds of time synchronization. When a database

server 5 receives a validation request, the server 5
verifies the SIN and retrieves the most recent
transactional record which matches the SIN. If the

SIN is not valid, the authorization may be rejected

immediately, and a record of the request can be stored.

The server 5 communicates the rejection to the

authorization site via telecom path 7. 1If the SIN is

valid, the server 5 can then compute the distance the
terminal has traveled,

transaction.

if any, since the previous

It can also compute the number of seconds
which have elapsed since the last transaction. These
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two numbers can be used to calculate an implied
groundspeed for the terminal. Threshold limits may
then be established on terminal inter-transaction
groundspeed which trigger an immediate warning to
billing authorities and/or an automatic rejection of
the transaction. Levels of distinction could also be
programmed. The database server could give a warning
if a fast, but possible speed was implied (if a
terminal were in flight on a jet, for instance), and
could give a rejection if an impossible speed was
implied (if two transactions requests were registered
from the same SIN simultaneously from New York and San
Francisco, signaling a clear SIN cloning attempt). A
SIN could also be invalidated across all database
servers upon a rejection.

In a practical implementation of the system, SIN
and GPS receiver circuitry are preferably installed in
tamperproof IC packages, and strong encryption would be
used on all transmissions in the transaction validation
protocol.

Even in the case where encryption is not used, or
it is broken, the cloned device must still be made to
transmit false GPS coordinates which correspond to
within a close proximity (as small as 9 meters) of the
legitimate device, each time it is used. Otherwise,
there is still the means of detection if the cloned
device transmits false coordinates different from the
legitimate device in close temporal association.

Example

The example concerns simultaneous transactions
originating in New York and San Francisco, and is
depicted in Figure 1. A subscriber who lives in San
Francisco owns a terminal la: He is registered with
the billing authority under the name John Q. Public,
with his San Francisco address and phone number. A
unique SIN, #5555555, was issued to him and is
associated with his registration, reflecting the number
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hardwired into the tamperproof assembly inside his

terminal device. John Q. uses his terminal without

disturbance for a few months, mostly in San Francisco

Then John Q. travels to New
York City to visit a friend for a week, taking his
terminal with him.

and the surrounding area.

While in New York, he uses the
terminal several times,

e-mail.

in wireless mode, to check his
Unknown to John, an individual in New York has
stolen his SIN from the air and cloned John's terminal.

A few days after his return to San Francisco, the thief

begins using the cloned device. John wakes up one

morning at 9 am and decides to check his e-mail over a
dialup service in San Francisco.

In connecting to his
mail service,

John leaves a transaction record

including his SIN, GPS coordinates and time (normalized

to Greenwich Mean Time) in the central database, and is

soon disseminated throughout the distributed database

cloud. At 12:30 pm EST, the New York-based thief call

a distant foreign country and talks to friends and
family for a few hours,
account.

S

all to be charged to John’s

He uses his cloned terminal 1b, which also

contains SIN #5555555. When the initial request for

service is processed, the validation process looks up

the last transaction on SIN #5555555, finding John’s e-

mail retrieval from San Francisco half an hour earlier,

and yields an implied ground speed of about 6,000 miles

per hour (3,000 miles / .5 hours), well above the
impossibility threshold set up by the billing

authority. The request is denied, John Q. Public’s

SIN is marked as invalid, and John is quickly notified

he needs to register for a new SIN, before any money
has been lost.

The example above makes certain simplifications

for clarity, such as a cloned device in New York and

the original in San Francisco, the obvious nature of
the fraudulent use,

and the immediate disabling of the
SIN.

In practice, GPS can provide a detailed
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resolution of cloning within a single metropolitan
area, since coordinates are accurate to within 9 meters
of a terminal’s actual position. Another consideration
is that in practice it may take several fraudulent »
transactions until a suitable coincidence of subscriber
and thief, each trying to use the system, flags the
problem. Regardless of this limitation, the system
still provides a facility for detecting such fraud
automatically, before a complete billing cycle has
expired, reducing total losses. In addition, if fraud
is suspected, a subscriber might use an active option
on their terminal to continuously transmit GPS data to
an authorization site in an effort to catch a thief in
the act. Given the processing speed of current servers
and the high communications speeds possible between
computer systems, a delay of only a few seconds to
check SINs against a database is achievable.
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What Is Claimed Is:

1. A network system for delivering information with

fraud detection and fraud prevention, comprising:

a plurality of electronic terminal devices;

a protocol for communicating over at least one
telecommunications link which interconnects said
devices on the network;

& coordinate locator locating each of said
plurality of terminals;

at least one billing authority node connected to
the network, said node communicating with said
plurality of terminal devices, and said node
maintaining records of terminal usage and terminal
owner liability due to such usage, such that said
plurality of terminal devices communicate with said at
least one billing authority node using said protocol,
such that said plurality of terminal devices,
protocol, obtain approval of delivery of the

information via said network to said terminal devices

via said

from said at least one billing authority and incur
liability with said at least billing authority for the
terminal owner, wherein the liability is recorded in at

least one database connected to said at least one
billing authority.

2. A method for the detection and prevention of fraud

in an electronic network system, utilizing terminal
location information, comprising the step of:
(a) associating in a database linked to a billing

authority via a billing authority node,
one transaction,

for at least

information identifying a transaction
record.

3. The method of claim 2, wherein said transaction

record is complete and includes:

i. a terminal device ID;
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ii. a terminal owner;

iii. location information locating the terminal
at a time corresponding to the start of the
transaction;

iv. the time at which the billing authority
started processing the transaction;

V. a description of the information or service
involved in the transaction;

vi. the time at which the billing authority
finished processing the transaction;

vii. the location coordinates at the end of the
transaction;

viii. the cost of the transaction.

4. The method of claim 2, wherein said transaction
record is partial and includes:

i. a terminal device ID;

ii. a terminal owner;

iii. location information at a time corresponding
to the start of the transaction;

iv. the time at which the billing authority
started processing the transaction;

V. a description of the information or service
involved in the transaction.

5. The method of claim 3, further comprising the step
of receiving from said plurality of terminal devices
using said protocol:

i. terminal device ID;

ii. location information;

iii. a description of the information or service
involved in the transaction;

iv. the location information at the end of the
transaction.

PCT/US96/10096
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6. The method of claim 3, further comprising the step
of providing from the billing authority elements
corresponding to:

i. a terminal owner;

ii. the time at which said at least one billing
authority started processing the transaction;

iii. the time at which said at least one billing
authority finished processing the transaction.

7. The method of claim 2, further comprising the step

of determining said terminal owner from said terminal
device ID by looking up an ownership record which
associates a terminal owner with a terminal device ID,
the status of said terminal device id, and the last
reported location of the terminal device.

8. The method of claim 2, further comprising the step

of determining the time at which said at least one
billing.authority started processing the transaction
and the time at which said at least one billing

authority finished processing the transaction from the
local time.

9. The method of claim 3,
steps of:

further comprising the

a. determining items i-iv at the start of a new

transaction, using said terminal device ID to search
ownership records in said database to determine the

validity of terminal device ID, wherein if said
terminal device ID is not valid, alerting said billing
authority and storing a record containing information
items i-v in a list of denied transactions.

10. The method of claim 2, further comprising the step

of using item i to search transaction records in said
database for the most recent previously‘existing
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transaction record which matches the terminal device
ID.

11. The method of claim 2, further comprising the step
of finding matching transaction records, comparing the
time and location of the previous record with the time
and location of the new record, and imputing an implied
ground-speed for the terminal device, between current
and previous transaction.

12. The method of claim 11, further comprising the
step of comparing the implied ground speed with a
threshold limit set by the billing authority, approving
the transaction if the implied ground speed is at or
below the threshold, and denying the transaction
authorization if the ground speed is above the
threshold.

13. The method of claim 4, further comprising the step
of alerting the billing authority, storing a record of
information items i-iv in a list of denied
transactions.

14. A network system with fraud detection and fraud
prevention, comprising:

a plurality of electronic terminal devices;

means to deliver information to the terminal user
via the network;

means to incur liability to the registered
terminal owner in exchange for the provision of the
information;

a protocol for communicating over at least one
telecommunications link which interconnects said
plurality of devices on the network;

at least one billing authority node connected to
said network, communicating with said plurality of
terminal devices, said node maintaining records of
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terminal usage and terminal owner liability due to such
usage, such that said pPlurality of terminal devices
communicate with said at least one billing authority
node via telecommunications links which connect the
terminals with billing authority nodes;

wherein said billing authority analyzes the
telecommunications link to said terminal to provide
coordinates describing the location of said terminal
device;

such that said plurality of terminal devices use
said protocol to obtain approval of delivery of
information via said network to said plurality of
terminal devices from said at least one billing
authority and incur liability with said at least one
billing authority for the terminal owner, wherein the
liability is recorded in at least one database
connected to said at least one billing authority.

15. A network system with fraud detection and fraud

prevention, comprising:

a plurality of electronic terminal devices;

means to deliver information to the terminal user
via the network, means to incur liability to a
registered terminal owner in exchange for the provision
of the goods or services;

& protocol for communicating over at least one
telecommunications link connecting the devices on the
network;

a coordinate locator locating said terminal;

at least one billing authority node connected to

said network, said at least one node communicating with

said plurality of terminal devices, said node
maintaining records of terminal usage and terminal
owner liability;

such that said plurality of terminal devices
communicate with said at least one billing authority
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node via telecommunications links which connect the
terminals with billing authority nodes;

wherein said at least one billing authority
analyzes the telecommunications link to one of said
plurality of terminal devices to provide coordinates
describing the location of said one of said terminal
devices;

and such that said plurality of terminal devices
use said protocol to obtain approval of delivery of
information via said network to said plurality of
terminal devices from said at least one billing
authority.

16. The method of claim 2, further comprising the step
of combining a threshold ground speed limit with a
predetermined region of valid coordinates, and pre-
programmed into the database, such that said region is
associated with the ownership record for the device ID
of the owner and said region is used to screen v
validation, such that the billing authority rejects any
transactions outside the region regardless of
groundspeed, and allows any transactions within the
region which do not exceed the groundspeed threshold.

17. The method of claim 2, further comprising the step
of incorporating a user controlled "active" locating
option into a terminal device such that it continuously
broadcasts its location to a billing authority in an
attempt to increase the probability of detection of
fraudulent transactions by a cloned device, such that
as each transmission is received, the location is noted
in the SIN master list as the last location
coordinates.

18. The method of claim 2, wherein said terminal
device ID is supplemented by ID codes other than the
device ID to isolate occurrences of fraud using



f- T I N R SRy

H

WO 96/41488 PCT/US96/10096

18

misappropriated account numbers from non-cloned
computing devices.

19. The method of claims 2, further comprising the

step of using encryption techniques to encode the
transmission of sensitive ID codes, location
information, and time stamp data from one of said

plurality of terminal devices to said billing
authority.

20. The method of claim 9, further comprising the step

of invalidating the terminal identification number.
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