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(57) Abstract: A method and device for classifying collected images. The method and device include instructions to compare a cap-
tured image to a known set of images to determine the location depicted therein; and applying a classification upon the image based
upon the determined location depicted therein and whether the determined location indicates that the image has the potential to de -
pict privacy sensitive information.
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A METHOD AND SYSTEM OF ENFORCING PRIVACY POLICIES FOR MOBILE
SENSORY DEVICES

PRIORITY

[0001] The present disclosure is a non-provisional application of US Application Serial
No. 61/890,654, titled A METHOD AND SYSTEM OF ENFORCING PRIVACY POLICIES
FOR MOBILE SENSORY DEVICES, filed October 14, 2013. The present application

incorporates the disclosure thereof and claims priority thereto.

GOVERNMENT INTEREST

[0002] This invention was made with government support under CNS-1016603 and IIS-
1253549 awarded by the National Science Foundation. The Government has certain rights in the

invention.

FIELD OF THE DISCLOSURE

[0003] The present disclosure is related to methods and devices to support the creation of
exclusion zones where audio and/or video capturing is prevented. The present disclosure is
related more specifically to methods and devices for audio/video capturing devices to quarantine
audio/video files captured thereby that present a high likelihood of depicting privacy sensitive

subject matter.

BACKGROUND

[0004] Handheld/portable computing devices, such as smart phones, possess increasing
computing power. Such devices further include multiple sensors that can be used to capture data
about the environment in which they are located. These devices have the ability to record audio
and/or video. In some instances, such as “life logging” devices, the periodic and/or constant

capturing of this media is desired. Examples of such devices include those sold under the trade
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names of Memoto, Autographer, and Google Glass. As a user continues to use such a device, it
becomes increasingly possible that the user will forget that the device is capturing media.
Accordingly, it becomes possible for a user to transport such a device into a privacy sensitive
arca where it is not welcome. Still further, some professions such as physicians and other
workers handling personally identifiable medical information (or other similarly sensitive data)
present the possibility of workplace violations (such as HIPPA violations) in the event of private
information being captured.

[0005] In addition to the examples where a user has voluntarily established the media
capture, the media capturing devices are also potential avenues for criminals to commandeer
(hack) to then use the media capturing capabilities to ascertain private facts (such as those useful
in identity theft).

[0006] Accordingly, there exists a need for a multimedia device to have a “blacklist” of
locations, either configured by the user or otherwise, that cause media gathered therefrom to be
quarantined prior to being made available to the device generally.

[0007] According to one embodiment of the present disclosure, a method classifying
collected images is provided. The method including executing on a computing device
instructions to compare a captured image to a known set of images to determine the location
depicted therein; and applying a classification upon the image based upon the determined
location depicted therein and whether the determined location indicates that the image has the
potential to depict privacy sensitive information.

[0008] According to another embodiment of the present disclosure, an image handling
device is provided. The device including an image capturing device; one or more applications

able to utilize images from the image capturing device; and memory storing instructions, that
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when interpreted by a processor instantiate a system layer logically disposed between the image
capturing device and the one or more applications such that images captured by the image
capturing device must pass through the system layer prior to being made available to the one or
more applications. The system layer includes an image classifier, a plurality of image policy
rules; and an image policy enforcer operable to apply the policy rules to an image received
thereby according to the classification of the image by the image classifier. The image policy
enforcer operable to choose between: making the image freely available to the one or more
applications; making the image or portion of the image unavailable; and holding the image and
requiring explicit approval from a user prior to making the image available to the one or more
applications.

[0009] In yet another embodiment of the present disclosure, a non-transitory computer
readable media is provided including instructions thercon that, when interpreted by a processor,
cause the processor to compare a captured image to a known set of images to determine the
location depicted therein; and apply a classification upon the image based upon the determined
location depicted therein and whether the determined location indicates that the image has the

potential to depict privacy sensitive information.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010] The above-mentioned aspects of the present teachings and the manner of
obtaining them will become more apparent and the teachings will be better understood by
reference to the following description of the embodiments taken in conjunction with the

accompanying drawings, wherein:
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[0011] FIG. 1 is a diagram showing exemplary logical procedure for a system according
to a first embodiment of the disclosure; and

[0012] FIG. 2 is a diagram showing logical components of an image classification system
of the system of Fig. 1.

[0013] FIG. 3 is a plurality of graphs showing precision-recall curves for retrieving

private images when using one classification system of the present disclosure .

DETAILED DESCRIPTION OF EMBODIMENTS

[0014] The embodiments disclosed herein are not intended to be exhaustive or limit the
invention to the precise form disclosed in the following detailed description. Rather, the
embodiments were chosen and described so that others skilled in the art may utilize their
teachings.

[0015] FIG. 1 shows an exemplary architecture embodiment that includes mobile image
capture device 102, off-board image classifier 104, and external image service 106. Mobile
image capture device 102 includes a plurality of captured images 110, 112, 114, 116, OS layer
120, and application layer 150. OS layer 120 includes privacy policy rules 122, onboard image
classifier 124, policy enforcement module 126, and image classification buckets 128, 130, 132.
[0016] Privacy policy rules 122 establishes a set of blacklisted spaces. Each space in the
policy includes a geospatial location, enrollment images or a model, a string identifier, an action
to be taken for images that match the space policy, and a sensitivity value. Geospatial location
can be as simple as traditional latitude and longitude where the space resides. Enrollment images
are images taken by a user of the sensitive space to allow enrollment of the space into the privacy

policy. It is also possible to receive a previously constructed model directly rather than



10

15

20

WO 2015/102711 PCT/US2014/059851

enrollment images. String identifier is a title given to the space for convenient reference thereto.
In the present embodiment, three defined actions are allowed. The three actions are make public,
quarantine, and delete. The public action allows identified images to be freely distributed. The
quarantine action places a hold on the images that requires explicit approval to release. The
delete action eliminates the images.

[0017] Onboard image classifier 124 builds models 235 of locations and classifies new
images using models. Off-board image classifier 104 operates similarly to onboard image
classifier 124. The functions of the image classifiers 104, 124 can be performed individually or
in combination by image classifiers 104, 124. Off-board image classifier 104 is illustratively a
cloud-based service similar to the text-to-speech translation service used by Android and Apple
10S operating systems. Image classifier 124 processes individual images as well as jointly
processes sequences of images. Onboard image classifier 124 further considers whether the
received images are the product of an active or passive image collection. Active image
collection (where a user actively, and assumedly, purposefully takes a picture) vs. passive image
collection is also considered when classifying images. The assumption is that an actively
collected image is more likely to be done with care and is certainly less likely to be an image
gathered by an invasive program (virus, etc).

[0018] Once GPS has narrowed down a photo’s location to a particular indoor structure,
such structures are likely to be classified as either closed locales or open locales. Closed locales
are those where the structure is of a manageable size such that all (or nearly all) of the possible
spaces within a structure can be practically enrolled. In closed spaces, any received image is
likely to be able to be assigned to a particular room for the given geospatial coordinates. Open

spaces are those where it is not feasible to enroll every possible space. Open spaces introduce
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the possibility that a given image will not be able to be linked to a known space. Accordingly,
policies are needed for open spaces that contemplate an inability to definitely assign an image to
a known room with a specifically defined policy.

[0019] Policy enforcement module 126 takes data supplied by the image classifier 124
and applies the rules defined in the privacy policy 122. In one embodiment, policy enforcement
module 126 operates according to a mechanism where user policies specify that sensitive photos
are blocked from applications (application layer 150 and cloud photo-sharing services 106).
Sensitive photos are placed into quarantine bucket 130 pending review by the user. The user can
then release the photos to applications 150 or direct the photos to be destroyed (bucket 125).
Each photo further provides an indication of the application or other entity that caused it to be
taken. Accordingly, in the case of an invasive program, the program’s operation is revealed such
that the program can be removed, if desired. In still further embodiments, certain images can be
directed for erasure 128 immediately rather than using quarantine 130 as a waypoint.
Additionally, photos that do not raise privacy concerns can be distributed to applications (bucket
132).

[0020] As previously noted, geospatial information provides a first clue as to the location
where a photo was taken. However, the granularity provided by the geospatial location is not
always fine enough to restrict a location between multiple spaces that may have differing
treatments. Still further, geospatial information alone is insufficient to determine the angle of the
camera and what items were captured in a picture. Accordingly, additional processing is
provided to provide additional detail on the likelihood for an image to contain private

information.
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[0021] Fig. 2 shows operations performed by policy enforcement module 126 in
additional detail. The first portion of the processing includes the identification and utilization of
local invariant features, blocks 200, 220. Local invariant features are those features which are
highly distinctive and stable image points. These features are detected and encoded as high-
dimensional vectors that are insensitive to image transformations (illumination changes, scaling,
rotation, viewpoint changes, etc.). A second portion of the processing relies on global, scene-
level features such as broad color distributions and texture patterns. These two portions are
applied together as each has strengths over the other. The local features processing works well
for clear pictures and works well for close-up pictures of individual objects. The global
processing works well for blurry pictures.

[0022] Local features are classified using Scale Invariant Feature Transform (SIFT) processing,
block 200. It should be appreciated that while the SIFT processing is used, embodiments are
envisioned where other a local invariant feature detector techniques are used. Similar processing
is done in the preparation of a location model and in the analysis of an image to be classified.
Location features are determined to create a feature list. The feature list ignores the spatial
position of the feature, thus producing a raw list of features to be compared against. The image
models further determine which entries in a feature list are distinctive (or at least relatively
distinctive) with respect to the specific location. Such distinctive elements are given more
weight when attempting to classify a taken image. For example, consistent architectural or
design elements may reside throughout a home, or similar objects may exist throughout the
offices of a building. Thus images are matched to models based on the number of distinctive

local features that they have in common, 220.
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[0023] In particular, a scoring function S is defined that evaluates a similarity between a test

image I and a given set of SIFT features M; corresponding to the model of room 1,

P

kA (Equation 1)

where M is the set of features in all rooms except r;, 1.e. M = UjjerrifM;, 1( . ) 1s an indicator
function that is 1 if its parameter is true and 0 otherwise, Il . I denotes L2 vector norm (Euclidean
distance), and 1 is a threshold. Intuitively, given a feature in a test image, this scoring function
finds the distance to the closest feature in a given model, as well as the distance to the closest
feature in the other models, and counts it only if the former is significantly smaller than the
latter. This technique ignores non-discriminative features that occur in multiple models, counting
only features that are distinctive to a particular room. To perform classification for image I, the
room with the highest score is chosen

[0024] Many first-person images do not have many distinctive features (e.g. blurry photos,
photos of walls, etc.), causing local feature matching to fail since there are few features to match.
Thus global, scene-level features are used to try to learn the general properties of a room, like its
color and texture patterns, block 210. These features can give meaningful hypotheses even for
blurry and otherwise relatively featureless images. Several types of global features of varying
complexity are useful, including: 1) RGB color histogram, a simple 256-bin histogram of
intensities over each of the three RGB color channels, yielding a 768-dimensional feature vector.
2) Color-informed Local Binary Pattern (LBP), which converts each 9x9 pixel neighborhood of
an image into an 8-bit binary number by thresholding the § outer pixels by the value of the center
pixel. A 256-bin histogram is built over these LBP values, both on the grayscale image and on
cach RGB color channel, to produce a 1024-dimensional feature vector. 3) GIST, which

captures the coarse texture and layout of a scene by applying a Gabor filter bank and spatially
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down-sampling the resulting responses. One variant produces a 1536-dimensional feature vector.
4) Bags of SIFT, which extract SIFT features from the image but then vector-quantize each
feature into one of 2000 “visual words” (selected by running k-means on a training dataset).
Each image is represented as a single 2000-dimensional histogram over this visual vocabulary. 5)
Dense bags of SIFT are similar but are extracted along a fixed grid instead of at corner points.
Histograms are computed at three spatial resolutions (1x1, 2x2 and 4x4 grid, for a total of 21
histograms) and in each of the HSV color channels, yielding a 6,300 dimensional vector. 6) Bags
of HOG computes Histograms of Oriented Gradients (HOG) at each position of a dense grid,
vector-quantizes into a vocabulary of 300 words, and computes histograms at the same spatial
resolutions as with dense SIFT, yielding a 6,300 dimensional vector. It should be appreciated
that other general feature techniques are envisioned as well. Still further, modifications to the
specific techniques listed above are also anticipated. Once features are extracted from labeled
enrollment images, classifiers are learned using the LibLinear L2-regularized logistic regression
technique, 230.

[0025] As previously noted, in addition to classifying individual images, photo streams are also
collectively analyzed. The camera devices 102 often take pictures at regular intervals, producing
temporally ordered streams of photos. These sequences provide valuable contextual information
because of constraints on human motion: if image I; is taken in a given room, it is likely that I,
is also taken in that room. Thus an approach was developed to jointly label sequences of photos
in order to use temporal features as (weak) evidence in the classification. A probabilistic
framework is used to combine this evidence. It is assumed that there is a set of photos I1; I; ...;

Im ordered with increasing timestamp and taken at a roughly regular intervals. The goal is to infer
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a room label I; € R for each image I;. By Bayes’ Law, the probability of a given image sequence

P

having a given label sequence is, < #ivis

K™
Pk,

where the denominator of Bayes’ Law is ignored because the image sequence is fixed (given by
the camera). If it is assumed that the visual appearance of an image is conditionally independent
from the appearance of other images given its room label, and if it is assumed that the prior on
room label depends only on the label of the image before (the Markov assumption), the

probability can be rewritten as,

3
R
¥ RS
ERE S SN
; LW LAVE D

Equation 2
The first factor P(/y) is the prior probability of the first room label. Assume here that this is a
uniform distribution and can be ignored. The second factor models the probability of a given
sequence of room labels, and should capture the fact that humans are much more likely to stay in
a room for several frames than to jump randomly from one room to the next. A very simple

model is used herein,

- e Ly, oterwise,

where n is the number of classes (rooms) and is a small constant (such as 0.01). Intuitively, this
means that transitions from one room to another have much lower probability than staying in the
same room. This prior model could be strengthened depending on contextual information about a
place — e.g. due to the spatial layout of a home, it may be impossible to travel from the kitchen to
the bedroom without passing through the living room first. The third factor of the equation

models the likelihood that a given image was taken in a given room. Intuitively these likelihoods

-10-
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are produced by the local and global classifiers, but their outputs need to be converted into

probabilities. Again from Bayes’ Law,

[0026] P(I;) is again ignored (since I; is observed and hence constant) and the prior over rooms
P(l;) is assumed to be a uniform distribution, so it is sufficient to model P(l;ll;). For the global
classifiers, LibLinear’s routines are used for producing a probability distribution Pg(lilI;) from the
output of a multi-class classifier based on the relative distances to the class-separating
hyperplanes. For the local features, a simple probabilistic model is introduced. Equation (1)
defined a score S(I, r;) between a given image I and a room r;, in particular counting the number
of distinctive image features in r; that match 1. This matching process is, of course, not perfect:
the score will occasionally count a feature point as matching a room when it really does not.
Suppose that the probability that any given feature match is correct is f. Now the probability that
an image was taken in a room according to the local feature scores follows a binomial

distribution,

Y = ¢
He
EEEEL S

[0027] B is set to 0.9 in that the system is not very sensitive to this parameter unless it is set close
to 0.5 (implying that correct matches are no more likely than chance) or to 1 (indicating that

matching is perfect). To produce the final probability P(lill;), we multiply together Pr(lilli) and

-11-
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Pa(lil;), treating local and global features as if they were independent evidence. The model in
equation (2) is a Hidden Markov Model (HMM) 240, and fast linear-time algorithms exist to
perform inference. HMM is used to perform two different types of inference, depending on the
application. In a first use, it is desired to find the most likely room label /;* for each image /;
given all evidence from the entire image sequence,

R F®

Rl N CN RN N 3 N

R N pronei 2 3 35 5 idy § N
e PR Ay e SR

which can be solved efficiently using

the Viterbi algorithm. In other applications, the marginal distribution may be computed- i.c., the
probability that a given single image has a given label, based on all evidence from the entire
image sequence — which can be inferred efficiently using the forward-backward algorithm. This
latter approach gives a measure of classification confidence: a peaky marginal distribution
indicates that the classifiers and HMM are confident, while a flat distribution reflects greater
uncertainty.

[0028] The above-described system was evaluated using five datasets in a variety of indoor
spaces. For each dataset, enrollment (training) photos were first collected that were deliberately
taken by a human, who tried to take a sufficient number of photos to cover each room. This
varied from 37 to 147 images per room, depending on the size of room and the user. For each
dataset, between 3 and 5 rounds of enrollment images were taken at different times of the day, in
order to capture some temporal variation (e.g. changes in illumination and in the scene itself).
Stream (test) datasets were then collected, in which the person wore a first-person camera as they
moved around the building. Because Google Glass, Memoto (Narrative Clip), and other devices
are not yet commercially available, such devices were simulated with a smartphone worn on a

lanyard around the person’s neck. These smartphones ran an application that took photos at a

-12-



10

15

20

WO 2015/102711 PCT/US2014/059851

fixed interval (approximately 3 seconds), and collection durations ranged from about 15 minutes
to 1 hour.

[0029] The datasets consisted of three home and two workplace environments, each with 5
rooms (classes): House 1, a well-organized family home with three bedrooms, bathroom, and
study. House 2, a sparsely-decorated single professional’s home with a bedroom, office,
bathroom, living room, and garage. House 3, a somewhat more cluttered family home with two
bedrooms, a living room, kitchen, and garage. Workplace 1, a modern university building with
common area, conference room, bathroom, lab, and kitchen. Workplace 2, an older university
building with a common area, conference room, bathroom, lab, and office.

[0030] The datasets were collected independently by four individuals. The collectors simulated
various daily chores during the stream collection, with the aim of obtaining realistic coverage
across various rooms. For example, in Workplace 2 the collector obtained a cup of coffee, picked
up printed material, spoke with the department’s administrative assistant, and visited the
conference room and common arcas as detours. In House 1, the collector simulated various
activities like visits to the bathroom, work in the study, reading, and organizing. In House 2, the
collector performed various houschold chores with a high degree of movement, including
cleaning, folding and putting away clothes, moving objects from room to room, etc. Table I

presents detailed statistics on the datasets.

[0031] Single Image classification, Local features. The classifier was first evaluated based on

local invariant interest points. In addition to presenting raw classification accuracy statistics, the
effect of various parameters on the accuracy of this approach was tested. To do this without

overfitting to the test dataset, all results use the enrollment photos for both training and testing,

-13-
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using a crossvalidation approach. In particular, if a dataset has r rounds of enrollment photos, r
classifiers are trained, in each case using r-1 rounds as training images and the other round as the
test images, and then averaging the accuracies together. This methodology simulates a closed
locale where each photo is known to have been taken in one of the enrolled spaces and the task is
to classify amongst them.

[0032] Table II presents results of n-way classification for each of the five datasets (where here n
= 5 in all cases since there are 5 rooms in each dataset). The classification accuracies range
across the datasets, from a high of 98.4% accuracy for House 1 down to 76.2% for House 2. This
1S not surprising, given that House 2 is sparsely decorated and so there are relatively few feature
points for the local classifier to use. These results are compared to a baseline that simply chooses
the largest class; even for House 2, the classifier beats this baseline by over 2.5 times. For images
with few interest point descriptors, like blurry photos or photos of walls and other textureless
surfaces, the local classifier has little information with which to make a decision. Table II shows
the average number of distinctive features per image across the three datasets. When there are no
features to match, or multiple rooms have the same (small) number of feature matches, the
classifier resorts to a random guess amongst these rooms. The table shows the number of images
for which this happened, as well as the number of images for which there were no matches at all
(so that the classifier resorted to 5-way random guessing). The local feature classifier requires a
threshold to determine whether a feature match is distinctive (Equation (1)). Intuitively, the
larger the value of this threshold, the more feature points are considered during matching, but
these points are less distinctive; the smaller the value, the matched feature points are much more
accurate, but eventually become so few that there are many ties and most of the classifier’s

decisions are random guesses. It was empirically found that a value of about T = 0.45 performs
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best, and was used for all experiments presented herein. The technique is relatively insensitive to
this parameter as long as it does not reach too close to 0 or 1.0. To test the effect of image
resolution on accuracy of the local classifier, Table II also presents correct classification rates on
images sub-sampled to 1 MegaPixel (MP). This subsampling also has the effect of decreasing the
number of detected SIFT feature points, since SIFT uses heuristics based on image size to
determine how many points to produce. Surprisingly, performance on the lower-resolution
images cither equals or beats that of the high-resolution image on all five datasets. This suggests
that the limiting factor on performance is not image resolution, but perhaps image quality: all of
the images were taken indoors without a flash, and include significant blur and sensor noise.
Decreasing image resolution to 1MP thus does not decrease performance and in fact may help to
reduce noise.

[0033] Single image classification, Global features. The global features detection includes

building models of general scene-level characteristics instead of local level features. Table 111
compares classification performance of six global features, using the same evaluation criteria as
with the local features — 5-way classification using cross validation on the enrollment set. For
the datasets with relatively few features, like the sparsely-decorated House 2, the best global
features outperform the local features (78.8% vs 76.2% for House 2, and 93.9% vs 84.0% for
Workspace 1), but for the other sets the local features still dominate. Since the two bags-of-SIFT
and the bags-of-HOG features outperform the other global techniques by a significant margin for
most datasets, embodiments are envisioned that use only these three.

[0034] Image Stream classification All of the enrollment photos were used for training, and the

photo streams were used for testing. Inference was performed on the Hidden Markov Model

-15-



10

15

20

WO 2015/102711 PCT/US2014/059851

(HMM) by using the Viterbi algorithm to find the most likely sequence of states, given evidence
from the entire image stream.

[0035] Table IV shows the results of this step. When classifying single images, the global and
local classifiers perform roughly the same, except for the sparsely-decorated House 2 where
global features outperform local features by almost 8 percentage points. On average, the
classifiers outperform a majority baseline classifier by almost 2.5 times. The HMM provides a
further and relatively dramatic accuracy improvement, improving average accuracy from 64.7%
to 81.9% for local features, and from 64.3% to 74.8% for global features. Combining the two
types of features together with the HMM yields the best performance with an average accuracy
of 89.8%, or over 3.3 times baseline.

[0036] Human _interaction. This probabilistic approach naturally incorporates additional

evidence, if available. For instance, a lifelogging application or the device operating system
could ask the user to help label ambiguous images. A simple version of this was simulated by
having the HMM identify the least confident of its estimated labels (i.e., the image with the
lowest maximum marginal probability). That image was then forced to take on the true label by
modifying P(/ill) in equation (2) to be 1 for the correct label and 0 for the incorrect labels, and re-
ran inference. This process was run 10 times, simulating the system asking the user to label 10
images. The last column of Table IV presents the results, showing a further increase in
performance over the fully-automatic algorithm, and achieving over 90% accuracy for four of the
datasets, and 95-100% accuracy for three of them.

[0037] Online inference. The HMM approach assumes that the entire photo stream is available

—1.e., in labeling a given image, the classifier can see images in the past as well as in the future.

This scenario is reasonable for photo-sharing, lifelogging and other applications that are tolerant
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to delay. For applications that require online, realtime decisions, the HMM can be modified to
look only into the past (by running only the forward pass of the Forward- Backward Algorithm),
albeit at a reduced accuracy: average HMM performance across the five datasets falls from
89.8% to 82.6% in this case.

[0038] Impact of scene occlusion. First-person images are often capturing highly dynamic

scenes with moving objects and people, and this often causes large portions of a scene to be
occluded by foreground subjects in the photographs. These occlusions increase the difficulty of
indoor place recognition, but they are expected to be commonplace — in fact, potential
occlusions may be the basis for defining a room as sensitive in a privacy policy. (For instance,
empty bathrooms are usually innocuous, but photos of people in the bathroom elicits much
greater concern.)

[0039] While the test streams did include some incidental occlusions, it was desired to measure
the effect that more frequent occlusions would have on classifier accuracy. To do this, a dataset
was generated with simulated occlusions, superimposing a human silhouette (which blocked
about 30% of the image pixels) on varying fractions of the images (between 0% and 100%).
Table V presents classifier accuracies on these images on the Workspace 2 dataset (which was
chosen because it had relatively high performance with both types of individual features and the
stream classifier). It was observed that local feature classifier performance declines as more
images are occluded, while the accuracies of the global features and HMM are relatively stable,
decreasing by less than a percentage point.

[0040] Retrieving private images The discussion above casts the problem as one of image

classification: given an image known to have been taken in one of n rooms, identify the correct

room. A goal of system, however, is not necessarily to identify the exact room, but to filter out
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images taken from some subset of potentially private rooms. This is an image retrieval problem:
given a stream of images, it is desired to retrieve the private ones, so that they can be filtered out.
Since the classification algorithms are imperfect, the user could provide confidence thresholds to
select between a highly conservative or a highly selective filter, depending on their preferences
and the degree of sensitivity of the spaces. The top row of Figure 3 shows precision-recall curves
for retrieving private images from each of our five datasets. To generate these, five retrieval
tasks were conducted for each dataset, one for each room, and then averaged the resulting P-R
curves together. For the local and global features the maximum value (across classes) of Py (/4/I)
and Pg(/ill) were used, respectively, and for the HMM the maximum marginal (across classes) of
P4y, ..., I,) was used computed by the Forward-Backward algorithm. For House 1, House 3,
and Workspace 2, 100% recall is achieved at greater than 70% precision, meaning that all private
images could be identified while only accidentally removing 30% of the harmless images. For
Workspace 1 about 90% precision and recall is achieved, whereas for the very difficult House 2,
about 40% precision is possible at 90% recall.

[0041] The above results reflect the closed scenario, where it is assumed that the user has
enrolled all possible rooms in the space. To evaluate the open locale scenario, synthetic streams
were created in which randomly-chosen segments of streams were inserted from other datasets,
such that about 20% of the images in these noisy streams were in the ‘other class’ category. The
bottom row of Figure 3 shows the precision-recall curves in this case. While retrieval accuracy
degrades somewhat compared to the original streams, in three of the datasets (House 3 and the
two Workspaces) nearly 100% recall at greater than 80% precision is observed. For the vast

amounts of photos obtained in lifelogging applications, such precision values are reasonable as
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they still leave a large fraction of harmless images for sharing. The blocked photos can be
reviewed manually to identify such false classifications.

[0042] It was observed that the performance of the system was at least partially negatively
affected by the intensity of the processing necessary as part of the image classificaiton.
Accordingly, in such cases, off-board image classifiers 124 may be employed. Furthermore,
additional classification processing can be done in the off-board setting so as to increase the
accuracy and confidence of the results.

[0043] It should also be appreciated that while images that are filtered out due to being taken
from potentially private rooms or potentially containing private information, treatments thereof
are envisioned other than deletion (preventing their use) and quarantine. Indeed, embodiments
are envisioned where identified images are censored (whole or in part) such as by blurring to
obscure private content.

[0044] The software operations described herein can be implemented in hardware such as CPUs,
GPUs, and/or discrete logic fixed function circuits including but not limited to state machines,
field programmable gate arrays, application-specific circuits or other suitable hardware. The
hardware may be represented in executable code stored in non-transitory memory such as RAM,
ROM or other suitable memory in hardware descriptor languages such as, but not limited to,
RTL and VHDL or any other suitable format. The executable code when executed may cause an
integrated fabrication system to fabricate an IC with the operations described herein.

[0045] Also, integrated circuit design systems/integrated fabrication systems (e.g., work stations
including, as known in the art, one or more processors, associated memory in communication via
one or more buses or other suitable interconnect and other known peripherals) are known that

create wafers with integrated circuits based on executable instructions stored on a computer-
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readable medium such as, but not limited to, CDROM, RAM, other forms of ROM, hard drives,
distributed memory, etc. The instructions may be represented by any suitable language such as,
but not limited to, hardware descriptor language (HDL), Verilog or other suitable language. As
such, the logic, circuits, and structure described herein may also be produced as integrated
circuits by such systems using the computer-readable medium with instructions stored therein.
For example, an integrated circuit with the above-described software, logic and structure may be
created using such integrated circuit fabrication systems. In such a system, the computer
readable medium stores instructions executable by one or more integrated circuit design systems
that cause the one or more integrated circuit design systems to produce an integrated circuit.

[0046] The above detailed description and the examples described therein have been presented
for the purposes of illustration and description only and not for limitation. For example, the
operations described may be done in any suitable manner. The method may be done in any
suitable order still providing the described operation and results. It is therefore contemplated
that the present embodiments cover any and all modifications, variations or equivalents that fall
within the spirit and scope of the basic underlying principles disclosed above and claimed herein.
Furthermore, while the above description describes hardware in the form of a processor
executing code, hardware in the form of a state machine or dedicated logic capable of producing

the same effect are also contemplated.

220-



10

15

20

WO 2015/102711 PCT/US2014/059851

WHAT IS CLAIMED IS:

1. A method classifying collected images including:

executing on a computing device coupled to an image collection device instructions to
compare a captured image to a known set of images to determine a location likely depicted
therein; and

applying a classification upon the image based upon the determined location likely
depicted therein and whether the determined location indicates that the image has the potential to
depict privacy sensitive information.
2. The method of claim 1, wherein the classification is further based upon whether the
captured image is a product of an active or passive collection method.
3. The method of claim 1, wherein the known set of images are images known to be taken
proximate the location of the captured image.
4. The method of claim 1, wherein the classification is further based upon the application
that caused the image to be captured.
5. The method of claim 1, further including geospatial information in determining the
location depicted in the captured image.
6. The method of claim 1, wherein the classification is further based upon local invariant
features depicted in the image that are highly distinctive to a particular location.
7. The method of claim 1, further including providing the applied classification to a
computing element having access to the captured image, the computing element having access to
the captured image choosing a treatment of the captured image responsive to the received

classification, choosing treatment includes choosing between 1) allowing general use of the
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image by other computing applications, 2) requiring explicit approval from a user to allow use of
the image by other computing applications, and 3) preventing use of the image or portion of the
image by other computing applications.
8. The method of claim 7, wherein preventing use of the image by other computing
5  applications includes deleting the image.
9. The method of claim 1, wherein the classification is further based upon a second image
known to be taken 1) within a pre-defined temporal boundary of when the image was taken or 2)
immediately preceding or proceeding the taking of the image.
10.  An image handling device including:
10 an image capturing device;
one or more applications able to utilize images from the image capturing device;
memory storing instructions, that when interpreted by a processor instantiate a system
layer logically disposed between the image capturing device and the one or more applications
such that images captured by the image capturing device must pass through the system layer
15  prior to being made available to the one or more applications; the system layer including:
an image classifier,
a plurality of image policy rules;
an image policy enforcer operable to apply the policy rules to an image received
thereby according to the classification of the image by the image classifier; the image
20 policy enforcer operable to choose beteween:
1) making the image freely available to the one or more applications;
2) making the image or portion of the image unavailable to applications;

and
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3) holding the image and requiring explicit approval from a user prior to
making the image available to the one or more applications.

11. The image handling device of claim 10, wherein the image classifier applies
classifications upon the images based upon the determined location depicted therein and whether
the determined location indicates that the images have the potential to depict privacy sensitive
information.
12.  The image handling device of claim 11, wherein the applied classification is further based
upon whether the captured image is a product of an active or passive collection method.
13. The image handling device of claim 11, wherein the image classifier compares a captured
image to a known set of images to determine the location depicted therein.
14.  The image handling device of claim 13, wherein the known set of images are images
known to be taken proximate the location of the captured image.
15.  The image handling device of claim 11, wherein the classification is further based upon
the application that caused the image to be captured.
16.  The image handling device of claim 11, wherein the classification is further based upon
geospatial information indicating where the image was captured.
17.  The image handling device of claim 11, wherein the classification is further based upon
global scene-level features of the image.
18.  The image handling device of claim 17, wherein the global scene-level features include
color and texture patterns.
19.  The image handling device of claim 11, wherein the classification is further based upon a
second image known to be taken 1) within a pre-defined temporal boundary of when the image

was taken or 2) immediately preceding or proceeding the taking of the image.
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20. A non-transitory computer readable media including instructions thereon that, when
interpreted by a processor, cause the processor to:

compare a captured image to a known set of images to determine the location depicted
therein; and

apply a classification upon the image based upon the determined location depicted therein
and whether the determined location indicates that the image has the potential to depict privacy

sensitive information.
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