(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization ([ mj

52 A0 O 0O OO O

International Bureau

(43) International Publication Date
15 June 2006 (15.06.2006)

(10) International Publication Number

WO 2006/063005 A2

(51) International Patent Classification:
HO4N 7/16 (2006.01)

(21) International Application Number:
PCT/US2005/044176

(22) International Filing Date:
6 December 2005 (06.12.2005)

English
English

(25) Filing Language:
(26) Publication Language:

(30) Priority Data:
60/633,527 6 December 2004 (06.12.2004) US

Applicant (for all designated States except US): INTER-
DIGITAL TECHNOLOGY CORPORATION [US/US]J;
300 Delaware Avenue, Suite 527, Wilmington, Delaware
19801 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): GOLDBERG,
Steven, Jeffrey [US/US]; 1017 Chiswell Drive, Down-
ingtown, Pennsylvania 19335 (US). THOMMANA, John
[IN/US]; 10122 Vaquero Trail, Austin, Texas 78759 (US).
CHANDRA, Arty [IN/US]; 31 Jeffrey Place, Manhas-
set Hills, New York 11040 (US). BRIANCON, Alain,
Charles, Louis [US/US]; 19328 Cissel Manor Drive,
Poolesville, Maryland 20837 (US).

(71)

(74) Agent: BALLARINI, Robert, J.; VOLPE AND
KOENIG, P.C., UNITED PLAZA, SUITE 1600, 30 S.
17th Street, Philadelphia, Pennsylvania 19103 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KN, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV,
LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI,
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG,
SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ, VC, VN, YU, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARTPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, 7ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, S, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
—  without international search report and to be republished
upon receipt of that report

[Continued on next page]

(54) Title: METHOD AND APPARATUS FOR DETECTING PORTABLE ELECTRONIC DEVICE FUNCTIONALITY

6/063005 A2 | IV VY 20 0O A

J
J
< [200
~ —{ ACTIVATOR | — — 4 SENSOR f— — — — _————
I 210 240 I
| CONTROL |
: 270 :
INTERFACE k
| ™
L o e e e o o e e e e e e e M e e e e — — -

(57) Abstract: The present invention is a method and apparatus for the detection of portable electronic device functionality. In

& a preferred embodiment, the present invention includes a chemically coated antenna to serve as a trigger for device functionality
& detection. The chemically coated antenna may be passively or actively detected. In active detection, a detection apparatus releases
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a chemical which reacts or otherwise responds with the chemical trigger in a detectable manner. The detection apparatus detects
the reaction, which is specific to the functionality of the portable electronic device. In passive detection, a detection device simply
detects the chemical trigger, which is specific to the portable electronic device functionality. Other trigger embodiments utilizing
optics, radio frequency (RF) signals, sound waves, and magnetic identification are also disclosed.
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[0001] METHOD AND APPARATUS FOR DETECTING PORTABLE
ELECTRONIC DEVICE FUNCTIONALITY

[0002] FIELD OF INVENTION
[0003] The present invention relates generally to portable electronic

devices, and more particularly, to the detection of portable electronic device

functionality.
[0004] BACKGROUND
[0005] Electronic Component Miniaturization is allowing functionality to

be embedded in many devices that previously could not contain such
functionality. Examples include cameras, microphones, and/or speakerphones,
which were previously stand-alone devices, but are now typically embedded
within devices such as telephones and mobile telephones, personal digital
assistants (PDAs), and watches. Similarly, sound recording functionality can be
embedded in virtually any device that it makes sense to do so. As a result of this
hybridization, the functionality contained in a portable electronic device may not
be readily apparent. Moreover, miniaturized sensing components may not be
easily recognizable with just a cursory glance.

[0006] Wireless communication technologies, cameras, and voice and video
recording devices, for example, are being incorporated into cellular telephones,
laptop computers, and PDAs. These once simple communication tools are now
complex communication devices that can be employed as spy mechanisms
violating the personal rights, dignity, and freedom of other individuals.

[0007] Currently, devices with certain prohibited functionality are
regulated by either posting restrictions in certain areas or by searching a person
for such a device. There are also standalone radio beacon devices that inform
portable electronic devices with integrated beacon receivers that the use of the
specified functionality is prohibited in the vicinity of the beacon. The use of radio

beacons has not yet gained widespread popularity due to the fact that beacon
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reception can be blocked, additional hardware (not in-line with the cellular
hardware roadmap) must be incorporated into the portable electronic device, and
because beacons are a binary regulation approach, i.e., an all or nothing
regulation technique.

[0008] Manual inspections may also be used to detect the functionality of
portable electronic devices. Manual inspection, however, is a cumbersome and
tiresome process, especially in crowded, fast moving areas. An inspector, must be
trained in the process of embedded device identification, especially since
manufacturers are continuously finding novel ways to discreetly add new
functionality to portable electronic devices. The diminishing size and integration
of sensing components with other non-threatening devices makes the presence of
sensing components difficult to identify, even to trained inspectors.
Compounding the task of inspectors is that devices are frequently embedded with
dummy replicas of components that a manufacturer may be planning to embed at
some future time. This causes false identification.

[0009] If the presence of these sensing components can be made known, a
deterrent for specific violations can be created. Accordingly, there is a need for
detecting the functionality of portable electronic devices to prevent the use of

prohibited functionality in designated areas.

[0010] SUMMARY

[0011] The present invention is a method and apparatus for the detection of
portable electronic device functionality. In a preferred embodiment, the present
invention includes a chemically coated antenna to serve as a trigger for device
functionality detection. The chemically coated antenna may be passively or
actively detected. In active detection, a detection apparatus releases a chemical
which reacts with the chemical trigger in a detectable manner. The detection
apparatus detects the reaction, which is specific to the functionality of the
portable electronic device. In passive detection, a detection device simply detects

the chemical trigger, which is specific to the portable electronic device
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functionality. Other trigger embodiments utilizing optics, radio frequency (RF)

signals, sound waves, and magnetic identification are also disclosed.

[0012] BRIEF DESCRIPTION OF THE DRAWINGS

[0013] A more detailed understanding of the invention may be had from the
following description of preferred embodiments, given by way of example and to
be understood in conjunction with the accompanying drawing wherein:

[0014] Figure 1 is a portable electronic device with a chemically coated
antenna to serve as a trigger for portable electronic device functionality detection
and, alternatively a retractable chemical coated functionality trigger;

[0015] Figure 2 is a block diagram of a system for detecting the
functionality of a portable electronic device; and

[0016] Figure 3 is a flow chart of a method for identifying restricted

functionality in a portable electronic device.

[0017] DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0018] The present invention discloses a system and method for detecting
the presence of embedded functionality of typical portable electronic devices.
Typical portable electronic devices include, but are not limited to, cell phones,
smart phones, pagers, digital cameras, digital video cameras, MP3 players,
digital sound recorders, and other electronic devices that are capable of being
implemented in a portable electronic device. Typical functionality of portable
electronic devices includes, but is not limited to, mobile telephone functionality,
still camera functionality, voice recording functionality, audio playback (such as
MP?3) functionality, video camera functionality, bar code reading functionality,
RFID scanning functionality, Bluetooth wireless networking functionality, and
various other functionality that is capable of being implemented in a portable
electronic device. Functionality not inherent in the portable electronic device
may be added to the portable electronic device by way of an external device. For
example, a mobile phone may not inherently include camera functionality, but a

peripheral device that plugs into the mobile phone may result in the mobile
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phone having camera functionality. The universal serial bus (USB) interface is
an example of a physical connection that would allow this type of peripheral
functionality, and Bluetooth and iRDA are non-physical connection examples.
Various types of connections may also be used to add functionality in a handheld
fashion to a non handheld device such as a personal computer. It should be
understood that the above mentioned examples of both portable electronic devices
and typical functionality incorporated therein are merely exemplary, and in no
way limit the scope of the present invention.

[0019] Figure 1 shows a portable electronic device 100. It should be
understood that while the portable electronic device 100 is depicted as a wireless
transmit/receive unit (WTRU) generally, and specifically a mobile telephone, this
is exemplary and is not intended to limit the scope of the present invention. The
portable electronic device 100 contains functionality that allows it to operate as a
cell phone, a camera, a voice recorder, a video recorder, a bar code reader, an
RFID scanner, and is Bluetooth enabled. Additional functionality in various
combinations may be provided in the electronic device 100 or added as a
peripheral device, and the functionality contained in the electronic device 100 is
again exemplary.

[0020] The portable electronic device 100 has an antenna 110. The
antenna 110 transmits radio frequency signals to various other WTRUs or other
wireless communication equipment, and may be utilized in the implementation of
functionality inherent in the portable electronic device 100. The antenna 110 is
coated with a chemical substance in various layers 1201, 1202 ... 120x, generally
designated 120. The chemical substance is generally inert in typical operating
environments.

[0021] In a first embodiment of the present invention, the chemical layers
120 are selected such that they are passively detectable. Various technologies
exist that are capable of detecting small quantities of a given chemical or
particulate in the atmosphere. For example, mass spectrometry is capable of
detecting the presence given chemical in concentrations as small as one part per

billion. Various other detectors are commonly used in airports to screen luggage
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for explosive residues. The chemical layers 120 of the chemical antenna 110 are
selected in varying concentrations or composition such that the functionality ofa
portable electronic device may be identified by the passive detection of the
chemical layers 120. For example, a relatively high concentration of the chemical
layers 120 may indicate the portable electronic device 100 contains camera
functionality, while a relatively low concentration indicates no camera
functionality is present.

[0022] In a second embodiment of the present invention, the chemically
coated antenna 110 is actively detected when it reacts with select chemicals that
are not typically present in natural operating environments. Upon exposure to
the reactive compound (herein referred to as the activator, and these terms are
used interchangeably), the chemical layers 120 react in a detectable manner. For
example, the chemical layers 120 could exhibit a color change. Alternatively, the
chemical layers 120 could glow, emit heat, or emit a chemical reaction byproduct,
for example a liquid or a gas, which is detectable. It should be noted by one
skilled in the art that various chemical layers and activators could be used that
produce a variety of detectable reactions.

[0023] Based upon the functionality of the portable electronic device 100,
the detectable reaction will have a predetermined signature. In other words, the
detectable reaction will contain information relating to the functionality of the
portable electronic device 100. For example, if the portable electronic device
contains camera functionality, a black chemical layered antenna will turn red
upon contact with the activating chemical. This can be achieved in a variety of
ways, specific to the chemical components comprising the chemical layers 120
and the chemical activator. For example, the concentration of the chemical layer
may be modified based on the functionality of the portable electronic device 100.
A higher concentration of a constituent chemical in the chemical layers 120 may
produce a more intense reaction upon activation, for example.

[0024] In the case where the chemical layers 120 are consumed by either
passive or active detection, the antenna 110 is replaceable. An antenna identifier

130 is incorporated into the portable electronic device to ensure a replacement
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antenna has the appropriate chemical layering wherein the functionality of the
portable electronic device may be identified upon being detected. For example,
the antenna identifier 130 may mate with the antenna 110 in a selected
orientation, or the antenna 110 may be keyed so as to properly mate with the
antenna identifier 130, thereby allowing only the antenna 110 with the correct
configuration to be inserted into an antenna identifier 130. It should be noted by
one skilled in the art that various other methods for ensuring the proper antenna
is selected for a given portable electronic device. Additionally, the portable
electronic device could include a sensor that verifies the chemical layers 120 are
present in sufficient concentration to be detected. If the sensed concentration of
the chemical layers 120 falls below a predetermined acceptable level, the portable
electronic device 100 may deactivate itself and/or the user may be alerted to the
condition. Upon restoration of an acceptable level of sensed concentration of the
chemical layer, usage of the portable electronic device 100 is restored.

[0025] Alternatively, a retractable testing strip 140 may be coated with a
chemical layer. This may be particularly desirable when the portable electronic
device 100 is not a wireless communications device, and thus has no requirement
for an antenna. In a preferred embodiment, the retractable strip 140 may by
extended from the portable electronic device 100 by depressing the button 150.
The retractable strip 140 may be retracted into the portable electronic device 100
by again depressing the button 150. Alternatively, the retractable strip 140 may
be extended and retracted by a key sequence or combination of key strokes. The
retractable nature of the retractable strip 140 allows the functionality identifying
chemical layering to be discreetly hidden when the portable electronic device 100
is in normal use.

[0026] Alternatively, replaceable skins for portable electronic devices may
also be used as a carrier for the chemical layer 120. Small replaceable surface
areas on the body of the device may also be used as a carrier for the chemical
layer 120.

[0027] In another embodiment of the present invention, optics may be used

to detect the functionality of a portable electronic device. An antenna may serve
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as an optical identifier by filtering out certain wavelengths of light corresponding
to functionality of the portable electronic device. An optical sensor may identify
the filtered wavelengths and thereby identify the functionality contained in the
portable electronic device.

[0028] In another embodiment of the present invention, radio frequency
(RF) signals are used to detect the functionality of a portable electronic device.
In active RF identification, the device will emit a low power device functionality
identification signal at specific intervals of time. Variations in signal
characteristics, for example, frequency variations, phase variations, or a
combination of parameter variations, may be used to identify the functionality of
a device transmitting the RF signals. Alternatively, passive RF identification
may be used. In passive RF identification, the portable electronic device emits an
RF signal in response to a request. Upon receiving the request, the portable
electronic device sends a low power response signal wherein variations in signal
characteristics may be used to identify the functionality of the portable electronic
device.

[0029] In another embodiment of the present invention, sound waves are
used to detect the functionality of a portable electronic device. In an active
embodiment, the portable electronic device emits a sound wave above or below
the audible range of human hearing. Using various modulation techniques, such
as, for example, frequency modulation or amplitude modulation, the sound wave
is modulated to encode information pertaining to the functionality of the portable
electronic device. In a passive embodiment, the portable electronic device emits a
functionality identifying sound only in response to a request.

[0030] In another embodiment of the present invention, terahertz signals
(RF signals with a frequency of trillions of cycles per second) are used to detect
the functionality of portable electronic devices. In this embodiment, the
manufacturers of portable electronic devices embed chemical signatures into the
circuit boards of the devices. The chemical signatures relate to the functionality

of the portable electronic device. Terahertz signal spectrometry is used to detect
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these chemical signatures and in turn the functionality of the portable electronic
device.

[0031] In another embodiment of the present invention, the portable
electronic device is outfitted with a magnetic matrix symbol identifier. The
magnetic matrix symbol identifier contains information relating to the
functionality of the portable electronic device. The information is stored in a
magnetic matrix on the surface of a portable electronic device. A magnetic
matrix symbol identifier reader is utilized to read the information contained in
the magnetic matrix symbol using magneto-optical imaging technology.
Magnetic matrix readers are known in the art and can detect and read magnetic
matrix identification symbols that are covered with a variety of materials,
including up to 15 mils of paint. Detecting functionality in this manner is
inexpensive, and can be utilized even if popular cell phone covers and skins are in
place.

[0032] Referring to Figure 2, a block diagram of an apparatus 200 for
detecting the functionality of a portable electronic device is shown. The
apparatus 200 detects the functionality of portable electronic devices, such as
mobile phone 230, by activating a trigger 220 for electronic device functionality
identification which is part of the portable electronic device, and sensing the
trigger.

[0033] The activator 210 may activate the trigger 220 in a variety of ways,
depending on the nature of the trigger. Where the trigger is a plurality of
chemical layers 120 on an antenna 110 as disclosed above, the activator releases
a chemical into the environment surrounding the mobile phone 230. A sensor
detects the activation of the trigger 220 by sensing, in this case, the chemical
reaction. Where the chemical reaction produces a light signature, the sensor 240
is a light sensor. Where the chemical reaction produces a heat signature
corresponding to the functionality of the mobile phone 230, the sensor 240 is a
heat sensor. Where the trigger 220 is an optical antenna, the activator 210 is a
light source of a given wavelength or combination of wavelengths, and the sensor

240 is a light sensor.
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[0034] Alternatively, the sensor 240 of the apparatus 200 may be
eliminated altogether. When the activation of the trigger 220 results in the
trigger 220 exhibiting a property that is detectable by an operator, such as, for
example, a color change of the trigger 220, the sensor of the apparatus 200 may
be eliminated. In this manner, an operator of the apparatus may place the
portable electronic device 230 in the appropriate proximity to the apparatus 200,
activate the apparatus 200, and observe the trigger.
[0035] The apparatus 200 further includes a database 260 for storing
information relating triggers 220 with portable device functionality. An optional
interface 270 conveys the detected functionality of a portable electronic device to
a user of the apparatus. A controller 250 controls the operation of the device. It
should be noted by one of ordinary skill in the art that the apparatus 200 may
contain more or less components in any combination as desired.
[0036] In another embodiment of the presént invention, a radar scanning
device is utilized to determine the functionality of a portable electronic device.
Holographic imaging radar that generates 360-degree images is known in the art.
This technology can detect the presence of devices concealed in someone's
clothing, luggage, briefcase, backpack, pocketbook, or the like.
[0037] The image created by the holographic radar is analyzed to detect the
presence and functionality of a portable electronic device. This analysis may be
performed by a human operator of the radar imaging machine or may be
automated using artificial intelligence. When artificial intelligence is used, the
machine may be programmed to detect the likely presence of a portable electronic
device and a human operator of the machine is alerted.
[0038] | The functionality of portable electronic devices scanned by the
holographic imaging radar, or any of the other detection methods described
herein, is not likely to be determined with 100% certainty. Therefore, whenever
a particular functionality is detected, it is assigned a confidence factor value
preferably using contiguous logic definitions. This is done to provide an
indication of the likelihood that the detected functionality is in fact the prohibited
and/or restricted functionality (i.e. a degree of confidence that the detected

9.
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functionality is in fact the one being tested for.) For example, a detected
functionality may be given a confidence factor of 0 if the detected functionality is
not the functionality being tested for. A confidence factor of 0.7 may be assigned
if the detected functionality is determined with a high degree of probability to be
the functionality being tested for. A confidence factor of 1.0 may be assigned to a
detected functionality that is undoubtedly the functionality being tested for. It
should be understood by those skilled in the art that this rating system is
exemplary, and does not limit the scope of the present invention.

[0039] Referring to Figure 3, a method 300 for identifying restricted device
functionality using any of the portable electronic device functionality detection
methods described above is shown. A person and/or the portable electronic device
is scanned upon entry into a protected area creating a checklist (step 310). For
each detected portable electronic device functionality, an entry in the checklist is
created. The method then determines whether the functionality is allowed in the
protected area (step 320). If the functionality is allowed in the protected area, a
checklist flag is set to allowed (step 330). The method then determines whether
the functionality is restricted or otherwise limited in any way in the protected
area (step 340). Ifthe functionality is restricted in the protected area, a checklist
flag is set to restricted (step 350). The method then determines whether a
specific combination of functionality is restricted (step 360). If the portable
electronic device contains the specific combination of functionality, a checklist
flag is set to restricted combination (step 370). The method then determines
whether any items flagged as restricted or restricted combination have a
confidence factor above a predetermined threshold (step 380). Ifyes, an alert flag
is set for that portable electronic device (step 390). The method then exits or
restarts for the next portable electronic device.

[0040] Although the present invention has been described with reference to
the preferred embodiments, those skilled in the art will recognize that changes
may be made in form and detail without departing from the scope of the

invention.
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CLAIMS
What is claimed is:
1. A method for detecting the functionality of an electronic device comprising

the steps of:

providing a trigger on an electronic device, wherein the trigger
identifies the functionality of the electronic device;

detecting the trigger; and

identifying the functionality of the electronic device based on the
detected trigger.

2. The method of claim 1, wherein the trigger is a chemical layer applied to

an electronic device.

3. The method of claim 2, wherein the chemical layer is a coating applied to

an antenna of the electronic device.

4, The method of claim 2, wherein the chemical layer is a coating applied to

a retractable strip of the electronic device.

5. The method of claim 2, wherein the detection unit is a mass spectrometer.

6. The method of claim 1, wherein the trigger is an optical filter.

7. The method of claim 6, wherein the optical filter is integrated into an

antenna of the portable electronic device.

8. The method of claim 6, wherein the detection unit detects the trigger by
sensing light filtered through the optical filter.

-11-
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9. The method of claim 1, wherein the trigger is an RF transmission.

10. The method of claim 1, wherein the trigger is a sound transmission

outside of the range of human hearing.

11. The method of claim 1, wherein the trigger is a magnetic matrix

identifier.

12. A method for detecting the functioﬁality of an electronic device comprising
the steps of:
providing a trigger on an electronic device, wherein the trigger
identifies the functionality of the electronic device when activated;
activating the trigger to create a response;
detecting the response of the activated trigger; and
identifying the functionality of the electronic device based on the

detected response.

18. The method of claim 12, wherein the trigger is a chemical layer applied to

an electronic device.

14. The method of claim 12, wherein the chemical layer is a coating applied to

an antenna of the electronic device.

15. The method of claim 12, wherein the chemical layer is a coating applied to

a retractable strip of the electronic device.

16. The method of claim 18, wherein the detection unit is a mass

spectrometer.
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17. The method of claim 13, wherein the trigger is activated by emanating a

chemical that is reactive with the trigger, causing a detectable chemical reaction.

18. The method of claim 17, wherein the detectable chemical reaction is a

change in the heat signature of the chemical marker.

19. The method of claim 17, wherein the detectable chemical reaction is a

color change in the chemical marker.

20. The method of claim 17, wherein the detectable chemical reaction releases

a byproduct that is detectable by the detection unit.

21. The method of claim 12, wherein the trigger is an optical filter.

22. The method of claim 21, wherein the optical filter is integrated into an

antenna of the portable electronic device.

23. The method of claim 21, wherein the detection unit detects the trigger by
sensing light filtered through the optical filter.

24. The method of claim 12, wherein the trigger is an RF transmission.

25. The method of claim 12, wherein the trigger is a sound transmission

outside of the range of human hearing.

26. The method of claim 12, wherein the trigger is a magnetic matrix

identifier.

-13-



WO 2006/063005 PCT/US2005/044176

27. An apparatus for detecting the functionality of an electronic device,
wherein the electronic device includes a trigger, the apparatus comprising:

an activator for activating the trigger of the portable electronic device;

a sensor for detecting the activation of the trigger and identifying the
functionality of the electronic device;

a database for storing a mapping of triggers and electronic device functionality;

an interface for outputting the functionality of the portable electronic device; and

a controller for controlling the activator, sensor, database, and interface.

28. The apparatus of claim 16, wherein the activator releases a chemical that
reacts with the trigger producing a byproduct gas and the sensor detects the byproduct

gas.

29. A method for determining whether the functionality of an electronic

device is permitted in a protected area, the method comprising the steps of:

a. creating a checklist of each identified functionality of a portable
electronic device;

b. determining whether the functionality is permitted in a protected
area,

c. determining whether the functionality is restricted in the protected
area;

d. repeating steps (b) and (c) for every identified functionality of the
electronic device;

e. determining whether any combination of functionality is restricted
in the protected area; and

f. setting an alert flag indicating the electronic device includes

restricted functionality.

-14-
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