Office de la Propriete Canadian CA 2934041 A1 2015/06/25

Intellectuelle Intellectual Property
du Canada Office (21) 2 934 041
;’,Png[%?rfi“esgaena i mfﬁ?%yaﬁ; i 12y DEMANDE DE BREVET CANADIEN
CANADIAN PATENT APPLICATION
(13) A1
(86) Date de depot PCT/PCT Filing Date: 2014/12/18 (51) Cl.Int./Int.Cl. GO6F 17/30 (2006.01),

GO6F 11/14 (2006.01)

(71) Demandeur/Applicant:
AMAZON TECHNOLOGIES, INC., US

(72) Inventeurs/Inventors:

(87) Date publication PCT/PCT Publication Date: 2015/06/25
(85) Entree phase nationale/National Entry: 2016/06/15
(86) N° demande PCT/PCT Application No.: US 2014/0/71159

(87) N° publication PCT/PCT Publication No.: 2015/095521 DONLAN, BRYAN JAMES, US:
(30) Priorités/Priorities: 2013/12/18 (US14/133,575); FRANKLIN, PAUL DAVID, US
2013/12/18 (US14/133,522) (74) Agent: GOWLING WLG (CANADA) LLP

(54) Titre : RAPPROCHEMENT DE FRACTIONS DE VOLUME DANS DES COHORTES DE VOLUME
(54) Title: RECONCILING VOLUMELETS IN VOLUME COHORTS

(57) Abrege/Abstract:
Cohorts may be created on storage nodes In an object-redundant storage system that uses replication and/or a redundant
encoding technique. In a cohort with N nodes, M data elements (replicas or shards) of an object are stored to M of the nodes that

'*:;'{":":' YEENNE
:':‘;‘t‘-';:;‘:': Bt N,
e ERACON

- N
R, RSN
- e et

I*I ' ¥ oo, RS 20
C an ad a http:/opic.ge.ca + Ottawa-Hull K1A 0C9 - atip.://eipo.ge.ca OPTC B e o
OPIC - CIPO 191 SN




CA 2934041 A1 2015/06/25

ey 2 934 041
(13) A1

(57) Abrege(suite)/Abstract(continued):
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determined differences.
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(57) Abstract: Cohorts may be created on storage
nodes in an object-redundant storage system that uses
replication and/or a redundant encoding technique. In a
cohort with N nodes, M data elements (replicas or
shards) of an object are stored to M of the nodes that
are selected from the N nodes. Metadata for locating
other data elements for an object in the cohort may be
stored with one or more of the data elements in the co-
hort. To reconcile the nodes, common object lists are
generated on each node for at least one other node from
the metadata, hashes of the lists may be exchanged
among the nodes, and the hashes are compared. If the
hashes for two nodes differ, specific differences are de-
termined, and a reconciliation process performs recon-
ciliation based on the determined ditferences.
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TITLE: RECONCILING VOLUMELETS IN VOLUME COHORTS

BACKGROUND

[0001] A typical data storage application or service may receive requests to store data
objects on behalf of one or more clients and store the data objects to one or more storage nodes.
Some data storage services, which may be referred to as object-redundant storage systems, may
store data objects using a redundancy technique or scheme 1n order to provide a higher level of
durability for the stored data. For example, a data storage service may replicate the data objects
it stores across two or more different storage nodes or locations to increase the likelihood that
data objects will survive the failure of any given storage node or combination of nodes. In some
object-redundant storage systems, cach replica need not correspond to an exact copy of the
object data. For example, in some object-redundant storage systems, a data object may be
divided into a number of portions or “shards” according to a redundant encoding technique (e.g.,
crasure encoding), and cach of the shards may be stored to a different storage node.

10002] In systems 1n which data objects are simply replicated across multiple nodes, only
one replica needs to be retrieved to retrieve the data object. However, when using a redundant
encoding technique such as erasure encoding, a data object may gencrally be recreated from
more than one, but fewer than all, of the generated shards. For example, using an erasure
encoding technique that generates 20 shards from a data object, at least 10 shards may be

required to recreate the data object.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] Figure 1 1llustrates an object-redundant storage system in which data objects are
stored to aggregate groups of storage locations, where one data element generated from a given
data object 1s stored to each location 1n the group.
[0004] Figures 2A and 2B 1illustrate an object-redundant storage system that implements
volume cohorts, according to at least some embodiments.
[0005] Figures 3A and 3B 1illustrate example cohorts, according to at lecast some
embodiments.
[0006] Figures 4A through 4C 1llustrate tagging data clements with metadata in a cohort,
according to embodiments.
[0007] Figure 5 1s a high-level flowchart of a method for creating and storing data objects to

a cohort 1n an object redundant storage system, according to at least some embodiments.
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[0008] Figure 6 1s a high-level flowchart of a method for retrieving data objects from a

cohort 1n which the data objects are stored according to a replication technique, according to at
least some embodiments.

[0009] Figure 7 1s a high-level flowchart of a method for retrieving data objects from a
cohort 1n which the data objects are stored according to a redundant encoding technique,
according to at least some embodiments.

[0010] Figure 8 graphically 1llustrates a method for comparing the volumelets of a cohort as
part of a reconciliation process on an object-redundant storage system, according to at least some
embodiments.

[0011] Figure 9 graphically 1llustrates an alternative method for comparing the volumelets of
a cohort as part of a reconciliation process on an object-redundant storage system, according to
at least some embodiments.

[0012] Figure 10 1s a flowchart of a method for comparing the volumelets of a cohort as part
of a reconciliation process on an object-redundant storage system, according to at least some
embodiments.

[0013] Figures 11A through 11C are flowcharts of an alternative method for comparing the
volumelets of a cohort as part of a reconciliation process on an object-redundant storage system,
according to at least some embodiments.

[0014] Figure 12 illustrates an example hash tree according to at least some embodiments.
[0015] Figure 13 1s a block diagram illustrating an example computer system that may be
used 1n some embodiments.

[0016] While embodiments are described herein by way of example for several embodiments
and 1llustrative drawings, those skilled 1n the art will recognize that embodiments are not limited
to the embodiments or drawings described. It should be understood, that the drawings and
detailed description thercto are not intended to limit embodiments to the particular form
disclosed, but on the contrary, the intention 1s to cover all modifications, equivalents and
alternatives falling within the spirit and scope as defined by the appended claims. The headings
used herein are for organizational purposes only and are not meant to be used to limit the scope
of the description or the claims. As used throughout this application, the word “may” 1s used 1n
a permissive sense (1.€., meaning having the potential to), rather than the mandatory sense (1.¢.,
meaning must). Stmilarly, the words “include”, “including”, and “includes” mean including, but

not limited to.



10

15

20

25

30

CA 02934041 2016-06-15

WO 2015/095521 PCT/US2014/071159
DETAILED DESCRIPTION

[0017] Various embodiments of methods and apparatus for providing volume cohorts 1n
object-redundant storage systems are described. In an object-redundant storage system, data
objects may be replicated according to a replication technique and the replicas may be stored to
two or more different storage locations. Instead or 1n addition, a redundant encoding technique
such as crasure encoding may be used 1n an object-redundant storage system to generate multiple
shards from a data object, and the shards may be stored across multiple different storage
locations. For the purpose of this document, replication techniques and redundant encoding
techniques may collectively be referred to as object-redundant techniques. For the purpose of
this document, replicas and shards of data objects may be collectively referred to as object-
redundant data clements, or simply data clements, where one data element corresponds to one
replica or one shard of a given data object. Also note that a data object as used herein may be
any type of data, and may be of any size that may be stored to locations in an object-redundant
storage system. Morecover, a data object may include a single data element or single type of data,
a collection of data clements of the same type or of different types, or even a collection of data
objects.

[0018] A conventional technique for locating these data clements (replicas or shards) of
persisted data 1n an object-redundant storage system 1s to choose the locations for the data
clements for every data object independently, for example using a random selection or some
other technique to select a set of locations for the data elements generated for a given data object
from among all of the storage nodes in the storage system. However, this method generally
involves a large amount of metadata for tracking the storage locations of the data elements for
cach object, and may 1nvolve a large amount of overhecad when locating a data object for
retrieval and/or when recovering from a failed storage device or node.

[0019] As an alternative to the above technique that may reduce the amount of metadata
needed for tracking and reduce the overhead 1n retrieving data objects, groups of storage devices
or portions of storage devices may be created 1n a storage system. Data objects may then be
assigned to a group, with one data element gencrated from a given data object stored to cach
member device (or portion of a device) in the group. To locate a data object, the group on which
the data object 1s stored 1s first located, and then the data object may be retrieved from the
location(s) 1n the group. An example storage system 100 that implements this technique 18
illustrated in Figure 1. A storage system 100 may include multiple storage nodes 110 and a
storage service 150 that provides an interface (e.g., an application programming interface (API))

via which one or more clients 190 may store data objects to and retrieve data objects from
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storage system 100. As shown 1n Figure 1, a group of storage nodes 110A-110m or portions of
storage nodes 110A-110m may constitute or contain a volume 102. Note that there may be more
storage nodes 110, other groups of storage nodes 110, and other volumes 102 1n storage system
110 than those shown 1n Figure 1.

[0020] In the broadest sense, a volume, as used herein, 1s a collection of data objects, and
may be viewed as a virtual storage device that may be spread across two or more physical
storage nodes 110. For example, volume 102 1s spread across nodes 110A-110m as shown m
Figure 1. A volume 102 may be viewed as being composed of multiple volumelets 120. A
volumelet 120 may generally be a contiguous block of storage on a storage node 110, and each
volumelet 120 may contain thousands or millions of data clements 122. Each volumelet 120
resides on a single storage node 120; however, a volume 102’s volumelets 120 cach may
typically reside on a different storage node 110. While not shown 1n Figure 1, two or more
volumelets 120 from two or more different volumes 102 may co-exist on the same storage node
110. Further, two or more volumes 102 1n a storage system 100 may span the same storage
nodes 110, different groups of storage nodes 110, or overlapping groups of storage nodes 110.
While a volume 102 may be composed of multiple volumelets 120, the storage service 150
interface may present the volume 102 to the client(s) 190 as a single virtual storage device or
system.

[0021] In the storage system 100 illustrated m Figure 1, the data eclements 122 on cach
volumelet 120 of a volume 102 may correspond to the same set of data objects, and cach data
object has a data element 122 (a shard or replica) stored on each volumelet 120. In other words,
cach volumelet 120 includes a data element 122 (a shard or replica) for each of the data objects
stored to the volume 102, and a volumelet 120 may thus be viewed as a single replica, or
“shard”, of a volume 102. Using Figure 1 to illustrate this, if a replication technique 1s used to
persistently store data objects received from client(s) 190, then a replica of cach data object 1s
stored to cach of the volumelets 120A-120m of volume 102 as a data element 122, and the set of
data clements 122 on cach volumelet 120 should generally be 1dentical. Alternatively, if a
redundant encoding technique (e.g., erasure encoding) 1s used to persistently store data objects
recerved from client(s) 190, then m shards are generated from each data object, and a different
on¢ of the shards 1s stored to cach of volumelets 120A-120m of volume 102 as a data clement
122. Thus, the data eclements 122 1n the volumelets 120 of volume 102 should generally all
correspond to the same set of data objects.

[0022] In a storage system 100 m which data objects are replicated in the volumelets 120

across the nodes 110, only one replica needs to be retrieved from the volume 102 to retrieve the
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data object. However, when using a redundant encoding technique such as erasure encoding mn a
storage system 100, a data object may generally be recreated from more than one, but fewer than
all, of the gencrated shards stored 1n the volumelets 120. For example, using an crasure
encoding technique that generates m shards from a data object and stores a different one of the
shards as a data clement 122 to ecach of the volumelets 120A-120m as shown 1n Figure 1, a shard
would need to be retrieved from some subset of the m volumelets 120 to recreate a
corresponding data object. As a non-limiting example, an erasure encoding scheme may be used
in which m shards are created and half the shards are necessary to recreate the data objects, and
therefore the (minimum) number of shards that are needed to recreate a data object may be m/2.
[0023] While a technique for storing data elements in an object-redundant storage system as
described above 1n reference to Figure 1 may reduce the amount of metadata needed to track data
objects and may reduce the overhead needed to retrieve a given data object when compared to
the first technique described 1n which the data elements (replicas or shards) are stored to
locations sclected for cach data eclement independently, the technique illustrated in Figure 1
creates the potential for a condition that may be referred to as a correlated failure.

[0024] Using the first or second techniques, 1f a single (or even a few) storage node 1n the
storage system goes down, then data object(s) stored on that node can generally be recovered
from data clements (replicas or shards) stored on other storage nodes 1n the storage system.
However, multiple node failures 1n a storage system may result in some data loss. Using the first
technique a multiple node failure 1n the storage system may result in some individual data
objects being lost and not recoverable from the storage system. For example, if cach data
clement (shard or replica) 1s stored to cach of four nodes independently selected from an
arbitrarily larger number of nodes in the storage system, then a failure of four nodes in the
storage system may result in some relatively small subset of distinct data objects being lost.
[0025] However, using the second technique, a multiple node failure may potentially result
in an entire volume of data objects being lost. Using the second technique, generally, 1f any data
objects are lost from a volume due to a multiple node failure, then all of the data objects from the
volume are lost. This 1s what 1s referred to as a correlated failure. Using a replication scheme 1n
which m replicas are stored to m volumelets 1n a volume, then losing m storage nodes 1n a
storage system may result in the loss of all of the data objects stored in one or more volumes that
span those particular m storage nodes. Using a redundant encoding technique such as erasure
encoding 1n which m shards of a data object are stored to m volumelets 1n a volume and 1n which
a subset of the shards are needed to recreate the data object, then losing one more than the

fraction of the m storage nodes needed to recreate data objects in the storage system (e.g., (m/2)
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+ 1 storage nodes, 1f 72 of the m shards are needed to recreate a data object) may result in the loss
of all of the data objects stored in one or more volumes that span those particular m storage
nodes.

[0026] While the mean time between failure (MTBF) of individual data objects using the
two techniques described above may be close or the same, a multiple node failure using the
second technique that results 1n a correlated failure and that thus affects entire volume(s) may be
much more visible, and much less desirable, for clients of the storage system than a multiple
node failure using the first technique 1n which generally uncorrelated data objects may be lost.

Volume cohorts in object-redundant storage systems

[0027] Embodiments of methods and apparatus for providing volume cohorts 1in object-
redundant storage systems are described that may provide advantages of the above two
techniques while reducing the problems of the two techniques. Embodiments of a volume cohort
technique or method are described that may be implemented 1n object-redundant storage systems
and that may reduce the amount of metadata needed to track data objects and/or the overhead
needed to retrieve a given data object when compared to the first technique, while at the same
time reducing or eliminating the correlated failure problem of the second technique.

[0028] In embodiments, volume cohorts, or simply cohorts, may be created that span sets or
groups of storage nodes 1n an object-redundant storage system. Similar to the volumes described
for the storage system as illustrated in Figure 1, a cohort in an object-redundant storage system
may be viewed as a virtual storage device that may be spread across two or more physical
storage nodes. However, unlike the volumes described i reference to Figure 1, a given data
object stored to a cohort according to an object-redundant technique spans only a subset of the
storage nodes 1n the cohort. Thus, if there are N storage nodes in a cohort, then the data
clements (replicas or shards) of any given data object are only stored to M of the storage nodes
in the cohort, where M 1s less than N. Similar to the volumes described for the storage system as
illustrated in Figure 1, a volumelet of the cohort 1s located on cach of the N storage nodes in the
cohort. However, unlike 1n the storage system as illustrated in Figure 1, the cohort volumelets
are not 1dentical; that 1s, the cohort volumelets do not each contain a set of data elements for the
same sct of data objects, as cach data object stored to the cohort does not have a data element (a
shard or replica) stored on cach volumelet of the cohort.

[0029] Figures 2A and 2B 1illustrate an object-redundant storage system that implements
volume cohorts according to at least some embodiments. As shown in Figure 2A, a storage

system 200 may include multiple storage nodes 210 and a storage service 250 that provides an
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interface (e.g., an application programming interface (API)) via which one or more clients 290
may store data objects to and retrieve data objects from storage system 200. Note that the
storage system 200 may generally be any storage system that provides object-redundant storage
to client(s). For example, the storage system 200 may be a local storage system coupled to one
or more client devices, a network-based storage system 200 coupled to a local network and
accessible to multiple clients on the local network, or a remote, virtualized storage system
implemented on a provider network, provided as a remote, virtualized storage service to multiple
clients, and accessible to the clients according to an API and via an intermediate network such as
the Internet.

[0030] As shown 1n Figure 2A, a cohort 202 may span multiple storage nodes 210A-210N 1n
a storage system 200. Cohort 202 may be viewed as a virtual storage device that 1s spread across
the nodes 210A-210N as shown 1n Figure 2A. Cohort 202 may include multiple volumelets
220A-220N, where each volumelet 220 may be a contiguous block of storage on a storage node
210, and each volumelet 220 stores data elements 222 (shards or replicas) of data objects that are
stored to the storage system 200. Each volumelet 220 resides on a single storage node 220;
however, a cohort 202°s volumelets 220 typically reside on different storage nodes 210. Further,
while a cohort 202 may be composed of multiple volumelets 220, the storage service 250
interface may present the cohort to the client(s) 290 as a single virtual storage device or system.
[0031] Note that Figure 2A shows just one cohort 202 spread across N storage nodes 210 for
stmplicity. However, there may be more storage nodes 210 and more cohorts 202 1n a storage
system 210 than those shown 1n the example of Figure 2A. As shown in Figure 2B, two or more
cohorts 202 1n a storage system 200 may span the same storage nodes 210 (cohorts 202A and
202B 1 Figure 2B), different groups of storage nodes 210 (cohorts 202A and 202D 1n Figure
2B), or overlapping groups of storage nodes 210 (cohorts 202A and 202C in Figure 2B). Thus,
two or more volumelets 220 from two or more different cohorts 202 may co-exist on the same
storage node 210. For example, storage node 210C m Figure 2B includes volumelet 220A3 of
cohort 202A, volumelet 220B3 of cohort 202B, and volumelet 220C1 of cohort 202C. Thus,
cach storage node 210 1n a storage system 200 may participate in multiple cohorts 202, and two
or more cohorts 202 1n which a given storage node 210 participates may have different member
nodes 210 (that 1s, different sets of storage nodes 210 that participate in the respective cohorts
202).

[0032] Referring again to Figure 2A, given N storage nodes 210 1n a cohort 202, then the
data elements 222 (replicas or shards) of any given data object are only stored to M of the

volumelets 220 on the storage nodes 210 1n the cohort 202, where M 1s less than N. Further, the
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particular M volumelets 220 to which the data elements 222 for cach data object are stored may
be determined by a selection technique (e.g., a random selection technique) that selects the A/
volumelets 220 from among all N volumelets 220 such that the data elements 222 are distributed
among all N volumelets 220. In other words, the set of M volumelets 220 to which the data
clements 222 for a first data object are stored may generally be (but 1s not necessarily) a different
set of M volumelets 220 to which the data elements 222 for a second data object are stored.
[0033] Thus, 1n the example storage system 200 1llustrated in Figure 2A, unlike the volumes
102 1n the example storage system illustrated in Figure 1, the data clements 222 on cach
volumelet 220 of the cohort 202 do not correspond to the same set of data objects, as the data
clements 222 for a given data object are stored to only a subset of the N volumelets 220. For
example, 1n Figure 2A, data clement 222A 1s stored on volumelets 220A and 220N, but not on
volumelet 220B, and data element 222B 1s stored on volumelets 220A and 220B, but not on
volumelet 220N.

[0034] In a storage system 200 as illustrated in Figure 2A, if a replication technique 1s used
to persistently store data objects received from client(s) 290, then M volumelets are selected
from the N volumelets of cohort 202, and a replica of the data objects 1s stored to each of the M
volumelets as a data element 222, Alternatively, 1f a redundant encoding technique (e.g., crasure
encoding) 18 used to persistently store data objects recerved from client(s) 290, then M shards are
generated from each data object, M volumelets are selected from the N volumelets of cohort 202,
and a different one of the shards 1s stored to cach of the selected M volumelets as a data element
222. Note that 1n a system 1n which a redundant encoding technique such as erasure encoding 18
used, the total number of shards generated by the technique may determine A7,

[0035] In a storage system 200 as illustrated in Figure 2A 1n which data objects are
replicated across M of the N volumelets 220 of cohort 202, only one replica needs to be retrieved
from the cohort 202 to retrieve the data object. However, when using a redundant encoding
technique such as erasure encoding 1n a storage system 200, a data object may gencrally be
recreated from more than one, but fewer than all, of the generated shards stored 1n the volumelets
220. For example, using an crasure encoding technique that generates M shards from a data
object and stores a different one of the shards as a data element 222 to each of the M selected
volumelets 220 as shown 1n Figure 2A, a shard would need to be retrieved from some subset of
the M volumelets 220 to recreate a corresponding data object. As a non-limiting example, an
crasure encoding scheme may be used in which M shards are created and half the shards are
necessary to recreate the data objects, and therefore the (minimum) number of shards that are

needed to recreate a data object may be Af/2. In this document, the number of shards that are
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needed to recreate a data object using a redundant encoding scheme such as erasure encoding
may be referred to as R; therefore, 1in this example, R = M/2. As just one specific example, an
crasure encoding scheme may be used in which 20 shards are generated for a data object
(M=20), and 10 shards are required to recreate the data object (R=10). As another example, an
crasure encoding scheme may be used in which 22 shards may be generated for a data object
(M=22), with 11 shards required to recreate the data object (R=11).

[0036] In some implementations of a cohort 202 1n a storage system 200 as illustrated 1n
Figure 2A, M may be selected to be half of N, or N may be selected to be twice M. For example,
in example immplementations, M = 20 and N = 40, or M = 22 and N = 36. In these
implementations, cach data object 1s stored to exactly half of the volumelets 220 in the cohort
202. However, other values for M and/or N, and other ratios of N to M, may be used 1n
embodiments. To provide some non-limiting examples, N may be selected to be 4M (e.g. M =10
with N =40), or M =20 with N=22.

[0037] The seclection of M and N, and the ratio of N to M, may be implementation specific
and may be based on factors including but not limited to a particular redundant encoding scheme
used, the number of storage nodes available, and tradeoffs between performance overhead and
data loss protection. In regard to tradeoffs between performance overhead and data loss
protection, note that a higher ratio of N to M (e.g., 3:1, 4:1, or more) may lower the expected
number of data objects that would be lost 1n a given event while increasing overhead since more
storage nodes are involved, while a lower ratio of Nto M (e.g., 2:1, 3:2, or less) may increase the
expected number of data objects that would be lost in a given event with less overhead. For a
given implementation, values for A and N may be determined that provide an adequate level of
risk reduction with an acceptable amount of overhead for the implementation. Some binomial
calculations are provided later in this document that may be used in evaluating and possibly
selecting values for A and M.

[0038] To 1llustrate how volume cohorts 202 1n storage systems 200 as 1illustrated 1n Figure
2A may overcome the correlated failure problem that may occur in storage systems 100 as
illustrated 1n Figure 1 in which each data object 1s stored across all of the volumelets 120 1n a
volume 102, a simple example cohort 302A 1s provided 1n Figure 3A. In cohort 302A, M = 2,
and N = 4, so there are four volumelets 320A-320D, and two data clements 222 (replicas or
shards) for a given data object may be created and stored to any two of the volumelets 320 as
determined by a selection technique. Figure 3A shows a data clement 222A (which may be
replicas of a data object or shards created from a data objects) stored to volumelets 320A and

320B. Given four volumelets from which any two are to be selected, there are six possible



10

15

20

25

CA 02934041 2016-06-15

WO 2015/095521 PCT/US2014/0711359

unordered combinations C of two volumelets 320 to which the data clements 322 for a data
object may be stored:
[AB, AC, AD, BC, BD, CD]

[0039] Note that order 1s not important; 1n other words AB = BA and CD = DC. Assuming a
random distribution of data clements among the four volumelets 320 in the cohort 302A, for
replicated data objects, the odds that a given data object will be lost given the failure of two of
the four storage nodes that host the volumelets 320 are 1 1n 6. In other words, 1f two of the four
storage nodes that host the volumelets 320 are lost, only about 1 out of 6 of the data objects
stored 1n the cohort 302A according to a replication technique may be lost.

[0040] Generalizing, the number of unordered combinations C of volumelets 1n a cohort to

which data objects may be stored from values for A and N 1s given by the binomial coetficient

()
, which 18 read “n choose £’:
K
- () _ !
k) kW (n—k)!

where n! 1s a factorial function, and where £ = M and » = N. For example, for M =2 and N=4
(4

as shown 1n Figure 3A, there are > = 6 combinations of volumelets to which data objects may
\ </

be stored.

[0041] Figure 3B shows an example cohort 302B 1n which there are eight volumelets 320A
through 320H, and 1n which the data elements 322 for cach data object are stored to four of the
volumelets 320. Thus, 1n cohort 302B of Figure 3B, M =4 and N = 8. Applying the binomal

coetficient to find the number of combinations:

(]
C= =70
4
[0042] Thus, there are 70 possible combinations of four volumelets/storage nodes to which

data objects may be stored 1n cohort 302B, and the loss of any combination of four of the cight
storage nodes 1n cohort 302B may result in the loss of about 1 out of 70 of the data objects when
using replication. Different combinations of volumelets 320 1n cohort 302B at which the data
clements 322 from five example data objects are shown in Figure 3B. For example, data
clements 322A for a first data object are stored to 320A, 320B, 320C, and 320D, while data
clements 322B for a second data object are stored to 320C, 320E, 320F, and 320H.

10
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[0043] A few other non-limiting examples of unordered combinations C given different

values for M and N are presented below:

20\

M=10,N=20:. C= = 184,756
oy
(36 )

M=18, N=36: C= =9,075,135,300
18
20\

M=18, N=20. C= =190
18

[0044] Thus, as an example of how volume cohorts 202 1n storage systems 200 as illustrated

in Figure 2A may overcome the correlated failure problem that may occur 1n storage systems
100 as 1llustrated i Figure 1, in a cohort 1n which A/ =10 and N = 20, C = 184,756, and using a
replication scheme 1n which M replicas of a data object are stored to M volumelets 1n the cohort
and 1n which different combinations of M volumelets are sclected from the N volumelets
according to a sclection technique, then losing M storage nodes in the storage system may result
in the loss of only about 1 out of 184,756 of the data objects stored to a cohort spanning N
storage nodes that includes those particular M storage nodes. Morcover, if fewer than M storage
nodes are lost from a cohort, then generally no replicated data objects are lost, as at least one of
the remaining volumelets should include a replica for any given data object, and a data object
may be recovered from a single replica.

[0045] The calculation to find the number of data objects that are lost given a failure of a
certain number of storage nodes 1s different in a cohort when using a redundant encoding
technique such as crasure encoding in which M shards of a data object are stored to M
volumelets selected from the N volumelets 1n a cohort according to a selection technique, and 1n
which a subset R of the shards are needed to recreate the data object. In such a system, a data
object may be lost if (M — R) + 1 shards are lost. As a simple example, 1n a cohort in which R =
2, M =4 and N = §, a data object may be lost if (4 — 2) + 1 = 3 shards are lost. Thus, even
though cach data object 1s stored (as shards) to four of the eight volumelets in the cohort, a loss
of any three volumelets may result in the loss of any data objects that happen to have shards

stored to all three of the lost volumelets. Thus, instead of:

/pg\ /8\
(= = =70
M) 4

as 1s the case when storing data objects using replication, the calculation becomes:

11
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4 N \ /8\

(M -R)+1) (3,

C= =56

[0046] In other words, the loss of any three volumelets 1n this example cohort in which R =
2, M =4, and N = 8 results in the loss of about 1 out of 56 of the data objects that are stored as
shards to the cohort according to a redundant encoding scheme.

[0047] Given a loss of any four volumelets in this example cohort, since there are four

possible unordered combinations of three volumelets 1n a set of four volumelets:

(4
C= =4
3
[0048] Thus, a failure of any four volumelets may result in the loss of about 4 out of 56, or 1

in 14, of the data objects stored 1n the cohort according to the redundant coding technique.
[0049] As another example, 1n a cohort in which R = 5, M = 10 and N = 20, a data object

may be lost 1f (10 — 5) + 1 = 6 shards are lost, and the calculation 1s:

20
C = = 38,760
6
[0050] In other words, the loss of any six volumelets 1n this example cohort results 1n the

loss of about 1 out of 38,760 of the data objects that are stored as shards to the cohort according
to a redundant encoding scheme. Given a loss of any ten volumelets in this example cohort,

since there are 210 possible unordered combinations of six volumelets 1n a set of ten volumelets:

10
C= =210
(6
[0051] Thus, a failure of any ten volumelets may result in the loss of about 210 out of

38,760, or about 1 1n 185, of the data objects stored 1n the cohort according to the redundant
coding technique.

[0052] Note that, 1f fewer than (M — R) + 1 storage nodes are lost from a cohort 1n which a
redundant encoding scheme such as erasure encoding 1s used, then generally no data objects are
lost, as the remaining volumelets 1n the cohort should include enough shards to recreate any
given data object.

[0053] The above calculations may, for example, be used to find the potential loss rate in
particular cohort configurations and with particular redundant encoding schemes, and thus may
be used to evaluate risk at different values of R, M, and N 1n object redundant storage systems

that employ volume cohorts. The results may, for example, be used 1n evaluating tradeoffs
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between performance overhead and data loss protection, 1n selecting redundant encoding
schemes, and 1 selecting values for R, M, and/or N 1n particular volume cohort implementations

Selecting sets of volumelets

[0054] In embodiments, the particular M volumelets 1n a cohort to which the data elements
for cach data object are stored may be determined by a selection technique that selects the M
volumelets from among all N volumelets such that the data elements are distributed more or less
cvenly among all N volumelets. In other words, the set of M volumelets to which the data
clements for a first data object are stored may generally be (but 1s not necessarily) a different set
of M volumelets to which the data eclements for a second data object are stored. In some
embodiments, a random or pscudo-random technique may be used to select the particular set of
volumelets to which the data elements for a given data object are to be stored. However, in some
embodiments, one or more factors may be considered when selecting the M volumelets from a
cohort on which to store a data object. These factors may include one or more of, but are not
limited to, available storage space on the storage nodes in the cohort, current availability of the
storage node, and bandwidth considerations to the storage nodes.

[0055] In some embodiments, sclecting the particular A volumelets 1n a cohort to which the
data clements for a given data object are to be stored may be at least in part based on the 1dentity
of the data object, or on a transformation (such as a hash) of the 1dentity. As an example of an
identity of a data object, 1n at least some embodiments, cach data object may be indicated by an
object 1identifier (object ID) that may uniquely 1dentify the data object in the storage system. The
object IDs may be of any suitable type (alphanumeric string, numeric, e¢tc.) and of any suitable
length or size (32-bit, 64-bit, 128-bit, ctc.).

[0056] As an example of selecting volumelets based on data object 1dentity, the N storage
nodes 1n a cohort may be split into N/2 pairs of storage nodes, a given bit of a hash (or other
transformation) of the identity of a data object may correspond to a given pair of storage nodes,
and the bit may be used to indicate which storage node 1n that given pair contains a data element
for this data object. As a simple illustration, in a cohort with 16 storage nodes/volumelets
designated as A — P, the storage nodes may be paired as follows:

Pair 1 Pair 2 Pair 3 Pair4d Pair 5 Pair 6 Pair 7 Pair 8
A-B C-D E-F G-H 1I-] K-L M-N O-P
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[0057] A 0 bit may designate the first node 1n a pair, and a 1 bit may designate the second

node 1n a pair. An cight-bit portion of a hash of the identity of an example data object may, for
example, be:

10011100
[0058] Assuming the leftmost bit corresponds to Pair 1, data elements (replicas or shards) of
this data object will be stored in nodes B, C, E, H, J, L, M, and O of the eight pairs. Since
hashes of the 1dentities of other data objects should generate relatively random combinations of
bits, the data elements will tend to be relatively evenly distributed to the nodes 1n each pair, and
to the nodes overall.
[00359] Note that the above scheme that uses a hash of the i1dentity of an object to store data
clements among pairs of nodes 1s given by way of example, and 1s not intended to be limiting.
The 1dentity of a data object, or a transformation thercof, may be used 1n other ways than those
described to select among the nodes in a cohort for storing the data elements generated from the
data object. For example, a hash or other transformation of an object ID may deterministically
indicate a particular subset of M storage nodes in the cohort to which data clements generated
from the respective data object are to be stored. Further note that, in addition to using the
identity of a data object to select storage nodes 1n a cohort, 1n at least some embodiments the
identity of data objects (€.g., a hash or other transformation of the 1dentity of a data object) may
be used 1n retrieving data objects from the cohort, for example 1n locating data element(s)
(shards or replicas) of the data object that were previously stored in the cohort according to a
hash of the 1dentity.
Tagging data elements with metadata

[0060] In at least some embodiments of an object-redundant storage system that implements
volume cohorts, at lcast one of the M data elements generated from a data object stored to the set
of M volumelets selected from the N volumelets 1n the cohort may be tagged with metadata that
may be used by the storage service 1n locating others of the data elements generated from the
data object and stored to the cohort. The metadata for a given data element on a given volumelet
may 1ndicate all of the locations (storage nodes/volumelets) in the cohort on which the data
clement 18 stored. When the storage service retrieves a data element from a volumelet, the
metadata (1f present) 1s also retrieved, and may then be used to retrieve others of the data
clements 1f necessary.

[0061] While this tagging of the data clements in the cohort with metadata indicating

locations may be done for data eclements that are replicas mn an object-redundant storage system
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using a replication technique, the metadata may be particularly useful for data elements that are
shards generated from data objects according to a redundant encoding technique such as erasure
encoding, since some minimum number R of the M shards generated for a data object (e.g., AM/2
shards) are needed to recreate the data object. When the storage service retrieves a shard, the
metadata 1s also retrieved if present, and may be used by the storage service to locate the other
shard(s) needed to recreate the respective data object.
0062] Figures 4A through 4C 1llustrate tagging data clements with metadata in a volume
cohort, according to embodiments. These Figures use as an example the cohort 302B from
Figure 3B. In Figure 4A, volumelet 320B from cohort 302B 1s shown. As shown 1n Figure 3B,
data clements 322A and 322E are stored on volumelet 320B. Data clement 322A 1s tagged with
metadata 324 A that indicates that data element 322A 18 also located on volumelets 320A, 320C,
and 320D. Data clement 322E 1s tagged with metadata 324E that indicates that data element
322A 1s also located on volumelets 320C, 320E, and 320G. Note that, in some embodiments, for
consistency, the metadata 324 for a given data element 322 on a volumelet 320 may also indicate
that the data clement 322 1s stored on that volumelet 320; for example, metadata 324A may
indicate that data element 322A 1s located on volumelets 320A, 320B, 320C, and 320D.
[0063] The metadata 324 for the data clements 322 may be stored 1n any of a number of
forms or representations in various embodiments. However, i at least some embodiments, a
compact form may be used to reduce storage and data retrieval overhead. As just one non-
limiting example, a simple representation for the metadata 324 would be a bat ficld, where each
b1t corresponds to one of the storage nodes/volumelets 1n the cohort. For example, the metadata
324 for the example cohort 302B 1n Figure 3B may be an eight-bit field, with the leftmost bit
corresponding to volumelet 320A, and so on. Using this example representation, the metadata
324A for data element 322A may be represented as:

11110000
indicating that data clement 322A 1s located on volumelets 320A, 320B, 320C, and 320D 1n
cohort 302B. The metadata 324E for data clement 322E may be represented as:

01101010
indicating that data clement 322E 1s located on volumelets 320B, 320C, 320E, and 320G 1n
cohort 302B.
[0064] In some embodiments, the metadata 324 may be stored with ecach data element 322
generated for a data object. Figure 4B shows the first four volumelets 320A-320D of the cohort
302B of Figure 3B, and shows that data element 322A, stored to each of volumelets 320A-320D,
arc tagged with respective metadata 324A1-324A4 that indicates, for cach data element 322A,
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the other locations (¢.g., other volumelets 320) on the cohort 302B at which the data element

322A 1s also stored. If any one of the data clements 322A 1s retrieved by the storage service, 1ts
corresponding metadata 324A 1s also retrieved, and may be used 1n locating and retrieving one
or more of the other data elements 322A stored on the cohort 302B.

[0065] Note that, in embodiments in which the metadata 324 1s stored with each data
clement 322 for a data object, for any given pair of volumelets 320, each volumelet 320 1n the
pair knows (or it can be determined from the metadata 324 on the volumelet 320) what data
objects (a) have a data element 322 (shard or replica) stored 1n the volumelet 320 and (b) should
have a data element 322 (shard or replica) stored on the other volumelet 320 1n the pair. For
example, 1n Figure 4B, the fact that volumelet 320A should store a data element 322A can be
determined from the metadata 324A2 on volumelet 320B, and the fact that volumelet 320B
should have a data clement 322A can be determined from the metadata 324A1 on volumelet
320A. This information may, for example, be used 1n a process of 1dentifying data objects that
arc missing data elements (shards or replicas) in a cohort, and thus need to be repaired.

[0066] As an example of using the metadata in an object-redundant storage system in which
M shards are genecrated from data objects according to a redundant encoding technique such as
crasure encoding and stored to M of the N volumelets 1n a cohort along with metadata for each
shard, a storage service may gencrate the M shards from a data object and randomly select M
volumelets from among the N storage nodes/volumelets 1n the cohort that have enough available
space to store a shard of the data object. When each shard 1s stored, the locations of all of the M
shards 1n the cohort are stored with the shard as metadata, for example 1n a compact form. To
retricve a data object from the cohort, the storage service may access at least R of the N
volumelets 1n the cohort requesting the data object (and providing 1dentity information for the
requested data object), where R 1s the minimum number of shards needed to recreate a data
object according to the redundant encoding scheme being used. In some cases, all of the R nodes
may return a shard, 1n which case the data object can be recreated from the retrieved shards and
the retrieval 1s done. In other cases, none of the R nodes may return a shard, in which case a
non-overlapping set of R nodes may be accessed by the storage service to request the data object.
However, 1n most cases, one or more of the R nodes may indicate that they do not store a shard
for the indicated data object, while one or more others of the R nodes may return the shard along
with the metadata indicating the other locations in the cohort at which shards for the object are
stored. If any (but not all) of the nodes do return a shard along with the metadata, then the

storage service knows that 1t needs to access additional nodes in the cohort to obtamn additional
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shards, and can use the returned metadata to intelligently select the nodes 1n the cohort to be
accessed.

[0067] In some embodiments, instead of storing the metadata 324 with each data element
322 generated for a data object, only a subset of the data clements 322 generated for a data
object may be tagged with metadata. Figure 4C shows the first four volumelets 320A-320D of
the cohort 302B of Figure 3B, and shows that data clement 322A 1s stored to each of volumelets
320A-320D. However, only the data element 322A stored on volumelet 320A 1s tagged with
metadata 324A1 that indicates the other locations (e.g., other volumelets 320) on the cohort
302B at which the data clement 322A 1s also stored. If data element 322A 1s retrieved from
volumelet 320A by the storage service, its corresponding metadata 324A1 1s also retrieved, and
may be used 1n locating and retrieving one or more of the other data elements 322A stored on the
cohort 302B.

[0068] As an example of an object-redundant storage system in which metadata 1s stored
with only a portion of the M shards generated from a data object and stored to the cohort, a
storage service may generate the M shards from a data object and randomly select A volumelets
from among the N storage nodes/volumelets in the cohort that have enough available space to
store a shard of the data object. The locations of all of the M shards i the cohort are stored with
only a subset of the shards as metadata. As an example, in a cohort with 40 volumelets (N = 40),
where M = 20, and R = 10, the metadata may only be stored with 5 of the shards. To retrieve a
data object from the example cohort, the storage service may access 20 of the N volumelets 1n
the cohort requesting the data object. Since there are 5 volumelets that include a shard and the
metadata that indicates the locations of all of the other shards, the probability that at least one of
these 5 volumelets will be among the 20 volumelets that are accessed 1s about 98%. (As another
cxample, with a sample size of 10 instead of 20, the probability that at least one of these 5
volumelets will be among the 10 volumelets that are accessed 1s about 78%).  Thus, the
metadata may be stored with only a subset of the volumelets while still providing a high
probability that the metadata will be obtained on a first access, given a sufficient sample size.
Once the storage service obtains the metadata, the service can use the metadata to intelligently
select additional nodes 1n the cohort to be accessed to obtain additional shards 1f necessary.
[0069] Some embodiments may use a hybrid method for storing data clements to and
retrieving data clements from a cohort that 15 a combination of a method for tagging data
clements stored to a cohort with metadata for locating other data elements 1in the cohort and a
method that uses the identity of data objects (or a transformation thercof) to select storage

locations for data elements 1n a cohort. For example, a hash of a data object's identity may be
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used to select the volumelets for one or more data elements generated from a data object, while
the volumelets for storing the other data elements may be randomly chosen. The metadata for
locating all of the data elements may be stored with the data elements for which the location 1s
determined according to the hash of the identity. Thus, when retrieving a data object, a hash of
the 1dentity may direct the storage service to the location of one or more of the data elements for
which metadata 1s stored, and the retrieved metadata may be used in intelligently retrieving
additional data elements for the data object if necessary.

[0070] Figure 5 1s a high-level tflowchart of a method for creating and storing data objects to
a cohort 1n an object redundant storage system according to at least some embodiments. The
method may, for example, be performed by or via a storage service implemented on one or more
devices. An example system on which embodiments of a storage service may be implemented 1s
shown 1n Figure 13.

[0071] As indicated at 500, a cohort that includes N volumelets may be created. In at least
some embodiments, cach of the N volumelets may reside on a different storage node or device.
In some embodiments, the cohort may be 1nitialized by storing a base or 1nitial set of data objects
to the cohort. As indicated at 502, a data object to be stored to the cohort may be received, for
example from one of one or more clients of the storage service.

[0072] As indicated at 504, the storage service may select M of the N volumelets to which
the data object is to be stored, where A 1s less than N. In embodiments, different techniques may
be used to select the M volumelets. For example, in some embodiments, a random or pscudo-
random selection technique may be used. In some embodiments, one or more factors, such as
available storage space, may be considered when selecting the M volumelets. In some
embodiments, an 1dentity of the data object (or a transformation thereof, such as a hash) may be
used 1n determining at least some of the M volumelets. Combinations or variations of these
techniques may be used in some embodiments.

[0073] As indicated at 506, M data clements may be generated for or from the data object.
The data elements may, for example, be replicas of the data object generated according to a
replication technique. Alternatively, the data clements may be shards of the data object
generated according to a redundant encoding scheme such as erasure encoding.

[0074] As mdicated at 508, onc of the M data clements may be stored to cach of the M
selected volumelets 1n the cohort. In at least some embodiments, metadata indicating the storage

location (¢.g., volumelet) of at Ieast one other of the M data clements may be stored with at least
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one of the M data elements. In some embodiments, the metadata 1s stored with each of the M
data clements 1n the cohort.

[0075] Figure 6 1s a high-level flowchart of a method for retrieving data objects from a
cohort 1n which the data objects are stored according to a replication technique, according to at
lcast some embodiments. The method may, for example, be performed by or via a storage
service implemented on one or more devices. An example system on which embodiments of a
storage service may be implemented 1s shown in Figure 13. Note that, in a replication technique,
only one replica needs to be retrieved from the cohort to retrieve the data object.

[0076] As 1ndicated at 600, a request for a data object stored to the cohort may be received,
for example from one of one or more clients of the storage service. The data object may have
been previously stored to the cohort according to a replication technique that generates M
replicas of the data object and stores one of the replicas to each of M volumelets selected from
the N volumelets 1n the cohort.

[0077] As indicated at 602, P of the N volumelets 1n the cohort may be selected. Different
techniques may be used to select the P volumelets. For example, in some embodiments, a
random or psecudo-random selection technique may be used. In some embodiments, an 1dentity of
the data object (or a transformation thereof, such as a hash) may be used 1in determining at least
some of the P volumelets. Note that, generally, P may be equal to or less than M. However, P
could be any number from 1 up to and including V.

[0078] As mdicated at 604, a replica of the data object may be requested from each of the
selected P volumelets. At 606, if a replica 1s returned from at least one of the P volumelets, then
the data object may be provided to the requestor as indicated at 608. Otherwise, at 604, the
method may return to 602 and select a non-overlapping set of P (or some other number of)
volumelets and request the data object from the new set of volumelet(s).

[0079] Figure 7 1s a high-level flowchart of a method for retrieving data objects from a
cohort 1n which the data objects are stored according to a redundant encoding technique,
according to at least some embodiments. The method may, for example, be performed by or via
a storage service mmplemented on one or more devices. An example system on which
embodiments of a storage service may be implemented 1s shown 1in Figure 13. Note that, in a
redundant encoding technique, some minimum number of the shards created from a data object
1s required to recreate the data object. In this document, R 1s used to represent the minimum
number of shards needed to recreate a data object, while M 1s used to represent the total number

of shards created from a data object and stored to a subset of M volumelets selected from the N
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volumelets 1n a cohort. Note that generally but not necessarily, R = M/2. For example, in a non-
l[imiting example erasure encoding scheme, M = 20, and R = 10.

[0080] As 1ndicated at 700, a request for a data object stored to the cohort may be received,
for example from one of one or more clients of the storage service. The data object may have
been previously stored to the cohort according to a redundant encoding technique that generates
M shards of the data object and stores one of the shards to each of M volumelets selected from
the N volumelets 1n the cohort.

[0081] As indicated at 702, R of the N volumelets 1n the cohort may be selected. Different
techniques may be used to select the R volumelets. For example, in some embodiments, a
random or psecudo-random selection technique may be used. In some embodiments, an identity of
the data object (or a transformation thereof, such as a hash) may be used 1in determining at least
some of the R volumelets. Note that, in this example implementation, R 1s the minimum number
of shards needed to recreate a data object according to the redundant encoding scheme being
used, and thus R volumelets are at least mnitially selected to query for shards. However, more
than or fewer than R volumelets may be selected to query in other implementations.

[0082] As 1ndicated at 704, a shard of the data object may be requested from each of the
selected R volumelets. Each of the queried R volumelets either does or does not store a shard for
the data object. If one of the queried R volumelets has a shard for t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>