
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau (10) International Publication Number

(43) International Publication Date WO 2018/125563 Al
05 July 2018 (05.07.2018) W !P O PCT

(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
G06K 9/00 (2006.01) G06F 21/32 (2013.01) kind of national protection available): AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
(21) International Application Number:

CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
PCT/US20 17/066046

DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
(22) International Filing Date: HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,

13 December 2017 (13.12.2017) KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY,MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

(25) Filing Language: English OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
(26) Publication Langi English SC, SD, SE, SG, SK, SL, SM, ST, SV, SY,TH, TJ, TM, TN,

TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data:

15/395,502 30 December 2016 (30.12.2016) US (84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,

(71) Applicant: TOBII AB [SE/US]; 510 No. Washington GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
Street, Suite 200, Falls Church, Virginia 22046 (US). UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

(72) Inventors: SKOGO, Marten; Box 743, S-182 17 Dan- TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
deryd (SE). HAINZL, Richard; Box 743, S-182 17 Dan- EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
deryd (SE). JONSSON, Henrik; Box 743, S-182 17 Dan- MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
deryd (SE). VENNSTROM, Anders; Box 743, S-182 17 TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,

Danderyd (SE). GEORGE-SVAHN, Erland; Box 743, KM, ML, MR, NE, SN, TD, TG).

S-182 17 Danderyd (SE).

(74) Agent: MCALLISTER, Tyler T. et al; 1100 Peachtree
Street, Suite 2800, Mailstop: IP Docketing - 22, Atlanta,
Georgia 30309 (US).

(54) Title: IDENTIFICATION, AUTHENTICATION, AND/OR GUIDING OF A USER USING GAZE INFORMATION

(57) Abstract: According to the invention a system for authenticating
a user of a device is disclosed. The system may include a first image
sensor, a determination unit, and an authentication unit. The first image
sensor may be for capturing at least one image of at least part of a user.
The determination unit may be for determining information relating to
the user's eye based at least in part on at least one image captured by the
first image sensor. The authentication unit may be for authenticating the
user using the information relating to the user's eye.

[Continued on nextpage]



WO 2018/125563 Al llll I I I I 11 III II I I I I II I I I II II III II I II

Published:
— with international search report (Art. 21(3))
— before the expiration of the time limit for amending the

claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))



IDENTIFICATION, AUTHENTICATION, AND/OR GUIDING
OF A USER USING GAZE INFORMATION

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Patent Application Number 15/395,502 filed

December 30, 2016, entitled "IDENTIFICATION, AUTHENTICATION, AND/OR GUIDING

OF A USER USING GAZE INFORMATION," the entire disclosure of which is hereby

incorporated by reference, for all purposes, as if fully set forth herein.

BACKGROUND OF THE INVENTION

[0002] The present invention generally relates to systems and methods for user identification

and/or authentication of a user using gaze information from the user, and in particular, to systems

and methods for allowing a user to login to a device using such gaze information.

[0003] Security is of utmost importance in modem computing. With the increased mobility and

power of computing devices, more and more devices are used by multiple users. Therefore

accurately identifying and enabling multiple users to login to a device is of utmost importance.

[0004] Traditional identification and authentication systems rely on simple mechanisms such as

password or passphrase authentication. This is troublesome as the system relies on a user's ability

to remember the exact syntax of both a usemame and/or password. And often users must need to

remember a multitude of potentially different usemames and password for different systems.

Further such information can potentially be learned, extracted, copied or otherwise obtained from a

user in order to be used to falsely login as the user.

[0005] It has been previously proposed to use other forms of identification and authentication to

allow a user to login to a computing device. For example, many computing devices now comprise

fingerprint sensors for scanning a user's fingerprint to facilitate logging in of the device. The

problem with such systems is that the user must hold their finger still on a sensing surface for

some period of time, and therefore impatience as well as additional issues such as dirt and other

obstructions on the sensing surface or finger can impede the systems from functioning correctly.

[0006] Further, retina scanning technology has been proposed as an alternative authentication

technique. In these systems a user's retina is scanned by a camera or the like and matched to a

saved retinal profile, thus allowing the correct user to login to the computing device. This system



also requires that the user remain still during scanning and thus there exists the potential for the

system to fail.

[0007] Retina scanning and other facial scanning systems may also be fooled by methods such

as scanning a photograph of a person or their eye. Accordingly, there is a need for an improved

system to authenticate users as a live persons and allowing for login of a device.

[0008] Further there is a need for a contact-less login procedure that is individual to a user and

allows the user to authenticate with a computing device, even when being observed by a third

party.

BRIEF DESCRIPTION OF THE INVENTION

[0009] In one embodiment, a system for authenticating a user of a device is provided. The

system may include a first image sensor, a determination unit, and an authentication unit. The first

image sensor may be for capturing at least one image of at least part of a user. The determination

unit may be for determining information relating to the user's eye based at least in part on at least

one image captured by the first image sensor. The authentication unit may be for authenticating

the user using the information relating to the user's eye.

[0010] In another embodiment, a method for authenticating a user of a device is provided. The

method may include capturing at least one image of at least part of a user with a first image sensor.

The method may also include determining information relating to the user's eye based at least in

part on at least one image captured by the first image sensor. The method may further include

authenticating the user using information relating to the user's eye.

[0011] In another embodiment, a non-transitory machine readable medium having instructions

stored thereon for a method of authenticating a user of a device is provided. The method may

include capturing at least one image of at least part of a user with a first image sensor. The method

may also include determining information relating to the user's eye based at least in part on at least

one image captured by the first image sensor. The method may further include authenticating the

user using information relating to the user's eye.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The present invention is described in conjunction with the appended figures:



[0013] Fig. 1 is a block diagram of one system of one embodiment of the invention for

authenticating a user of a device;

[0014] Fig. 2 is a block diagram of one method of one embodiment of the invention for

authenticating a user of a device;

[0015] Fig. 3 is a block diagram of an exemplary computer system capable of being used in at

least some portion of the apparatuses or systems of the present invention, or implementing at least

some portion of the methods of the present invention.

[0016] Fig. 4 is a block diagram of one system of one embodiment of the invention for

authenticating a user of a device; and

[0017] Fig. 5 is a block diagram of one method of one embodiment of the invention for

authenticating a user of a device.

DETAILED DESCRIPTION OF THE INVENTION

[0018] The ensuing description provides exemplary embodiments only, and is not intended to

limit the scope, applicability or configuration of the disclosure. Rather, the ensuing description of

the exemplary embodiments will provide those skilled in the art with an enabling description for

implementing one or more exemplary embodiments. It being understood that various changes may

be made in the function and arrangement of elements without departing from the spirit and scope

of the invention as set forth herein.

[0019] Specific details are given in the following description to provide a thorough

understanding of the embodiments. However, it will be understood by one of ordinary skill in the

art that the embodiments may be practiced without these specific details. For example, in any

given embodiment discussed herein, any specific detail of that embodiment may or may not be

present in all contemplated versions of that embodiment. Likewise, any detail discussed with

regard to one embodiment may or may not be present in any potential version of other

embodiments discussed herein. Additionally, circuits, systems, networks, processes, well-known

circuits, algorithms, structures, and techniques, and other elements in the invention may be

discussed without unnecessary detail in order to avoid obscuring the embodiments.

[0020] The term "machine-readable medium" includes, but is not limited to portable or fixed

storage devices, optical storage devices, wireless channels and various other mediums capable of

storing, containing or carrying instruction(s) and/or data. A code segment or machine-executable



instructions may represent a procedure, a function, a subprogram, a program, a routine, a

subroutine, a module, a software package, a class, or any combination of instructions, data

structures, or program statements. A code segment may be coupled to another code segment or a

hardware circuit by passing and/or receiving information, data, arguments, parameters, or memory

contents. Information, arguments, parameters, data, etc. may be passed, forwarded, or transmitted

via any suitable means including memory sharing, message passing, token passing, network

transmission, etc.

[0021] Furthermore, embodiments of the invention may be implemented, at least in part, either

manually or automatically. Manual or automatic implementations may be executed, or at least

assisted, through the use of machines, hardware, software, firmware, middleware, microcode,

hardware description languages, or any combination thereof. When implemented in software,

firmware, middleware or microcode, the program code or code segments to perform the necessary

tasks may be stored in a machine readable medium. A processor(s) may perform the necessary

tasks.

[0022] In some embodiments, a system for authenticating a user is provided, whereby the system

utilizes information from a gaze determination device. In exemplary embodiments the gaze

determination device is an infrared based eye tracking device such as systems available in the

market from Tobii (www.tobii.com) or other suppliers. It may also be possible to use an eye

tracking device incorporated in a wearable system such as a Virtual Reality or Augmented Reality

headset.

[0023] In broad terms, embodiments of the present invention relate to systems for authenticating

a user according to the following method: (1) validate a user as present in front of a device using

information from an image sensor or eye tracking device, (2) validate that the user is an

appropriate user of the device based on facial recognition and/or, provide enhanced validation of

the user as an appropriate user of the device by receiving and analyzing gaze and/or eye

information, and (3) authenticate the user based on information from the preceding steps.

[0024] The image captured by the image sensor may comprise solely the user's eye or eyes, or it

may further contain extra information such as the user's face. It is a clear objective of the present

invention to allow for usage of any information capable of being captured by an eye tracking

device. This information includes, but is not limited to, eye openness, eye position, eye orientation

and head orientation. An image containing a user's face may be analyzed using facial recognition

algorithms as would be readily understood by one of skill in the art, to identify a user.



[0025] Further, it may be advantageous to determine that a captured image pertains to a living

person. According to some embodiments, one method of doing so may be to analyze the captured

image for the presence of infrared light reflected from the comea of the user. By using an infrared

light based eye tracking device, a glint may be present on the cornea of a user's eye(s) which may

be captured using an appropriately configured image sensor.

[0026] A further method for determining if the captured image pertains to a living person may be

checking a series of captured images. This series of captured images may be analyzed to determine

whether a user's gaze point is or is not static. A gaze point which is not static will generally

indicate a live person. The analysis may even seek and identify known movements of a living eye

such as saccades and/or fixations, including micro saccades.

[0027] A further method for determining if the captured image pertains to a living person may be

comparing images captured while different light sources are activated. For example an image

captured while an infrared light source placed coaxially with an image sensor is activated may

have a so-called bright pupil effect, while an image captured while an infrared light source placed

non-coaxially with an image sensor is activated will have a so-called dark pupil effect. A

comparison of the bright pupil and dark pupil image may be performed to determine the presence

of a pupil. In this manner it may be difficult to provide a fake pupil to the system.

[0028] Once the system has determined that a user is living and identified that user, it may

optionally load a personal calibration profile defining the characteristics of at least one of the

persons eyes. This calibration profile may be used to alter the determined gaze direction of the

user, for example the calibration profile may provide a standard offset to be applied to all

determined gaze directions from the user. Alternatively, the calibration profile may contain data on

the characteristics of the user's eye(s), for instance the offset of the fovea relative to the optical

axis of the eye or the corneal curvature of the eye. The user may then gaze at an indicator on a

display indicating their desire to login to the system, for example a button stating "Login", a small

eye catching icon or the like would be suitable.

[0029] In a further improvement, the calibration profile may contain further information such as

inter-pupillary distance, pupil size, pupil size variations, bright pupil contrast, dark pupil contrast,

corneal radius and the like. This information may be pre-existing in the calibration profile or may

be incorporated into the calibration profile at the time of analysis to determine if the user is alive.

To perform the login (authentication) procedure the user may do one of the following, depending

upon the configuration of the system:



[0030] In a first embodiment - Look at a series of images or text displayed in a predetermined

order thus essentially gazing in a partem. The partem having been defined, assigned to, or chosen

by, the user previously, such as during a setup phase of the system. Comparison of the previously

defined partem to the partem presently detected can be used to determine if the user is

authenticated.

[0031] In a second embodiment - Follow a moving object with their eye(s), potentially a single

moving object amongst a series of moving objects. The particular moving object being previously

defined, assigned to, or chosen by, the user during a setup phase of the system, and allowing for

login of the device if followed by the users eye(s) instead of other objects also displayed.

[0032] In a third embodiment - Gaze at different moving objects in a predefined order among a

series of moving objects (the predefined order defined, assigned to, or chosen by, the user during a

setup phase of the system).

[0033] In a fourth embodiment - Fixate on a predetermined object, image, or part of image (the

predefined object, image, or portion of image defined, assigned to, or chosen by, the user during a

setup phase of the system).

[0034] The specific points in a sequence of gaze movements may be defined in terms of the time

a user's gaze rests upon each point. Further, the total amount of time taken to complete a sequence

may also be used as a decision point to decide if a sequence is legitimate or not.

[0035] It may be desirable to include a "reset" function for starting a login procedure, this may

be an icon or the like displayed on the screen at which a user must gaze upon, or otherwise

activate, to indicate to the system that the user wished to commence a login procedure.

[0036] In a further improvement of the present invention, a "panic" authentication mode may be

defined by a user. In this mode, the user may set an authenticate sequence that differs from their

regular authentication sequence. When this alternative sequence is entered, a computing device

may alter its function such as by limiting functionality and information displayed (bank account

information, sensitive information and the like), or the computing device may contact a pre-

identified emergency contact such as the police service, or a trusted contact. This contact may be

via email, telephone, text message or the like.

[0037] An authentication procedure as has been previously described may be used for

identification and/or authentication for operation of a computing device, or for a service executed



on a computing device. By way of example, the identification and authentication procedures herein

described are suitable for authenticating a user with websites, applications and the like.

[0038] Having a known calibration profile is useful for a login procedure but not essential. In the

case of no calibration profile being loaded, it is possible to compare a gaze pattern between several

different static and/or one or more moving objects to match the gaze pattern to a known layout of

the imagery. In some embodiments, the gaze pattern can simultaneously be used to create a

calibration for the device.

[0039] In some embodiments, the system may comprise an eye tracking device with multiple

illumination sources. The system may operate the eye tracking device such that images are

captured while different illumination sources are activated, which will create variation in shadows

in the captured image. This shadow image can be used to model the face of the user for more

accurate facial recognition. An additional benefit of this embodiment is that it may be difficult to

fake a real person using a flat image such as a printed image, as shadows on such a printed image

will not alter based on varying illumination sources.

[0040] In some embodiments, three dimensional head pose information may be captured by the

image sensor. This head pose information may alter over a series of images and may be used to

ensure a live person is captured by the image sensor as well as be used by facial recognition

algorithms.

[0041] In some embodiments, the eye tracking device in the system may comprise two or more

image sensors. By capturing images using two or more image sensors, a distance map may be

created as would be understood by a person of skill in the art. This distance map may be used to

identify a user and may be individual to said user, thus making it more difficult to fake the

presence of the user in the captured images.

[0042] Alternatively, by capturing images using two or more image sensors, images from two or

several (possibly known) viewpoints can be used without the need to create a distance map by

ensuring the person is imaged from multiple angles at a single point in time and matching these

images to a prerecorded model representing certain aspects of said persons face and/or at least one

eye, thus making it more difficult to fake the presence of the user in the captured images. As a

further improvement, once a user has been authenticated and is logged in to a system, the device

may perform a procedure to ensure the user of the system is still the same user who was

authenticated previously. This re-authentication procedure may be performed periodically, or it

may be performed in response to a specific event, such as a loss of eye tracking information from



an eye tracking device. This procedure may comprise anything herein described in order to

compare the user in a captured image, or series of captured images, to the identity of the

authenticated user. If the system detects that a user of a device is not the authenticated user, the

system may perform one or more of the following actions: notify the user, close an application on

the device, remove an item from display on the device, log out of the device, shut down the device,

and/or send a notification message to another system or individual.

[0043] In an embodiment when periodically performing a procedure to verify that the user using

the system is still the same user as the one authenticated during the authentication or login process,

the system may further perform an action. The action may be one of the described in the foregoing

paragraph or one of the following: notify a third party, whereby the third party may be a security

department or police department, advise the operating system or another application to take an

image of the unauthorized user using the device or even initiate a lock down of a building. The

image may be taken by a camera integrated in the device or by a camera connected to the device.

The action may be initiated via the authentication unit and executed by the operating system. In

another embodiment the action may be directly executed by the authentication unit, for example

via the operating system.

[0044] In an embodiment re-authentication of the user may be executed at regular intervals. The

intervals for the periodical verification/authentication of the user in front of the device may depend

on the application, module or software currently used and also if the user was constantly sitting at

the device or if he/she left for a time period. The duration of the time period may determine

whether or not the user has to be authenticated when he comes back to the device. Depending on

the security clearance of the user the time period may be shortened or extended.

[0045] Despite the described duration or time period of absence of the user, the system or

authentication may perform authentications at regular intervals while a user is using the device

even if the user did not leave his workplace and device in the meantime. The operating system or

another application may directly control such intervals and vary them depending on the software,

module or application used or started. Depending on the safety-relevance of a content displayed or

opened in the device, the intervals may be shortened or extended. For instance in case a banking-,

bookkeeping- or file-handling- application or the like is opened and used the intervals for verifying

the user may be shortened and an initial authentication may be executed prior to opening the

application. When other applications such as TV and movie applications or game applications or

other entertainment applications are used such intervals for authentication may be extended or

even not be executed when opening such an application. However, when for example a Massively



Multiplayer Online Roleplaying Game (MMORPG) is used the interval for authentication of the

user using the device may be shortened as explained later herein.

[0046] In an embodiment the above described periodical intervals may also be adapted and

changed directly by the operating system upon login into a specific application, software or other

online service. The operating system may for example continuously verify and asses the websites

displayed by the used web browser or the movies watched via movie streaming application. Upon

detection of for example a website showing banking content, the operating system may

immediately initiate an authentication of the user before showing the content and at the same time

initiate a shortening of the intervals for authentication while the banking content is shown. In order

to do this the operating system may be electronically coupled to an authentication unit and a

determination unit.

[0047] In an embodiment the operating system may incorporate a child safety function that is

linked to the authentication unit so that a certain content on a website or application is only

displayed if the identity of the user is confirmed and if it is further confirmed that the user is not

minor. If it is detected that the user, which even may be authenticated, is minor the operating

system may shut down the application or close a window of a web-browser.

[0048] In general a re-authentication may be performed whenever the head pose

information/facial orientation or information relating to the user's eyes is lost and found again in

order to guarantee that an authorized user is using the device. When no head pose or face or eye

information is detected re-authentication will fail. Re-authentication will be performed once the

head pose or face or eye information of the user is recognized or found again after it was lost.

[0049] In high secure environments the authentication unit or the determination unit may be used

to create a logbook or the like that records every authentication of a user and marks whether it was

successful or not. This logbook may also keep track of how long a user and his face or eyes,

respectively, was in front of the device after an authentication. The logbook may further note,

which user was sitting when and how long in front of the device and it may also note if such a user

was authenticated or not.

[0050] In some embodiments, any of the systems and methods described herein may be used to

log in to a specific application or program rather than to a device. By way of example, in a

Massively Multiplayer Online Roleplaying Game (MMORPG), users spend a large amount of time

and effort increasing the abilities and characteristics of a computer/virtual character through

playing. The present invention may be used to authenticate an owner or authorized operator of a



character in the MMORPG. Of course, embodiments of the present invention may suit any form of

game or any other software.

[0051] Embodiments of the present invention may be suitable for use in any system that requires

identification of a user and authentication that said user is an authorized user of the system.

Examples of such systems include, but are not limited to, computers, laptops, tablets, mobile

phones, traditional land-line phones, vehicles, machinery, secured entryways, virtual reality

headsets, and augmented reality headsets.

[0052] In some embodiments of the present invention, the authentication procedure may be

performed in a virtual reality or augmented reality environment. In this environment it is possible

to present to the user objects via a headset or the like, and in two dimensional or simulated three

dimensional format. The user may then perform the login procedure by gazing at static or moving

objects in the environment, for example in two dimensional or simulated three dimensional space.

Or further the user may focus at objects at differing depths in the environment. The user may

define the sequence or objects at which the user wishes to gaze as a unique login sequence. Using

the sequence at a later time, the device may authenticate the user (in a manner as previously

described herein).

[0053] In some embodiments, other modalities may be combined with gaze to allow for the

creation of a unique login procedure. These modalities may include keyboard, mouse, or touch-

based contact such as a touchpad or touchscreen. Further the modalities may include 3D gestures,

voice, head pose or specific mechanical input such as buttons. The user may define a procedure

that requires gazing at a particular object on a display or within a virtual reality/augmented reality

environment while simultaneously enacting a separate modality. By way of example, a user may

gaze at an object while speaking a specific passphrase, and/or while performing a particular

gesture.

[0054] In some embodiments, in order to determine that a user is alive, the systems herein may

create an event that triggers dilation of the user's pupil or pupils. For example a display may

switch from very dark to very bright or vice versa, a captured image of a user's pupil may then be

analyzed to determine if the pupil reacted to the change in light intensity. Further, the sequence,

type, or timing of the event could change regularly or between sessions, so as to make it more

difficult to account for in the event someone is trying to fool/circumvent the system.

[0055] A user's profile, authentication procedure, identity and the like may be stored locally on a

computing device and encrypted, or it may be stored remotely and transferred to the local device.



The device, such as a gaze tracking device, that captures images of the user must be secure in that

no workaround is possible whereby someone can introduce pre-captured images to the system for

authentication.

[0056] In a further embodiment of the present invention, identification of a user may be

combined with other data collected by a computer system. For example, through the use of an eye

tracking device or similar, a system according to the present invention may determine the subject

of a user's attention and combine this with the identity of the user. By way of description, the

system may function in the following manner: (a) a user is identified according to the present

invention, (b) the subject of a user's attention is derived and recorded by examining a user's gaze

partem combined with data reflecting information displayed on a screen at the same time the user's

gaze partem was recorded, and (c) the identity of the user is combined with the subject of the

user's attention to define attention data.

[0057] This attention data may be stored locally on a computer system, or remotely on a remote

server. The attention data may be combined with attention data of the same, or different users, to

determine representative views of attention towards information.

[0058] To further illustrate, this embodiment of the present invention will now be described in

the context of a possible use. A computer system equipped with an eye tracking device allows for

identification and authentication based on a user's gaze as has been previously described. Once a

user has been identified and authenticated, the eye tracking device determines a user's gaze

direction in relation to information displayed on the screen. For example the information may be

an advertisement. Elements of the user's gaze relative to this advertisement is recorded by the

system, the elements including date and time of gaze, duration of dwell, saccade direction,

frequency and the like. These elements are combined with the identity of the user and stored by the

system. The storage being either locally on the computer system, or transmitted via the internet or

the like to a remote server. This may be repeated many times over for the same advertisement in

the same location, in different locations, or different advertisements. The information may be in

any form capable of being displayed by a computer system, not just an advertisement, it may

include images, text, video, web pages and the like.

[0059] Once data has been collected for at least two items of information, or from at least two

users. The information may be collated to present representative views. For example, by knowing

the identity of a user an associated information such as age, gender, location and the like, the

present invention may generate reports such as "Dwell time for males aged 15-19" for various



pieces of information. A person of skill in the art will readily recognize that by combining the

identity of a user, with the subject of that user's attention, many combinations of information may

be collected, stored, analyzed and reported upon.

[0060] In a further improvement of the present invention, a system according to the present

invention may utilized an eye or gaze tracking device to identify and/or authenticate a user, so as

to allow the user to operate a computing device. Once authenticated, the system may continuously

monitor information captured by the gaze tracking device and check said information for the

presence of a person other than the authenticated user in front of the computing device. If another

person is located in front of the computing device, the system may cause some information to be

obscured or not displayed by the computing device. The identity of the at least one other person

need not be known, the mere fact that another person is present may be sufficient. In this manner,

when more than just the authenticated user is viewing a computing device, sensitive information

such as bank account information and the like may be hidden and protected. The authenticated user

may choose to override this functionality through a software override, or identify and authenticate

the additional person(s) using the present invention or any other known identification and

authentication procedure.

[0061] The present invention may further identify and collect behavioral biometrics including,

but not limited to, head movement, blink frequency, eye movement such as saccades, eye

openness, pupil diameter, eye orientation and head orientation. This information may be collected

during the identification and authentication of a user, an also continuously during a user's use of a

computing device. Some or all of this information may be saved in the form of a profile for later

identification and authentication of the user.

[0062] Further, according to the present invention, once a user has been identified and

authenticated with a computing device, and that user moves away from the computing device,

there may be a need to re-authenticate the user upon returning to the computing device. To

implement this, a time period may be defined during which, if an authenticated user returns no re-

authentication is needed, but if the time period is exceeded, a re-authentication is needed. Further,

the system may identify a returning user using any previously described behavioral biometrics and

if the system identifies the new user as a different identity than the authenticated user, or an

unrecognized identity, a re-authorization procedure must follow.

[0063] On a related note, once a user has been identified and authenticated according to the

present invention and that user ceases to use a computing device for a predetermined period, the



computing device may enter a "locked" mode. To unlock the computing device, a simplified

procedure such as following a moving object may be used.

[0064] In a further improvement of the present invention, the system may use information

gathered by a gaze tracking device to determine the state of a user. For example, the system may

determine the level of brightness in the user's environment, the level of brightness emitted from

the display of a computing device and calculate an expected pupil size of a user. The system may

also, or instead, use historical information regarding the pupil size of the particular user. The

system may then determine the mental state of a user based on their pupil size. For example an

enlarged pupil may indicate a surprised or excited state, or even the presence of mind altering

substances.

[0065] Any reference in the present invention to gaze or eye information may be substituted in

some circumstances with information relating to user's head. For example, although the resolution

is likely not as high, it may be possible to identify and authenticate a user using only their head

orientation information. This could further extend to expressions, blinking, winking and the like on

a user's face.

[0066] Although the present invention is described with reference to a computing device having

an eye tracking device comprising an image sensor, it should be understood that such systems exist

in many forms. For example an eye tracking device may contain all necessary computational

power so as to control a display or computing devices directly. For example an eye tracking device

may contain an application-specific integrated circuit (ASIC) which may perform all or part of the

necessary algorithmic determinations as required by the present invention.

[0067] It can happen during the authentication for a device that a user faces problems as his head

may not be correctly aligned with an image sensor or the like. In this case head, facial or eye

recognition and thus authentication may not function properly.

[0068] In another embodiment there may be a guiding unit present, which guiding unit helps the

user who wants to login into the device to position his head/face/eyes in a position that allows an

authentication by the system. The guiding unit may be a directing unit and it may facilitate the

authentication process. The guiding unit may be active in the background of a system so that it can

immediately be activated once the operating system or an authentication unit requires an

authentication of a user. Preferably the guiding unit is an item of software code that operates

standalone or as part of an operating system. Alternatively the guiding unit may be idle when no



authentication is performed and it may then be activated once the operating systems and/or the

authentication unit initiates an authentication of a user.

[0069] The guiding unit may be used to visually guide the user for example via a display or with

light beams of a light source. Such visual guidance may include but is not limited to guiding the

user by using colors, signs, light and dark contrasts or other optical measures such as a region of

clear region(s) and blurred out region(s).

[0070] A field of vision of a user may be determined via the gaze detection using at least a first

image sensor and a determination unit. The field of vision is generally defined by the view

encompassed by the eyes of a user/person when he looks into a certain direction. In the context

herein the field of vision indicates the region, which a user can see sharp and clear. The field of

vision may be the sharpened field visual for a person/user when he is focusing on a certain region

or spot. The field of vision may be calculated by a processor, whereby the processor uses the input

from the at least first image sensor and/or the determination unit. A second image sensor may

further be used to determine the field of vision of a user. The field of vision may be calculated by a

determination unit using information relating to the user's head pose, facial orientation or

information relating to the user's eye. The field of vision may be visualized using colors, signs,

light contrasts or other optical measures such as a region of a clear pattern. The region or area not

covered by the field of vision may be indicated by another color, a darkened region, a blurred out

pattern, as explained further herein.

[0071] The field of vision may be shown or signaled relating to a display or screen. Alternatively

the field of vision may be shown or signaled relating to at least first and/or second image sensor.

[0072] As an example, illumination or darkened areas may be used to indicate the field of vision

of a user sitting at the device, for example in front of it, the user's field of vision may be indicated

with an illuminated spot whereas other regions may be shown darkened. This may for example be

done with a display or screen; - it may however also be done with other light sources such as light

sources arranged for example in a partem around a camera(s), imaging device(s) or image

sensor(s) whereby said camera(s), imaging device(s) or image sensor(s) may be used to

authenticate the user. The pattern of light sources may be symmetrically arranged around said

camera(s), imaging device(s) or image sensor(s) and indicating the user's head pose/face

orientation or information relating to the user's eye or gaze by illuminating appropriate light

sources. Such patterns of lightened and darkened regions may also be applied when a screen or

display is used to guide the user.



[0073] In an embodiment the user may be guided by color for example a green color, such green

color or region of green color being used to visually illustrate the field of vision of the user on a

display or screen and another color, red for example, to indicate a region at which the user is

currently not focusing at. Any color combination and blurring may be used.

[0074] In another embodiment the visual guidance of the guiding unit may involve the blurring

out of regions that are currently not in the field of vision of the user and sharpening regions that

are in the field of vision of the user.

[0075] In an embodiment a second image sensor may be used to improve accuracy of the guiding

unit and/or provide three dimensional information.

[0076] In an embodiment a track box may be defined by the system, which track box represents a

region of an image sensor or image sensors in which region the image sensor(s) are able to track a

user, in particular a head pose of the user. The track box may have a three dimensional shape or it

may be two dimensional. Preferred is a three dimensional shape. The track box may be defined by

the system or by an authorized user or another authorized third party. The shape of the track box

may alternatively be defined by the sensitivity, aperture and other technical features of the image

sensor(s). The track box may be positioned at a certain distance from an image sensor. Said

distance may be defined by a region in which the image sensor can see "sharp" similar to a human

eye or it may be chosen by the system or the authorized user/third party. The cross sectional shape

of the track box as seen from the image sensor may be rectangular, round, elliptic or any

combination thereof. It may also be chosen by the system or the authorized user/third party. In an

embodiment the cross section of the track box as seen from the image sensor is increasing when

the distance between a cut cross section and the image sensor increases. There may however be a

distance limit for the track box. In an embodiment the distance limit may also be chosen by the

system or an authorized user/third party. In another embodiment the distance limit may be given

by the image sensor and may represent a distance at which the image sensor cannot identify or

"see" an object sharp any longer. In both cases, thus a user's head is too close to the image

sensor(s) and therefore outside of a boundary of the track box towards the sensor or if the user's

head is too far away from the image sensor and therefore outside of a boundary of the track box

away from the sensor, the image sensor may still be able to recognize the head of the user but not

its orientation or pose. In these cases, the guiding unit may guide the user's head towards the

image sensor, when the user's head is out of the track box away from the image sensor, or the

guiding unit may guide the user's head away from the image sensor, when the user's head is out of



the track box towards the image sensor. The head's pose or position may thus be determined with

respect to the track box and/or the image sensor.

[0077] The guiding into the track box in both cases, the user's head is too far away from the

image sensor(s) and thus outside the boundary of the track box or the user's head is too close to the

image sensor(s) and thus outside the boundary of the box, may be done in a visual, acoustic or

tactile manner. Visual guidance may for example comprises moving illuminated spots/regions

towards an object for example on a screen or moving them away from the object for example on

the screen. In this case, the illuminated spot or other visual signal may move towards an opposite

side of a display to the edge of the track box, which the user has exceeded. For example, if a user

has moved to the right of a track box, an illuminated spot or visual signal may move towards the

left of the display. In this manner the illuminate spot or visual signal may draw a user's eyes

towards it and the user may inadvertently lean towards the spot, thus re-entering the track box.

Acoustic guidance may for example comprise various volumes of the sound generated. A loud

volume may signal the user to move away from the image sensor(s) whereas a low volume may

signal the user to move towards the image sensor(s). The tactile signal may include similar patterns

using for example low frequency vibrations and high frequency vibrations. Other possible guiding

methods and patterns falling within the scope of the invention are herewith included.

[0078] In an embodiment the guiding unit may use acoustic or sound signals in order to guide the

user. The acoustic or sound signals may include any tone or sound. This may especially be

advantageous if the user is blind. The acoustic signals may be emitted from a surround sound

system that is coupled to the guiding unit. Alternatively, the guiding unit may be coupled to a

plurality of loudspeakers positioned so that they allow to acoustically guide the user during the

authentication.

[0079] In an embodiment the guiding unit may use tactile signals for guiding a user. Such tactile

signals may be embossed printing/braille or vibrations of any sort. The embossed signals or

vibrations may for example indicate the user's field of vision in view of the device and/or the first

- and/or second image sensor, respectively.

[0080] As an example if the user's field of vision or head/facial/eye orientation is detected to be

towards a left of an image sensor, the illuminated, colored or sharp region or spot, the acoustic

signal or the vibration(s) may be generated to the left of the user to indicate to the user that he has

to turn his head towards his right. If the user's field of vision or head/facial/eye orientation is

detected towards the ground or downwards, the illuminated, colored or sharp region or spot, the



acoustic signal or the vibration(s) may be generated so that they originate from the ground or

below to indicate to the user that he has to lift his head upwards. The guiding of the user may of

course be vice versa as explained below, thus if the user's field of vision is detected to be too much

towards his left the signal may be generated to his right to indicate to the user in which direction

he has to turn his head/face/eyes in order to allow an authentication.

[0081] As another example if the user's field of vision or head/facial/eye orientation is detected

to be towards a left of an image sensor, the illuminated, colored or sharp region or spot, the

acoustic signal or the vibration(s) may be generated to the right of the user to indicate to the user

that he has to turn his head towards his right and to draw his attention to the illuminated, colored

or sharp region or spot. If the user's field of vision or head/facial/eye orientation is detected

towards the ground or downwards, the illuminated, colored or sharp region or spot, the acoustic

signal or the vibration(s) may be generated so that they originate from an upper region above the

user to indicate to the user that he has to lift his head upwards. The guiding of the user may thus be

done either way by drawing his attention to an object or away from an object. The object may be

generated on a screen or via a projector of any kind.

[0082] In general the user may be guided by drawing his attention towards the visual, acoustic or

tactile signal or by drawing his attention away from the visual, acoustic or tactile signal.

[0083] In the embodiments, which use an acoustic or tactile signal, the successful authentication

or the unsuccessful authentication may be signaled to the user via a specific sound or a specific

vibration sequence.

[0084] The guiding unit may enhance user friendliness when a facial recognition system is used

for authentication, such as for example Windows Hello™. The assistance of the guiding unit

during authentication may lead to a smooth and comparably quick authentication of a user.

[0085] The guiding unit may comprise light/visual sources and/or loudspeakers and/or vibrating

devices for guiding the user. Alternatively the guiding unit may be connected to such light/visual

sources and/or loudspeakers and/or vibrating devices.

[0086] As indicated in the foregoing paragraphs, the light or visual source may be light emitting

diodes, a display such as a screen, color sources such as a screen or any other sort of visual guiding

device such as signs, etc.

[0087] The guiding unit may get the information regarding the user's head pose or facial

orientation or gaze/eyes from a determination unit. Preferably the guiding unit uses thereby the



head pose information of the user, alternatively it may also use information regarding the user's

face orientation or gaze/eyes for guiding the user.

[0088] In an embodiment the guiding unit may be implemented and included in a computer

system as described previously.

[0089] Fig. 1 is a block diagram of one system 100 of one embodiment of the invention for

authenticating a user of a device. As described above, the system may include a first image sensor

110, a second image sensor 120, a determination unit 130, an authentication unit 140, a profile unit

150, and a device 160 (for which the user is being authenticated). While communication channels

between components have been shown as lines between various components, those of skill in the

art will understand that other communication channels between components may be present and

not shown in this particular example.

[0090] Fig. 2 is a block diagram of one method 200 of one embodiment of the invention for

authenticating a user of a device. As described above, the method may include, at step 2 10,

capturing image(s) with a first image sensor. At step 220, image(s) may be captured with a second

image sensor. At step 230, information may be determined relating to the user's eye from the

image(s). At step 240, it may be determined whether the user is alive based on the preceding

acquired information and determinations. At step 250, also based on the preceding acquired

information and determinations, it may be determined whether to authenticate the user. At step

260, a user profile may be loaded based upon authentication of the user.

[0091] Fig. 3 is a block diagram illustrating an exemplary computer system 300 in which

embodiments of the present invention may be implemented. This example illustrates a computer

system 300 such as may be used, in whole, in part, or with various modifications, to provide the

functions of any of the systems or apparatuses discussed herein. For example, various functions of

the eye tracking device may be controlled by the computer system 300, including, merely by way

of example, gaze tracking and identification of facial features, etc.

[0092] The computer system 300 is shown comprising hardware elements that may be

electrically coupled via a bus 390. The hardware elements may include one or more central

processing units 310, one or more input devices 320 (e.g., a mouse, a keyboard, etc.), and one or

more output devices 330 (e.g., a display device, a printer, etc.). The computer system 300 may

also include one or more storage device 340. By way of example, storage device(s) 340 may be

disk drives, optical storage devices, solid-state storage device such as a random access memory



("RAM") and/or a read-only memory ("ROM"), which can be programmable, flash-updateable

and/or the like.

[0093] The computer system 300 may additionally include a computer-readable storage media

reader 350, a communications system 360 (e.g., a modem, a network card (wireless or wired), an

infra-red communication device, Bluetooth™ device, cellular communication device, etc.), and

working memory 380, which may include RAM and ROM devices as described above. In some

embodiments, the computer system 300 may also include a processing acceleration unit 370,

which can include a digital signal processor, a special-purpose processor and/or the like.

[0094] The computer-readable storage media reader 350 can further be connected to a computer-

readable storage medium, together (and, optionally, in combination with storage device(s) 340)

comprehensively representing remote, local, fixed, and/or removable storage devices plus storage

media for temporarily and/or more permanently containing computer-readable information. The

communications system 360 may permit data to be exchanged with a network, system, computer

and/or other component described above.

[0095] The computer system 300 may also comprise software elements, shown as being

currently located within a working memory 380, including an operating system 384 and/or other

code 388. It should be appreciated that alternate embodiments of a computer system 300 may

have numerous variations from that described above. For example, customized hardware might

also be used and/or particular elements might be implemented in hardware, software (including

portable software, such as applets), or both. Furthermore, connection to other computing devices

such as network input/output and data acquisition devices may also occur.

[0096] Software of computer system 300 may include code 388 for implementing any or all of

the function of the various elements of the architecture as described herein. For example,

software, stored on and/or executed by a computer system such as system 300, can provide the

functions of the eye tracking device, and/or other components of the invention such as those

discussed above. Methods implementable by software on some of these components have been

discussed above in more detail.

[0097] The computer system 300 as described referring to figure 3, may also include a guiding

unit 435 as shown and described referring to figures 4 and 5 .

[0098] Fig. 4 is a block diagram of one system 400 of one embodiment of the invention for

authenticating a user of a device. As described above, the system may include a first image sensor



410, a second image sensor 420, a determination unit 430, a guiding unit 435 an authentication

unit 440, a profile unit 450, and a device 460 (for which the user is being authenticated). While

communication channels between components have been shown as lines between various

components, those of skill in the art will understand that other communication channels between

components may be present and not shown in this particular example.

[0099] Fig. 5 is a block diagram of one method 500 of one embodiment of the invention for

authenticating a user of a device. As described above, the method may include, at step 510,

capturing image(s) with a first image sensor. At step 520, image(s) may be captured with a second

image sensor. At step 530, information may be determined relating to the user's eye, facial

orientation or head pose from the image(s). At step 535 the user may be guided so that his

eyes/gaze, facial orientation or head pose is in a good position for authentication, as described

above. At step 540, it may be determined whether the user is alive based on the preceding acquired

information and determinations. At step 550, also based on the preceding acquired information

and determinations, it may be determined whether to authenticate the user. At step 560, a user

profile may be loaded based upon authentication of the user.

[0100] Figs. 4 and 5 illustrate the guiding unit 435 to be arranged after the determination unit

430 and the guiding step 535 arranged to be after the determination step 530. It falls however

within the scope of the invention that these units and steps are arranged in any other sequence.

[0101] Although the system and method shown in figures 1, 2, 4 and 5 is illustrated comprising

and using a first and a second image sensor, it falls within the scope and spirit of the invention that

the system/method and the invention, respectively, only comprises and uses one single image

sensor. Another possibility is of course that the system and method comprises and uses more than

two image sensors. The embodiments illustrated in the figures 1, 2, 4 and 5 illustrate one possible

embodiment of the invention. Any other embodiment that can be conceived by the skilled person

falls under the scope of the invention.

[0102] The invention has now been described in detail for the purposes of clarity and

understanding. However, it will be appreciated that certain changes and modifications may be

practiced within the scope of the appended claims.



WHAT IS CLAIMED IS :

1. A system for authenticating a user of a device, the system comprising:

a first image sensor for capturing at least one image of at least part of a user;

a determination unit for determining information relating to the user's eye based at

least in part on at least one image captured by the first image sensor; and

an authentication unit for authenticating the user using the information relating to

the user's eye, wherein the authentication unit is for executing an action upon detection of an

unauthorized user.

2 . The system according to claim 1, wherein the determination unit is further

for determining whether the user is alive based at least in part on at least one image captured by

the first image sensor.

3 . The system according to any of claims 1 or 2, wherein the authentication

unit executes re-authentications of the user when the authenticated user using the device leaves and

returns to the device or when the information relating to the user's eye is lost.

4 . The system according to claim 3, wherein the re-authentication is only

executed after a defined time period, during which information of the user's eye is lost.

5 . The system according to any of claims 1-4, comprising a second image

sensor for capturing at least one image of at least a part of the user.

6 . The system according to claim 5, wherein the determination unit compares

an image captured by the first image sensor with an image captured by the second image sensor.

7 . The system according to any of claims 1-6, wherein the action includes

notifying the user.

8 . The system according to any of claims 1-6, wherein the action includes

closing an application on the device.

9 . The system according to any of claims 1-6, wherein the action includes

removing an item from display on the device.

10. The system according to any of claims 1-6, wherein the action includes

logging out of the device.



11. The system according to any of claims 1-6, wherein the action includes

notifying a third party.

12. The system according to any of claims 1-11, wherein the action is executed

by an operating system of the device and wherein the operating system is notified by the

authentication unit.

13. The system according to claim 12, wherein the operating system shuts down

the device.

14. The system according to any of claims 1-6, wherein the action includes

taking a picture of the unauthorized user by the at least first image sensor.

15. A system for authenticating a user of a device, the system comprising:

a first image sensor for capturing at least one image of at least part of a user;

a determination unit for determining information relating to the user's head pose

and eyes based at least in part on at least one image captured by the first image sensor;

an authentication unit for authenticating the user using information relating to the

user's eyes; and

a guiding unit, wherein:

the determination unit is further for determining whether the user is alive

based at least in part on at least one image captured by the first image sensor; and

the head pose information is used by the guiding unit for guiding the user

during authentication so that the head of the user is in the right position for authentication.

16. The system according to claim 15, wherein the guiding unit is for generating

visual signals to guide the user.

17. The system according to claim 15, wherein the guiding unit is for generating

sound signals to guide the user.

18. The system according to claim 15, wherein the guiding unit is for generating

tactile signals to guide the user.

19. The system according to any of claims 15-18, further comprising a second

image sensor for capturing at least one image of at least a part of the user.



20. The system according to claim 19, wherein the determination unit is further

for comparing an image captured by the first image sensor with an image captured by the second

image sensor.

21. The system according to any of claims 15-20, wherein the guiding unit is

coupled to the at least first image sensor and/or the second image sensor.

22. The system according to any of claims 15-21, further comprising a track

box, said track box being defined by the system and/or a third party, the track box defining a three

dimensional shape representing a region, in which the at least first image sensor can determine the

head pose of the user.

23. A method for authenticating a user of a device, the method comprising:

capturing at least one image of at least part of a user with a first image sensor;

determining information relating to the user's eye based at least in part on at least

one image captured by the first image sensor;

authenticating the user using information relating to the user's eye; and

executing an action upon detection of an unauthorized user.

24. The method according to claim 23, further comprising determining whether

the user is alive based at least in part on at least one image captured by the first image sensor.

25. The method according to claim 24, wherein determining whether the user is

alive is further based at least in part on determining head pose information for the user.

26. The method according to any of claims 23-25, further comprising re-

authenticating the user when the user leaves and returns to the device.

27. The method according to any of claims 23-25, further comprising re-

authenticating the user using the device when the information relating to the user's eye is lost.

28. The method according to any of claims 23-25, further comprising re-

authenticating the user only after a defined time period, during which the user was not

authenticated or not present at the device.

29. The method according to any of claims 23-25, further comprising re-

authenticating the user at regular time intervals.



30. The method according to claim 29, wherein the time intervals are shortened

or extended, depending on the content currently displayed by the device.

31. The method according to any of claims 23-30, further comprising capturing

at least one image of at least part of the user with a second image sensor.

32. The method according to any of claims 23-31, wherein executing an action

comprises one or more of the following: notifying the authenticated user, closing an application on

the device, removing an item from display on the device, logging out of the device, and/or

notifying a third party.

33. The method according to any of claims 23-32, wherein executing an action

comprises shutting down the device.

34. The method according to any of claims 23-32, wherein executing an action

comprises taking a picture of the unauthorized user.

35. The method according to any of claims 23-32, wherein executing an action

includes initiating a lock down of a building.

36. A method for guiding a user of a device during authentication, the method

comprising:

capturing at least one image of at least part of a user with a first image sensor;

determining information relating to the user's head pose and the user's eye based at

least in part on at least one image captured by the first image sensor;

determining whether the user is alive based at least in part on at least one image

captured by the first image sensor;

guiding the user using the information relating to the user's head pose; and

authenticating the user using information relating to the user's eye.

37. The method according to claim 36, wherein the guiding comprises

generating visual signals.

38. The method according to claim 36, wherein the guiding comprises

generating sound signals.

39. The method according to claim 36, wherein the guiding comprises

generating tactile signals.



40. The method according to any of claims 36-39, further comprising capturing

at least one image of at least a part of the user via second image sensor.

4 1. The system according to any of claims 36-39, further comprising comparing

an image captured by the first image sensor with an image captured by the second image sensor.

42. The method according to any of claims 36-41, wherein the guiding

comprises a combination of generating visual signals and/or sound signals and/or tactile signals.

43. The method according to any of claims 36-42, further comprising:

defining a track box that represents a three dimensional region in which the head

pose of the user can be determined; and

guiding the user in relation to at least said track box.

44. The method according to claim 43, wherein guiding the user in relation to

said track box includes the step of guiding the user into the track box using visual-, acoustical- or

tactile signals.

45. A non-transitory machine readable medium having instruction stored therein

for authenticating a user of a device, wherein the instructions are executable by one or more

processors for performing the steps of claim 23.

46. A non-transitory machine readable medium having instructions stored

therein for guiding a user of a device during authentication, wherein the instructions are executable

by one or more processors for performing the steps of claim 36.
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