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(57) Abstract: A medical device management system includes a plurality of medical devices communicating with a local area network.
A local network appliance forwards device data gathered from the medical devices to a cloud based service that processes and organizes
the device data. The cloud based service may also be in communication with a sales database, an ERP system, a manufacturing database,
and/or other databases. Users may request device data from the cloud based service using a conventional web browser. The device data

© may include location data, usage data, repair data, etc. In some cases, device data may come from a variety of sources and the cloud
00 based service collates the multi-source data together into a set of records that form a digital replica of the actual medical device.

o
o

[Continued on nextpage]



WO 2018/013666 Al llll I I I I 11III II I III III II II II III II I II

OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,

TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,

GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,

UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,

KM, ML, MR, NE, SN, TD, TG).

Published:



EQUIPMENT MANAGEMENT SYSTEM

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. provisional patent application serial number

62/361,221 filed July 12, 2016, by inventors David Becker etal. and entitled EQUIPMENT MANAGEMENT

SYSTEM, the complete disclosure of which is incorporated herein by reference.

BACKGROUND

[0002] The present disclosure relates to an equipment management system, and more

particularly to an equipment management system for a plurality of medical devices.

[0003] Medical facilities utilize large numbers of medical devices that come in a wide variety of

different forms. These medical devices includes, but are not limited to, patient supports (e.g. beds,

stretchers, operating tables, chairs, etc.); patient transport devices (e.g. wheelchairs, transport chairs, etc.);

operating room equipment (e.g. drills, saws, sponges, lights, endoscopes, etc.); patient treatment devices

(e.g. ventilators, respirators, DVT pumps, etc.); communication devices (e.g. cameras, nurse call

communication equipment, pagers, etc.); pharmaceuticals (e.g. medicines, ointments, etc.); and still other

types of devices. Tasks associated with the management of these devices, such as maintaining an

accurate inventory, scheduling the use of the devices, locating the devices, repairing and/or servicing the

devices, and other tasks) present substantial challenges to the administrators of the medical facility.

SUMMARY

[0004] The present disclosure provides systems and methods for enabling more effective

management of a medical facility's medical devices. In several embodiments, the present disclosure

provides a cloud-based equipment management platform having a web-based user interface that enables

authorized individuals at a medical facility to view in real-time, or near real-time, data regarding the medical

devices within their facility. In various embodiments, the data viewable by the authorized individuals

includes one or more off the following: an inventory of the medical devices in the possession of the medical

facility; specific locations of those medical devices within the facility; the status of those medical devices

(e.g. in service, out of service, clean, dirty, operational, non-operational, etc.); usage statistics of the

medical devices; event histories for each of the medical devices; current software and hardware versions

of the medical devices; and still other device data. The data may be viewed by multiple personnel at the

medical facility using conventional a software application (e.g. a web browser) operating on any of a variety

of different devices (desktop computers, laptops, tablets, smart phones, smart watches, Computers-on-

Wheels (COWs), etc.) Further, the administrators of the medical facility can define profiles for different

classes of authorized individuals so that only certain of the data is viewable by different classes of

individuals (e.g. technicians, IT personnel, biomedical staff, nurses, doctors, janitorial staff, etc.).



[0005] According to one embodiment, a medical device management system for managing a

plurality of medical devices is provided. The system includes a local network appliance, a user interface,

and a cloud based service. The local network appliance is located at a medical facility and is adapted to

receive device data from the plurality of medical devices. The cloud based service is located remotely

from the medical facility and communicates with the local network appliance. The cloud based service

receives the device data from the local network appliance. The user interface is displayed on a computer

device located at the medical facility. The user interface is adapted to receive a data request from a user

and to forward the data request to the cloud based service. The cloud based service identifies a set of the

plurality of medical devices that are responsive to the data request and forwards to the user interface

processed data regarding the set of medical devices. The processed data is based upon the device data.

[0006] According to another embodiment, a medical device management system is provided for

managing a plurality of medical devices. The system includes a first local network appliance, a second

local network appliance, a cloud based service, and a user interface. The first local network appliance is

located at a first medical facility and adapted to receive device data from a first set of medical devices.

The second local network appliance is located at a second medical facility and adapted to receive device

data from a second set of medical devices. The cloud based service is located remotely from the first and

second medical facilities and in communication with the first and second local network appliances. The

cloud based service receives the device data from the first and second local network appliances. The user

interface is displayed on a computer device. The user interface is adapted to receive a data request from

a user and to forward the data request to the cloud based service. The cloud based service selects the

first or second set of medical devices and forwards to the user interface processed data regarding the

selected set of medical devices. The processed data is based upon the device data of the selected set of

medical devices.

[0007] According to still another embodiment, a method is provided for managing a plurality of

medical devices. The method includes receiving device data from a plurality of medical devices located at

a medical facility; forwarding the device data to a cloud based service located remotely from the medical

facility; receiving a data request from a user interface displayed on a computer device, wherein the data

request relates to one or more of the medical devices at the medical facility; forwarding the data request to

the cloud based service; identifying a set of medical devices from the plurality of medical devices that is

responsive to the data request; processing the device data from the set of medical devices; and forwarding

the processed device data to the user interface.

[0008] In still another embodiment, a medical device management system is provided that

comprises a local network appliance, a cloud based service, and a sales database. The local network

appliance is located at a medical facility and receives device data from a plurality of local medical devices.



The cloud based service is located remotely from the medical facility and in communication with the local

network appliance. The cloud based service receives the device data from the local network appliance.

The sales database is in communication with the cloud based service and contains a first list of sales

records identifying medical devices that were sold to the medical facility. The cloud base service

compares the first list to a second list identifying the local medical devices that are in communication with

the local network appliance and identifies any differences between the first and second lists.

[0009] According to still other embodiments, the cloud based service is adapted to provide a user

interface to a computer device located at the medical facility. The user interface displays information

regarding at least one of the differences. In some embodiments, the cloud based service identifies any of

the local medical devices that are on the first list but not the second list and forwards the identified medical

devices to the computer device.

[0010] In some embodiments, each of the medical devices includes a unique identifier and a

transmitter. The transmitters transmit the device data and the unique identifier to the cloud based service

through the local network appliance.

[001 1] The local network appliance also sends location information to the cloud based service, in

some embodiments. The location information may come from the medical devices themselves, the local

network appliance, and/or an interface with a third party Real Time Locating System (RTLS). The location

information identifies both the medical facility and a specific location within the medical facility.

[0012] In some embodiments, the user interface comprises a web-based software application

and the computer device comprises at least one of the following devices: (1) a desktop computer, (2) a

laptop computer, (3) a tablet computer, (4) a server, (5) a smart cell phone, (6) a smart TV, (7) virtual

reality glasses, and (8) a smart watch. The user interface forwards the data request to the cloud based

service by accessing a web page associated with the cloud based service. The user interface is also

adapted to forward a user identity to the cloud based service which uses the user identity to filter the

processed data. The user interface also allows, in at least one embodiment, a user to display a listing of

the medical devices sorted by at least two different user-selectable criteria. The criteria include the

following: a cumulative usage time of each of the medical devices, a time until a next servicing date for the

medical devices, an age of the medical devices, a last known location of the medical devices, a last date of

service of the medical devices, and still other criteria.

[0013] The device data sent by the medical devices includes one or more of the following

parameters in at least one embodiment: (1) usage data indicating how long the medical devices have been

in use; (2) event data indicating a time and a description of any events occurring with respect to the

medical devices; and (3) current data indicating how much electrical current the medical devices have

used.



[0014] The data request comprises a request for device data from a particular type of medical

device, a request for a usage characteristic for a specific one of the medical devices, a request for an

identification of medical devices within a particular location of the medical facility, or another type of

request relating to the medical devices.

[0015] The cloud based service filters the processed data by correlating a user identification with

a stored profile. The stored profile corresponds to a class of users and identifies what portion of the

processed data is suitable for viewing by that class of users.

[0016] In some embodiments, the cloud based service updates a device record for each of the

medical devices. The device record identifies a last known location of the medical device and a last date

of service of the medical device. The device record is maintained and updated even if its corresponding

medical device is subsequently moved to a different medical facility.

[0017] The cloud based server includes in some embodiments a device management server, a

data repository server, and an application server. The device management server receives the device

data from the plurality of medical devices and forwards the device data to the data repository server. The

data repository server stores the device data and generates the processed data. The application server

receives the processed data from the data repository server and forwards it to the computer devices on

which the user interface is displayed. The local network appliance may communicate with both the device

management server and the data repository server. In at least one embodiment, the local network

appliance forwards the device data directly to the data repository server without forwarding the device data

to the device management server.

[0018] The cloud based server may also or additionally be in communication with a

manufacturing server. The manufacturing server includes manufacturing information regarding the

manufacture of the plurality of medical devices. The processed data is based at least partially upon the

manufacturing information.

[0019] In some embodiments, a first one of medical devices is adapted to transmit its device data

to a second one of the medical devices. The second one of the medical devices is adapted to forward the

device data of the first one of the medical devices to the local network appliance.

[0020] In still other embodiments, the cloud based service uses usage data and repair data

gathered from multiple ones of the medical devices to predict when a medical device may need repair in

the future. The cloud based service provides notification to the user interface when such a medical device

is identified that may need future repair.

[0021] Before the various embodiments disclose herein are explained in detail, it is to be

understood that the claims are not to be limited to the details of operation or to the details of construction

and the arrangement of the components set forth in the following description or illustrated in the drawings.



The embodiments described herein are capable of being practiced or being carried out in alternative ways

not expressly disclosed herein. Also, it is to be understood that the phraseology and terminology used

herein are for the purpose of description and should not be regarded as limiting. The use of "including"

and "comprising" and variations thereof is meant to encompass the items listed thereafter and equivalents

thereof as well as additional items and equivalents thereof. Further, enumeration may be used in the

description of various embodiments. Unless otherwise expressly stated, the use of enumeration should

not be construed as limiting the claims to any specific order or number of components. Nor should the use

of enumeration be construed as excluding from the scope of the claims any additional steps or

components that might be combined with or into the enumerated steps or components.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] FIG. 1 is a diagram of an equipment management system according to a first embodiment

of the present disclosure;

[0023] FIG. 2 is a more detailed diagram of the equipment management system of FIG. 1;

[0024] FIG. 3 is a diagram of a representative medical device of the equipment management

system of FIG. 1;

[0025] FIG. 4 is a diagram of the equipment management system of FIG. 1 showing in more

detail an illustrative medical facility and examples of various types of medical devices that may be

integrated into the equipment management system;

[0026] FIG. 5 is a diagram of the equipment management system of FIG. 1 showing in more

detail an illustrative medical facility and various communication protocols that may be used in the medical

facility;

[0027] FIG. 6 is a diagram of an illustrative digital device replica maintained by the equipment

management system for each of the medical devices under management;

[0028] FIG. 7 is a screen shot displayable on one or more computer devices of the equipment

management system showing an illustrative initial login page of a user interface;

[0029] FIG. 8 is a screen shot displayable on one or more computer devices of the equipment

management system showing an illustrative master list of medical device categories within a medical

facility;

[0030] FIG. 9 is a screen shot displayable on one or more computer devices of the equipment

management system showing a detailed listing of each of the medical devices at the medical facility;

[0031] FIG. 10 is a screen shot displayable on one or more computer devices of the equipment

management system showing an illustrative set of categories of batteries at the medical facility;



[0032] FIG. 11 is a screen shot displayable on one or more computer devices of the equipment

management system showing an illustrative usage and service overview of the batteries at the medical

facility;

[0033] FIG. 12 is a screen shot displayable on one or more computer devices of the equipment

management system showing a detailed overview of an individual one of the batteries at the medical

facility;

[0034] FIG. 13 is a screen shot displayable on one or more computer devices of the equipment

management system showing a detailed listing of each of the batteries at the medical facility;

[0035] FIG. 14 is a screen shot displayable on one or more computer devices of the equipment

management system showing an illustrative set of categories of hand pieces at the medical facility;

[0036] FIG. 15 is a screen shot displayable on one or more computer devices of the equipment

management system showing an illustrative usage and service overview of the hand pieces at the medical

facility;

[0037] FIG. 16 is a screen shot displayable on one or more computer devices of the equipment

management system showing a detailed listing of each of the hand pieces at the medical facility;

[0038] FIG. 17 is a screen shot displayable on one or more computer devices of the equipment

management system showing a detailed overview of an individual one of the hand pieces at the medical

facility;

[0039] FIG. 18 is a screen shot displayable on one or more computer devices of the equipment

management system showing an illustrative set of categories of beds at the medical facility;

[0040] FIG. 19 is a screen shot displayable on one or more computer devices of the equipment

management system showing an illustrative usage and service overview of the beds at the medical facility;

[0041] FIG. 20 is a screen shot displayable on one or more computer devices of the equipment

management system showing a detailed listing of each of the beds at the medical facility; and

[0042] FIG. 2 1 is a screen shot displayable on one or more computer devices of the equipment

management system showing a detailed overview of an individual one of the beds at the medical facility.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0043] An equipment management system 20 according to one embodiment of the present

disclosure is shown in diagram form in FIG. 1. Equipment management system 20 is specifically designed

for use in managing devices used at one or more medical facilities, such as hospitals, clinics, and the like.

Although equipment management system 20 will be described herein with respect to medical devices, it

will be understood that system 20 can be applied to non-medical devices as well. Further, although the

following description focus on only a few types of medical devices, such as surgical hand pieces, batteries,

and beds, it will be understood that system 20 is designed to be used with a wide variety of additional



and/or different types of medical devices. Such additional medical devices includes, but are not limited to,

other types of patient supports (e.g. stretchers, operating tables, chairs, etc.); patient transport devices

(e.g. wheelchairs, transport chairs, etc.); operating room equipment (e.g. drills, saws, sponges, lights,

endoscopes, etc.); patient treatment devices (e.g. ventilators, respirators, DVT pumps, etc.);

communication devices (e.g. cameras, nurse call communication equipment, pagers, etc.);

pharmaceuticals (e.g. medicines, ointments, etc.); and still other types of medical devices.

[0044] Equipment management system 20 is designed to provide administrators of a medical

facility with an up-to-date overview of the status of all of the medical devices being managed by system 20.

The status information provided by system 20 includes information about the usage of the medical devices,

the maintenance history of the medical devices, outputs from one or more sensors of the medical devices,

sales information about the medical devices, the current and past operational status of the medical

devices, and, in some embodiments, the last known location of each of the medical devices. Equipment

management system 20 is further designed to allow the administrators to sort and filter the data from the

monitored medical devices so that administrators can quickly focus on only the particular data that is of

interest to them at a given moment. For example, if an administrator wishes to know how many of a

particular type of endoscopes are located at a given facility, and/or the usage or current status of those

endoscopes, equipment management system 20 is designed to allow the user to easily request only this

data. In response, system 20 automatically filters out all of the other medical device data that has been

gathered by system 20.

[0045] Equipment management system 20 is also designed, in some embodiments, to provide

notifications or suggestions to the administrator of the medical facility that improve the medical facility's

internal procedures and/or management of their equipment. For example, equipment management system

20 is designed to inform the administrators of the medical facility when particular medical devices are

showing unusual amounts of use or disuse. This allows the administrators to investigate the reasons for

such overuse or underuse and take steps to more evenly distribute the equipment usage. As another

example, management system 20 provides advance notifications to the administrators when equipment

should be serviced. System 20 also provides a unified location for receiving error alerts from the medical

devices being actively managed by system 20. Still further, in at least some embodiments, system 20 is

configurable to compare the list of the actively managed medical devices with the sales records from the

vendor or vendors of the medical devices, and to identify discrepancies between the equipment the

medical facility purchased and the equipment that is on-site at the medical facility. In still other

embodiments, system 20 is adapted to predict when servicing of equipment will be likely outside of the

regularly scheduled servicing using statistical analyses of the usage, repair, and/or error data gathered



from a statistically significant number of similar-type medical devices. In still other embodiments, system

20 is adapted to perform still other features, as will be described in greater detail below.

[0046] In addition to providing all of the foregoing data to the medical facility administrators,

equipment management system 20 is designed to allow the administrators to grant selective access of this

information to other personnel at the medical facility, such as doctors, nurses, technicians, biomedical

engineers, sales personnel, etc. Some or all of the data collected by equipment management system 20 is

also available to be viewed by authorized agents of the vendor of equipment management system 20.

[0047] As shown in FIG. 1, system 20 includes a management service 22, one or more vendor's

enterprise systems 24, and one or more medical facilities 26. The management service 22 is a cloud-

based service that is accessible via the Internet. The vendor's enterprise system 24 is the enterprise

system of the vendor of the medical devices that are being managed by system 20. The medical facility 26

is a hospital, clinic, or other type of health care institution in which the medical devices being managed by

system 20 are located.

[0048] A more detailed view of the structures of equipment management system 20 is shown in

FIG. 2. As can be seen therein, management service 22 communicates with a local area network (LAN)

28 associated with each medical facility 26. More specifically, each LAN 28 includes one or more network

appliances 30 that allow the devices on the LAN 28 to communicate externally of the medical facility. In

some embodiments, network appliances 30 are conventional edge routers or subscriber routers that

couple the medical facility's LANs 28 to the Internet via one or more Internet Service Providers or Network

Service Providers. Gateways 30 may include a built-in firewall, or the firewall may be implemented

separately from the network appliance 30. In some LANs 28, there may be no firewall.

[0049] Each LAN 28 includes a plurality of medical devices 32 that are in communication with

LAN 28. Medical devices 32 communicate with LAN 28 in a variety of different manners, as will be

discussed in greater detail below. Medical devices 32 forward device data about themselves through

either network appliance 30 for forwarding to management service 22, or to a local management server 34

that is likewise coupled to LAN 28. When the device data is forwarded to the local management server 34,

the local management server 34 collects the device data, processes the device data in one or more

manners that will be discussed in greater detail below, and forwards some or all of the processed data to

management service 22 via network appliance 30.

[0050] Management service 22 collects all of the device data that is forwarded to it from the

network appliances 30 of one or more medical facilities 26. Although FIG. 2 illustrates system 20 having

two medical facilities 26, it will be understood by those skilled in the art that this is merely for purposes of

illustration. System 20 can be implemented with only a single medical facility 26 in at least one



embodiment. In other embodiments, system 20 can be implemented with more than two medical facilities

26 that communicate with management service 22.

[0051] In addition to collecting all of the device data sent from the various medical facilities 26,

management service organizes the received device data according to which medical facility the data was

received, as well as from which individual medical device 32 the device data was generated. Management

service 22 also maintains and updates device records for each medical device 32. When new data is

received from a particular medical device 32 via a network appliance 30, management service 22 updates

the corresponding portion or portions of the device record for that particular medical device 32.

[0052] Management service 22 also analyzes and processes the device data received from the

medical devices 32 and forwards the selected components of that information to one or more computer

devices 36 that are in communication with management service 22. The computer devices 36 are shown

in FIG. 2 as being positioned within the medical facilities 26, but this is merely one example of the potential

locations for computer devices 36. Computer devices 36 may be positioned outside of medical facilities 26

at any location where they have network access to management service 22, which, as noted, is a cloud

based service that is accessible via the Internet.

[0053] Each computer device 36 includes a local user interface 38, that may comprise a display

and/or touch screen in combination with one or more tools for manipulating and/or responding to the

information displayed on the display or touchscreen. Such tools include, but are not limited to, a mouse, a

keypad, a trackball, a stylus, and the like. Computer devices 36 may be conventional desktop computers,

laptop computers, tablet computers, Computers-On-Wheels (COWs), smart cell phones, or other types of

computers. It is not necessary for computer devices 36 to be of a uniform type within any given

management system 20. Thus, for example, some computer devices 36 may be smart phone while some

other ones may be desktop computers. Other variations are, of course, possible.

[0054] In the embodiment shown in FIGS. 1 and 2, management service 22 is a web-based

service that is accessible to users of computer devices 36 via one or more conventional world wide web

browser applications, such as, but not limited to, Microsoft's Internet Explorer browser, Google's Chrome

browser, Mozilla's Firefox browser, Apple Computer's Safari browser. Other types of applications

executed by computer devices 36 may alternatively be used for accessing the services of management

service 22 via computer devices 36.

[0055] In the embodiment shown in FIG. 2, management service 22 is made up of a collection of

three different types of servers: one or more data repository servers 40, one or more application servers

42, and one or more device management servers 44. Servers 40, 42, and 44 are all in communication with

each other, though not necessarily physically located at a common location. In some embodiments,

servers 40, 42, and 44 are coupled to each other as part of a local area network that is coupled via a



network appliance, or other device, to the Internet. In other embodiments, one or more of servers 40, 42,

and 44 are coupled to each other via the Internet or other wide area network connection. When located in

different countries or political regions from each other or from one or more of medical facilities 26, system

20 is designed to take into account the legal rules, if any, that may restrict the movement of data collected

from medical devices 32 across the boundaries between the different regions. In some embodiments,

system 20 strips out of its messages any data that is prohibited from crossing such boundaries. When

possible, system 20 stores collected information in geographic locations that have no such restrictions, or a

minimal amount of such restrictions.

[0056] Application server 42 communicates with the computer devices 36 and acts as an

interface between the computer devices 36 and data repository server 42. Application server 42 may host

one or more other applications besides those associated with equipment management system 20. Such

applications utilize the existing infrastructure of system 20, but perform one or more different functions from

equipment management system 20.

[0057] Device management server 44 communicates with the medical devices 32 and acts as an

interface between the medical devices 32 and data repository server 42. The communication paths

between a facility's network appliance 30 and maintenance service 22 are different. Specifically, as shown

in FIG. 2, the communication between computers 36 and management service 22 follows a first

communication path 92a, while the communication between the medical devices 32 and the facility's

network appliance 30 follows a second path 92b.

[0058] Data repository server 40 maintains one or more digital records 80 which, in combination,

make up digital replicas 46 of each medical device 32 (FIG. 6). More specifically, data repository server 40

maintains at least a device profile record 80m for each medical device 32 that reports device data via

network appliances 30, as well as each medical device 32 that is identified in vendor enterprise system 24.

The device profile record 80m contains information of where the rest of the records 80 that comprise the

digital replica 46 for each device are located. In some instances, some or all of these records 80 are

stored in data repository 40. However, in some instances, the various records 80 of digital replicas 46 are

stored in disparate locations and the device profile records 80m keeps track of, and update, the locations

of each of these records 80. Each device profile 80m and digital replica 46 includes a unique ID that

corresponds to an associated physical device 32. The various records 80 of each digital replica 46 also

server as the repositories for the incoming device data that is forwarded to management service 22 from

the medical facilities 26 and from the vendor's enterprise system 24.

[0059] The device data that is sent from the medical facilities 26 to the records 80 of the digital

replicas 46 includes, but is not limited to, one or more of the following: the times and dates at which the

medical devices 32 have been used; the cumulative amount of usage of the medical devices 32; the times,



dates, and types of servicing of the medical devices 32; any error codes generated by the medical devices

32, as well as the times and dates of the error codes; one or more battery statistics of those medical

devices 32 that are battery powered (e.g. current battery charge level, current battery drain rate, date and

time of last discharge, current voltage, resistance, etc.); outputs from any one or more sensors that are

included on particular ones of the medical devices 32, such as temperature sensors, current sensors, light

sensors, speed sensors, force sensors, pressure sensors, etc.; the times, dates, and amounts of motor

usage for those medical devices 32 having one or more motors; and the current software and hardware

version installed on the medical device 32. In some embodiments, the local management server 34 is able

to detect specific locations of the medical devices 32 within a given medical facility 26, either in conjunction

with locating equipment that is sold by the same vendor as the vendor of equipment management system

20, or in conjunction with 3rd party locating systems that communicate with local management server 34.

Still other device data may also be sent from the medical facilities 26 to the management service 22 and

entered in the individual digital replicas 46.

[0060] The device data that is sent from the vendor's enterprise system 24 includes, but is not

limited to, data selected from one or more of the following sets of records: a set of device sales records 48,

a set of device design records 50, and/or a set of device manufacturing records 52. The device sales

records 48 include one or more of the following: the unique IDs of the medical devices 32; the make and

model numbers of the medical devices 32; a type and/or description of each medical device 32; the original

purchasers of the medical devices 32; subsequent purchasers of the medical devices 32; and the location

of the original purchasers and subsequent purchasers. The purchaser identification and location

information includes information identifying which medical facility 26 the medical device 32 is associated

with. When available, this information specifies not only the address of the purchaser, but also which

campus, building, and/or other location information indicating where the medical devices 32 are expected

to be located.

[0061] The device design records include any one or more of the following: engineering data

regarding the design of the medical device, such as technical drawings, operational parameters, etc.;

operational manuals; maintenance manuals; technical notes; testing results; and any other design-related

information. The device design records include not only records corresponding to the design of the type of

device, but also individual design history files for the individual instances of a particular medical device 32.

In other words, if a particular medical device 32 is a bed, for example, the device design records will

contain records that are common to all of the beds that are of the same model or type, as well as any

records that correspond to that particular bed. Such individual records may include, as but one example,

configuration data for one of more sensors that are installed on a particular bed. Still other individual

records may also be included within the device design records.



[0062] The device manufacturing records 52 include one or more of the following sets of records:

when and where the medical devices 32 were manufactured; an identification of which options, if any, were

installed or built into each medical device 32; the unique identifiers (if any) of the components or

subcomponents of each medical device 32 (e.g. a particular type of siderail of a bed 32 may have a unique

ID, or a particular electronic circuit board may have a unique ID); the current software and/or hardware

version that is installed on the medical devices 32; and a log of the software and/or hardware updates to

the medical devices 32. In addition to the foregoing data, the vendor's enterprise system 24 may also

include any one or more of the following: a recommended service schedule for each of the medical devices

32, including an identification of the recommended times of service and the recommended types of service;

information regarding FDA compliance and/or certification; material safety data sheets, if applicable; and

software, hardware, and/or firmware updates for the medical devices 32. Still other device data may also

be sent from the vendor's enterprise system 24 to the management service 22 for entry into the individual

digital replicas 46 of devices 32.

[0063] FIG. 6 illustrates in greater detail one example of the types of data records and data that

are maintained in an individual digital replica 46 for a particular medical device 32. As shown therein,

digital replica 46 includes a device ID record 80a, a device type record 80b, a device name record 80c, a

device image record 80d, a location record 80e, a manufacturing date record 80f, a sales date record 80g,

a last use record 80h, a total usage record 80i, a service status record 80j, an event record 80k, a software

and hardware version log 801, a device profile record 80m, and one or more additional data records 80n.

Each of these records are populated with information that is received from vendor's enterprise system 24,

the medical facilities 26, and/or any computer devices 36 that are separate from system 24 and facilities

26, but in communication with service 22. In combination, the data contained within all of the records 80

constitutes what can be considered a digital replica 46 of the device. That is, the data in records 80 is

sufficiently extensive so as to constitute a digital equivalent of the actual physical medical device 32.

[0064] Many of the records 80 include multiple pieces of information, rather than just a single

piece of information. For example, the device location record 80e includes different levels of location

granularity. These include the city, state, address, campus, building, wing, floor, room, bed bay, GPS

coordinates, building coordinates, and/or other granular levels of location. System 20 populates these

different levels of location as it is able. Some location information it receives, as will be described below,

only allows system 20 to determine and/or update one or a subset of these location levels (e.g. some

location information may only indicate the room that a medical device 32 is located in), while other location

information may allow system 20 to populate all of these different levels of location granularity.

[0065] Most of records 80 contain information that is dynamic and changes over time.

(Manufacturing date record 80f is one exception). These dynamic records, in addition to storing a current



set of data, also store a log of the previous sets of data (if any), and/or changes that were made to the

records. The log also records who the individual is or was who changed the record 80 (if applicable) or

what event caused the record 80 to be updated or otherwise changed, as well as a time at which the

record was changed. System 20 enables an individual with the requisite authorization to perform

searching of records 80 based on time of change and/or who or what changed them. The results of such

searching are displayable on user interfaces 38 or 3Θ.

[0066] In the illustrated embodiment, management service 22 of equipment management system

20 does not receive any Protected Health Information (PHI) from medical device 32 and/or local

management server 34 that is subject to the privacy provisions of the United States' Health Insurance

Portability and Accountability Act of 1996 (a.k.a. HIPAA). In an alternative embodiment, some of the data

sent to management service 22 by the medical devices 32 and/or local management server 34 does

include Protected Health Information, and system 20 is modified to ensure that appropriate safeguards are

built into the system to ensure compliance with HIPAA. Alternatively, system 20 may be designed to strip

away any personally identifiable information in order to transform protected health information into

unprotected health information.

[0067] In the embodiment shown in FIGS. 1 and 2, the vendor's enterprise system 24 is the

enterprise system of the vendor that sells and/or manufactures the medical devices 32. It will be

understood by those skilled in the art that, in at least some embodiments, equipment management system

20 is modified to communicate with multiple vendor enterprise systems 24 where each of the systems 24

represents a different manufacturer and/or seller of medical devices 32. In such a modified system 20, the

medical devices 32 under the management of system 20 are not necessarily all homogenous in terms of

their manufacturer and/or seller. Instead, such a modified system 20 is capable of managing medical

devices 32 having a heterogeneous source of manufacturers and/or sellers.

[0068] Still further, in some modified embodiments of system 20, a single vendor's enterprise

system 24 is included, but the single enterprise system 24 is populated with device data regarding medical

device's manufactured and/or sold from third party vendors. In this manner, the modified system 20 is able

to manage medical devices 32 having heterogeneous manufacturers and/or sellers without necessarily

communicating with multiple enterprise systems 24 of different vendors.

MEDICAL DEVICES 32

[0069] FIG. 3 illustrates an exemplary medical device 32 for use with equipment management

system 20. As shown therein, medical device 32 includes a controller 54, a transceiver 56, and one or

more sensors 58. In addition, depending upon the specific type of device it is, medical device 32 may also

include any one or more of the following: a motor 60, a clock 62, and/or a location sensor 64. Each of the

components of medical device 32 shown in FIG. 3 may vary from medical device 32 to medical device 32.



However, each of these components shares a set of general characteristics that is described in more detail

below.

[0070] The controllers 54 include one or more microcontrollers, microprocessors, and/or other

programmable electronics that are programmed to carry out the functions described herein. It will be

understood that the controllers 54 may also include other electronic components that are programmed to

carry out the functions described herein, or that support the microcontrollers, microprocessors, and/or

other electronics. The other electronic components include, but are not limited to, one or more field

programmable gate arrays, systems on a chip, volatile or nonvolatile memory, discrete circuitry, integrated

circuits, application specific integrated circuits (ASICs) and/or other hardware, software, or firmware, as

would be known to one of ordinary skill in the art. Such components can be physically configured in any

suitable manner, such as by mounting them to one or more circuit boards, or arranging them in other

manners, whether combined into a single unit or distributed across multiple units. Such components may

be physically distributed in different positions on an individual medical device 32, or they may reside in a

common location on the medical device 32. When physically distributed, the components may

communicate using any suitable serial or parallel communication protocol, such as, but not limited to, CAN,

LIN, Firewire, l-squared-C, RS-232, RS-485, etc.

[0071] Transceivers 56 allow the medical devices 32 to communicate with any one or more of the

following entities: a local network appliance 30; a localized gateway 30a; a local management server 34;

another medical device 32; and/or management server 44 (which may be done by an open port (e.g. HTTP

port 80 or HTTPS port 443), or via a suitable tunneling agent, or other structure, that enables the medical

device 32 to tunnel through the medical facility's firewall for direct Internet communication, or which may be

done indirectly). In some medical devices 32, multiple transceivers 56 are included that utilize different

protocols and/or communication media. Transceivers 56 include any one or more of the following: a WiFi

radio; a Bluetooth radio; a Zigbee radio; a wired Ethernet port; a serial port (e.g. a Universal Serial Bus

(USB) port); an infrared transceiver; and/or a near field communication (NFC) transceiver.

[0072] Sensors 58 measure one or more characteristics of the medical device 32 and vary

depending upon the particular type of medical device 32. For example, in a patient support apparatus,

such as a bed, sensors 58 may include any one or more of the following: an electrical current sensor for

measuring electrical current delivered to various motors 60; one or more load cells for measuring the

weight supported on the patient support apparatus; one or more force sensors for measuring an amount of

force applied to the patient support apparatus, particularly for patient support apparatuses that have built-in

propulsion systems; one or more temperature sensors for measuring the temperature of a component of

the patient support apparatus; one or more vital sign detectors for detecting a vital sign of a patient

supported on the patient support apparatus; one or more pressure sensors for detecting the fluid pressure



in a hydraulic lift system; and one or more sensors for detecting when a patient is turned and/or exits from

the patient support apparatus.

[0073] Multiple examples of the types of sensors 58 that may be incorporated into medical device

32 when medical device 32 corresponds to a bed are disclosed in commonly assigned, U.S. Pat. No.

7,690,059 issued to Lemire et al., and entitled HOSPITAL BED, and commonly assigned U.S. Pat.

publication No. 2007/0163045 filed by Becker et al. and entitled PATIENT HANDLING DEVICE

INCLUDING LOCAL STATUS INDICATION, ONE-TOUCH FOWLER ANGLE ADJUSTMENT, AND

POWER-ON ALARM CONFIGURATION, the complete disclosures of both of which are hereby

incorporated herein by reference. When implemented as a bed, medical devices 32 may also include any

of the sensors disclosed in the commercially available S3 bed sold by Stryker Corporation of Kalamazoo,

Michigan, and documented in the Stryker Maintenance Manual for Stryker's MedSurg Bed, Model 3002 S3,

(doc. 3006-109-002 Rev D), published in 2010, the complete disclosure of which is also hereby

incorporated herein by reference. Still other sensor combinations may be incorporated into any beds that

are part of the managed medical devices 32 of system 20.

[0074] Although not shown in FIG. 3, each medical device 32 also includes a memory that

contains instructions executed by controller 54. In addition to these instructions, each medical device 32

contains one or more unique device identifiers that are unique to that particular medical device. The

unique identifier(s) are stored in a memory accessible to controller 54 and transmitted with the device data

that controller 54 sends via transceiver 56. The recipient of the device data therefore knows the specific

device to which the transmitted device data corresponds. The unique identifier(s) may be entered by

programming the particular medical device 32, by using scanning technology that assigns a unique

identifier to a bar code, or other type of code, permanently affixed to the medical device, and/or by other

means.

[0075] In some cases, only a single unique identifier is stored in the memory of a particular

medical device 32. In other instances, multiple unique identifiers are stored in the memory of the particular

medical device 32 and the different unique identifiers correspond to different domains of uniqueness. For

example, one of the unique identifiers may be an identifier that is unique to the company or entity that

manufactured the device. In such cases, the unique identifier distinguishes the particular medical device

from all other medical devices made by that same company or entity, but may not uniquely distinguish the

medical device from the medical devices may by a different company or entity (who may have adopted a

similar or overlapping identification system). A separate unique identifier is included in some embodiments

that is unique to not only the company or entity that made the medical device 32, but also to all (or a set of)

other manufacturers of medical devices 32. This separate unique identifier is able to distinguish the

medical device 32 from a larger population of medical devices 32 than an identifier that is unique only to a



single manufacturer or entity. When multiple unique identifiers are stored on a particular medical device

32, the medical device 32 transmits all of the unique identifiers to management service 22, unless

otherwise configured by a user or management service 22 to transmit only one (or a subset) of the unique

identifiers.

[0076] In some medical devices, the unique identifier(s) is or are built into the medical device

during its manufacture. In other medical devices, the unique identifier(s) are added after manufacture.

Regardless of when the unique identifier(s) are input into the medical device, vendor's enterprise system

24 also includes the unique identifiers, as well as additional information associated with each unique

identifier. Such additional information includes, but is not limited to, a human-readable description of the

medical device (e.g. a bed, a drill, a pump, etc.); a model, brand, and/or type of the medical device; the

date and place of manufacture of the medical device 32; the hardware and/or software versions installed

on the medical device 32; options built into the medical device 32; and/or still other information about the

device. This information is forwarded by vendor enterprise system 24 to management service 22, which

inputs the data into appropriate records 80 within the devices' digital replicas 46 that are maintained for

each medical device 32, as will be discussed in greater detail below. The digital replicas 46 also contain

the unique device ID (stored in record 80a) and are updated with device data sent from the individual

medical devices 32. The data within the digital replicas 46 is made available for display, after suitable

processing, on one or more local user interfaces 38 of computer devices 36 (or operator user interfaces 39

of management service 22) that are being used by individuals having the requisite level of access to such

information.

[0077] In addition to one or more unique identifiers, many of the medical devices 32 are also

equipped with software or firmware that enables the medical device to forward device data to management

service 22. Such medical devices 32 include a cloud connectivity adapter, which comprises software

and/or hardware enabling the medical device 32 to communicate with management service 22 without

having to configure each individual medical device 32 to enable such communication. The cloud

connectivity adapter, which may utilize conventional technology—such as, but not limited to, the Axeda

Connect technology marketed by Axeda Corporation of Foxboro, Massachusetts—enables the medical

devices 32 to tunnel through the firewall of LAN 28 of the medical facility 26 and communicate with

management service 22. Other technology can, of course, be used.

[0078] Regardless of the specific technology used, each medical device 32 includes address

data contained within it identifying the address or addresses of the entities it will communicate its device

data to. For some medical devices, this address data merely comprises the IP address of management

service 22. For other medical devices, this address data includes a local address for local management

server 34 and no address for management service 22. Some other medical devices may include



addresses for both local management server 34 and for management service 22. For those medical

devices that do not include an address for management service 22, such medical devices forward their

device data to local management server 34, which does contain the IP address for management service

22. Local management server 34, in turn, forwards the device data to management service 22.

[0079] As noted previously, in addition to one or more controllers 54, transceivers 56, and

sensors 58, any one or more of the medical devices 32 may also include one or more motors 60, one or

more clocks 62, and/or one or more location sensors 64. Motors 60 are typically included in a wide variety

of medical devices 32, such as surgical hand pieces used for sawing, drilling, and/or other motorized

motion, patient support apparatuses, ventilators, respirators, and operating tables. When a particular

medical device 32 includes one or motors 60, controller 54 gathers and transmits data about the motor

usage, such as current draw, torque, temperature, usage time, etc., as will be discussed in greater detail

below.

[0080] When a particular medical device 32 includes a clock 62, controller 54 utilizes the clock 62

to time stamp and date stamp events that occur with respect to the medical device 32. Such events

include the detection of errors, the starting and stopping of the device (or a component thereof), the

movement of the device from one location to another, the changing of one or more settings of the device

by a user (e.g. the arming and disarming of an exit detection system on a patient support apparatus), the

commencement and/or completion of a maintenance type of task (e.g. the coupling of a medical device to

a battery charger, and the completion of the battery recharging process); and the commencement and/or

completion of a medical procedure (e.g. the starting and finishing of a surgical procedure). In general,

those medical devices 32 having a clock 62 time and date stamp substantially all of the device data

generated by the medical device 32 and forwarded to management service 22.

[0081] Medical Device Communication

[0082] Each medical device 32 is configured to send its device data to management service 22

based on the individual manner in which that particular device, or class of devices, has been configured.

That is, communication between management service 22 and each medical device 32 initially takes place

solely based upon medical device 32 sending an initial communication to management service 22. In

response to receiving a message from a particular medical device 32, management service 22 is able to

send data and/or requests back to that particular medical device 32. However, until an individual medical

device 32 makes initial contact with management service 22, management service 22 does not have a way

to communicate with that particular medical device 32. Medical devices 32 therefore "call" the

management service 22, rather than the management service 22 "calling" the medical devices 32.

[0083] In some embodiments, medical devices 32 contact management service 22 using a

standard Hyper Text Transfer Protocol (HTTP) port, such as port 80, or an HTTP Secure (HTTPS) port,



such as port 443. In such embodiments, the use of these standard ports generally enables the medical

device 32 to send outgoing messages to management service 22 that are not blocked by the medical

facility's firewall. Further, this type of communication generally allows responses from management

service 22 to be passed to medical devices 32 without being blocked by the medical facility's firewall. In

this manner, the communication between medical devices 32 and management service 22 does not

generally need specialized network settings or configurations that require extensive IT time and effort.

Instead, communication is initiated automatically once the medical device 32 has established

communication with the LAN 28.

[0084] Medical devices 32 are not only configured prior to installation at a medical facility 26 to

send messages to a particular IP address (that matches management service 22), but they are also

configured prior to installation to know what data is to be sent to management service 22 and when

(including how often) such data is to be sent. Once communication is initiated by a medical device 32 with

management service 22, management service 22 may respond by changing one or more of the initially

configured communication parameters for that particular medical device 32. That is, at any time when

management service 22 responds to a message from a particular medical device 32, it may send a

command changing when or how often data from a medical device 32 should be sent in the future, and/or

what type of data should be sent by the medical device 32 in the future.

[0085] Medical devices 32 are configured (either initially or by management service 22 after

communication is established) to report their data based upon a subscription that is set up between

management service 22 and the particular device 32. Initially, medical devices 32 are configured to

establish a specific subscription, but management service 22 may change this subscription after

communication is established with the medical device 32. Two general types of subscriptions are an "on-

time" subscription and an "on-event" subscription. On-time subscriptions are subscriptions wherein the

medical device 32 transmits one or more particular items of data every time a particular time period passes

(e.g. once every second, once every minute, etc.). On-event subscriptions are subscriptions wherein the

medical device 32 transmits one or more particular items of data whenever one or more events occur. For

example, if medical device 32 is a bed, a subscription may be set up for that bed 32 to send data to

management service 22 every time a patient exits from the bed (as detected by one or more sensors 58 on

the bed).

[0086] Data reporting by medical devices 32 to management service 22 can also be defined

based on other types of subscriptions. As one example, data reporting may be an "on-limit" subscription.

In an on-limit subscription, medical device 32 does not transmit one or more items of data to management

service 22 until a threshold has been reached or exceeded. For example, if a bed includes a scale system,

the bed may be configured to transmit data to management service 22 regarding the amount of electrical



current drawn by a particular motor on the bed only if the amount of electrical current exceeds a particular

threshold. The on-limit subscription may also be configured to have a device 32 report its data to

management service 22 only if a particular data item crosses the threshold in a particular direction. For

example, a bed might be configured to send weight data to management service 22 if an excessive weight

is applied to the bed (e.g. over 500 pounds), but not send data to management service 22 when the

excessive weight is removed. Hysteresis may also be incorporated into the data reporting such that the

timing of when data is reported by the medical device 32 is based upon when the data was previously

reported.

[0087] Data reporting may also be controlled based upon combinations of any of the

aforementioned techniques. As one example, a combination of both on-time and on-event reporting may

occur when a particular threshold is crossed and the threshold remains crossed for more than a

predetermined time. For example, if a charge on a battery is depleted below a threshold value, the battery

(or a charger coupled to the battery) may report data regarding this event to management service 22. If

the battery remains below this threshold for more than a specified amount of time (particularly if the

charger is attempting to recharge the battery and its charge level is not increasing at an expected level),

the battery (or charger) may be configured to report this event. As another example, data may be reported

based upon a change that occurs either within or outside of a range. That is, change in one or more

pieces of data are not reported every time they change, but instead are reported only when such changes

cause the data to fall outside of, or in some cases inside of, one or more defined data ranges.

[0088] Still other combinations of when to report data may be implemented, including Boolean

combinations of any of the conditions described above. For example, a particular medical device 32 may

be configured to report data item X if sensor data A crosses threshold B (in any direction) OR sensor data

C falls below threshold D. In this example, the terms X, A, B, C, and D are generic variables that may refer

to different data items and/or thresholds, depending upon the medical device 32 and its configuration. Still

other types of combinations of when and what data to report are possible.

[0089] Data may also, or alternatively, be reported by a medical device 32 based upon a specific

request made by management service 22 in response to a communication received from a medical device

32. Thus, when management service 22 responds to a message from a particular medical device 32,

management service 22 may request that the medical device subsequently report one or more particular

data items, regardless of whether or not those particular data items meet any of the other criteria for

reporting them. In other words, whatever data reporting configuration is implemented, management

service 22 can override that reporting configuration and request data to be reported at times when the

reporting configuration would not otherwise send that data.



[0090] In some instances, one or more medical devices 32 report data based upon their location.

That is, the medical device 32 is either initially configured, or instructed by management service 22 after

communication is established therewith, to report data in a manner that is dependent upon the current

location of the medical device. As an example, a particular medical device 32 may be configured to report

data X when event Y occurs if event Y occurs at location Z, but not if event Y occurs at location W. This, of

course, is merely one example of the type of manner in which location-based data reporting may be

implemented. One or more medical devices 32 may therefore report their data to management service 22

(directly or indirectly) in different manners depending upon their location. Methods by which the location of

a medical device 32 is determined are described in more detail below.

[0091] Although the communication of data from medical devices 32 to management service 22

has been, and is, primarily described herein with respect to sensor data generated from one or more

sensors 58 coupled to the medical device 32, it will be understood that some or of all of the data that is

transmitted by a medical device to management service 22 may be data that is derived from one or more

sensors 58 or from other sources. That is, medical devices 32 do not necessarily send only sensor 58

data, but may receive data from one or more sensors 58 and/or other sources, process the data in

accordance with one or more algorithms stored on the medical device, and then send the result(s) of the

processed data to management service 22.

[0092] Some medical devices 32 of equipment management system 20 do not communicate

directly with management service 22. Instead, such medical devices 32 communicate with one or more

proxy devices that then communicate with management service 22. For example, some medical devices

32 do not include the communication technology necessary to communicate over LAN 28 with

management service 22, but instead include other types of local communication technologies, such as, but

not limited to, a USB cable, an RS-232 cable, another type of serial cable, a Bluetooth transceiver, a

ZigBee transceiver, etc. Such devices are configured to transmit their device data to a proxy device, such

as, but not limited to, localized gateway 30a, which then processes and/or forwards the data onto

management service 22.

[0093] As will be discussed more below, batteries are one example of devices that may

communicate with management service 22 using a proxy. In some embodiments, batteries communicate

their data to a battery charger when they are coupled to the battery charger. The battery charger, in turn,

includes the communication hardware and software necessary to forward this battery data to management

service 22, along with its own data. Messages received back from management service 22 by the battery

charger that are intended for the battery are passed onto the battery by the battery charger when the

battery is coupled thereto.



[0094] As another example, some devices 32 may communicate with local management service

34, rather than management service 22. For example, in some embodiments, hospital beds 32 may be

configured to send their medical data to a particular server on LAN 28, rather than sending their data to an

IP address that corresponds to cloud based management service 22. In such instances, the local server

(which provides local management service 34) acts as a proxy device for communicating messages and/or

data back and forth between the beds and the management service 22. That is, the local management

service 34 includes the IP address corresponding to management service 22 and forwards the received

bed data to management service 22, either with or without further processing of the bed data.

[0095] In still other embodiments, some medical devices may communicate their device data to a

first proxy device that then forwards that data to another proxy device. For example, in some instances, a

battery powered hand piece may not include the means to communicate with LAN 28. In some such

instances, the device communicates its device information to a rechargeable battery in the device. The

battery then forwards this data, along with its own data, to the battery charger. The battery charger

forwards the device data from the handpiece, the battery, and itself to management service 22. The

battery charger therefore acts as a proxy device for communications between management service 22 and

both the battery and the handpiece.

[0096] When medical devices 32 report data to management service 22, either directly or via one

or more proxy devices, the reported data is time stamped by the medical device 32 (if it includes a clock)

and/or by the one or more proxy devices (if they include a clock) that are used to communicate the data to

the management service 22. In this manner, management service 22 receives not only the device data,

bus also an indication of when the data was transmitted. Management service 22 may also time stamp the

received data according to its own local clock and, in some cases, compare the difference between the two

time stamps. If the difference exceeds a threshold, an alert is generated so that appropriate personnel can

investigate the reason for large discrepancies between the time at which data is sent and the time at which

it is received. Management service 22 retains the transmitted time and data stamps, as well as its own

time and data stamps, in the digital device replicas 46. User interfaces 38 and/or 3Θcan be used by

authorized individuals to search for data according to the times and/or dates at which data was sent and/or

received. Equipment management system 20 also uses this time and date information to carry out audits

and other forms of processing of the received data.

[0097] Device Profile Information

[0098] Device profile record 80m of each digital replica 46 (FIG. 5) includes information regarding

the communication abilities and configurations for each of the medical devices 32. Management service

22 uses this information in order to manage the information that is exchanged between medical devices 32

and management service 22. For example, device profile record 80m, which can be dynamically changed



by the operator of management service 22 using an operator interface 39, includes configuration data

indicating what type of data each type of medical device 32 is to send to management service 22, as well

as when that information is to be sent (e.g. on-time, on-event, on-threshold, etc.). This communication

data overrides whatever communication configuration data the individual medical device 32 may have

been initially programmed or otherwise configured with. For example, a piece of operating room

equipment 32 may have been initially manufactured and configured to send its data each time it was done

being used in a surgical procedure. In such instances, the operating room equipment 32 will initially report

its data to management service 22 in accordance with this initially configured schedule. However, once

communication is established by the equipment 32 with management service 22, management service 22

may change this schedule and/or the content of the data to be reported. The operator of management

service 22 is therefore provided by management system 20 with the flexibility to dynamically adjust the

content and scheduling of data that is reported by each medical device 32 to management service 22.

[0099] In addition to configuration settings regarding the scheduling and content of data reported

by medical devices 32, device profile record 80m also includes data indicating where items of information

are to be located for particular types of medical devices 32. That is, the data in any one or more of the

data records 80 may be stored in different locations. Device profile record 80m includes data indicating

where the data for each record 80 may be found, and this data is updated as additional data and/or

records 80 are added to digital replicas 46. For example, the data contained within sales data record 80g

may vary depending upon the type of medical device 32. In some instances, medical devices 32 that are

of a first type may be manufactured at a first manufacturing facility located in city X of state Y, and that

particular manufacturing facility may use a computer system that can be reached at a first IP address, or

by using a particular software application, utility, service, or other means. Further, that particular

manufacturing facility may store its sales data in a particular format. A second type of medical devices 32,

however, may be manufactured at a second manufacturing facility that uses a second computer system

that can be reached at a second and different IP address, or by using a different software application,

utility, service, or other means. Device profile record 80m stores data indicating the different IP addresses

of this sales data and data indicating the format of the stored sales data so that management service 22

can retrieve this sales data and understand its content, regardless of the different locations it may be

stored in and regardless of the different manners it may be formatted.

[00100] Although the above-example relates to the location and format for retrieving the data

associated with sales data record 80g, it will be understood that device profile record 80m may also and/or

additionally store the location and format data for each of the other data records 80 associated with a given

medical device 32. Further, in some cases, the data for each data record 80 may be stored in a unique



location different from the data for each of the other data records 80. In other cases, all of the data records

80 may be stored in a common location and in a common format.

[00101] In some embodiments, management service 22 uses the location and format data stored

in device profile record 80m to initially replicate and transfer data to a common location. Thus, for

example, when a device replica 46 is initially created and contains, for example, no sales data,

management service 22 uses the device profile information for that particular device 32 to retrieve a copy

of the sales data in record 80g from vendor's enterprise system 24 (for example), and store a copy of that

sales data within data repository server 40. In such an instance, there are then multiple instances of the

sales data for that particular device. Whenever multiple instances of any particular item of data for medical

device 32 exist, device profile record 80m is configured to include logic for determining the source of truth

in the case of data discrepancies between the different copies of the supposedly same data, and/or for

determining which location to query when multiple copies of data are stored at different locations.

[00102] For example, if a first set of sales data corresponding to sales data record 80g is stored at

vendor's enterprise system 24 and a second set of the sales data for sales data record 80g is maintained

in data repository server 42, device profile record 80m includes data indicating which one of these sources

to query first whenever sales data corresponding to a particular medical device 32 is requested by

application server 42. Device profile record 80m further includes instructions indicating whether to query

the second source of data and, if so, what to do if there is a discrepancy between the data from the first

and second sources. These instructions, as well as any and all of the data contained with device profile

record 80m can be dynamically adjusted by authorized personnel of the entity operating management

service 22 using operating user interfaces 3Θ.

[00103] Device profile record 80m also includes instructions regarding where to store data

received from medical devices 32 and/or where to store other received data regarding a particular medical

device 32. Device profile 80m therefore keeps a dynamically updated map of where each of the records

80 for each digital replica 46 of a medical device 32 is stored, and where updates to those records should

be stored. The locations of where all of the data lives for a particular medical device 32 are therefore

found in the device profile record 80m corresponding to that particular device 32.

[00104] Device profile record 80m is used by management service 22 when a new medical device

is detected. That is, when a medical device 32 initially sends data to management service 22,

management service 22 checks to see if it has ever received communication from that particular medical

device 32 before. It does this by comparing the unique identifier that is contained in the message from the

medical device 32 to a database that management service 22 maintains of all of the medical devices 32

that it has previously communicated with. If this check indicates that the medical device 32 has previously



sent data, management service 22 retrieves the device profile record 80m for that particular device and

uses it to determine where to store the incoming data from that particular medical device 32.

[00105] If, however, management service 22 has never previously received data from that

particular medical device 32, management service 22 uses the unique identifier contained within the

message from that particular medical device 32 to determine what type (and in some cases, what specific

model) of medical device the medical device 32 is. Management service 22 accomplishes this by

consulting a database stored in data repository server 40 (or elsewhere) that maps the unique device

identifiers to their corresponding device types (and/or models). Once management service 22 determines

what type (and/or model) of device it has received this initial communication from, it creates a new digital

replica 46 corresponding to this particular medical device 32. It creates this new digital replica 46 by first

retrieving the data stored in the device profile record 80m for that particular device.

[00106] For example, if a new bed is installed at hospital X and sends bed data to management

service 22 for the first time, management service uses the unique identifier that is sent with the message

containing the bed data to determine that the message came from a bed (the type of medical device), and

in some cases, the specific model of bed. Once this is determined, management service 22 retrieves from

data repository server 40 (or elsewhere) a device profile record 80m that corresponds to this particular

model of bed. As noted, the device profile record 80m includes information indicating where all of the other

records that comprise the digital replica 46 of that particular bed can be found. Management service 22

then uses this information from device profile record 80m to determine where to store the incoming bed

data for that particular bed, as well as where to retrieve information for that particular bed that corresponds

to any of the records 80a through 80I. A unique digital replica 46 of the bed is thus created and, although

the contents of the digital replica may be distributed in different locations, the device profile record 80m

provides a unified location that defines where the remainder of the digital replica 46 of that bed may be

found.

[00107] Some medical devices 32 of system 20 include their own integrated location sensor 64.

Location sensor 64 may take on a wide variety of forms. In some embodiments of equipment management

system 20, one or more of the medical devices 32 include location sensors 64 that include a software

module operating in conjunction with one or more of the following components built into the medical device

32: a GPS transceiver, a cellular telephony transceiver, and/or a WiFi transceiver. With any of these types

of transceivers, controller 54 uses the outputs from location sensor 64 and known methods of triangulation

to determine the location of medical device 32 within a particular medical facility 26.

[00108] Equipment management system 20 may also include one or more medical devices 32

having a location sensor 64 that operates as described in commonly assigned U.S. patent 8,102,254

issued to Becker et al. and entitled LOCATION DETECTION SYSTEM FOR A PATIENT HANDLING



DEVICE, the complete disclosure of which is hereby incorporated herein by reference. The location

sensors disclosed in this '254 patent include a plurality of fixed location beacons that transmit a unique

signal in a relatively localized area. When location sensor 64 detects the unique localized signal, controller

54 concludes that the location of the medical device 32 corresponds to the location of the particular beacon

broadcasting that localized signal. The locations of each of the fixed beacons is surveyed during their

installation in the medical facility 26 and stored locally on local management server 34, transmitted to one

or more of the medical devices 32 via transceiver 56, and/or forwarded to management service 22.

[00109] Equipment management system 20 may also operate in conjunction with medical devices

32 that do not include any location sensors built into the medical devices 32. For some of such medical

devices 32, system 20 may not be able to determine the specific location of those medical devices 32

within a particular medical facility 26. However, in some instances, the medical facility 26 may include a

separate real time locating system (RTLS) that keeps track of the locations of medical devices 32 and

shares this location information with system 20. In such systems, medical devices 32 need not include an

integrated location sensor 64, but instead may have a physically separate structure (such as an RF ID tag)

attached to medical device 32. The sharing of location information between the RTLS system and

equipment management system 20 occurs, in one embodiment, by location server 65—which is either a

part of, or in communication with, the RTLS system—communicating the locations of medical devices 32 to

local management server 34. Other types of information sharing may also occur.

MEDICAL FACILITIES 26

[001 10] FIG. 4 illustrates in even greater detail one example of the types of medical devices 32

that may be used in a medical facility 26, as well as representative locations of the medical devices 32

within the medical facility 26. The medical facility 26 of FIG. 4 includes one or more operating rooms 66,

one or more patient rooms 68, and one or more general areas 70. Medical facility 26 may also include

additional areas beyond the three labeled in FIG. 4. However, the three shown in FIG. 4 are

representative of typical hospitals and illustrate a basic example of one implementation of equipment

management system 20, the principles of which can be applied to a wide variety of medical facilities having

different areas and different mixes of medical devices 32.

[001 11] FIG. 4 illustrates several examples of the types of medical devices 32 that typically may

be present in a patient room 68 of medical facility 26. These include a bed 32a, a transport chair 32b, a

pump 32c, and a thermal control unit 32d. Additional devices 32 that are of the same type, or of different

types, may also be present. Still further, in some embodiments, one or more non-vendor medical devices

32e may be present in patient room 68. Non-vendor medical devices 32e are medical devices that are

manufactured or sold by an entity that is not the same as the entity providing management system 20.



[001 12] Bed 32a, transport chair 32b, pump 32c, and thermal control device 32d may be any of

various models that are capable of communicating with LAN 28, either directly or indirectly. One example

of such a bed that is suitable for use in system 20 is disclosed in commonly assigned U.S. patent

application serial number 14/211,613 filed March 14, 2014 by inventors Michael Hayes etal. and entitled

PATIENT SUPPORT APPARATUS WITH REMOTE COMMUNICATIONS, the complete disclosure of

which is hereby incorporated herein by reference. One example of a type of thermal control device 32d

that is suitable for use in system 20 is disclosed in commonly assigned U.S. patent application serial

number 14/282,383 filed May 20, 2014 by inventors Christopher Hopper et al. and entitled THERMAL

CONTROL SYSTEM, the complete disclosure of which is also hereby incorporated herein by reference.

[001 13] Other types of beds 32a and thermal control devices 32d may also or alternatively be

used with system 20.

[001 14] In the example shown in FIG. 4, other than bed 32a, each of the medical devices 32

communicates with LAN 28 using bed 32a as an intermediary. That is, instead of communicating directly

with LAN 28, each medical device 32 communicates with bed 32a which relays communications back and

forth between the medical devices 32 and LAN 28. The medical devices 32 and 32b-e therefore form a

local device area network 72 with bed 32a acting essentially as a router for routing traffic between the

devices and LAN 28. It will be understood that the device area network 72 shown in FIG. 4 is but one

manner in which medical devices 32 positioned within a patient room 68 are capable of communicating

with LAN 28. Any one or more of the medical devices 32 and 32b-d shown in FIG. 4 can be modified to

talk directly to LAN 28 without using bed 32a as an intermediary, and/or to be modified to use a different

medical device 32 as an intermediary.

[001 15] FIG. 4 also illustrates a waste management medical device 32f, a non-vendor medical

device 32e, and a vendor medical device 32 in general area 70. Waste management medical device 32f

may be any waste management system that is capable of communicating with LAN 28, either directly or

indirectly. One example of a waste management device 32f that is suitable for use in system 20 is

disclosed in commonly assigned U.S. patent publication 2005/01 87529 published August 25, 2005 and

entitled WASTE COLLECTION UNIT, the complete disclosure of which is hereby incorporated herein by

reference. Other types of waste management devices may be used, and waste management devices 32f

may be used in other areas of medical facility 26 besides general area 70.

[001 16] FIG. 4 also illustrates a plurality of medical devices 32 that may be used in operating

room 66. These include an endoscopy camera 32g, a power tool console 32h, a device cart 32i, and a

surgical sponge counting system 32j. In addition, operating room 66 may contain one or more non-vendor

medical devices 32e and one or more other types of medical devices 32. As with patient room 68, one or

more of the medical devices 32 within operating room 66 may be in communication with each other by way



of a local device area network 72. In the device area network 72 of operating room 66, a localized

gateway device 30a acts as a conduit for communications between the medical devices 32 of device area

network 72. For example, if endoscopy camera 32g wishes to communicate with device cart 32i (or a

device supported thereon), camera 32g sends a message to localized gateway device 30a which forwards

the message onto device cart 32i. In this manner, localized gateway device 30a acts in the same manner

as bed 32a does of the device area network 72 in patient room 68.

[001 17] Localized gateway device 30a also connects the medical devices of device area network

72 to the medical facility's LAN 28. In this manner, each of the medical devices 32 of device area network

72 is able to communicate with any of the services, applications, or servers operating on LAN 28. Further,

because LAN 28 includes network appliance 30, those devices are able to communicate over the Internet

to reach management service 22.

[00118] In the example shown in FIG. 4, operating room 66 includes a bridge device 74. Bridge

device 74 is a network device that enables medical device 32i to communicate with localized gateway 30a.

Bridge device 74 may be a conventional network device that converts the information received from

medical device 32i into the communication protocol used by localized gateway device 30a and vice versa.

[00119] In some embodiments of equipment management system 20, one or more local

management servers 34 are included, such as are shown in FIGS. 4 and 5. In other embodiments,

however, it will be understood that local management servers 34 may be omitted. When one or more local

management servers 34 are included, the local management server 34 performs one of more of the

following functions: (1) receives device data from one or more of the medical devices 32 and forwards the

received device data (either modified or unmodified) to management service 22; (2) receives location

information from a third party location server 65 indicating the location of one or more of the medical

devices 32 and forwards the received location information to management service 22; (3) receives location

information from one or more medical devices 32 and forwards the location information to management

service 22; (4) determines the location of one or more medical devices 32 using its own internal algorithms

and forwards the location information to management service 22; (5) communicates with one or more other

servers coupled to LAN 28, such as an electronic medical records (EMR) server 76, and receives

additional data from the other server(s) that relates to the medical devices 32; (6) processes some or all of

the device data received from medical devices 32; and (7) makes available for display on one or more

computers coupled to LAN 28 (e.g. computer devices 36 or servers 65, 76) some or all of the received or

processed data from medical devices 32.

[00120] Local management server 34 is able to communicate with one or more conventional

servers that are installed on LAN 28 by the local IT administrators of the medical facility 26. The specific

conventional servers on LAN 28 will vary from medical facility to medical facility. In addition to an EMR or



EHR (Electronic Health Records) server, these servers include the following: a financial server that

maintains data regarding billing and billing rates; a scheduling server that organizes and maintains

scheduling for medical procedures and other patient-related events; an admission, discharge, and tracking

(ADT) server that maintains and organizes patient information, including their assigned locations within

medical facility 26; a Real Time Location Service (RTLS) server that determines the locations of one or

more types of medical devices 32 within the facility 26; a maintenance server that maintains maintenance

records, schedules maintenance, and provides alerts or notifications of items needing maintenance; a work

flow server that manages the timing of certain events, including, but not limited to, the changing of

caregiver shifts and caregiver-patient assignments; and an alerting server that forwards alerts to specific

individuals via pagers, texts, emails, cellular phones, beepers, and/or other means.

[00121] FIG. 5 illustrates in greater detail an illustrative set of communication protocols that may

be incorporated into equipment management system 20 and used for communication between medical

devices 32, LAN 28, and local management server(s) 34. It will be understood that the communication

protocols shown in FIG. 5 are merely an illustrative example of the variety of communication protocols that

may be used with system 20, and that any particular installation of equipment management system 20 may

use a different set of these communication protocols, or, in some cases, only a single communication

protocol. As can be seen in FIG. 5, any one or more of the medical devices 32 may communicate with

LAN 28 using a ZigBee protocol 78a (IEEE 802.15.4), a Bluetooth protocol 78b (IEEE 802.15.1), a Firewire

protocol 78c (IEEE 1394), an RS-232 protocol 78d, a serial protocol 78e (such as Universal Serial Bus

(USB)), a WiFi protocol 78f (IEEE 802.1 1), and an Ethernet protocol 78g (IEEE 802.3).

[00122] Further, any medical device 32 that is configured to communicate using a specific one of

these protocols can communicate with any other medical device 32 that uses the same protocol. As a

result, any medical device 32 can be communicatively coupled to another medical device 32 that "speaks"

the same protocol and use the other device as a proxy for communicating with management service 22.

[00123] The various communications protocols 78 shown in FIG. 5 may be used by any of the

medical devices 32 when the devices communicate with another medical device 32, or with a localized

gateway 30a, with a bridge device 74, or with a wired or wireless access point of LAN 28. Typically,

although not necessary in all cases, the device data is converted to either the Ethernet communication

protocol 78g or the WiFi protocol 78f by the time it makes its way onto LAN 28. If necessary, network

appliance 30 or another network device converts the device data received in the WiFi protocol 78f or

Ethernet protocol 78g into TCP/IP packets for transmission to management service 22. The conversion of

device data from any of communication protocols 78a, b, c, d, and/or e to communication protocols 78f or

78g may be done by a medical device 32 having built into protocol conversion technology, by a localized

gateway 30a, and/or by a bridge device 74.



[00124] Medical devices 32 send their unique identifier as part of their device data that uniquely

identifies themselves and distinguishes themselves from all other medical devices 32. In some

embodiments, equipment management system 20 receives device data from multiple medical facilities 26.

Further, in some of these multi-facility embodiments, local management server 34 and/or medical devices

32 are configured to send location information to management service 22 that indicates what facility the

medical devices are located in. Indeed, in some embodiments, local management server 34 and/or

medical devices 32 are configured to forward location information of greater granularity than simply the

medical facility they are located in (e.g. data indicating in which floor, room, bed bay, exact set of

coordinates, and/or other specific locations within medical facility 26 the devices 32 are located).

[00125] However, in some multi-facility embodiments, equipment management system 20 does

not forward any location information to management service 22. In these embodiments, equipment

management system 20 is configured to determine which medical facility the medical devices are located

in by consulting the device sales records 48, which may be stored in the vendor's enterprise system 24,

management system 22, or elsewhere. For example, a bed 32a may send device data indicating that a

patient is currently occupying the bed 32a. The device data identifies the specific bed 32a with its unique

identifier(s). The bed's device data, however, does not indicate which patient room 68 the bed 32a is

located in. The LAN 28 forwards the device data received from bed 32a to management service 22 using

the TCP/IP protocol. The packets sent using the TCP/IP protocol each include a destination IP address

corresponding to management service 22 and a source IP address corresponding to the medical facility

26. However, the packets of device data received by management service 22 will not include any location

information about bed 32a other than the source IP address of those packets. In some embodiments,

management service 22 includes a table of IP addresses and the medical facilities associated with them

and uses the table to determine which medical facility bed 32a is located in (or management service 22

connects to a geo-location service that relates IP addresses to geographic locations).

[00126] However, in other embodiments, management service 22 utilizes the device sales

records 48 to determine which medical facility 26 bed 32a is located in. Management service 22

determines the location of bed 32a using the sales records 48 by searching the sales records 48 for the

record corresponding to the unique identifier or identifiers of bed 32a. Once the sales record for bed 32a is

identified, management service identifies the customer to which bed 32a was sold (which is stored in the

sales data record 80g of digital replica 46) and uses the location associated with that customer as the

location of bed 32a. In other words, service 22 assumes that bed 32a is located on the premises of the

customer who purchased bed 32a, according to the sales record information stored in sales data record

80g, which may be provided by enterprise system 24 or received from other sources.



[00127] When possible, sales records 48 identify not only the customer who purchased the bed

32a, but also the city, state, and address of the purchaser, as well as the city, state, and address of the

campus, building, or other structure where the bed 32a is intended to be located (if different from the

address of the purchaser). Thus, for example, if a sales record 48 identifies XYZ Corporation as the

purchaser, and XYZ Corporation operates fifteen different hospitals in three different states, the sales

record 48 identifies, if possible, which of the different hospitals (by address, campus, and/or building name)

the bed 32a is going to be used at and/or delivered to.

[00128] Once management service 22 has located the sales record 48 for bed 32a, it updates the

location record 80e of the digital replica 46 of bed 32a by indicating that the last known location of bed 32a

is at the medical facility 26 corresponding to the customer who purchased bed 32a. Management service

22 may also add a time stamp to this location determination. Management service 22 thereafter makes

this location information available to computer devices 36 located within a given medical facility, or outside

a medical facility. The local user interfaces 38 of such computer devices 36 is therefore able to display the

customer's location as the last known location of bed 32a when those local user interfaces display

information related to bed 32a.

[00129] For some medical devices 32, management service 22 determines the location of the

medical device 32 based upon the location of another device that communicates with or couples to the

medical device. For example, some medical devices, such as electrically powered surgical hand pieces

that operate on a rechargeable battery, communicate their device data to the rechargeable battery while

the battery is coupled to the hand piece. The battery stores this hand piece information and generates its

own device data about itself. When the battery is removed from the hand piece and placed in a charging

station, the battery communicates not only its own battery device data to the charger, but also the hand

piece data that the battery received from the hand piece. The charger then forwards the battery device

data, the hand piece device data, and its own device data to management service 22.

[00130] Certain medical devices 32 are often stationary within a given medical facility, such as, for

example, battery charging stations. In some embodiments of equipment management system 20, the

locations of such stationary medical devices within medical facility 26 are input into system 20. Inputting

this data may be accomplished via one or more controls or ports on the device itself, via a computer device

in communication with local management server 34, or via a computer device (e.g. local computer device

36) that communicates with management service 22. When inputting this location information into

management service 22, a computer device that is not local to the corresponding medical facility may also

be used. Regardless of the path by which the locations of stationary medical devices are input into system

20, management service 22 enters the location information into the location records 80e of the device's

digital replica 46 for the corresponding medical devices 32. This location information is then made



available by management service 22 for display on any user interfaces that are in communication with

management service 22 and that have the requisite access to this location data (e.g. local user interfaces

38 or operator user interfaces 39).

USER INTERFACES 38 & 39

[00131] FIGS. 7-21 illustrate a plurality of screen shots 82a-o that constitute a sampling of the

types of screen shots that may be displayed on one or more of the local user interfaces 38 of computer

devices 36. It will be understood that the data displayed on these screen shots is merely an arbitrary

example of the types of data displayable on local user interfaces 38, and that the actual data displayed on

user interfaces 38 will vary from system to system 20, depending on the medical devices 32 that are in

communication with system 20. It will also be understood that the layout of the information on each of

these screen shots 82a-p may be modified from what is shown in these drawings. FIGS. 7-21 , however,

illustrate a number of the underlying functions of equipment management system 20, which will be

discussed in greater detail below.

[00132] Still further, it will be understood that any of the data displayed on local user interfaces 38

may also be viewed by appropriately authorized individuals having access to operator user interfaces 3Θ.

Thus, the operator of management service 22 can view the device data for each of the medical facility's 26

that subscribe to, or otherwise, use, management service 22. This enables the operator of management

service 22 to run reports, view data, verify functionality, and perform other tasks for both the benefit of the

user of management service 22 (e.g. one or more medical facilities 26) and for the efficient maintenance,

operation, and/or upgrading of management service 22. It will therefore be understood that, although the

following description of the types of screen shots that are displayable by management service 22 are

discussed with respect to user interface 38, the following discussion is equally applicable to operator user

interfaces 39.

[00133] The underlying functionality associated with screen shots of FIGS. 7-21 may be carried

out solely by the computer device 36 associated with the local user interface 38 which is displaying the

screen shot, or it may be carried out solely by application server 42, which is in communication with the

computer device 36, or it may be carried out by a combination of both local program or script execution on

computer device 36 and remote program execution on remote application server 42. It will be understood

that the much of the data displayed on the screen shots of FIGS 7-21 is generated by remote application

server 42 is gathered from its communication with data repository server 40 and other servers.

[00134] As was noted previously, user interfaces 38 may take on a variety of different forms within

a given embodiment of equipment management system 20. Some user interfaces will consist of a

conventional desktop computer display coupled to one or more input/output devices, such as, but not

limited to, a keyboard and/or a computer mouse. Some user interfaces 38 may consist of a touchscreen



computer display in which the user touches the display screen in order to manipulate and control the data

displayed thereon and the functionality of computer device 36. Other user interfaces 38 may vary further

and may be dependent upon the form of computer device 36.

[00135] Computer devices 36 may also take on a variety of different forms within a given

embodiment of equipment management system 20. One or more of computer devices 36 may be a

conventional desktop computer, a laptop computer, a notebook computer, a tablet computer, a Computer

on Wheels, a smart phone, or any other type of computing device capable of displaying data of the type

shown in FIGS. 7-21 and interacting with application server 42.

[00136] FIG. 7 illustrates an illustrative screen shot 82a that is displayed by any of computer

devices 36. As was noted previously, a user of system 20 navigates to screen shot 82a by using a

conventional web browser to access a web-based system associated with management system 20. When

presented with screen shot 82a, the user must enter a user name into an identification field 84 and a

password into a password field 86. Failure to present a valid user name and password prevents the user

from accessing and utilizing equipment management system 20.

[00137] In general, system 20 is set up such that the operator of management service 22 controls

which data, features, and functions are available to a particular medical facility 26. Within that set of data,

features, and functions, the operator of management service 22 delegates authority to one or more

selected individuals, or one or more selected classes of individuals, to decide who within that medical

facility 26 will have access to that set of data, features, and functions, and what level of access they will be

given to that set of data, features, and functions. In other words, the operator of management service 22

allows the delegated representative of the medical facilities 26 to decide which, and how many, user

classes the medical facility wants to utilize, and what type of access to system 20 each class will be

allowed. As one example, a medical facility might set up the following classes of individuals: nurses,

doctors, technicians, biomeds, janitorial staff, administrators, IT personnel, etc. For each class, individuals

within that class are allowed to access certain features and data of the management service 22.

[00138] After the medical facility has decided upon the classes of users, it assigns its employees

to one or more of the classes and stores this information in a database accessible to system 20 (e.g. local

management servers 34, or elsewhere). The medical facility 26 also assigns initial user names and

passwords to each of these individuals at the time system 20 is installed in a medical facility 26, as well as

when new employees or other authorized personnel are added. These may be changed by the individuals

after they log into the system for the first time.

[00139] The administrators of the medical facility 26 forward the assigned user names and

passwords to management service 22, which then forwards the data to one or more of the application

servers 42 which control the communications between management service 22 and computer devices 36.



Application servers 42 consult this information when a user attempts to log into system 20 and denies

access if the attempted user does not present a valid password and user name. Application servers 42

also use this information to determine what information, features, and functions are available to a particular

user who does present a valid password and user name. This determination is based upon the class to

which that particular individual has been assigned.

[00140] In addition to users who are associated with one or more medical facilities 26, system 20

may also be used by other individuals who are not associated with a medical facility 26. Such users

include individuals associated with a vendor's enterprise system 24, individuals associated with service

centers for servicing medical devices 32, sales personnel who sell one or more medical devices 32, and

still other individuals. An operator of management system 20 may use one of the operator user interfaces

3Θto enter user names and passwords of such individuals who are not associated with a particular medical

facility 26. As noted, such individuals may include sales personnel, technicians, repair personnel, and/or

people associated with the operation of management service 22, and/or enterprise system 24.

[00141] In addition to the user names and passwords of individuals not associated with a medical

facility 26 (i.e. those whose access privileges are not determined by a medical facility administrator), the

administrator of equipment management system 20 may also assign access privileges to such users.

Such access privileges are based upon one or more classes that the administrator of system 20 has

defined. The classes may overlap with one or more of the classes used by the administrators of medical

facilities 26, or they may be different. Examples of such classes include: technicians, IT personnel, service

personnel, sale personnel, engineers, etc. System 20 automatically limits the data that can be displayed to

a particular user of system 20 based upon the class of that individual. Thus, for example, a sales agent

may be able to access the sales price of a medical device and/or the identity of the customer of that

device, while a technician may not be able to access that particular data.

[00142] The user names and passwords of individuals associated with a particular medical facility

are marked in system 20 as being associated with that particular medical facility. That is, when authorized

user names and passwords are input into system 20, the particular medical facility (or facilities) to which

those individuals are associated, are input into system 20. System 20 uses this information to

automatically limit the access those individuals have to the subset of data and functions associated with

service 22 for that particular medical facility. Thus, for example, an employee of hospital A is not allowed

to view the medical device data from medical devices 32 that are located in hospital B (where hospital B is

an independent entity and/or has otherwise not agreed to share its data with personnel from hospital A).

[00143] In response to a user entering his or her usemame and password in fields 84 and 86 of

screen shot 82a (FIG. 7), application server 42 compares the entered data with the stored usernames and

passwords to determine if valid information has been entered. If not, the user is not allowed access to



management service 22. If the entered data does match a stored username and password, the user is

allowed to access the device data that is associated with his or her role.

[00144] In an alternative embodiment, other types of authentication may be required before a user

is allowed to use system 20. Such other types of authentication include, but are not limited to, scanning a

badge or other identification card through a card reader or bar code reader, inputting biometric information

of an individual, or other taking other steps to establish that an individual has the proper credentials to use

system 20.

[00145] FIG. 8 illustrates a screen shot 82b that is displayable on user interface 38 after an

authorized user has gained access to system 20 (i.e. entered the appropriate user name and password in

the fields 84 and 86). Screen shot 82b provides an overview of all of the medical devices 32 at a particular

medical facility 26 according to different categories of those medical devices. More specifically, screen

shot 82b includes a medical facility indicator 88 that identifies which medical facility 26 the devices are

located in. The facility identified in indicator 88 of FIG. 8 is ABC Hospital. Screen shot 82b also displays

information about the different categories of medical devices 32 that are located at the medical facility

identified by indicator 88. Based on information received from management service 22, computer device

36 displays one or more categories 90 of the medical devices 32 located at ABC Hospital. In the screen

shot of FIG. 8, four different categories 90 are displayed: a battery category 90a, a hand piece category

90b, a bed category 90c, and a console category 90d. Each of the categories 90 includes a total number

indicator 96 indicating the total number of devices at the medical facility 26 (ABC Hospital in this example)

that fall within that category, as well as a service summary field 130.

[00146] The categories 90 displayed on user interface 38 in screen shot 82b are based upon the

medical devices 32 that are currently determined to be at ABC Hospital. That is, system 20 dynamically

adjusts the content of screen shot 82b based upon the medical devices 32 that are at a particular medical

facility 26. If a particular medical facility 26 has only one category 90 of devices 32 that are present at the

facility, then screen shots 82b will only display one category 90. If a particular medical facility 26 has more

than the four categories shown in FIG. 8, of a different set of categories, system 20 will display screen shot

82b in a different way that matches the medical devices of that particular medical facility 26.

[00147] In the example of FIG. 8, ABC Hospital includes fifty-one batteries, thirty-two hand pieces,

twenty-four beds, and two consoles. The information displayed in screen shot 82b listing the different

types of medical devices 32 at ABC Hospital is gathered from data maintained in data repository server 40

and forwarded to application server 42. Data repository server 40, in turn, receives this data from multiple

different sources.

[00148] For example, data repository server 40 receives data about the location of the medical

devices listed in FIG. 8 from the device sales records 48 supplied from vendor's enterprise system 24 or



from other sources. As was discussed previously, device sales records 48 identify the customers to which

the medical devices 32 were sold, as well as the date they were sold. This information is forwarded to data

repository server 40. The corresponding device's digital replicas 46 are updated to indicate that this data

is stored in data repository server 40. More specifically, in at least one embodiment, the device's digital

replica 46 is updated by updating the device profile record 80m such that the location record 80e in the

digital replica 46 points to data repository server 40 as containing the last known or current location of that

particular medical device 32. Whenever application server 42 requests a listing of all medical devices

located at a particular medical facility 26, data repository server 40 searches the location records 80e for

those that correspond to the medical facility from which the request originated.

[00149] Thus, for example, in order to generate the data displayed in the example of FIG. 8, data

repository server 40 searches the location records 80e for those having ABC Hospital therein. The set of

digital replicas 46 that are responsive to this search are then further examined to determine what the types

are of each of the devices that are located at ABC Hospital. In order to do this, the devices' digital replicas

46 are consulted in order to determine the locations of the device type records 80b corresponding to the

devices 32 at ABC Hospital. Once those locations are determined, data repository server 40 searches the

device type records 80b of those devices at Hospital ABC. The results of this search are then forwarded to

application server 42, which forwards them to computer device 36 for display on its user interface 38.

[00150] Data repository server 40 updates the location record 80e within a given device digital

replica 46 whenever it receives updated location information, either from vendor enterprise system 24 or

from a medical facility 26. In some embodiments, vendor enterprise system 24 also includes servicing

records indicating when a medical device 32 was removed from a medical facility 26 for servicing or

maintenance. In those cases, vendor's enterprise system 24 forwards information to data repository server

40 indicating any one or more of the following: an identification of which devices have been taken out for

maintenance work, the date of such maintenance work, the location of the maintenance or repair center,

the type of maintenance work being performed, the expected date of completion of the work, and the

actual date when the work is completed and the medical device is returned to medical facility 26, to the

extent these various items of information are entered into vendor's enterprise system 24. Management

service 22 then enters this information into the appropriate records 80 (e.g. service status record 80j) of the

devices' digital replicas 46 for the corresponding medical devices 32.

[00151] System 20 classifies, in some embodiments, the maintenance work into different

categories. For example, two maintenance categories that are used in some embodiments include on-site

maintenance and off-site maintenance. Some medical devices 32 are too large to be transported from a

medical facility 26 to an off-site service center, and therefore are primarily serviced at the medical facility

26 (although not necessarily in the same location(s) in the medical facility 26 that the devices 32 are



normally used). When such large devices 32 are taken out of service for maintenance work, system 20

classifies these as undergoing on-site maintenance. Other devices 32, which are typically smaller, are

shipped off-site when maintenance work is performed on them. System 20 classifies these as undergoing

off-site maintenance when taken out of service for maintenance work.

[00152] In some cases, data repository server 40 also updates the location record 80e within the

digital replicas 46 when it receives device data from a medical facility 26. Depending upon the particular

medical device 32, the particular manner in which system 20 is integrated into the medical facility 26, as

well as the presence or absence of a location server 65 within a given medical facility (or outside of, but

accessible to, that given facility), the device location information forwarded to data repository server 40 will

vary in terms of the granularity of the location, the path by which the location information is provided, and

the frequency in which the location information is provided.

[00153] For example, some medical devices 32 may include one or more sensors that detect their

location within medical facility 26. Such medical devices 32 forward this detected location with the device

data messages they send to device management server 44, which in turn forwards this information to data

repository server 40. When data repository server 40 receives this information, it updates the location

record 80e of the corresponding device's digital replica 46 with the received location. It also updates the

location record 80e with the time at which the medical device 32 determined its location.

[00154] In some instances where medical devices 32 include suitable technology for detecting

their own location within a medical facility 26, the medical device 32 may also include suitable technology

to detect which particular medical facility 26 it is located in. However, in some instances, the medical

devices 32 may only be able to determine a particularized location within a medical facility 26, but not be

able to identify the medical facility itself. In these latter instances, the medical devices 32 transmit their

particularized location information to management service 22 and data repository server 40 combines this

particularized location information with the location information received from device sales records 48.

Thus, for example, data repository server 40 may receive device data indicating a particular medical device

is located in bed bay A of room 101 and sales record data indicating that that particular medical device was

sold to ABC Hospital. Data repository server 40 combines this information into the location record 80e of

the corresponding device's digital replica 46 so that the device's digital replica 46 includes data indicating

not only what medical facility 26 the medical device 32 is located in, but also a specific location of that

medical device 32 with the known medical facility 26.

[00155] Other medical devices 32 may not include suitable sensing technology for determining

their own location within medical facility 26. However, in some medical facilities 26, other structures may

be present that enable location information for the medical devices 32 to be forwarded to management

service 22. For example, as mentioned previously, a particular medical facility 26 may use a location



server 65 that determines the location of medical devices 32 within that particular medical facility 26. In

such cases, location server 65 is configured during the installation of system 20 to either forward this

location information directly to management service 22, or to pass this information local management

server 34, which in turn forwards the location information to management service 22. Regardless of the

source of the location information, data repository server 40 updates the location record 80e with the

received location information in the digital replicas 46 of each of the corresponding medical devices 32.

[00156] Still other medical devices 32 may have their location input into them after they are

installed in a particular medical facility 26. For example, some medical devices 32 may be affixed to walls,

floors, or ceilings, or may be simply too bulky to move. In some instances, the location of these devices 32

is input into the device 32 itself using a user interface on the medical device. The medical device 32 then

shares this information with system 20 when it communicates with management service 22. In other

instances, the location of these fixed medical devices 32 is input into system 20 via a user interface 38 or

39, and management system 20 stores this information in location record 80e.

[00157] Some medical devices 32 may not be configured to transmit their device data to

management service 22 directly, but instead are configured to forward their device data to local

management server 34. In those cases, local management server 34 is configured by technicians during

the installation of system 20 within a given medical facility to append a location identifier to the device data

it receives from medical device 32 and forwards to management service 22. This appended location

information identifies the specific medical facility in which local management server 34 is installed and

supplements whatever other additional location information that might be forwarded to management

service 22.

[00158] Still further, data repository server 40 may also use the IP address from network

appliance 30, or some other identifier associated with network appliance 30, to determine what medical

facility 26 the set of medical devices 32 are located in that use local network appliance 30 to transmit their

device data to management service 22.

[00159] Regardless of the source, manner, frequency, and/or type of location information that is

forwarded to data repository server 40, data repository server 40 maintains a history of all of the location

information that it receives so that authorized users can see the complete history of the location of the

corresponding medical devices 32.

[00160] In some instances, equipment management system 20 may receive conflicting location

information from multiple sources. For example, sales records may indicate a particular medical device 32

was sold to hospital XYZ while location sensors within that medical device 32 (or an RTLS system, or

another location technology) may report to equipment management system 20 that that particular medical

device 32 is located at hospital ABC. Other types of conflicting location information may also occur.



[00161] Equipment management system 20 is configured to resolve discrepant location

information for medical devices 32 by assigning a trust level to each of the different sources of location

information. If two sources of location conflict, system 20 uses the location information from the source

with a higher trust level. If more than two sources of location information conflict, combinational logic is

used to determine which of the multiple sources of location to use assign an actual location of the medical

device 32. In some instances, system 20 looks for transition events with respect to location. Transition

events refer to events when the location of a medical device 32 may have, or did in fact, change. By

analyzing past location data and other data from a medical device 32, system 20 automatically and

autonomously determines if the likelihood of a medical device 32 having changed locations in the past

exceeds one or more thresholds. Using this logic, system 20 is able to determine if any of the sources of

conflicting location information refer to location information that is out-of-date, or that otherwise doesn't

reflect the change in location. In such instances, the more up-to-date location information is used for

assigning a current location to the medical device 32. In still other instances, system 20 is configured to

flag certain instances of discrepant location information and request a user to confirm and/or assign a

location to a medical device 32.

[00162] Equipment management system 20 also records in the location record 80e of the digital

replicas 46 the source of the location information. In this manner, equipment management system 20 is

able to determine if any discrepancies exist between the medical device 32 that are reporting device data

from a particular facility 26 and the medical devices that were sold to that facility. For example, equipment

management system 20 periodically compares a list of all of the medical devices 32 at a particular medical

facility 26 that it has received device data from to a list of all of the medical devices 32 that were sold to

that medical facility 26y (this latter information is stored as one component of the data stored in sales data

record 80g). If equipment management system 20 detects that it has not received any device data for a

threshold amount of time from that medical facility 26 for a particular medical device that was sold to that

facility, then it notifies an administrator at that facility that it may have lost or misplaced the purchased

piece of equipment. Conversely, if equipment management system 20 receives device data from a

medical device 32 that is located at a facility that does not correspond to the facility identified in the sales

data record 80g, the system 20 is configured to send an inquiry to the medical facility 26 that originally

purchased the medical device asking for confirmation that they have sold or transferred the device.

Alternatively, or additionally, system 20 may conclude that the medical device 32 has been properly sold to

the other medical facility and may therefore update the sales data record 80g appropriately, as well as the

location record 80e.

[00163] Returning to FIG. 8, after a user logs into system 20 (e.g. successfully enters an

authorized user name and password on screen shot 82a of FIG. 7), and views a screen shot of the type



shown in FIG. 8 listing the categories of medical devices 32 currently located at the medical facility 26, the

user is able to select any of the various medical device categories (e.g. 90a, 90b, 90c, 90d) to view further

information about the medical devices 32 within that category. The user is also able to select an "all

devices" icon 94 to view additional information about all of the devices at medical facility 26. The selecting

of a specific category 90 or icon 94 is carried out in one or more conventional manners; such as by

physically touching the display at the location corresponding to the selected category 90 or icon 94 (for

user interfaces 38 having touch screen displays); by using a computer mouse to position a pointer over the

selected category 90 or icon 94 and clicking the computer mouse; by using a keyboard to select the

category 90 or icon 94; or by other means. Once the desired category is selected, computer device 36 will

display on user interface 38 additional information about the selected category 90, or about all of the

medical devices 32 if icon 94 is selected. This additional information is supplied to computer device 36

from management service 22.

[00164] FIG. 9 illustrates a screen shot 82c that is representative of the type and layout of

information that may be displayed in response to a user selecting the "all devices" icon 94 of FIG. 8.

Screen shot 82c includes medical facility indicator 88, a heading identifier 98, a plurality of category

summary bars 100a, b, c, and d. Medical facility indicator 88 identifies the particular medical facility 26

which the data displayed on screen shot 82c corresponds to. Heading identifier 98 provides a summary

description of the data that is being displayed in screen shot 82c. In the example of FIG. 9, the heading

identifier 98 indicates that the data below it is for all of the devices located at the ABC Hospital.

[00165] Category summary bars 100a, 100b, 100c, and 100d correspond to categories 90a, 90b,

90c, and 90d, respectively. Category summary bars 10Oa-d are viewable in both an expanded form and a

contracted form. In the example of FIG. 9, category bar 100a, which corresponds to the battery category

90a, is shown in the expanded form, while category bars 100b-d are shown in their contracted form.

Regardless of whether the category summary bars 100 are shown in their contracted or expanded form,

each category summary bar 100 includes an average usage field 102, an average age field 104, and a

service summary field 106.

[00166] The average usage field 102 displays the average amount of use of all of the medical

devices 32 within the category 90 identified in category bar 102 whose contents have been expanded and

are displayed. For example, category summary bar 100a of FIG. 9 corresponds to the battery category

90a. Average usage field 102 of category summary bar 100a therefore displays the average number of

uses of the batteries at ABC Hospital over the indicated time period (in this case 30 days). Similarly,

average usage fields 102 of category summary bar 100b, 100c, and 10Od of FIG. 9 display the average

number of uses of the hand pieces, beds, and consoles, respectively, at ABC Hospital over the indicated

time periods.



[00167] Average age field 104 displays the average age of the medical devices 32 within the

category 90 of medical devices 32 corresponding to that particular category summary bar 100.

[00168] Service summary field 106 displays the number of medical devices 32 within the

corresponding category 90 that fall within different service categories, such as service due soon or service

due now. The "due soon" category corresponds to medical devices 32 that will need servicing within a

predefined time window. The predefined time window may vary for individual medical devices 32 such that

those medical devices 32 requiring more planning or down time for servicing are flagged sooner. In some

embodiments, the predefined time window is user-customizable during the installation of equipment

management system 20 so that the administrators of medical facility 26 can choose how soon in advance

they receive notification of upcoming service dates. In other embodiments, the amount of advance

notification of upcoming service events is fixed.

[00169] The "due now" service category refers to those medical devices 32 whose servicing date

has passed. In some embodiments, system 20 is configured to display the number of "due now" medical

devices 32 in service summary 106 in a different color from the number of medical devices 32 that fall into

the "due soon" category. In one such embodiment, system 20 displays the number of "due now" medical

devices in service summary field 106 in red and the number of "due soon" medical devices in service

summary field 106 in yellow.

[00170] The service schedule for each of the medical devices 32 is generated in a number of

different manners. In a first manner, the service schedule is set by manufacturer of medical device 32 and

stored within vendor enterprise system 24, which communicates the schedule to data repository server 40.

In a second manner, the service schedule is set by the administrators of the medical facility 26 and stored

in local management server 34, which may forward the service schedule to management service 22. In yet

a third manner, some aspects of the service schedule come from vendor enterprise system 24 and other

aspects come from local management server 34.

[00171] Regardless of the source of the servicing schedule, the servicing schedule may be time

based, usage based, or a combination of both. When time based, servicing dates are scheduled based

upon how much time has elapsed since a particular medical device 32 was purchased or last serviced.

When usage based, servicing dates are scheduled based upon how much usage a particular medical

device 32 has undergone since it was purchased or last serviced.

[00172] The manner in which a medical device's usage is measured may vary from medical

device to medical device. For some medical devices, the amount of time the device is turned on is used to

quantify the device's usage. For other medical devices, the number of times the device is activated, or one

or more components of the device are activated, is used to quantify the device's usage. Still other medical

devices may measure usage based on the number of times the device was used in surgery or another



medical procedure, how many patients the devices has been used with, how many times the device has

been sterilized or cleaned, and/or how many times the device has been electrically recharged.

[00173] In at least one embodiment, management service 22 is adapted to modify and/or

supplement the service schedule based upon analyses of the errors, usage, and other data collected by

management service 22 from a plurality of similar medical devices 32 gathered over a statistically

significant time period. The collected data, in at least one embodiment, is collected from a plurality of

different medical facilities 26 and is based upon errors, servicing requests, reported malfunctions, or other

data indicating performance issues with one or more medical devices 32. As one example, management

service 22 analyzes this data to determine if a statistically significant number of medical facilities 26 have

had a particular a problem with a specific type of bed after a specific amount of usage. If that specific

amount of usage is less than the scheduled amount of usage between regularly scheduling servicing dates

for those beds, then management service 22 alters the scheduled service dates for those types of beds so

that they can be proactively serviced prior to them experiencing the particular problem.

[00174] In the example shown in FIG. 9, a user is able to click on, or otherwise select, any of

category summary bars 100b-d in order to change them to their expanded display form. As can be seen

from the expanded display form of category summary bar 100a, expanding a particular category bar 100

causes user interface 38 to display underneath the category bar 100 a listing 108 of all of the medical

devices 32 within that particular category bar. The listing 108 includes a description column 110, a serial

number column 112, a use column 114, a last known location column 116, an age column 118, a service

status column 120, and a service request column 122. All of the information displayed in the listing 108

comes from data repository server 40, which forwards the data to an application server 42 that is in

communication with the computer device 36 that has the user interface displaying screen shot 82c.

[00175] Description column 110 contains a brief description of each of the individual medical

devices 32 within the corresponding category of category summary bar 100. In the example of FIG. 9, the

description identifies the specific type of medical device (e.g. a battery of the type B-B), as well as a

specific number that uniquely identifies that particular medical device (e.g. 002). The particular number, in

some embodiments, is set based upon the order in which the medical facility 26 acquired those types of

medical devices. For example, the first type B-B battery acquired by the medical facility is assigned

number 001 , the second 002, and so on. Other types of information may be displayed in description

column 110 in addition to, or in lieu of, the information shown in FIG. 9.

[00176] Serial number column 112 lists the individual and unique serial numbers assigned to

each medical device 32. In some embodiments, the serial numbers correspond to one of the unique

identifiers discussed previously. In other embodiments, one or more of the medical devices may have both



a unique serial number and another unique identifier. When another such unique identifier is used, listing

108 may be a modified to display that unique identifier as well.

[00177] Use column 114 identifies the number of times each individual one of the medical devices

32 was used in the indicated time period. As was noted previously, these criteria for determining what

counts as a use of a particular medical device 32 may vary from medical device to medical device,

depending upon the specific type of medical device it is. Data repository server 40 receives this use data

from device data sent by each individual medical device 32 to management service 22.

[00178] The last known location column 116 indicates the last known location of each device, as

well as the time at which the last known location was determined. This information is taken from the

location record 80e of the digital replicas 46 of the individual medical devices 32. In the particular example

shown in FIG. 9, the batteries are not equipped with sensor technology to determine their own location

within a given medical facility 26. However, the batteries are configured to gather transmit their device

data to a battery recharger whenever the batteries are placed in the charger. The chargers, in turn, are

typically installed at fixed locations within the medical facility. The chargers receive the device data from

the batteries, including the identification of the batteries, and forward this device data to local management

server 34 and/or management service 22. Because the locations of the individual battery chargers are

fixed, their locations can be entered into system 20, which then displays their locations as a proxy for the

locations of the batteries they have charged, as shown in location column 116 of FIG. 9.

[00179] The location of the devices powered by the batteries may also be determined in a similar

manner. That is, for some battery powered medical devices 32, the devices communicate their device

data to their respective batteries, which then communicate the devices' data and their own data to the

battery chargers, when connected. The battery chargers then communicate the devices' data, the

batteries' data, and their own data to management service 22.

[00180] Age column 118 lists the age of each of the displayed medical devices 32. The age may

be the age of the medical device since it was manufactured, the age of the medical device since it was

refurbished, the age of the medical device 32 since it was purchased, or a combination of one or more of

these.

[00181] Service status column 120 identifies whether each of the listed medical devices needs

servicing soon, servicing now, replacement now, replacement soon, or no servicing or replacement in the

near future (i.e. not "soon"). As with service summary field 106, service status column 120 may be

configured to display those medical devices 32 needing servicing or replacement now and those needing

servicing or replacement soon in different colors from those medical devices 32 that don't need servicing

now or soon. In one example, service status column 120 displays those medical devices 32 needing



servicing or replacement now with red type in column 120 and those medical devices 32 needing servicing

or replacement soon with yellow type in column 120.

[00182] Service request column 122 provides a request service icon 124 for each of the

displayed medical devices 32. The service request icon 124 provides a means by which a user can easily

request servicing of any of the displayed medical devices 32. Service icon 124 also provides an indication

to the user as to whether or not service has been requested. After a user presses, or otherwise selects, a

service icon 124, user interface 38 changes the service request icon 124 to a different form, such as icon

124a in FIG. Θ. Icon 124a indicates that service has already been requested for that particular medical

device 32.

[00183] When a service request icon 124 is selected and activated by a user of system 20,

computer device 36 sends a message to management service 22 indicating that service has been

requested for the selected medical device 32. Management service 22 consults service status record 80j

contained within the digital replica 46 for that particular medical device 32. The service status record 80j

contains, among other data items, information identifying who should be notified when that particular

medical device needs servicing, as well as contact information (such as an email address) for one or more

individuals, groups of individuals, service centers, sales agents, technicians, or other persons or entities

that should be notified when a service request is filed. Management service 22 then forwards a service

message to the individuals, groups, or entities identified in the contact information. With this service

message, management service 22 also forwards a set of device data about the particular device, such as

the location of the device, its usage and service history, the time at which the service request was

activated, manufacturing and design data about the medical device 32, and/or other information.

Batteries

[00184] FIGS. 10-13 contain screen shots showing examples of the types of additional

information that system 20 is capable of providing to a user regarding those medical devices 32 falling

within category 90a, which corresponds to batteries. The screen shot 82d of FIG. 10 shows the type of

information that is displayed in response to a user selecting category 90a in FIG. 8. FIG. 10 specifically

identifies three subcategories 126a, 126b, and 126c within category 90a: a battery type B-A, a battery type

B-B, and a battery type B-C, respectively. It will be understood that the three subcategories 126a, 126b,

and 126c shown in FIG. 10 are merely representative of the number and types of subcategories 126 that

may be displayed for a given category 90.

[00185] For each subcategory shown in FIG. 10, management service 22 displays a total number

indicator 96 and service summary field 130. Total number indicator 96 identifies the total number of

medical devices 32 in that particular subcategory that are located in the specific medical facility 26



identified by medical facility indicator 88. Thus, the three total number indicators 96 of FIG. 10 indicate that

there are twenty-four type B-A batteries, fourteen type B-B batteries, and thirteen type B-C batteries.

[00186] The service summary field 130 shown in each subcategory 126 shown in FIG. 10 displays

that same information shown in service summary field 106 of screen shot 82c (FIG. 9). The service

summary field 106 may also use the same color scheme as that used in service summary field 106,

service status column 120, and/or service request column 122 (i.e. red for those devices needing service

or replacement now, yellow for those needing service or replacement soon, and black for all other medical

devices). In those instances where there are no medical devices 32 within a given subcategory 126 that

need servicing soon or now, user interface 38 may omit service summary field 130 or leave it blank, such

as for subcategory 126a of FIG. 10.

[00187] FIG. 11 illustrates a screen shot 82e that is representative of the type of data displayed

on user interface 38 when a user selects one of the subcategories 126 shown in FIG. 9. Specifically, FIG.

11 illustrates a screen shot 82e representative of the type of data that may be displayed when a user

selects subcategory 126b of FIG. 10. Screen shot 82e includes a usage chart area 132, a service

overview area 134, a subheading identifier 136, and several components that have been previously

described (e.g. facility indicator 88 and heading identifier 98).

[00188] Usage chart area 132 includes first bar chart 138 and a second bar chart 140. First bar

chart 138 includes a plurality of vertical bars 142 and a horizontal threshold line 144. Each of the vertical

bars 142 corresponds to a specific medical device 32 that falls within the subcategory indicated by

subheading identifier 136. The height of each of the vertical bars 142 corresponds to the number of uses

of that particular medical device 32 within the time period indicated along the y-axis of the 1st chart 138.

First bar chart 138 illustrates vertical bars 142 for a set of the medical devices 32 within the subcategory

that have had the least number of uses, or the least amount of usage (depending upon how usage is

measured). In the example of FIG. 11, chart 138 illustrates the usage of the ten least utilized type B-C

batteries.

[00189] The horizontal threshold line 144 is positioned along the y-axis at a value corresponding

to a selected statistical cut off that provides an indication of those medical devices whose usage statistics

are outliers with respect to a selected population of those medical devices within facility 26. The selected

population may be all of the medical devices within facility 26, or it may be a subset of those medical

devices 32 within a given facility. The selected population is at least partially selectable by one or more

employees of the medical facility 26. However, an administrator of the facility 26 may limit the access of

specific individuals, or classes of individuals, from seeing information regarding certain medical devices 32.

Accordingly, the selected population may be all of the medical devices 32 that a particular user is allowed

to see. Further, the entity that operates equipment management system 20 is also able to limit the medical



devices 32 that are viewable by users of system 20, such as restricting the personnel of a first medical

facility 26 from viewing status information from the medical devices 32 of a different medical facility 26

(which may be owned or operated by the same or a different entity). This may accomplished by one or

more of the operator user interfaces 39.

[00190] In some situations, horizontal threshold line 144 may correspond to a value that is equal

to a standard deviation below the mean usage of those medical devices. Other standard deviation

multiples may be used, as well as other criteria for choosing at what value to place horizontal threshold line

144. For example, in one configuration of user interface 38, chart 138 displays horizontal threshold line

144 at a level that is equal to a fixed ranking of the medical device's usage (e.g. it is set equal to, for

example, the usage of the fifth least used of the medical devices 32 within that subcategory 126). Still

other criteria may be used for horizontal threshold line 144.

[00191] In some embodiments of system 20, the value at which horizontal threshold line 144 is

set is user-configurable. Administrators of medical facility 26 may input whatever desired criteria or values

are to be used for setting horizontal threshold line 144. Such criteria or values may be input by using any

of computer devices 36 and navigating to an administrator's settings page that is displayed on user

interface 38 for authorized individuals. In some configurations, the values and/or criteria used to select the

values of horizontal threshold lines 144 will vary for different subcategories or categories of medical

devices 32.

[00192] Regardless of the specific criteria used for choosing the location of threshold line 144,

first bar chart 138 provides an easily understood graphical representation of the number of medical devices

32 within the corresponding subcategory 126 that are being underutilized. The variable heights of vertical

bars 142 and their respective distances from horizontal threshold line 144 also provide a graphical

indication of the amount by which those medical devices 32 are being underutilized. In some

embodiments, the vertical bars 142 that are below horizontal threshold line 144 are colored differently from

those that are above horizontal threshold liner 144.

[00193] Second bar chart 140 is formatted in a similar manner as first chart 138 but displays

usage information at the opposite end of the usage spectrum. That is, second bar chart 140 displays

information about those medical devices 32 within the particular subcategory 126 that are being

overutilized. More specifically, second bar chart 140 also includes vertical bars 142 corresponding to

individual medical devices 32 as well as a horizontal threshold line 146. Horizontal threshold line 146 is

based on the same criteria or values used to select horizontal threshold line 144 of first chart 138, but

reversed. That is, for example, if threshold line 144 represents one standard deviation below the mean

usage of the medical devices 32, then threshold line 146 represents one standard deviation above the

mean usage of the medical devices 32. Second chart 140 therefore provides a graphical indication of the



amount by which those medical devices 32 are being overutilized. In some embodiments, the vertical bars

142 that are above horizontal threshold line 146 are colored differently from those that are below line 146.

[00194] Service overview area 134 of FIG. 11 includes four service icons 148a-d. Service icon

148a lists the number of medical devices 32 within the subcategory identified in identifier 136 (type B-C

batteries in FIG. 11) that are due for service. Service icon 148b lists the number of medical devices within

this subcategory that will soon need service. Service icon 148c lists the number of medical devices 32

within this subcategory that are not in need of service and are currently in an operational state. Finally,

service icon 148d lists the number of medical devices 32 within this subcategory that are being serviced.

[00195] If a user wishes to view more information about which specific medical devices 32

correspond to those summarized in any of the service icons 148a, 148b, 148c, and/or 148d, he or she can

click on, or otherwise select, any of the service icons 148a-d. In response, computer device 36 will display

on user interface 38 a listing of the corresponding medical devices that is similar to listing 108 of FIG. Θ.

The displayed listing, however, unlike listing 108 of FIG. Θ, will only display those medical devices 32 within

the relevant subcategory that correspond to the selected service icon 148a-d (e.g. if service icon 148b is

selected, the listing will only include those medical devices 32 that need service soon).

[00196] If a user wishes to see more information about any of the particular medical devices 32

represented by vertical bars 142 in charts 138 or 140, he or she can click on, or otherwise select, the

vertical bar 142 and additional information will be displayed about that particular medical device, such as

the information shown in FIG. 12. The type of information shown in FIG. 12 can also be accessed by

other means. For example, the type of information shown in FIG. 12 can also be accessed by clicking on,

or otherwise selecting, a selected row within listing 108 (FIG. 9). That is, highlighting a particular row

within listing 108 and clicking on it, or otherwise selecting it, brings up a screen shot, such as screen shot

82f, that displays device data corresponding to the medical device 32 identified in the selected row.

[00197] FIG. 12 illustrates a screen shot 82f that is representative of the type of data displayed on

user interface 38 when a user selects a particular medical device 32. Screen shot 82f includes a device ID

heading 150, a product image 152, a health gauge 154, a use field 156, an average use field 158, a total

use field 160, a last known location box 162, an event log 164, a service indicator 166, a medical device

time line 168, and a serial number indicator 170.

[00198] Device ID heading 150 identifies the specific medical device 32 whose information is

being displayed in screen shot 82f. Device ID heading 150 contains the same information as is found in

description column 110 of listing 108. In some embodiments, device ID heading 150 contains additional

information identifying the particular medical device 32 beyond what is found in column 110. In still other

embodiments, device ID heading 150 contains less information than what is found in column 110.



Whatever the specific content that is shown in device ID heading 150, it is based upon information stored

in device ID record 80a of the device's digital replica 46.

[00199] Product image 152 is an image of the type of medical device 32 whose data is being

displayed on screen shot 82f. The image displayed does not need to be an actual image of the actual

medical device 32 whose specific data is displayed on screen shot 82f, but instead can be an image of that

particular type of medical device 32. The image 152 is generated from the data stored in image record 80d

of the digital replica 46 for that particular medical device 32. In some cases, the image is a three-

dimensional image of the device that can be viewed from different angles in order to see the entire device.

In other cases, the product image 152 includes one or more movies showing the image in use, or being

cleaned, fixed, or maintained. In such embodiments, the user is able to select which image or movies to

display in order to gain further information about the device, including how to operate, maintain, and/or

service the device.

[00200] Health gauge 154 provides a graphical representation of an assessment of the health of

the particular medical device whose data is shown in screen shot 82f. The graphical representation

includes a pointer 155 that indicates how close the particular medical device 32 is to needing either

replacement or servicing. Pointer 155 points to an arcuate scale 172 having multiple sections of different

colors, wherein the different colors correspond to different qualities about the health of the medical device

32 (e.g. good, replace soon, service soon, replace now, service now, etc.). Management service 22

updates the position at which pointer 155 is displayed on arcuate scale 172 each time it receives additional

device data from that particular medical device indicating it has been used further.

[00201] Use field 156 identifies the number of times the medical device 32 has been used in the

time period indicated (e.g. last 30 days in FIG. 11). The information in use field 156 is the same

information contained within use column 114 (see FIG. 9). It is taken from the data contained within total

usage record 80i of the digital replicas 46 of the corresponding medical devices 32.

[00202] Average use field 158 identifies the average number of times the fleet of medical devices

32 have been used that are within the same subcategory as the medical device 32 whose data is shown in

screen shot 82f. The time period over which this average has been taken is also displayed in average use

field 158. Thus, for example, if a particular medical facility 26 has thirty five type B-C batteries, average

use field 158 displays the average number of times these thirty five type B-C batteries have been used in

the last thirty days. The data displayed in the average use field 158 is generated from the data contained

within total usage record 80i of the corresponding digital replica 46.

[00203] Total use field 160 displays the total number of times that the particular medical device 32

has been used over its lifetime. This total use information also comes from usage record 80i of the digital

replicas 46. Last known location box 162 indicates the last known location of medical device 32. The



information contained within last known location box 162 is the same as that shown in last known location

column 116 of listing 108.

[00204] Event log 164 lists events that have occurred with respect to the specific medical device

32 whose data is displayed on screen shot 82f. The particular events listed in event log 164 may vary for

different types of medical devices 32, depending upon the design and sensing capabilities of the medical

device. In the example shown in FIG. 12, event log 164 lists two high temperature events and an

excessive autoclaving event. Event log 164 also lists the date for each of these events. The high

temperature events are detected by one or more temperature sensors that are built into the medical device

32. The excessive autoclaving event is detected by a combination of sensors built into the medical device

32, such as one or more temperature sensors, a timer, a pressure sensor, and/or a transceiver that

communicates with the autoclave.

[00205] The data displayed in event log 164 comes from event record 80k of the individual digital

replicas 46. In general, the data contained in event record 80k is classified into two different categories:

user-created events and device data events. The user-created events are events that are defined by a

user taking one or more actions with respect to a medical device 32. For example, a user-created event

includes initiating a request for maintenance or service of a device 32. A device data event refers to an

event that is defined based upon the outputs of one or more sensors 58 on the medical device 32, or

communications of the medical device 32 with one or more other objects or devices.

[00206] System 20 is configured such that one or more authorized users can subscribe to

notifications of events when such events occur. The notifications may be via email, text, pager, phone call,

or other forms of communication. The user can also specify not only what types of events he or she

wishes to be notified of, but also what individual events he or she wants to be notified of. Further, different

users may subscribe to notifications of different events. Thus, for example, a sales person who is not

employed by medical facility 26, but who has authorized access to system 20, may use system 20 to be

notified that a medical device is approaching a service date, while an administrator of the medical facility

26 may choose to use system 20 to be notified when certain medical devices 32 are finished being

cleaned, or have arrived a certain location within the medical facility. A wide variety of other notification

scenarios are, of course, possible.

[00207] Authorized users of system 20 can also designate events according to a priority scheme.

That is, some events may be categorized as high priority while other events may be categorized as low or

medium priority. Still other priority levels may be assigned, if desired. Individuals who wish to receive

notifications of certain events can use the priority levels when selecting what events to be notified of. For

example, a first user may only wish to receive notifications of high priority events while a second user may

wish to receive notifications regarding all high and medium priority events.



[00208] Service indicator 166 provides a clear indication to the viewer of screen shot 82f of the

service status of the medical device 32. The content of service indicator 166 may match the content

shown in service status column 120 of FIG. 9. That is, service indicator 166 may indicate the medical

device needs replacement now, will need replacement soon, needs servicing now, will need servicing

soon, or will not need servicing or replacement soon. The content of service indicator 166 is generated

based upon data stored in the service status record 80j of the digital replicas 46, which includes service

schedules for the individual medical devices 32.

[00209] Device timeline 168 comprises a horizontal timeline having a plurality of tick marks 174.

Each tick mark represents a defined time period. Some of the tick marks 174a are depicted with a larger

size and/or a different color than the other tick marks 174. These tick marks 174a correspond to dates or

time periods when one or more events occurred with respect to the medical device 32. By clicking on, or

otherwise selecting, one of these tick marks, a user can populate event log 164 with the specific event

information corresponding to that tick mark to see the details of the event(s) that occurred on that date.

The data associated with time line 168 comes from the data stored in records 80e, 80f, 80g, 80j, and/or

80k of the devices' digital replicas 46.

[00210] FIG. 13 illustrates a screen shot 82g that is representative of the type and layout of

information that may be displayed in response to a user selecting one of the subcategories 126a, 126b, or

126c of FIG. 10. The specific example shown in FIG. 12 corresponds to a user having selected

subcategory 126c, which corresponds to type B-C batteries. The type of information and overall layout of

FIG. 13 is substantially the same as FIG. 9. The specific medical devices 32 identified therein, however,

are different. Just as with FIG. 9, FIG. 13 includes a facility indicator 88, a heading identifier 98, a

subheading identifier 136, and a listing 108. Listing 108 includes the same columns found in listing 108 of

FIG. 9: a medical device description column 110, a serial number column 112, a use column 114, a last

known location column 116, an age column 118, a service status column 120, and a service request

column 122. These columns display the same type of data described above with respect to FIG. 9, except

instead of displaying this data for all medical devices 32 as in FIG. 9, FIG. 13 displays this data for only the

medical devices 32 falling within subcategory 126c. Further explanation of the layout and data displayed in

FIG. 13 is therefore unnecessary.

Hand Pieces

[00211] FIGS. 14-17 contain screen shots showing examples of the types of additional

information that system 20 is capable of providing to a user regarding those medical devices 32 falling

within category 90b, which corresponds to hand pieces. FIG. 14 shows a screen shot 82h with information

of the type that is displayed in response to a user selecting category 90b in FIG. 8. That is, FIG. 14 shows

all of the different subcategories 126 (if any) of the medical devices 32 within category 90b. In this



particular example, FIG. 14 specifically identifies four subcategories 126d, 126e, 126f, and 126g within

category 90b: a type H-A hand piece, a type H-B hand piece, a type H-C hand piece, and a type H-D hand

piece, respectively. It will be understood that these four subcategories are merely representative of the

number and types of subcategories 126 that may be displayed for a given category 90. Further, in some

medical facilities 26, individual ones of the subcategories may be subdivided further into sub-

subcategories, and so on.

[00212] As with FIG. 9, for each subcategory shown in FIG.14, management service 22 displays a

total number indicator 96 and service summary field 130. Total number indicator 96 identifies the total

number of medical devices 32 in that particular subcategory that are located in the specific medical facility

26 identified by medical facility indicator 88. Thus, the total number indicators 96 of FIG. 14 indicate that

there is eight of each of the four different types of identified hand pieces in Hospital ABC. The service

summary field 130 shown in each subcategory 126 displays that same information shown in service

summary field 106 of screen shot 82c (FIG. 9) and the service summary field 130 of FIG. 10.

[00213] FIG. 15 illustrates a screen shot 82i that is comparable to screen shot 82e of FIG. 11, but

modified to display hand piece data instead of the battery data shown in FIG. 11. Screen shot 82i of FIG.

15 is displayed in response to a user selecting subcategory 126f of FIG. 14. Like screen shot 82e of FIG.

11, FIG. 15 shows a usage chart area 132 having a first and second bar chart 138 and 140; a service

overview area 134; a subheading identifier 136; a facility indicator 88; and a heading identifier 98. All of

these items are the same as was previously described with respect to FIG. 11, except modified to display

data corresponding to type H-C hand pieces. Accordingly, further description of FIG. 15 is not needed.

[00214] FIG. 16 illustrates a screen shot 82j that is representative of the type and layout of

information that may be displayed in response to a user selecting subcategory 126f of FIG. 14, which

corresponds to type H-C hand pieces. The type of information and overall layout of FIG. 16 is substantially

the same as that of FIGS. 9 and 13. The specific medical devices 32 identified therein, however, are

different. Just as with the screen shots of FIGS. 9 and 13, screen shot 82j of FIG. 16 includes a facility

indicator 88, a heading identifier 98, a subheading identifier 136, and a listing 108. Listing 108 includes the

same columns found in listings 108 of FIGS. 9 and 13: a medical device description column 110, a serial

number column 112, a use column 114, a last known location column 116, an age column 118, a service

status column 120, and a service request column 122. These columns display the same type of data

described above with respect to FIGS. 9 and 13, except instead of displaying this data for all medical

devices 32 as in FIG. 9, or data for type B-C batteries as in FIG. 13, FIG. 16 displays this data for only the

medical devices 32 falling within subcategory 126f (i.e. type H-C hand pieces). Further explanation of the

layout and data displayed in FIG. 16 is therefore unnecessary.



[00215] If a user wishes to see more information about any of the particular medical devices 32

represented by vertical bars 142 in charts 138 or 140 of FIG. 15, he or she can click on, or otherwise

select, any of the vertical bars 142 shown therein and additional information will be displayed about the

particular medical device 32 corresponding to that vertical bar 142. An example of the additional

information that will be displayed is shown in FIG. 17. The information shown FIG. 17 is of the same type

and layout of that shown in FIG. 12 except modified to correspond to different medical devices 32. Just as

with the information of FIG. 12, the information of FIG. 17 can also be accessed by other means, such as

by clicking on, or otherwise selecting, a desired row within listing 108 of FIG. 16. Further, just as with FIG.

12, FIG. 17 displays a device ID heading 150, a product image 152, a health gauge 154, a use field 156,

an average use field 158, a total use field 160, a last known location box 162, an event log 164, a service

indicator 166, a medical device time line 168, and a serial number indicator 170. These items provide the

same functions as was previously described with respect to FIG. 12, and therefore need not be described

further.

Beds

[00216] FIGS. 18-21 contain screen shots showing examples of the types of additional

information that system 20 is capable of providing to a user regarding those medical devices 32 falling

within category 90c, which corresponds to bed. FIG. 18 shows a screen shot 82I with information of the

type that is displayed in response to a user selecting category 90c in FIG. 8. That is, FIG. 18 shows all of

the different subcategories 126 (if any) of the medical devices 32 within category 90c. In this particular

example, FIG. 18 specifically identifies two subcategories 126h and 126i within category 90c: a type A bed

and a type B bed, respectively. It will be understood that these two subcategories are merely

representative of the number and types of subcategories 126 that may be displayed for a given category

90. Further, in some medical facilities 26, individual ones of the subcategories may be subdivided further

into sub-subcategories, and so on.

[00217] As with FIGS. 9 and 14, for each subcategory shown in FIG. 18, management service 22

displays a total number indicator 96 and service summary field 130. Total number indicator 96 identifies

the total number of medical devices 32 in that particular subcategory that are located in the specific

medical facility 26 identified by medical facility indicator 88. Thus, the total number indicators 96 of FIG. 18

indicate that there are twelve type A beds and twelve type B beds in Hospital ABC. The service summary

field 130 shown in each subcategory 126 displays that same information shown in service summary field

106 of screen shot 82c (FIG. 9) and the service summary field 130 of FIG. 10. In the particular example of

FIG. 18, the service summary field 130 is blank because none of the beds needs servicing now or in the

near future.



[00218] FIG. 19 illustrates a screen shot 82m that is comparable to screen shot 82e of FIG. 11

and 82i of FIG. 15, but modified to display hand piece data instead of the battery and hand piece data

shown in FIGS. 11 and 15, respectively. Screen shot 82m of FIG. 19 is displayed in response to a user

selecting subcategory 126h of FIG. 18. Like screen shot 82e of FIG. 11 and screen shot 82i of FIG. 15,

screen shot 82m of FIG. 19 shows a usage chart area 132 having a first bar chart 138; a service overview

area 134; a subheading identifier 136; a facility indicator 88; and a heading identifier 98. All of these items

are the same as was previously described with respect to FIGS. 11 and 15, except modified to display data

corresponding to type A beds. Accordingly, further description of these items is not needed.

[00219] FIG. 19 differs from FIGS. 11 and 15 in that it also includes an availability indicator 176.

Availability indicator 176 indicates the number of beds that are currently in use and the number of beds

that are available for use. For some beds, the status of which beds are available or unavailable for use is

entered into system 20 by personnel at the medical facility 26 after the bed has been cleaned and/or

serviced. For other beds, the status of which beds are available or unavailable is automatically generated

based on sensors incorporated into the bed. Although not shown therein, the screen shots 82e and 82i of

FIGS. 11 and 15 are able to be manipulated by a user, in at least one embodiment of system 20, to also

display an availability indicator 176 comparable to that shown in FIG. 19 for the medical devices 32

identified in those FIGS. Similarly, screen shot 82m of FIG. 19 can be manipulated by a user to display

second bar chart 140 in place of availability indicator 176.

[00220] FIG. 20 illustrates a screen shot 82n that is representative of the type and layout of

information that may be displayed in response to a user selecting subcategory 126h of FIG. 18, which

corresponds to type A beds. The type of information and overall layout of FIG. 20 is substantially the same

as that of FIGS. 9, 13, and 16. The specific medical devices 32 identified therein, however, are different.

Just as with the screen shots of FIGS. 9, 13, and 16, screen shot 82n of FIG. 20 includes a facility indicator

88, a heading identifier 98, a subheading identifier 136, and a listing 108. Listing 108 includes the same

columns found in listings 108 of FIGS. 9, 13, and 16: a medical device description column 110, a serial

number column 112, a use column 114, a last known location column 116, an age column 118, a service

status column 120, and a service request column 122. These columns display the same type of data

described above with respect to FIGS. 9, 13, and 16, except that FIG. 20 displays this data for only the

medical devices 32 falling within subcategory 126h (i.e. type A beds). Further explanation of the layout

and data displayed in FIG. 20 is therefore unnecessary.

[00221] FIG. 2 1 illustrates a screen shot 82o that displays the same type information in the same

type of layout as that of screen shots 82f and 82k of FIGS. 12 and 17, respectively, except modified to

correspond to different medical devices 32. The information shown in FIG. 2 1 can be accessed in

comparable manners to how the information of FIGS. 12 and 17 is accessed. FIG. 17 displays a device ID



heading 150, a product image 152, a health gauge 154, a use field 156, a total use field 160, a last known

location box 162, an event log 164, a service indicator 166, a medical device time line 168, and a serial

number indicator 170. These items provide the same functions as was previously described with respect

to FIGS. 12 and 17, and therefore need not be described further. FIG. 2 1 also includes a utilization

indicator 178. Utilization indicator 178 indicates a how much time (expressed as a percentage) the bed is

used compared to how much time the bed is not used.

Consoles and Other Medical Devices

[00222] FIG. 8 also includes the category 90d corresponding to consoles. When a user clicks on,

or otherwise selects, category 90d of FIG. 8, user interface 38 responds by displaying screens similar to

those described above for the battery, hand piece, and bed categories 90a, 90b, and 90c, respectively. It

will be understood that a particular medical facility 26 may include a different set of categories than that

shown in FIG. 8, including one or more categories not identified in FIG. 8. Those additional or different

categories, when selected by a user, will display information comparable to what is shown in the attached

drawings and described above for the battery, hand piece, and bed categories.

[00223] Various additional alterations and changes beyond those already mentioned herein can

be made to the above-described embodiments. This disclosure is presented for illustrative purposes and

should not be interpreted as an exhaustive description of all embodiments or to limit the scope of the

claims to the specific elements illustrated or described in connection with these embodiments. For

example, and without limitation, any individual element(s) of the described embodiments may be replaced

by alternative elements that provide substantially similar functionality or otherwise provide adequate

operation. This includes, for example, presently known alternative elements, such as those that might be

currently known to one skilled in the art, and alternative elements that may be developed in the future,

such as those that one skilled in the art might, upon development, recognize as an alternative. Any

reference to claim elements in the singular, for example, using the articles "a," "an," "the" or "said," is not to

be construed as limiting the element to the singular.



CLAIMS

What is claimed is:

1. A medical device management system comprising:

a local network appliance at a medical facility, the local network appliance adapted to

receive device data from a plurality of medical devices coupled to a local area network;

a cloud based service located remotely from the medical facility and in communication

with the local network appliance, the cloud based service adapted to receive the device data from the local

network appliance;

a user interface adapted to be displayed on a computer device in communication with the

cloud based service, the user interface adapted to receive a data request from a user and to forward the

data request to the cloud based service; and

wherein the cloud based service is adapted to identify a set of the plurality of medical

devices that are responsive to the data request and to forward to the user interface processed data

regarding the set of the plurality of medical devices, the processed data being based upon the device data.

2. The medical device management system of claim 1 wherein each of the medical devices

includes a transmitter and a unique identifier, each of the transmitters adapted to transmit the device data

and the unique identifier to the cloud based service via the local network appliance.

3. The medical device management system of claim 1 wherein the data request requests an

identification of the set of the plurality of medical devices that will need servicing within a time period.

4. The medical device management system of claim 1 wherein the local network appliance

sends location information to the cloud based service, the location information identifies both the medical

facility and a specific location within the medical facility, and the data request requests an identification of

the set of the plurality of medical devices that are located within the specific location of the medical facility.

5. The medical device management system of claim 1 wherein the user interface also

forwards a user identity to the cloud based service, the cloud based service uses the user identity to filter

the processed data, and the cloud based service filters the processed data by correlating the user identity

to a stored profile wherein the stored profile identifies what portion of the processed data is suitable for

viewing by the user.



6. The medical device management system of claim 1 where the device data includes at

least one of the following: usage data indicating how long the corresponding medical device has been in

use and event data indicating a time and a description of any events occurring with respect to the plurality

of medical devices.

7. The medical device management system of claim 1 wherein the cloud based service

updates a location record of the medical device and a last date of service record of the medical device.

8. The medical device management system of claim 7 wherein the cloud based service

communicates with a sales database, the sales database including sales data identifying an entity to whom

the medical devices were last sold to and a location of the entity;

the local network appliance sends location information to the cloud based service, the

location information identifying the medical facility in which the medical devices are currently located; and

the cloud based service compares the entity to the identified medical facility and, if the

entity does not match the identified medical facility, the cloud based service updates the location record of

the medical device to correspond to the identified medical facility.

9. The medical device management system of claim 1 wherein the cloud based service

includes a device management server, a data repository server, and an application server; the

device management server receives the device data from the plurality of medical devices and forwards the

device data to the data repository server, the data repository server stores the device data and generates

the processed data, the application server receives the processed data from the data repository server and

forwards it to the user interface; and the local network appliance communicates with both the device

management server and the data repository server, and the local network appliance forwards the device

data directly to the data repository server without forwarding the device data to the device management

server.

10. The medical device management system of claim 1 wherein the cloud based service

communicates with a manufacturing server, the manufacturing server includes manufacturing information

regarding the manufacture of the plurality of medical devices, and the processed data is based at least

partially upon the manufacturing information.

11. The medical device management system of claim 1 wherein the user interface forwards

the data request to the cloud based service in response to a user accessing a web page associated with



the cloud based service; and wherein the user interface is adapted to allow a user to display a listing of the

medical devices sorted by at least two different user-selectable criteria.

12. The medical device management system of claim 1 wherein a first one of medical devices

is not adapted to transmit its device data directly to the local network appliance but is instead adapted to

transmit its device data to a second one of the medical devices, and the second one of the medical devices

is adapted to forward the device data of the first one of the medical devices to the local network appliance

for forwarding to the cloud based service.

13. A medical device management system comprising:

a first local network appliance at a first medical facility and adapted to receive device data

from a first set of medical devices;

a second local network appliance at a second medical facility and adapted to receive

device data from a second set of medical devices;

a cloud based service located remotely from the first and second medical facilities and in

communication with the first and second local network appliances, the cloud based service adapted to

receive the device data from the first and second local network appliances;

a user interface adapted to be displayed on a computer device, the user interface adapted

to receive a data request from a user and to forward the data request to the cloud based service; and

wherein the cloud based service is adapted to select the first or second set of medical

devices and to forward to the user interface processed data regarding the selected set of medical devices,

the processed data being based upon the device data of the selected set of medical devices.

14. The medical device management system of claim 13 wherein each of the medical devices

of the first and second sets of medical devices includes a unique identifier and a transmitter adapted to

transmit the unique identifier and the device data.

15. The medical device management system of claim 13 wherein the cloud based service

determines whether the computer device is associated with the first medical facility or the second medical

facility, the cloud based service selects the first set of medical devices if the computer device is associated

with the first medical facility and the cloud based service selects the second set of medical devices if the

computer device is associated in the second medical facility.



16. The medical device management system of claim 13 wherein the user interface also

forwards an access code and user identity to the cloud based service, the cloud based service uses the

access code to select the first or second set of medical devices, and the cloud based service uses the user

identity to select a subset of the selected set of medical devices, the cloud based service only forwarding

the processed data regarding the selected subset of medical devices to the computer device.

17. The medical device management system of claim 13 wherein the device data includes

usage data and repair data, the usage data indicating how long the medical devices from each of the first

and second sets of medical devices have been in use and the repair data indicating when the medical

devices from each of the first and second sets of medical devices were repaired; and wherein the cloud

based service uses the usage data and repair data to predict when at least one of the medical devices

from the first and second sets of medical devices may need repair, and the cloud based service provides

notification to the user interface when the at least one of the medical devices may need repair.

18. The medical device management system of claim 13 wherein the cloud based service

communicates with a sales database, the sales database including sales data identifying an entity to which

the medical devices of the first and second sets of medical devices were last sold and a location of each

entity;

the first and second local network appliances send location information to the cloud based

service, the location information identifying the first and second medical facilities, respectively; and

the cloud based service receives device data from a first medical device from the first set

of medical devices and compares the entity to whom the first medical device was sold to the first medical

facility, and, if the entity to which the first medical device was sold does not match the first medical facility,

the cloud based service updates a location record of the first medical device to correspond to the first

medical facility.

19. A medical device management system comprising:

a local network appliance at a medical facility and adapted to receive device data from a

plurality of local medical devices;

a cloud based service located remotely from the medical facility and in communication

with the local network appliance, the cloud based service adapted to receive the device data from the local

network appliance; and

a sales database in communication with the cloud based service, the sales database

containing a first list of sales records identifying which medical devices were sold to the medical facility;



wherein the cloud based service is adapted to compare the first list to a second list

identifying the local medical devices that are in communication with the local network appliance and to

identify any differences between the first and second lists.

20. The medical device management system of claim 19 further comprising:

a user interface adapted to be displayed on a computer device located at the medical

facility, the computer device adapted to communicate with cloud based service and to display information

regarding at least one of the differences; and

wherein the cloud based service is further adapted to identify any of the local medical

devices that are on the second list but not the first list and to forward the identified medical devices to the

computer device.
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