
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(10) International Publication Number
(43) International Publication Date

14 May 2010 (14.05.2010) WO 2010/053790 Al

(51) International Patent Classification: (74) Agents: DOLBY LABORATORIES, INC. et al; Intel
H04L 29/12 (2006.01) H04L 29/06 (2006.01) lectual Property Group, 999 Brannan Street, San Francis
H04L 12/46 (2006.01) co, California 94103-4813 (US).

(21) International Application Number: (81) Designated States (unless otherwise indicated, for every
PCT/US2009/062407 kind of national protection available): AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
(22) International Filing Date: CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,

28 October 2009 (28.10.2009) DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(25) Filing Language: English HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,

KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
(26) Publication Language: English ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,

(30) Priority Data: NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,

61/109,436 29 October 2008 (29.10.2008) US SE, SG, SK, SL, SM, ST, SV, SY, TJ, TM, TN, TR, TT,
TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(71) Applicant (for all designated States except US): DOLBY
LABORATORIES LICENSING CORPORATION (84) Designated States (unless otherwise indicated, for every

[US/US]; 100 Potrero Avenue, San Francisco, California kind of regional protection available): ARIPO (BW, GH,

94103-4813 (US). GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,

(72) Inventors; and TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
(75) Inventors/Applicants (for US only): BERNOSKY, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

Philip J. [US/US]; 100 Potrero Avenue, San Francisco, MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK, SM,
California 94103-4813 (US). STEFFENS, Reinhard R. TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
[DE/US]; 100 Potrero Avenue, San Francisco, California ML, MR, NE, SN, TD, TG).
94103-4813 (US). DOUGHERTY, James F. [US/US];
100 Potrero Avenue, San Francisco, California Declarations under Rule 4.17:

94103-4813 (US). — as to the identity of the inventor (Rule 4.17(ϊ))

[Continued on next page]

(54) Title: INTERNETWORKING DOMAIN AND KEY SYSTEM

(57) Abstract: A DNS component func
Example Network Structure 100 tions privately in relation to a group of

client devices, each associated with a
unique URL maintained with the DNS
component that privately identifies the
devices within the group. The URL iden
tifies a hierarchy of private domains en
forced within the group which, at least
implicitly, represents private relation
ships therein between the devices. N et
work rules are applied over the group
based on the private relationships or the
private domains. The devices are secure
ly authenticated within the group. A con
tent sharing service component allows
devices within the group to access infor
mation content associated with other
group devices based, at least partially, on
the devices' URLs. A private IP based in
ternet allows group devices secure access
to the group from external networks and
free access to other devices within the
group.

Fig. 1



as to applicant's entitlement to apply for and be granted — of inventorship (Rule 4.1 7(iv))
a patent (Rule 4.17(H))

Published:
as to the applicant's entitlement to claim the priority of



INTERNETWORKING DOMAIN AND KEY SYSTEM

RELATED APPLICATION AND PRIORITY CLAIM

[0001] This application claims benefit of priority to Provisional United States Patent

Application No. 61/109,436 filed on October 29 2008 incorporated herein by reference for all

purposes as if fully set forth herein.

TECHNOLOGY

[0002] The present invention relates generally to networking. More specifically,

embodiments of the present invention relate to internetworking domain and key systems.

BACKGROUND ART

[0003] Networking technology and broadband network platforms are developing rapidly

and becoming more pervasive. This milieu of connectivity may be used with emerging

"connected" consumer and commercial electronics. As used in this context herein, the term

"connected electronics" may refer to electronic devices that may both publish and consume

digital content (such as encoded media) with other such devices, and from connected devices

to the internet and other networks. Security of connected electronics, networks with which

they may interconnect, and content that they may publish or consume is typically a related

interest.

[0004] The approaches described in this section are approaches that could be pursued, but

not necessarily approaches that have been previously conceived or pursued. Therefore,

unless otherwise indicated, it should not be assumed that any of the approaches described in

this section qualify as prior art merely by virtue of their inclusion in this section. Similarly,

issues identified with respect to one or more approaches should not assume to have been

recognized in any prior art on the basis of this section, unless otherwise indicated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The present invention is illustrated by way of example, and not by way of

limitation, in the figures of the accompanying drawings and in which like reference numerals

refer to similar elements and in which:

[0006] FIG. 1 depicts information flow within a first example network structure,

according to an embodiment of the present invention;



[0007] FIG. 2 depicts information flow with a second example network structure,

according to an embodiment of the present invention; and

[0008] FIG. 3 depicts an example computer system platform, with which an embodiment

of the present invention may be practiced;

[0009] FIG. 4 depicts an example content license, according to an embodiment of the

present invention;

[0010] FIG. 5 depicts an example flow schema for content and license encryption,

according to an embodiment of the present invention,

[0011] FIG. 6 depicts example user agent service, according to an embodiment of the

present invention; and

[0012] FIG. 7 and FIG. 8 each depict other example user agents, according to an

embodiment of the present invention.

DESCRIPTION OF EXAMPLE EMBODIMENTS

[0013] Internetworking domain and key systems are described herein. In the following

description, for the purposes of explanation, numerous specific details are set forth in order to

provide a thorough understanding of the present invention. It will be apparent, however, that

the present invention may be practiced without these specific details. In other instances,

well-known structures and devices are not described in exhaustive detail, in order to avoid

unnecessarily occluding, obscuring, or obfuscating the present invention.

[0014] Embodiments of the present invention relate to internetworking domain and key

systems, which is discussed in Section IV, below. Presented first, example network features

and functions and an example computer system platform are respectively described in

Sections II and III, to set a context for the description of example internetworking and key

systems that follows. This Description of Example Embodiments is thus presented according

to the outline, below.

[0015] I . Overview;

[0016] II. Example Private Internets;

[0017] III. Example Computer System Platform;

[0018] IV. Domain Key Systems; and

[0019] V. Equivalents, Extensions, Alternatives and Miscellaneous.

I .

OVERVEW

[0020] Example embodiments described herein relate to internetworking domain and

key systems. Example Private Internet: This overview thereof begins with an example



private internet milieu, with which the internetworking domain and key systems may

function. A dynamic naming service (DNS) component functions privately in relation to a

group of client devices, which are each associated with a unique universal resource locator

(URL) that is maintained with the DNS component, which privately identifies the client

devices within the group. The URL further identifies a hierarchy of private domains that is

enforced within the group and which, at least implicitly, represents private relationships

therein between the client devices. Network rules are applied over the group based on the

private relationships or the private domains. The devices are securely authenticated within

the group. A content sharing service component functions with the DNS component to allow

one of the client devices within the group to access information content associated with

another of the client devices based, at least partially, on the unique URL of the other client

device. A private inter-network ("pnet") thus functions, at least a substantially similarly, to

an Internet Protocol (IP) based network. The group is securely accessible to group client

devices from a network that is external to the group. Moreover, each group client device is

freely accessible to each of the other group client devices from within the group.

[0021] Embodiments may effectively reduce complexity that may be associated with

installing and maintaining home networks, which some general consumers may find

technically challenging. For instance, embodiments may obviate the configuration of routers

and switches, modems (modulator/demodulators), gateways and the like with Dynamic Host

Configuration Protocol (DHCP), IP addresses and Universal Plug and Play (UPnP). DHCP

allocates IP addresses dynamically. Dynamic IP address allocation allows reuse (e.g.,

reassignment upon release) of IP addresses. UPnP allows seamless interconnectivity between

some devices and other technologies. Moreover, embodiments readily allow connectivity

between a consumer's devices that may be other than physically or logically proximate with

respect to the pnet group. For example, group devices in use outside of a consumer's home,

remote from an enterprise (or other entity's) locale, beyond the consumer's or enterprise

firewall, or otherwise subject to perhaps increasingly impeding security and privacy measures

may freely and securely access the pnet group. As used herein, the terms "group devices,"

"devices of the group," and the like may refer to client devices that comprise familial

members of the pnet group.

[0022] An embodiment functions with IP, or a similar internet technology based

paradigm, to connect devices within a private internet (pnet) and thus essentially obviates

exposure of network complexity, while providing significant functionality. Embodiments

thus allow access, by connected consumer or commercial electronic devices (e.g., devices

that may both publish and consume digital content, such as encoded media, with other such



devices, and from connected devices to the global internet and other networks), both inside

and outside the home or enterprise, to internet services and to content stored across a group of

other connected devices.

[0023] In a way that may be somewhat analogous to some functions of IP and other

internet technologies that allow personal computers (PCs) to access websites via servers, an

embodiment functions inherently globally and across various network topologies to

interconnect the group of devices, access content from other group devices, and from the

global internet and other networks. As used herein, the term "global internet" may refer to

the large internetwork of various networks which, on a world wide scale, supports access to

the World Wide Web (www). Thus, the term global internet may herein contrast with the

pnet, which privately interconnects devices of the group.

[0024] Embodiments relate to establishing consumer or enterprise created "private

internets" that may use technologies that are at least similar to those used with the global

internet. However, embodiments relate to application of these "internet technologies" over a

group of connected devices in a private internet. As used herein, the term "private internet"

or pnet may refer to a closed internet type domain; a closed, private domain of private

devices that freely interconnect using IP (or an essentially similar protocol).

[0025] An embodiment relates to a method of identity that inherently represents

ownership and familial relationships. Thus, an embodiment simplifies sharing of content,

which may be commercial and/or private information, between group devices of the pnet.

Such content sharing may be referred to herein as "legitimate." While fully supporting

legitimate content sharing within the pnet group however, the embodiment impedes the

illegitimate (e.g., perhaps illegal or actionable) sharing of content.

[0026] An embodiment relates to a method of device and/or user authentication that

significantly simplifies the interconnection of group devices. Moreover, an embodiment

relates to a method of securely authenticating and connecting devices with the group from

outside the local network, while freely allowing one group device to access another group

device from within the pnet.

[0027] Example Internetworking and Domain Key System: The example private internet

milieu thus described may function with an internetworking domain and key system, which

promotes security of the network, for the devices interconnected therewith, and for the

content that the interconnected devices may publish or consume. An embodiment relates to

an internetworking domain and key system, which provides trust between the various levels

of a private internet milieu and allows content protection techniques that are based, at least in

part, thereon. For example, an established private top-level domain (e.g., jones.net) may



instantiate users and devices as sub-domains, which are hierarchically related to the top-level

domain (e.g., Jones family's TV: tv.jones.net; Tom Jones' mp3 player: "mp3.tom.jones.net."

This allows derivations, which may be used in familiar ways, e.g., browsing the private or

global internet. An example embodiment provides security over this milieu, to the network,

its hierarchical structure (hierarchy), devices interconnected therein and content that is

produced and/or consumed therewith with a key system that conforms to the network

hierarchy.

[0028] The key system provides security features that may include protection of content,

and authentication of source or destination, and any node in the hierarchy must be provided.

An embodiment may function with a system that configures a public key infrastructure (PKI).

The PKI system maintains trust throughout the private internet, to promote security over the

hierarchy.

[0029] At the top of the private internetwork hierarchy, a PKI Certificate Authority (CA)

is established. The CA configures a trust chain within the private internet (pnet) hierarchy

and represents the highest level of trust available throughout the hierarchy. An instantiation

of this top-level node functions as a Root Certificate (RC). The RC is associated with the

top-level domain name in the pnet. Domain names may be resolved to locations within the

pnet, which allows that domain name may be used to access the CA and confirm identity at

that node in the pnet hierarchy. Thus in the Jones family example, the root authority is the

family "Jones," and the top-level domain may be based on that family name. Within the pnet,

the RC is thus associated with the "Jones" CA. In an embodiment, representation of a

network node location, its identity and position within the hierarchy, and a corresponding

trust level, e.g., within the pnet, is thus associated with a single, simple name such as a URL

or its associated "nickname" (e.g., "jones").

[0030] The CA may generate child certificates, e.g., for each of the Jones family

members or other users. The derivation of each child certificate from the parent certificate

allows verification of the relationship of trust, using the CA. For example, each child

certificate is associated with a sub-domain of the Jones family domain "jones.net," e.g.,

"tom.jones.net" and "jane.jones.net" may correspond to hypothetical users Tom Jones and

Jane Jones, respectively. While sub-domains may have some inherent level of trust because

they are members of the pnet "jones.net," an embodiment increases the trust level of each

sub-domain significantly, because their relationships may be substantiated through the parent

top-level domain with the PKI infrastructure. Each sub-domain has a certificate and

authentication engine, which allows subsequent children to this level to be found and



authenticated with equal ease. The hierarchy is extensible, substantially without limit. An

embodiment is thus scalable over a spectrum of network domain sizes.

[0031] For example, each of a user's CE devices may form a subsequent level of the

hierarchy, e.g., Tom Jones' MP3 player domain is instantiated as "mp3.tom.jones.net," and a

certificate is created for the new sub-domain from the certificate held by the sub-domain node

"tom.jones." Trust level at any point in the hierarchy is directly related to the level of

authentication that is utilized when handing over child certificates. To keep the highest level

of trust throughout the system, the highest level of authentication is used. EMA's domain

PKI infrastructure promotes high level trust by providing the address of the parent, and can

be followed up all the way to the CA. Moreover, each node can institute its own

authentication, e.g., devices may institute password or biometric authentication to an end-user

to ensure trust.

[0032] An embodiment functions with a multi-chain parallel key certificate hierarchy, in

which the multiple paths may effectively be interlinked with each other. Any given

certificate of all hierarchies contains both public and private elements, as well as other,

trusted and un-trusted elements. While traversing the Domain hierarchy from the RC to an

end-point (e.g., mp3player.tom.jones.net) or vice versa, trust and authenticity are readily

verified in a vertical sense within the pnet. However, traversing the pnet and any of multiple

other hierarchies provides further security, which may function in an embodiment to confirm

the integrity of certificates.

[0033] For example, a manufacturer of an MP3 player that is associated with the

mp3player.tom.jones.net sub-domain may include certain certificates with the MP3 player,

which may include rights to consume (e.g., access, share, copy) certain media content

instances. The manufacturer's certificates associated with each of the interconnected devices

within the pnet may be shared with the CA thereof, which may function to allocate access to

that content with other sub-domains within the pnet according to the hierarchy enforced

therein and subject to authentication by the key hierarchy associated therewith. Within the

CAs that are associated with the manufacturers of CE devices, the rights of

mp3player.tom.jones.net to access content, download upgrades or patches or the like may be

allocated based on the hierarchy enforced therein.

[0034] Also for example, the hypothetical user Tom Jones may use the MP3 player

associated with the sub-domain mp3player.tom.jones.net in networks outside of the pnet

jones.net, e.g., at another location such as a business. In joining another hierarchical

network, the Tom Jones' MP3 player may becomes a sub-net of that network, with a URL

that differs from that with which it is associated in pnet jones.net. The access rights the MP3



player may enjoy in the second network is based, at least in part, on the certificate it holds

that is issued by the CA associated therein. Where Tom Jones' MP3 player is connected in

the second network, it may still communicatively contact and link with the pnetjones.net.

However, the access rights that it enjoys therein, while based on part on the pnetjones.net

CA, may now also be based on its certificate within the second network. Thus, an

embodiment may enforce security within a pnet, in a sense, "vertically" with respect to its

own CA, as well as "horizontally" reinforcing security, with respect to the parallel CA of

other networks.

II.

EXAMPLE PRIVATE INTERNETWORKS

A. EXAMPLE NETWORK FEATURES AND FUNCTIONS

[0035] FIG. 1 depicts information flow within a first example network structure 100,

according to an embodiment of the present invention. An embodiment relates to creating a

"private internet" (pnet) 110 between a group of devices. The pnet 110 may be physically or

logically proximate to a user's home or the locale of an enterprise or other entity associated

with pnet 110. The pnet 110 may include virtually any number of devices, which are

represented herein by the depicted devices 102, 103, 104, 105 and 109. As used herein, the

term "group of devices" may refer to a family of consumer or commercial electronic devices.

The term may further imply a relationship between the devices that may correspond to

common, allied or entity based associations between one or more users of the devices. The

pnet 100 may be considered a system for allowing each of its associated group devices to

access one another and to access information content associated with each.

[0036] An embodiment uses methods that relate to IP or similar protocols and related

technologies, such as those with which the global internet and world-wide web function.

Thus, network setup and maintenance within the group may benefit from the familiarity,

simplicity, and inherently global scope of internet based technology. Group devices each

have a unique URL associated therewith, discover each other through DNS servers, and

automatically and/or adaptively route information flow 100, both inside and outside the home

or enterprise using methods that may be similar or analogous to those with which the global

internet functions.

[0037] For instance, using the existing global internet as an illustration, URL and IP

addresses allow various "domains" of the global internet to be expressed, rendered or

described in natural language terms such as simple English. A URL associated with a certain

domain may be resolved to an IP address that is unique on the global internet with a world-



wide master directory function of a global DNS. The URL "http://www.dolby.com,"

"www.dolby.com," or "dolby.com", for example is associated through a global DNS with the

IP address that corresponds to a webpage document, which is rendered in Hyper Text Markup

Language (HTML) and is associated with a corporation entity known as "Dolby Laboratories,

Inc.

[0038] When a user of the global internet enters such a natural language URL, e.g., enters

appropriate text typed alphanumerically (or ideographically) into an browser input field,

which itself may be appropriately configured with a graphical user interface (GUI),

technology associated with the global internet resolves that URL to a specific server at a

specific address on a specific network. Useful information may be accessed therefrom. The

user experience is simple, effective, generally positive, seamless and transparent. For

instance, while virtually all users may benefit from the convenience of retrieving information

in this manner, many users may be substantially unaware of (nor consciously responsible for)

the underlying technology that was used to return their document from the URL they entered.

[0039] An embodiment has a private DNS (pDNS) component 111. The pDNS

component 101 may comprise a system, device or service that allows a user, consumer,

enterprise or other entity associated with pnet 110 to create a private list of private group

devices, including for example devices 102, 103, 104, 105 and 109. Each of the devices on

the private list has a corresponding unique private URL (pURL). The pDNS component 111

maintains the private pURL list and provides information 117 relating to the pURLs of pnet

110 to a router/gateway (or similarly functional networking entity; e.g., switch) 115. While

FIG. 1 depicts structure 100 as associated with dynamic IP addressing, it should be

appreciated that embodiments are well suited to function with static IP addressing.

[0040] With queries to pDNS component 111 and correspondingly returned pURL

information 117, router/gateway 115 performs translation and routing functions 116 that

relate to authenticating and interconnecting the private devices, including example devices

102, 103, 104, 105 and 109. Device names and labels within the pnet may be easily assigned,

read and understood by mainstream consumers and professionals, alike, because their

nomenclature is substantially similar to that of the generally familiar URL, as used on global

internet 150. Using IP like protocols, the underlying network technology operant within pnet

110 may not be apparent to a user's experience, but is efficiently and effectively used by

router/gateway 115 in performing its routing and translation functions.

[0041] Moreover, the private nature of pDNS component 111 accords a measure of

security. For instance, while router/gateway 115 functions to communicatively couple and

network pnet 110 with the global internet 150 (and possibly other networks and



internetworks), no IP address, URL, pURL or private IP address associated with pDNS

component 111 or any of the private group devices are exposed over global internet 150.

[0042] A hierarchy of sub-domains is maintained within pnet 110. The sub-domains may

represent ownership and relationships. For instance, a user family or other entity could

choose a "root domain" name that is based on their last name. For a hypothetical example

"Doe" family, users and devices associated with that group may be represented with the

example pURL: http://doe.net. Potential conflicts with domain names on the global internet

are substantially irrelevant. The private domain name relates to a private internet. The pnet

may be substantially opaque from the perspective of the global internet and pURLs

associated with the pnet may substantially invisible, undetectable or essentially meaningless

thereto.

[0043] Members of the group, such as members of the hypothetical example Doe family

herein, may access the pnet with which they are associated. Within the family or other group,

sub-domains may be created. For the example, hypothetical users "Jane" and John"

associated with the Doe family may respectively configure unique sub-domains, such as may

conform to the hypothetical example pURLs: 'http://jane.doe.net' and 'http://john.doe.net'.

While sub-domains may be unique, an implied familial relationship may be inferred from the

"jane" and "John" sub-domains because they are both sub-domains that belong to the same

"Doe" family domain.

[0044] Moreover, devices may also represent sub-domains. In the example of the

hypothetical Doe family members, Jane may use a device such as an Ipod™ (a product line

available from Apple Computers, a corporation in Cupertino, California) and John may use a

device such as a Zune™ (a product line available with Microsoft, a corporation in Redland,

Washington). These devices may respectively correspond to the hypothetical example

pURLs: 'http://ipod.jane.doe.net' and 'http://zune.john.doe.net'. Ownership and familial

relationships may be inferred between the devices as for instance, from the relationship to the

root domain "doe.net," and personal domains (e.g., "John" and "jane").

B. EXAMPLE SHARING AND SECURITY FEATURES

[0045] Content transfer rules may be enforced within pnet 100. Various content transfer

rules may be enforced. Some transfer rules may be generally applicable within pnet 100. For

example, a commercial or other provider or proprietary or copyright protected content may

specify transfer rules that follow (or are otherwise associated with) particular content. A

general content rule associated with a particular movie or musical album may specify a fair

use policy applicable thereto, which would be applied generally within pnet 100 with respect



to that particular content. The rule may allow transfer of that content from a device

associated with a particular user to: (1) another device associated with only that user, (2) a

certain number of times (e.g., thus asserting control of a number of instances of the content

the user may transfer or duplicate), or (3) freely.

[0046] Other transfer rules may be applicable with somewhat more specificity within

pnet 100. For instance, within pnet 100, with its pDNS and pURL naming features, content

stored on any of the group devices may be freely accessed from any of the other group

devices. The content may be accessed, for instance, with a simple user input. The user input

enters a pURL that specifies an appropriate device of the group, as well as content stored

therewith that is desired for access. For example, a hypothetical pURL may specify a movie

title, a video identifier, or another content designator stored with a specified device. For

example, a hypothetical pURL: 'http://ipod.jane.doe.net/starwars.mp4' may specifically

represent an example movie, encoded with the MPEG-4 codec and having the title

"Starwars," located on an iPod™ device that belongs to (or is otherwise associated with) the

example user Jane of the hypothetical Doe family.

[0047] The pDNS component 111 maintains the list of pURLs and functions with

router/gateway 115 to resolve IP address and routing issues, which are internal with respect

to pnet 110. Upon resolving the IP address and routing the request and information between

an input group device (e.g., device 102) and a target device that corresponds to the entered

pURL within pnet 110 (e.g., the pURL ' http://ipod.jane.doe.net ' may correspond to example

device 103), the information specified with the pURL (e.g., 'starwars.mp4') is retrieved from

target device 103 and returned to input device 102. Users of pnet 110 however, not unlike

users of the global internet 150, may remain essentially unaware and unconcerned about the

hidden technical complexities effectuating the retrieval of the information they desire from

other group devices therein. Users of pnet 110, in contrast, may simply be pleased, relieved

or convenienced by the experience, which should substantially resemble their familiar

information retrieval experiences with the global internet 150. Router/gateway 115 may

provide content sharing services between the group devices of pnet 110.

[0048] The pURL naming features and private IP addresses of pnet 110 effectuate

security and privacy features therein that effectively "lock down" protected content within the

network, while freely allowing access, retrieval and exchange of content between group

devices thereof. Privacy and security are thus enhanced, while fair use and similar positive

information exchange paradigms are fully supported. In an embodiment, the pURLs

essentially represent a family (or similar or analogous) relationship between the group of

devices. Networking logic associated with router/gateway 115 effectively restricts or enables



a flow of content between devices based on their relationship within the hierarchy of domains

and sub-domains.

[0049] For example, commercial content providers may specify that content they provide

is allowed to be shared with (e.g., stored on) any device that is owned by a single person.

Additionally or alternatively, content providers may specify that content they provide is

allowed to be shared with any device owned within a family. Such specifications may be

enforced with rules that are germane to pnet 110 and easily managed by network logic within

the domain, e.g., with which router/gateway 115 functions in view of information 117.

Private content may be allowed, by the network logic operant within pnet 100, for sharing

and transfer between any devices within the family. Moreover, some content may be allowed

for sharing with other family domains, while the other domains may be restricted from

sharing content beyond a personal domain associated with their own corresponding pnet.

C. EXAMPLE CONNECTIVITY FEATURES

[0050] Embodiments may also simplify user connectivity within pnet 100 upon

establishing devices within the private domain. For instance, upon purchases or acquisition

of a new device for inclusion in their pnet 100, users may simply initialize or power the

device on to effectuate connectivity (e.g., establish communicative and networking coupling

of the device) within the personal network. In an embodiment, an initializing device requests

a pURL corresponding to its owner (e.g., for the hypothetical user "John Doe," use of the

correspondingly appropriate pURL 'john.doe.net') may effectuate connectivity. The device

contacts the pDNS component (e.g., server ) 111, which requests authentication.

[0051] Authentication may be effectuated with password entry, biometric conformance,

challenge interrogatory replies, other responsive mechanisms, or other means. Upon

authentication, the pDNS component may assign or maintain a unique pURL that

corresponds to the device. For example, hypothetical user John Doe's third iPod™ device,

upon authentication in pnet 110, may be associated with the example pURL:

'ipod3.john.doe.net'.

[0052] An authenticated assignment securely establishes a private IP address and

associated routing information within a database (or other DNS information repository)

associated with pDNS component 111. Thus, the initialized device attains access the DNS

database of pDNS server 111 and may use information retrieved therefrom to discover related

devices within pnet 100. Concomitantly, router/gateway 115 may provide or use associated

routing information to handle communications traffic between the authenticated initialized

device and the other devices of pnet 110.



[0053] Thus, embodiments may effectively utilize well established URL identification

paradigms. For instance, an embodiment may function in substantial compliance or

conformance with available OpenID internet specifications, such as those that may be

promulgated in various requests for comment (RFC) of the Internet Engineering Task Force

(IETF), to effectuate the formation and specification of relationships through essentially

private URL sub-domains, as designated with the pURLs.

[0054] An embodiment implements identity, at least initially, at the root domain. For

example, the root domain in the hypothetical pURLs herein is the syntax corresponding to the

'doe.net' portion of the pURL (the '.net' syntax corresponding to that which is sometimes

referred to as a "top level," "first level," or "'primary' domain name"). Devices seeking to

gain authentication into the private network 'doe.net' domain may simply derive the

authentication address from the root domain. For instance, the pnet 100 private domain may

implement OpenID identity over the pURL 'openid.doe.net'. Thus, devices seeking

authentication in pnet 110 may simply refer to that particular pURL. Upon authenticating

into the pnet 110 domain, the initializing device may freely gain connectivity to the other

devices thereof.

D. EXAMPLE PRIVATE INTERNET ACCESS VIA EXTERNAL NETWORKS

[0055] FIG. 2 depicts information flow within second example network structure 200,

according to an embodiment of the present invention. Group devices may securely connect

to the private internet from a physical or logical locale other than proximate thereto. For

instance, group device 105 may connect to pnet 100 from outside its local network and/or

outside the home, enterprise or other entity hosting, deploying or otherwise associated with

pnet 100. Group devices external to pnet 100 may connect therewith via an external network,

which may include the global internet 155.

[0056] An embodiment effectuates connection of externally disposed group devices (e.g.,

device 105) for accessing the private domain. Device 105 authenticates with the pDNS 111

identity server via global internet 155 and router/gateway 115, and essentially proxies into the

local network of pnet 100. Alternatively or additionally, device 105 may proxy into pnet 100

via direct or intermediate connection with another group device of the "doe.net" family of

devices that is also physically or logically situated external to pnet 100, but is already

communicatively coupled and authenticated into its local network. For example, device 105

may communicatively couple with another group device that, while also external to pnet 100,

is already connected (communicatively coupled and authenticated) thereto via global internet

155 and router/gateway 115.



[0057] An embodiment may use two sets of unique codes, for use as secure, distinct

identifiers. The unique codes or identifiers may include randomly generated code, hash

codes, digital certificates, and cryptographic key exchange modalities. For instance, key

exchange procedures may be implemented, at least in part, per one or more of the IPsec

(Internet Protocol Security) IKE (Internet Key Exchange), ISAKMP (Internet Security

Association and Key Management Protocol) and/or related internet standards and protocols.

An embodiment may use various methods for generating unique identifiers.

[0058] In an embodiment, a domain code is generated and/or assigned upon creating the

private root domain (e.g., the 'doe.net' root domain). The domain code may be both unique

from a global perspective and specific to the private domain associated with pnet 100.

Multiple private domains may exist that have the same natural language root domain

designation. For example, more than one domain (perhaps many) may share the same root

domain identifier "doe.net." Notwithstanding this apparent, yet essentially superficial

similarity however, each private internet domain corresponds to a globally unique domain

code. Importantly, the unique domain codes allow the private internet domains to be

distinguished and differentiated one from another from outside of their respective private

domains.

[0059] An embodiment generates a second set of codes for each group device. For

instance, upon authenticating a new device into pnet 110, "device specific code" is created

and/or assigned that specifically corresponds to the authenticating device and that is unique

within the private domain. Importantly, the domain code combined with the device specific

code represent an identifier for a given group device that maintains its unique specificity

globally, e.g., from the perspective of users and devices in other networks external to pnet

100 and from the global internet 155.

[0060] Thus, group devices, while other than physically or logically proximate to, or

within the boundaries of the local network hosting pnet 110 may securely connect thereto via

global internet 155. Myriad external locales exist from which a "Doe family" user (or

member of an enterprise or other entity that may similarly be considered in a familial or

relatedness context) may attempt to connect with pnet 110. The global internet 155 may be

accessed, for example, from coffee shops, pubs, a consumer's place of business, a friend's

house, public transport modes and hubs. Via the public global internet 155, pnet 110 may be

securely accessed from any of its externally disposed group devices.

[0061] Embodiments simplify authentication and connectivity, which could otherwise be

complicated by consumer broadband issues, such as the dynamic nature of IP addresses that



may apply to the consumer' s home, the existence of firewalls and other security strictures and

structures, and network address translation within a consumer's router.

Embodiments thus provide a dynamic system for contacting the private internet,

authenticating and communicating and exchanging information therewith notwithstanding

such issues.

[0062] An embodiment effectuates an internet service for resolving the domain code

described herein to a private IP address of the relevant private DNS network (e.g., pnet 100).

For instance, pDNS server 111 occasionally, periodically, or responsively contacts dynamic

global DNS service 151 (FIG. 1) associated with global internet 155 and ensures that current

global IP addresses, needed for global contacting private internets, are available.

Importantly, embodiments use the essentially hidden domain code to address the private

domain of pnet 110. The domain code effectively hides the private domain name ('doe.net')

from the public dynamic global DNS service 151, thus providing an additional layer of

security. While FIG. 2 depicts structure 200 as associated with dynamic IP addressing, it

should be appreciated that embodiments are well suited to function with static IP addressing.

[0063] Upon discovering the global IP address of the user's private domain pnet 100, the

private, external group device 105 may contact the user's pDNS server 111 (e.g., via global

internet 155 and router/gateway 115) to authenticate and ultimately gain access to the local

network through proxy functions provided by pDNS 111. In an embodiment, authenticating

device 105 uses both the domain code and the device specific code, e.g., the domain name

('doe.net') and the authenticating password or other security mechanism. Defense in depth is

accorded by several layers of security, which may deter hackers, content thieves and other

black hats, network rogues and modern day malefactors.

[0064] Importantly, the referral mechanism used with embodiments herein maintains

authentication as a function of components of the private pnet 100 domain. This limits

exposure of other identity and authentication data to the overall global internet 155. While

the domain code may be exposed to global internet 155, the domain name ('doe.net'), group

device names and group device codes remain private and essentially hidden. Thus, the group

device names and group device codes required for authentication and access are not exposed

or available on global internet 155.

[0065] Within network structure 200, a procedure for interconnecting group devices may

thus operate. In step 211, pURLs associated with each of the group devices are generated.

For example, hypothetical pURL 'Devl.john.doe.net' may correspond to group device 201

and pURL 'Dev4.john.doe.net' may correspond to group device 104. Upon external group

device 105 attempting to connect with pnet 100 to access information associated with group



devices 201, 102, 103 or 104 using the domain code, its group membership is discovered and

private routing information privately derived or retrieved within pnet 110 in step 222. In step

233, device 105 is authenticated with its own device code, which may be encrypted. Upon

authentication, device 105 may freely function within pnet 110, although it may remain

physically of logically other than proximate thereto and may securely access information

associated with the other group devices 201, 102, 103 and 104.

III.

EXAMPLE COMPUTER SYSTEM PLATFORM

[0066] FIG. 3 depicts an example computer system platform 300, with which an

embodiment of the present invention may be implemented. Computer system 300 includes a

bus 302 or other communication mechanism for communicating information, and a processor

304 coupled with bus 302 for processing information. Computer system 300 also includes a

main memory 306, such as a random access memory (RAM) or other dynamic storage

device, coupled to bus 302 for storing information and instructions to be executed by

processor 304. Main memory 306 also may be used for storing temporary variables or other

intermediate information during execution of instructions to be executed by processor 304.

Computer system 300 further includes a read only memory (ROM) 308 or other static storage

device coupled to bus 302 for storing static information and instructions for processor 304. A

storage device 310, such as a magnetic disk or optical disk, is provided and coupled to bus

302 for storing information and instructions.

[0067] Computer system 300 may be coupled via bus 302 to a display 312, such as a

liquid crystal display (LCD), cathode ray tube (CRT) or the like, for displaying information

to a computer user. An input device 314, including alphanumeric and other keys, is coupled

to bus 302 for communicating information and command selections to processor 304.

Another type of user input device is cursor control 316, such as a mouse, a trackball, or

cursor direction keys for communicating direction information and command selections to

processor 304 and for controlling cursor movement on display 312. This input device

typically has two degrees of freedom in two axes, a first axis (e.g., x) and a second axis (e.g.,

y), that allows the device to specify positions in a plane.

[0068] The invention is related to the use of computer system 300 for associating

information with media content. According to one embodiment of the invention,

internetworking devices is provided by computer system 300 in response to processor 304

executing one or more sequences of one or more instructions contained in main memory 306.

Such instructions may be read into main memory 306 from another computer-readable

medium, such as storage device 310. Execution of the sequences of instructions contained in



main memory 306 causes processor 304 to perform the process steps described herein. One

or more processors in a multi-processing arrangement may also be employed to execute the

sequences of instructions contained in main memory 306. In alternative embodiments, hard

wired circuitry may be used in place of or in combination with software instructions to

implement the invention. Thus, embodiments of the invention are not limited to any specific

combination of hardware circuitry and software.

[0069] The term "computer-readable medium" as used herein refers to any medium that

participates in providing instructions to processor 304 for execution. Such a medium may

take many forms, including but not limited to, non-volatile media, volatile media, and

transmission media. Non-volatile media includes, for example, optical or magnetic disks,

such as storage device 310. Volatile media includes dynamic memory, such as main memory

306. Transmission media includes coaxial cables, copper wire and other conductors and fiber

optics, including the wires that comprise bus 302. Transmission media can also take the form

of acoustic or light waves, such as those generated during radio wave and infrared data

communications.

[0070] Common forms of computer-readable media include, for example, a floppy disk, a

flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any other

optical medium, punch cards, paper tape, any other legacy or other physical medium with

patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory

chip or cartridge, a carrier wave as described hereinafter, or any other medium from which a

computer can read.

[0071] Various forms of computer readable media may be involved in carrying one or

more sequences of one or more instructions to processor 304 for execution. For example, the

instructions may initially be carried on a magnetic disk of a remote computer. The remote

computer can load the instructions into its dynamic memory and send the instructions over a

telephone line using a modem. A modem local to computer system 300 can receive the data

on the telephone line and use an infrared transmitter to convert the data to an infrared signal.

An infrared detector coupled to bus 302 can receive the data carried in the infrared signal and

place the data on bus 302. Bus 302 carries the data to main memory 306, from which

processor 304 retrieves and executes the instructions. The instructions received by main

memory 306 may optionally be stored on storage device 310 either before or after execution

by processor 304.

[0072] Computer system 300 also includes a communication interface 318 coupled to bus

302. Communication interface 318 provides a two-way data communication coupling to a

network link 320 that is connected to a local network 322. For example, communication



interface 318 may be an integrated services digital network (ISDN) card or a digital

subscriber line (DSL), cable or other modem to provide a data communication connection to

a corresponding type of telephone line. As another example, communication interface 318

may be a local area network (LAN) card to provide a data communication connection to a

compatible LAN. Wireless links may also be implemented. In any such implementation,

communication interface 318 sends and receives electrical, electromagnetic or optical signals

that carry digital data streams representing various types of information.

[0073] Network link 320 typically provides data communication through one or more

networks to other data devices. For example, network link 320 may provide a connection

through local network 322 to a host computer 324 or to data equipment operated by an

Internet Service Provider (ISP) 326 (e.g., for the global internet 155; FIG. 1, 2). ISP 326 in

turn provides data communication services through the worldwide packet data

communication network now commonly referred to as the "Internet" 328 (e.g., which may be

identified with or represent global internet 155; FIG. 1, 2). Local network 322 and Global

Internet 328 both use electrical, electromagnetic or optical signals that carry digital data

streams. The private internet described herein (e.g., pnet 110; FIG. 1, 2) may also use such

signals. The signals through the various networks and the signals on network link 320 and

through communication interface 318, which carry the digital data to and from computer

system 300, are exemplary forms of carrier waves transporting the information.

[0074] Computer system 300 can send messages and receive data, including program

code, through the network(s), network link 320 and communication interface 318. In the

Global Internet example, a server 330 might transmit a requested code for an application

program through Global Internet 328, ISP 326, local network 322 and communication

interface 318. In accordance with the invention, one such downloaded application provides

for internetworking devices, as described herein.

[0075] The received code may be executed by processor 304 as it is received, and/or

stored in storage device 310, or other non-volatile storage for later execution. In this manner,

computer system 300 may obtain application code in the form of a carrier wave.

[0076] Computer system 300 may represent various computers, computerized

communicating and networking devices, entertainment, media reproduction, and gaming

devices, and other electronic and digital apparatus. Computer system 300 may thus represent

a personal computer (PC) and similar computers (workstations, Apple™ and Linux based

computers) of various types, portability characteristics and form factors that may include (but

are not limited to) desktops, laptops, handhelds, personal digital assistants (PDAs), cellular



telephones, media (e.g., MP3 and/or other codecs or formats) players, game related devices

and the like.

[0077] While embodiments have been described in relation to effectuation with a

computer system, it should be appreciated that embodiments may also be implemented with

circuits and devices such as an integrated circuit (IC). Embodiments may function with ICs

that include (but not limited to) an application specific IC (ASIC), a microcontroller, a field

programmable gate array (FPGA) or a programmable logic device (PLD). Internetworking

functionality associated with embodiments may accrue to aspects of the structure and design

of devices such as ASICs. Alternatively or additionally, internetworking functionality may

be effectuated with programming instructions, logic states, and/or logical gate configurations

applied to programmable ICs, such as microcontrollers, PLDs and FPGAs.

IV.

INTERNETWORKING DOMAIN AND KEY SYSTEM

[0078] Embodiments of the present invention relate to an internetworking domain and

key system. The example network features and functions and example computer system

platform, which were are respectively described in Sections II and III, set a context for

describing an example internetworking domain and key system, according to an embodiment.

[0079] An example embodiment may be implemented with industry standard or other

cryptographic technology, persistent content encryption, and encrypted content licenses. A

key system such as a PKI trust hierarchy may function in a network milieu such as described

above in Section II in relation to the example pnet domain hierarchy to provide robust,

reliable and seamless security to the network, its domain hierarchy, devices interconnected

therewith, and content that is produced or consumed therein. In an embodiment, traversing

the Domain hierarchy from the RC to an end-point (e.g., the mp3player.tom.jones.net) or vice

versa, trust and authenticity are readily verified in a vertical sense within the pnet domain

hierarchy. Moreover, traversing the pnet and any of multiple other hierarchies provides

further security, which may function in an embodiment to confirm the integrity of

certificates.

[0080] For example, a manufacturer of an MP3 player that is associated with the (e.g.,

hypothetical) mp3player.tom.jones.net sub-domain may include certain certificates with the

MP3 player, which may include rights to consume (e.g., access, share, copy) certain media

content instances. The manufacturer's certificates associated with each of the interconnected

devices within the pnet may be shared with the CA thereof, which may function to allocate

access to that content with other sub-domains within the pnet according to the hierarchy

enforced therein and subject to authentication by the key hierarchy associated therewith.



Within the CAs that are associated with the manufacturers of CE devices, the rights of

mp3player.tom.jones.net to access content, download upgrades or patches or the like may be

allocated based on the hierarchy enforced therein.

[0081] Also for example, the hypothetical user Tom Jones may use the MP3 player

associated with the sub-domain mp3player.tom.jones.net in networks outside of the pnet

jones.net, e.g., at another location such as a business. In joining another hierarchical

network, the Tom Jones' MP3 player may becomes a sub-net of that network, with a URL

that differs from that with which it is associated in pnet jones.net. The access rights the MP3

player may enjoy in the second network is based, at least in part, on the certificate it holds

that is issued by the CA associated therein. Where Tom Jones' MP3 player is connected in

the second network, it may still communicatively contact and link with the pnetjones.net.

However, the access rights that it enjoys therein, while based on part on the pnetjones.net

CA, may now also be based on its certificate within the second network. Thus, an

embodiment may enforce security within a pnet, in a sense, "vertically" with respect to its

own CA, as well as "horizontally" reinforcing security, with respect to the parallel CA of

other networks.

[0082] An embodiment may implement persistent content encryption with an industry

consensus or other cipher. Decryption keys may be embedded in a content license and stored

in an encrypted format. Based on membership in a pnet domain hierarchy, decryption of the

encrypted license grants access to the embedded content decryption keys, which allows

secure content decryption. Access, copy sharing and other rights associated with a particular

content item are expressed in the content license in a rights expression language.

Cryptographic elements described herein may function with various DRM and CPCM

systems. Embodiments may be implemented using one or more ciphers.

[0083] Pursuant to licenses or subject to constraints and the like that may correspond to

usage rules for particular media content, which may typically be assigned by the content's

provider, content is protected within the internetworking domain and key system with

persistent encryption to enforce of the usage rules. Rights may change from one instance of

content to another. Embodiments may function independent of trans-encrypting (e.g.,

decrypting and subsequent by essentially instantaneous, secure re-encryption), which allows

for rights change over multiple content instances. An embodiment functions to preserve the

original encryption keys. However, a content license associated with the domain may be re-

encrypted to include the modified usage rights. Thus, if a content instance changes its state,

an embodiment preserves its original content encryption.



[0084] Example Content License: FIG. 4 depicts an example content license 400,

according to an embodiment of the present invention. Content license 400 has a clear text

version 401 with protected usage rights 403, and an encrypted and protected content

decryption keys 404. The clear text part 401 of the license may express usage rights, and is

protected against alteration with a digital signature mechanism 402. This allows for signaling

the associated rights, even if the content can not be played without obtaining an updated

license. Encrypted content decryption keys 403, and backup copy 404 of the usage rights are

also protected against alteration with a digital signature 405.

[0085] In an embodiment, content license 400 may express rights associated to a

particular instance of content through the use of a rights expression language. The rights thus

expressed in the content license are modeled to reflect a wide range of actions, potential

applications and business models, such as those in Table 1, below.

TABLE 1

View
Record
Tethered control
Alternative rights if tether is unavailable
Gifting
Share with other Domain
Re-encode to different (lower) bitrate
Derivative Works (yes / no statement)
Interface protection (Macrovision, HDCP, analogue off)
Derived attributes (e.g., per business models):

Time window
Content integrity
Export to other protection schema (e.g., CSS, AACS)

Content Business model aspects:
Sell-through (buy-out)
Subscription
Rental
Add-supported
Creative Commons
User Generated Content
Burn to protected physical media (e.g., DVD, BD)
Burn to unprotected physical media (e.g., CD)

[0086] FIG. 5 depicts an example flow schema 500 for content and license encryption,

according to an embodiment of the present invention. Example Device Certificate: In an

embodiment, devices (e.g., CE) that are (or may be) interconnected in a pnet domain or

similarly hierarchical network have a trusted device certificate, issued at or near manufacture

time by their makers. The device certificate includes a public/private key pair, which is

unique to each device. The public part of the device certificate is secured against alteration



by the means of a signature, while the private part is secured against alteration by a signature

and a kept secret. Based on this certificate, a pnet interconnected device securely and

uniquely identifies itself to the pnet hierarchy, and based on the private key and asymmetric

encryption, protects other certificates.

[0087] Example Domain Membership: Based on the embedded device certificate, a pnet

domain interconnected device registers with a domain controller of the pnet domain. An

embodiment may function with multiple domain controllers, e.g., to avoid single point of

failures. Moreover, the domain controller may reside at different levels of the pnet domain

hierarchy. For example, the domain controller may be either comprise an integral part of a

user's domain (e.g., a physical device such as the MP3 player associated with sub-domain

mp3player.tom.jones.net), or a service (e.g. managing a consumers domain from the Internet

with a logical device) executing therewith. Example flow schema 500 allows content binding

and domain management.

[0088] Example Content Binding: An embodiment assigns decryption on a content

license to, and allows access to protected content, at various stages of the domain hierarchy.

At a given level of the domain key hierarchy, content within the system may be bound to a

registrar, a domain, a person within a domain, devices associated with a person within the

domain, a device within the domain, and/or temporal domain members, such as families and

friends of persons within the domain.

[0089] Example Domain Management Scenarios: For a first solitary blank device, the

device performs domain creation with a registrar. Alternatively or additionally, a device may

perform Domain initialization or creation in a stand-alone fashion. Un-registered devices

may be constrained to limited functionality within the pnet (although Remote Join operations

may be provided, as well). Two blank devices discovering each other may use a registrar, or

perform domain initialization or creation in a stand-alone fashion. Blank devices discovering

an existing domain offer to join the domain with help of a local service (e.g., domain

controller) or a remote service (e.g., an externally managed domain).

[0090] Remote join operations are permissible with a Registrar, in which a blank Device

may join a remote, e.g., parallel domain (e.g., separate LANs, connected via WAN).

Domains may also be joined, with a registrar, by invitation as domain member. A blank

device, with a registrar, may join a remote domain by invitation from the "home" domain. A

device, with a Registrar, may join a remote domain as temporal guest by invitation from the

"hosting" domain. In the event that a device discovers multiple domains, it may offer its user

a choice of joining one of the discovered domains.



[0091] Where devices have been offline or disconnected, but not removed from a domain,

it may by default re-connect to the last domain of which it has been a member, once this

domain becomes available again. Where a Device is permanently removed from a domain,

access to all content bound to the domain may be revoked to the removed device. Content

bound to the device however may remain accessible thereto, if not explicitly revoked.

[0092] Domains and devices therein may be renamed. Domains may be merged (e.g.,

married), in which content from both domains may be made available in the new domain, as

when a domain member marries a user, who joins the domain. Domains may be split into

separate Domains, in which content that is bound to the domain shall be separated so that it is

only available in only one of the split domains, as when a domain member separates from a

domain family, as in a divorce. Where allowed content within a domain may conform to

particular formats, the domain may function to import only content in formats other than the

domain formats if no rights are detected. To this extent, a domain may import only content

which is un-encrypted. Embodiments may also function with digital watermarking and/or

media fingerprinting to examine imported content, and transcryption and trans-control from

other DRM systems may be supported.

[0093] Domains may export content in other formats than those of the domain formats as

the rights bound to the content may provide and embodiments may support exporting content

to other protection schema. User generated content can be protected with the domain and key

hierarchy and encrypted with a domain or user secret. A domain may constrain or restrict

access or use of content with no detectable rights or rights that are detected to be corrupted.

Embodiments may function with secure stream encapsulation and link-level encryption.

Transport layer communication with respect to secret exchanges within the domain may be

based on SSL/Socks, HTTP-S or other secure protocols.

[0094] Link-layer encryption may be supported, in which the content license includes

fields to trigger link layer encryption or interface protection such as HDCP and

"Macrovision." Other link layer encryption schema such as DTCP/IP may be transparent

within the domain.

[0095] FIG. 6 depicts example user agent 600, according to an embodiment of the present

invention. As used herein, the term user agent (UA) may refer to software that retrieves and

renders Web content for users. Server agent 600 may include Web browsers, media players,

plug-ins, and other programs that help in retrieving and rendering Web content. UA 600

comprises a client application, a server application, and a particular protocol. The

applications provide functional capability for the UA. The protocol functions as a language,



with which the applications may to communicate. UA 600 may thus include web browser

601, e-mail client 602, a search engine crawler 610 and a VoIP application 603.

[0096] An embodiment functions with user agent 600 disposed, deployed or operational

in CE devices that may interconnect with a pnet domain, which provides an application and

protocols to allow the CE to participate within the internet. A UA application may provide

browser-like functionality, support browser technologies (e.g., JS, CSS, XHTML) while

operational with a typical or other CE usage paradigm. Domain UA 600 thus may support

several protocols, such as HTTP and HTML 605 for browser 602, RTF and STMP 606 for

email application 603, and/or SIP and WAV 607 for VoIP application 604. Embodiments are

extensible in relation to applications and protocols with which they may function.

[0097] The network paradigm of the internet, e.g., the pnet, with a concept of "dumb

networks, smart nodes" allows rapid information exchange, in a sense, because the networks

"don't care what information they carry, and the network infrastructure (e.g., because of its

ambivalence to the content) is extensible and upgradeable to support increase in data traffic

without requiring any change in the code used by internet applications.

[0098] In an embodiment, domains may use UA 600 to encapsulate functionality and

communication at endpoints, with the network of the pnet domain connecting sub-domain

nodes therein. For example, web browser 602 renders content from a web server, but the

networks that exist between the server and PC are neutral with respect to the content that they

carry. UA 600 includes one or more server applications that publish data that is requested by

a client, one or more client applications that renders received data for specific functions, and

one or more common or other protocols for exchanging data.

[0099] Each protocol defines the rules governing the syntax, semantics, and

synchronization of communication between two computing endpoints. Different protocols

have been developed to support the different needs of applications - for example, for text-

based web pages, HTTP provides a robust mechanism that provides recovery from lost

packets, at a cost of slower performance. RTP provides streaming capability for A/V and

may be configured to ignore lost packets, but may provide substantially higher performance

than HTTP in some cases. SIP may be used with low-latency, full-duplex streaming between

peers.

[0100] FIG. 7 and FIG. 8 respectively depict other example user agent 700 and UA 800,

according to an embodiment of the present invention. Server and client applications with

which an embodiment may implement UA 600 include Web server/browsers 602 (e.g.,

Apache/Explorer), Media Server/Player 615 (e.g., Real Server/Player), and VoIP clients (e.g.,

Skype). These applications provide the specific functionality to the end user (or device). They



define tasks that are ultimately to be performed with the agent. UA 700 and UA 800 split

their functionality into two segments, client and server, for convenience. An embodiment

functions as though, in a sense, there is a single application functionality, essentially

disposed, deployed or operational over two end points of the network.

[0101] In an embodiment, a UA may function as a platform for CE to co-exist with PC

and other computer systems may function on a web browser or similar model. Browser

modeled UAs leverage the substantial base of content that exists on the web for the PC, and

artisans skilled in arts relating to web developers typically are skilled to build web

applications and services. A UA used with an embodiment may contrast somewhat with a

web browser application dedicated for use with a PC. For example, they may have different

user interface (UI) paradigms. CE devices may lack keyboards, mice and other peripherals

and may have differing screen sizes and resolutions. Consumers expect CE devices to have

control mechanisms such as touch screens and directional pads and button actuators (e.g., D-

Pads). CE devices may be somewhat more inherently more media rich or focused. Many CE

devices are largely media centric, especially audio and video players. CE devices are

typically somewhat more device-integrated. For example, CE devices are generally single

function; they do one thing, they do it very reliably, simply and intuitively. An embodiment

may function with a Widget model that also may include a media player application., content

and device control, and a UI paradigm. Software APIs may support a different user interface

model, e.g., using D-pads, touch-screens and other technologies that are not mouse and

keyboard based, as well as gesture recognition and biometrics.

[0102] An embodiment relates to the integration of an internet domain system (e.g., pnet

100; FIG. 1) with a key (e.g., PKI) system to provide a trusted innetworking system that is

inherently transparent in use. In addition, the PKI hierarchy conforms, at least in part, to the

network hierarchy, and thus derives certificates, including a secret key for the purpose of

cryptographically binding content to any instance of the PKI or pnet hierarchy.

[0103] The pnet provides a consumer friendly naming scheme that allows for the simple

identification and discovery of electronic media assets. The virtual location of nearly any

resource is intuitively generated by an individual user, for example to get information relating

to "Dolby Laboratories, Inc.," an effective web address may be "Dolby.com." The simplicity

of the interface hides the inherent complexity of resolving physical location and the routing

of communications to those resources. IP addresses and MAC addresses are essentially

hidden to the user and any software applications in typical operation; a URL or URI may

simply be used, and the system resolves connectivity transparently to the user.



[0104] An embodiment uses a similar domain naming scheme for connecting consumer

electronics devices to pnet resources and between devices interconnected therewith as

described, a top-level domain is established (e.g., jones.net), and people and devices are

instantiated as sub-domains thereof. Sub-domains are hierarchically related to the top-level

domain. For example the Jones family television may the address tv.jones.net, or Tom Jones'

mp3 player could have the address mp3.tom.jones.net. Thus, these domains are easily

derived and browsed like the internet.

[0105] The domain concept is inherently simple to use. However, security is a significant

consideration. In an embodiment, a key system provides for authentication of source or

destination, or any node in a hierarchy. By default, authorization components are typically

unavailable in conventional domain infrastructure. In relation to content protection, as well

as security of the network devices interconnected therewith, an embodiment functions with

robust security.

[0106] Key systems such as PKI instantiates a hierarchy that includes member

institutions and users. The institutions enforce a degree of authentication as a trust tree is

built, which provides a chain of trust from the highest to the lowest level. Typical PKI

systems may employ hand carried digital certificates to member institutions, deliverable upon

the institution providing physical proof that they are identifiable as who they say they are,

before installing the certificate into their system. These members may require lower level

members in the hierarchy to provide secure identification, as well. Users may be required to

provide PIN codes and/or other personal information to substantiate their identity. Thus, a

PKI system confirms identity by consulting commonly trusted parent "nodes" and the

hierarchy can be navigated to find those nodes. Thus, a hierarchical PKI based system has a

significant inherent degree of security.

[0107] PKI and other conventional key systems however achieve their extraordinary

security with a relatively complex user model. For example, their essentially manual

authentication requirements are impractical without significant user involvement or

expensive managed services. Certificates must be "handled," and there is no standardized

way of communicating identity and receiving authentication.

[0108] An embodiment combines the pnet hierarchy with an essentially conforming key

hierarchy in a single functional internetworking domain and key system. A user experience

component utilizes the domain system for identity and navigation with a key, e.g., PKI,

system that maintains trust throughout the system. An embodiment couples the pnet domain

hierarchy to a PKI or other key certificate hierarchy. Thus, the infrastructure remains trusted

through the domain key hierarchy. The domain system provides a naming system that allows



both identity and location to be resolved, while the PKI or other key system establishes robust

trust within the pnet domain without significant user involvement.

[0109] A PKI or other key system CA is established at the top of the hybrid hierarchy,

which functions as the starting point of the trust chain, and represents the highest level of

trust available throughout the hierarchy. The instantiation of this top-level node is an RC.

An embodiment associates this CA with a top-level domain name in the pnet. Domain names

can be resolved to locations within a network or internet. Thus, that domain name can be

used to access the CA and confirm identity. The linking of the URL to a certificate and

authentication allow a simple domain node name to represent location, identity and trust

level.

[0110] The CA generates child certificates. Since child certificates are derived from a

parent certificate such as the RC, the relationship between pnet nodes can be verified via the

CA. In an embodiment, each of the "child" certificates would be associated with a sub-

domain. These sub-domains have some inherent level of trust because they are members of

the parent domain, but when integrated with the key hierarchy, an embodiment increases the

trust level significantly, because their relationship can be substantiated through the parent

top-level domain utilizing the key infrastructure. Each sub-domain has a certificate and an

authentication engine, which allows subsequent children to this level can be found and

authenticated. The hierarchy is extensible, essentially without limit. For example, the next

level of the hierarchy may be device related.

[0111] The trust level at any point in the key hierarchy is directly related to the level of

authentication that is utilized when handing over child certificates. To keep the highest level

of trust throughout the system, the highest level of authentication must be used. The domain

system functions to promote high level authentication by providing the address of the parent,

and can be followed up all the way to the RC of the CA. Additionally, each node can institute

its own authentication. For example, devices could institute password or biometric

authentication to an end-user to ensure trust.

[0112] In an embodiment, content is persistently cryptographically protected. The

encryption keys are derived from a key source and embedded in a content license. This

license is in terms protected by a secret derived from the PKI hierarchy, representing a single

node or multiple nodes of similar or lower position in the hierarchy to which content is

intended to be accessible.

[0113] In an embodiment, the domain key system uses a multi-way parallel PKI

certificate hierarchy, interlinked with each other. Any given certificate of all hierarchies

contains both public and private elements, as well as other, trusted and un-trusted elements.



While traversing the domain hierarchy from the RC authority to an end-point, or vice versa,

trust and authenticity can be verified. Traversing between the parallel PKI hierarchies

provides protection and integrity of certificates. Embodiments may use a variety of

certificates, associated for example with devices, domains, content, and applications.

[0114] Root Certification Authority: Verification is provided from all certificates within

a domain ultimately originating from a singe RC authority. In generating subsequent

certificates (e.g., at relatively lower trust levels), downstream devices or entities may have the

ability to generate child certificates.

[0115] Device Certificates: Originating from the RC CA, with the possibility to grant

device manufacturers the ability to create device certificates of their own, the device

certificate contains a public and a private part. The device certificate also contains trusted

and verifiable elements that identify device functionality. This functionality may be used to

monitor device manufacturer production of licensed devices. Based on these maufacturer

certificates, individual devices or even manufactures can be revoked in case of security

breaches based on the certificate. The initial device certificate is stored on a member device

to robustly preserve the integrity, authenticity and confidentiality of the respective certificate

elements.

[0116] Domain Certificates: Initially issued by the Root CA, a pnet domain certificate is

issued by a domain registrar. A single virgin EMA Device may request a domain certificate

from a registrar or in the (e.g., unlikely) event of a non-registered domain deriving a

certificate on its own merits. The integrity, authenticity and confidentiality of the domain

certificate elements are ensured with the initial device certificate (as does potential certificate

revocation).

[0117] Domain membership may established by sharing the public part of the domain

certificate. Such sharing may involve a process with user interaction. Prior to joining a pnet

domain, devices identify themselves by the means of their domain device certificates. Based

on the certificate hierarchy, the domain controller may verify the device certificate, and

compare a questionable device against, e.g., a white or black-list; failure to obtain such lists

may result in a refusal of the join request.

[0118] Sharing only the public part of the domain certificate ensures that only devices

having the role of pnet domain Controllers can assume this role. With the ability to delegate

and share the domain controller role amongst multiple devices, with sharing of the private

elements of the domain certificate, the internetworking domain and key system is resilience

against faulty or inactive devices.



[0119] Domain Members: Each and every device of the pnet domain is identified by its

ability to share the public part of the domain certificate. Integrity and authenticity of the

domain certificate is protected by the individual device certificate.

[0120] Domain Virtual Persons: A pnet domain virtual certificate issued by the pnet

domain controller to individual persons within the pnet Domain. In addition to sharing the

public elements of the domain certificate, a person may be identified as a member of a

particular domain by their user credentials. User credentials may be defined with OpenID, or

a user name and password scheme. Issued by the pnet domain controller, a personal

certificate is derived. Integrity amd authenticity of the user certificate is protected by the

individual device certificate, and access to it is protected by user credentials. Individual

access may be revoked by the domain controller.

[0121] Personal Devices: Personal device certificates denote devices that are registered

within a domain associated to an individual. Personal device certificates share access to the

public part of a particular person's public certificate, and may gain access to user credentials,

which are protected by the means of OpenID, or a user name and password scheme. Issued by

the pnet domain controller, the integrity and authenticity of the personal device certificate is

protected by the individual device certificate and access to it is protected by user credentials.

[0122] Content Certificate: Content Certificates are issued by the root CA to content

providers and distributors. In the event of domain licensing of content, individual devices,

sharing both the private and public part the domain content certificate may negotiate the

encryption key with a content provider to request the issuing of a pnet domain-wide content

license. The integrity, secrecy, and authenticity of the content certificate are protected by the

individual device certificate.

[0123] Application Certificate: An application certificate is issued by the root CA to

application providers and distributors. The application certificate allows the unique tracking,

and verification of origin of any pnet domain application. Based on trust for any given

application, access to device resources may be granted. The origin of any application can be

verified based on the shared root CA.

[0124] An embodiment of the present invention may thus relate to one or more of the

example embodiments enumerated below.

1. A system, comprising:

a dynamic naming service component that functions privately in relation to a

group of client devices, which are each associated with a unique universal resource locator

maintained with the dynamic naming service component that privately identifies the client

devices within the group;



wherein the universal resource locator further identifies a hierarchy of private

domains that is enforced within the group and which, at least implicitly, represents private

relationships therein between the client devices;

wherein network rules are applied over the group based on one or more of the private

relationships or the private domains; and

wherein the devices are securely authenticated within the group; and

a content sharing service component that functions with the dynamic naming

service component to allow at least a first of the client devices within the group to access

information content associated with at least a second of the client devices based, at least in

part, on the unique universal resource locator of the at least a second of the client devices .

2 . The system as recited in enumerated example embodiment 1 wherein the system

comprises a private inter-network that functions according to a protocol that is at least

substantially similar to the Internet Protocol.

3 . The system as recited in enumerated example embodiment 1 wherein the group is

securely accessible to the client devices from a network that is external to the group.

4 . The system as recited in enumerated example embodiment 1 wherein each client

device of the group is freely accessible to each of the other client devices from within the

group.

5 . The system as recited in enumerated example embodiment 1 wherein the universal

resource locator further identifies the information content associated with each of the client

devices of the group.

6 . The system as recited in enumerated example embodiment 5 wherein the content

sharing component functions to designate one or more of the second client device and the

information content associated therewith according to the universal resource locators

corresponding respectively thereto.

7 . The system as recited in enumerated example embodiment 1 wherein the content

associated with each of the devices is freely transferable between each of the devices of the

group.

8. The system as recited in enumerated example embodiment 1 wherein content

associated with each of the devices that is privately generated with respect to the group is

freely transferable between each of the devices of the group; and

wherein content that is generated other than privately with respect to the group

devices is transferable within the group according to content access rules associated

therewith.



9 . The system as recited in enumerated example embodiment 9 wherein transfer of

content that is generated other than privately with respect to the group devices is transferable

from within the group to an entity external thereto according to the content access rules

associated therewith; or

wherein transfer of content that is generated other than privately with respect to

the group devices from within the group to an entity external thereto is impeded.

10. The system as recited in enumerated example embodiment 1 wherein the universal

resource locators comprise at least a root domain.

11. The system as recited in enumerated example embodiment 10 wherein one or

more of the universal resource locators further comprise an identifier that each uniquely

identifies a sub-domain of the root domain.

12. The system as recited in one or more of enumerated example embodiment 10 or

enumerated example embodiment 11 wherein one or more of the universal resource locators

further comprise an identifier that each uniquely identifies one of the group devices.

13. The system as recited in enumerated example embodiment 12 wherein one or

more of the universal resource locators further comprise an identifier that each uniquely

identifies information content associated with one of the group devices.

14. The system as recited in one or more of enumerated example embodiments 1, 10,

11, 12 or 13 wherein one or more of the root domains or the sub-domains implies a familial

relationship within the group.

15. The system as recited in enumerated example embodiment 10 wherein a domain

code, uniquely corresponding to the group, is generated based on the root domain.

16. The system as recited in enumerated example embodiment 15 wherein the domain

code is generated upon creating the root domain.

17. The system as recited in enumerated example embodiment 15 wherein the domain

code uniquely represents the group; and

wherein the group may be accessed by a group device from a physical or logical

location that is other than proximate to a location associated with the group, based on the

domain code.

18. The system as recited in enumerated example embodiment 15 wherein a device

code is generated for each of the devices of the group.

19. The system as recited in enumerated example embodiment 18 wherein the device

codes associated with each of the group devices is generated upon initialization thereof.



20. The system as recited in enumerated example embodiment 18 wherein the domain

code and the device codes respectively corresponding to each of the devices function to

uniquely represent each of the group devices from a global perspective.

21. The system as recited in enumerated example embodiment 20 wherein the domain

code is exposed to the global internet;

wherein the private dynamic naming service component dynamically tracks an

Internet Protocol address associated with the domain code; and

wherein each of the device codes is hidden from the global internet.

22. A method, comprising performing or executing one or more operational features

of a system as recited in one or more of enumerated example embodiments 1-19.

23. A computer readable storage medium comprising instructions which, when

executed with one or more processors:

configure a system as recited in one or more of enumerated example embodiments

1- 21;

cause the processors to perform or execute one or more operational features of a

system as recited in one or more of enumerated example embodiments 1-21; or

cause the processors to perform or execute a method as recited in enumerated

example embodiment 22.

24. A use for a computer system, comprising one or more of:

configuring a system as recited in one or more of enumerated example

embodiments 1- 19;

performing or executing one or more operational features of a system as recited in

one or more of enumerated example embodiments 1-21; or

performing or executing a method as recited in enumerated example embodiment 22.

V.

EQUIVALENTS, EXTENSIONS, ALTERNATIVES AND MISCELLANEOUS

[0125] Example embodiments for internetworking devices are thus described. In the

foregoing specification, embodiments of the present invention have been described with

reference to numerous specific details that may vary from implementation to implementation.

Thus, the sole and exclusive indicator of what is the invention, and is intended by the

applicants to be the invention, is the set of claims that issue from this application, in the

specific form in which such claims issue, including any subsequent correction. Any

definitions expressly set forth herein for terms contained in such claims shall govern the

meaning of such terms as used in the claims. Hence, no limitation, element, property,

feature, advantage or attribute that is not expressly recited in a claim should limit the scope of



such claim in any way. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.



CLAIMS

1. A system, comprising:

a dynamic naming service component that functions privately in relation to a

group of client devices, which are each associated with a unique universal resource locator

maintained with the dynamic naming service component that privately identifies the client

devices within the group;

wherein the universal resource locator further identifies a hierarchy of private

domains that is enforced within the group and which, at least implicitly, represents private

relationships therein between the client devices;

wherein network rules are applied over the group based on one or more of the private

relationships or the private domains; and

wherein the devices are securely authenticated within the group; and

a content sharing service component that functions with the dynamic naming

service component to allow at least a first of the client devices within the group to access

information content associated with at least a second of the client devices based, at least in

part, on the unique universal resource locator of the at least a second of the client devices .

2 . The system as recited in Claim 1 wherein the system comprises a private inter

network that functions according to a protocol that is at least substantially similar to the

Internet Protocol.

3 . The system as recited in Claim 1 wherein the group is securely accessible to the

client devices from a network that is external to the group.

4 . The system as recited in Claim 1 wherein each client device of the group is freely

accessible to each of the other client devices from within the group.

5 . The system as recited in Claim 1 wherein the universal resource locator further

identifies the information content associated with each of the client devices of the group.

6 . The system as recited in Claim 5 wherein the content sharing component functions

to designate one or more of the second client device and the information content associated

therewith according to the universal resource locators corresponding respectively thereto.



7 . The system as recited in Claim 1 wherein the content associated with each of the

devices is freely transferable between each of the devices of the group.

8. The system as recited in Claim 1 wherein content associated with each of the

devices that is privately generated with respect to the group is freely transferable between

each of the devices of the group; and

wherein content that is generated other than privately with respect to the group

devices is transferable within the group according to content access rules associated

therewith.

9 . The system as recited in Claim 9 wherein transfer of content that is generated

other than privately with respect to the group devices is transferable from within the group to

an entity external thereto according to the content access rules associated therewith; or

wherein transfer of content that is generated other than privately with respect to

the group devices from within the group to an entity external thereto is impeded.

10. The system as recited in Claim 1 wherein the universal resource locators comprise

at least a root domain.

11. The system as recited in Claim 10 wherein one or more of the universal resource

locators further comprise at least one of:

an identifier that each uniquely identifies a sub-domain of the root domain;

an identifier that each uniquely identifies one of the group devices or

an identifier that each uniquely identifies information content associated with one

of the group devices.

12. The system as recited in one or more of Claims 1, 10, 11, 12 or 13 wherein one or

more of the root domains or the sub-domains implies a familial relationship within the group.

13. The system as recited in Claim 10 wherein a domain code, uniquely

corresponding to the group, is generated based on the root domain.

14. The system as recited in Claim 13 wherein the domain code is generated upon

creating the root domain.



15. The system as recited in Claim 14 wherein the domain code uniquely represents

the group; and

wherein the group may be accessed by a group device from a physical or logical

location that is other than proximate to a location associated with the group, based on the

domain code.

16. The system as recited in Claim 15 wherein a device code is generated for each of

the devices of the group.

17. The system as recited in Claim 16 wherein the device codes associated with each

of the group devices is generated upon initialization thereof; or

wherein the domain code and the device codes respectively corresponding to each

of the devices function to uniquely represent each of the group devices from a global

perspective.

18. The system as recited in Claim 17 wherein the domain code is exposed to the

global internet;

wherein the private dynamic naming service component dynamically tracks an

Internet Protocol address associated with the domain code; and

wherein each of the device codes is hidden from the global internet.

19. A method, comprising performing or executing one or more operational features

of a system as recited in one or more of Claims 1-18.

20. A computer readable storage medium comprising instructions which, when

executed with one or more processors:

configure a system as recited in one or more of Claims 1- 18;

cause the processors to perform or execute one or more operational features of a

system as recited in one or more of Claims 1-18; or

cause the processors to perform or execute a method as recited in Claim 19.

21. A use for a computer system, comprising one or more of:

configuring a system as recited in one or more of Claims 1- 18;

performing or executing one or more operational features of a system as recited in

one or more of Claims 1-18; or performing or executing a method as recited in Claim 19.
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