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Secure transmission of a message is achieved by using a one-time encryption key derived at the receiver and the sender from
information present at both the sender and the receiver, but wherein the information from which the encryption key is derived is not
transmitted between the sender and the receiver. A plurality of bytes, known as a master signature, is randomly generated and stored at the
sender, wherein each byte is uniquely identified by an address. A first random subset of this plurality of bytes, called an access signature,
and the addresses in the master signature of the bytes in this access signature, are stored at the receiver. To generate an encryption key, the
receiver selects a second random subset of bytes, known as a session signature, from the access signature and sends the addresses in the
master signature of the bytes in this session signature to the sender. The sender uses these addresses to identify the bytes in this session
signature which bytes are used at both the sender and the receiver to derive the encryption key. If desired, these bytes can be used directly
as the encryption key but preferably, these bytes are passed through a session signature-to-session key converter using an irreversible
algorithm to generate a one-time encryption key to be used to encrypt the message to be sent between the sender and the receiver. The
master signature can also be derived from the digitized video image of the user, which allows a card containing the master signature to be
used as described above but also with a video monitor to visually identify the user.
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claims 1-34,37-41,48-76,79-84,93-95,98,99

Method or system for securing transmission wherein the encryption
key is identified at the sender by means of addresses sent from
the receiver.

claims 35, 36, 77, 78

Method or system where in a hub or central telephone office

a first encryption key is encrypted using a second encryption
key and where the first encryption key is decrypted at the
receiver

claims 42-47, 85-90

Method and system for generating a user memory card identifying
a user by providing a digital image of the user.

claims 91 and 92

Method of protecting a signature held by a network computer.

claims 96, 97 100
Method of transmitting data from a sender to a receiver through

a hub where the data are decrypted and re-encrypted at the hub
to be decrypted at the receiver.
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