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(87) Abstract: This cryptographic system encrypts and decrypts with a public key cryptography schema involving
tag-based encryption TBE=(Genrpg, Encrpr, Dectpr), a weak commitment scheme wCom=(Init, S, R) and a message
authentication code MAC=(T, V), and is provided with: a key generation unit which, with k as a security parameter,
generates an encryption key ekrpr and a decryption key dk™F on the basis of a key generation algorithm Genrpgr(1y),
generates a common parameter pub on the basis of an initialization algorithm Init (1%), and sets the encryption key ekrpp
and the common parameter pub as the encryption key ¢k in the public key encryption scheme, and the decryption key
dkrgg as the decryption key dk in the public key encryption scheme; an encryption unit which generates a random number

r, a commitment com and a decommitment dec on the basis of a sender algorithm S (1%, pub), generates a coded text ¢ on
the basis of the encryption algorithm Enctgg (ekrpg, com, (m, dec)) with m as
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the plaintext to be encrypted, generates a tag ¢ by means of the MAC generation algorithm T (r, ¢), and sets the commitment
com, the coded text ¢ and the tag ¢ as the coded text ct in the public key encryption scheme; and a decryption unit
which parses the coded text ct into the commitment com, the coded text ¢ and the tag ¢, generates a plaintext m and a
decommitment dec by means of a decryption algorithm Decrgr (dkrgr, com, ¢), verifies whether it was possible to commit
to the random number r by means of the receiver algorithm R (pub, com, dec), and if the commit was successful, verifies
the tag ¢ by means of a verification algorithm V(r, ¢, ¢).
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