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(57) Abstract: A system for monitoring or controlling a remote programmable device is provided. The system includes a server con-
figured for connection to the programmable device and a local computing device. The server includes code that establishes a data
structure accessible by both devices and including a plurality of user configurable records. The server receives instructions from the
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the input values and input/output values to the programmable device and receives output values and input/output values from the
programmable device for transmission to the local computing device.
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SYSTEM FOR GENERAL PURPOSE INPUT/OUTPUT FUNCTIONALITY
OVER A NETWORK

BACKGROUND OF THE INVENTION

a. Field of the Invention
[0001] This invention relates to a system for monitoring or controlling a programmable
device. In particular, this invention relates to a system for monitoring or controlling a remotely

located programmable device from a local computing device over a network.

b. Background Art

[0002] Many integrated circuits used to perform multiple functions include one or more
pins or terminals that function as general purpose input/output pins. A user can control the
behavior of these pins including whether the pins function as an input or an output. As a result,
a single integrated circuit such as a microprocessor can be integrated into larger systems and
used in a wide variety of applications. General purpose input/output pins may be used by a
programmer, for example, to obtain specific inputs for a program installed on a microprocessor
or to allow the program to control another device.

[0003] Controlling, and modifying, the behavior of general purposes input/output pins on
an integrated circuit requires a user to access and modify programs that control the operation of
the pins. This has typically required users to have direct access to a device containing the
integrated circuit. This type of access, however, is frequently not available or inconvenient.
[0004] The inventors herein have recognized a need for a system for monitoring or
controlling a remote programmable device that will overcome one or more of the above-

1dentified deficiencies.

BRIEF SUMMARY OF THE INVENTION

[0005] A system for monitoring or controlling a programmable device is provided. In
particular, a system is provided for monitoring or controlling a remotely located programmable
device from a local computing device over a network.

[0006] A system for monitoring or controlling a remote programmable device in
accordance with one embodiment of the invention includes a server configured for connection to

the remote programmable device over a first network and to a local computing device over a
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second network. The server has a computer program encoded thereon including code for
establishing a data structure accessible by the remote programmable device and by the local
computing device. The data structure includes a plurality of user reconfigurable records for the
remote programmable device. The program further includes code for receiving, from the local
computing device, instructions to configure one or more of the plurality of user reconfigurable
records for the remote programmable device. The instructions designate each of the one or more
of the plurality of user reconfigurable records for the remote programmable device as an input
channel corresponding to an input parameter of the remote programmable device, an output
channel corresponding to an output parameter of the remote programmable device, or an
input/output channel corresponding to an input/output parameter of the remote programmable
device. The instructions also define, for each input channel, a first input value for the
corresponding input parameter of the remote programmable device and, for each input/output
channel, a first input/output value for the corresponding input/output parameter of the remote
programmable device. The program further includes code for transmitting, for each of the one
or more of the plurality of user reconfigurable records for the remote programmable device
designated as an input channel, the first input value for the corresponding input parameter to the
remote programmable device and, for each of the one or more of the plurality of user
reconfigurable records for the remote programmable device designated as an input/output
channel, the first input/output value for the corresponding input/output parameter to the remote
programmable device. The program further includes code for receiving, for each of the one or
more of the plurality of user configurable records for the remote programmable device
designated as an output channel, a first output value for the corresponding output parameter
from the remote programmable device and, for each of the one or more of the plurality of user
reconfigurable records for the remote programmable device designated as an input/output
channel, a second input/output value for the corresponding input/output parameter from the
remote programmable device.

[0007] A system for monitoring or controlling a remote programmable device in
accordance with the present teachings is advantageous relative to conventional systems because
the inventive system permits a user to control, monitor, and modify the use of, general purpose
input/output pins on a circuit of a programmable device remotely. As a result, the inventive

system improves the utility of such devices.
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[0008] The foregoing and other aspects, features, details, utilities, and advantages of the
present invention will be apparent from reading the following description and claims, and from

reviewing the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Figure 1 is a diagrammatic view of a system for monitoring or controlling a remote
programmable device in accordance with one embodiment of the present teachings.

[0010] Figure 2-5 are screen displays of a graphical user interface generated by the system
of Figure 1.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

[0011] Referring now to the drawings wherein like reference numerals are used to identify
identical components in the various views, Figure 1 illustrates one embodiment of a system 10
for monitoring or controlling a remote programmable device 12 in accordance with the present
teachings. The system 10 enables device 12 to be monitored or controlled from a local
computing device 14. As used herein, the term “remote™ as applied to a device 12 indicates that
the device is one which is monitored or controlled by a user indirectly over a
telecommunications network. While one advantage of the present invention is to permit
monitoring or control of devices 12 over large distances, "remote" does not imply any specific
distance between device 12 and device 14. As used herein, the term "local" as applied to a
device 14 indicates that that device is under direct control of a user using, for example,
conventional input/output devices such as a keyboard or mouse. Devices 12, 14, may be
connected to system 10 over networks 16, 18. System 10 may include a database 20 and a
server 22.

[0012] Device 12 may comprise any of a wide variety of programmable devices. In one
embodiment, device 12 comprises a sensor used to detect a condition and, in particular, a
temperature sensor. In particular, device 12 may include a temperature sensor offered for sale
under model number MCP9808 by Microchip Technology, Inc. of Chandler, Arizona, United
States of America coupled to the single board computer offered for sale under the model name
Raspberry Pi Model B by various companies including Newark Corporation of Chicago, Illinois,

United States of America. The device may be used, for example, to remotely monitor the
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temperature of a room in a house or of a refrigeration unit in a restaurant. In another
embodiment, device 12 comprises a light or lamp used to illuminated a space. Although
exemplary devices have been identified herein, it should be understood that device 12 may
comprise any of a wide variety of devices including, but not limited to, conventional household
appliances and fixtures.

[0013] Device 14 may comprise any of a wide variety of computing devices. As used
herein, the term “computing device” is intended to refer to any machine that is configured to
process data or information in accordance with a set of executable instructions. Accordingly,
device 14 may comprise, for example, personal computers (including desktop, laptop and tablet
computers), personal digital assistants, cellular communication devices (including
“smartphones™), servers, routers or similar devices. Device 14 may include one or more
programmable microprocessors and may include a central processing unit (CPU), memory, and
one more input/output devices such as a keyboard, mouse, touch screen, display/monitor,
camera, activators (e.g., switches, thermostats) and sensors (e.g., temperature, vibration,
humidity). The displays may present a graphical user interface (GUI) to the user resulting in one
or more of the screen displays described hereinbelow. Device 14 may further comprise a
combination of two or more of such machines. Device 14 may be programmed in a
conventional manner with various executable instructions (i.e. software) to perform a variety of
tasks. In accordance with one aspect of the present invention, device 14 includes a web browser
for requesting, obtaining and displaying information received over network 18 such as Internet
Explorer by Microsoft Corp., Chrome by Google, Inc. or Firefox by Mozilla Corp. In another
embodiment, device 14 includes a software application other than a web browser that is
configured for direct communication with server 22 over network 18.

[0014] Networks 16, 18 establish communication links between devices 12, 14 and server
22 to enable an exchange of information between devices 12, 14 and server 22. Each of devices
12, 14 and server 22 may have a conventional network interface. Networks 16, 18 may each
comprise portions of the public internet, a cellular telecommunications network, a local area
network (LAN), wide area network (WAN), virtual private network (VPN) and/or other form of
telecommunications network.

[0015] Database 20 provides data storage for server 22. Database 20 may employ a
relational database management system (RDBMS) such as any of the open source systems

MySQL, PostgreSQL, MariaDB, or the commercial systems SQL Server from Oracle Corp. or
4
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SQL Server from Microsoft Corp. Database 20 may be configured to provide a static and/or
dynamic contact structure for server 22 and may be used to provide both intermediate
information while server 22 executes operations and long-term storage of data. In accordance
with one aspect of the invention, database 20 implements a data structure that includes a
plurality of user reconfigurable records for device 12 as discussed in greater detail hereinbelow.
[0016] Server 22 provides a means for monitoring or controlling device 12 from device 14.
As used herein, the term “server” refers to a computing device coupled to a telecommunications
network and configured by programming instructions (i.e., software) to provide services to other
computing devices (including other servers). The server may include an operating system such
as one of the operating systems based on the Linux or UNIX operating systems. In addition, or
as an alternative to database 20, server 22 may also include an internal memory or database that
may employ a database management system (DBMS) such as any of the open source systems
MySQL, PostgreSQL, MariaDB, or the commercial systems SQL Server from Oracle Corp. or
SQL Server from Microsoft Corp. The memory or database may be configured to provide a
static and dynamic contact structure for server 22 and used to provide both intermediate
information while server 22 executes operations and long-term storage of data. Server 22 may
further include applications that configure server 22 to perform specific functions based on the
intended user of server 22. The applications may be implemented using software development
components (e.g., C or C++) and scripting languages such as PHP, Perl, Python and RoR (Ruby
on Rails) to provide required functionality. It should be appreciated that the server-side software
can be implemented in a number of ways that are used to generate dynamic content on web
pages and web applications, as for example using Common Gateway Interface (CGI). Server 22
may also include interfaces to provide a graphical and/or communications interface between
server 22 and clients such as devices 12, 14. The interface may, for example, be configured to
be hypertext transfer protocol (HTTP), eXtensible Markup Language (XML) or Simple Object
Access Protocol (SOAP) compliant. It should be understood that these interfaces may employ
query type protocols (e.g. HTML) to enable access by devices 12, 14 to server 22, but may also
employ persistent (e.g. socket) connections between devices 12, 14 and server 22. Server 22 is
configured for connection to device 12 over network 16 and to device 14 over network 18. In
accordance with the present invention, server 22 may be configured (encoded) with
programming instructions from a computer program (i.e. software) to perform various steps in a

method for monitoring or controlling remote programmable device 12.
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[0017] Server 22 may comprise a web server configured to generate a website with a
graphical user interface (GUI) on a display associated with device 14. The GUI may be
generated using browser based scripting languages such as Javascript, Dart SDK from Google,
Inc., Script#, CoffeeScript, JSX or ECMAScript Harmony. A user of device 14 may use a web
browser in a conventional manner to request and provide information from server 22.
Alternatively, a user may use a software application on device 14 configured for direct
connection to server 22 and to present a similar GUI to the user on device 14. Server 22 may
also generate a graphical or non-graphical user interface for use by device 12. In one
embodiment, communications are exchanged between device 12 and server 22 using the POST
request-response method.

[0018] The computer program encoded on server 22 may include code for receiving
authentication information and other information from the user of device 14 through the GUL
In accordance with one embodiment of the invention, the user may provide authentication
information in the form of an electronic mail address and a password. Communications from
device 12 may require the same authentication information (e.g., electronic mail address and
password) used to permit access by device 14 in order to link devices 12, 14 to shared
information on server 22. It should be understood that the type of information that may be
entered, including the authentication information, may vary. For example, in some
embodiments, server 22 may be configured to obtain and record an internet protocol address
associated with each of devices 12, 14. One possible use of the internet protocol addresses is for
server 22 to restrict subsequent access to information on server 22 to communications having the
same internet protocol address. The program encoded on server 22 may therefore include code
for obtaining an internet protocol address from one or both of devices 12, 14 when devices 12,
14 access server 22, code for storing the internet protocol address(es), and code for prohibiting
subsequent access by devices 12, 14 unless the internet protocol address(es) in the subsequent
requests for access equal the stored internet protocol address(es).

[0019] In accordance with one aspect of the present teachings, the program encoded on
server 22 includes code for establishing a data structure accessible by remote programmable
device 12 and by local computing device 14. The data structure may be implemented in
database 20 or another memory including a memory of server 22. The data structure may
include a plurality of user reconfigurable records for remote programmable device 12. The

records are used to monitor and control device 12 and may contain informational data output by
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device 12 and control data that may be used to control device 12. The records are
reconfigurable by devices 12, 14 and, as a result, enable general purpose input/output
functionality for device 12 in a network environment.

[0020] Referring now to Figure 2, in one embodiment the GUI generated by server 22 on
device 14 may include a table 24 with a plurality of rows corresponding to the user
reconfigurable records. It should be understood that a row in the table 24 of the GUI may or
may not be coextensive with the user reconfigurable record stored in database 20 or another
memory. In other words, the records may contain more or less information than is shown in the
row of a table 24 in the GUL

[0021] The program encoded on server 22 may include code for receiving instructions from
device 14 to configure one or more of the plurality of user configurable records for device 12.

In the illustrated embodiment, these instructions may be entered through the table 24 in the GUI.
The instructions designate each of the records as an input channel corresponding to an input
parameter for device 12, an output channel corresponding to an output parameter of device 12 or
an input/output channel corresponding to an input/output parameter of device 12. For example,
an input channel may correspond to the status of a light on a device 12 and may be used to turn a
light on or off. An output channel may correspond to a temperature sensed by device 12 and
may be used to display temperature values sensed by device 12. An input/output channel may
correspond to the status of device 12 and may allow a user to turn off device 12 while also
allowing the device 12 to reset the channel so that the device 12 is not automatically shut off the
next time it is activated. In the illustrated embodiment, the user designates individual records by
inserting a value in the column of table 24 labeled "Flag." In the illustrated embodiment, "0"
indicates that a particular record corresponds to an output channel, "1" indicates that a particular
record corresponds to an input/output channel, and "2" indicates that a particular record
corresponds to an input channel.

[0022] The instructions received from device 14 may also define, for each input channel, an
input value for the corresponding input parameter of device 12 and, for each input/output
channel, an input/output value for the corresponding input/output parameter of device 12. In the
illustrated embodiment, the rows labeled "1" and "2" in the table 24shown in the GUI have been
designated as input channels that correspond to the status (on or off) of a red LED and a green

LED. An input value of "0.000" or "1.000" may be inserted by a user of device 14 in a column
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labeled "Value." Depending on the programming of device 12, these value will instruct device
12 to turn the corresponding LEDs on or off.

[0023] The program encoded on server 22 may further include code for transmitting values
to device 12. In particular, the program encoded on server 22 may include code for transmitting
input values for corresponding input parameters to device 12 for each user reconfigurable record
designated as an input channel and input/output values for corresponding input/output
parameters to device 12 for each user reconfigurable record designated as an input/output
channel. In the illustrated embodiment, the values entered by the user in the column labeled
"Value" for a record designated as an input or input/output channel may be transmitted by server
22 to device 12 for use in controlling device 12.

[0024] The program encoded on server 22 may further include code for receiving values
from device 12. In particular, the program encoded on server 22 may include code for receiving
output values corresponding to output parameters from device 12 for each user reconfigurable
record designated as an output channel and input/output values for corresponding input/output
parameters from device 12 for each user reconfigurable record designated as an input/output
channel. In the illustrated embodiment, the rows labeled "3" and "4" in the table 24 shown in
the GUI have been designated as output channels that correspond to the temperatures sensed by
device 12 in two different locations. Output values corresponding to measured temperatures by
device 12 are displayed in the column labeled "Value."

[0025] The program encoded on server 22 may further include code for receiving additional
instructions from device 14 to further configure one or more of the user reconfigurable records
designated as an output channel. These instructions may define values that are input to device
12 for use by device 12. In the illustrated embodiment, a user may insert input values in the
columns labeled "Value 2" and "Value 3" in table 24. In the table illustrated in Figure 2, input
values have been inserted in the row labeled "3". The program encoded on server 22 may
further include code for transmitting the input values to device 12. These values may be used,
for example, to establish lower and upper threshold values for temperature with device 12
programmed to take some action (e..g. generating an alert as discussed below) if the measured
temperature falls outside of the range defined by the upper and lower threshold values.

[0026] The program encoded on server 22 may further include code for receiving additional
instructions from device 12 and/or device 14 for use in configuring the user reconfigurable

records. For example, the program encoded on server 22 may include code for receiving a name
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for each record/channel from device 14. As illustrated in Figure 2, a user may enter a device
name in the column in table 24 labeled "Label." In this manner, the user is able to differentiate
the records/channels so that the user enters appropriate values for any input channels or properly
understands the meaning of the values of any output channel. The program encoded on server
22 may also include code allowing a user to control access to a record by device 12. In the
illustrated embodiment, a user may check a box in the column labeled "Enable" in table 24 to
permit device 12 to access the corresponding record. The program encoded on server 22 may
also include code to indicate the time when a record was last modified by device 12 or 14. In
the illustrated embodiment, this time may be shown in the column labeled "Updated Time" in
table 24.

[0027] Referring now to Figure 3, server 22 may be configured to receive additional
instructions from device 14 to establish certain parameter values associated with the monitoring
or control of device 12 through server 22. For example, the program encoded on server 22 may
include code that allows a user to define a maximum number of user reconfigurable records for a
device 12. Server 22 may generate a table 26 as part of the GUI displayed on device 14 for use
in receiving these instructions.  As illustrated in Figure 3, a user may enter a number in the
column labeled "CHmax" that defines the number of user reconfigurable records associated with
a given device 12.

[0028] The program encoded on server 22 may also include code for receiving a device
name for device 12 from device 14. As illustrated in Figure 3, a user may enter a device name
in the column labeled "Name" in table 26. The device name enables a user to identify among
multiple devices 12.

[0029] The program encoded on server 22 may further include code for receiving, from
device 14, instructions designating an update interval time. The update interval time represents
a length of time following access of the user reconfigurable records by device 12 that must pass
before device 12 can access the records again. In the illustrated embodiment, the user may
enter the update interval time in the column labeled "Updated Interval" in table 26 with the unit
of time being seconds. The program encoded on server 22 may further include code prohibiting
access to the user reconfigurable records by device 12 until the update interval time has expired.
In some cases, it may be desirable to permit access to the records by device 12 prior to the
expiration of the update interval. For example, in the case of a temperature sensor monitoring

refrigeration equipment, a sudden increase in temperature may warrant an immediate update to
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one of the records. Therefore, in one embodiment of the invention, the program encoded on
server 22 may also include code for allowing access to the user reconfigurable records by device
12 before the update interval time has expired under predetermined circumstances. For
example, where device 12 monitors temperature in a refrigeration unit, device 12 may be
programmed to request immediate access to the user reconfigurable records if the temperature
exceeds a predetermined threshold or is increasing at a rate above a predetermined threshold. In
one embodiment, this access is allowed a limited number of times represented by a number
under the column labeled "Token" in table 26. The program encoded on server 22 includes code
that decreases this value each time access to a record is granted before the update interval time
expires.

[0030] The program encoded on server 22 may further include code for receiving, from
device 14, instructions designating a server communication interval time. The server
communication interval time represents a length of time between communications generated by
server 22 and transmitted by server 22 to device 14 or another local computing device if device
12 has failed to access server 22 and, in particular, the user reconfigurable records stored by
server 22. In the illustrated embodiment, the user may enter the server communication interval
time in the column labeled "Mail Interval" in table 26 with the unit of time being seconds. The
program encoded on server 22 may include code for generating, and transmitting, a
communication to device 14 or another local computing device if device 12 fails to access or
otherwise communicate with server 22 over a predetermined period of time (e.g., the update
interval referenced hereinabove). Thereafter, the program encoded on server 22 may include
code for generating, and transmitting, another communication to device 14 or another local
computing device if device 12 has still not accessed or otherwise communicated with server 22
following the server communication interval time. The communication may comprise an
electronic mail, a text message or similar communication.

[0031] The program encoded on server 22 may further include code for receiving, from
device 14, instructions designating a device communication interval time. The program
encoded on server 22 may include code for sending communications to device 14 over network
18 or another local computing device over another network responsive to requests from device
12.  Again, the communication may comprise an electronic mail, a text message or similar
communication. The device communication interval time represents a length of time that must

pass after server 22 sends a message responsive to a request from device 12 before server 22 will
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comply with another request from device 12 to send a message to device 14 or another local
computing device. Thus, the program encoded on server 22 may also include code for denying a
request from device 12 to send another communication to device 14 over network 18 or to
another local computing device over another network until the device communication interval
time has expired. In the illustrated embodiment, the user may enter the device communication
interval time in the column labeled "D Mail Interval" with the unit of time being seconds. The
code for sending communications to device 14 or another local computing device responsive to
arequest from device 12 may include code for forming the communication using information
provided by device 12. In one embodiment, device 12 provides characters (e.g., text characters)
for forming a subject line and a body of an electronic mail communication. In the case of a
temperature sensor, the communications may be used to alert the user that the temperature has
exceeded a predetermined threshold value (e.g., the numbers listed under "Value 2" or "Value 3"
in Figure 2 above) and/or advise the user of the measured temperature.

[0032] The program encoded on server 22 may further include code for receiving, from
device 14, instructions designating a communication delay time and for transmitting a
communication to device 14 over network 18 or another local computing device over another
network if device 12 fails to communicate with server 22 over network 16 for a time greater
than the updated interval time (discussed hereinabove) and communication delay time. As
discussed hereinabove, the program encoded on server 22 may include code for generating, and
transmitting, a communication to device 14 or another local computing device if device 12 fails
to access or otherwise communicate with server 22 over a predetermined period of time (e.g.,
the update interval referenced hereinabove). This time may comprise the update interval time in
some embodiments such that server 22 is configured to generate a communication if device 12
does not access server 22 at the update interval time. Alternatively, the user may enter a delay
time such that server 22 generates a communication if device 12 does not access server 22 for
some period of time following the update interval time. In the illustrated embodiment, the user
may enter the communication delay time in the column labeled " Alert Delay" in table 26 with
the unit of time being seconds.

[0033] Referring to Figure 4, in accordance with another aspect of the present teachings,
server 22 may be configured to store a function that may be downloaded and used by device 12.
The program encoded on server 22 may include code for receiving, from device 14, instructions

to configure a user reconfigurable function for device 12. Referring to Figure 5, the instructions
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may include instructions for designating a plurality of values for an independent variable and a
corresponding plurality of values for a dependent variable of the function.. In the illustrated
embodiment, server 22 may generate a table 28 as part of the GUI for device 14. A user may
enter values for each variable individually in the columns labeled "X" and "Y in table 28 or may
enter the values in a string in a predefined format in box 30 below table 28. The program
encoded on server 22 may further include code for transmitting, to device 12, the plurality of
values for the independent variable and corresponding plurality of values for the dependent
variable.

[0034] Referring again to Figure 4, the program encoded on server 22 may further include
code for controlling use of the function by device 12 and for receiving instructions on use of the
function from device 14. For example, the program encoded on server 22 may include code to
receive, from device 14, a name for the function. A user may enter a name for the function
using the GUI by entering a name in the column labeled "Name" in a table 32. In this manner,
the user and device 12, are able to differentiate among multiple stored functions. The program
encoded on server 22 may also include code permitting the user to designate the number of
points (or coordinates) used to construct the function. In the illustrated embodiment, the user
may enter the number of points using the GUI by entering a number in the column labeled
"Points" in table 32. The program encoded on server 22 may include code establishing a
maximum number of points for the stored function and may display this number as a default
value in the column labeled "Points." The program encoded on server 22 may include code that
restricts the user from entering a number greater than the maximum number of points allowed.
The program encoded on server 22 may also include code permitting the user to control use of
the function by device 12. In the illustrated embodiment, the user may enter a number
controlling when the function is downloaded and/or executed using the GUI by entering a
number in the column labeled "Flag" in table 32. For example, the user may enter the a
numerical value representing the number of seconds between events when the function is
downloaded and executed by device 12. The program encoded on server 22 may also include
code permitting the user to designate the number of times the function may be downloaded and
executed by device 12. In the illustrated embodiment, the user may enter the number of times
the function can be downloaded by device 12 using the GUI by entering a number in the column
labeled "Hits Allowed" in table 32. The program encoded on server 22 may again include code

establishing a maximum number of times the function can be downloaded and may display this
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number as a default value in the column labeled "Hits Allowed". The program encoded on
server 22 may include code that restricts the user from entering a number greater than the
maximum number. The program encoded on server 22 may further include code establishing a
time at which the function is no longer available for download by device 12. In the illustrated
embodiment, this time may be displayed to a user of device 14 through the GUI in the column
labeled "Expires" in table 32. The program encoded on server 22 may include code updating
this time based on the occurrence of predetermined events including, for example, modification
of the points of the function by the user. The program encoded on server 22 may include code
that prohibits downloading of the function by device 12 if the time period has passed or that
deletes values for the points of the function (such that the function is no longer usable by device
12).

[0035] A system 10 in accordance with the present invention is advantageous relative to
conventional systems because the inventive system permits a user to control, monitor, and
modify the use of, general purpose input/output pins on a circuit of a programmable device 12
remotely. As aresult, the inventive system improves the utility of such devices.

[0036] While the invention has been shown and described with reference to one or more
particular embodiments thereof, it will be understood by those of skill in the art that various
changes and modifications can be made without departing from the spirit and scope of the

nvention.
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CLAIMS
1. A system for monitoring or controlling a remote programmable device,
comprising::

a server configured for connection to said remote programmable device over a first
network and to a local computing device over a second network, said server having a
computer program encoded thereon including code for:

establishing a data structure accessible by said remote programmable device
and by said local computing device, said data structure including a plurality of user
reconfigurable records for said remote programmable device;

receiving, from said local computing device, instructions to configure one or
more of said plurality of user reconfigurable records for said remote programmable device,
said instructions designating each of said one or more of said plurality of user reconfigurable
records for said remote programmable device as an input channel corresponding to an input
parameter of said remote programmable device, an output channel corresponding to an output
parameter of said remote programmable device, or an input/output channel corresponding to
an input/output parameter of said remote programmable device, and define, for each input
channel, a first input value for said corresponding input parameter of said remote
programmable device and, for each input/output channel, a first input/output value for said
corresponding input/output parameter of said remote programmable device;

transmitting, for each of said one or more of said plurality of user
reconfigurable records for said remote programmable device designated as an input channel,
said first input value for said corresponding input parameter to said remote programmable
device and for each of said one or more of said plurality of user reconfigurable records for
said remote programmable device designated as an input;/output channel, said first
input/output value for said corresponding input/output parameter to said remote
programmable device; and,

receiving, for each of said one or more of said plurality of user configurable
records for said remote programmable device designated as an output channel, a first output
value for said corresponding output parameter from said remote programmable device and,

for each of said one or more of said plurality of user reconfigurable records for said remote

14
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programmable device designated as an input/output channel, a second input/output value for

said corresponding input/output parameter from said remote programmable device.

2. The system of claim 1 wherein said code for establishing a data structure
includes code for receiving, from said local computing device, a maximum number of said

plurality of user reconfigurable records.

3. The system of claim 1 wherein said computer program further includes code
for:

receiving, from said local computing device, instructions designating an update
interval time; and

prohibiting access to said plurality of user reconfigurable records by said remote

programmable device until said update interval time has expired.

4, The system of claim 1 wherein said computer program further includes code
for:

receiving, from said local computing device, instructions designating an update
interval time; and

allowing access to said plurality of user reconfigurable records by said remote

programmable device before said update interval time has expired a limited number of times.

5. The system of claim 1 wherein said computer program further includes code
for sending a first communication to said local computing device over said second network

responsive to a request from said remote programmable device.

6. The system of claim 5 wherein said computer program further includes code
for:

receiving, from said local computing device, instructions designating a device
communication interval time; and,

denying a request from said remote programmable device to send a second
communication to said local computing device over said second network until said device

communication interval time has expired.

15
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7. The system of claim 1 wherein said computer program further includes code
for sending a first communication to another local computing device over a third network

responsive to a request from said remote programmable device.

8. The system of claim 7 wherein said computer program further includes code
for:

receiving, from said local computing device, instructions designating a device
communication interval time; and,

denying a request from said remote programmable device to send a second
communication to said another local computing device over said third network until said

device communication interval time has expired.

9. The system of claim 1 wherein said computer program further includes code
for:

receiving, from said local computing device, instructions designating an update
interval time and a communication delay time; and

transmitting a communication to said local computing device over said second
network if said remote programmable device fails to communicate with said server over said
first network for a time greater than said update interval time and said communication delay

time.

10.  The system of claim 1 wherein said computer program further includes code
for:

receiving, from said local computing device, instructions designating an update
interval time and a communication delay time; and

transmitting a communication to another local computing device over a third network
if said remote programmable device fails to communicate with said server over said first

network for a time greater than said update interval time and said communication delay time.

11.  The system of claim 1 wherein said computer program further includes code

for:

16
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receiving, from said local computing device, additional instructions to configure a
first user reconfigurable record of said one or more of said plurality of user reconfigurable
records for said remote programmable device, said first user reconfigurable record designated
as an output channel and said additional instructions defining a second input value for said
remote programmable device; and,

transmitting, said second input value to said remote programmable device.

12.  The system of claim 1 wherein said computer program further includes code
for:

receiving, from said local computing device, instructions to configure a user
reconfigurable function for said remote programmable device, said instructions designating a
plurality of values for an independent variable and a corresponding plurality of values for a
dependent variable of said function; and

transmitting, to said remote programmable device, said plurality of values for said

independent variable and said corresponding plurality of values for said dependent variable.

13.  The system of claim 1 wherein said data structure is stored in a memory of

said server.

14.  The system of claim 1 wherein said remote programmable device comprises a

SEeNsor.

15.  The system of claim 1 wherein said remote programmable device comprises a

temperature sensor.

16.  The system of claim 1 wherein said remote programmable device comprises a

light.
17.  The system of claim 1 wherein said computer program further includes code

for providing access to said plurality of user reconfigurable records by said local computing

device responsive to a first set of authentication information and to said remote

17
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programmable device responsive to a second set of authentication information and said first

and second sets of authentication information are identical.

18.  The system of claim 1 wherein said computer program further includes code
for:

obtaining a first internet protocol address from said local computing device from said
instructions to configure one or more of said plurality of user reconfigurable records; and

storing said first internet protocol address.

19.  The system of claim 18 wherein said computer program further includes code
for

prohibiting subsequent access to said plurality of user reconfigurable records by said
local computing device unless a second internet protocol address provided by said local

computing device equals said first internet protocol address.

20.  The system of claim 1 wherein said computer program further includes code

for:
obtaining a first internet protocol address from said remote programmable device; and
storing said first internet protocol address.
21.  The system of claim 20 wherein said computer program further includes code
for:

prohibiting subsequent access to said plurality of user reconfigurable records by said
remote programmable device unless a second internet protocol address provided by said

remote programmable equals said first internet protocol address.

18
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