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Gaming machines may be remotely reconfigured and/or
reprogrammed, data remotely collected, and a comparison
performed between at least two different configurations. Such
may be done to determine optimal configurations of gaming
machines for various periods (e.g., days, times, months, Holi-

Us . :

(US) days). The reconfiguration and/or reprogramming may, for
example, change a minimum or maximum wager limit,
change a payout schedule, change an aspect of a bonus, pro-

Appl. No.: 11/938,228 gressive or other jackpot, and/or change allocation an of
gaming machines between Class Il and Class I1I. Reports may
be produced indicative of the effects of the reconfiguration or
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Get Next Job 1

/273 /227 /229
EGM G2S Download Handler Scheduler Scheduler Database
' ! !
i —®
| |
| |
|
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|

Result Set | Obece

Run Gel Option Configuration Status Job

for each gameplay device

OS¢,

FIG. 364
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I GetOptionList I |
I i i | ®©
! ! Update Options | F

| | Update Job Stafus | %
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! ! Update Job State } 8
| | T
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| GamePlayStatus | | | ®
| | Update Database | L
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i I I !
i | G Nad b :
i ! i Result Set i) Fxecute
| i getDownloadStatus ! !
i getDownloadStatus i i
| | |
| downLoadStatus | | | ®
| | Update DB: job stae, DL status | :
| getDownLoadProfile : : %
| downLoadProfie | | | ®
| | Updote DB: job s, DL Profle | :
| gelPackogelis | | %
[ | |
i Package List | ! | ©
| i Update DB: job state, egm puckag}e st v
| gefModuleList | | 8
I | |
| moduleList | | | O
i | Update DB: job state, egm module st K
| qefScriptLst i i 8
| serpllt | | | ®
i | Updale DB: job stole, eqm seript list N
| | -
| |
I I
| |
| |
I I
| |
I I
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/273 /229 /227
EG G2S Download Handler Schedule Database Download Database

Refer to Schedule Job
Execution Sequence Diagram [~

| I
i | =~ Schedule Download Assignment iJob ®
i | i Run Download Assignment Job i ©
| SetDownloadSate i i
| DownloodStatus | ! !
i AddPackage Update Dofabase i i
i PackageStatus | i i O,
| Update Dofabase ! !
| DE 101 Puckage ited | : | ®
I Undate Dodabase ! !
| t t
RS Gef Packoge. | i | ®
i Update Dafabase | |
I I I
| E 102 Pockage Dowlood fied | | | O,
| Update Dotabase | |
| | |
| U 10 ke Dol o Pogess | | | ®
| Undate Deiabase | |
i GetPackageStatus ] ; ; O
i DownloadStatus i ! !
i Updote Deabase | |
I 16 ek Do g | i i O)
I | |
I Update Dofabase ! !
| 1 1
| | |
| I I ®©
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23 227
EGM G2S Download Handler Download Database

| | |
I I Run Install Job !
i SelSrp | ; ®
i ScriptStatus N Update Database ‘i
| DLE201 Script Set N |
| |

: B
| AuthorizeScript | | ®
i Update Dalabase i
| |
l . ! C
| SeriptSatus | | ©
i Update Dedobase |
I : : D
| DLE202 Seript Authorizafion Enabled by Host | i
| Update Delobase |
| t
I . I 3
| GIS: DLEDOB Surt Log Changes | | ®©
i Update Dalabase i
| 1
| |
I ' I F
| GI5: DLE209 Script Log Changes | ! O
| Update Datobase |
| |
I . ! G
| 625: DLE1O Serpt Command Execulion in Progress | | ©
i Update Dotobase I
| i
| |

: . H
| G5: L 21 | | ®
i Update Dalobase !
I , I |
| GIS: DLE 30 | | ©
i Update Dalobase i
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ScriptStatus
Column Name Condensed Type Nullable

&) ScriptStatusID int No
CoreEGHID int No co—(h)
StartDateTime datetime Yes
EndDateTime datetime Yes
DisableCondition varchar(64) No
AppTyCondition varchar(64) No
ScriptStatus varchar(64) No
ScriptException int Yes
DateCreated datetime No
DateTmUpdated datetime No
PackageCommandStatus
Column Name Condensed Type Nullable
PackageCommandStatusID  int No

—og ScriptStatusID int No
PackagelID int No
Operation varchar(64) No
CommandString varchar(2b5) Yes
DeletePkgAfter tinyint No
Status varchar(64) No
Exception int Yes
ModuleCommandStatus
Column Name Condensed Type Nullable
ModuleCommandStatusID  int No

—aod ScriptStatusID int No o @
ModuleID int No
Operation varchar(64) No
Status varchar(64) No
Exception int Yes

FIG. 464
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PackageLocation
CoTumn Name Condensed Type Nullable
PackageLocationID int No
PackagelD int No co—(H)
WorkStation varchar(32) No
FilePath varchar(2000) No
Down1oadURL varchar(2000) No
DatelastVerify datetime Yes
DateVerifyFailed datetime Yes
FailedVerifyCode varchar(128) Yes
DateCreated datetime No
CreatelserName varchar(50) No
DeleteDate datetime Yes
DeleteUserName varchar(50) Yes
DownloadCount int No
EgmPackage
Column Name Condensed Type Nullable
CoreEGHID int w po—O
PackagelD int No co——(J)
—09 PackageDownloadStatusID  int Yes
—od PackagelUploadStatusID int Yes
DateCreated datetime No
DateTmDeleted datetime Yes

FIG. 488
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CoreEGN
@ Column Name Condensed Type NulTable
CoreEGHID Int No
GSAEGMID varchar(32) No
® Manufacturer varchar(50) No
SerialNumber varchar(50) No
AssetNumber varchar(50) Yes
ZoneCode varchar(50) Yes
BankCode varchar(50) Yes
LocationCode varchar(50) Yes
DownloadEnabled tinyint No
DateTmUpdated datetime No
Package
@ Column Name Condensed Type ~ Nullable
‘_._c PackagelD int No
0 GSAPackageID varchar(64) No
@ GSAManufacturerId  char(3) No
HeaderSize int No
PayloadSize int No
DateBuilt datetime No
VerifyCode varchar(128) No
ReleaseNum varchar(32) Yes
Description varchar(2000) Yes
—0qg PackageTypelD nt Yes
PackageHeader xml Yes
DateCreated datetime No
PackageType
Column Name Condensed Type Nullable
—e— PackageTypelD int No
Name varchar(32) No
Description varchar(255) Yes

FIG. 46C
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AssignmentJob

Column Name Condensed Type NulTable
AssignmentJobID int No
AssignmentID int No
CreatelUserName varchar(50) No
CancelUserName varchar(50) Yes
JobQueueID int Yes
JobState varchar(32) No
JobSummary varchar(2000) Yes
DateCanceled datetime Yes
DateCreated datetime No
DateTmUpdated datetime No
AssignmentPackage

Column Name Condensed Type  Nullable
Assignment ID int No
PackagelD int No
CoreCollection

CoTumn Name Condensed Type  Nullable
CoreCollectionlD  int No

FiG. 48D
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EGMJob

Column Name Condensed Type Nullable
EGMJobID int No
AssignmentJobID int Yes
CoreEGMID int No
CreatelserName varchar(50) No
CancelUserName varchar(50) Yes
JobQueuelD int Yes
JobState varchar(32) No
JobCompleteState varchar(32) Yes
JobSummary varchar(2000) Yes
CommandID bigint Yes
TransactionID pigint Yes
JobData X1 Yes
DateTmCanceled datetime No
DateCreated datetime No
DateTmUpdated datetime No

FIG. 46F
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Q) Script
Column Name Condensed Type ~ Nullable
o) =
ScriptID int No
€0 ) TimeWindowSeconds  int Yes
DisableCondition  varchar(64) No
ApplyCondition varchar(64) No
PackageCommand
Column Name Condensed Type  Nullable
—oqg PackageCommandID  int No
ScriptlD int No
(::)Jx———<xa PackagelD int No
Operation varchar{64) No
CommandString varchar(255) Yes
DeletePkgAfter tinyint No
ModuTeCommand
Column Name Condensed Type  Nullable
ModuleCommandID int No
—00 ScriptlD int No
@AA———cd VodulelD int No
Operation varchar(64) No
(0)——q Packageld int Yes

FIG. 48F
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®®

SystenCommandStatus
Column Name Condensed Type NuTlable
SystemCommandStatusID int No

—oqg ScriptStatusID int No
Operation varchar(64) No
Status varchar(64) No
Exception int Yes
AuthorizeStatus
Column Name Condensed Type  Nullable
AuthorizeStatusID int No

g ScriptStatusID int No

HostID nt No
Authorized tinyint No
DatabaseVersion
Column Name Condensed Type ~ Nullable
DatabaseVersionID int No
Major char(2) No
Minor char(3) No
Revision char(3) No
Build varchar(10) Yes
InstallerName varchar(255) No
Note varchar(255) No
DateTmInserted datetime No

FIG. 486G
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PackageUploadStatus
Column Name

PackageUploadStatusID
TransferLocation
TransferParameters
TransferType
TransferStatus
Transferkxception
DeleteAfter

Condensed Type

int

varchar(
varchar(
varchar(
varchar(
int

tinyint

2
1
3
3

b6
28)
2)
2)

)

Nullable

No

Yes
Yes
Yes
No

Yes
Yes

PackageDownloadStatus
Column Name

PackageDownloadStatusID

TransferLocation
TransferParameters
TransferType
TransferStatus
TransferException
PkaSize

Condensed Type

int
varchar
varchar
varchar
varchar
int
bigint

(2
(1
(3
(3

56
28
2)
2)

)
)

Nullable

No

Yes
Yes
Yes
No

Yes
Yes
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EgmModuTe

Column Name Condensed Type  Nullable
CoretGMID int No
ModuleID int No
Status varchar(32) No
Exception int Yes
StorageUsedID  int Yes
DateCreated datetime No
Storagelsed

Column Name Condensed Type Nullable
StorageUsedID int No
DeviceClass varchar(3z2) No
DevicelD int No
StoragelID int No
StorageUsed bigint No
StorageApp varchar(32) Yes

FiG. 481
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ScheduleSchedule
Column Name Condensed Type  Nullable
ScheduleSchedulelD  int No
l
PackageModule
Column Name Condensed Type  Nullable
(M)———o0| PackagelD int No
—o0o| ModulelD int No
DateBuilt datetime Yes
Action int No
DateCreated datetime No
Module @
Column Name Condensed Type NuTlable J
—c . ()
NoduleId int No
GSAModuTelID varchar(o4) No w
ReTeaseNum varchar(32) No
O ModuleTypelD int No co——)
Description varchar(2000) Yes
DateCreated datetime No

FIG. 48]
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Assignment
Column Name Condensed Type NuTTable
AssignmentID int No
Name varchar(255) No
Description varchar(2000) Yes
Type varchar(32) No
Version int No
Approved tinyint No
Deleted tinyint No
Active tinyint No
CoreCollectionID int No
DownloadScheduleID  int Yes
InstallScheduleID int Yes
SeriptID int Yes BB
SetSelection varchar(16) No
UpdateUserName varchar(50) No
DeleteUserName varchar(50) Yes
DateTmUpdated datetime No
ApprovelserName varchar(50) Yes
DateTmApproved datetime Yes
DateTmDeleted datetime Yes
DateCreated datetime No
TimeStmp timestamp No
ModuleDependency
Column Name Condensed Type  Nullable
DependentModuleID  int No
RequiredModulelD int No
ModuleType
Column Name Condensed Type ~ Nullable
ModuleTypeID int No
ModuTeTypeCode char(2) No
Name varchar(32) No
Description varchar(255) Yes

FiIG. 46K
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SystemCommand

Column Name Condensed Type  Nullable
SystemCommandID int No
ScriptID int No
Operation varchar(64) No
Authorizeltem

Column Name Condensed Type  Nullable
AuthorizeltemID nt No
ScriptID int No
HostID int No

FIG. 481
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CoreEgm
Column Name Condensed Type  Nullable
CoreEQuID int No
GSAEGMID varchar(32) No ‘
Manufacturer varchar(50) No
SerialNumber varchar(50) No
AssetNumber varchar(50) Yes
ZoneCode varchar(50) Yes
BankCode varchar(50) Yes
LocationCode varchar(50) Yes
OptionConfigkn. .. tinyint No
DateCreated datetime No
DateTmlpdated datetime No
AllowedEgmTheme
Column Name Condensed Type Nullable
‘__?CE ATlowedEGMThemeID  int No

p-od| CoreEGHID int No
Theme varchar(32) No
AllowedThemePaytable
Column Name Condensed Type Nullable
AllowedThemePayTablelD int No

—oq AllowedEGMThemeID int No
PayTable varchar(32) No

FIG. 494
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i

OptionDevice

Column Name Condensed Type Nullable
OptionDeviceld  int No
CorefGMID int No
deviceClass varchar(32) No
devicelD nt No
DateCreated datetime No
OptionItemDefinition

Column Name

OptionItemDefinitionID

OptionGroupID

OptionProtocolID
OptionProtocolName

OptionHelp
OptionType
SecuritylLevel
CanModEgm
CanModHost
MinValue
MaxValue

FractionalDigits

MinLength
MaxLength
CurrencyID
DenomID
ExchangeRate
MinSelections
MaxSelections
Duplicates
DateCreated
DateTmUpdated

Condensed Type

int

int
varchar(64)
varchar(255)
varchar(2000)
varchar(64)
varchar(64)
tinyint
tinyint
numeric(18,5)
numeric(18,5)
int

int

nt
varchar(3)
numeric(18,3)
numeric(18,5)
int

int

tinyint
datetime
datetime

Nullable

No
No
No
No
Yes
No
No
No
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
No

>

@ﬁ&&&Ti':
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OptionGroup
Column Name Condensed Type  Nullable
OptionGroupID int No
OptionDevicelD int No
GroupProtocol 1D varchar(64) No
GroupProtocolName  varchar(64) No
DateCreated datetime No
DateTmUpdated datetime No
OptionItemCurrentValue
Column Name Condensed Type Nullable
OptionltemCurrentValuelD  int No
OptionItemDefinitionID nt No
CurrentValue varchar(255) No
DateTmUpdated datetime No
OptionItemDefaultValue
Column Name Condensed Type  Nullable
OptionltemDefaultValuelD  int No
OptionItemDefinitionID int No
DefaultValue varchar(255) No
DateTmUpdated datetime No
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AssignmentAvailableGamePTayDevice

il

Column Name Condensed Type  Nullable
AssignmentAvailableGamePlayDevicelD  int No
AssignmentID int No
AllowedEGMThemeID int No
AllowedThemePaytablelD int No
Active tinyint No
Assignment

Column Name Condensed Type  Nullable
AssignmentID int No

Name varchar(255) No

Description varchar(2000)  Yes

Type varchar(32) No

Approved tinyint No

Deleted tinyint No

Active tinyint No
ManageGameOptions tinyint No
CoreCollectionID int No

ScheduleID int No

SetSelection varchar(16) No

UpdateUserName varchar(50) No

DateTmUpdated datetime No
ApprovelserName varchar(50) Yes
DateTmApproved datetime Yes

DateTmDeleted datetime Yes

DateCreated datetime No

TimeStmp timestamp No

FIG. 49D
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AssignmentGameP1ayDeviceDenom
Column Name Condensed Type  Nullable
AssignmentGameP1ayDeviceDenomID int No
(::)————<3o AssignmentAvailableGamePlayDevicelD  int No
Denom int No
CoreCollection
Column Name Condensed Type  Nullable
CoreCollectionID  int No
ScheduleSchedule
Column Name Condensed Type  Nullable
ScheduleScheduleld  int No

AssignmentOptionItemValue
Column Name

AssignmentOptionItemValuelD
AssignmentOptionItemlD
AssignedValue

Condensed Type
int

int
varchar(255)

Nullable

No
No
No

FIG. 49F
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AllowedThemeDenom
Column Name Condensed Type ~ Nullable
AllowedThemeDenomID int No
AllowedEGMTheme ID int No
Denom int No
EGMAvailableGamePlayDevice
Column Name Condensed Type  Nullable
EGMAvailableGamePlayDevicelD  int No
CoreEGMID int No
AllowedEGMTheme 1D int No
AllowedEGMPaytablelD int No
Active tinyint No
AssignedActive tinyint No
EGMGameP1ayDeviceDenom
Column Name Condensed Type  Nullable
EGMGameP1ayDeviceDenomID int No
EGMAvailableGamePlayDeviceIlD int No
Denom int No

FIG. 49F
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OptionItemEnum

Column Name Condensed Type Nullable
OptionItemEnumID int No
OptionltemDefinitionID  int No
EnumValue varchar(255) No
DatabaseVersion

Column Name Condensed Type  Nullable
DatabaseVersionID int No
Major char(2) No
Minor char(3) No
Revision char(3) No

Build varchar(10) Yes
InstallerName varchar(255) No

Note varchar(255) No
DateTmInserted datetime No

FIG. 49G
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OptionItemAssignedValue
Column Name

OptionItemAssignedvaluelD
OptionltemDefinitionID
Assignedvalue
Assignment 1D
DateTmAssigned

Condensed Type

int

int
varchar(255)
int
datetime

Nullable

No
No
No

No co—(0)

No

OptionItemOverrideValue
Column Name

OptionItemOverrideValuelD
OptionItemDefinitionID
OverrideValue
DateTmOverriden

Condensed Type

int

int
varchar(255)
datetime

Nullable

No
No
No
No

FIG. 490
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AssignmentOptionItem

Column Name Condensed Type  Nullable
AssignmentOptionItemID  int No
Assignment 1D int No
OptionltemDefinitionID  int No
AssignmentJob

Column Name Condensed Type  Nullable
AssignmentJobID int No
AssignmentID int No
JobState varchar(32) No
JobSummary varchar(2000) Yes
DateCreated datetime No
DateTmUpdated datetime No
EgmJob

Column Name Condensed Type  Nullable
EGMJobID int No
AssignmentJobID  int Yes
CoreEGMID int No
JobState varchar(32) No
JobCompleteState  varchar(32) Yes
JobSummary varchar(2000) Yes
CommandlD bigint Yes
TransactionID bigint Yes
JobData bl Yes
DateCreated datetime No
DateTmUpdated datetime No

FIG.
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JobQueue

Column Name Condensed Type  Nullable
JobQueuelID int No
ScheduleID int No
QueuedDateTm datetime No
NextCallDateTm datetime Yes
PrevCalledDateTm datetime Yes
MaxRetries int No
RetryIntervalSeconds int No
Retries int No
LastCallError varchar(2000) Yes
WebServicelRI varchar(255) No
WebMethod varchar(255) No
ParamData xml Yes
JobQueueHistory

Column Name Condensed Type  Nullable
JobQueueHistoryID int No
OriginalJobQueuelD int No
OriginalSchedulelD int No
QueuedDateTm datetime No
NextCallDateTm datetime Yes
PrevCalledDateTm datetime Yes
MaxRetries int No
RetryIntervalSeconds  int No
Retries int No
LastCallError varchar(2000) Yes
WebServicelRI varchar(255) No
WebMethod varchar(255) No
ParamData xml Yes

FIG.
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Schedule
Column Name Condensed Type  Nullable
SchedulelD int No
StateDateTm datetime No
EndDateTm datetime Yes
——oq ScheduleTypelD int No
DateCreated datetime No
ScheduleType
Column Name Condensed Type  Nullable
Le={ ScheduleTypelD int No
ScheduleType varchar(50) No
Description varchar(255) Yes
DatabaseVersion
Column Name Condensed Type ~ Nullable
DatabaseVersionID int No
Major char(2) No
Minor char(3) No
Revision char(3) No
Build varchar(10) Yes
InstallerName varchar(255) No
Note varchar(255) No
DateTmInserted datetime No
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GAMING SYSTEM CONFIGURATION
CHANGE REPORTING

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims benefit under 35 U.S.C. 119
(e) to U.S. provisional patent application Ser. No. 60/865,
332, filed Nov. 10, 2006; and U.S. provisional patent appli-
cation Ser. No. 60/865,550, filed Nov. 13, 2006.

BACKGROUND
[0002] 1. Technical Field
[0003] This invention pertains generally to management

systems and methods. More particularly, the present inven-
tion relates to a computerized method and system for down-
loading gaming software and configuring gaming machines.
[0004] 2. Description of Related Art

[0005] Various networked gaming systems have been
developed over the years beginning at least in the 1980’s.
With acceptance and utilization, users such as casino opera-
tors have found it desirable to increase the computer manage-
ment of their facilities and expand features available on net-
worked gaming systems. For instance, there are various areas
in the management of casinos that is very labor intensive,
such as reconfiguring gaming machines, changing games on
the gaming machines, and performing cash transactions for
customers.

BRIEF SUMMARY

[0006] In one aspect of the invention, a computerized
download and configuration server-based system and method
for use with game devices, systems, and methods is provided
to enable users to monitor, control, and modify game devices
and other related activities.

[0007] At least one embodiment may be summarized as a
method of auditing gaming machines including receiving
information indicative of a configuration change for a plural-
ity of gaming machines; automatically collecting data indica-
tive of at least one performance parameter for the plurality of
gaming machines while the gaming machines are configured
in accordance with the configuration change indicated by the
information; and generating a report indicative of the at least
one performance parameter for the plurality of gaming
machines. Generating a report may include generating a
graphical representation of a floor layout indicative of a posi-
tion of each of the gaming machines. Generating a report may
include generating a graphical representation of a floor layout
indicative of a position of each of the gaming machines and
indicative of at least one configuration parameter of at least
some of the gaming machines. Generating a report may
include generating a graphical representation of a floor layout
indicative of a position of each of the gaming machines and
indicative of at least one configuration parameter for at least
two distinct groups of the gaming machines, where the gam-
ing machines in each group share a respective operational
parameter. Generating a report may include generating a
graphical representation of a floor layout indicative of a posi-
tion of each of the gaming machines and indicative of at least
one parameter indicative of receipts for at least some of the
gaming machines. Automatically collecting data indicative of
atleast one performance parameter for the plurality of gaming
machines while the gaming machines are configured in accor-
dance with the configuration change indicated by the infor-
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mation may include automatically collecting data indicative
of'an amount of use of the gaming machines by a plurality of
patrons while the gaming machines are configured in accor-
dance with the configuration change indicated by the infor-
mation. Automatically collecting data indicative of at least
one performance parameter for the plurality of gaming
machines while the gaming machines are configured in accor-
dance with the configuration change indicated by the infor-
mation may include automatically collecting data indicative
of'an amount wagered at the gaming machines by a plurality
of patrons while the gaming machines are configured in
accordance with the configuration change indicated by the
information. Generating a report indicative of the at least one
performance parameter for the plurality of gaming machines
may include generating a report indicative of a change in a
performance parameter between the gaming machines con-
figured in accordance with the configuration change indicated
by the information and the gaming machines configured in
accordance with a prior configuration. Generating a report
indicative of a change in a performance parameter may
include generating a report indicative of a change in at least
one of an amount of use and an amount wagered at the gaming
machines by a plurality of patrons.

[0008] At least one embodiment may be summarized as a
download and configuration management system to manage a
plurality of gaming machines distributed through at least one
casino property including at least one computer-readable
memory that stores executable instructions; and at least one
processor communicatively coupled to the at least one com-
puter-readable memory and operable to execute the execut-
able instructions, the at least one processor configured to
receive information indicative of a configuration change for a
plurality of gaming machines, receive data indicative of at
least one performance parameter for the plurality of gaming
machines while the gaming machines are configured in accor-
dance with the configuration change indicated by the infor-
mation, and generate a report indicative of the at least one
performance parameter for the plurality of gaming machines.
The processor may be configured to generate the report as a
graphical representation of a floor layout indicative of a posi-
tion of each of the gaming machines. The processor may be
configured to generate the report as a graphical representation
of'a floor layout indicative of a position of each of the gaming
machines and indicative of at least one configuration param-
eter of at least some of the gaming machines. The processor
may be configured to generate the report as a graphical rep-
resentation of a floor layout indicative of a position of each of
the gaming machines and indicative of at least one configu-
ration parameter for at least two distinct groups of the gaming
machines, where the gaming machines in each group share a
respective operational parameter. The processor may be con-
figured to generate the report as a graphical representation of
a floor layout indicative of a position of each of the gaming
machines and indicative of at least one parameter indicative
of receipts for at least some of the gaming machines.

[0009] The download and configuration management sys-
tem to manage a plurality of gaming machines distributed
through at least one casino property system may further
include a plurality of sensors that automatically collect data
indicative of the at least one performance parameter for the
plurality of gaming machines while the gaming machines are
configured in accordance with the configuration change indi-
cated by the information. The sensors may automatically
collect data indicative of an amount of use of the gaming
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machines by a plurality of patrons while the gaming machines
are configured in accordance with the configuration change
indicated by the information. The sensors may automatically
collect data indicative of an amount of wagered at the gaming
machines by a plurality of patrons while the gaming machines
are configured in accordance with the configuration change
indicated by the information. The processor may be config-
ured to generate the report indicative of a change in at least
one performance parameter between the gaming machines
configured in accordance with the configuration change indi-
cated by the information and the gaming machines configured
in accordance with a prior configuration. The processor may
be configured to generate the report indicative of a change in
at least one of an amount of use and an amount wagered at the
gaming machines by a plurality of patrons.

[0010] At least one embodiment may be summarized as a
download and configuration management system to manage a
plurality of gaming machines distributed through at least one
casino property including at least one computer-readable
memory that stores executable instructions; and at least one
processor communicatively coupled to the at least one com-
puter-readable memory and operable to execute the execut-
able instructions, the at least one processor configured to
produce a graphical representation of a floor layout indicative
of a position of each of the gaming machines relative to one
another and at least one performance parameter indicative of
aperformance of at least some of the gaming machines while
in one operational configuration. The at least one perfor-
mance parameter may be indicative of at least one of an
amount of usage of the gaming machines and an amount
wagered at the gaming machines. The at least one perfor-
mance parameter may be indicative of a difference in perfor-
mance of the gaming machines between the one configuration
and another configuration. The at least one performance
parameter may be indicative of a difference in performance of
the gaming machines between the one configuration in which
the gaming machines have a first minimum bet amount and
another configuration in which the gaming machines have a
second minimum bet amount, different from the first mini-
mum bet amount. The at least one performance parameter
may be indicative of a difference in performance of the gam-
ing machines as a group in the one configuration with respect
a performance of the gaming machines as a group in another
configuration, where the one configuration has a first distri-
bution of minimum bet amounts between the gaming
machines and the other configuration has a second distribu-
tion of minimum bet amounts between the gaming machines
different from the first configuration. The graphical represen-
tation of a floor layout produced by the at least one processor
may be animated.

[0011] Further aspects, features and advantages of various
embodiments of the invention will be apparent from the fol-
lowing detailed disclosure, taken in conjunction with the
accompanying sheets of drawings.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0012] In the drawings, identical reference numbers iden-
tify similar elements or acts. The sizes and relative positions
of'elements in the drawings are not necessarily drawn to scale.
For example, the shapes of various elements and angles are
not drawn to scale, and some of these elements are arbitrarily
enlarged and positioned to improve drawing legibility. Fur-
ther, the particular shapes of the elements as drawn, are not
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intended to convey any information regarding the actual
shape of the particular elements, and have been solely
selected for ease of recognition in the drawings.

[0013] FIG. 1 is a block diagram of a slot management
system, according to one illustrated embodiment.

[0014] FIG.2A is acontextdiagram of operation of a down-
load configuration server system according to one illustrated
embodiment.

[0015] FIG. 2B is tiered layer diagram of a download and
configuration system architecture, according to one illus-
trated embodiment.

[0016] FIG. 2C is a block diagram showing various com-
ponents of a download and configuration system architecture,
according to one illustrated embodiment.

[0017] FIG. 2D is a schematic diagram of a download and
configuration network, according to one illustrated embodi-
ment.

[0018] FIG. 2E is a schematic diagram showing a download
and configuration network, according to one illustrated
embodiment.

[0019] FIG. 3 is a flow diagram showing a download and
configuration user tree logic, according to one illustrated
embodiment.

[0020] FIG. 4 is a flow diagram showing a download and
configuration user tree logic to manage a package library
(SDDP), according to one illustrated embodiment.

[0021] FIG. 5 is a flow diagram showing a download and
configuration user tree logic to manage downloads, according
to one illustrated embodiment.

[0022] FIG. 6 is a flow diagram showing a download and
configuration user tree logic to edit download assignments,
according to one illustrated embodiment.

[0023] FIG. 7 is a flow diagram showing a download and
configuration user tree logic to manage a collection, accord-
ing to one illustrated embodiment.

[0024] FIG. 8 is a flow diagram showing a download and
configuration user tree logic to download views, according to
one illustrated embodiment.

[0025] FIG. 9 is a flow diagram showing a download and
configuration user tree logic to manage configurations,
according to one illustrated embodiment.

[0026] FIG. 10 is a flow diagram showing a download and
configuration user tree logic to edit configuration assign-
ments, according to one illustrated embodiment.

[0027] FIG. 11 is a flow diagram showing a download and
configuration user tree logic of various configuration views,
according to one illustrated embodiment.

[0028] FIG. 12 is a flow diagram showing a download and
configuration user tree logic to manage reports, according to
one illustrated embodiment.

[0029] FIG. 13 is a flow diagram showing a download and
configuration user tree logic to interact with various elec-
tronic game machines (EGMs) 213, according to one illus-
trated embodiment.

[0030] FIG. 14 is a flow diagram showing a download and
configuration user tree logic to execute configuration jobs,
according to one illustrated embodiment.

[0031] FIG. 15 is a flow diagram showing a download and
configuration user tree logic to execute download jobs,
according to one illustrated embodiment.

[0032] FIG. 16 is a flow diagram showing a method of
handling down and configuration messages, according to one
illustrated embodiment.
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[0033] FIG. 17 is a flow diagram showing a method of
downloading packages, according to one illustrated embodi-
ment.

[0034] FIG. 18 is a block diagram showing various compo-
nents of a DCL control panel, according to one illustrated
embodiment.

[0035] FIG. 19 is a block diagram showing a download
handler, according to one illustrated embodiment.

[0036] FIG. 20 is a block diagram showing a configuration
handler, according to one illustrated embodiment.

[0037] FIG. 21 is a block diagram illustrating a scheduler
service, according to one illustrated embodiment.

[0038] FIG. 22 is a block diagram illustrating a user inter-
face download Web service, according to one illustrated
embodiment.

[0039] FIG. 23 is a block diagram illustrating a user inter-
face configuration Web service, according to one illustrated
embodiment.

[0040] FIG. 24 is a block diagram illustrating a scheduler
Web service, according to one illustrated embodiment.
[0041] FIG. 25 is a block diagram showing an executive
unit, according to one illustrated embodiment.

[0042] FIG. 26 is a block diagram illustrating a download
handler Web service, according to one illustrated embodi-
ment.

[0043] FIG. 27 is a block diagram illustrating an option
configuration handler Web service, according to one illus-
trated embodiment.

[0044] FIG.28A is a flow diagram illustrating a method of
viewing packages, according to one illustrated embodiment.
[0045] FIG. 28B is a flow diagram illustrating a method of
viewing package modules, according to one illustrated
embodiment.

[0046] FIG.28C is a flow diagram illustrating a method of
viewing package management logs, according to one illus-
trated embodiment.

[0047] FIG. 29 is a flow diagram illustrating a method of
creating a download assignment, according to one illustrated
embodiment.

[0048] FIG. 30 is a flow diagram illustrating a method of
creating a configuration assignment, according to one illus-
trated embodiment.

[0049] FIG. 31 is a flow diagram illustrating a method of
initiating a package installation, according to one illustrated
embodiment.

[0050] FIG. 32 is a flow diagram illustrating a method of
editing a download assignment, according to one illustrated
embodiment.

[0051] FIG. 33 is a flow diagram illustrating a method of
editing a configuration assignment, according to one illus-
trated embodiment.

[0052] FIG. 34 is a flow diagram illustrating a method of
performing an EGM configuration discovery, according to
one illustrated embodiment.

[0053] FIG. 35 is a flow diagram illustrating a method of
performing an EGM download discovery, according to one
illustrated embodiment.

[0054] FIG. 36 is a flow diagram illustrating a method of
obtaining a configuration, according to one illustrated
embodiment.

[0055] FIG. 37 is a flow diagram illustrating a method of
refreshing an inventory, according to one illustrated embodi-
ment.
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[0056] FIG. 38 is a flow diagram illustrating a method of
obtaining an inventory job, according to one illustrated
embodiment.

[0057] FIG. 39 is a flow diagram illustrating a method of
setting configuration changes jobs, according to one illus-
trated embodiment.

[0058] FIG. 40 is a flow diagram illustrating a method of
cancelling an option change, according to one illustrated
embodiment.

[0059] FIG. 41 is a flow diagram illustrating a method of
performing an unsolicited options list, according to one illus-
trated embodiment.

[0060] FIG. 42 is a flow diagram illustrating a method of
performing an unsolicited options change status, according to
one illustrated embodiment.

[0061] FIG. 43 is a flow diagram illustrating a method of
downloading a package, according to one illustrated embodi-
ment.

[0062] FIG. 44 is a flow diagram illustrating a method of
installing a package, according to one illustrated embodi-
ment.

[0063] FIG. 45 is a flow diagram illustrating a method of
canceling a pending download of a package, according to one
illustrated embodiment.

[0064] FIG. 46 is a flow diagram illustrating a method of
scheduling a job execution, according to one illustrated
embodiment.

[0065] FIG. 47A is a flow diagram illustrating a method of
managing packages, according to one illustrated embodi-
ment.

[0066] FIG. 47B is a flow diagram illustrating a method of
performing a package management system configuration,
according to one illustrated embodiment.

[0067] FIG. 48 is a block diagram of a download ERD,
according to one illustrated embodiment.

[0068] FIG. 49 is a block diagram of a configuration ERD,
according to one illustrated embodiment.

[0069] FIG. 50 is a block diagram of a schedule ERD,
according to one illustrated embodiment.

[0070] FIG. 51A is a screen print of a download and con-
figuration control panel, according to one illustrated embodi-
ment.

[0071] FIG. 51B is a screen print of a login control panel,
according to one illustrated embodiment.

[0072] FIG. 51C is a screen print of a change login pass-
word control panel, according to one illustrated embodiment.
[0073] FIG. 51D is an EGM navigation control panel,
according to one illustrated embodiment.

[0074] FIG. 51E is a screen print of a collection navigator
control panel, according to one illustrated embodiment.
[0075] FIG. 51F is a screen print of an assignment naviga-
tor control panel, according to one illustrated embodiment.
[0076] FIG. 51G is a screen print of a manual override
control panel, according to one illustrated embodiment.
[0077] FIG. 51H is a screen print of an inventory control
panel, according to one illustrated embodiment.

[0078] FIG. 511 is a screen print of a search, query and
display control panel, according to one illustrated embodi-
ment.

[0079] FIG. 51]is a screen print of an activity log query and
display control panel, according to one illustrated embodi-
ment.
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[0080] FIG. 52A is a screen print of a download wizard
control panel to assist in choosing EGMs, according to one
illustrated embodiment.

[0081] FIG. 52B is a screen print of a download wizard
control panel assist in choosing packages, according to one
illustrated embodiment.

[0082] FIG. 52C is a screen print of a download wizard
control panel assist in scheduling changes, according to one
illustrated embodiment.

[0083] FIG. 52D is a screen print of a download wizard
control panel assist in reviewing assignments, according to
one illustrated embodiment.

[0084] FIG.53A is a screen print of a configuration assign-
ment wizard control panel assist in choosing EGMs, accord-
ing to one illustrated embodiment.

[0085] FIG.53B is a screen print of a configuration assign-
ment wizard control panel assist in choosing options, accord-
ing to one illustrated embodiment.

[0086] FIG.53Cis ascreen print of a configuration assign-
ment wizard control panel assist in choosing game options,
according to one illustrated embodiment.

[0087] FIG.53D is ascreen print of a configuration assign-
ment wizard control panel assist in making schedule changes,
according to one illustrated embodiment.

[0088] FIG. 53E is a screen print of a configuration assign-
ment wizard control panel assist in choosing reviewing
assignments, according to one illustrated embodiment.
[0089] FIG. 54A is a screen print of a floor layout control
panel, according to one illustrated embodiment.

[0090] FIG. 54B is a screen print of a schedule control
panel, according to one illustrated embodiment.

[0091] FIG. 54C is a screen print of a task lists control
panel, according to one illustrated embodiment.

[0092] FIG.55 is a screen print of an exemplary casino floor
display, according to one illustrated embodiment.

[0093] FIG. 56 is a schematic diagram of a casino network
including corporate, back-office and floor networks, accord-
ing to one illustrated embodiment.

[0094] FIG. 57 shows a method of operating a download
and configuration management system to manage a plurality
of' gaming machines distributed throughout at least one casino
property, according to one illustrated embodiment.

[0095] FIG. 58 shows a method of operating a download
and configuration management system to manage a plurality
of' gaming machines distributed throughout at least one casino
property, according to one illustrated embodiment.

[0096] FIG. 59 shows a method of operating a download
and configuration management system to manage a plurality
of' gaming machines distributed throughout at least one casino
property, according to one illustrated embodiment.

[0097] FIG. 60 shows a method of operating a download
and configuration management system to manage a plurality
of' gaming machines distributed throughout at least one casino
property, according to one illustrated embodiment.

[0098] FIG. 61 shows a method of operating a download
and configuration management system to manage a plurality
of' gaming machines distributed throughout at least one casino
property, according to one illustrated embodiment.

[0099] FIG. 62 shows a method of operating a download
and configuration management system to manage a plurality
of' gaming machines distributed throughout at least one casino
property, according to one illustrated embodiment.

[0100] FIG. 63 shows a method of operating a download
and configuration management system to manage a plurality
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of' gaming machines distributed throughout at least one casino
property, according to one illustrated embodiment.
[0101] FIG. 64 shows a method of operating a download
and configuration management system to manage a plurality
of' gaming machines distributed throughout at least one casino
property, according to one illustrated embodiment.

DETAILED DESCRIPTION

[0102] In the following description, certain specific details
are set forth in order to provide a thorough understanding of
various disclosed embodiments. However, one skilled in the
relevant art will recognize that embodiments may be prac-
ticed without one or more of these specific details, or with
other methods, components, materials, etc. In other instances,
well-known structures associated with computing systems,
networks including servers, routers, bridges, firewalls, etc.,
and gaming device including electronic gaming machines
have not been shown or described in detail to avoid unneces-
sarily obscuring descriptions of the embodiments.

[0103] Unless the context requires otherwise, throughout
the specification and claims which follow, the word “com-
prise” and variations thereof, such as, “comprises” and “com-
prising” are to be construed in an open, inclusive sense, that is
as “including, but not limited to.”

[0104] Reference throughout this specification to “one
embodiment” or “an embodiment” means that a particular
feature, structure or characteristic described in connection
with the embodiment is included in at least one embodiment.
Thus, the appearances of the phrases “in one embodiment™ or
“in an embodiment” in various places throughout this speci-
fication are not necessarily all referring to the same embodi-
ment. Further more, the particular features, structures, or
characteristics may be combined in any suitable manner in
one or more embodiments.

[0105] As used in this specification and the appended
claims, the singular forms “a,” “an,” and “the” include plural
referents unless the content clearly dictates otherwise. It
should also be noted that the term “or” is generally employed
in its sense including “and/or” unless the content clearly
dictates otherwise.

[0106] The headings and Abstract of the Disclosure pro-
vided herein are for convenience only and do not interpret the
scope or meaning of the embodiments.

[0107] FIG. 1 shows slot management system 101, accord-
ing to one illustrated embodiment.

[0108] One conventional gaming machine management
system is the Bally One System, which is designed to provide
essential functionality for gaming facilities. The present
example embodiment provides for a unified gaming machine
management system that offers the full feature sets which are
desirable for a Class III casino floor with a rich gaming
environment and providing the flexibility to mix Class Il and
Class III machines on the same gaming floor. To accommo-
date this unification, many features and functions are needed
to provide a robust functional capability. In the example
embodiment, an architectural framework is provided that
enables the addition of modules and functionality. Slot man-
agement system 101 may use standards based communica-
tions protocols, such as HTTP, XML, SOAP, SSL. Slot man-
agement system 101 may be a scaleable system, which may
advantageously employ off-the-shelf components, such as
conventional servers and storage devices. Slot management
system 101 may utilize standard user interfaces for all system
front ends, such as a display, keyboard, mouse, and conven-
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tional windows software. An example front-end may be a
management terminal (server) 103 from which an operator
can utilize a user interface to communicate with player
account system server 105 and review and/or modify player
information contained in a player database managed by
player account system server 105. Slot management system
101 may use standardized authentication, authorization and/
or verification protocols, which may be implemented and/or
controlled by a server-to-server (S2S) server 107 which
enables the secure communication of data and information
between the respective servers within the slot management
system 101. Third party interface 109 may further provide for
the incorporation of third party servers and storage devices,
such as IGT/Rocket server 111 and Gaming Database 113,
using the standardized authentication, authorization and veri-
fication protocols. Slot management system 101 may support
a wide range of promotional tools to enable various promo-
tional and marketing programs which may be used in con-
junction with casino market place server 115, such as Bally
Gaming’s CMP, or another system gaming subsystem. Slot
management system 101 includes transaction server 117, for
example a Bally iView transaction server which communi-
cates with Bally iView apparatuses which are incorporated
with gaming machines connected to the network, where
iView apparatuses include a secondary display connected to a
motherboard including a microprocessor or controller,
memory, and selected communication, player, and/or gaming
software, such as a conventional video wagering game or
multi-media presentations which may be enabled by a player,
the gaming machine, or the slot management system. It may
be appreciated that transaction server 117 can be designed to
drive and communicate with other network connected appa-
ratuses having a display and user interface. In the contem-
plated embodiments, the networked apparatuses, such as the
iView apparatuses, are incorporated with slot management
system 101 to multi-task as both a presentation engine and a
game management unit (GMU). To provide flexibility, slot
management system 101 utilizes open standard GSA (Gam-
ing Standards Association) protocols for ease of integrating
various manufacturers devices and a windows-based system
for ease of operators (users) in programming and obtaining
data from, and adding data to the system.

[0109] FIG. 2A shows operation of a download and con-
figuration server system 201, according to one illustrated
embodiment.

[0110] The download and configuration server system 201
includes control station 203, which may include a display and
a user interface. The download and configuration server sys-
tem 201 may also include a download and configuration
services block 205 (including for example a download server
or Web accessible service, a download handler server or Web
accessible service, a configuration server or Web accessible
service, an option configuration server or Web accessible
service, a scheduler server or Web accessible service and a
scheduler server or Web accessible service). The download
and configuration server system 201 may further include a
download and configuration database block 207, which may
include, for example, conventional storage depositories such
as a download database 227, a schedule database 229, and a
configuration database 228. The download and configuration
server system 201 may additionally include a network com-
ponents block 209, for example, conventional hardware and
software to support IIS 260, MSMQ, and DNS, a SQL report
server, an active directory 245, a certificate server, a down-
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load library 234, and an SDDP (Software Download Distri-
bution Point) 252. The download and configuration server
system 201 may further include a Game-to-Server (G2S) host
block 211, that may, for example, include a download handler
233, an executive service 220, an option configuration han-
dler 232, a G2S engine 280, a delivery agent, and a G2S Web
accessible service. The download and configuration server
system 201 may even further include an electronic game
machine (EGM) block 213, that may, for example, include a
facility floor of network connected gaming machines and
tables which may each include an iView or similar product
features and/or a gaming management processor unit which
are individually identifiable and addressable over the net-
work. The referenced Web services may utilize a secure
HTTPs transmission protocol used to communicate with the
slot management service and vice-versa. The system 201 may
operate using Web protocol and Web services to serve infor-
mation and process transactions, in contrast to serving Web
pages in the traditional sense.

[0111] Download and configuration server system 201
enables the transmission of software files, packages or mod-
ules to one or more clients, such as gaming machines or
gaming tables, via, for example, a casino network using the
Gaming Standard Association’s (GSA’s) Game to System
(G2S) message protocols. The configuration portion of server
system 201 enables the selecting of specific settings and
options on one or more clients using GSA’s G2S message
protocols, such as to modify the Alpha operating system on
conventionally available gaming machines or third party
gaming machine or table operating systems. The respective
subsystems of server system 201 communicatively couple to
control station 203. The control station 203 includes a com-
mon user interface application, such as a control panel (e.g.,
Bally Control Panel 216 or BCP 216) software application, so
that a user can request data and issue commands for the
processing of download and configuration operations
throughout the network.

[0112] Download and configuration server system 201 pro-
vides for the following G2S download class features: 1) the
G2S download class provides a standardized protocol to man-
age the downloaded content on all G2S compliant gaming
machines or tables (i.e., EGMs 213) from all G2S compliant
host systems; 2) the G2S download class enables installation
of'downloaded packages; 3) the G2S download class enables
the removal of software (uninstall); 4) the G2S download
class enables scheduling of installation and/or removal of
software including enabling scheduling options that relate to
a specific time, EGM state, or interaction with a host server or
technician; 5) the G2S message class supports reading an
inventory of downloaded packages and installed modules,
which provides the capability to effectively manage the con-
tent on the EGM 213; and 6) the G2S message class enables
recording transaction logs for packages and scripts on a trans-
action database accessible through control station 203. This
feature provides an audit capability or transaction tracer for
determining how content came to be on an EGM 213.
[0113] Download and configuration server system also pro-
vides the following G2S option configuration (optionConfig)
class features which allows for the selection of various con-
figuration options: a) the optionConfig class provides a con-
venient and efficient mechanism to remotely configure EGMs
213 and b) the G2S optionConfig class provides for down-
loading options available from within an EGM 213.
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[0114] Download and Configuration server system 201
implemented G2S classes (optionConfig, download, and
scheduler) are also integratable through secondary displays,
such as the Bally iView, by incorporating, for example an
iView transaction server. Thus, download, configuration, and
configuration options may be implemented at selected EGMs
213 through their respective Main Processor Unit (MPU) or
through iViews. In the case of using the iViews for network
communications, a separate processor board is provided
along with a display and user interfaces. Communication
channels are connectable between the iViews and the MPU to
enable the download, configuration, and configuration option
processes. Some definitions of terms and components follow:
[0115] Databases—The databases return information
based on the results of a stored procedure call. For example,
the following databases, which are descriptively named, may
be utilized: Core; Configuration; Download; Activity; and
Schedule.

[0116] Bally Control panel 216 (BCP)—As an example,
the control panel application, such as a BCP 216, can be a
smart client implemented on control station 203 encapsulat-
ing all the functionality to support the command and control
portions of the download and configuration features of a
facility or facilities. Downloads and configuration options
can be remotely scheduled or deployed immediately by a user
through control station 203. Notifications, approvals,
searches, and reports produced through server system 201 can
be viewed by a user through a display or by hardcopy pro-
vided by a printer connected to control station 203.

[0117] Control station 203 can be utilized for remote down-
loading and configuration of games and game operating sys-
tems of connected EGMs 213. Also, control station 203 can
be utilized to download content to or to configure the iView
(or similar components) and second game displays or moni-
tors (for instance, in cases in which an EGM 213 has two or
more major displays) (which may also include an additional
processor unit such as for example in the case of multiple
games operable on a single EGM 213 on separate displays),
as well as peripheral software for components in the games
like bill validators and ticket printers.

[0118] Control station 203 can be utilized for the throttling
of system resources based on the requested changes. For
example if the user requests several high bandwidth consum-
ing jobs be initiated concurrently, the control station 203
would advise the user that this would utilize more than allo-
cated bandwidth and require changes to the proposed sched-
ule. It is also contemplated that the control station 203 could
recommend changes to the schedule to ease the work require-
ment for the user.

[0119] Control station 203 can be utilized for the broad
based change to gaming floors to support special events. For
example on Halloween a specialized background or theme
could be downloaded or configured on all capable games and
devices for the duration of the event. This concept can be
further extended to enabling specialized bonus games on
other player centric activities relating to the special event or
holiday. This allows a user of control station 203 to fully
customize the property without the manual effort required
with current systems and technologies.

[0120] Control station 203 can be utilized to fully view in a
graphical fashion gaming floor configurations that have
occurred in the past or are proposed for the future. This allows
the user of control station 203 to easily and quickly compare
past gaming floor configurations to configurations proposed
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for the future in an easy to understand graphical manner. It is
contemplated that these configurations be animated in a man-
ner that realistically depicts the activity on the gaming floor
over a period of time allowing the user of control station 203
to visually assess the impact of the proposed changes.

[0121] Control station 203 can be utilized to view machine
utilization information over time to determine where certain
groups of players spend their time while at a property. For
example if certain demographic groups are inclined to utilize
gaming machines configured at $0.25 per play and this con-
trol station 203 capability can illustrate the fact that during
certain times of the day this gaming machine configuration is
completely utilized and that a large group of this demographic
is scheduled to visit the property, the casino manager could
opt to enable more of this type of game so players are not
waiting for an opportunity to play. It is contemplated that this
feature is presented in an animated fashion such that the user
of control station 203 may select a date range and analyze in
real time game usage by time of day and by player demo-
graphic. This feature also requires control station 203 have
access to, and the capability of processing, information from
the player marketing system or have access to a data stream
feeding the player marketing system.

[0122] Control station 203 has the capability to allow
groups of gaming machines to be identified and operated
upon via a number of query options. This aids the user in
quickly and effectively finding the gaming machines to apply
changes. It is contemplated that advanced selection criteria
such as performance over the last 30 days be considered as a
query parameter. The control station 203 can provide the
capability to utilize a graphical representation of the gaming
floor. This allows selected groups of games to be graphically
represented on a floor map as well as in a list form.

[0123] Control station 203 can utilize historical slot game
performance data to provide guidance for new floor configu-
ration options. The historical data may be accessed in the
download system data stores or from an external business
intelligence system. It is contemplated that the control station
203 may be programmed to allow for automated floor con-
figuration changes based on the historical performance data.
This capability may be applied automatically or via an inter-
face requiring only approval from the user prior to applying
the changes.

[0124] Database Web Services—These are World-Wide
Web (Web) services that are conventionally available to be
re-used by other user interfaces and service applications con-
nected to slot management system 101. In other words, this is
a secure closed system network using Web services con-
nected on demand with the slot management system 101
(FIG.1).

[0125] Handlers—These are the logic libraries that are
responsible for executing the business logic of the system.
[0126] Network Components—The following list of net-
work components, or portions thereof, may be implemented
and/or required by the download and configuration server
system 201: Certificate Server; DNS; DHCP, Application
Firewalls, Hardware Firewalls, Network Load Balancers.
[0127] Third Party Software Applications—the following
list of 3" party applications my be utilized or required by the
server system 201: IIS 260, MSMQ, SQL Server, SQL Server
Reporting Services, Active Directory 245, Microsoft Win-
dows 2003 Server.
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[0128] G2S Engine 280—This service will receive G2S
messages directly from EGMs 213 and dispatch them to the
respective subsystem of server system 201 based on the mes-
sage component type.

[0129] EGMs 213—FElectronic Gaming Machines, which
may include gaming tables with processor and/or display
components.

[0130] iView—Forexample, a conventional apparatus pro-
viding a player or employee user interface and display at
EGMs 213 connected to the network including the player
tracking server and enabling a player or employee to request
and receive information, to receive award notifications, to
transfer credits, and to conduct such activities through the
apparatus as is enabled on slot management system 101. One
usage of an iView-type apparatus may be to display market-
ing and player tracking information and various shows on the
occurrence of an award or win by a player. Such apparatuses
may also allow gaming, such as with server-based games or
even independent games stored on their respective processor
boards. Thus, separate games may be implemented through
the iView-type device, apart from the main game of EGM 213
controlled by the MPU. In turn, the content of the iView may
be separately modified as through downloads or configura-
tions or configuration options.

[0131] Control station 203 is able to retrieve from the data-
base and view all login attempts to the server both successful
and failed. A user may be locked out of access to the control
panel application at control station 203 after too many failed
login attempts. The recorded transaction log may include the
login ID, data, time of login and duration.

[0132] The Web services may support functionality
between control station 203 and database block 207. The Web
services may also support unsolicited messages between the
G28 handlers and control station 203.

[0133] Server system 201 may maintain a record or trans-
action log of login attempts to the server both successful and
failed. The log may include the login ID, data, time of login
and duration. Server system 201 may also maintain a trans-
action record or log of all events and activity occurring on
server system 201. The log may include a record of which
login session in which the event occurred.

[0134] Server system 201 may also maintain a log of com-
munication events with any EGM 213. Server system 201
may also maintain the status of each EGM 213 including:
game history data; download status (available, requested,
downloading, applied, rejected); package information (avail-
able for install, requested, being downloaded, downloaded,
installed); hardware information; software module informa-
tion; and/or error conditions.

[0135] The configuration and download server system 201
may dynamically build packages to be downloaded based on
EGM 213 inventory and available updates, fixes and new data
for EGMs 213. The configuration and download server sys-
tem 201 may verify requests from EGM 213 including
whether or not the EGM 213 is valid and is in a functional or
operational state to make the request. All requests may be
logged and contain the requesting EGM 213 identifier, time
and date, specific request, and EGM 213 operational status.
The configuration and download server system 201 may com-
municate with Software Distribution Point servers (SDDP)
252 to maintain a list of packages that are available for sup-
ported EGMs 213. The configuration and download server
system 201 may supply the location of the SDDP 252 when
instructing an EGM 213 to add a package. The configuration
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and download server system 201 may verify that all required
hardware and software for a package to be sent to an EGM
213 exists before instructing EGM 213 to retrieve the pack-
age. The configuration and download server system 201 may
support multiple EGMs 213 in multiple sites and/or facilities
and EGMs 213 produced by multiple manufacturers. The
configuration and download server system 201 may verify
that a software package can be installed on a selected EGM
213 before instructing EGM 213 to add a package. Such
verification may, for example, use information in the package
header and information stored about selected of EGM 213.
The configuration and download server system 201 may be
able to track which packages are installed on any given EGM
213 and verify the data by requesting a selected EGM 213 to
send package install information. The configuration and
download server system 201 may report bad images and
errors and log them when failed package installation infor-
mation is received from an EGM 213. The configuration and
download server system 201 and SDDP 252 may be used to
control all network pacing, bandwidth, error recovery, and
monitoring. The configuration and download server system
201 may be used to maintain the location of all SDDP 252 and
the packages available on each.

[0136] Software Download Distribution Point (SDDP 252)
server may be utilized to maintain all downloaded software
packages in a secure library with the required number of
secure backups defined by a jurisdiction. The SDDP server
252 may be used to restrict access to the library that stores all
software download packages to only authorized personnel.
The access may limit access, such as to only allow write
access to those authorized to add, delete, and update packages
and read access for all others authorized to access the library.
The SDDP server 252 may provide secure software level
firewalls to restrict access to everything saved on the server.
The SDDP server 252 may maintain a log of login attempts to
the server both successful and failed. The log may include the
login ID of a user, data, time of login and duration. The SDDP
server 252 may maintain a log of all events and activity
occurring on server system 201. The log may include which
login session in which an event occurred.

[0137] Software packages added to the software library
may be verified from the package data using an MDS5 or
SHAT1 hashing algorithm to validate the data or some other
verification tool. The verification string may be added to a
package header and used to re-verify the package when it is
downloaded to the EGM 213.

[0138] All verification failures and related errors may be
logged and the log entry may contain the date and time, the ID
of'the person running the process at the time, and the specific
type of error that occurred. They may also be displayed on the
correct display area.

[0139] The SDDP server 252 may be utilized to provide
selected EGMs 213 with the communications port location
and IP address used for sending software package data to the
EGM 213. All data within a download package may be com-
pressed using conventional compression techniques and
transmitted in compressed format. On receipt, EGM 213 may
decompress the downloaded software package.

[0140] FIG. 2B shows a tiered layer architecture of a down-
load and configuration system according to one illustrated
embodiment.

[0141] A presentation layer 214 may include the control
panel application 216. The control panel application 216 is
loaded on control station 203 (FIG. 2A) which provides a user
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interface and display through which the download and con-
figuration portion of the slot management system 101 (FIG.
1) is managed.

[0142] A business logic layer 218 may include G2S Host
219, which may include G2S engine 280 components. G2S
Host 219 may be used to send and receive G2S protocol
messages to and from EGMs 213 and other configurable
devices. G2S Host 219 may also be used for the packaging
and unpackaging of the internal system messages and G2S
protocol messages. The business logic layer 218 may also
comprise of Download and Configuration logic libraries,
Executive Service 220, and the Scheduler Service 221 which
are responsible for implementing the Business Logic of the
system.

[0143] A data access layer 222 may be comprised of Web
Services 223, which may be used to enable methods and/or
processes for interacting with a data layer 224. A network
services layer 225 provides network services 226.

[0144] The datalayer 224 may comprise various databases,
for example a download database 227, configuration database
228, schedule database 229, activity database 230, and core
database 231, as may be useful for storing download and
configuration system data.

[0145] EGM layer 212 may comprise the EGMs 213 and
other configurable components like iViews and game control-
lers.

[0146] FIG. 2C shows a componentization of a download
and configuration system, according to one illustrated
embodiment.

[0147] The presentation layer includes the control panel
application 216. The control panel application 216 may be
loaded on control station 203 which may include a user inter-
face and display for user to manage the download and con-
figuration server system 201.

[0148] Thebusiness logic layer includes Download Service
and Logging. The Logging library may be used to store job
logs and may include storing error and debug logs.

[0149] The scheduler 221 may implement the shared base
classes for assignments and jobs, maintain the job queues,
and/or provide execution contexts for host-originated activi-
ties. The scheduler 221 may also include upkeep (e.g., flush)
of outdated job and job log entries.

[0150] G2S Host core 219 may provide the mechanisms to
separate protocol specifics from application logic. G2S Host
core may receive information from the application libraries
(e.g., Configuration), and may be utilized to implement the
interfaces that application and protocol components require
to fulfill their needs.

[0151] An option configuration handler 232 may be utilized
to implement the G28 class’s specific to the Option Configu-
ration context.

[0152] A download handler 233 may be utilized to imple-
ment the G2S class’s specific to the download context.
[0153] A download library 234 may be part of the library of
software packages available for download to EGM’s 213.
[0154] The SDDP 252 may be comprised of a Website
responsible for downloading software packages to EGMs
213.

[0155] The data access layer 222 may connect Web-based
structure and services with the download database 227. The
data access logic required for the download and configuration
system 201 to interact with the download database 227 may
be contained within the download Web service 236 (FIG. 2B).
The download Web service 236 may also provide structure
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and services for communicating download commands, such
as between the BCP 216 and a download handler 237 via the
executive component 220 (e.g., via an executive Web service
240).

[0156] A configuration Web service 238 (FIG. 2B) may
provide Web-based structure and services allowing the inter-
action with the configuration database 228. The data access
logic required for the download and configuration system 201
to interact with the configuration database 228 may be con-
tained within the configuration Web service 238. The con-
figuration Web service 238 may also provide Web-based
structure and service for communicating configuration com-
mands, such as between the BCP 216 and a configuration
handler 239 via the executive component 220 (e.g., via the
executive Web service 240).

[0157] A scheduler Web service 241 (FI1G. 2B) may provide
Web-based structure and services to consuming components
to allow the interaction with the schedule database 229. The
data access logic required for the configuration and download
system 201 to interact with the schedule database 229 may be
contained within the scheduler Web service 241.

[0158] A core Web service 242 may provide Web-based
structure and services to consuming components to allow the
interaction with the core database 231. The data access logic
required for the system to interact with the core database 231
may be contained within the core Web service 242.

[0159] An activity Web service 243 may provide Web-
based structure and services to consuming components to
allow the interaction with the activity database 230. The data
access logic required for the system to interact with the activ-
ity database 230 may be contained within the activity Web
service 243.

[0160] A security Web service 244 may provide Web-based
structure and services to consuming components to allow the
interaction with active directory 245 for security purposes
(e.g., authentication, verification, encryption, etc.). The secu-
rity Web service 244 may be used as a Web based interface for
retrieving and storing security data in the active directory 245
or other directories, databases or other security repositories.
[0161] Atthe Datalayer 224, the configuration schema may
implement the configuration database 228; download schema
may implement the download database 227; activity schema
may implement the logging database 230; core schema may
implement the translator or core 231 database; and schedule
schema may implement the schedule database 229.

[0162] FIGS. 2D and 2E show a download and configura-
tion server system network according to one illustrated
embodiment.

[0163] Download and configuration server network 201 isa
portion of slot management system 101 which provides a
suite of subsystems designed to provide customizable solu-
tions by allowing users to select products within the suite to
meet their needs for particular facilities, such as a casino
manager seeking to manage a single or multiple properties.
Download and Configuration (Download and Config) are two
of the subsystems offered in the suite that provides a user,
such as the Slot Operations staff, an efficient mechanism to
remotely configure electronic gaming machine (EGM) 213.
[0164] The Download and Config Software utilized
together with the apparatuses as shown in the figures may be
used to enable a casino Slot Operations staff to schedule and
change a game(s) on the casino floor from a keyboard.
[0165] Using the Control Panel (BCP) interface 203, the
staff may be able to schedule, configure, download and acti-
vate changes to games on the floor, without touching an EGM
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213 on the floor. Download and Config software application
may be loaded on control station 203 to enable the sending of
information over the casino network using G2S & HTTPS
standardized message protocols that manage the downloaded
content. From control station 203, a user, such as casino staff,
can change cabinet or game options, or games in EGMs 213.
There are numerous selections that the staff can schedule to
configure or make a minor change. Some examples of the
types of software that may be downloaded or options which
may be re-configured are:

Cabinet Options Game Options Download Options

Sound Game/Theme Change a game, theme, &/or
Reel spin speed Paytable paytable

Background color Denomination Change game operating
Attract mode system

[0166] Inorder to implement the download and configura-
tion features, one approach is to install slot management
system 101 at a facility, such as, for example, the Bally_Live
slot management system 101. The implementation of the
download and configuration features further contemplates the
implementation of server hardware and related equipment as
shown in the figures, and particularly FIGS. 2A-2E, including
software to perform the needed functions for communicating
relevant data and instructions, the implementation of down-
load ready EGMs 213, such as EGMs 213 with an Alpha
operating system with remote download and configuration
capability. An example system for implementing the down-
load and configuration network 201 may be a Bally One
System together with the Bally Live Floor program. Another
example implementation of the Download and Configuration
server network 201 may be in conjunction with other slot
management systems incorporating the Bally Live Core pro-
gram.

[0167] An example process for using the download and
configuration server network 201 is as follows: A casino
operator decides to change game themes on the Alpha V20D-
20 EGMs 247. The software game themes are located on the
SDDP Server 252. The Download management tools are
located on the Application/Database Server System 251. One
or more servers separate from the SDDP Server 252 contain
the game theme software, such as for security or redundancy
purposes. The Alpha EGMs 247 are identified on the casino
floor using the BCP 216. A Download management tool, such
as the BCP scheduler may be used through a menu to identify:
the date and time to download the game packages; the game
packages to send to the specific EGMs 213; the date and time
to automatically activate the games onthe EGMs 213 after the
download. At the selected date and time, the EGM 213 may
open communication with the Download Database 227. The
EGM 213 request software from the SDDP server 252. The
SDDP server 252 downloads the specified game information
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to the EGM 213 using a secure transmission protocol such as
HTTPS. The download to the EGM 213 may occur in the
background operation of the Alpha OS,; so that game play is
not interfered with. The EGM 213 may de-activate game
operation a pre-determined amount of time subsequent to the
last play on the EGM 213, such as five minutes, and issue a
message on one of its display panels that it is temporarily
offline, at which point the EGM 213 can initiate installation of
the downloaded software. A record of the transmissions and
corresponding activity of the EGM 213 is relayed to a retriev-
able storage on the network, such that a privileged user may
operate the BCP 216 to run the reports identifying the old and
new games, date changed, and by whom. User privileges may
be restricted as discussed previously to provide additional
levels of security and flexibility within the system and for the
casino operator or users of slot management system 101 and
download and configuration server network 201.

[0168] Example download and configuration components
that are shown in FIGS. 2D and 2E indicate a system that
supports up to 10 EGMs 213 through a single Cisco 2950
switch. As the number of EGMs 213 increase, the type and/or
number of servers, switches, firewalls, and pipelines may be
changed to accommodate higher traffic volumes and improve
or avoid degradation of performance. In an example embodi-
ment, the following apparatuses and software are incorpo-
rated.

[0169] An SDDP server 252, which includes a download
software library. The SDDP server 252 executes game server
software, and the download software library stores download
game software.

[0170] An application/database server 227 includes core
databases, and provides core services as well as download
services. The core databases may include a core database, a
meter database and an activity database. The core services
may include: communications, initiation and validation, cer-
tificate, IIS, MSMQ, DNS, DHCP, and active directory ser-
vices. The core services may also include: meter services,
activity services, cabinet services, and game play services.
The download services may include certificate, 1IS, MSMQ,
DNS, DHCP, and active directory services. The download
services may further include: a Web service, a configuration
Web service, a scheduler Web service, a download handler
Web service, an option configuration handler Web service and
a scheduler service.

[0171] A panel control (BPC) 203.

[0172] A G2S may include certificate, IIS, MSMQ, DNS,
DHCP, and active directory services. The G2S may also
include a SQL Report, Web Service, and delivery agent.
[0173] Download and configuration databases may
include: a download database, a configuration database and a
scheduler database.

[0174] An adaptive security appliance (ASA) may create a
firewall between back-end and floor systems. Such may pro-
vide proactive threat defense that stops attacks before they
spread through the network, controls network activity and
application traffic, and delivers flexible VPN connectivity.

Example Components

Example Hardware Example Software

SDDP server 252 (SDDP
252 may be placed on its

Pentium IV 2 GB RAM 100 GB  OS - Microsoft Windows 2003
SATA 2 NIC cards Microsoft SQL 2005

own server to comply with

some jurisdiction
requirements.)
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-continued
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Example Components Example Hardware

Example Software

Application Library
Server

Databases: * Scheduler *
Download * Configuration
Networking

SATA 2 NIC cards

SATA 2 NIC cards

Cisco 2950 Switch, 24-port
Cisco ASA 5510 (firewall)
CAT-5 cables 15 feet long 2
cables per EGM 213

Connecting wiring
between devices

Pentium IV 2 GB RAM 100 GB  OS - Microsoft Windows 2003
Microsoft SQL 2005
Pentium IV 2 GB RAM 100 GB  OS - Microsoft Windows 2003
Microsoft SQL 2005

[0175] FIG. 3 shows an exemplary download and configu-
ration use-based tree logic flow diagram, according to one
illustrated embodiment. The exemplary users shown in the
diagram have the following descriptive names: Reviewer,
Approver, Editor, Casino Manager, and Casino Analyst. The
Reviewer is a user who can view tasks that are only related to
view; this user doesn’t have the right to change anything in the
system. The responsibility of the Approver is to approve the
tasks that need to be approved by an additional user. The
Editor has the right to edit, view, set and cancel tasks. The
Casino Manager is a user who may or may not be directly
involved with day to day management of gaming terminals.
[0176] Approves changes to configuration, and views gam-
ing performance data. The Casino Analyst (i.e., performance
analyst) may generally report directly to the Casino Manager
and may be tasked with analyzing the financial performance
of the casino, including the network of electronic gaming
machines. After analysis, the Casino Analyst may produce a
list of recommendations to the Casino Manager designed to
optimize the electronic gaming network performance.
[0177] The following devices and systems may be included
within the described slot management network system and
may have the referenced capabilities:

[0178] EGM—G2S Protocol: An Electronic Gaming
Machine (EGM) 213 that implements the Game To Sys-
tem (G2S) protocol for download and configuration.

[0179] i1View—G2S Protocol: Device for player touch
point services.

[0180] It may be used to display marketing and player
tracking information. It may be incorporated within the net-
work to provide gaming independent of or incorporated with
an EGM 213. It has a separate network connection as indi-
cated in the prior figures.

[0181] 3rd Party Server: Third party server that provides
download and configuration management of non-G2S
EGM 213 devices. The Control Panel (BCP) 216 may
use an extension of System to System (S2S) protocol to
manage download and configuration of proprietary
EGMs 213 through the proprietary (3rd party) server.

[0182] Slot Management System: Central system
responsible for accounting, vouchering, player tracking,
etc. (e.g., Slot Data System).

[0183] FIG. 4 shows an exemplary download tree-logic
flow diagram for managing a software package library with
the SDDP 252, according to one illustrated embodiment. In
the illustrated example:

[0184] Install Package—A package is a transport con-
tainer designed to deliver one or more modules to a
downloadable device (like an EGM 213, iView or GC
hereafter referred to as EGM 213). This use case allows
users to install packages to the SDDP 252. This may

include three primary functions. 1) copy the packages
files themselves from the CD to the correct directories on
the SDDP 252; 2) update the SDDP 252 inventory tables
in the download database 227; and 3) log all of this
activity.

[0185] Uninstall Package—Removes the package from
the SDDP 252, updates the download database 227
inventory and logs the activity.

[0186] View Packages—This use case allows the users to
examine the packages that exist at the SDDP 252.

[0187] View Package Modules—This use case indicates
that users may view the modules contained in a package.

[0188] View Package Management [.ogs—All activities
like installing and uninstalling of packages are logged
by the system; this use case denotes the user’s ability to
review these logs.

[0189] Verify Packages—Check the hash values and cer-
tificates of the packages in the SDDP 252 directories to
confirm no tampering has occurred. Confirm that no
unauthorized packages exist on the SDDP 252.

[0190] FIG. 5 shows an exemplary download management
tree logic flow diagram, according to one illustrated embodi-
ment:

[0191] Create Download Assignment—Create an
assignment of packages(s) to a collection. A new assign-
ment is inactive, and has a default schedule of now, an
empty collection, and contains no packages.

[0192] Edit Download Assignment—Described in detail
below with regard to FIG. 6. This includes managing the
collection membership, what is assigned for download,
whether the assignment is active, and its schedule.

[0193] Download Views—Described in detail below
with regard to FIG. 8. Users can examine current EGM
213 inventory, the package library (via packages, or via
modules), pending jobs (scheduled, active assign-
ments), running jobs (changes in progress), and com-
pleted jobs.

[0194] Initiate Package Installation—When a package
has been distributed to one or more EGMs 213, the EGM
213 escrows the package, verifies it is what it is pro-
fessed to be, and awaits an “initiating event”. What that
means varies by jurisdiction; it may be an attendant
actionatthe EGM 213, at the system, or allowed to occur
automatically. This use case covers the concept that a
BCP user may manually initiate a package installation,
or it may be automated at the system level.

[0195] Purge—This refers to the function of purging old
assignments from the database Assignments are marked
deleted and may become invisible to the user interface
(UD) tools. Deleted assignments may be purged if they
were never active.
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[0196] Approve Assignment—This use case shows that
an assignment may be approved by an Approver. This is
a user with approval role in the system.

[0197] FIG. 6 shows an exemplary flow diagram for editing
download assignments, according to one illustrated embodi-
ment.

[0198] Manage Collection—A collection may be used by
more than one assignment. The user can modify the member-
ship of the collection:

[0199] Add and remove EGMs 213. Dynamic collection
may be allowed. These are based on matching some
criteria such as, for example, All EGMs 213 playing
nickel poker.

[0200] Inthe case of dynamic collections, Change how a
dynamic collection’s members are determined and Con-
vert a dynamic collection to a static one.

[0201] Managing a collection is described in more detail
below with regard to FIG. 7.

[0202] Set Collections—Choose which EGMs 213,
directly or via other collections that this assignment will
affect.

[0203] Add or Remove Package—The user can pick from
available packages and add them to the assignment for down-
load. The modules included within packages are also dis-
played for reference.

[0204] Edit Download Schedule—The user can edit sched-
uling options for download.

[0205] User can schedule a start date for download using
the BCP 216. It may be noted that the start date indicates the
date the download process begins. It may take indeterminate
amount of time for the downloaded package to be ready to be
installed on a given EGM 213. This is the case where down-
load occurs in a facility that is operating. If the facility is
shutdown at a selected point in time or if it is not yet opera-
tional, download may occur as rapidly as the throughput
pipelines and bandwidth of the servers and routers will allow
on the system. Also, according to one embodiment, to avoid
download conflict when multiple download assignments exist
for the same module type on an EGM 213, the assignment
with the latest creation date may take precedence.

[0206] Edit Install Schedule—The user can edit scheduling
options to install packages.

[0207] Edit Assignment Attributes—The user can edit the
name and description of an assignment. According to one
embodiment, one of the most important attributes is active.
Assignments can be created, edited, scheduled, and saved
without having them take effect. For an assignment to be
scheduled and affect the collection, it must be made active.
The user may also de-activate an assignment.

[0208] FIG. 7 shows an exemplary download and configu-
ration flow diagram for managing a collection, according to
one illustrated embodiment.

[0209] Create—Create an empty EGM collection. A col-
lection is a list of EGMs 213. A collection may also
include other collections. On the BCP 216 user interface
and display, these may be referred to as EGM groups.

[0210] Delete—Remove EGMs 213 or EGM collection
from a collection.

[0211] Edit—Add or remove EGMs 213 or EGM collec-
tion from a collection.

[0212] Duplicate—Make a copy of'an existing collection
and give it a new name.

[0213] View—View EGMs 213 or EGM collection.
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[0214] Purge—Remove a deleted collection from the
Database if it is unreferenced.

[0215] FIG. 8 shows an exemplary flow diagram of down-
load views, according to one illustrated embodiment.

[0216] View EGM Inventory—The user may select any
EGM within the currently selected download assign-
ment, and see the EGM module 213, component, and
package inventory.

[0217] Refresh Inventory—Force an Obtain inventory
job to run on the EGM 213 and update the BCP 216 to
display the newest data. Additionally and/or alterna-
tively the refresh inventory may report on differences
detected. Normally the DB inventory may be expected to
substantially match the actual EGM inventory.

[0218] View Available Modules—The download system
maintains a library of packages, which deliver (i.e.,
install or un-install) modules. The user can browse
which packages are available for download. According
to some embodiments, only the package(s) that are com-
patible with the referenced EGMs 213 are shown. In
other embodiments, other choices may be permitted,
like packages compatible with the reference EGM in a
collection.

[0219] View Available Packages—The download sys-
tem maintains a library of packages, which deliver (in-
stall or un-install) modules. The user can browse which
packages are available (in the library) for download. The
borne module(s) are displayed in association with each
available package, including any module or [hardware]
component that the package depends on for its installa-
tion to succeed.

[0220] View Download Jobs Status—This use case
allows the users to view the current status of download
jobs. The download jobs may have different status such
as, for example, Pending, Running or Completed. Indi-
vidual package downloads may, for example, have states
as defined by the G2S protocol that are sub states of the
pending jobs. The individual package downloads may
include, for example:

[0221] Pending Download Jobs: The host maintains a
job queue of upcoming download jobs, based on the
schedule. (e.g., an active download assignment sched-
uled to run in the future will have a pending job).

[0222] Running Download Jobs: The host monitors
download jobs that are in progress. This allows the
user to examine which jobs are currently running,
their status, and any log entries against that job. It is
noted that each assignment-level job may have one or
more EGM-level jobs. The user interface displays
such relationship by nesting EGM-level jobs under
each assignment-level job.

[0223] Completed Download Jobs: Once a job has
completed, the job and its log entries may be archived
for 180 days. The user can examine the history of
completed jobs for an assignment. Similarly to run-
ning jobs, each assignment-level job may have one or
more EGM-level jobs. The user interface may display
such relationship by nesting EGM-level jobs under
each assignment-level job.

[0224] Cancel Jobs—Informs the host system via the
BCP 216 to abort an existing job. Any new commands
for the JOB are not run. An attempt may be made to send
cancel commands to the EGM 213 if appropriate.
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[0225] FIG. 9 shows an exemplary flow diagram for man-
aging configurations, according to one illustrated embodi-
ment.

[0226] Create Configuration Assignment—A configura-
tion assignment supports the definition and scheduling
of EGM configuration changes. This use case identifies
different ways for the user to create new configuration
assignments.

[0227] Edit Configuration Assignment—Once created,
the configuration assignment provides powerful and
flexible means to manage the configuration of EGM
collections over time. The configuration assignment is
described in more detail below with regard to FIG. 10.

[0228] Configuration Views—Users may examine cur-
rent EGM settings, pending jobs (e.g., scheduled, active
assignments), running jobs (e.g., changes in progress),
and completed jobs. Configuration views are described
below in more detail with regard to FIG. 11.

[0229] Purge—This refers to the function of purging old
assignments from the database. Assignments may be
marked as deleted and become invisible to the Ul tools.

[0230] Approve Assignment—This use case shows that
an assignment is approved by an approver.

[0231] FIG. 10 shows an exemplary flow diagram for edit-
ing configuration assignments, according to one illustrated
embodiment.

[0232] Manage Collection—As described in detail
above with regard to FIG. 7, a collection may be used by
more than one assignment.

[0233] Set Collection—Specify the collection to be used
for an assignment.

[0234] Edit EGM Options—The user may select one or
more option groups for the assignment to affect, and edit
the options within each selected group. EGM options are
described with reference to FIG. 14.

[0235] Define Game Play Devices—User may create,
delete, or modify the game play device that is available
on the EGM 213. A game play device is defined as a
game theme and pay table with one or more denomina-
tions. For example, Alpha OS EGMs may support up to
100 game play devices. Each may have additional
options which can be configured directly at the EGM
213 or remotely through the BCP 216 once the Game
Play Device is defined on the EGM 213.

[0236] Edit Game Play Device Options—The user may
select one or more game devices to be activated by the
assignment, and edit the options within each device acti-
vated by the assignment.

[0237] Validate Assignment—Using configuration
assignments may provide a fully automate slot floor
reconfiguration such as, for example, defining a default
configuration, then overriding it for weekends or a holi-
day. Such may be accomplished by layering or stacking
assignments, which may be conflicting. The ‘validate
assignment” operation performs a conflict analysis that
reports on such conflicts and may be reportable in the
case of a conflict, such as at the BCP 216. It is noted that
by allowing dynamic collections or non-permanent col-
lections a point-in-time analysis is provided.

[0238] Edit Assignment Schedule—Configuration
assignment scheduling may advantageously be flexible.
In one embodiment the configuration assignment sched-
uling may be restricted as download assignments are.
Scheduling may be understood in terms of how the host
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arrives on proper EGM settings at a given moment in
time. Configuration assignments may be run in order of
schedule type such as, for example, Permanent, Perma-
nent with start date, Re-occurring Override and One
Time Override. Within the schedule types, the one with
the earlier start date goes first. Within matching start
dates, assignments with static collections run before
dynamic. If the assignments having matching start dates
also have matching collection types, the assignments
with earlier create dates run first. It is noted that in some
embodiments configuration assignments of permanent
and permanent with start date may include static collec-
tions.

[0239] Edit Assignment Attributes—Names and

description are editable. According to one embodiment,
an important attribute is Active. The user can create, edit,
schedule, and save assignments without having it take
effect. For an assignment to be scheduled and affect the
collection, the assignment is made active. The user may
also de-activate an assignhment.

[0240] FIG. 11 shows an exemplary flow diagram of con-
figuration views, according to one illustrated embodiment.

[0241] View EGM Options—Within the configuration

context, the user may select any EGM in the currently
selected assignment, and view the current settings for
that EGM.

[0242] View Game Play Device Options—View the

options which have been set for each individual game
play device on an EGM.

[0243] Refresh Options—From the BCP 216, a user may

instruct the host to re-obtain the configuration options
from an EGM. These are compared to the current set-
tings and differences may be noted. Normally the host
may have an exact copy in its DB as changes are to be
reported to the host according to GSA G2S.

[0244] View Configuration Jobs Status—This use case

allows the users to view the current status of Configura-
tion jobs. The configuration jobs can have different sta-
tus like Pending, Running or Completed. Pending jobs
will have a sub-status of the configuration set itself as
defined by the G2S protocol.

[0245] Pending Configuration Jobs—The host maintains

a job queue of upcoming configuration jobs, based on
the schedule. For example, an active recurring assign-
ment may have a job pending, scheduled for the next
occurrence. When that job runs, a new pending job is
created for that assignment.

[0246] Running Configuration Jobs—The host monitors

configuration jobs that are in progress. This allows the
user to examine which jobs are currently running, their
status, and any log entries against that job. Note that each
assignment-level job may have one or more EGM-level
jobs. The user interface is operable to display this rela-
tionship by nesting EGM-level jobs under each assign-
ment-level job.

[0247] Completed Configuration Jobs—Once a job has

been completed, the job and its log entries may be
archived for 180 days. The user can examine the history
of completed jobs for an assignment. Similarly to run-
ning jobs, each assignment-level job may have one or
more EGM-level jobs. The user interface may display
this relationship by nesting EGM-level jobs under each
assignment-level job.
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[0248] Cancel Jobs—A user may cancel pending jobs
and, in response, the system may discontinue the pend-
ing jobs if they are in progress. If possible, the system
will also send the cancel command for each open con-
figuration set.

[0249] Clear Override—An optional item is considered
overridden if it has been changed via the machine’s
touch screen menus. In this case the host receives an
unsolicited optionList to report the changes. The host
will respect these overridden settings, even if a subse-
quent assignment would modify them, until such time as
the user clears the override via this function.

[0250] View Configuration Assignment—A user may
view but not modify the configuration assignment. This
may be a read only version of the complete wizard or it
may be just a view of the review page of the wizard.

[0251] FIG. 12 shows an exemplary flow diagram for man-
aging reports, according to one illustrated embodiment.

[0252] View Report—This use case may be used to view
reports from the Report user interface.

[0253] Print Report—This use case may be used to print
reports from Report user interface.

[0254] Export Report—This use case may be used to
export reports via the Report user interface.

[0255] FIG. 13 shows an exemplary flow diagram for
communicating (interacting) with EGMs 213, according
to one illustrated embodiment.

[0256] Handle New Connection—When a G2S EGM
first comes up, it will connect to a host address set
manually at the EGM 213 or discovered via DNS or
LDAP. This use case addresses the initial configuration
activities that take place when the host accepts a new
connection. For download and configuration, each han-
dler listens for the commsStatus event and proceeds
from there. By the time commsStatus says open, the
initial handshake with the rest of the floor system may be
completed and the EGM 213 may exist in the core data-
base 231.

[0257] Obtain Configuration—FEach EGM reports its
current configuration settings, and reports the options it
supports along with the range of valid settings for each
option.

[0258] Obtain Inventory—EGMs 213 may report hard-
ware and software inventory to the system.

[0259] Execute Configuration Jobs—Such is described
in detail below with reference to FIG. 14.

[0260] Execute Download Jobs—Such is described in
detail below with reference to FIG. 15.

[0261] FIG. 14 shows an exemplary flow diagram for
executing configuration jobs (assignments), according
to one illustrated is shown:

[0262] Set Game Play Device—Send the sequence of
commands used to define games on the EGM 213 as
defined by the configuration assignment.

[0263] Set Configuration Change—Send the sequence
of commands used to set options for all devices except
game play devices as defined by the configuration
assignment.

[0264] Set Game Play device options—Send the
sequence of commands to set options for all game play
devices as defined by the configuration assignment.
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[0265] Unsolicited Option List—Handle an unsolicited
OptionList command from an EGM. This command
may cause the setting of EGM overrides in the configu-
ration database 228.

[0266] Unsolicited Option Change—Handle an unsolic-
ited Option Change command from an EGM. This may
be logged as warning.

[0267] Cancel Option Change—When reviewing job
status, a user may choose to cancel any job that has not
completed. The host may send the required commands
to the EGM 213 to cancel this job. If the job completes
before this happens the cancel may fail.

[0268] FIG. 15 shows an exemplary flow diagram for
executing download jobs (assignments), according to one
illustrated embodiment.

[0269] Download Package—Carry out the sequence of
commands required to move the package from the
SDDP 252 to the EGM 213 escrow area.

[0270] Install Package—When a package has been
downloaded to one or more devices, the device escrows
the package, verifies it is what it is professed to be, and
awaits an “initiating event”. In some embodiment the
initiating event may be an attendant action at the EGM
213, at the system, or allowed to occur automatically.
This use case covers the concept that a BCP user may
manually initiate a package installation, or it may be
automated at the system level to carry out the sequence
of command required to install the package on the EGM
213.

[0271] Cancel Download Jobs—When reviewing job
status, a user may choose to cancel any job that has not
completed. The host may send the required commands
to the EGM 213 to cancel this job. If the job completes
before this happens the cancel will fail. Some EGMs 213
may not support canceling a download in midstream. If
so, they will report this error and it will be displayed in
the job status for the cancel job.

[0272] FIG. 16 shows an exemplary flow diagram for han-
dling configuration jobs (assignments), according to one
illustrated embodiment.

[0273] FIG. 17 shops an exemplary flow diagram for han-
dling download packages, according to one illustrated
embodiment.

[0274] FIG. 18 shows an exemplary block diagram of a
control panel 216 componentization, according to one illus-
trated embodiment. In one embodiment, the Control panel
216 (BCP) is a window’s forms Smart Client application that
operates on control station 203 which may, for example, be a
Pentium PC with a Microsoft Windows operating system or a
Linux-based operating system with windows. The BCP 216
Application may encapsulate all the functionality to support
the command and control portions of the download and con-
figuration features of the project. The BCP 216 provides
operators with an interface to remotely specify and control
download and configuration functions for the EGM 213 or
devices acting as EGMs 213 such as, for example, an [View or
Game Controller. The BCP 216 also provides regulators and
managers with the ability to review and approve these func-
tions. The BCP 216 combines the functions of Download and
Configuration into one application since they may be tightly
linked and the metaphors or concepts used to make them
visible to users may be substantially the same. Some terms
associated with Download and Configuration are Named Col-
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lections, Assignments, Jobs, Manual Overrides, Notifica-
tions, Packages, Device Classes, Game Play Devices, Option
Groups, and Option Items:

[0275] Named Collection: A set of EGMs 213 can be
treated as or operated on as group in a manner similar to
an Email Group.

[0276] Assignment: A set of download or configuration
instructions grouped together as a “document” that can
be saved, recalled, and reused. Common to Download
and Configuration assignments are a name, description,
and a group of EGMs 213 the assignment will apply to.
A schedule may be attached to any assignment as well.

[0277] Download Assignment: An assignment that lists
the packages that should be downloaded to the EGMs
213 in the assignment’s collection as well as the instal-
lation rules to use.

[0278] Configuration Assignment: An assignment that
lists the configuration options to be set on the EGMs 213
in the assignment’s collection includes option items in
option groups for ordinary device classes as well as
G2S_gameplay device option groups.

[0279] Job: Encapsulation of the data and commands
used to carry out an assignment. An assignment job will
normally be split in to EGM jobs for each EGM refer-
enced by the assignment.

[0280] Manual Overrides: If an operator opens the game
cabinet and sets configuration options via the menus,
these options are considered overridden by the EGM 213
and may retain their settings unless the override is
explicitly cleared via an interface in the BCP 216.

[0281] Notifications: Any tasks or results that must be
displayed to the user. In some embodiments, notifica-
tions require action of some sort such as, for example,
approval. In other embodiments, notifications can sim-
ply be acknowledged. For example, if a download is
saved and ready to run, it may first require regulator
approval. The regulator can look in the notifications list,
examine this entry, and approve or deny it.

[0282] Package: A structured file containing header
information and the downloadable payload. This pay-
load could be a Game OS, Game Theme, Removal
Scripts, or any set of modules defined by the manufac-
turer. Packaged are stored on the Software Download
Distribution Point (SDDP 252)

[0283] Device Class One of the predefined G2S device
classes such as G2S_cabinet or G2S_gamePlay.

[0284] Game Play Device: A type of Device Class rep-
resenting a game bundle or combination that is ulti-
mately selectable by a player on the EGM 213. A Game
Play device specifies a particular theme, pay table and
denomination list.

[0285] Option Group: Each device class may have many
option items which are arranged into named option
groups.

[0286] Option Item: The root level configurable item.
Option items are defined to have among other things an
1D, name, type, value, default value, min and max val-
ues. Option items may also include a list of values. For
example, “car_color” might have the values “red” and
“gold”. One embodiment of the user interface is mod-
eled after many common windows applications with
dockable panes to show items one can navigate on or to
display options. Another embodiment of the user inter-
face includes a document area much like Visual Studio
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for displaying things like assignments that can be saved.

The main windows or pains are listed in the composition

section below.
[0287] The BCP 216 is a smart client application that may
depend on the Dot Net 2.0 or similar framework. It may be
deployed via the Systems Web site. Any software dependen-
cies may be automatically downloaded with the application.
The BCP 216 may run on Windows 2000 or newer OS
machines. In one embodiment, as illustrated in FIG. 18, the
BCP 216 communicates with the rest of the download and
configuration network system solely through Web Services
223. The BCP 216 may, for example, utilize the Dot Net 2.0,
Infragistics 5.3, and various conventional utility DLLs. These
may be automatically downloaded and installed as part of an
initial deployment on control station 201. In order to operate
with the Web-based services, control station 201 may be
connected to the Web and the BCP 216 application may be
ableto reach the Web server running said Web-based services.
A user with proper credentials may be required to log in. Also,
the workstation (control station 201) upon which the BCP
216 application is operating may need to be registered with
the system (or identifiable as an authorized apparatus and/or
software) via the System Web site before it may be allowed to
connect.
[0288] The following are exemplary windows of the BCP
216 application that may be available.

[0289] EGM Navigator: A list of EGMs 213 that can be
selected or dragged onto other windows.

[0290] Collection Navigator: List of named collections
that have been saved

[0291] Override Navigator List of EGMs 213 with a
current Manual override in affect.

[0292] Assignment Navigator: List of assignments that
have been saved.

[0293] Inventory Pane: Show full details of one or more
selected EGMs 213.

[0294] Find Results: Shows results of a search function.

[0295] Activity Pane: Show log of what’s occurred since
the application has launched. May also provide access to
transaction logs throughout the system for selected peri-
ods of time including tracing activity related to a specific
EGM, specific server, or any other network connected
device receiving and/or transmitting data or instructions.

[0296] Download Assignment Wizard: Allows user to
specify a download assignment. For example, the down-
load assignment wizard may have panes such as: Iden-
tity, Packages, Schedule, and Review.

[0297] Configuration Assignment Wizard: Allows user
to specify a configuration assignment. For example, the
configuration assignment wizard may have panes such
as: Identity, Device Options, Game Bundles, Schedule,
and Review.

[0298] Floor Layout: A visual representation of the floor
that can be used for navigation and selection in a manner
equivalent to the EGM 213 navigator.

[0299] Notifications Tab: List of notifications for the cur-
rently logged in user.

[0300] Schedule Tab: Allows user to review jobs, see
their status and or progress.

[0301] The application may also have a menu bar, tool-
bar, and status bar. Other dialogs such as an about box,
logon dialog, change password dialog and error dialogs
may be included.
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[0302] In an example embodiment, the BCP 216 interacts
directly with the following Web-based services: Activity,
User Authentication, Download, and Configuration.
[0303] In addition to the Web Services 223, the BCP 216
may require file system access for local debug/trace logging.
It may have no direct Database access. It may be capable of
printing but does not require a printer to perform its functions.
The BCP 216 uses the tradition .net processing model.
[0304] FIG. 19 shows an exemplary block diagram of a
download handler 233, according to one illustrated embodi-
ment. The responsibilities of the Download handler 233 may
include the following.

[0305] Poll for job requests

[0306] Translate job requests to G2S download class

commands

[0307] Send G2S host command to destination EGMs
213

[0308] Process G2S command responses from EGMs
213

[0309] Process G2S events

[0310] Update job status

[0311] Update EGM State through Data Access Layer
222

[0312] In an example implementation, communication

with EGM devices may be exclusively via G2S messages, and
there may not be a connection with BCP or other clients
which create work requests. The Download handler 233 may
be a Net assembly. The assembly may be loaded by the G2S
Engine 280 and may run in the context of this process (ser-
vice).

Subcomponent Description
Configuration Private storage of settings, limits and constants.
Job Reader Poll work queue from data tier

Protocol Translator
G2S Message Handlers

Transform job context to G2S commands
Process responses from EGMs to G2S host

commands

Event Handlers Process exceptions and state changes from
EGMs

Logging Output of event and diagnostics

Controller Controls the processing

[0313] The Download handler 233 may interact with the

Data Tier 224, G2S Core, Activity (EGM events), and
Microsoft Enterprise Library Logging components. In an
example embodiment, there is no direct interaction to/from
the end users. Job requests may be output to the database
(Data Access Layer 222) and polled by the Download com-
ponent.
[0314] Example resources for the Download handler 233:
[0315] CPU The Download handler may not require a dedi-
cated processor. CPU utilization may be proportional to the
quantity of messages processed. The traffic pattern of
download messages may be a “burst” pattern where aver-
age/mean traffic is minimal, but peak message rates can be
high.

[0316] Generally, the Download handler may not require
more than a single processor, but during peak download
message peaks the G2S server may be processor con-
strained and enhancements may be anticipated for the
G2S Engine to scale the application across multiple
servers.
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[0317] Disk In anexample embodiment, the download han-
dler does not directly access disk resources. The Download
handler interfaces to the Data Access Layer, Activity and
Logging. Only minimal disk space for the assembly file
(.dll) may be required.

[0318] Network In an example embodiment, the download
handler does not directly access network resources. The
messages sent to/from EGMs are normally small and don’t
consume significant network resources apart from the
bandwidth that may be required to download/update pack-
age files from the Download Services Point.

[0319] The Data access layer 222 may store configuration

and state information for the objects being managed by the

download handler. Configuration files may be used to store all
persistent data that is not stored in the Data tier 224. The
distinction between storing a value in the configuration files

instead of adding the element to the Data access layer 222

database and interface(s) can be arbitrary. For example, if

there is arequirement to limit the maximum size for a package
this value could be added to the Data access layer 222, or
stored in a configuration file.

[0320] The configuration files may include, but are not

limited to, values for: 1) settings required for testing; 2) limits

and constraints; 3) constants.

[0321] The hierarchy for a value stored in a configuration

data store may be: 1) File; ii) Section; and iii) Key/Value pairs.

[0322] Programmatic access to the configuration files may,

for example, be with the Microsoft.Practices.Enterprisel.i-

brary.Configuration namespace classes. These classes allow a

single application to use multiple configuration files, and for

multiple applications to share common configuration files.

The details of the data store implementation are hidden from

the Download component.

[0323] In an example embodiment, the Download handler

233 does not receive work requests directly from the Control

panel 216 (BCP) client or the scheduling component. These

components add/moditfy job records in the database via the

Data Access Tier. The Download Service may have a sub-

component that will poll the job data via the Data Access Tier

and update job status

[0324] The interface between the Download Service and

the Data tier 224 is a Web service. The required methods for

polling and updating the job data may include: 1) Getlob-

List—A collection of all job requests. The method includes

filtering parameters; 2) GetJob—Get a single job request; and

3) UpdateJob—Change the status of a job request.

[0325] The G2S Core may provide communication

between the Download Service and the EGM 213 devices.

Host commands may be sent from the Download Service to

an EGM via the G2S Core Interface, and the G2S Core

Interface may provide the response from the EGM 213. The

G2S Core component(s) may provide persistent storage.

[0326] From G2S Message Protocol Download Class Draft

v0.8 (hereby incorporated by reference), the requirements

implicitly mandate that this interface provide the capability to
send the following G2S host commands to an EGM:

[0327] Enable/Disable EGM download (setDownload-
Status)
[0328] Refresh EGM Enable/Disable State (getDown-

loadStatus)

[0329] Refresh EGM Download Profile (getDownload-
Profile)

[0330] Download Package To EGM (addPackage)

[0331] Create Package For Upload (createPackage)
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[0332] Upload Package From EGM (updatePackage)

[0333] Delete Package From EGM (deletePackage)

[0334] Refresh Package Status (getPackageStatus)

[0335] Refresh EGM Package List (getPackageCon-
tents)

[0336] Refresh all EGM Packages Status (getPackage-
List)

[0337] Refresh Package Log Status (getPackagel .ogSta-
tus)

[0338] Refresh Current Package Log(getPackagel.og)

[0339] Set EGM Package Installation Script (setScript)

[0340] Remove Script from EGMs List of Scripts (de-
leteScript)

[0341] Authorize Script (authorizeScript)

[0342] Refresh EGM Script Status (getScriptStatus)

[0343] Refresh EGM Script List (getScriptList)

[0344] Refresh EGM Script Log Status (getScript-

LogStatus)

[0345] Refresh EGM Script Log(getScriptlog)
[0346] Refresh EGM Module List (getModuleList)
[0347] Each of the above G2S host commands may need a

response and the server system 201 may utilize handler(s) to
process the EGM 213 response.

[0348] The Download Service may “register” to receive the
following Events: a) G2S_DLX (download exceptions).
There are approximately 25 DLX events to be handled, and b)
G2S_DLE (download events). There are approximately 30
DLE events to be handled.

[0349] The events indicate a change in the state of process-
ing an SMP (Service Management Platform) command by an
EGM 213. The processing of these events will update the
database via the Data Access Layer interface. The processing
actions are specified in the sequence diagrams for the down-
load class commands.

[0350] The Data tier 224 provides an API (Application
Program Interface) between the Download Service compo-
nent and the database for storing the configuration/state infor-
mation of the objects being managed by slot management
system 101, and the “job” information that is the primary
input source for the Download Service. Because these two
sets of data objects (i.e., config/state and job) may be loosely
coupled, they may be implemented as separate classes.
[0351] All download class command responses from the
EGMs 213 may result in a database operation through the
Data access layer 222, excluding event class commands,
which may be processed through the Activity Interface inde-
pendently of the Download Service. The methods required
may correlate directly with the EGM 213 command
responses except as noted. The required methods for process-
ing command responses from the EGM 213 may include:

[0352] DownloadStatus
[0353] DownloadProfile
[0354] PackageStatus
[0355] PackageContents
[0356] Packagel.ist (Collection of PackageStatus
Nodes)

[0357] Packagel.ogStatus
[0358] Packagel.ogl.ist
[0359] ScriptStatus
[0360] ScriptList
[0361] ScriptlogStatus
[0362] Scriptloglist
[0363] ModuleList
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[0364] The implementation of the Data access layer 222
interfaces may be a “synchronous” transaction, meaning that
the success/failure of the database operation is included in the
response.
[0365] In an example embodiment, some Business Rules
include: a) an event record may be created for every request/
response process with an EGM, via the Activity Web Service
243; b) package sizes may be limited to a configurable maxi-
mum size; and ¢) the OptionConfig handler may replicate the
required EGM data from the Core database 231 to the Con-
figuration database 228 in order to support reporting.
[0366] The Download handler 233 may consist of a single
Net assembly file. This assembly may be deployed to the disk
location required by the G2S Engine 280.
[0367] FIG. 20 shows an exemplary block diagram of a
configuration handler 232, according to one illustrated
embodiment. Example responsibilities of OptionConfig han-
dler may include:

[0368] Received unsolicited messages from EGMs 213

[0369] Persist the data the from the unsolicited messages

to the Config Database

[0370] Manage and route G2S Messages
[0371] Process G2S command responses from EGMs
213
[0372] Process G2S events
[0373] Update job status
[0374] Example Constraints may include: a) communica-

tion with EGM devices may be exclusively via G2S mes-
sages; and b) there may be no connection with BCP or other
clients which create work requests.

[0375] An example Composition may include:

Subcomponent Description

Configuration

Job Reader
Protocol Translator
G28 Message

Private storage of settings, limits and constants.
Poll work queue from data tier

Transform job context to G2S commands
Process responses from EGMs to G2S host

Handlers commands

Event Handlers Process exceptions and state changes from EGMs
Logging Output of event and diagnostics

Controller Controls the processing

[0376] The OptionConfig Service component may interact

with the Data tier 224, G2S Core and the Activity (EGM
events) components. The Data access layer 222 may store
configuration and state information for the objects being
managed by slot management system 101.

[0377] Configuration files may be used to store all persis-
tent data that is not stored in the Data tier 224. The distinction
between storing a value in the configuration files instead of
adding the element to the Data Access Layer database and
interface(s) can be arbitrary. For example, ifthere is a require-
ment to limit the maximum size for a package this value could
be added to the Data Access Layer, or stored in a configura-
tion file. The configuration files may include, but are not
limited to, values for: 1) settings required for testing; 2) limits
and constraints; and constants

[0378] Programmatic access to the configuration files may
be with the .Net Framework 2.0 System, incorporated by
reference herein. Configuration namespace classes and the
Microsoft Practices, Enterprise, Library: Common Configu-
ration classes, are all incorporated by reference herein. These
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classes allow a single application to use multiple configura-
tion files, and for multiple applications to share common
configuration files.

[0379] Inanexample embodiment, the Option Config han-
dler does not receive work requests directly from the Control
panel 216 (BCP) client or the scheduling component. These
components add/moditfy job records in the database via the
Data Access Tier. The Download Service may have a sub-
component that will poll the job data via the Data Access Tier
and update job status.

[0380] The interface between the Option Config Service
and the Data tier 224 may be a Web service. Methods for
polling and updating the job data may include: a) Getlob-
List—A collection of all job requests. The method includes
filtering parameters; b) GetJob—Get a single job request; and
¢) UpdateJob—Change the status of a job request.

[0381] The G2S Core may provide the communication
between the Option Config Service and the EGM 213
devices. In which case, Host commands may be sent from the
Option Config Service to an EGM via the G2S Core.

[0382] According to some embodiments, the Option Con-
fig Service may “register” to receive the following Events: a)
G2S_DLX (download exceptions). For example, there may
be 25 DLX events to be handled; and b) G2S_DLE (download
events). For example, there may be 30 DLE events to be
handled.

[0383] The events may indicate a change in the state of
processing an SMP (Service Management Platform) com-
mand by an EGM. The processing of these events will update
the database via data access layer 222 interface. The process-
ing actions may be specified in the sequence diagrams for the
download class commands.

[0384] The Data tier 224 provides an API (Application
Program Interface) between the OptionConfig Service com-
ponent and the database for storing the configuration/state
information of the objects being managed by slot manage-
ment system 101, and the “job” information that may be the
primary input source for the Download Service. Because
these two sets of data objects (config/state vs job) may be
loosely coupled, they may be implemented as separate
classes.

[0385] All Option Config class command responses from
the EGMs 213 may result in a database operation through data
access layer 222. The methods may correlate directly with the
EGM 213 command responses except as otherwise noted.
According to one embodiment, the methods for processing
command responses from the EGM 213 may include:

[0386] optionList
[0387] optionChangeStatus
[0388] setOptionConfigStatus
[0389] getOptionList
[0390] setOptionChange
[0391] cancelOptionChange
[0392] authorizeOptionChange
[0393] getOptionChangel.ogStatus
[0394] getOptionChangel.og
[0395] FIG. 21 shows an exemplary block diagram of a

scheduler service 221, according to one illustrated embodi-
ment. The Scheduler (Scheduler Service) 221 may be imple-
mented as an executable program. According to one embodi-
ment, there may be two types of Scheduling: Download
Scheduling and Config Scheduling.

[0396] Configuration assignments may be run in order by
schedule type: Permanent, Permanent with start date, Re-
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occurring Override, One Time Override. Within a schedule
type, the assignment with the earlier start date may be initi-
ated first. Within matching start dates, assignments having
static collections may be initiated before dynamic; if still tied,
those assignments with earlier create dates may be initiated
first. Configuration assignments of permanent and permanent
with start date may include static collections.

[0397] Download Scheduling gets the start date that down-
load process begins. It may take an indeterminate amount of
time for the downloaded package to be ready to be installed
ona given EGM. Also, to avoid download conflict, if multiple
download assignments exist for the same module type on an
EGM, the assignment with the latest creation date takes pre-
cedence.

[0398] The Scheduler may be reliant upon the Schedule
database 229.

[0399] An example Scheduler Composition may include:

Subcomponent Description

Error Handlers
Logging

Process and gracefully handle exceptions
Output of event and diagnostics

[0400] Exemplary Interactions may include: 1) scheduler
listens to Schedule database 229; 2) scheduler interacts with
Schedule Web service; 3) the Web Service may, for example,
include a Windows Server version 2000 or 2003 (hereby
incorporated by reference) with the following Windows com-
ponents running: a).net Framework version 2.0 and/or b)
Internet Information Server (IIS 260)

[0401] Processing—The Scheduler service 221 may query
the Schedule database 229 for jobs that are scheduled to be
run. The Scheduler may initiate the processing of the jobs by
notifying the GUI Download Web Service 262 or the GUI
Configuration Web Service 264.

[0402] Interface/Exports—The Scheduler service 221 may
consume the Activity Web Service 243 to log its processing
events. The Scheduler service 221 may also interact with the
Schedule SQL database with ActiveX Data Objects (ADO)
commands.

[0403] FIG. 22 shows an exemplary block diagram ofa user
interface download Web service 262 according to one illus-
trated embodiment.

[0404] Classification—Web Service

[0405] Definition—The Web Service may expose Web
Methods to consuming components to allow the interaction
with the Download database 227.

[0406] The data access logic for the BCP 216 to interact
with the Download database 227 may be included within the
Download Web service 236.

[0407] The GUI Download Web Service 262 may be
responsible for interacting with the Data tier 224 for those
components that are consuming its exposed methods.

[0408] The BCP 216 may consume this Web Service and
utilize its Web Methods to create and read necessary Down-
load data in the database.

[0409] The GUI Download Web Service 262 may be used
by the BCP 216 as a communication layer with the Download
database 227.

[0410] Example Constraints may include: 1) consuming
components may need to communicate via the Simple Object
Access Protocol (SOAP) in order to consume the Web Ser-
vice; 2) the Web Service may publish a Web Service Descrip-
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tion Language (WSDL) to describe the Web service, the
message format and protocol details; and 3) the Web Service
may return its requested results in the form of a Serialized
DataSet.

[0411] An example Composition may include:
Subcomponent Description
SOAP Proxy Communication

Data Access Handlers  Process requests made by consuming
components by communicating with the database
with ActiveX Data Objects (ADO) logic

Error Handlers Process and gracefully handle exceptions

Logging Output of event and diagnostics
[0412] Example Interactions may include:
[0413] The GUI Download Web Service 262 may inter-

act specifically with the Control panel 216 (BCP) via
Simple Object Access Protocol (SOAP).

[0414] The GUI Download Web Service 262 may inter-
act with the Download SQL database with ActiveX Data
Objects (ADO) logic.

[0415] The Web Service may, for example, include a
Windows Server version 2000 or 2003 with the follow-
ing Windows components running: a) .net Framework
version 2.0 and/or b) Internet Information Server (IIS
260)

[0416] Processing—The GUI Download Web Service 262
may process requests made by consuming components. The
requests may be made by the consuming component calling
the GUI Download Web Service 262 exposed Web Methods.
A successful request may be dependent upon the consuming
component calling a Web Method by supplying the appropri-
ate query parameters as dictated by the Web Service Descrip-
tion Language (WSDL) file. The Web Service processes the
request by executing its embedded Business Logic while
logging exceptions and events. The resulting output is
returned to the consuming component.

Interface/Exports

[0417] The GUI Download Web Service 262 may consume
the Activity Web Service 243 to log its processing events. It
may also interact with the Download SQL database with
ActiveX Data Objects (ADO) commands. Its capabilities
may be exposed as Web Methods which are accessed via the
Simple Object Access Protocol (SOAP).

[0418] FIG. 23 shows an exemplary block diagram ofa user
interface configuration Web service, according to one illus-
trated embodiment.

Classification—Web Service

[0419] Definition—This Web Service may expose Web
Methods to consuming components to allow the interaction
with the Configuration database 228. The data access logic
used for the BCP 216 to interact with the Configuration data-
base 228 may be arranged within the Configuration Web
service 238.

[0420] The Configuration Web service 238 may be respon-
sible for interacting with the Data tier 224 for those compo-
nents that are consuming its exposed methods.

[0421] The BCP 216 may consume the Configuration Web
service 238 and utilize its Web Methods to create and read
necessary Option Configuration data in the database.
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[0422] The Configuration Web service 238 may be advan-
tageously used by the BCP 216 as communication layer with
the Configuration database 228.

[0423] Example Constraints may include: 1) consuming
components may communicate via the Simple Object Access
Protocol (SOAP) in order to consume the Web Service; b) the
Web Service may publish a Web Service Description Lan-
guage (WSDL) to describe the Web service, the message
format and protocol details; and c¢) the Web Service may
return its requested results in the form of a Serialized DataSet.

[0424] An example Composition may include:
Subcomponent Description

SOAP Proxy Communication

Data Access Process requests made by consuming components
Handlers by communicating with the database with ActiveX

Data Objects (ADO) logic

Error Handlers Process and gracefully handle exceptions

Logging Output of event and diagnostics
[0425] Example Interactions may include:
[0426] The GUIConfiguration Web Service may interact

with the Control panel 216 (BCP) via Simple Object
Access Protocol (SOAP).

[0427] The Configuration Web service 238 may interact
with the Configuration SQL database with ActiveX Data
Objects (ADO) logic.

[0428] The Web Service may, for example, include a
Windows Server version 2000 or 2003 with the follow-
ing Windows components running: a) .net Framework
version 2.0 and/or b) Internet Information Server (IIS
260).

[0429] The GUI Configuration Web Service may process
requests made by consuming components. The requests may
be made by the consuming component calling the GUI Con-
figuration Web Services exposed Web Methods. A successful
request may be dependent upon the consuming component
calling a Web Method by supplying the appropriate query
parameters as dictated by the Web Service Description Lan-
guage (WSDL) file. The Web Service processes the request
by executing its embedded Business Logic while logging
exceptions and events. The resulting output is returned to the
consuming component.

[0430] Example Interface/Exports may include:

[0431] The GUI Configuration Web Service may con-
sume the Activity Web Service 243 to log its processing
events. It may also interact with the Configuration SQL
database with ActiveX Data Objects (ADO) commands.
Its capabilities may be exposed as Web Methods which
are accessed via the Simple Object Access Protocol
(SOAP).

[0432] FIG. 24 shows an exemplary block diagram of a
scheduler Web service 241, according to one illustrated
embodiment.

Classification—Web Service

[0433] Definition—According to one embodiment, the
scheduler Web service 241 exposes Web Methods to consum-
ing components to allow the interaction with the Scheduler
database. The data access logic used for the Scheduler to
interact with the Scheduler database may be included within
the Scheduler Web service 241.
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[0434] Exemplary Constraints may include: 1) consuming
components may communicate via the Simple Object Access
Protocol (SOAP) in order to consume the Web Service; 2) the
Web Service may publish a Web Service Description Lan-
guage (WSDL) to describe the Web service, the message
format and protocol details; and 3) the Web Service may
return its requested results in the form of a Serialized DataSet.

[0435] An example Composition may include:
Subcomponent Description

SOAP Proxy Communication

Data Access Process requests made by consuming components
Handlers by communicating with the database with ActiveX

Data Objects (ADO) logic

Error Handlers Process and gracefully handle exceptions

Logging Output of event and diagnostics
[0436] Example Uses/interactions may include:
[0437] The Scheduler Web service 241 interacts specifi-

cally with the Scheduler component via Simple Object
Access Protocol (SOAP).

[0438] The Scheduler Web service 241 interacts with the
Scheduler SQL database with ActiveX Data Objects
(ADO) logic.

[0439] Example platform for the Web Service may
include a Windows Server version 2000 or 2003 with the
following Windows components running a) .net Frame-
work version 2.0 and/or b) Internet Information Server
IS 260).

[0440] Example Processing may include:

[0441] The Scheduler Web service 241 may process
requests made by consuming components. The requests
are made by the consuming component calling the
Scheduler Web service 241 exposed Web Methods. A
successfully request may be dependent upon the con-
suming component calling a Web Method by supplying
the appropriate query parameters as dictated by the Web
Service Description Language (WSDL) file.

[0442] The Web Service may process the request by
executing its embedded Business Logic while logging
exceptions and events. The resulting output may return
to the consuming component.

[0443] Example Interface/Exports may include:

[0444] The Scheduler Web service 241 may consume the
Activity Web Service 243 to log its processing events. It
may also interact with the Scheduler SQL database with
ActiveX Data Objects (ADO) commands. Its capabili-
ties may be exposed as Web Methods which are accessed
via the Simple Object Access Protocol (SOAP).

[0445] FIG. 25 shows an exemplary block diagram of an
executive unit, according to one illustrated embodiment.
According to one embodiment, the responsibilities of the
Executive component may include: 1) receive job notifica-
tions from the Scheduler; 2) determine destination G2S Host
for a given EGM assignment; 3) deliver an assignment job to
the destination G28S Host; 4) receive status updates from G2S
Hosts; 5) update job assignment status in the data store (via
Web Services 223 Tier); 6) manage workflow of job and job
steps; and 7) automatic recovery of work flow processing
upon start up.

[0446] Example Constraints may include: a) there may be
no direct connection with the Presentation Layer (BCP) or
EGM devices and/or b) inter-server communications may be
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secure. For example, a Secure Sockets Label (SSL) Web
service is one approach to provide secure communications.
[0447] An example Composition may include:

[0448] The Executive component may be multiple com-
ponents. Deployment may include an executable pro-
gram deployed as, for example, a Windows Service, IIS
260 Web services deployed on the same server as the
Windows Service, and IS 260 Web services deployed
on each G28 Host Server 211.

Subcomponent Description

Job Creator Interface for receiving job requests. Transforms jobs to
individual Egm Assignments and adds to the EGM 213
Assignment Queue for delivery to the destination EGM
host.

Reads the EGM 213 Assignment Queue. Determines the
G2S Host currently providing the G2S Host device for a
given EGM/Device pair and delivers EGM assignment to
that G2S Host.

EGM Receive job status updates and updates the device class

Assignment
Dispatcher

Assignment database (e.g., Config and Download) and notifies the
Status Reader =~ Workflow Manager of the status change.

Workflow Determines changes to job status and assignment status
Manager from the EGM 213 assignment status. Controls the order

and flow of multi-sequence assignment jobs.

DAL Interfaces Encapsulate database access to the job assignment data
and EGM Core data.

G2S Executive Receives EGM assignment from the Assignment

Interface Dispatcher. The assignment is relayed to the G2S Host’s
Executive Queue, which is read by the G2S Host and
forwarded to the destination EGM.

EGM Job Sends EGM status data from the G2S Host to the

Status Delivery Executive’s EGM Assignment Status Reader.

Logging Output of event and diagnostics
[0449] Example Uses/interactions may include:
[0450] The Executive component interacts with the

Scheduler, Data Tier Web Services, G2S Core, Activity
(EGM events), and Logging components. There may be
no direct interaction to/from the end users (Presentation
Layer) or the EGM 213 devices.

[0451] The Executive may receive the following from
the Scheduler via the Job Reader interface: a) run new
job (See e.g., FIG. 14 and FIG. 15) and/or b) cancel
pending job (See e.g., FIG. 11 and FIG. 14)

[0452] Example Resources may include:

[0453] CPU The traffic pattern of incoming requests is not
expected to be high and the processing requirements are
minimal. This component may not require a dedicated
processor and should scale to 2500 EGMs utilizing under
20% CPU resources

[0454] Disk The Executive component may not directly
access disk resources. The interactions to data access layer
222, Activity and Logging may require disk space. The
Scheduler queue and G2S Host queue, but the quantity and
size of the messages in these queues is not significant. Only
minimal disk space for the assembly file (.dll) may be
required.

[0455] Database The Execute component may generate a
small number of database read, insert and update queries,
the quantity of which is proportional to the number of
assignment operations.

[0456] Network This component interacts with the Sched-
uler, G2S Host and Web Services data tier across the net-
work. The quantity of data for all these transactions is small
and should not create significant traffic on the network.
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[0457] Example Configuration Interface may include:
[0458] Data access layer 222 may store configuration and
state information for the objects being managed by slot man-
agement system 101. Configuration files will be used to store
all persistent data that is not stored in the Data tier 224. The
configuration files may include, but are not limited to, values
for: a) settings required for testing; b) limits and constraints;
and c) constants.

[0459] Configuration data values that may be shared across
multiple applications include: 1) executive host; 2) G2S host
(s); 3) executive job interface Uri (referenced by Scheduler);
4) outbound G2S Host job queue (referenced by G2SHost)
and/or 5) inbound G2S Host job status queue (referenced by
G2SHost).

[0460] Programmatic access to the configuration files may
be with the Microsoft.Practices.Enterpriselibrary.Configu-
ration namespace classes. These classes allow a single appli-
cation to use multiple configuration files, and for multiple
applications to share common configuration files. The details
of the data store implementation are hidden from the Execu-
tive component.

[0461] The configuration for the Job Reader Interface may
be in the system.runtime.remoting section of the application
configuration file. The Scheduler may require the client con-
figuration, and the Executive may use the service and chan-
nels configuration. The host name (or some form of identifi-
cation) may be used for the client remoting configuration. If
the Scheduler and Executive are not collocated on the same
server and failover is required then a virtual IP address or host
name in the client configuration may be used.

[0462] An example Job Creator may be incorporated as
follows:
[0463] The Executive receives job requests from the

Scheduler via a Web service interface. This Web service
interfaces with the Job Creator component and may
comprise two methods of calls: RunJob and CancelJob.
The parameters may include the data that identifies the
job.

[0464] The Job Creator reads the EGM 213 assignments
comprising the job from the database via data access
layer 222 subcomponents and outputs the individual
EGM assignments to the Assignment Dispatcher via a
Message Queue. The items in the queue are an internal
representation of the EGM 213 assignment. That is, the
items may not be G2S messages or any standard repre-
sentation and may be consumed by internal components.

[0465] The Web service interface may be encapsulated
into a proxy class whose assembly may be used by the
caller (Scheduler). The classes referenced by the inter-
face may be in an assembly shared by both the Scheduler
and Executive classes.

[0466] The name of the EGM 213 Assignment message
queue may be known to both the Job Creator (writer) and
Assignment Dispatcher (reader) and may be included in
the configuration data store for the respective compo-
nents.

[0467] An example Assignment Dispatcher may be incor-
porated as follows:

[0468] The EGM 213 assignments created by the Job
Creator are consumed by the Executive service 220,
transformed to the destination format and dispatched to
the appropriate G2S Host to which is providing G2S
services to the destination host.
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[0469] The destination information for the EGM 213
Assignment is determined by a database query via data
access layer 222 subcomponents. The destination infor-
mation includes the target server and delivery method/
protocol (only G2S for this project).

[0470] The objects read from the EGM 213 Assignment
Queue are transformed from an internal representation
to the format required by the destination. For G28, the
delivery method is a Web service interface exposed by
the

[0471] This interface to the G2S Host is encapsulated
into a proxy class. The classes referenced by the inter-
face will be in an assembly shared by both the Assign-
ment Dispatcher and Executive EGM Web service com-
ponent.

[0472] Anexample EGM Assignment Web Service may be
incorporated as follows:

[0473] The G2S Host Handlers will send progress and/or
completing status of the EGM 213 assignment to the Job
Status Reader subcomponent. This interface will be a
private Message Queue. The handlers write to this queue
and the EGM 213 Assignment Delivery component will
read from the queue and deliver to the Executive’s Job
Status Reader.

[0474] The EGM 213 Assignment Delivery component
is a thread within the G2S Host and may require modi-
fication to the G2S Host to launch and terminate this
thread.

[0475] 'This interface to the Job Status Reader is encap-
sulated into a proxy class. The classes referenced by the
interface will be in an assembly shared by both this
component and the Job Status Reader.

[0476] Anexample Job Status Reader may be incorporated
as follows:

[0477] The Job Status Reader is the interface between
the G2S Host’s EGM Assignment Delivery and the
Executive. This component updates the EGM 213
Assignment status in the appropriate database(s), and
notifies the Workflow Manager of the state change.

[0478] The Job Status Reader is a Web service deployed
on the same server as the Executive service 220 to allow
intra-server communication methods to the Workflow
Manager rather than requiring yet another Web service
interface.

[0479] An example Workflow Manager may be incorpo-
rated as follows:

[0480] The Workflow manager may be responsible for
determining when updating a job’s status based of the
status of the EGM 213 assignments of which the job is
composed. For example, if there is an assignment for 5
EGMs 213, then after the fifth EGM assignment is at a
terminal state then the job status is at a terminal state.

[0481] The Workflow Manager will also contain busi-
ness logic for controlling workflow of multi-sequence
job assignments with conditional logic between job
assignment sequences. For example, a denomination
change is executed after a game theme change is suc-
cessfully completed. Conditional logic may not be
within the scope of this project.

[0482] The Workflow Manager may be a thread within
the Executive service 220.
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[0483] An example EGM Job Status Delivery may be
incorporated as follows:

[0484] The G2S Host Handlers will send progress and/or
completing status of the EGM 213 assignment to the Job
Status Reader subcomponent. This interface will be a
private Message Queue. The handlers write to this queue
and the EGM 213 Assignment Delivery component will
read from the queue and deliver to the Executive’s Job
Status Reader.

[0485] The EGM 213 Assignment Delivery component
is a thread within the G2S Host and may require modi-
fication to the G2S Host to launch and terminate this
thread.

[0486] This interface to the Job Status Reader may be
encapsulated into a proxy class. The classes referenced
by the interface may be in an assembly shared by both
this component and the Job Status Reader.

[0487] An example Activity Interface may be incorporated
as follows:

[0488] The Executive may send log information to the
Activity Recorder via the Activity Recorder Web Ser-
vice. The interfaces implemented for the Floor System
may be used and no enhancements required.

[0489] An example Data Access Layer Interfaces may be
incorporated as follows:

[0490] The Data tier 224 provides an API between the
Executive component and the database for storing the
configuration/state information of the objects being
managed by Download and Configuration server net-
work 201, and the “job” information. While there are
three separate databases, the database may hide the
details of the physical implementation from the Execu-
tive.

[0491] The Executive may request or effectuate the fol-
lowing transactions via data access layer 222: 1) query
job assignments for a given schedule; 2) query EGM
server identify given the EGM 213 ID and G2S host
class; 3) update EGM Job status; 4) update Assignment
Job status; and 5) get next EGM Job step.

[0492] The implementation of data access layer 222
interface may be a “synchronous” transaction, meaning
that the success/failure of the database operation may be
included in the response.

[0493] Example Business Rules may include an event
record may be created for every request read from the
Job Reader interface.

[0494] Example Deployment Requirements may include
the Executive being deployed in four separate components: 1)
executive Windows Service, 2) executive IIS 260 Web ser-
vices (2), 3) G2S Executive IIS 260 Web service; and 4) G2S
Host.

[0495] Configuration file(s) may also be used for the
deployment.

[0496] FIG. 26 shows an exemplary block diagram of a
download handler Web service, according to one illus-
trated embodiment.

Classification—Web Service

[0497] Definition—This Web Service may expose Web
Methods to consuming components to allow the interaction
with the Download database 227. The data access logic
required for the Download Handler to interact with the Down-
load database 227 is contained within the Download Handler
Web Service.
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[0498] Example Constraints may include: a) consuming
components may need to communicate via the Simple Object
Access Protocol (SOAP) in order to consume the Web Ser-
vice; b) the Web Service may publish a Web Service Descrip-
tion Language (WSDL) to describe the Web service, the
message format and protocol details and/or ¢) the Web Ser-
vice may return its requested results in the form of a Serial-
ized DataSet.

[0499] An example Composition may include:
Subcomponent Description
SOAP Proxy Communication
Data Access Process requests made by consuming components by
Handlers communicating with the database with ADO logic
Error Handlers Process and gracefully handle exceptions
Logging Output of event and diagnostics
[0500] Example Uses/interactions may include:
[0501] The Download Handler Web Service interacts

specifically with the Download Handler via Simple
Object Access Protocol (SOAP).

[0502] The Download Handler Web Service interacts
with the Download SQL database with ActiveX Data
Objects (ADO) logic.

[0503] Example Resources may include:

[0504] The Web Service may utilize a Windows Server
version 2000 or 2003 platform with the following Win-
dows components running. a).net Framework version
2.0 and/or b) Internet Information Server (IIS 260).

[0505] Example Processing may include:

[0506] The Download Handler Web Service processes
requests made by consuming components. The requests
may be made by the consuming component calling the
Download Handler Web Services exposed Web Meth-
ods. A successfully request is dependent upon the con-
suming component calling a Web Method by supply the
appropriate query parameters as dictated by the Web
Service Description Language (WSDL) file. The Web
Service processes the request by executing its embedded
Business Logic while logging exceptions and events.
The resulting output is returned to the consuming com-
ponent.

[0507] Example Interface/Exports may include:

[0508] The Download Handler Web Service may con-
sume the Activity Web Service 243 to log its processing
events. The Download Handler Web Service may also
interact with the Download SQL database with ActiveX
Data Objects (ADO) commands. Its capabilities are
exposed as Web Methods which are accessed via the
Simple Object Access Protocol (SOAP).

[0509] FIG. 27 shows an exemplary block diagram of an
alternative configuration handler Web service 239,
according to one illustrated embodiment.

Classification—Web Service

[0510] Definition—This component may expose Web
Methods to consuming components to allow the interaction
with the Configuration database 228. The data access logic
required for the Configuration Handler 232 to interact with
the Configuration database 228 is contained within the Con-
figuration Handler Web Service 239.
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[0511] Example Constraints may include: a) consuming
components may communicate via the Simple Object Access
Protocol (SOAP) in order to consume the Web Service and/or
b) the Web Service may publish a Web Service Description
Language (WSDL) to describe the Web service, the message
format and protocol details.

[0512] The Web Service may return its requested results in
the form of a Serialized DataSet.

[0513] Example Composition may include:
Subcomponent Description
SOAP Proxy Communication
Data Access Process requests made by consuming components by
Handlers communicating with the database with ADO logic
Error Handlers Process and gracefully handle exceptions
Logging Output of event and diagnostics
[0514] Example Uses/interactions may include:
[0515] The Configuration Handler Web Service 239

interacts with the Configuration Handler 232 via Simple
Object Access Protocol (SOAP).

[0516] The Configuration Handler Web Service 239
interacts with the Configuration SQL database with
ActiveX Data Objects (ADO) logic.

[0517] Example Resources may include:

[0518] The Web Service may utilize a Windows Server
version 2000 or 2003 platform with the following Win-
dows components running. a).net Framework version
2.0 and/or b) Internet Information Server (IIS 260).

[0519] Example Processing may include:

[0520] The Configuration Handler Web Service 239 may
process requests made by consuming components. The
requests may be made by the consuming component
calling the Configuration Handler Web Services 239
exposed Web Methods. A successfully request is depen-
dent upon the consuming component calling a Web
Method by supply the appropriate query parameters as
dictated by the Web Service Description Language
(WSDL) file. The Web Service processes the request by
executing its embedded Business Logic while logging
exceptions and events. The resulting output is returned
to the consuming component.

[0521] Example Interface/Exports may include:

[0522] The Configuration Handler Web Service 239 may
consume the Activity Web Service 243 to log its pro-
cessing events. [t may also interact with the Configura-
tion SQL database with ActiveX Data Objects (ADO)
commands. Its capabilities are exposed as Web Methods
which are accessed via the Simple Object Access Pro-
tocol (SOAP).

[0523] FIGS. 28, 28B, and 28C show sequence diagrams of
anexemplary view package, view package modules, and view
package management logs, according to one illustrated
embodiment. Some examples of possible message sequences
are shown that may be used to accomplish the tasks described
herein. As most of the Control panel 216 driven user interface
tasks have similar sequences, a few have been shown to
demonstrate the several sequences which are generalizable
and representative of the various procedures available to a
user. Web Services 223 may be designed with fewer and
chunkier messages than what might be done if these were
simple procedure or function calls. Thus the sequence may be
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one message such as, for example, GetAssignmentData
which would return a complex XML response spelling out all
the attributes of an assignment. Later the BCP 216 may call
SaveAssignment and pass the entire structure back with
modifications.

[0524] The SaveAssignment sequence may be created as
part of detailed design and implementation. The SaveAssign-
ment sequence may serve as a bridge between the Ul and the
database, both of which have been specified in detail herein.
[0525] Other sequences in this section document the mes-
sage flow between the host and an EGM. These have been
implemented for all major use cases as this is an external
integration point. While the G2S protocol documents may
specify how these should work, they are often open to mul-
tiple interpretations. These sequences allow the iView and
Alpha teams to compare their expectations with ours and give
the whole team a chance to resolve differences earlier in the
development cycle when it is cheaper.

[0526] An example Verify Package (described in FIG. 4)
Sequence may include:

[0527] The Verify Package use case may perform verifi-
cation and authentication on the Software Download
Distribution Point (SDDP 252). It may use an encryption
algorithm that is stored on a read-only media so that the
regulators can place a tape seal over the media to prevent
any un-authorized DVD/CD into the media.

[0528] There may be two actors who can perform the
verification process. The first actor may be a user on the
BCP 216 with the security role of the Approver. That
user can initiate a verification process on demand from
the GUI interface. The second actor may be the Host
System which may be a scheduled task that runs the
verification process once every 24 hours.

[0529] The verification process may be to read an
encryption algorithm and content hash values from a
read-only media and perform the algorithm on the con-
tent server to produce new hash values. Then the two
hash values may be compared with each other to detect
if the content has been tampered with. The results from
the verification process may be logged to the database so
that audit reports can be ran that show when the process
was initiated, by who, and what the results were. The
verification process may also report if any un-authorized
files have been copied to the Software Download Distri-
bution Point.

[0530] FIGS. 29-46 show exemplary sequence diagrams,
according to some illustrated embodiments.

[0531] FIGS. 47A and 47B show exemplary sequence dia-
grams of a package management process and a package man-
agement system configuration, according to one illustrated
embodiment.

[0532] Example Package Management Sequence may
include:
[0533] This sequence diagram depicts the four major

steps that may be done to install a package from read
only drive (DVD Drive 276) to SDDP server 252 disk.

[0534] 1—Obtaining SDDP server 252 Disks list: To
allow users to choose the destinations of a package,
obtaining SDDP server 252 disks list sequence diagram
shows the steps to be implemented to request SDDP
server 252 disks list from core database 231 and send the
result back to Package Management GUI 274, so that the
user may select appropriate destination disk.
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[0535] 2—Verifying Hash Codes: Before copying a
package from read only drive to SDDP server 252 disks
the validity of the package may be verified. Verifying
hash codes process may compare the hash code which
may be one of read only drive with another hash code
that may be available in package drive, and may verity
that those two are identical.

[0536] 3—Storing Package Info: In this process the
package info which may include hash code, may be
stored in Download database 227. Also, the path of
SDDP server 252 disk may be stored in this database.

[0537] 4—Copying Package: In this process the package
may be copied from read only drive to SDDP server 252
disk.

[0538] In one embodiment, the read only drives may be in
the same machine which runs the Package Management GUI
274. Also, SDDP server 252 disks paths may be hard coded in
Package Management GUI 274 (Console Application). Con-
nections to databases may be through Download GUI Web
Service 262.
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[0542] G2S may use the concept of scripts to install down-
loads and specify the approvals and other conditions that must
be met for an install to occur. In the Download Database 227
the Script table with it related command tables may be linked
to an assignment. When a script is sent to an individual EGM
to be used, the script data from these tables maybe used as a
template to create the ScriptStatus and related Command
Status tables. The ScriptStatusID may be used as the script ID
in the setScript command. Status for this script may be
tracked within these Script Status tables and the rows may be
used for that instance of the script.

Data Dictionary
[0543] An Example JobQueue
[0544] Hold jobs that are waiting to be run. Scheduler may

poll this table and kick off jobs when the start time has passed.
If the schedule a job is tied to is recurring, then once the
current instance succeeds, the scheduler may create a new
row in this table for the next occurrence of the job using the
same parameter data as the current job.

QueuedDateTm datetime  Date time job placed in queue

PrevCalledDateTm datetime  Date time last attempt to call Web method occurred

NextCallDateTm datetime  Date time that this job is meant to be run. Job is
run by calling the Web method.

CallSucceeded tinyint Defautls 0. Set to 1 when call succeeds and
scheduler can purge this record.

ScheduleID int FK to schedule record this job is controlled by

JobQueueID int Identity PK

MaxRetries int Max retries scheduler should attempt when Web
service is unavailable, 0 if no retries

Retries int Number of re-tries attempted. Set to 1 only after

RetryIntervalSeconds  int

the first retry
Number of seconds between retries

ParamData xml Parameter to pass to Web service
WebServiceURI varchar URI of Web service to call
WebMethod varchar ‘Web method on service to call
[0539] FIG. 48 shows an example block diagram of a down- [0545] An Example Schedule
load ERD database organization, according to one illustrated [0546] May Hold schedule records used by any parts of the

embodiment.

An Example Data View—Download

[0540] The download database 227 may encapsulate all the
storage needed to support the download component of the
system. It may hold the current inventory of all EGMs 213 as
discovered via the G28S protocol (which is hereby incorpo-
rated) via the communications and download classes. It may
store the assignments used to change that inventory via down-
load class commands. It may store job state information for
the jobs those assignments use to carry out downloads and
installations. And it may store the inventory of the SDDP 252.
[0541] Download may be coupled directly or indirectly to
the Schedule and Core databases 231. It leverages schedule to
store assignment schedules for download and install and to
queue pending jobs. It references core to replicate basic EGM
information and to manage EGM collections. As with at least
some components, activity history may be posted to the activ-
ity database 230 through Web Services 223 and may be stored
locally in a limited fashion.

system that stores a schedule. In one embodiment, simple
schedule types with a start date may be supported. In another
embodiment, recurring tasks may also be supported.

DateCreated datetime Date record created in DB

ScheduleTypelD int FK to the type of schedule

ScheduleID int Identity PK

EndDateTm datetime Optional end date and time

StateDateTm datetime Start date and time

[0547] An Example ScheduleType

[0548] May Hold schedule records used by any parts of the
system that stores a schedule. In one embodiment, simple
schedule types with a start date may be supported. In another
embodiment, recurring tasks may also be supported.
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-continued
Description varchar Description of the schedule type Type varchar Type of assignment. Configuration or
Download
ScheduleTypelD int Identity PK Description varchar User entered description of the
ScheduleType varchar Permanent, PermanentWithStart, assignment
OneTimeOverride, RecurringOverride
[0551] An Example AssignmentJob
[0549] An Example Assignment [0552] Storage for state and status associated with an
[0550] Data for what, when, and who to download or assignment job.
install.
DateCreated datetime  DateTime record created
Deleted tinyilllt NULL DateTmUpdated  datetime  DateTime Status last updated
DlateTmDeleted dlatetlme NULL AssignmentID int FK to Assignment for Job. O or more
Tlm,eSth t}melstamp N,ULL . . . Jobs per Assignment
Active tinyint 1 is active and will be applied to AssignmentJobID  int Identity PK
. ﬁgor. 0 is not active JobState varchar Queued, InProgress, Complete
Approved tinyint 1 s approved. Must be approved and JobSummary varchar Text to summarize jobs status for
actl‘l/e to take affect GUL i.e., 4 of 5 EGMs completed without
Name varchar Assignment name. error 1 of 5 not found
DateCreated datetime  Date the assignment was created. )
DateTmUpdated datetime  Date the assignment was last updated.
DateTmApproved datetime  date time approved [0553] An Example AssignmentPackage
SetSelection varchar Detﬁﬂes the selection range for [0554] One or more packages that are part of this assign-
options.
(0 all, 1 intersection, 2 union) ment.
CoreCollectionID int FK to Associated collection of EGMs
DownloadScheduleID  int FK to download schedule for
assignment
InstallScheduleID int FK to install schedule for assignment AssignmentID int NULL
AssignmentID int Identity PK Packageld int NULL
UpdateUserName varchar login name of the user who last
updated the assignment.
ApproveUserName varchar login name of user who approved [0555] An Example CoreEGM
assignment [0556] EGM datareplicated as encountered in messages
from Core
DateTmUpdated datetime NULL
DownloadEnabled  tinyint 1 if the download class functionality is enabled for
the EGM 213, 0 otherwise
AssetNumber varchar Asset number as replicated from Core
BankCode varchar Bank Code as replicated from Core
GSAEGMID varchar EGM ID used by GSA G2S messages
Manufacturer varchar EGM Manufacturer Code replicated from Core
SerialNumber varchar EGM Serial Number replicated from Core
LocationCode varchar Location Code as replicated from Core
CoreEGMID int Same value as replicated from the Core DB
ZoneCode varchar Zone Code as replicated from Core
[0557] An Example EGMlJob
0558] Sub job of assignment job that applies to a par-
J g J 1YY p
ticular EGM
CommandID bigint CommandID of last command sent. This will be
returned in the response.
JobData xml Data containing state needed to carry out job - define
by job type
DateCreated datetime DateTime record created
DateTmUpdated  datetime DateTime Status last updated
JobCompleteState varchar Error or Success. Should we have a look up table?
CoreEGMID int FK to EGM for this Job
EGMIJobID int Identity PK
JobState varchar Queued, InProgress, Complete. Should we have a

look-up table?
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-continued
JobSummary varchar Text to summarize jobs status for GUL (e.g., 4 of 5
EGMs completed without error 1 of 5 not found.)
TransactionID bigint Transaction ID sent by EGM in response to
command. Used to tie events to commands.
[0559] An Example EgmPackage [0565] FIG. 49 shows an exemplary block diagram of a
[0560] Packagesthat may be on an EGM. From the Pack- configuration ERD database organization or tree, according

agel ist response.

to one illustrated embodiment.

[0566]
[0567)

CoreEgmID int NULL
PackageID int NULL
PackageState varchar NULL
InstallStartDateTm datetime NULL
InstallEndDateTm datetime NULL
[0561] An Example Package
[0562] Data about a package in the SDDP.

PackageID int NULL

GSAPackagelD varchar NULL

Description varchar NULL

Type varchar NULL

Location varchar NULL

PackageDescriptor xml NULL

GSAManufacturerld char

Manufacturer identifier.

[0568]

[0563]
[0564]

An Example ScheduleSchedule
Replicated data from the Schedule table in the

An example Configuration may include:

The configuration database 228 may encapsulate
all the storage needed to support the option configura-
tion component of the system. It holds the current option
configuration of all EGMs 213 as discovered via the G2S
protocol in the communications, optionConfig, and
gamePlay classes. This includes options items for ordi-
nary devices and games which are known in the protocol
as game play devices. It also stores the potential or
available option item choices for each EGM. It stores the
assignments used to change options item values via
optionConfig class commands. And it stores job state
information for the jobs those assignments use to carry
out option changes.

Configuration may be directly or indirectly
coupled to the Schedule and Core databases 231. It
leverages schedule to store assignment schedules and to
queue pending jobs. It references core to replicate basic
EGM information and to manage EGM collections. As

Schedule database 229. Allows for enforcing RI locally.

with all other components, activity history may be
posted to the activity database 230 through Web Services
223 and may be stored locally.

ScheduleScheduleID int ID of the corresponding schedule record in the

Schedule database.

An Example Configuration Database Dictionary

[0569]

AllowedEGMTheme AllowedEGMThemeID int NULL

AllowedEGMTheme CoreEGMID int Associated EGM
identifier.

AllowedEGMTheme Theme varchar Associated game theme
identifier.

AllowedThemeDenom AllowedEGMThemeID int NULL

AllowedThemeDenom Denom int NULL

AllowedThemeDenom AllowedThemeDenomID int Primary key allowable
EGM denomination, e.g.,
5 cents.

AllowedThemePaytable AllowedThemePayTableID int NULL

AllowedThemePaytable AllowedEGMThemeID int NULL

AllowedThemePaytable PayTable varchar NULL

Assignment DateTmDeleted datetime ~ NULL

Assignment TimeStmp timestamp NULL

Assignment Deleted tinyint NULL

Assignment Active tinyint 1 is active and will be
applied to floor. 0 is not
active

Assignment Approved tinyint 1 is approved. Must be
approved and active to
take affect

Assignment Name varchar Assignment name.

Assignment DateCreated datetime  Date the assignment
was created.

Assignment DateTmUpdated datetime  Date the assignment

was last updated.
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-continued
Assignment DateTmApproved datetime  date time approved
Assignment ManageGameOptions tinyint Defines if the
Assignment is managing
game combos.
Assignment SetSelection varchar Defines the selection
range for options. (0 all,
1 intersection, 2 union)
Assignment CoreCollectionID int FK to Associated
collection of EGMs
Assignment ScheduleID int FK to schedule for
assignment
Assignment AssignmentID int Identity PK
Assignment ApproveUserName varchar login name of user who
approved assignment
Assignment UpdateUserName varchar Name of'the user who
last updated the
assignment.
Assignment Type varchar Type of assignment.
Configuration or
Download
Assignment Description varchar User entered description
of the assignment
AssignmentAvailableGamePlayDevice  Active tinyint 1 means the assignment
is meant to make this an
active game on the EGM
213
AssignmentAvailableGamePlayDevice  AssignmentID int FK to assignment for this
GamePlayDevice
AssignmentAvailableGamePlayDevice  AllowedThemePaytableID int FK to Paytable for this
GamePlayDevice
AssignmentAvailableGamePlayDevice  AllowedEGMThemeID int FK to Theme for this
GamePlayDevice
AssignmentAvailableGamePlayDevice ~ AssignmentAvailableGamePlayDeviceID  int Identity PK
AssignmentGamePlayDeviceDenom AssignmentGamePlayDeviceDenomID int NULL
AssignmentGamePlayDeviceDenom AssignmentAvailableGamePlayDeviceID  int NULL
AssignmentGamePlayDeviceDenom Denom int NULL
AssignmentJob DateCreated datetime  DateTime record created
AssignmentJob DateTmUpdated datetime  DateTime Status last
updated
AssignmentJob AssignmentID int FK to Assignment for
Job. 0 or more Jobs per
Assignment
AssignmentJob AssignmentJobID int Identity PK
AssignmentJob JobState varchar Queued, InProgress,
Complete
AssignmentJob JobSummary varchar Text to summarize jobs
status for GUL i.e., 4 of
5 EGMs completed
without error 1 of 5 not
found.
AssignmentOptionItem AssignmentOptionItemID int NULL
AssignmentOptionItem AssignmentID int NULL
AssignmentOptionItem OptionltemDefinitionID int NULL
AssignmentOptionItemValue AssignmentOptionItemValueID int NULL
AssignmentOptionItemValue AssignmentOptionItemID int NULL
AssignmentOptionItemValue AssignedValue varchar NULL
CoreCollection CoreCollectionID int ID of the collection in the
Core Database
CoreEGM DateCreated datetime ~ NULL
CoreEGM DateTmUpdated datetime =~ NULL
CoreEGM OptionConfigEnabled tinyint 1 if the optionConfig
class functionality is
enabled for the EGM
213, 0 otherwise
CoreEGM AssetNumber varchar Asset number as
replicated from Core
CoreEGM BankCode varchar Bank Code as replicated
from Core
CoreEGM GSAEGMID varchar EGM ID used by GSA
G28 messages
CoreEGM Manufacturer varchar EGM Manufacturer Code
replicated from Core
CoreEGM SerialNumber varchar EGM Serial Number
replicated from Core
CoreEGM LocationCode varchar Location Code as

replicated from Core
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CoreEGM CoreEGMID int Same value as
replicated from the Core
DB

CoreEGM ZoneCode varchar Zone Code as replicated
from Core

EGMAvailableGamePlayDevice EGMAvailableGamePlayDeviceID int NULL

EGMAvailableGamePlayDevice CoreEGMID int NULL

EGMAvailableGamePlayDevice AllowedEGMThemeID int NULL

EGMAvailableGamePlayDevice AllowedEGMPaytableID int NULL

EGMAvailableGamePlayDevice Active tinyint NULL

EGMAvailableGamePlayDevice AssignedActive tinyint NULL

EGMGamePlayDeviceDenom EGMGamePlayDeviceDenomID int NULL

EGMGamePlayDeviceDenom EGMAvailableGamePlayDeviceID int NULL

EGMGamePlayDeviceDenom Denom int NULL

EGMIJob AssignmentJobID int NULL

EGMIJob CommandID bigint CommandID of last
command sent. This
may be returned in the
response.

EGMIJob JobData xml Data containing state
used to carry out job —
define by job type

EGMJob DateCreated datetime  DateTime record created

EGMIJob DateTmUpdated datetime  DateTime Status last
updated

EGMIJob JobCompleteState varchar Error or Success.
Should we have a look
up table?

EGMJob CoreEGMID int FK to EGM for this Job

EGMIJob EGMIJobID int Identity PK

EGMIJob JobState varchar Queued, InProgress,
Complete. Should we
have a look-up table?

EGMIJob JobSummary varchar Text to summarize jobs
status for GUL i.e., 4 of
5 EGMs completed
without error 1 of 5 not
found.

EGMIJob TransactionID bigint Transaction ID sent by
EGM in response to
command. Used to tie
events to commands.

OptionDevice devicelD int Device ID as reported by
optionList command

OptionDevice CoreEGMID int FK to EGM this device
was reported with via
optionList. 1 or more
devices per EGM

OptionDevice deviceClass varchar G2S class enumeration
value like G2S__cabinet
or G2S__gamePlay

OptionDevice OptionDeviceID int Identity PK

OptionDevice DateCreated datetime  Rows in this table are
never modified so we
only keep create date

OptionGroup DateCreated datetime  DateTime record created

OptionGroup OptionDeviceID int FK to device this group
belongs to. 1 or more
groups per device.

OptionGroup GroupProtocolID varchar ID of group as defined
by protocol

OptionGroup OptionGroupID int Identity PK

OptionGroup GroupProtocolName varchar Name of group as
defined by protocol

OptionGroup DateTmUpdated datetime ~ Updates would only
occur if name changes
for a give ID

OptionltemAssigned Value OptionltemDefinitionID int 1 or more assigned
values may exist for the
referenced definition

OptionltemAssigned Value AssignmentID int Assignment for which
value was derived

OptionltemAssigned Value DateTmAssigned datetime  DateTime of update

OptionltemAssigned Value OptionltemAssignedValueID int Identity PK
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OptionltemAssigned Value AssignedValue varchar Value the system has
calculated that the EGM
213 should currently
have for this item. It
may not match current
until the setChange
operation succeeds
OptionltemCurrentValue DateTmUpdated datetime =~ NULL
OptionltemCurrentValue OptionltemDefinitionID int 1 or more current values
may exist for the
referenced definition
OptionltemCurrentValue CurrentValue varchar Current Value of this
item as reported by EGM
OptionltemCurrentValue OptionltemCurrentValueID int Identity PK
OptionltemDefaultValue DateTmUpdated datetime =~ NULL
OptionltemDefaultValue OptionltemDefinitionID int 1 or more default values
may exist for the
referenced definition
OptionltemDefaultValue OptionltemDefaultValueID int Identity PK
OptionltemDefaultValue DefaultValue varchar The default value as
reported by EGM
OptionltemDefinition OptionProtocollD varchar NULL
OptionltemDefinition OptionProtocolName varchar NULL
OptionltemDefinition OptionHelp varchar NULL
OptionltemDefinition OptionType varchar NULL
OptionltemDefinition SecurityLevel varchar NULL
OptionltemDefinition CanModEgm tinyint NULL
OptionltemDefinition CanModHost tinyint NULL
OptionltemDefinition MinValue numeric ~ NULL
OptionltemDefinition MaxValue numeric ~ NULL
OptionltemDefinition FractionalDigits int NULL
OptionltemDefinition MinLength int NULL
OptionltemDefinition MaxLength int NULL
OptionltemDefinition CurrencyID varchar NULL
OptionltemDefinition DenomID numeric ~ NULL
OptionltemDefinition ExchangeRate numeric ~ NULL
OptionltemDefinition MinSelections int NULL
OptionltemDefinition MazxSelections int NULL
OptionltemDefinition Duplicates tinyint NULL
OptionltemDefinition DateCreated datetime =~ NULL
OptionltemDefinition DateTmUpdated datetime =~ NULL
OptionltemDefinition OptionGroupID int Group this item belongs
to. 1 or more items per
group.
OptionltemDefinition OptionltemDefinitionID int Identity PK
OptionltemEnum EnumValue varchar A possible legal value for
this referenced definition
OptionltemEnum OptionltemDefinitionID int FK to the related Option
Item Definition.
OptionltemEnum OptionltemEnumID int Identity PK
OptionltemOverrideValue OptionltemOverrideValueID int NULL
OptionltemOverrideValue OptionltemDefinitionID int NULL
OptionltemOverrideValue OverrideValue varchar NULL
OptionltemOverrideValue DateTmOverriden datetime =~ NULL
ScheduleSchedule ScheduleScheduleID int ID of the corresponding

schedule record in the
Schedule database.

[0570] FIG. 50 shows an exemplary block diagram of the
schedule database 229, according to one illustrated embodi-

ment.

[0571] An example Schedule database 229 may include:

references it stores or it may be directly coupled to
respective components. As with other components,
activity history may be posted to the activity database
230 through Web Services 223 and may be stored

locally.

[0572] The schedule database 229 may have a few tables
which reflects its scope. It may support functions, such
as storing schedule data for other system components as
needed, and kicking off jobs at the scheduled time for
those components. Jobs are kicked off by calling the
Web service provided with the parameter data provided
at the time a job is registered with the scheduler.

[0573] The schedule databases and corresponding sub-
system may be loosely coupled. Its reference to data in
other components may be indirect via the Web method

[0574] An example Schedule Database Dictionary may
include:

[0575] An example JobQueue that may Hold jobs that
are waiting to be run. Scheduler may poll this table and
kick off jobs when the start time has passed. If the
schedule a job is tied to is recurring, then once the
current instance succeeds, the scheduler will create a
new row in this table for the next occurrence of the job
using the same parameter data as the current job.
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QueuedDateTm datetime Date time job placed in queue

PrevCalledDateTm datetime Date time last attempt to call Web method
occurred

NextCallDateTm datetime Date time that this job is meant to be run. Job is
run by calling the Web method.

CallSucceeded tinyint Defaults 0. Set to 1 when call succeeds and
scheduler can purge this record.

ScheduleID int FK to schedule record this job is controlled by

JobQueueID int Identity PK

MaxRetries int Max retries scheduler should attempt when Web
service is unavailable, 0 if no retries

Retries int Number of re-tries attempted. Set to 1 only after

the first retry

RetryIntervalSeconds  int Number of seconds between retries

ParamData xml Parameter to pass to Web service

WebServiceURI varchar URI of Web service to call

WebMethod varchar Web method on service to call

[0576] An example Schedule that may Hold schedule [0584]

records used by any parts of the system that stores a schedule.
In one embodiment, simple schedule types with a start date
may be supported. In another embodiment, recurring tasks
may also be supported.

DateCreated datetime Date record created in DB
ScheduleTypelD int FK to the type of schedule
ScheduleID int Identity PK
EndDateTm datetime Optional end date and time
StateDateTm datetime Start date and time

[0577] An example ScheduleType may Hold schedule

records used by any parts of the system that stores a schedule.
In one embodiment, simple schedule types with a start date
may be supported. In another embodiment, recurring tasks
may also be supported.

Description varchar
ScheduleTypelD int
ScheduleType varchar

Description of the schedule type
Identity PK

Permanent, PermanentWithStart,
OneTimeOverride, RecurringOverride

[0578] FIGS. 51A-517 show exemplary diagrams of menu
screens for a control panel 216, according to one illustrated
embodiment.

[0579]

[0580] The client may encapsulate all the functionality to
support the command and control portions of the down-
load and configuration features of the project. Down-
loads and configuration options can be scheduled, or
deployed immediately. Notifications, approvals,
searches, and reports in these areas can be viewed.

[0581] Control panel—login to control panel. A user can
change the password through a login password menu.
[0582] FIG. 51D shows an example list of EGMS 213 that
may be selected or dragged onto other windows, according to
one illustrated embodiment.

[0583] FIG. 51E shows an example Collection Navigator
menu is shown that includes a List of named collections that
have been saved, according to one illustrated embodiment.

Example User Interfaces—Control panel 216

FIG. 51F shows an example Assignment Navigator
menu is shown that includes a List of assignments that have
been saved, according to one illustrated embodiment.

[0585] FIG. 51G shows an example Manual Override Navi-
gator menu is shown that includes a List of EGMs 213 with a
current Manual override in affect, according to one illustrated
embodiment.

[0586] FIG. 51H shows an example Inventory menu that
lists the full details of a currently selected EGM, according to
one illustrated embodiment.

[0587] FIG. 511 shows an example Search menu that pre-
sents the results of a search function, according to one illus-
trated embodiment.

[0588] FIG. 51J shows an example Activity Log query and
display which displays a record of what has occurred since the
application was launched, according to one illustrated
embodiment.

[0589] FIG. 52A-D shows an example set of Download
Assignment Wizard menus such that the wizard will let the
user specify a download assignment, according to one illus-
trated embodiment. In one embodiment, it may have: Identity,
packages, schedule, and review panes.

[0590] A Download Assignment Wizard may be included
to pop-up and provide users with helpful tips or ask if the user
needs assistance and then direct a user to a menu of informa-
tion, similar to the Microsoft Windows Wizard. This feature
can be disabled by a user, either by closing the Wizard display
or selecting disablement from an options menu.

[0591] FIG. 53A-E show an example set of Configuration
Assignment Wizard menus such that the wizard may let the
user specify a configuration assignment, according to one
illustrated embodiment. In one embodiment, it may have:
Identity, device options, game bundles, schedule, and review
panes.

[0592] Similar to the Download Assignment Wizard, a
Configuration Assignment Wizard may be included to assist
users.

[0593] FIG. 54A shows an exemplary floor layout panel
that provides a visual representation of the floor that can be
used for navigation and selection by a user with the BCP in a
manner equivalent to the EGM 213 navigator, according to
one illustrated embodiment.

[0594] FIG. 54B shows an exemplary schedule menu and
display that lets user review jobs, see their status and or
progress, according to one illustrated embodiment.
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[0595] FIG. 54C shows an example tasks list display and
menu that provides a list of tasks for the currently logged in
user are displayed, according to one illustrated embodiment.
This window may have three panels indicating notifications,
pending tasks, and completed tasks. When applicable the user
may click on it and obtain more details about each task.
Controls may be utilized to acknowledge notifications and to
mark tasks complete.

[0596] FIG. 55 shows an exemplary casino floor display
providing a visual representation of the casino floor, accord-
ing to one illustrated embodiment.

[0597] FIG. 56 shows an exemplary schematic illustration
of'a casino network including corporate, back-office and floor
networks, according to one illustrated embodiment.

[0598] FIG. 57 shows a method 5700 of operating a down-
load and configuration management system to manage a plu-
rality of gaming machines distributed throughout at least one
casino property, according to one illustrated embodiment.

[0599] At 5702, the download and configuration manage-
ment system receives information indicative of a configura-
tion change for a plurality of gaming machines. The configu-
ration change may take a variety of forms. For example, the
configuration change may change the type of games played
onone or more of the gaming machines. Also for example, the
configuration change may change a minimum wager and/or
maximum wager for one or more of the gaming machines.
Also for example, the configuration change may change a
payout schedule of one or more of the gaming machines. Also
for example, the configuration change may change a bonus,
progressive or jackpot schedule or award or game for one or
more of the gaming machines. Also for example, the configu-
ration change may change an amount of a base wager that is
contributed to a bonus, progressive or jackpot pool.

[0600] At 5704, the download and configuration manage-
ment system automatically collects data indicative of at least
one performance parameter for the plurality of gaming
machines while the gaming machines are configured in accor-
dance with the configuration change indicated by the infor-
mation. Such automatic data collection may be performed by
one or more elements or sensors of the gaming machines or by
one or more monitoring components which may be part of or
distinct from the gaming machines. Such automatic data col-
lection may include an amount of total use, rate of use, a total
amount wagered, rate of wagers, total amount of take, rate of
take, total amount of bonus, progressive or jackpot offered
and/or total amount of bonus, progressive or jackpot paid.
[0601] At 5706, the download and configuration manage-
ment system generating a report indicative of the at least one
performance parameter for the plurality of gaming machines.
The performance parameters may, for example, take the form
of the data that is automatically collected, which may be
presented in a raw form or in a processed form.

[0602] FIG. 58 shows a method 5800 of operating a down-
load and configuration management system to manage a plu-
rality of gaming machines distributed throughout at least one
casino property, according to one illustrated embodiment.
[0603] At 5802, the download and configuration manage-
ment system generates a graphical representation of a floor
layout indicative of a position of each of the gaming
machines. The graphical representation may present a view of
the gaming machines positioned in the layout in a similar
fashion to how the gaming machines are positioned on the
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actual floor, providing an intuitive interface for the user. The
gaming machines may be represented by respective icons. In
some embodiments, the icons may resemble the specific gam-
ing machines themselves. In some embodiments, the icons
may be user selectable, for example via a cursor and a point
device (e.g., mouse, trackball, track pad, joystick, thumb
stick), or via more direct manipulation (e.g., finger or stylus
on touch screen display).

[0604] FIG. 59 shows a method 5900 of operating a down-
load and configuration management system to manage a plu-
rality of gaming machines distributed throughout at least one
casino property, according to one illustrated embodiment.
[0605] At 5902, the download and configuration manage-
ment system generates a report that includes a graphical rep-
resentation of a floor layout indicative of a position of each of
the gaming machines and indicative of at least one configu-
ration parameter of at least some of the gaming machines. In
some embodiments, the configuration parameter may be dis-
played proximate an icon representing the particular gaming
machine. In some embodiments, the configuration parameter
may be displayed spaced from the icons representing the
gaming machine. In such an embodiment, selection of the
particular icon may cause the corresponding configuration
parameter to be displayed or visually emphasized, for
example by highlighting, flashing, marqueeing or change of
color or weight. In some embodiments, selection of a con-
figuration parameter may cause icons representing one or
more gaming machines having the particular configuration
parameter to be displayed or visually emphasized, for
example by highlighting, flashing, marqueeing or change of
color or weight.

[0606] FIG. 60 shows a method 6000 of operating a down-
load and configuration management system to manage a plu-
rality of gaming machines distributed throughout at least one
casino property, according to one illustrated embodiment.
[0607] At 6002, the download and configuration manage-
ment system generates a graphical representation of a floor
layout indicative of a position of each of the gaming machines
and indicative of at least one configuration parameter for at
least two distinct groups of the gaming machines, where the
gaming machines in each group share a respective operational
parameter. Grouping gaming machines may make manage-
ment easier and more intuitive for the user.

[0608] FIG. 61 shows a method 6100 of operating a down-
load and configuration management system to manage a plu-
rality of gaming machines distributed throughout at least one
casino property, according to one illustrated embodiment.

[0609] At 6102, the download and configuration manage-
ment system generates a graphical representation of a floor
layout indicative of a position of each of the gaming machines
and indicative of at least one parameter indicative of receipts
for at least some of the gaming machines. Receipts may
represent a total amount of takes minus total amount paid out,
and thus may provide an important operational indication of
the success of a particular configuration. In some embodi-
ments, the operational parameter may be displayed proximate
an icon representing the particular gaming machine. In some
embodiments, the operational parameter may be displayed
spaced from the icons representing the gaming machine. In
such an embodiment, selection of the particular icon may
cause the corresponding operational parameter to be dis-
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played or visually emphasized, for example by highlighting,
flashing, marqueeing or change of color or weight. In some
embodiments, selection of an operational parameter may
cause icons representing one or more gaming machines hav-
ing the particular operational parameter to be displayed or
visually emphasized, for example by highlighting, flashing,
marqueeing or change of color or weight.

[0610] FIG. 62 shows a method 6200 of operating a down-
load and configuration management system to manage a plu-
rality of gaming machines distributed throughout at least one
casino property, according to one illustrated embodiment.
[0611] At 6202, the download and configuration manage-
ment system automatically collects data indicative of an
amount of use of the gaming machines by a plurality of
patrons while the gaming machines are configured in accor-
dance with the configuration change indicated by the infor-
mation. Amount of use may provide an important operational
indication of the success of a particular configuration. In
some embodiments, the operational parameter may be dis-
played proximate an icon representing the particular gaming
machine. In some embodiments, the operational parameter
may be displayed spaced from the icons representing the
gaming machine. In such an embodiment, selection of the
particular icon may cause the corresponding operational
parameter to be displayed or visually emphasized, for
example by highlighting, flashing, marqueeing or change of
color or weight. In some embodiments, selection of an opera-
tional parameter may cause icons representing one or more
gaming machines having the particular operational parameter
to be displayed or visually emphasized, for example by high-
lighting, flashing, marqueeing or change of color or weight.
[0612] FIG. 63 shows a method 6300 of operating a down-
load and configuration management system to manage a plu-
rality of gaming machines distributed throughout at least one
casino property, according to one illustrated embodiment.
[0613] At 6302, the download and configuration manage-
ment system automatically collects data indicative of an
amount wagered at the gaming machines by a plurality of
patrons while the gaming machines are configured in accor-
dance with the configuration change indicated by the infor-
mation. The data collected may include total number of
wagers placed, total time played, total amount wagered, total
receipts (net of take and payouts), etc.

[0614] FIG. 64 shows a method 6400 of operating a down-
load and configuration management system to manage a plu-
rality of gaming machines distributed throughout at least one
casino property, according to one illustrated embodiment.
[0615] At 6402, the download and configuration manage-
ment system generates a report indicative of a change in a
performance parameter between the gaming machines con-
figured in accordance with the configuration change indicated
by the information and the gaming machines configured in
accordance with a prior configuration. The change in perfor-
mance may be indicated in absolute terms or as a percentage
change. Such may provide an indication of the success of a
proposed configuration change, which a casino is considering
adopting on a more permanent basis.

[0616] Example Reports software configuration and down-
load project reports, may provide real-time and historical
data. An example embodiment provides for Download and
Configuration reports to be run on an inter/intranet browser,
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such as on SSRS. Windows authentication may be used for
security. In other embodiments, the reports may also or alter-
natively be run from the BCP. The download reports may
include reports in the Reports Detail Section. In addition,
reports from the Floor System may be imported into the
Download and Configuration project in order for the Down-
load and Configuration applications to run independently of
the floor system. One or more of the databases from the Floor
System may be included as well.

[0617] An example Detailed Reports Design may include
reports which are generated through and/or based upon the
Software Download FRD 2.8 (which is hereby incorporated
by reference) and the G28S specifications.

[0618]

[0619] User Listing with Roles and Group—This report
may be written for the Floor System project and may be
imported from that project.

[0620] Password to Expire in 15 days—This report may
be written for the Floor System project and may be
imported from that project.

[0621] Role with Capabilities—This report may be writ-
ten for the Floor System project and may be imported
from that project.

[0622] User Activity Role—This report may be written
for the Floor System project and may be imported from
that project.

[0623] Assignment Reports—These reports may be pro-
vided to show lists of assignments with summary infor-
mation. Details reports are also available for detailed
assignments. They can include the history of the jobs
that have been run on behalf of that assignment.

[0624] An example Package Assignment by EGM—Sum-
mary may include:

[0625] Input Parameters: Start Date to End Date range
for Package Create Date.

Example User Reports may include:

[0626] Logo: Tech Logo
[0627] Title: Package Assignment by EGM—Summary
[0628] Columns:
[0629] Group: Site Name
[0630] Group: EGM Group
[0631] Detail:
[0632] PackageID, Assignment ID, Module ID, Com-

ponent, Created Date, Created By, Approved Date,
Approved By, Total packages assigned, Total EGMs

[0633] Group By: Site, EGM Group (Collection)

[0634] Sort By: Package ID, Module ID

[0635] Sub-Total field: (Example dynamic groupings/
collections)

[0636] Sub:Total Columns: (Example dynamic group-

ings/collections)

[0637] Group Total field: Site Name

[0638] Group Total Columns: Total packages assigned,
Total EGMs

[0639] Grand Total? Yes

[0640] Grand Total Columns: Total packages assigned,
Total EGMs
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Example Package Assignment by EGM - Summary

Bally Test Casino
mm/dd/yyyy to mm/dd/yyyy
Total
Package Assignment Module Component Create Create Approved Approved Total EGMs
D D D D Date By Date By Packages  Assigned
Site: North Tahoe Casino
EGM Group: Main Isle
12345987 1000001 200000 128981 10/08/2006 123987 10/08/2006 123999 22 20
Site Sub-Totals: 22 20
Site: South Tahoe Casino
EGM Group: Entrance One
12345999 1000002 200000 128981 10/08/2006 123987 10/08/2006 123999 5 5
EGM Group: Entrance Two
123459600 1000003 200000 128981 10/08/2006 123987 10/08/2006 123999 2 2
Site Sub-Totals: 7 7
Grand-Totals: 29 27
Version xyz Page i of j Printed Date: mnv/dd/yyyy
[0641] An example Package Assignment by EGM—Detail Approved Date, Approved By, Total packages
may include: assigned, Total EGMs
[0642] InputParameters: [Start Date] to [EndDate] range [0650] Group By: Site, EGM Group (Collection)
for Package Create Date [0651] Sort By: EGM Internal Identifier, Package 1D,

Title: Package Assignment by EGM—Summary

[0643] Logo: Tech Logo
[0644]
[0645] Columns
[0646] Group: Site Name
[0647] Group: EGM Group
[0648] Detail:
[0649]

EGM ID, Package ID, Assignment ID, Module

1D, Component ID, Created Date, Created By,

Module ID Sub-Total field: n/a

[0652] Sub:Total Columns: n/a
[0653] Group Total field: Site Name
[0654] Group Total Columns: Total packages assigned,

Total EGMs
[0655] Grand Total? Yes

[0656] Grand Total Columns: Total packages assigned,
Total EGMs

Example Package Assignment by EGM - Detail

Bally Test Casino
mm/dd/yyyy to mm/dd/yyyy
Total
EMG  Package Assignment Module Component Create Create Approved Approved  Packages
D D D D D Date By Date By Assigned
Site: North Tahoe Casino
EGM Group: Main Isle
11102 12345987 1000001 200000 128981 10/08/2006 123987 10/08/2006 123999 22
Site Sub-Totals: 22
Site: South Tahoe Casino
EGM Group: Entrance One
21071 12345999 1000002 200000 128981 10/08/2006 123987 10/08/2006 123999 5
EGM Group: Entrance Two
31025 12345600 1000003 200000 128981 10/08/2006 123987 10/08/2006 123999 2
Site Sub-Totals: 7
Grand-Totals: 29
Total EGMs: 3
Version xyz Page 1 of 1 Printed Date: mm/dd/yyyy
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[0657] Example Module Assignment by EGM—Summary
may include:
[0658] Input Parameters: [Start Date] to [EndDate] range

for Assignment Approved Date

[0659] Logo: Tech Logo
[0660] Title: Module Assignment by EGM—Summary
[0661] Columns
[0662] Group: Site Name
[0663] Group: EGM Group
[0664] Detail: Module ID, Package 1D, Assignment ID,

Component ID, Created Date, Created By, Approved Date,
Approved By, Total packages assigned, Total EGMs
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[0673] An example Module Assignment by EGM—Detail
may include:

Input Parameters: [Start Date] to [EndDate] range for Assign-
ment Approved Date

Logo: Tech Logo

Title: Module Assignment by EGM—Summary

Columns

Group: Site Name

Group: EGM Group

Detail:

EGM ID, Module ID, Package ID, Assignment 1D, Compo-
nent ID, Created Date, Created By, Approved Date, Approved

[0665] Group By: Site, EGM Group (Collection) By
[0666] Sort By: Module ID, Package ID Group By: Site, EGM Group (Collection)
[0667] Sub-Total field: n/a Sort By: EGM Internal Identifier, Module ID, Package ID
[0668] Sub:Total Columns: n/a [0674] Sub-Total field: EGM Group
T Sub:Total Columns: Total packages assigned, Total EGMs
[0669] Group Total field: Site Name . Group Total field: Site Name
[0670] Group Total Columns: Total packages assigned, Group Total Columns: Total packages assigned, Total EGM
Total EGMs Groups, Total EGMs
[0671] Grand Total? Yes Grand Total? Yes
[0672] Grand Total Columns: Total packages assigned, [0675] Grand Total Columns: Total packages assigned,
Total EGMs Total EGM Groups, Total EGMs
Module Assignment by EGM - Summary
Bally Test Casino
mm/dd/yyyy to mm/dd/yyyy
Total
Module Package Assignment Component Create Create Approved Approved Total EGMs
D D D D Date By Date By Packages  Assigned
Site: abc casino
EGM Group: Main Isle
2000000 12345987 1000001 128981 10/08/2006 123987 mm/dd/yyyy 123999 22 20
Site Sub-Totals: 22 20
Site: def casino
EGM Group: Entrance One
200000 12345999 1000002 128981 10/08/2006 123987 10/08/2006 123999 5 5
EGM Group: Entrance Two
200000 123459600 1000003 128981 10/08/2006 123987 10/08/2006 123999 2 2
Site Sub-Totals: 7 7
Grand-Totals: 29 27
Version xyz Page 1 of 1 Printed Date: mnv/dd/yyyy
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Example Module Assignment by EGM - Detail
abc Casino
mmv/dd/yyyy to mm/dd/yyyy
Total
EMG Module Package  Assignment Component Create Create  Approved  Approved Packages
D D D D D Date By Date By Assigned
Site: abc Casino
EGM Group: Main Isle
11102 2000000 12345987 1000001 128981 10/08/2006 123987 mm/ddfyyyy 123999 22
Site Sub-Totals: 22
Site: def Casino

EGM Group: Entrance One
21071 2000000 12345999 1000002 128981 10/08/2006 123987 mm/ddfyyyy 123999 5

EGM Group: Entrance Two
31025 2000000 12345600 1000003 128981 10/08/2006 123987 mm/ddfyyyy 123999 2
Site Sub-Totals: 7
Grand-Totals: 29
Total EGMs: 3

Version xyz Page 1 of 1 Printed Date: mm/dd/yyyy
Example User Assignments by Module may include: Columns

Input Parameters Start Date to End Date range for Assign-
ment Approved Date

Logo: Tech Logo

Title: User Assignments by Module

Columns

Group: Site Name

Group: User

Detail:

User Name, User ID, Module 1D, Package 1D, Assignment
1D, Component ID, Created Date, Created By, Approved
Date, Approved By

Group By: Site, User Name
Sort By: Module ID

[0676] Sub-Total field: EGM Group
Sub:Total Columns: Total modules assigned
Group Total field: Site Name

Group Total Columns: Total modules assigned

Grand Total? Yes

[0677] Grand Total Columns: Total modules assigned,

An example Assignment History may include:

Input Parameters Start Date to End Date range for Assign-
ment Approved Date

Logo: Tech Logo
Title: Assignment History

Group: Site Name
Detail:

User Name, User 1D, Module 1D, Package 1D, Assignment
ID, Component ID, Created Date, Created By, Approved
Date, Approved By

Group By: Site
Sort By: Assignment Date Created, Module ID

[0678] Sub-Total field: N/A

Sub:Total Columns: N/A

[0679] Group Total field: Site Name
Group Total Columns: Total modules assigned

GrandTotal? Yes

[0680] Grand Total Columns: Total modules assigned,

Job Reports

[0681]
include:

Example Job Status History by Assignment may

Input Parameters Start Date to End Date range for Job Submit
Date

Logo: Tech Logo
Title: Job Status History by Assignment
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Columns

Group: Site Name
Group: Job ID
Detail:

Assignment, Job ID, Package ID, Component 1D, Submit
Date, Submitted By, Complete Date, Status

Group By: Site, Assignment [D
Sort By: Submit Date
[0682] Sub-Total field: n/a

Sub:Total Columns: n/a

[0683] Group Total field: Site Name
Group Total Columns: Total assignments

Grand Total? Yes

[0684] Grand Total Columns: Total packages assigned
An example Job Status History by EGM may include:

Input Parameters: [Start Date] to [EndDate] range for Job
Submit Date

Logo: Tech Logo

Title: Job Status History by Assignment
Columns

Group: Site Name

Group: EGM

Detail:

Assignment ID, Job ID, Package ID, Component ID, Submit
Date, Submitted By, Complete Date, Status

Group By: Site, EGM
Sort By: Job ID, Submit Date
[0685] Sub-Total field: n/a

Sub:Total Columns: n/a

[0686] Group Total field: Site Name
Group Total Columns: Total assignments

Grand Total? Yes

[0687] Grand Total Columns: Total packages assigned
An example Failed Job History may include:

Input Parameters: [Start Date] to [EndDate] range for Job
Submit Date

Internal Select: ‘Failed” Job Status
Logo: Tech Logo

Title: Job Status History by Assignment
Columns

Group: Site Name

Group: Assignment 1D

Detail: Assignment ID, Job ID, Package ID, Component ID
(DownLoad) or
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OptionltemID(Config), Submit Date, Submitted By, Event,
Event Date

Group By: Site, EGM

[0688] Sort By: Job ID, Submit Date, event, event date
Sub-Total field: n/a

Sub:Total Columns: n/a

[0689] Group Total field: Site Name

Group Total Columns: Total Failed Jobs
Grand Total? YES
Grand Total Columns: Total Failed Jobs

[0690] Example Audit Reports may include:

1) User Activity;

2) EGM Activity;

3) Activity Report for Regulators;

4) Module Inventory;

5) List of Revoked/Outdated Packages;
6) Detailed EGM Job;

[0691] 7) Failed EGM Job and/or

8) List of Revoked/Outdated Packages.

[0692] Example EGM Reports may include:
[0693] EGM Device Inventory Report

[0694] This report may be written for the Floor System
project and may be imported from that project.

[0695] EGM Event

[0696] This report may be written for the Floor System
project and may be imported from that project.

[0697] EGM Meter

[0698] This report may be written for the Floor System
project and may be imported from that project.

[0699] EGM Daily Financial (Audited Data)

[0700] This report may be written for the Floor System
project and may be imported from that project.

[0701] EGM Listing

[0702] This report may be written for the Floor System
project and may be imported from that project.

[0703] EGM Media

[0704] This report may be written for the Floor System
project and may be imported from that project.

[0705] EGM Game Theme

[0706] This report may be written for the Floor System
project and may be imported from that project.

Example EGM Group Reports may include:

Input Parameters: [Start Date] to [EndDate] range for Group
Create Date

Internal Select: n/a
Logo: Tech Logo
Title: EGM Groups
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Columns
Group: Site Name
Group: EGM Group

Detail:
[0707] 1° header line: EGM ID, Manufacturer 1D, Install
Date, ------------ Game Combinations ------------

2"? header line Game Theme, PayTable, Denomination
Group By: Site, EGM Group

Sort By: EGM ID, Game Theme, Paytable, Denom
[0708] Sub-Total field: n/a
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Sub:Total Columns: n/a
[0709] Group Total field: n/a

Group Total Columns: n/a
Grand Total? n/a

Grand Total Columns: n/a
[0710]

Appendix

DEFINITIONS, ACRONYMS, AND
ABBREVIATIONS

[0711]

Definition, Acronym,

Abbreviation

Description

Control Panel (BCP)

Live Services

Business Logic Layer Tier

Database

Database Web Services

Data Access Layer Tier

EGM Tier

Electronic Gaming Machine (EGM)

G2S (Game to System)

G2S Engine

G2S Download Protocol

G28 Message

G2S optionConfig Protocol

This smart client encapsulates all the functionality
to support the command and control portions of
the download and configuration features of the
project.

These are the windows services which are
responsible for executing the Business Logic of
the system.

The Business Logic Layer is comprised of the
Download and Configuration Windows Services
which are responsible for implementing the
Business Logic of the system.

SQL Server 2005 returns information based on
the results of retrieving data from the following
databases

Core

Configuration

Download

Activity

Schedule

These are the Web services that will be able to
be re-used by other GUI and Service Applications
in slot management system 101.

The Data Access Layer is comprised of Web
Services which expose methods for interacting
with the Data Tier.

The Data Tier is comprised of Electronic Game
Machines (EGM) and other configurable
components like iView and Game Controllers.
Gaming machines and/or tables which may
include electo-mechanical devices and/or video
displays.

The G2S (Game to System) protocol provides a
messaging standard, using XML, for
communications between gaming devices (such
as game software, meters, and hoppers) and
gaming management systems (such as
progressives, cashless, and accounting).

This service will receive G2S messages from the
EGM 213 and dispatch them to the Live Service
based on the message component type.

The G2S download protocol will provide a
standardized protocol to manage the downloaded
content on all G2S compliant EGM from all G2S
compliant host systems.

Command messages sent to an EGM, to update
or configure the EGM 213.

The G2S optionConfig protocol will download
options available from within and EGM. The
SDDP server will maintain all down load software
packages in a secure library with a required
number of secure backups as defined by the
jurisdiction
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-continued

Definition, Acronym,
Abbreviation

Description

G2S Engine Tier

iView

Module

Presentation Tier

SDDP Server

package

The G2S Engine Tier is comprised of the G2S
engine components. Its job is to send and

receive G2S protocol messages to and from EGM
and other configurable devices. It is also
responsible for the packaging and unpacking of
the internal system messages and G28S protocol
messages.

proprietary device for player touch point
services. It is used to display marketing and
player tracking information. While not currently
capable of “gaming”, it likely will be downstream,
so it is treated herein as an EGM.

A manufacturer-defined element that is a uniquely
identifiable unit within the EGM. For example: A
module can be an operating system, or a game
theme, firmware for a printer; etc. A module may
be a single WAV sound file that is shared by
other modules.

The Presentation Tier is comprised of the Control
Panel application. The Control Panel application
is the Graphical Interface through which the
Download and Configuration portion of the Live
system is managed.

Will maintain all down load software packages in
a secure library with a required number of secure
backups as defined by the jurisdiction

A manufacturer-defined element that can be
thought of as a single file, which contains:

an optional download header that contains
information about the package payload and

The package payload, with the payload being a
Z1P file, TAR file, an XML configuration file, a

single BIN file, or any file format that makes
sense. The point is that specific format of the
payload is of no interest to the command and

control of the transfer.
Software download

The ability to send packages between a Software

Download Distribution Point and one or more

EGMs.

[0712] The above description of illustrated embodiments,
including what is described in the Abstract, is not intended to
be exhaustive orto limit the embodiments to the precise forms
disclosed. Although specific embodiments of and examples
are described herein for illustrative purposes, various equiva-
lent modifications can be made without departing from the
spirit and scope of the disclosure, as will be recognized by
those skilled in the relevant art. For instance, the foregoing
detailed description has set forth various embodiments of the
devices and/or processes via the use of block diagrams, sche-
matics, and examples. Insofar as such block diagrams, sche-
matics, and examples contain one or more functions and/or
operations, it will be understood by those skilled in the art that
each function and/or operation within such block diagrams,
flowcharts, or examples can be implemented, individually
and/or collectively, by a wide range of hardware, software,
firmware, or virtually any combination thereof. In one
embodiment, the present subject matter may be implemented
via Application Specific Integrated Circuits (ASICs). How-
ever, those skilled in the art will recognize that the embodi-
ments disclosed herein, in whole or in part, can be equiva-
lently implemented in standard integrated circuits, as one or
more computer programs running on one or more computers
(e.g., as one or more programs running on one or more com-
puter systems), as one or more programs running on one or

more controllers (e.g., microcontrollers) as one or more pro-
grams running on one or more processors (e.g., microproces-
sors), as firmware, or as virtually any combination thereof,
and that designing the circuitry and/or writing the code for the
software and or firmware would be well within the skill of one
of'ordinary skill in the art in light of this disclosure. It will also
be appreciated that many of the methods or processes may
omit some acts, include additional acts, and/or may perform
the acts in a different order than described herein, so long as
the desired end result or functionality is achieved.

[0713] In addition, those skilled in the art will appreciate
that the mechanisms of taught herein are capable of being
distributed as a program product in a variety of forms, and that
an illustrative embodiment applies equally regardless of the
particular type of signal bearing media used to actually carry
out the distribution. Examples of signal bearing media
include, but are not limited to, the following: recordable type
media such as floppy disks, hard disk drives, CD ROMs,
digital tape, and computer memory; and transmission type
media such as digital and analog communication links using
TDM or IP based communication links (e.g., packet links).

[0714] The various embodiments described above can be
combined to provide further embodiments. To the extent that
they are not inconsistent with the specific teachings and defi-
nitions herein, all of the U.S. patents, U.S. patent application
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publications, U.S. patent applications, foreign patents, for-
eign patent applications and non-patent publications referred
to in this specification and/or listed in the Application Data
Sheet, including but not limited to U.S. patent publication No.
2007/0082737A1; U.S. patent publication No. 2007/
0006329A1; U.S. patent publication No. 2007/0054740A1;
U.S. patent publication No.2007/01111791; U.S. provisional
patent application Ser. No. 60/865,345, filed Nov. 10, 2006,
entitted “COMPUTERIZED GAME MANAGEMENT
SYSTEM AND METHOD”; U.S. provisional patent appli-
cation Ser. No. 60/865,575, filed Nov. 13, 2006, entitled
“COMPUTERIZED GAME MANAGEMENT SYSTEM
AND METHOD”; U.S. provisional patent application Ser.
No. 60/865,332, filed Nov. 10, 2006, entitled “DOWNLOAD
AND CONFIGURATION SERVER-BASED SYSTEM
AND METHOD”; U.S. provisional patent application Ser.
No. 60/865,550, filed Nov. 13, 2006, entitled “DOWNLOAD
AND CONFIGURATION SERVER-BASED SYSTEM
AND METHOD”; U.S. nonprovisional patent application
Ser. No. , filed Nov. 9, 2007, entitled “GAMING
SYSTEM DOWNLOAD NETWORK ARCHITECTURE”
(Atty. Docket. No. 110184.454); U.S. nonprovisional patent
application Ser. No. , filed Nov. 9, 2007, entitled
“REPORTING FUNCTION IN GAMING SYSTEM ENVI-
RONMENT” (Atty. Docket. No. 110184.45402); U.S. non-
provisional patent application Ser. No. , filed Nov. 9,
2007, entitled “SECURE COMMUNICATIONS IN GAM-
ING SYSTEM” (Atty. Docket. No. 110184.45403); U.S.
nonprovisional patent application Ser. No. , filed Now.
9, 2007, entitled “METHODS AND SYSTEMS FOR CON-
TROLLING ACCESS TO RESOURCES IN A GAMING
NETWORK?” (Atty. Docket. No. 110184.45404); U.S. non-
provisional patent application Ser. No. , filed Nov. 9,
2007, entitled “NETWORKED GAMING ENVIRON-
MENT EMPLOYING DIFFERENT CLASSES OF GAM-
ING MACHINES” (Atty. Docket. No. 110184.453); U.S.
nonprovisional patent application Ser. No. , filed Now.
9, 2007, entitled “DOWNLOAD AND CONFIGURATION
SERVER-BASED SYSTEM AND METHOD WITH
STRUCTURED DATA” (Atty. Docket. No. 110184.449);
U.S. nonprovisional patent application Ser. No. , filed
Nov. 9, 2007, entitled “PACKAGE MANAGER SERVICE
IN GAMING SYSTEM” (Atty. Docket. No. 110184.455);
U.S. patent application Ser. No. 11/278,937, filed Apr. 6,
2006, entitled “LOGIC INTERFACE ENGINE SYSTEM
AND METHOD”; U.S. Provisional Patent Application Ser.
No. 60/676,429, filed Apr. 28, 2003, entitled “LOGIC
INTERFACE ENGINE SYSTEM AND METHOD”; U.S.
patent application Ser. No. 11/470,606, filed Sep. 6, 2006
entitled “SYSTEM GAMING”; U.S. Provisional Patent
Application Ser. No. 60/714,754, filed Sep. 7, 2005, entitled
“SYSTEM GAMING APPARATUS AND METHOD™; U S.
patent application Ser. No. (Atty. Docket No.

), filed Nov. 9, 2007 entitled “DOWNLOAD AND
CONFIGURATION SERVER-BASED SYSTEM AND
METHOD”; U.S. Provisional Patent Application No. 60/865,
332, filed Nov. 10, 2006, entitled “DOWNLOAD AND CON-
FIGURATION  SERVER-BASED SYSTEM AND
METHOD”; and U.S. Provisional Patent Application No.
60/865,396, filed Nov. 10, 2006, entitled “DOWNLOAD
AND  CONFIGURATION  CAPABLE GAMING
MACHINE OPERATING SYSTEM, GAMING MACHINE,
AND METHOD?” are incorporated herein by reference, in
their entirety. Aspects of the embodiments can be modified, if
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necessary, to employ systems, circuits and concepts of the
various patents, applications and publications to provide yet
further embodiments.

[0715] Theseand other changes can be madeto the embodi-
ments in light of the above-detailed description. In general, in
the following claims, the terms used should not be construed
to limit the claims to the specific embodiments disclosed in
the specification and the claims, but should be construed to
include all possible embodiments along with the full scope of
equivalents to which such claims are entitled. Accordingly,
the claims are not limited by the disclosure.

1. A method of auditing gaming machines, the method
comprising:

receiving information indicative of a configuration change

for a plurality of gaming machines;

automatically collecting data indicative of at least one per-

formance parameter for the plurality of gaming
machines while the gaming machines are configured in
accordance with the configuration change indicated by
the information; and

generating a report indicative of the at least one perfor-

mance parameter for the plurality of gaming machines.

2. The method of claim 1 wherein generating a report
includes generating a graphical representation of a floor lay-
out indicative of a position of each of the gaming machines.

3. The method of claim 1 wherein generating a report
includes generating a graphical representation of a floor lay-
out indicative of a position of each of the gaming machines
and indicative of at least one configuration parameter of at
least some of the gaming machines.

4. The method of claim 1 wherein generating a report
includes generating a graphical representation of a floor lay-
out indicative of a position of each of the gaming machines
and indicative of at least one configuration parameter for at
least two distinct groups of the gaming machines, where the
gaming machines in each group share a respective operational
parameter.

5. The method of claim 1 wherein generating a report
includes generating a graphical representation of a floor lay-
out indicative of a position of each of the gaming machines
and indicative of at least one parameter indicative of receipts
for at least some of the gaming machines.

6. The method of claim 1 wherein automatically collecting
data indicative of at least one performance parameter for the
plurality of gaming machines while the gaming machines are
configured in accordance with the configuration change indi-
cated by the information includes automatically collecting
data indicative of an amount of use of the gaming machines by
a plurality of patrons while the gaming machines are config-
ured in accordance with the configuration change indicated
by the information.

7. The method of claim 1 wherein automatically collecting
data indicative of at least one performance parameter for the
plurality of gaming machines while the gaming machines are
configured in accordance with the configuration change indi-
cated by the information includes automatically collecting
data indicative of an amount wagered at the gaming machines
by a plurality of patrons while the gaming machines are
configured in accordance with the configuration change indi-
cated by the information.

8. The method of claim 1 wherein generating a report
indicative of the at least one performance parameter for the
plurality of gaming machines includes generating a report
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indicative of a change in a performance parameter between
the gaming machines configured in accordance with the con-
figuration change indicated by the information and the gam-
ing machines configured in accordance with a prior configu-
ration.

9. The method of claim 8 wherein generating a report
indicative of a change in a performance parameter includes
generating a report indicative of a change in at least one of an
amount of use and an amount wagered at the gaming
machines by a plurality of patrons.

10. A download and configuration management system to
manage a plurality of gaming machines distributed through at
least one casino property, the system comprising:

at least one computer-readable memory that stores execut-

able instructions; and

at least one processor communicatively coupled to the at

least one computer-readable memory and operable to
execute the executable instructions, the at least one pro-
cessor configured to receive information indicative of a
configuration change for a plurality of gaming
machines, receive data indicative of at least one perfor-
mance parameter for the plurality of gaming machines
while the gaming machines are configured in accor-
dance with the configuration change indicated by the
information, and generate a report indicative of the at
least one performance parameter for the plurality of
gaming machines.

11. The system of claim 10 wherein the processor is con-
figured to generate the report as a graphical representation of
a floor layout indicative of a position of each of the gaming
machines.

12. The system of claim 10 wherein the processor is con-
figured to generate the report as a graphical representation of
a floor layout indicative of a position of each of the gaming
machines and indicative of at least one configuration param-
eter of at least some of the gaming machines.

13. The system of claim 10 wherein the processor is con-
figured to generate the report as a graphical representation of
a floor layout indicative of a position of each of the gaming
machines and indicative of at least one configuration param-
eter for at least two distinct groups of the gaming machines,
where the gaming machines in each group share a respective
operational parameter.

14. The system of claim 10 wherein the processor is con-
figured to generate the report as a graphical representation of
a floor layout indicative of a position of each of the gaming
machines and indicative of at least one parameter indicative
of receipts for at least some of the gaming machines.

15. The system of claim 10, further comprising:

aplurality of sensors that automatically collect data indica-

tive of the at least one performance parameter for the
plurality of gaming machines while the gaming
machines are configured in accordance with the configu-
ration change indicated by the information.

16. The system of claim 15 wherein the sensors automati-
cally collect data indicative of an amount of use of the gaming
machines by a plurality of patrons while the gaming machines
are configured in accordance with the configuration change
indicated by the information.
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17. The system of claim 15 wherein the sensors automati-
cally collect data indicative of an amount of wagered at the
gaming machines by a plurality of patrons while the gaming
machines are configured in accordance with the configuration
change indicated by the information.

18. The system of claim 10 wherein the processor is con-
figured to generate the report indicative of a change in at least
one performance parameter between the gaming machines
configured in accordance with the configuration change indi-
cated by the information and the gaming machines configured
in accordance with a prior configuration.

19. The system of claim 18 wherein the processor is con-
figured to generate the report indicative of a change in at least
one of an amount of use and an amount wagered at the gaming
machines by a plurality of patrons.

20. A download and configuration management system to
manage a plurality of gaming machines distributed through at
least one casino property, the system comprising:

at least one computer-readable memory that stores execut-

able instructions; and

at least one processor communicatively coupled to the at

least one computer-readable memory and operable to
execute the executable instructions, the at least one pro-
cessor configured to produce a graphical representation
of a floor layout indicative of a position of each of the
gaming machines relative to one another and at least one
performance parameter indicative of a performance of at
least some of the gaming machines while in one opera-
tional configuration.

21. The system of claim 20 wherein the at least one perfor-
mance parameter is indicative of at least one of an amount of
usage of the gaming machines and an amount wagered at the
gaming machines.

22. The system of claim 20 wherein the at least one perfor-
mance parameter is indicative of a difference in performance
of the gaming machines between the one configuration and
another configuration.

23. The system of claim 20 wherein the at least one perfor-
mance parameter is indicative of a difference in performance
of the gaming machines between the one configuration in
which the gaming machines have a first minimum bet amount
and another configuration in which the gaming machines
have a second minimum bet amount, different from the first
minimum bet amount.

24. The system of claim 20 wherein the at least one perfor-
mance parameter is indicative of a difference in performance
of the gaming machines as a group in the one configuration
with respect a performance of the gaming machines as a
group in another configuration, where the one configuration
has a first distribution of minimum bet amounts between the
gaming machines and the other configuration has a second
distribution of minimum bet amounts between the gaming
machines different from the first configuration.

25. The system of claim 24 wherein the graphical repre-
sentation of a floor layout produced by the at least one pro-
cessor is animated.



