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System and Method for Secure Access

Priority Claim
The present application claims priority from US Patent Application
Number 10/673,509, filed September 30, 2003, the contents of which are incorporated

herein by reference.

Field Of The Invention

[0001] The present invention relates generally to computer security and more

particularly to a system and method for secure access.

Background Of The Invention

[0002] Remote access to computer equipment is a rapidly devéloping trend. It is
well known to access computer equipment over a dial-up connection using modems. It is
becoming increasingly common to provide remote access via virtual private networks
(“VPNs”), directly over digital subscriber line (DSL), cable and other types of high-speed
internet links. Remote access can be used for a variety of useful purposes, such as
enabling remote maintenance of computer equipment, without the problems associated

with dispatching a maintenance person to the site of the computer equipment.

[0003] However, enabling remote access to computer equipment renders such
equipment vulnerable to attacks from unauthorized persons who accidentally, or illegally,
obtain the dial-up address of the computer equipment, and the passwords and other

authentication information associated therewith.

[0004] The telecommunications industry is an industry with an interest in
providing remote accéss to computer equipment resident at telephone exchange switches
and used to operate the telephone exchange. However, the security vulnerabilities of
prior art remote access methods has curtailed the development and deployment of remote

access for telephone exchange switches.

[0005] One proposed means of providing remote access is described in U.S. Pat.

No. 5,724,426 to Rosenow et al., which issued on March 3, 1998. Rosenow discloses
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means for controlling access to computerized system resources to enable each new
session to employ different encryption keys derived from multiple random numbers and
multiple hidden algorithms without transmitting the keys across a communication line.
Although Rosenow has merit, it is not entirely ideal for telephone exchange switches,
because Rosenow relies on a central access control system that employs a dedicated
parallel control network, such as a local area network (“LAN”), to centrally manage

access control tables of an access-controlled system of resources.

[0006] Another proposed means for providing remote access is described in U.S.
patent application Publication No. US2002/0095573 to O’Brien and published on July 18,
2002. O’Brien describes an apparatus in which a secure access transceiver (i.e. modem)
is provided for enforcing authenticated remote access to command controllable computer
equipment. The secure access transceiver authenticates an entity seeking access to the
computer equipment frorh a remote service point upon detection of a carrier signal during
an initial handshake sequence. A data port on the secure access transceiver used to
deliver data to the command controllable computer equipment is enabled only on
authentication of the entity seeking access to the computer equipment and the data port is
kept disabled otherwise, preventing data transfer through the secure access transceiver
unless an authenticated connection is established. Although this system also has its place
in certain applications, it does not provide an optimal solution for the need to enforce
control over access to command controllable computer equipment because after a data
port is enabled, and if protective measures have not been taken, the equipment is still
vulnerable to attacks. Thus, an unauthorized user will have remote access to the
command controllable computer equipment. In general, O’Brien assumes that the
network providing the connection cannot be tampered with during the duration of the

transaction after the initial authentication process.

[0007] - Overall, the above-mentioned prior art to provide remote access to

computer equipment is not suitable for certain applications.
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Summary of the Invention

[0008] It is an object of the present invention to provide a novel system and
method for secure access that obviates or mitigates at least one of the above-identified

disadvantages of the prior art.

[0009] According to an aspect of the invention, a secure access controller is
brovided for providing authenticated access to command controllable computer
equipment. The secure access controller authenticates an entity seeking access to the
computer equipment from a remote service point a data packet at a time upon establishing
a link. A packet containing a command or data (or a portion thereof) received by the
secure access controller from the transceiver is delivered to the command controllable
computer equipment after it has been authenticated. Otherwise, the packet is discarded,
thus reducing or preventing unauthorized access to the computer equipment via the secure

access controller.

[0010] According to another aspect of the invention, a method of providing
authenticated access to command controllable equipment connected to a secure access
controller in response to a service access request is provided. An authentication process
is performed for every packet upon establishing a link. As a part of the authentication
process, authentication information is received from the remote point. Upon successful
authentication, the packet is passed through the secure access controller to the computer

equipment, and otherwise the data is discarded.

[0011] A method and apparatus for secure and authenticated access to command
controllable computer equipment is described. The method involves using an access
apparatus that prevents access to the command controllable computer equipment until a
user is authenticated as a trusted user authorized to access the command controllable
computer equipment. The apparatus may be a secure access controller connected to an
access transceiver such as a voice band modem. The secure access controller will not
pass the data command from a user to the command controllable computer equipment
until a user is authenticated as a trusted user. The advantage is secure control of access to
command controllable computer equipment that enables remote access to the equipment

by authorized users with substantially reduced risk of compromise.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The invention will now be described by way of example only, and with

reference to the accompanying drawings, in which:

Figure 1 is a block diagram of a system for secure access in accordance

with an embodiment of the invention;

Figure 2 is a flow chart showing a method of updating encryption keys for
the access controller of Figure 1 in accordance with another embodiment

of the invention;

Figure 3 is a flow chart showing a method of updating encryption keys for

the client of Figure 1 in accordance with another embodiment of the

invention;

Figure 4 is a flow chart showing a method for secure access in accordance

with another embodiment of the invention; and

Figure 5 is a flow chart showing a method of expiring encryption keys
used in the system of Figure 1 in accordance with another embodiment of

the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0013] Referring now to Figure 1, a system for secure access is indicated
generally at 30. System 30 is comprised of at least one remote office’ 34, an
authentication server 38 and at least one remote client 42, all interconnected by a network
46. The term “remote” is not to be construed in a limiting sense, and in a present
embodiment refers to the different locations of office 34 and client 42 in relation to one or
more other components in system 30, and/or to reflect the connection of office 34 and

client 42 via network 46.

[0014] Remote office 34 is any facility that contains computer equipment that is

to be accessed via network 46. In a present embodiment, remote office 34 is a telephone
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central office and the computer equipment contained therein is a telecommunications
switch 50 as is commonly found in the public switched telephone network (“PSTN”) that
is operable to handle and manage a plurality of telephone connections. Remote office 34
also contains an access controller 54 that is connected to the switch 50. In turn, access
controller 54 is connected to a network interface 58 that is complementary to the
protocéls employed over network 46, and accordingly, network interface 58 is operable to
manage communications between network 46 and access controller 54. In a present
embodiment, network 46 is the PSTN and network interface 58 is a voice-band modem,
but in other embodiments, other types of networks and network interfaces can be

employed.

[0015] Authentication server 38 is a computing device, (such as a personal
computer, a server, or the like) that is typically comprised of hardware suitable for server
type functions, and includes a central processing unit, random access memory, hard-disk
storage and a network interface for communicating over network 46. As will be
explained in greater detail below, authentication server 38 is operable to act as a trusted
third party to assist in providing security in communications between client 42 and office
34, In a present embodiment, authentication server is operable to generate a
public/private key pair for use in encrypting communications (or a portion thereof)
between client 42 and office 34. Authentication server 38 will be described in greater

detail below.

[0016] Remote client 42 is also a computing device, (such as a personal computer,
laptop computer, personal digital assistant, or the like) that is typically comprised of
hardware suitable for client-type functions, and includes a central processing unit, random
access memory, a long term storage device and a network interface for communicating
over network 46. Remote client 42 is operable to utilize the keys generated by
authentication server 38 when conducting its communications with switch 50. It is to be
understood that the term “client” encompasses a wide range of computing devices that are

operable to interact with server 38 and office 34.

[0017] Access controller 54 within office 34 is operable to make use of the unique

keys generated by authentication server 38 in order to authenticate whether



10

15

20

WO 2005/032038 PCT/CA2004/001732

communications with client 42 are authorized, and if so authorized, to pass such
communications between switch 50 and client 42, and, if not authorized, to discard such
communications. Access controller 54 is provided with a security database 62. When
access confroller 54 is originally manufactured, security database 62 includes a set-of

factory preset containing data in accordance with Table I.

Table I

Security Database 62 of Access Controller 54 (Factory Preset)

Field # Field Data
1 Phone Number 5625800
2 Identification Number xy45678
3 Access Controller’s Private Key acPRV(default)
4 Inactive Expiry Period 5 days
5 Time to remain active after disconnect 2 hours
6 Date of last change 01/31/03
7 Time of last disconnect 23:59:59
8 Power up counter 001
[0018] Describing Table I in greater detail, Field 1, Phone Number, is the phone

number on network 46 where network interface 58 can be reached. Generally, Field 1
remains fixed once access controller 58 is deployed in system 30. Field 2, Identification
Number, is a unique identification number for access controller 54, and thus any
additional access controllers 54 in system 30 would also have their own Identification
Number. Generally, Field 2 remains fixed once access controller 58 is deployed in
system 30. Field 3, Access Controller’s Private Key, is a private key that can be used for
encrypting communications with access controller 54 (and in turn switch 50) and thereby
provide secure access to switch 50. As shown in Table I, access controller 54 is initially
provided with a factory preset private key and is identified in Table I as
“acPRV(default)”. Thus, as will be explained in greater detail below, Field 3 will be

updated from time to time in order to help provide ongoing secure access to switch 50.
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[0019] Continuing with describing Table I in greater detail Field 4, Inactive
Expiry Period is a time duration that can be used to terminate the validity of particular
Access Controller Private Key, and thereby force an update of that key. Field 5, Time to
Remain Active After Disconnect, is a period after which a remote client 42 disconnects
from access controller 54 that a particular Access Controller Private Key remains valid, in
the event that a particular remote client 42 wishes to reestablish communications within
that time period after disconnecting from access controller 54. Field 6, Date of Last
Change, is a date stamp of when the records in database 62 were last updated, and in
particular, when Access Controller Private Key was last updated. Field 6 can be used by
in conjunction with Field 4 to determine whether an update to Access Controller Private
Key is to be performed. Field, 7, Time of Last Disconnect is a time stamp of when a
particular remote client 42 last disconnected from access controller 54, to be used in
conjunction with Field 5 to determine whether an update to Access Controller Private

Key is to be performed.

[0020] Field 8, Power up counter, is a software counter in firmware of access
controller 54 to count how many times access controller 54 has been shut-down and re-
powered. An administrator that keeps separate track of the counter can monitor any
tampering of access controller 54, in the event an unauthorized individual attempts to
shut-down and then re-power the access controller 54. Additionally, the power up counter
can be also set up to detect if access controller 54 has been disconnected, or put off-line

from the remainder of system 30.

[0021] By the same token, authentication server 38 also includes an access
controller database 66 that includes data that corresponds with the information stored in
security database 62 (and also includes additional data that corresponds with information
stored in security databases respective to any other access controllers that may be present
in system 30). Those initial settings of access controller database 66 are shown in Table

1L
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Table I1
Security Database 66 of Authentication Server 38

Field 1 Field 2 Field 3 Field 4 Field 5 Field 6 Field 7
Record | Phone Identification Access Access Expiry Time to Power up

Number Number Controller’s Controller's Period remain counter

Public Key Private Key active after

(Stores (Stores Field 2 (Stores disconnect | (s¢ores

Field 1 of of Table ) (Stores Field 3 Field 8 of

Table ) of Table f) Field 4 of (Stores Table 1)

Table I) Field 5 of
Table )

1 5625800 Xy45678 acPUB(default) acPRV(default) 5 days 2 hours 001
[0022] Table II shows one record, labelled Record 1, which reflects information

corresponding to access controller 58. Thus, Fields 1, 2, 4, 5, 6 and 7 of Table II store the
same information as Fields 1, 2, 3, 4, 5 and 8 of Table I, respectively. Table II also
includes a Field 3, Access Controller’s Public Key, which corresponds to the factory
preset private key in Field 4, and is identified in Table II as “acPUB(default)”. While not
shown herein, Table II can also store additional records for any additional‘ access

controllers that are included in system 30.

[0023]

encryption keys is indicated generally at 200. In order to assist in the explanation of the

Referring now to Figure 2, a method for updating an access controller’s

method, it will be assumed that method 200 is operated using system 30. Furthermore,
the following discussion of method 200 will lead to further understanding of system 30
and its various components. (However, it is to be understood that system 30 and/or
method 200 can be varied, and need not work exactly as discussed herein in conjunction

with each other, and that such variations are within the scope of the present invention.)

[0024]

access controller to the authentication server.

At step 210, the current access controller private key is sent from the
Thus, access controller 54 retrieves its
Access Controller’s Private Key, from its security database 62. Using the data listed in
Table I as an example, the Access Coniroller’s Private Key stored in access controller 54
is currently set to “acPRV(default)”. The retrieved key is sent to authentication server 38

via network 46.
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[0025] At step 220, it is determined whether the received access controller private
key matches the stored access controller private key. Thus, authentication server 38,
upon receipt of the key sent at step 210, will compare the received access controller
private key with the access controller private key associated with access controller 50 by
examining the contents of security database 66. If a match is found between the received
access controller private key (i.e. “acPRV(default)”) and the access controller private key
stored Field 4 of Table II (i.e. “acPRV(default)”), then a match is found and method 200
will advance to step 230 — otherwise method 200 ends due to a perceived security breach.
Method 200 can begin anew in the event that such mismatch was merely a

communications error.

[0026] At step 230, a new public and private key pair for the access controller is
generated. Thus, authentication server 38 will perform a predefined operation to generate
a new access controller private key (represented herein as “acPRV(new)”) and a new

access controller public key (represented herein as “acPUB(new)”).

[0027] At step 240, the new access controller private key generated at step 230 is
sent to the access controller. The new access controller private key, acPRV(new), will

thus be sent via network 46 back to access controller 54.

[0028] At step 250, receipt of the new access controller private key is
acknowledged. Thus, access controller 54, upon receipt of new access controller private
key, acPRV(new) sent at step 240, will acknowledge such receipt to authentication server

38.

[0029] At step 260, an encrypted test message is sent. Authentication server 38
will prepare a known-test message, such as the text string “OK”, and encrypt that
message using new access controller public key, acPRV(pub), and send that encrypted

test message to access controller 54.

[0030] At step 270, access controller 54 will attempt to decrypt the encrypted test
message using new access controller private key, acPRV(new), and if the decryption is
unsuccessful, the method will end, and at this point, it can be desired to start method 200

anew and re-attempt the update. If, however, the decryption is successful, and access

-9.
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controller 54 successfully recovers the known-test message (i.e. the text string “OK”),

then the method advances to step 280.

[0031] At step 280, the new access controller private key is activated. Thusly,
access controller 54 will update security database 62 to store new access controller
private key with acPRV(new). Similarly, authentication server 38 will update its security
database 66 to reflect both the new access controller private key and the new access
controller public key. Table ITT shows the contents of security database 62 after the
performance of step 280.

Table 111

Security Database 62 of Access Controller 54

Field # Field Data
1 Phone Number 5625800
2 Identification Number xy45678
3 Access Controller’s Private Key acPRV(new)
4 Inactive Expiry Period 5 days
5 Time to remain active after disconnect 2 hours
6 Date of last change 02/01/03
7 Time of last disconnect 23:59:59
8 Power up counter 001
[0032] In particular, note that in Table III, Field 3, Access Controller Private Key

is updated to “acPRV(new)”, while date of last change was changed from 1/31/03, to
02/01/03, assuming a hypothetical date of the performance of method 200 to be on
02/01/03.

[0033] Table IV shows the contents of security database 66 after the performance
of step 280.

-10 -
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Table IV
Security Database 66 of Authentication Server 38
Field 1 Field 2 Field 3 Field 4 Field 5 Field 6 Field 7
Record | Phone Identification Access Access Expiry Time to Power up
# Number Number Controller’s Controller’s Period remain -counter
Public Key Private Key active after
(Stores (Stores Field 2 (StoresFiel | disconnect | (gtgores
Field 1 of of Table 1) (Stores Field 3 d 4 of Field 8 of
Table 1) of Table I Table 1) (Stores Table I)
Field 5 of
Table 1)
1 5625800 Xy45678 acPUB(new) acPRV(new) 5 days 2 hours 001
[0034] In particular, note that in Table IV, Field 3, Access Controller Public Key

is updated to “acPUB(new)”, while Field 4, Access Controller Private Key is updated to
“acPRV(new)”.

[0035]

time to time to update the access controller encryption keys and thereby enhance the

At this point, method 200 terminates. Method 200 can be executed from

overall security of system 30.

[0036]

access controller public key available to client 42 so that secure access between client 42

Other embodiments of the present invention provide means for making the

and switch 50 can be effected. Referring again to Figure 1, client 42 thus also includes its
own security database 70, which is mirrored by an additional security database 74 stored

in authentication server 38.

[0037] When client 42 is originally configured, security database 70 appears in

accordance with Table V.

211 -
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Table V

Security Database 70 of Client 42

Field # Field Data

1 Name Joe Smith
2 UserlD 1234

3 Password b56789xx
4 Access Controller Identification Number <Empty>
5 Access Controller Public Key <Empty>
6 Remote Office Phone Number <Empty>

[0038] Describing Table V in greater detail, Field 1, Name, is the name of the

particular user that owns or is in possession of client 42, and in this particular example is
“Joe Smith”. It is thus assumed that Joe Smith is an individual or employee who is
intended to have access to switch 50. Generally, Field 1 remains fixed. Field 2, UserID,
is a unique identifier assigned to Joe Smith, in this example, “1234”. Similarly, Field 3,
Password, is a second unique identifier assigned to Joe Smith, in this example,
“b56789xx”. UserID and Password are assigned to Joe Smith in any known manner as
may be desired, and are typically provided to Joe Smith, in person, so that as the user of
client 42 Joe Smith can populate Fields 2 and 3 of security database 70 through a user

interface on client 42.

[0039] Continuing with describing Table V, Field 4, Access Controller
Identification Number, and Field 5, Access Controller Public Key and Field 6, Remote
Office Phone Number are initially blank, and client 42 is operable to communicate with
authentication server 38 in order to populate those fields, as will be explained in greater

detail below.

[0040] By the same token, security database 74 appears in authentication server

38 accordance with Table VI.

-12-



10

15

20

WO 2005/032038 PCT/CA2004/001732

Table VI

Security Database 74 of Authentication Server 38

Field 1 Field 2 Field 3
Record Name User ID Password
(Field 1 of | (Field 2 of (Field 3 of Table
Table V) V)
Table V)
1 Joe Smith | 1234 b56789xx
[0041] Table VI shows one record, labelled Record 1, which reflects information

corresponding to the user of client 42. Thus, Fields 1, 2, and 3 of Table VI store the same
information as Fields 1, 2, and 3, of Table V, respectively. While not shown herein,
Table VI can also store additional records for any additional clients 42 that are included

in system 30.

[0042] Referring now to Figure 3, a method for updating a client security database
is indicated generally at 300. In order to assist in the explanation of the method, it will be
assumed that method 300 is operated using system 30. Furthermore, the following
discussion of method 300 will lead to further understanding of system 30 and its various
components. (However, it is to be understood that system 30 and/or method 300 can be
varied, and need not work exactly as discussed herein in conjunction with each other, and

that such variations are within the scope of the present invention.)

[0043] Beginning at step 310, the UserID of the user of client 42 is sent to
authentication server 38. This is performed in system 30 via network 46, and when client
42 establishes a connection with authentication server 38, client 42 accesses security

database 70, and sends the UserID “1234” over network 46 to authentication server 38.

[0044] Next, at step 315, authentication server 38 makes a determination as to

whether this UserID is valid. To make such a determination, authentication server 38

-13 -
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accesses its security database 74 and looks for a corresponding UserID. If no valid
corresponding UserID exists in database 74, the method ends. If such a valid UserID

does exist, the method advances to step 320.

[0045] At step 320, authentication server 38 generates a one-time pair of private
and public keys, identified herein as “asPRV” and “asPUB” respectively. At step 325,
public key asPUB is sent over network 46 to client 42.

[0046] At step 330, client 42 will receive public key asPUB sent at step 325, and
client 42 will generate its own one-time pair of private and public iceys, identified herein
as “cPRV” and “cPUB” respectively. At step 335, client 42 retrieves, from security
database 70, the data contained in Fields 1-3 of Table V, namely, the Name, UserID and
Password respective to that client 42. Also at step 335, the retrieved data is combined
with public key cPUB, and the complete combination is encrypted using public key
asPUB. At step 340, the encrypted combination of data is sent to authentication server 38

via network 46.

[0047] At step 345, authentication server 38 receives the data sent at step 340 and
decrypts it using private key asPRV, and makes a determination as to whether the
password it received is valid for client 42. Such a determination is made by ensuring that
the received Name, UserID and Password correspond with the expected data found in
security database 74. Ifit is not valid, then the method ends, however, if it is valid, then

the method advances to step 350.

[0048] At steps 350 and 355, the access controller information needed by client
42 for secure access to remote office 34 is encrypted using public key cPUB and then sent
to client 42. The access controller information is obtained by authentication server 38
which retrieves the relevant information from security database 66, which in the present
example is Fields 1, 2 and 3 of Record 1 of Table IV, namely, the Phone Number (i.e.
5625800) of access controller 54, the Identification Number (i.e. xy45678) of access
controller 54, and the Public Key of access controller 58 (i.e. acPUB(new)). This

information is encrypted using public key cPUB, and then sent to client 42.
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[0049] At step 360, client receives the encrypted information sent at step 355, and
decrypts that information using private key ¢PRV, and updates database 70 with that
decrypted information. Thus, once step 360 is performed, security database 70 appears in
accordance with Table VIL.

Table VII

Security Database 70 of Client 42

Field # Field i Data
1 Name Joe Smith
2 UserlD 1234
3 Password b56789xx
4 Access Controller Identification Number xy45678
5 Access Controller Public Key acPUB(new)
6 Remote Office Phone Number 5625800
[0050] Having so populated security database 70 using method 300, client 42 is

now operable to securely access switch 50 in central office 34. Referring now to Figure
4, a method for secure access is indicated generally at 400. In order to assist in the
explanation of the method, it will be assumed that method 400 is operated using system
30. Furthermorse, the following discussion of method 400 will lead to further
understanding of system 30 and its various components. (However, it is to be understood
that system 30 and/or method 400 can be varied, and need not work exactly as discussed
herein in conjunction with each other, and that such variations are within the scope of the
present invention.) Before discussing the method, it is assumed that methods 200 and 300
have been previously performed, and that client 42 has established communications with
network interface 58 and access controller 54 — client 42 having the phone number of
office 34 and the identification number of access controller 54 available by retrieving

such information from security database 70.

[0051] Beginning at step 410, client 42 receives an instruction destined for switch

50. Such an instruction can be any type of command, data, user-input, information or the

-15 -



10

15

20

25

WO 2005/032038 PCT/CA2004/001732

like that is generated by client 42 and is destined for switch 50, as part of the function or
task that is being performed by virtue of client 42 establishing a connection to office 34.

[0052] At step 415, client 42 generates a random number, referred to herein as
“X”. At step 420, random number “X” is encrypted using access controller public key
acPUB(new), such key having been retrieved from security database 70. The encrypted
version of random number “X” is referred to herein as “Y”. At step 425, “X”, “Y” and
the instruction received at step 410 are sent to access controller 54 via network 46. The
format in which this transmission occurs is not particularly limited, and can be in the form

of a packet, a plurality of packets, a portion of a packet, as desired.

[0053] At step 430, access controller 54 decrypts “Y” that was sent at step 425, to
generate “Z”. Access coniroller 54 uses private key acPRV(new), such private key

having been retrieved from security database 62.

[0054] At step 435, access controller 54 determines whether “X” matches “Z”,
“X” having been received directly from client 42, and “Z” having been generated at step
430. If no match is found, then the instruction is discarded due to a perceived breach in
security. Method 400 can then begin anew to attempt to resend the lost instruction, or,
access controller 54 can simply terminate method 400 and sever communications with

client 42. However, if “Z”="X", then the method advances to step 440.

[0055] At step 440, the instruction destined for switch 50 is passed thereto by
access controller 54, and any response generated by switch 50 is passed back to client 42

and processed by client 42 accordingly.

[0056] At step 445, it is determined whether client 42 has disconnected from
network interface 58, and, if so, the method ends. If not, method 400 returns to step 410.

[0057] Referring now to Figure 5, a method of expiring an access controller
security key is indicated generally at 500. The execution of method 500 occurs in access
controller 54, typically, after the execution of method 200 and during any period when
there is no connection between client 42 and controller 54. At step 510, a determination

is made as to whether the time since a disconnect between client 42 and controller 54 has
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been exceeded. For example, assuming method 400 has been conducted, but terminated,
then the time since such termination is measured, and if the such time period exceeds the
maximum prescribed period in security database 62 (such period being two hours per
Field 5, Table III, “Time to remain active after disconnect”) then the method will advance
to step 515 and the access controller private key acPRV(new) will be deemed expired,
and access controller 54 will need to execute method 200 to obtain another private key
acPRYV, and client 42 will then need to execute method 300 to obtain the corresponding
public key acPUB. However, if the time period has not been exceeded, or method 400
has never been executed so no connection has ever actually been effected between client
42 and controller 54 since the last time controller 54 obtained a private key acPRV, then
the method advances to step 520.

[0058] At step 520, a determination is made as to whether the time period during
which no connection has been effected between client 42 and controller 54 has been
exceeded. For example, assuming that method 400 has never been performed since
access controller 54 executed method 200, if such time period exceeds the maximum
prescribed period in security database 62 (such period being five days per Field 4, Table
T, “Inactivity Expiry Period” then the method will advance to step 515 and the access
controller private key acPRV(new) will be deemed expired, and access controller 54 will
need to execute method 200 to obtain another private key acPRV, and then client 42 will
then need to execute method 300 to obtain the corresponding public key acPUB.

However, if the time period has not been exceeded, then the method returns to step 510.

[0059] Tt should be understood that method 500 is performed on an ongoing basis
by access controller 54 any time that access controller 54 has executed method 200 and
until a particular key has been expired at step 515. It should also be understood that, in
variations on method 500, only one of step 510 or step 520 can be used, omitting the

other step.

[0060] While only specific combinations of the various features and components
of the present invention have been discussed herein, it will be apparent to those of skill in
the art that desired subsets of the disclosed features and components and/or alternative

combinations of these features and components can be utilized, as desired. For example,
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method 400 describes one particular way of utilizing the public key acPUB and private
key acPRV to provide secure access to swiich 50 from client 42, however, other
utilizations of these keys can be effected to provide other means of providing secure
communications between client 42 and switch 50. For example, it is contemplated that
the actual instruction received at step 410 could simply be encrypted using public key
acPUB, and decrypted by access controller 54 using private key acPRV before passing

the same to switch 50.

[0061] Furthermore, it is also contemplated that access controller 54 can be
incorporated directly into switch 50 (or such other computer equipment to embodiments

of the present invention may be applied).

[0062] Furthermore, it should be understood that further encryption protocols can
be employed. For example, method 300 can be modified so that the initial sending of the
UserID of client 42 is delivered to authentication server 38 in an encrypted format. Such
encryption can be performed using a variety of techniques, such as utilizing another set of
private and public keys that are generated and updated from time-to-time by

authentication server 38 and, such updates being provided to client 42 at the same time.

[0063] Furthermore, while system 30 was described in particular detail in relation
to remote access of a central office telecommunication switch, it is to be reiterated that
system 30 can be modified and applied to a very broad variety of' applications where
access to computer equipment is to be effected. For example, while system 30 included
references to a network 46 that was described in relation to the PSTN, it is to be
understood that network 46 can be any type of network that can carry communications
between a client, such as client 42, and computer equipment, such as switch 50. Other
types of networks can include local area networks, wide area networks, the internet,
intranets, 802.11b (and its variants) wireless networks, Bluetooth wireless networks,
GSM/GPRS wireless networks and the like — and in such variations of network 46, it will
now be apparent that the corresponding interfaces respective to the client and the remote
computer equipment being accessed by the client will thus correspond to the particular

type of network.
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[0064] In still further variations of system 30, it should be understood that
network 46 can be eliminated (or at least simplified) and replaced with a simple RS-232,
USB, infra-red or other type of direct connection between the client and the access
controller that polices access to the computer equipment that the client is attempting to
access. Thus, the execution of method 400 can be carried out by physically connecting
client 42 to access controller 54 through an RS-232 or USB cable. By the same token,
authentication server 38 can be physically located within central office 34 and thereby
facilitate a direct connection between authentication server 38 and access controller 54.
Other configurations of the components in system 30, and network configurations thereof,

will now occur to those of skill in the art.

[0065] Regardless of the way by which client 42 is connected to switch 50 (or
other type of computer equipment), it is to be understood that the way by which client 42
initiates communication with access controller 54 will be consistent with that type of
connection or network interface. For example, where network 46 is the Internet, and
interface 58 is a router having its own IP address, then client 42 will connect to access
controller 54 using the IP address of that router, at which point method 400 can otherwise
execute as described above. As a different example, during method 400 it can be desired
to have server 38 carry communications between client 42 and access controller 54,
acting as a proxy therebetween, and thereby obviate the need for client 42 to actually be
aware of the telephone number of interface 58 (or IP address, depending on how interface
58 connected to server 38), and thereby providing additional security over the access to

switch 50,

[0066] Also, it should now be apparent to those of skill in the art that other types
of computer equipment (i.e. equipment other telecommunications switch 50) that are to be
securely accessed by a client include mainframes, routers, bridges, hosts, file servers,
print servers, mail servers, web servers, firewalls, and the like and that system 30 and the
embodiments herein can be modified to provide secure access to those other types of

computing equipment, and that such modifications are within the scope of the invention.

[0067] In another variant on the embodiments discussed in relation to system 30,

it is to be understood that a variety of means can be used to create and maintain the
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various security databases of system 30. For example, system 30 can also include a
Lightweight Directory Access Protocol (“LDAP”) server (not shown in Figure 1) that is
accessible by server 38, client 42 and access controller 54. The LDAP setrver can be used
to maintain and update a central repository of permissions for various users of client 42
(or additional clients added to system 30) who wish to access system 30. Thus, various
portions of databases 62, 66, 70 and 74 relating to a particular user of client 42 can be
built, and maintained from time to time, by accessing the LDAP server. Various 'security
features can be built into the LDAP server, such as using digital certificates belonging to
a particular user, can be utilized to enhance the security with which databases 62, 66, 70
and 74 are built and maintained. The LDAP server can also be made web-accessible,
over a secure sockets layer (SSL) to a user of client 42, as a way of relaying and updating
UserlD and password data respective to that user. In this configuration, the LDAP server,
and the access thereof by server 38, client 42, and access controller 54 would be effected
on a regular basis to verify access of system 30. By the same token, the LDAP server
itself would typically be subject to verification on a regular basis by another high

authority.

[0068] The above-described embodiments of the invention are intended to be
examples of the present invention and alterations and modifications may be effected
thereto, by those of skill in the art, without departing from the scope of the invention
which is defined solely by the claims appended hereto.
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CLAIMS
1. An authentication system comprising:

an access controller operable to communicate with a client via a first

- communication medium; and,

an authentication server operable to communicate with said client and said
access controller via a second communication medium and further
operable to generate a first key for delivery to said client and a second key
for delivery to said access controller, said second key being
complementary to said first key such that when. said client and said
controller are connected, communications therebetween can be encrypted
using said keys; and wherein said access controller is operable to
selectively pass instructions received from said client to a computer
attached to said access controller if a verification protocol utilizing said

keys is met.

2. The authentication system according to claim 1 wherein said first key is a
public encryption key and said second key is a private encryption key complementary to

said public encryption key.

3. The authentication system according to claim 1 wherein said first
communication medium and said second communication medium is selected from the

group of networks consisting of the Internet, the PSTN, a local area network, and a

- wireless network.

4., - The authentication system according to claim 1 wherein said computer is a

telecommunications switch.

5. The authentication system according to claim 1 wherein said verification
protocol includes a generation of a random number by said client, an encryption of said
random number by said client using said first key, a delivery of said random number and -
said encrypted random number from said client to said access controller, a decryption of
said encrypted number using said second key by said access controller, a comparison of

said random number and said decrypted number, and a decision to pass at least a portion
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of said instructions if said comparison finds a match of said random number with said
decrypted number, and a decision not to pass said at least a portion of said instruction if

no match is found.

6. The authentication system according to claim 1 wherein said instruction is

. encrypted by said client using said first key and said verification protocol is based on a

successful decryption of said instruction by said access controller using said second key.

7. The authentication system according to claim 1 wherein said first key is
only passed to said client after said second key has been successfully passed to said

access controller.

8. The authentication system -according to claim 1 wherein said first key is
only passed to said client if a user operating said client authenticates said user’s identity

with said server.

9. The authentication system according to claim 1 wherein said access
controller contains a preset second key and said server maintains a record of said preset
second key; said server operable to only generate said first key and said second key if said
access controller successfully transmits said preset second key to said server and said

transmitted preset second key matches said server’s record thereof.

10. An access controller for intermediating communications between an
interface and a computer and operable to store a second key complementary to a first key;
said access controller operable to communicate with a client via said interface; said client
operable to store said first key and to receive instructions from a user; said access
controller operable to selectively pass said instructions to said computer if a verification

protocol utilizing said keys is met.

11. The access controller of claim 10 wherein said an access controller is
operable to obtain said second key from an authentication server and said client is
operable to obtain said first key from said authentication server, said authentication server

operable to generate said first key and said second key.

-22.



10

15

20

25

WO 2005/032038 PCT/CA2004/001732

12. The access controller of claim 10 wherein said first key is a public
encryption key and said second key is a private encryption key complementary to said

public encryption key.

13. The access controller of claim 11 wherein a medium for connecting said
interface and said client is selected from the group consisting of an RS-232 cable, a USB

cable, the Internet, the PSTN, a local area network, and a wireless network.

14. The access controller of claim 10 wherein said computer is a

telecommunications switch.

15. The access controller of claim 10 wherein said. verification protocol
includes a generation of a random number by said client, an encryption of said random
number by said client using said first key, a delivery of said random number and said
encrypted random number from said client to said access controller, a decryption of said
encrypted number using said second key by said access controller, a comparison of said
random number and said decrypted number, and a decision to pass at least a portion of
said instructions if said comparison finds a match of said random number with said
decrypted number, and a decision not to pass said at least a portion of said instruction if

no match is found.

16. The access controller of claim 10 said instruction is encrypted by said
client using said first key and said verification protocol is based on a successful

decryption of said instruction by said access controller using said second key.

17. The access controller of claim 11 wherein said first key is only passed to

said client after said second key has been successfully passed to said access controller.

18. The access controller of claim 11 wherein said first key is only paésed to

said client if a user operating said client authenticates said user’s identity with said server.

19. The access controller of claim 11 wherein said access controller contains a
preset second key and said server maintains a record of said preset second key; said
server operable to only generate said first key and said second key if said access
controller successfully transmits said preset second key to said server and said transmitted

preset second key matches said server’s record thereof.
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20. In an authentication server, a method of generating a set of keys for
securing access between a client having temporary connection to a computer via an
access controller, said access controller for selectively passing instructions received from
said client to said computer if a verification protocol utilizing said keys is met, said

method comprising the steps of:
receiving a request from said access controller for an updated first key;
authenticating said request;

generating said updated first key and a second key corresponding to said

updated first key; and,
delivering said updated first key to said access controller.

21. The method of claim 20 comprising the additional steps of:
receiving a second request from said client for said second key;
authenticating said second request;
delivering said updated first key to said access controller.

22. The method according to claim 20 wherein said first key is a public
encryption key and said second key is a private encryption key complementary to said

public encryption key.

23. The method according to claim 20 wherein a communication between at
least one of said server, said access controller and said client is selected from the group of
networks consisting of the Internet, the PSTN, a local area network, and a wireless

network.

24. The method according to claim 20 wherein said computer is a

telecommunications switch.

25. The method according to claim 20 wherein said verification protocol
includes a generation of a random number by said client, an encryption of said random

number by said client using said first key, a delivery of said random number and said
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encrypted random number from said client to said access controller, a decryption of said
encrypted number using said second key by said access controller, a comparison of said
random number and said decrypted number, and a decision to pass at least a portion of
said instructions if said comparison finds a match of said random number with said
decrypted number, and é decision not to pass said at least a portion of said instruction if

no match is found.

26. . The method according to claim 20 wherein said instruction is encrypted by
said client using said first key and said verification protocol is based on a successful

decryption of said instruction by said access controller using said second key. -

27. The method according to claim 21 wherein said second key is only
delivered to said client after said first key has been verified as having been successfully

delivered to said access controller.

28. The method according to claim 21 delivered wherein said second key is
only passed to said client if a user operating said client authenticates said user’s identity

with said server.

29. The method according to claim 21 wherein said access controller contains
a preset first key and said server maintains a record of said preset second key; said server
operable to only generate said first key and said second key if said access controller
successfully transmits said preset first key to said server and said transmitted preset first

key matches said server’s record thereof.

30. A method of securing access between a client and a computer having an
access controller intermediate said client and said computer, said method comprising the

steps of:
receiving an instruction at said client destined for said computer;
generating a random number by said client;
encrypting said random ‘number by said client using a first key;

delivering said random number, said encrypted random number and said

instruction to said access controller;
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decrypting of said encrypted number using a second key by said access

controller, said second key complementary to said first key;
comparing said random number and said decrypted number;

passing at least a portion of said instruction to said computer if said
comparison finds a match of said random number with said decrypted

number; and,
discarding said at least a portion if no match is found.
An authentication server comprising:

an interface for communicating with a client and an access controller via a

communication medium; and

a processing unit operable to generate a first key for delivery to said client
and a second key for delivery to said access controller; such that when said
controller and said client are connected, said controller selectively passes
instructions from said client to a computer attached to said controller if a

verification protocol utilizing said keys is met.

An authentication server for generating a set of keys for securing access

between a client having temporary connection to a computer via an access controller, said

access controller for selectively passing instructions received from said client to said

computer if a verification protocol utilizing said keys is met, said server comprising:

means for receiving a request from said access controller for an updated

first key;
means for authenticating said request;

means for generating said updated first key and a second key

corresponding to said updated first key; and,

means for delivering said updated first key to said access controller.
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33, In an access controller for selectively passing instructions between a client
and a computer if a verification protocol is met, a method of expiring said verification

protocol comprising the steps of:

determining if a first preset period of time since said client disconnected

from said access controller has elapsed;

determining if a second preset period of time since said verification

protocol was updated has elapsed; and,

expiring said verification protocol by refusing to pass said instructions if

either of said preset periods of time have elapsed.

34. The method according to claim 33 wherein said verification protocol
utilizes a first encryption key respective to said client and a second encryption key
respective to said access controller and said expiring step includes an instruction to said
access controller to refuse to accept communications from said client that utilize said first

encryption key.
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