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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR
GENERATING EMBEDDINGS FOR OBJECTS

CROSS-REFERENCE TO RELATED APPLICATION
[0001] This application claims priority to U.S. Patent Application No. 62/773,264,
filed November 30, 2018, which is incorporated by reference herein in its entirety.

BACKGROUND

1. Field

[0002] This disclosure relates generally to generating embeddings for objects and,
in some non-limiting embodiments or aspects, to systems, methods, and computer
program products for generating embeddings of objects in a heterogeneous network.

2. Technical Considerations

[0003] Graphs may include nodes representing objects associated with an object
type and edges connecting the nodes (e.g., objects), and the edges may be associated
with an edge type. Such graphs may be constructed to represent relationships
between the nodes (e.g., objects) in each graph based on the edges connecting such
nodes. For example, a homogeneous graph may be constructed to represent
relationships between objects of the same type to each other. For the purpose of
illustration, a homogeneous graph may be constructed to represent relationships
between parties to payment transactions, and the homogeneous graph may include a
node for each party (e.g., account holder, merchant, and/or the like) and an edge for
each payment transaction between two of the parties (e.g., nodes). While
homogeneous graphs may be adequate for representing simple relationships (e.g.,
between objects associated with a single object type and/or edges associated with a
single edge type), these homogeneous graphs may be inadequate for representing
relationships between objects associated with differing object types or edges
associated with differing edge types.

[0004] Heterogeneous graphs may include nodes representing objects associated
with one or more object types and edges connecting the nodes; and the edges may
be associated with one or more edge types. Such heterogeneous graphs may be able
to represent multiple relationships between objects in a graph. For example, a
heterogeneous graph may represent objects associated with differing object types,
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and the relationship of the objects to one another may be represented by edges
associated with differing edge types. For the purpose of illustration, a heterogeneous
graph may be constructed to represent relationships between diverse entities (e.g.,
users, merchants, issuer institutions, acquirer institutions, and/or the like) in a payment
transaction network.

[0005] However, analyzing the relationships between nodes in a heterogeneous
graphs may be difficult. For example, applying certain techniques for analyzing
relationships between objects in a homogeneous graph have been found to be
insufficient for heterogeneous graphs. Additionally or alternatively, certain techniques
for analyzing nodes (e.g., to extract information about relationships between such
nodes, generate embeddings and/or vector representations of such nodes, and/or the
like) in heterogeneous graphs may be limited due to lack of flexibility. For example,
certain techniques for analyzing nodes in heterogeneous graphs may search for
patterns that start and end with the same type of node (e.g., for guidance of path
walking algorithms). Such techniques may thus be inadequate for identifying
meaningful paths involving nodes of other types and/or be inadequate to generate
meaningful data regarding an entire heterogeneous graph including nodes of multiple
types. Additionally or alternatively, representations of relationships between nodes
that are extracted by certain techniques for analyzing heterogenous graphs may suffer
from under-sampling and/or failure to sample portions of the graph (e.g., nodes that
could be used to provide meaningful information regarding such relationships).
Additionally, information derived from these representations of relationships (e.g.,
embeddings purportedly representing relationships between such objects) may be
limited in the level of accuracy that may be obtained by virtue of the under-sampling
and/or exclusion of such portions (e.g., nodes) when generating inputs for generation
of such embeddings. Additionally or alternatively, certain techniques for analyzing
heterogenous graphs may be limited to searching for a single pattern or single
subgraph at a time, further limiting the amount of meaningful patterns that may be
identified in the graph.

SUMMARY
[0006] Accordingly, disclosed are systems, methods, and computer program
products for generating embeddings for objects.
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[0007] According to some non-limiting embodiments or aspects, provided is a
computer-implemented method for generating embeddings for objects. The computer-
implemented method may include receiving heterogeneous network data associated
with a plurality of objects in a heterogeneous network. At least one pattern of objects
may be selected. Instances of each pattern of objects may be determined based on
the heterogeneous network data. A pattern matrix for each pattern of objects may be
generated based on the instances of the pattern of objects. Pattern sequence data
associated with a portion of each pattern matrix may be generated. Network sequence
data associated with a portion of the heterogeneous network data may be generated.
The pattern sequence data and the network sequence data may be combined into
combined sequence data. A vector for each object of the plurality of objects may be
generated based on the combined sequence data.

[0008] According to some non-limiting embodiments or aspects, provided is a
system for generating embeddings for objects. The system may include at least one
processor programmed and/or configured to receive heterogeneous network data
associated with a plurality of objects in a heterogeneous network. At least one pattern
of objects included in the heterogeneous network may be determined to have a
frequency of occurrence that is statistically significant. At least one pattern of objects
may be selected based on determining that the at least one pattern of objects has a
frequency of occurrence that is statistically significant. Instances of each pattern of
objects may be determined based on the heterogeneous network data, A pattern
matrix for each pattern of objects may be generated based on the instances of the
pattern of objects. Pattern sequence data associated with a portion of each pattern
matrix may be generated. Network sequence data associated with a portion of the
heterogeneous network data may be generated. The pattern sequence data and the
network sequence data may be combined into combined sequence data. A vector for
each object of the plurality of objects may be generated based on the combined
sequence data.

[0009] According to some non-limiting embodiments or aspects, provided is a
computer program product for generating embeddings for objects. The computer
program product may include at least one non-transitory computer-readable medium,
which may include one or more instructions that, when executed by at least one
processor, cause the at least one processor to receive heterogeneous network data
associated with a plurality of objects in a heterogeneous network. At least one pattern

3
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of objects included in the heterogeneous network may be determined to have a
frequency of occurrence that is statistically significant. At least one pattern of objects
may be selected based on determining that the at least one pattern of objects has a
frequency of occurrence that is statistically significant, Instances of each pattern of
objects may be determined based on the heterogeneous network data. A pattern
matrix for each pattern of objects may be generated based on the instances of the
pattern of objects. Pattern sequence data associated with a portion of each pattern
matrix may be generated. Network sequence data associated with a portion of the
heterogeneous network data may be generated. The pattern sequence data and the
network sequence data may be combined into combined sequence data. A vector for
each object of the plurality of objects may be generated based on the combined
sequence data.

[0010] Further non-limiting embodiments or aspects are set forth in the following
numbered clauses:

[0011] Clause 1: A method for generating embeddings of objects in a
heterogeneous network, comprising: receiving, with at least one processor,
heterogeneous network data associated with a plurality of objects in a heterogeneous
network; selecting, with at least one processor, at least one pattern of objects;
determining, with at least one processor, instances of each pattern of objects based
on the heterogeneous network data; generating, with at least one processor, a pattern
matrix for each pattern of objects based on the instances of the pattern of objects;
generating, with at least one processor, pattern sequence data associated with a
portion of each pattern matrix; generating, with at least one processor, network
sequence data associated with a portion of the heterogeneous network data;
combining, with at least one processor, the pattern sequence data and the network
sequence data into combined sequence data; and generating, with at least one
processor, a vector for each object of the plurality of objects based on the combined
sequence data.

[0012] Clause 2: The method of clause 1, wherein the plurality of objects comprises
a plurality of nodes, each node of the plurality of nodes connected to at least one other
node of the plurality of nodes by an edge.

[0013] Clause 3: The method of clauses 1 or 2, wherein each edge is directional.
[0014] Clause 4: The method of any of clauses 1-3, wherein each node comprises
a node type, and wherein the node type comprises one of a cardholder, an amount, a

4
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merchant, a merchant category code, a location, a transaction channel, a restaurant,
a meal type, or a city.

[0015] Clause 5: The method of any of clauses 1—4, wherein each edge comprises
an edge type, the edge type comprising one of spend, pay via, at, belongs to, pay to,
located in, visit, or eat.

[0016] Clause 6: The method of any of clauses 1-5, wherein selecting the at least
one pattern of objects comprises determining, with at least one processor, the at least
one pattern of objects has a frequency of occurrence that is statistically significant
based on the heterogeneous network data.

[0017] Clause 7: The method of any of clauses 1-6, wherein determining the at
least one pattern of objects has the frequency of occurrence that is statistically
significant comprises: extracting, with at least one processor, the instances of the at
least one pattern from the heterogeneous network data using graph submatching;
determining, with at least one processor, the frequency of occurrence of the at least
one pattern of objects based on the instances of the at least one pattern of objects;
and determining, with at least one processor, the frequency of occurrence of the at
least one pattern of objects is statistically significant.

[0018] Clause 8: The method of any of clauses 1-7, wherein each pattern of objects
comprises a motif, and wherein each pattern matrix comprises a motif adjacency
matrix, and wherein generating a pattern matrix for each pattern of objects comprises:
creating, with at least one processor, a matrix for each respective motif, each row of
the matrix associated with a first respective object of the plurality of objects in the
heterogeneous network and each column the matrix associated with a second
respective object of the plurality of objects in the heterogeneous network; determining,
with at least one processor, weights for the matrix, each weight comprising a number
of the instances of the motif that includes the first respective object associated with a
respective row of the matrix and the second respective object associated with a
respective column of the matrix; and storing, with at least one processor, the matrix as
the motif adjacency matrix associated with the respective motif.

[0019] Clause 9: The method of any of clauses 1-8, wherein the portion of each
pattern matrix comprises a random walk sample of the pattern matrix; and wherein the
portion of the heterogeneous network data comprises a random walk sample of the

heterogeneous network data.
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[0020] Clause 10: The method of any of clauses 1-9, wherein generating the vector
for each object of the plurality of objects comprises: inputting, with at least one
processor, the combined sequence data into a predictive model; and determining, with
at least one processor, the vector for each object of the plurality of objects based on
the output of the predictive model.

[0021] Clause 11: The method of any of clauses 1-10, wherein the predictive
model comprises at least one of a neural network or a skip-gram model.

[0022] Clause 12: A system for generating embeddings of objects in a
heterogeneous network, the system comprising: at least one processor programmed
or configured to: receive heterogeneous network data associated with a plurality of
objects in a heterogeneous network; determine that at least one pattern of objects
included in the heterogeneous network has a frequency of occurrence that is
statistically significant; select at least one pattern of objects based on determining that
the at least one pattern of objects has a frequency of occurrence that is statistically
significant; determine instances of each pattern of objects based on the
heterogeneous network data; generate a pattern matrix for each pattern of objects
based on the instances of the pattern of objects; generate pattern sequence data
associated with a portion of each pattern matrix; generate network sequence data
associated with a portion of the heterogeneous network data; combine the pattern
sequence data and the network sequence data into combined sequence data; and
generate a vector for each object of the plurality of objects based on the combined
sequence data.

[0023] Clause 13: The system of clause 12, wherein the plurality of objects
comprises a plurality of nodes, each node of the plurality of nodes connected to at
least one other node of the plurality of nodes by an edge

[0024] Clause 14: The system of clauses 12 or 13, wherein when determining the
at least one pattern of objects included in the heterogeneous network has the
frequency of occurrence that is statistically significant, the at least one processor is
programmed or configured to: extract the instances of the at least one pattern from the
heterogeneous network data using graph submatching; determine the frequency of
occurrence of the at least one pattern of objects based on the instances of the at least
one pattern of objects; and determine the frequency of occurrence of the at least one

pattern of objects is statistically significant.
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[0025] Clause 15: The system of any of clauses 12-14, wherein each pattern of
objects comprises a motif, and wherein each pattern matrix comprises a motif
adjacency matrix, and wherein, when generating a pattern matrix for each pattern of
objects, the at least one processor is programmed or configured to: create a matrix for
each respective motif, each row of the matrix associated with a first respective object
of the plurality of objects in the heterogeneous network and each column the matrix
associated with a second respective object of the plurality of objects in the
heterogeneous network; determine weights for the matrix, each weight comprising a
number of the instances of the motif that includes the first respective object associated
with a respective row of the matrix and the second respective object associated with
a respective column of the matrix; and store the matrix as the motif adjacency matrix
associated with the respective motif.

[0026] Clause 16: A computer program product for generating embeddings of
objects in a heterogeneous network, comprising at least one non-transitory computer-
readable medium comprising one or more instructions that, when executed by at least
one processor, cause the at least one processor to: receive heterogeneous network
data associated with a plurality of objects in a heterogeneous network; determine that
at least one pattern of objects included in the heterogeneous network has a frequency
of occurrence that is statistically significant; select at least one pattern of objects based
on determining that the at least one pattern of objects has a frequency of occurrence
that is statistically significant; determine instances of each pattern of objects based on
the heterogeneous network data; generate a pattern matrix for each pattern of objects
based on the instances of the pattern of objects; generate pattern sequence data
associated with a portion of each pattern matrix; generate network sequence data
associated with a portion of the heterogeneous network data; combine the pattern
sequence data and the network sequence data into combined sequence data; and
generate a vector for each object of the plurality of objects based on the combined
sequence data.

[0027] Clause 17: The computer program product of clause 16, wherein the
plurality of objects comprises a plurality of nodes, each node of the plurality of nodes
connected to at least one other node of the plurality of nodes by an edge.

[0028] Clause 18: The computer program product of clauses 16 or 17, wherein the
one or more instructions that cause the at least one processor to determine that the at
least one pattern of objects included in the heterogeneous network has the frequency
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of occurrence that is statistically significant cause the at least one processor to: extract
the instances of the at least one pattern from the heterogeneous network data using
graph submatching; determine the frequency of occurrence of the at least one pattern
of objects based on the instances of the at least one pattern of objects; and determine
the frequency of occurrence of the at least one pattern of objects is statistically
significant.

[0029] Clause 19: The computer program product of any of clauses 16—18, wherein
each pattern of objects comprises a motif, and wherein each pattern matrix comprises
a motif adjacency matrix, and wherein, when generating a pattern matrix for each
pattern of objects, wherein the one or more instructions further cause the at least one
processor to: create a matrix for each respective motif, each row of the matrix
associated with a first respective object of the plurality of objects in the heterogeneous
network and each column the matrix associated with a second respective object of the
plurality of objects in the heterogeneous network; determine weights for the matrix,
each weight comprising a number of the instances of the motif that includes the first
respective object associated with a respective row of the matrix and the second
respective object associated with a respective column of the matrix; and store the
matrix as the motif adjacency matrix associated with the respective motif.

[0030] Clause 20: The computer program product of any of clauses 16—19, wherein
the one or more instructions that cause the at least one processor to generate the
vector for each object of the plurality of objects cause the at least one processor to:
input the combined sequence data into a predictive model; and determine the vector
for each object of the plurality of objects based on the output of the predictive model.
[0031] These and other features and characteristics of the present disclosure, as
well as the methods of operation and functions of the related elements of structures
and the combination of parts and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
reference to the accompanying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding parts in the various figures.
It is to be expressly understood, however, that the drawings are for the purpose of
illustration and description only and are not intended as a definition of the limits of the
present disclosure. As used in the specification and the claims, the singular form of

& n [

a, an,

”

and “the” include plural referents unless the context clearly dictates

otherwise.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0032] FIG. 1 is a diagram of a non-limiting aspect or embodiment of a system for

generating embeddings for objects;

[0033] FIG. 2 is a diagram of a non-limiting aspect or embodiment of components
of one or more devices and/or one or more systems of FIG. 1;

[0034] FIG. 3is a flowchart of a non-limiting aspect or embodiment of a process for
generating embeddings for objects;

[0035] FIGS. 4A-4G are diagrams of an implementation of a non-limiting aspect or
embodiment of a process for generating embeddings for objects;

[0036] FIG. 5 is a diagram of non-limiting embodiments or aspects of example
three-node patterns of objects;

[0037] FIG. 6 is a diagram of non-limiting embodiments or aspects of example four-
node patterns of objects; and

[0038] FIG. 7 is a diagram of non-limiting embodiments or aspects of example five-

node patterns of objects.

DESCRIPTION
[0039] For purposes of the description hereinafter, the terms “end,” “upper,”

“lower,” “right,” “left,” “vertical,” “horizontal,” “top,” “bottom,” “lateral,” “longitudinal,” and
derivatives thereof shall relate to the disclosure as it is oriented in the drawing figures.
However, it is to be understood that the disclosure may assume various alternative
variations and step sequences, except where expressly specified to the contrary. It is
also to be understood that the specific devices and processes illustrated in the
attached drawings, and described in the following specification, are simply exemplary
embodiments or aspects of the disclosure. Hence, specific dimensions and other
physical characteristics related to the embodiments or aspects of the embodiments
disclosed herein are not to be considered as limiting unless otherwise indicated.

[0040] No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential unless explicitly
described as such. In addition, as used herein, the articles “a” and “an” are intended
to include one or more items and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the term “set” is intended to include one
or more items (e.g., related items, unrelated items, a combination of related and
unrelated items, etc.) and may be used interchangeably with “one or more” or “at least

9
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one.” Where only one item is intended, the term “one” or similar language is used.
Also, as used herein, the terms “has,” “have,” “having,” or the like are intended to be
open-ended terms. Further, the phrase “based on” is intended to mean “based at least
partially on” unless explicitly stated otherwise.

[0041] As used herein, the terms “communication” and “communicate” may refer to
the reception, receipt, transmission, transfer, provision, and/or the like of information
(e.g., data, signals, messages, instructions, commands, and/or the like). For one unit
(e.g., a device, a system, a component of a device or system, combinations thereof,
and/or the like) to be in communication with another unit means that the one unit is
able to directly or indirectly receive information from and/or send (e.g., transmit)
information to the other unit. This may refer to a direct or indirect connection that is
wired and/or wireless in nature. Additionally, two units may be in communication with
each other even though the information transmitted may be modified, processed,
relayed, and/or routed between the first and second unit. For example, a first unit may
be in communication with a second unit even though the first unit passively receives
information and does not actively transmit information to the second unit. As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit (e.g., a third unit located between the first unit and the second unit)
processes information received from the first unit and transmits the processed
information to the second unit. In some non-limiting embodiments or aspects, a
message may refer to a network packet (e.g., a data packet and/or the like) that
includes data.

issuer institution,

L (H

[0042] As used herein, the terms “issuer, issuer bank,” or
“payment device issuer,” may refer to one or more entities that provide accounts to
individuals (e.g., users, customers, and/or the like) for conducting payment
transactions, such as credit payment transactions and/or debit payment transactions.
For example, an issuer institution may provide an account identifier, such as a primary
account number (PAN), to a customer that uniquely identifies one or more accounts
associated with that customer. In some non-limiting embodiments or aspects, an
issuer may be associated with a bank identification number (BIN) that uniquely
identifies the issuer institution. As used herein “issuer system” may refer to one or
more computer systems operated by or on behalf of an issuer, such as a server
executing one or more software applications. For example, an issuer system may

include one or more authorization servers for authorizing a transaction.

10
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[0043] As used herein, the term “account identifier” may refer to one or more types
of identifiers associated with an account (e.g., a PAN associated with an account, a
card number associated with an account, a payment card number associated with an
account, a token associated with an account, and/or the like). In some non-limiting
embodiments or aspects, an issuer may provide an account identifier (e.g., a PAN, a
token, and/or the like) to a user (e.g., an accountholder) that uniquely identifies one or
more accounts associated with that user. The account identifier may be embodied on
a payment device (e.g., a physical instrument used for conducting payment
transactions, such as a payment card, a credit card, a debit card, a gift card, and/or
the like) and/or may be electronic information communicated to the user that the user
may use for electronic payment transactions. In some non-limiting embodiments or
aspects, the account identifier may be an original account identifier, where the original
account identifier was provided to a user at the creation of the account associated with
the account identifier. In some non-limiting embodiments or aspects, the account
identifier may be a supplemental account identifier, which may include an account
identifier that is provided to a user after the original account identifier was provided to
the user. For example, if the original account identifier is forgotten, stolen, and/or the
like, a supplemental account identifier may be provided to the user. In some non-
limiting embodiments or aspects, an account identifier may be directly or indirectly
associated with an issuer institution such that an account identifier may be a token that
maps to a PAN or other type of account identifier. Account identifiers may be
alphanumeric, any combination of characters and/or symbols, and/or the like.

[0044] As used herein, the term “token” may refer to an account identifier that is
used as a substitute or replacement for another account identifier, such as a PAN.
Tokens may be associated with a PAN or other original account identifier in one or
more data structures (e.g., one or more databases and/or the like) such that they may
be used to conduct a payment transaction without directly using the original account
identifier. In some non-limiting embodiments or aspects, an original account identifier,
such as a PAN, may be associated with a plurality of tokens for different individuals or
purposes. In some non-limiting embodiments or aspects, tokens may be associated
with a PAN or other account identifiers in one or more data structures such that they
can be used to conduct a transaction without directly using the PAN or the other
account identifiers. In some examples, an account identifier, such as a PAN, may be
associated with a plurality of tokens for different uses or different purposes.

11



WO 2020/113208 PCT/US2019/063953

[0045] As used herein, the term “merchant” may refer to one or more entities (e.g.,
operators of retail businesses) that provide goods and/or services, and/or access to
goods and/or services, to a user (e.g., a customer, a consumer, and/or the like) based
on a transaction, such as a payment transaction. As used herein “merchant system”
may refer to one or more computer systems operated by or on behalf of a merchant,
such as a server executing one or more software applications. As used herein, the
term “product” may refer to one or more goods and/or services offered by a merchant.
[0046] As used herein, a “point-of-sale (POS) device” may refer to one or more
devices, which may be used by a merchant to conduct a transaction (e.g., a payment
transaction) and/or process a transaction. For example, a POS device may include
one or more client devices. Additionally or alternatively, a POS device may include
peripheral devices, card readers, scanning devices (e.g., code scanners), Bluetooth®
communication receivers, near-field communication (NFC) receivers, radio frequency
identification (RFID) receivers, and/or other contactless transceivers or receivers,
contact-based receivers, payment terminals, and/or the like.

[0047] As used herein, a “POS system” may refer to one or more client devices
and/or peripheral devices used by a merchant to conduct a transaction. For example,
a POS system may include one or more POS devices and/or other like devices that
may be used to conduct a payment transaction. In some non-limiting embodiments or
aspects, a POS system (e.g., a merchant POS system) may include one or more
server computers programmed or configured to process online payment transactions
through webpages, mobile applications, and/or the like.

[0048] As used herein, the term “transaction service provider’ may refer to an entity
that receives transaction authorization requests from merchants or other entities and
provides guarantees of payment, in some cases through an agreement between the
transaction service provider and an issuer institution. For example, a transaction
service provider may include a payment network such as Visa®, MasterCard®,
American Express®, or any other entity that processes transactions. As used herein
“transaction service provider system” may refer to one or more computer systems
operated by or on behalf of a transaction service provider, such as a transaction
service provider system executing one or more software applications. A transaction
service provider system may include one or more processors and, in some non-limiting
embodiments or aspects, may be operated by or on behalf of a transaction service
provider.

12
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[0049] As used herein, the term “acquirer” may refer to an entity licensed by the
transaction service provider and approved by the transaction service provider to
originate transactions (e.g., payment transactions) involving a payment device
associated with the transaction service provider. As used herein, the term “acquirer
system” may also refer to one or more computer systems, computer devices, and/or
the like operated by or on behalf of an acquirer. The transactions the acquirer may
originate may include payment transactions (e.g., purchases, original credit
transactions (OCTs), account funding transactions (AFTs), and/or the like). In some
non-limiting embodiments or aspects, the acquirer may be authorized by the
transaction service provider to assign merchant or service providers to originate
transactions involving a payment device associated with the transaction service
provider. The acquirer may contract with payment facilitators to enable the payment
facilitators to sponsor merchants. The acquirer may monitor compliance of the
payment facilitators in accordance with regulations of the transaction service provider.
The acquirer may conduct due diligence of the payment facilitators and ensure proper
due diligence occurs before signing a sponsored merchant. The acquirer may be liable
for all transaction service provider programs that the acquirer operates or sponsors.
The acquirer may be responsible for the acts of the acquirer's payment facilitators,
merchants that are sponsored by the acquirer's payment facilitators, and/or the like.
In some non-limiting embodiments or aspects, an acquirer may be a financial
institution, such as a bank.

[0050] As used herein, the term “payment gateway” may refer to an entity and/or a
payment processing system operated by or on behalf of such an entity (e.g., a
merchant service provider, a payment service provider, a payment facilitator, a
payment facilitator that contracts with an acquirer, a payment aggregator, and/or the
like), which provides payment services (e.g., transaction service provider payment
services, payment processing services, and/or the like) to one or more merchants. The
payment services may be associated with the use of portable financial devices
managed by a transaction service provider. As used herein, the term “payment
gateway system” may refer to one or more computer systems, computer devices,
servers, groups of servers, and/or the like operated by or on behalf of a payment
gateway.

[0051] As used herein, the terms “electronic wallet,” “electronic wallet mobile
application,” and “digital wallet” may refer to one or more electronic devices including
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one or more software applications configured to facilitate and/or conduct transactions
(e.g., payment transactions, electronic payment transactions, and/or the like). For
example, an electronic wallet may include a user device (e.g., a mobile device)
executing an application program, server-side software, and/or databases for
maintaining and providing data to be used during a payment transaction to the user
device. As used herein, the term “electronic wallet provider’ may include an entity that
provides and/or maintains an electronic wallet and/or an electronic wallet mobile
application for a user (e.g., a customer). Examples of an electronic wallet provider
include, but are not limited to, Google Wallet™, Android Pay®, Apple Pay®, and
Samsung Pay®. In some non-limiting examples, a financial institution (e.g., an issuer
institution) may be an electronic wallet provider. As used herein, the term “electronic
wallet provider system” may refer to one or more computer systems, computer
devices, servers, groups of servers, and/or the like operated by or on behalf of an
electronic wallet provider.

[0052] As used herein, the term “payment device” may refer to a payment card
(e.g., a credit or debit card), a gift card, a smartcard, smart media, a payroll card, a
healthcare card, a wristband, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or
loyalty card, and/or the like. The payment device may include a volatile or a non-
volatile memory to store information (e.g., an account identifier, a name of the account
holder, and/or the like).

[0053] As used herein, the term “computing device” may refer to one or more
electronic devices that are configured to directly or indirectly communicate with or over
one or more networks. A computing device may be a mobile or portable computing
device, a deskitop computer, a server, and/or the like. Furthermore, the term
“‘computer” may refer to any computing device that includes the necessary
components to receive, process, and output data, and normally includes a display, a
processor, a memory, an input device, and a network interface. A “computing system”
may include one or more computing devices or computers. An “application” or
“application program interface” (API) refers to computer code or other data sorted on
a computer-readable medium that may be executed by a processor to facilitate the
interaction between software components, such as a client-side front-end and/or
server-side back-end for receiving data from the client. An “interface” refers to a
generated display, such as one or more graphical user interfaces (GUIs) with which a
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user may interact, either directly or indirectly (e.g., through a keyboard, mouse,
touchscreen, etc.). Further, multiple computers, e.g., servers, or other computerized
devices directly or indirectly communicating in the network environment may constitute
a “system” or a “computing system.”

[0054] As used herein, the terms “client” and “client device” may refer to one or
more computing devices, such as processors, storage devices, and/or similar
computer components, that access a service made available by a server. In some non-
limiting embodiments or aspects, a “client device” may refer to one or more devices
that facilitate payment transactions, such as POS devices and/or POS systems used
by a merchant. In some non-limiting embodiments or aspects, a client device may
include an electronic device configured to communicate with one or more networks
and/or facilitate payment transactions such as, but not limited to, one or more desktop
computers, one or more portable computers (e.g., tablet computers), one or more
mobile devices (e.g., cellular phones, smartphones, PDAs, wearable devices, such as
watches, glasses, lenses, and/or clothing, and/or the like), and/or other like devices.
Moreover, a “client” may also refer to an entity, such as a merchant, that owns, utilizes,
and/or operates a client device for facilitating payment transactions with a transaction
service provider.

[0055] As used herein, the term “server’” may refer to one or more computing
devices, such as processors, storage devices, and/or similar computer components
that communicate with client devices and/or other computing devices over a network,
such as the Internet or private networks and, in some examples, facilitate
communication among other servers and/or client devices.

[0056] As used herein, the term “system” may refer to one or more computing
devices or combinations of computing devices such as, but not limited to, processors,
servers, client devices, software applications, and/or other like components. In
addition, reference to “a server’ or “a processor,” as used herein, may refer to a
previously-recited server and/or processor that is recited as performing a previous step
or function, a different server and/or processor, and/or a combination of servers and/or
processors. For example, as used in the specification and the claims, a first server
and/or a first processor that is recited as performing a first step or function may refer
to the same or different server and/or a processor recited as performing a second step

or function.
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[0057] Provided are improved systems, methods, and computer program products
for generating embeddings for objects. In some non-limiting embodiments or aspects,
systems, methods, and computer program products may include and/or implement
selecting at least one pattern of objects, generating a pattern matrix for each pattern
of objects based on the instances of the pattern of objects, and generating pattern
sequence data and network sequence data, which may be combined to into combined
sequence data that may be used to generate a vector for each object. By virtue of
implementation of systems, methods, and computer program products described
herein, techniques for analyzing heterogeneous graphs may enable analyzing such
graphs without limiting the number of objects that may be analyzed (e.g., at a time)
and/or without limiting the number of types of objects being analyzed (e.g., at a time).
Additionally, the disclosed techniques for analyzing heterogeneous graphs may not
require that patterns of objects used in such analysis include an initial object that has
the same type as the final object in the pattern. Additionally, representations of objects
(e.g., embeddings) derived using the techniques disclosed herein may have improved
(e.g., increased, enhanced, and/or the like) accuracy since portions of (e.g., nodes
and/or objects in) the graph associated with meaningful (e.g., statistically significant)
patterns may be sampled (e.g., included at an increased rate, included an increased
number of times, included with increased frequency, and/or the like) in sequences so
that representations (e.g., embeddings) generated based on such sequences
accurately capture and/or reflect such meaning. Additionally or alternatively, the
disclosed techniques for analyzing heterogeneous graphs may allow for selecting
multiple patterns (e.g., motifs) at a time, further (e.g., increasing and/or the like) the
amount of meaningful patterns that may be identified in the graph.

[0058] In some examples, by virtue of the increased number of node types and
configurations that may be included in a graph, and by extension the semantic
structure and represented relationships represented by the graph, the accuracy of the
classification of each node (e.g., the accuracy of embeddings generated based on a
predictive model and the graph) may also be increased. This is attributable, in part, to
the flexible analysis afforded by the methods described herein that allow for sampling
of all nodes in a graph as well as focusing sampling to identify nodes that are
statistically significant (e.g., nodes included in patterns of nodes that are identified as
statistically significant). For example, methods of analyzing the relationships between
nodes as described herein may not limit the nodes that can be identified in the way
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that certain techniques of analyzing homogeneous graphs are, as described above.
As a result, the flexible analysis provided by the methods described herein may allow
for the extraction of representations of relationships that based on fully-sampled
graphs. Information derived from these relationships (e.g., embeddings representing
relationships between such objects), in turn, may also be more accurate by virtue of
the inclusion of these nodes that would have been excluded using certain methods for
analyzing homogeneous graphs, described above.

[0059] Referring now to FIG. 1, FIG. 1 is a diagram of an example environment 100
in which devices, systems, methods, and/or products described herein may be
implemented. As shown in FIG. 1, environment 100 includes transaction processing
network 101, user device 102, merchant system 104, payment gateway system 106,
acquirer system 108, transaction service provider system 110, traffic analysis system
110a, and/or issuer system 112. Transaction processing network 101, user device
102, merchant system 104, payment gateway system 106, acquirer system 108,
transaction service provider system 110, traffic analysis system 110a, and/or issuer
system 112 may interconnect (e.g., establish a connection to communicate, and/or the
like) via wired connections, wireless connections, or a combination of wired and
wireless connections.

[0060] User device 102 may include a computing device configured to be in
communication with merchant system 104, payment gateway system 106, acquirer
system 108, transaction service provider system 110, traffic analysis system 110a,
and/or issuer system 112 via communication network 114 and/or other networks. For
example, user device 102 may include a computing device such as, for example, a
client device and/or the like. User device 102 may be configured to transmit and/or
receive data to and/or from merchant system 104 via an imaging system and/or a
short-range wireless communication connection (e.g., an NFC communication
connection, an RFID communication connection, a Bluetooth® communication
connection, and/or the like). In some non-limiting embodiments or aspects, user device
102 may be associated with a user (e.g., an individual operating a device). In some
non-limiting embodiments or aspects, user device 102 may include an application
associated with user device 102 (e.g., an application stored on user device 102 such
as a mobile device application, a native application for a mobile device, a mobile cloud
application for a mobile device, an electronic wallet application, a peer-to-peer
payment transfer application, and/or the like).
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[0061] Merchant system 104 may include a computing device configured to be in
communication with user device 102, payment gateway system 106, acquirer system
108, transaction service provider system 110, traffic analysis system 110a, and/or
issuer system 112 via communication network 114 and/or other networks. For
example, merchant system 104 may include one or more computing devices
configured to transmit and/or receive data to and/or from user device 102, payment
gateway system 106, acquirer system 108, transaction service provider system 110,
traffic analysis system 110a, and/or issuer system 112 via communication network 114
and/or other networks, such as a server, a group of servers, a client device, a group
of client devices, and/or other like devices. In some non-limiting embodiments or
aspects, merchant system 104 may include a point-of-sale (POS) device. In some non-
limiting embodiments or aspects, merchant system 104 may be associated with a
merchant as described herein. In some non-limiting embodiments or aspects,
merchant system 104 may include an application associated with merchant system
104 (e.g., an application stored on merchant system 104 such as an application, a
native application, a cloud application, a mobile device application, a native application
for a mobile device, a mobile cloud application for a mobile device, an electronic wallet
application, a peer-to-peer payment transfer application, and/or the like).

[0062] Payment gateway system 106 may include one or more computing devices
configured to be in communication with user device 102, merchant system 104,
acquirer system 108, transaction service provider system 110, traffic analysis system
110a, and/or issuer system 112 via communication network 114 and/or other
networks. For example, payment gateway system 106 may include a server, a group
of servers, and/or other like devices. In some non-limiting embodiments or aspects,
payment gateway system 106 may be associated with a payment gateway as
described herein.

[0063] Acquirer system 108 may include one or more computing devices
configured to be in communication with user device 102, merchant system 104,
payment gateway system 106, transaction service provider system 110, traffic analysis
system 110a, and/or issuer system 112 via communication network 114 and/or other
networks. For example, acquirer system 108 may include a server, a group of servers,
and/or other like devices. In some non-limiting embodiments or aspects, acquirer

system 108 may be associated with an acquirer as described herein.
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[0064] Transaction service provider system 110 may include one or more
computing devices configured to be in communication with user device 102, merchant
system 104, payment gateway system 106, acquirer system 108, traffic analysis
system 110a, and/or issuer system 112 via communication network 114. For example,
transaction service provider system 110 may include a server (e.g., a transaction
processing server), a group of servers, and/or other like devices. In some non-limiting
embodiments or aspects, transaction service provider system 110 may be associated
with a transaction service provider as described herein. In some non-limiting
embodiments or aspects, transaction service provider system 110 may include traffic
analysis system 110a.

[0065] Traffic analysis system 110a may include one or more computing devices
configured to be in communication with user device 102, merchant system 104,
payment gateway system 106, transaction service provider system 110, and/or issuer
system 112 via communication network 114. For example, traffic analysis system 110a
may include a server, a group of servers, and/or other like devices. In some non-
limiting embodiments or aspects, traffic analysis system 110a may be associated with
a transaction service provider as described herein. Additionally or alternatively, traffic
analysis system 110a may be associated with a merchant, a payment gateway, an
acquirer institution, an issuer institution, and/or the like, as described herein.

[0066] Issuer system 112 may include one or more computing devices configured
to be in communication with user device 102, merchant system 104, payment gateway
system 106, acquirer system 108, transaction service provider system 110, and/or
traffic analysis system 110a via communication network 114 and/or other networks.
For example, issuer system 112 may include a server, a group of servers, and/or other
like devices. In some non-limiting embodiments or aspects, issuer system 112 may be
associated with an issuer institution that issued a payment account and/or instrument
(e.g., a credit account, a debit account, a credit card, a debit card, and/or the like) to a
user (e.g., a user associated with user device 102 and/or the like).

[0067] In some non-limiting embodiments or aspects, transaction processing
network 101 includes a plurality of systems in a communication path for processing a
transaction. For example, transaction processing network 101 may include merchant
system 104, payment gateway system 106, acquirer system 108, transaction service
provider system 110, and/or issuer system 112 in a communication path (e.g., a

communication path, a communication channel, a communication network, and/or the
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like). As an example, transaction processing network 101 may process (e.g., initiate,
conduct, authorize, and/or the like) an electronic payment transaction via the
communication path between merchant system 104, payment gateway system 106,
acquirer system 108, transaction service provider system 110, and/or issuer system
112.

[0068] Communication network 114 may include one or more wired and/or wireless
networks. For example, communication network 114 may include a cellular network
(e.g., a long-term evolution (LTE) network, a third generation (3G) network, a fourth
generation (4G) network, a code division multiple access (CDMA) network, etc.), a
public land mobile network (PLMN), a local area network (LAN), a wide area network
(WAN), a metropolitan area network (MAN), a telephone network (e.g., the public
switched telephone network (PSTN)), a private network, an ad hoc network, an
intranet, the Internet, a fiber optic-based network, a cloud computing network, and/or
the like, and/or a combination of some or all of these or other types of networks.
[0069] The number and arrangement of systems and/or devices shown in
FIG. 1 are provided as an example. There may be additional systems and/or devices,
fewer systems and/or devices, different systems and/or devices, or differently
arranged systems and/or devices than those shown in FIG. 1. Furthermore, two or
more systems and/or devices shown in FIG. 1 may be implemented within a single
system or a single device, or a single system or a single device shown in FIG. 1 may
be implemented as multiple, distributed systems or devices. Additionally or
alternatively, a set of systems or a set of devices (e.g., one or more systems, one or
more devices) of environment 100 may perform one or more functions described as
being performed by another set of systems or another set of devices of environment
100.

[0070] Referring now to FIG. 2, illustrated is a diagram of example components of
device 200. Device 200 may correspond to one or more devices of transaction
processing network 101, one or more devices of user device 102 (e.g., one or more
devices of a system of user device 102), one or more devices of merchant system
104, one or more devices of the payment gateway system 106, one or more devices
of acquirer system 108, one or more devices of transaction service provider system
110, one or more devices of the issuer system 112, and/or one or more devices of the
communication network 114. In some non-limiting embodiments or aspects, one or

more devices of user device 102, one or more devices of merchant system 104, one
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or more devices of payment gateway system 106, one or more devices of acquirer
system 108, one or more devices of transaction service provider system 110, one or
more devices of issuer system 112, and/or one or more devices of the communication
network 114 may include at least one device 200 and/or at least one component of
device 200. As shown in FIG. 2, device 200 may include bus 202, processor 204,
memory 206, storage component 208, input component 210, output component 212,
and communication interface 214.

[0071] Bus 202 may include a component that permits communication among the
components of device 200. In some non-limiting embodiments or aspects, processor
204 may be implemented in hardware, software, or a combination of hardware and
software. For example, processor 204 may include a processor (e.g., a central
processing unit (CPU), a graphics processing unit (GPU), an accelerated processing
unit (APU), etc.), a microprocessor, a digital signal processor (DSP), and/or any
processing component (e.g., a field-programmable gate array (FPGA), an application-
specific integrated circuit (ASIC), etc.) that can be programmed to perform a function.
Memory 206 may include random access memory (RAM), read-only memory (ROM),
and/or another type of dynamic or static storage device (e.g., flash memory, magnetic
memory, optical memory, etc.) that stores information and/or instructions for use by
processor 204.

[0072] Storage component 208 may store information and/or software related to
the operation and use of device 200. For example, storage component 208 may
include a hard disk (e.g., a magnetic disk, an optical disk, a magneto-optic disk, a solid
state disk, etc.), a compact disc (CD), a digital versatile disc (DVD), a floppy disk, a
cartridge, a magnetic tape, and/or another type of computer-readable medium, along
with a corresponding drive.

[0073] Input component 210 may include a component that permits device 200 to
receive information, such as via user input (e.g., a touchscreen display, a keyboard, a
keypad, a mouse, a button, a switch, a microphone, a camera, etc.). Additionally or
alternatively, input component 210 may include a sensor for sensing information (e.g.,
a global positioning system (GPS) component, an accelerometer, a gyroscope, an
actuator, etc.). Output component 212 may include a component that provides output
information from device 200 (e.g., a display, a speaker, one or more light-emitting
diodes (LEDs), etc.).
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[0074] Communication interface 214 may include a transceiver-like component
(e.g., a transceiver, a separate receiver and transmitter, etc.) that enables device 200
to communicate with other devices, such as via a wired connection, a wireless
connection, or a combination of wired and wireless connections. Communication
interface 214 may permit device 200 to receive information from another device and/or
provide information to another device. For example, communication interface 214 may
include an Ethernet interface, an optical interface, a coaxial interface, an infrared
interface, a radio frequency (RF) interface, a universal serial bus (USB) interface, a
Wi-Fi® interface, a cellular network interface, and/or the like.

[0075] Device 200 may perform one or more processes described herein. Device
200 may perform these processes based on processor 204 executing software
instructions stored by a computer-readable medium, such as memory 206 and/or
storage

component 208. A computer-readable medium (e.g., a non-transitory computer-
readable medium) is defined herein as a non-transitory memory device. A non-
transitory memory device includes memory space located inside of a single physical
storage device or memory space spread across multiple physical storage devices.
[0076] Software instructions may be read into memory 206 and/or storage
component 208 from another computer-readable medium or from another device via
communication interface 214. When executed, software instructions stored in
memory 206 and/or storage component 208 may cause processor 204 to perform one
or more processes described herein. Additionally or alternatively, hardwired circuitry
may be used in place of or in combination with software instructions to perform one or
more processes described herein. Thus, embodiments or aspects described herein
are not limited to any specific combination of hardware circuitry and software.

[0077] Memory 206 and/or storage component 208 may include data storage or
one or more data structures (e.g., a database, and/or the like). Device 200 may be
capable of receiving information from, storing information in, communicating
information to, or searching information stored in the data storage or one or more data
structures in memory 206 and/or storage component 208. For example, the
information may include heterogeneous network data, input data, output data,
transaction data, account data, or any combination thereof.

[0078] The number and arrangement of components shown in FIG. 2 are provided
as an example. In some non-limiting embodiments or aspects, device 200 may include
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additional components, fewer components, different components, or differently
arranged components than those shown in FIG. 2. Additionally or alternatively, a set
of components (e.g., one or more components) of device 200 may perform one or
more functions described as being performed by another set of components of device
200.

[0079] Referring now to FIG. 3, illustrated is a flowchart of a non-limiting aspect or
embodiment of a process 300 for generating embeddings for objects. In some non-
limiting embodiments or aspects, one or more of the functions described with respect
to process 300 may be performed (e.g., completely, partially, etc.) by traffic analysis
system 110a. In some non-limiting embodiments or aspects, one or more of the steps
of process 300 may be performed (e.g., completely, partially, and/or the like) by
another device or a group of devices separate from and/or including traffic analysis
system 110a, such as user device 102, merchant system 104, payment gateway
system 106, acquirer system 108, transaction service provider system 110, and/or
issuer system 112.

[0080] As shown in FIG. 3, at step 302, process 300 may include receiving
heterogeneous network data. For example, traffic analysis system 110a may receive
the heterogeneous network data. In some examples, traffic analysis system 110a may
receive heterogeneous network data associated with a plurality of objects in a
heterogeneous network (e.g., a heterogeneous information network). The plurality of
objects may comprise a plurality of nodes, where the plurality of nodes are connected
to one or more other nodes via an edge of a plurality of edges. In some non-limiting
embodiments or aspects, each of the plurality of edges may be directional (e.g., uni-
directional, bi-directional, and/or the like). For example, a first node may connect to a
second node directionally via a uni-directional edge (e.g., via an edge that goes from
the first node to the second node, but not back to the first node from the second node).
In another example, the first node may connect to the second node directionally via a
bi-directional edge (e.g., via an edge that goes from the first node to the second node
and from the second node back to the first node).

[0081] In some non-limiting embodiments or aspects, the heterogeneous network
may be represented as a graph (e.g., a directed graph). For example, the
heterogeneous network may be represented as a graph (e.g., directed graph G = (V,
E, Tv, Te)) in which each node v € V is associated with mapping function ¢(v): V —

Tv and each edge (e.g., link) e € E is associated with mapping function ¢(v): E — TE.
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Tv and Te may denote the sets of node types and edge types, respectively, in G.
Additionally or alternatively, |Tv| may be greater than one 1 and/or |Te| may be greater
than 1. Exemplary heterogeneous networks may include Digital Bibliography & Library
Project (DBLP) bibliographic network, Yelp® social information network, social media
networks (e.g., Facebook® and/or the like), electronic payment networks, and/or the
like. In some non-limiting embodiments or aspects, multiple types of objects may be
connected via multiple types of relationships. For the purpose of illustration, in DBLP,
multiple types of objects such as authors, papers, conference venues, author
organizations, and paper keywords may be connected via multiple types of
relationships (e.g., connections of nodes represented by edges to other nodes) such
as authorship (from a node associated with an author to a node associated with a
paper via an edge), affiliation (from a node associated with an author to a node
associated with an organization via an edge), and/or the like. In some non-limiting
embodiments or aspects, multiple types of objects such as nodes associated with
users, businesses, business locations, user reviews, review terms, and/or the like may
be connected by multiple types of relationships such as check-in (e.g., from a node
associated with a user to a node associated with a business via an edge), authorship
(e.g., from a node associated with a user to a node associated with a review via an
edge), and/or the like. In some non-limiting embodiments or aspects, objects may be
associated with types such as a type associated with a cardholder, an amount (e.g.,
an amount for a payment transaction), a merchant (e.g., a car dealer, a clothing
merchant, and/or the like), merchant category code (e.g., a code assigned to a
merchant based on the goods and/or services the merchant transacts in), a location
(e.g., an area, a country, a state, geographic coordinates, and/or the like), a
transaction channel, a restaurant (e.g., a specific restaurant such as a local restaurant,
a chain restaurant, and/or the like), a meal type (e.g., breakfast, lunch, dinner, dessert,
and/or the like), and/or a city (e.g., New York, London, Paris, and/or the like). In some
non-limiting embodiments or aspects, edges may be associated with types such as
spend (e.g., a transaction amount that is spent per transaction, spent per period of
time, and/or the like), pay via (e.g., one or more sequences of transmissions through
a transaction processing network, and/or the like), belongs to (e.g., an identifier
associated with a user for which a payment account and/or payment device belongs
to, and/or the like), located in (e.g., a location associated with a payment transaction
such as a location where the payment transaction was initiated, a location of one or
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more individuals (e.g., users, merchants, and/or the like) involved in the payment
transaction, and/or the like), visit (e.g., an amount of times a merchant is visited by a
user within a period of time, and/or the like), and/or eat (e.g., whether the transaction
involves food preparation and/or delivery services, and/or the like), and/or the like.
[0082] In some non-limiting embodiments or aspects, given a heterogeneous
network G, the goal of representation learning may be to learn a function f: V — RY
that maps nodes in G to d-dimensional features in vector space and learns X € RIVixd,
d<< |V| such that network structural and semantic heterogeneity is preserved. In some
non-limiting embodiments or aspects, a pattern of objects (e.g., motifs such as network
motifs) M = (Vm, Em , Tym , Tem) may be isomorphic induced directed subgraphs
consisting of a subset of k nodes from a directed heterogeneous network G with Vm €
V,Em€E, Tw € Tv, and Tem € Tg, such that: |Vm| = k. Additionally or alternatively,
Em may include all of the edges in E that have both endpoints in Vm . Additionally or
alternatively, (u, v) € Em may be satisfied if (f(u),f(v)) € E for mapping function g : Vm
— V. Additionally or alternatively, frequency Fuk of appearance of M in G may satisfy
(e.g., be above) a pre-defined threshold associated with statistical significance. In
some non-limiting embodiments or aspects, statistical significance may be determined
based on an amount of instances of a pattern of objects within one or more
heterogeneous networks. For example, a recurring pattern may be considered
statistically significant if the frequency of the recurring pattern’s appearance in a graph
associated with a heterogeneous network is greater than the frequency of its
appearance in one or more randomized networks (e.g., one or more randomized
heterogeneous networks).

[0083] As shown in FIG. 3, at step 304, process 300 may include selecting at least
one pattern of objects. For example, traffic analysis system 110a may select at least
one pattern of objects (e.g., motif) from among a plurality of patterns of objects (e.g.,
a subset of patterns of objects included in all possible patterns of objects, a subset of
a patterns of objects included in a set of patterns of objects, and/or the like). In some
non-limiting embodiments or aspects, traffic analysis system 110a may select the at
least one pattern of objects based on (e.g., in response to, after, and/or the like)
receiving heterogeneous network data. In some non-limiting embodiments or aspects,
patterns of objects may be used to understand complex networks. For example,
patterns of objects may be identified when performing network mining tasks such as
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clustering, anomaly detection (e.g., densest sub-graph sparsifiers), convolution,
and/or the like. Examples of patterns of objects that include three nodes, four nodes,
and five nodes are described and illustrated herein with respect to FIG. 5, FIG. 6, and
FIG. 7, respectively.

[0084] As shown in FIG. 3, at step 306, process 300 may include determining
instances of each pattern of objects based on the heterogeneous network data. For
example, traffic analysis system 110a may determine instances of each pattern of
objects, where the pattern of objects is identified based on the nodes and the edges
connecting the nodes included in the heterogeneous network associated with the
heterogeneous network data. In some non-limiting embodiments or aspects, each
instance of each pattern of objects may be represented by subgraphs (e.g., subgraphs
including some and/or all of the nodes of a heterogeneous network that are connected
by some and/or all of the edges in the heterogeneous network) associated with each
pattern of objects. For example, each instance of each pattern of objects may be
represented by subgraphs that are associated with each pattern of objects. In some
non-limiting embodiments or aspects, traffic analysis system 110a may determine that
a pattern of objects is not an instance (e.g., not included in the heterogeneous network)
based on traffic analysis system 110a determining that the subgraph associated with
the pattern of objects is not an isomorphic subgraph included in the original graph
(e.g., that the nodes and edges connecting the nodes included in the heterogeneous
network data do not match the nodes and edges connecting the nodes included in the
selected pattern of objects). For example, traffic analysis system 110a may determine
that the subgraph associated with the pattern of objects is not isomorphic to the original
graph based on traffic analysis system 110a determining that a bi-directional edge in
the subgraph corresponds to a uni-directional edge in the pattern of objects, and/or
the like.

[0085] In some non-limiting embodiments or aspects, traffic analysis system 110a
may determine that the at least one pattern of objects is associated with a frequency
of occurrence. For example, traffic analysis system 110a may determine that the at
least one pattern of objects is associated with a frequency of occurrence indicating
that the at least one pattern of objects is statistically significant. In some non-limiting
embodiments or aspects, traffic analysis system 110a may determine that the at least
one pattern of objects is associated with a frequency of occurrence that is statistically
significant based on the heterogeneous network data. For example, traffic analysis
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system 110a may extract instances of the at least one pattern of objects from the
heterogeneous network data. In some examples, traffic analysis system 110a may
then determine the frequency of occurrence of the at least one pattern of objects based
on the instances of the at least one pattern of objects. Traffic analysis system 110a
may determine that the frequency of occurrence of the at least one pattern of objects
is statistically significant based on the instance(s) of the at least one pattern of objects.
[0086] As shown in FIG. 3, at step 308, process 300 may include generating a
pattern matrix. For example, traffic analysis system 110a may generate a pattern
matrix for each pattern of objects (e.g., each pattern of objects selected by traffic
analysis system 110a). In some examples, traffic analysis system 110a may generate
the pattern matrix for each pattern of objects based on the instances of the pattern of
objects (e.g., instances of the pattern of objects in the heterogeneous network). As
described herein, the patterns of objects may be associated with (e.g., may include,
comprise, consist of, and/or the like), a motif. The pattern matrix may include a motif
adjacency matrix, as described herein. In some non-limiting embodiments or aspects,
traffic analysis system 110a may create a matrix for each respective motif. For
example, traffic analysis system 110a may create a matrix for a respective motif, where
each row of the matrix is associated with a first respective object of the plurality of
objects in the heterogeneous network, and where each column of the matrix is
associated with a second respective object of the plurality of objects in the
heterogeneous network.

[0087] In some non-limiting embodiments or aspects, traffic analysis system 110a
may determine weights for the matrix. For example, traffic analysis system 110a may
determine weights for the matrix where each weight comprises a number of instances
of the motif associated with (e.g., including) the first respective object associated with
a respective row of the matrix and the second respective object associated with a
respective column of the matrix. Traffic analysis system 110a may then store the
matrix as a motif adjacency matrix associated with the respective motif.

[0088] AsshowninFIG. 3, at step 310, process 300 may include generating pattern
sequence data. For example, traffic analysis system 110a may generate the pattern
sequence data, where the pattern sequence data is associated with a portion of a
pattern matrix and/or a portion of the graph (e.g., subgraph) associated with the nodes
associated with the pattern matrix. In some examples, traffic analysis system 110a
may generate the pattern sequence data based on traffic analysis system 110a

27



WO 2020/113208 PCT/US2019/063953

determining a random walk sample of the pattern matrix and/or a portion of the graph
(e.g., subgraph) associated with the nodes associated with the pattern matrix. For
example, traffic analysis system 110a may determine the random walk sample of the
pattern matrix and/or a portion of the graph (e.g., subgraph) associated with the nodes
associated with the pattern matrix based on traffic analysis system 110a determining
a sequence of nodes and edges. For example, the sequence of nodes and edges may
be randomly selected by selecting an initial node included in the pattern matrix and a
subsequent node to include in the sequence, and the subsequent node may be
selected based on the direction of the edges associated with the initial node (e.g., at
each current node, randomly select one directional edge leading from that node to a
subsequent node until either a predetermined number of iterations/steps of the
sequence are taken and/or the current node has no directional edges leading
therefrom). Traffic analysis system 110a may repeat this selection (e.g., an amount of
times, such as a predetermined number of times, a selected number of times, and/or
the like), setting the subsequent node as the current node and determining another
subsequent node as described herein. The resulting sequence of nodes and edges
may be associated with the pattern sequence data.

[0089] In some non-limiting embodiments or aspects, a random walk in a graph or
directed graph G = {V, U} may be a sequence of nodes vy, vy, . . . Vk+1, Where (v4, €
V), which may be or may not necessarily be distinct, and where (v;, vi+1) € E. The
sequence of nodes may include a predetermined number of nodes (e.g., 5 nodes, 10
nodes, 80 nodes, and/or the like). In some non-limiting embodiments or aspects, traffic
analysis system 110a may perform a predetermined amount of random walks from
one or more nodes in a graph (e.g., multiple (e.g., ten) walks per node for all nodes).
When the consecutive nodes in the sequence are selected at random, traffic analysis
system 110a may generate a random sequence of nodes known as the random walk
on the graph. The probability of transition from node v; to vi+1 may be a function of the
out-degree of node v;. Traffic analysis system 110a may explore the neighborhood of
a respective node (e.g., other nodes connected by edges to the respective node) in a
graph or a digraph by performing a random walk to determine the sequence of nodes
described above. In some non-limiting embodiments or aspects, traffic analysis
system 110a may employ a biased random walk procedure that efficiently explores a
node neighborhood in breadth-first search, depth-first search, and/or the like fashion.
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[0090] In some non-limiting embodiments or aspects, traffic analysis system 110a
may perform a random-walk and combine the random walk with skip-gram based
embedding methods to train a predictive model to identify feature representations f(u)
for node u in a homogeneous graph G’ = {Ve ,Ec' } that predicts node u’s context
neighborhood N(u).

mae Y log PriN{wi]flun {1}
For example, traffic analysis system 110a may conduct a random walk on a graph
(e.g., on the heterogeneous network, subgraphs of the heterogeneous network, and/or
the like), a motif graph (e.g., a graph of a subgraph that is associated with a pattern of
objects) and/or the like. As described herein, given a directed heterogeneous network
G=(V, E, Tv, Te) and a motif set M = {M1,M., ..., M7}, traffic analysis system 110a
may compute motif adjacency matrices {Wum1,Wnm2 ,..., Wur}.The weighted motif
adjacency matrix for motif M; may be defined as:
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The motif adjacency matrix (e.g., a motif co-occurrence matrix) may differ from a graph
(e.g., a heterogeneous network) structurally. The motif graphs may capture pairwise
relationships between nodes in the original graph with respect to a motif. The motif
adjacency matrix may be symmetric, and in some examples, the motif adjacency
matrix may be undirected. Some and/or all of the edges in the original graph may not
exist in the motif graph, e.g., since the motif may not appear for a given edge. The
edges in a motif graph may have different weights than the original graph , e.g., since
the motif may appear at a different frequency than anot her random motif for a given
edge. Thus, the number of edges in a weighted motif graph may be greater than the
number of edges in the original graph.

[0091] Traffic analysis system 110a may transform a graph (e.g., a graph
associated with and/or derived from a heterogeneous network) to a motif graph, e.g.,
in order to encode the heterogeneity in structural and semantics and/or conduct
random walks on the motif graph itself. Additionally, traffic analysis system 110a may
conduct random walks on the original graph (e.g., as further described below) to
combine the structure of the graph with the edge weights in the motif graph (e.g., as
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further described below). As a result, traffic analysis system 110a may be able to
account for higher-order global connectivity patterns as well as local neighborhood
structure. In some examples, a random walk may not be dependent on the type of the
node and/or edge associated with the node. In some non-limiting embodiments or
aspects, graph meta-structure driven random walks may limit the scope of a walk to
explore higher-order diverse neighborhoods. Additionally or alternatively, traffic
analysis system 110a may aggregate the generated walk sequences and/or shuffle
the generated walk sequences, e.g., before providing the generated walk sequences
to a predictive model, as described herein. In some non-limiting embodiments or
aspects, the graph transformation may be followed by a graph meta-structure
independent random walk, which may enable the sequences to represent both higher-
order heterogeneous network structural patterns as well as heterogeneous semantic
relationships.

[0092] As shown in FIG. 3, at step 312, process 300 may include generating
network sequence data. For example, traffic analysis system 110a may generate the
network sequence data. Additionally or alternatively, the network sequence data may
be associated with a portion of the heterogeneous network data (e.g., the
heterogeneous network). In some non-limiting embodiments or aspects, traffic
analysis system 110a may generate the network sequence data based on traffic
analysis system 110a determining a random walk sample of the heterogeneous
network. For example, traffic analysis system 110a may determine a sequence of
nodes and edges included in the heterogeneous network by randomly selecting an
initial node included in the heterogeneous network and a subsequent node to include
in the sequence, the subsequent node selected based on the direction of the edges
associated with the initial node. Traffic analysis system 110a may repeat this selection
(e.g., an amount of times), setting the subsequent node as the initial node and
determining another subsequent node as described herein. The resulting sequence of
nodes and edges may be associated with the network sequence data.

[0093] As shown in FIG. 3, at step 314, process 300 may include combining the
pattern sequence data and the network sequence data into combined sequence data.
For example, traffic analysis system 110a may combine the pattern sequence data
and the network sequence data into combined sequence data. In an example, traffic
analysis system 110a may combine the pattern sequence data and the network
sequence data into combined sequence data by concatenating the sequence of nodes

30



WO 2020/113208 PCT/US2019/063953

and/or edges associated with the network sequence data to the sequence of nodes
and/or edges associated with the network sequence data, the resulting concatenated
sequences of nodes and/or edges associated with the combined sequence data.
[0094] As shown in FIG. 3, at step 316, process 300 may include generating a
vector for each object. For example, traffic analysis system 110a may generate a
vector for each object of the plurality of objects included in the heterogeneous network.
In some non-limiting embodiments or aspects, traffic analysis system 110a may
generate the vector for each object based on traffic analysis system 110a providing
the combined sequence data as input to a predictive model. For example, traffic
analysis system 110a may provide the combined sequence data as input to the
predictive model and traffic analysis system 110a may receive vectors associated with
each object. In some non-limiting embodiments or aspects, the vector associated with
each object may be associated with a probability that the object will be included in a
random walk sample of the heterogeneous network, the random walk sample
determined by traffic analysis system 110a. In some non-limiting embodiments or
aspects, the predictive model may be at least one of a neural network or a Skip-Gram
model.

[0095] In some non-limiting embodiments or aspects, an exemplary algorithm
associated with process 300 may be expressed in pseudocode as follows:
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[0096] In some non-limiting embodiments or aspects, traffic analysis system 110a
may determine one or more classifications (e.g., embeddings, vector representations
(e.g., feature vectors and/or the like), and/or the like) based on predictions generated
based on the methods described herein. For example, traffic analysis system 110a
may determine one or more embeddings based on output provided from a predictive
model trained as described herein. In some examples, traffic analysis system 110a
may train at least one other predictive model based on embeddings associated with
nodes. For example, traffic analysis system 110a may provide the embeddings
associated with the nodes as features to another predictive model (e.g., a classifier
and/or the like). In some non-limiting embodiments or aspects, traffic analysis system
110a may conduct paper node multi-class classification for the heterogeneous
network. For example, a classifier, parameter values, and train/test data may be
selected for the various approaches for generating embeddings, e.g., to avoid any

confounding factors. For example, traffic analysis system 110a may choose to use a
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naive support vector machine (SVM) classifier (e.g., without any parameter tuning)
and/or logistic regression (e.g., without any parameter tuning) for the heterogeneous
network.

[0097] In some non-limiting embodiments or aspects, traffic analysis system 110a
may determine one or more links that will be added to the heterogeneous network in
the future (e.g., link prediction). For example, traffic analysis system 110a may
determine (e.g., predict, determine the probability of, and/or the like) one or more links
that may be added to the heterogeneous network (e.g., in the future), and, based on
the determined one or more links, traffic analysis system 110a may generate a
prediction (e.g., a prediction indicating an item a user is interested in). In some
examples, traffic analysis system 110a may determine the one or more links based on
one or more embeddings associated with one or more nodes. In some non-limiting
embodiments or aspects, traffic analysis system 110a may partition the edges
included in the heterogeneous network data and train a predictive model based on the
links included in one partition. The links in the training set may be used by traffic
analysis system 110a to generate the embeddings. The probability of a link appearing
between two nodes in a heterogeneous network may be calculated by computing
similarity between the respective feature vector embeddings. Examples of similarity
metrics may include cosine (e.g., a range from zero to one), Pearson distribution (e.g.,
a range from zero to one), Euclidean distance, and/or the like. In some non-limiting
embodiments or aspects, if the embedding-based similarity score between a pair of
nodes is higher than a threshold, traffic analysis system 110a may infer that an edge
could exist between the two nodes. In some non-limiting embodiments or aspects, in
order to penalize (e.g., reduce the influence of) embeddings that generate a high
similarity value for any random pair of nodes, traffic analysis system 110a may
generate an equal number of fake links in a test file. Such fake links may correspond
to links that do not exist in the original heterogeneous network. For the purpose of
illustration, embeddings associated with such fake links may be expected to provide a
similarity score less than the threshold since such links do not exist.

[0098] Referring now to FIGS. 4A—4G, illustrated is a non-limiting embodiment or
aspect of an implementation 400 relating to a process for generating embeddings for
objects. As illustrated in FIGS. 4A—4G, implementation 400 may include transaction
service provider system 410 and traffic analysis system 410a. In some non-limiting
embodiments or aspects, transaction service provider system 410 may be the same
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as or similar to transaction service provider system 110. In some non-limiting
embodiments or aspects, traffic analysis system 410a may be the same as or similar
to traffic analysis system 110a.

[0099] As shown by reference number 415 in FIG. 4A, traffic analysis system 410a
may receive heterogeneous network data associated with a plurality of objects in a
heterogeneous network. For example, traffic analysis system 410a may receive
heterogeneous network data associated with a plurality of objects in a heterogeneous
network from transaction service provider system 410. In some non-limiting
embodiments or aspects, transaction service provider system 410 may receive the
heterogeneous network data from one or more devices (e.g., one or more of the
devices included in FIG. 1). In some non-limiting embodiments or aspects, the plurality
of objects may include a plurality of nodes, where each node is connected to at least
one other node of the plurality of nodes.

[0100] As shown by reference number 420 in FIG. 4A, traffic analysis system 410a
may select at least one pattern of objects. For example, traffic analysis system 410a
may select at least one pattern of objects from among a plurality of patterns of objects.
In another example, traffic analysis system 410 may select a subset of patterns of
objects from among the plurality of patterns of objects. In some non-limiting
embodiments or aspects, one or more of the patterns of objects may be directional
patterns (e.g., may be patterns from one node to one or more nodes in a sequence).
[0101] As shown by reference number 425 in FIG. 4B, traffic analysis system 410a
may determine instances of each pattern of objects. For example, traffic analysis
system 410a may determine instances of each pattern of objects associated with the
plurality of objects in the heterogeneous network. As illustrated in FIG. 4B, for
example, traffic analysis system 410a may identify a first instance of a pattern of
objects from among a plurality of instances of patterns of objects from node 2 to node
5, and from node 5 to node 8.

[0102] As shown by reference number 430 in FIG. 4C, traffic analysis system 410a
may generate a pattern matrix for each pattern of objects based on the instances of
each pattern of objects. For example, traffic analysis system 410a may generate the
pattern matrix for each pattern of objects based on the instances of a pattern
associated with the pattern matrix determined to be associated with the plurality of

objects in the heterogeneous network. The pattern matrix may represent the amount
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of times a node is included in an instance of a pattern of objects selected from among
the plurality of patterns of objects.

[0103] As shown by reference number 435 in FIG. 4D, traffic analysis system 410a
may generate pattern sequence data associated with a portion of each pattern matrix.
For example, traffic analysis system 410a may generate the pattern sequence data
based on a pattern matrix for a pattern of objects. In an example, the portion of each
pattern matrix for the pattern of objects may include a random walk sample of the
pattern matrix.

[0104] As shown by reference number 440 in FIG. 4E, traffic analysis system 410a
may generate network sequence data associated with a portion of the heterogeneous
network. For example, traffic analysis system 410a may generate the network
sequence data associated with the portion of the heterogeneous network, where the
portion of the heterogeneous network data includes a random walk sample of the
heterogeneous network data.

[0105] As shown by reference number 445 in FIG. 4F, traffic analysis system 410a
may combine the pattern sequence data and the network sequence data into
combined sequence data. For example, traffic analysis system 410a may concatenate
the pattern sequence data to the network sequence data to generate the combined
sequence data.

[0106] As shown by reference number 450 in FIG. 4G, traffic analysis system 410a
may generate a vector for each object of the plurality of objects based on the combined
sequence data. For example, traffic analysis system 410a may provide the combined
sequence data to a predictive model (e.g., a neural network) to cause the predictive
model to provide an output via one or more output neurons. In one example, traffic
analysis system 410a may provide the combined sequence data as a first feature value
to one or more input neurons of a neural network. In some examples, the amount of
input neurons that may receive the combined sequence data may correspond to output
neurons that provide predictions output by the neural network, the predictions based
on feature values provided to the neurons that receive the combined sequence data.
In some non-limiting embodiments or aspects, the input neurons and corresponding
output neurons may be associated with (e.g., may correspond to) an object in the
heterogeneous network.

[0107] In some non-limiting embodiments or aspects, the output neurons may
provide predictions indicating the probability that the object associated with the input
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neuron that received the combined sequence data will be included in a random walk
sample (e.g., a random walk sample of the heterogeneous network data that involves
objects associated with one or more patterns of objects).

[0108] In some non-limiting embodiments or aspects, traffic analysis system 410a
may determine one or more embeddings associated with one or more objects of the
heterogeneous network. For example, traffic analysis system 410a may determine the
one or more embeddings associated with the one or more objects of the
heterogeneous network based on traffic analysis system 410a providing the combined
sequence data as input to the predictive model. In an example, traffic analysis system
410a may determine the one or more embeddings associated with the one or more
objects of the heterogeneous network based on traffic analysis system 410a providing
the combined sequence data as input to the predictive model, where the embedding
includes one or more values associated with (e.g., corresponding to) one or more
values of one or more nodes associated with one or more hidden layers of the
predictive model.

[0109] In some non-limiting embodiments or aspects, traffic analysis system 410a
may determine a distance between two objects of the heterogeneous network. For
example, traffic analysis system 410a may determine the distance between two
objects of the heterogeneous network based on embeddings associated with each
object. In an example, traffic analysis system 410a may determine the distance
between the two objects of the heterogeneous network based on calculating the
Euclidean distance between the two objects using the embeddings associated with
each object. In some non-limiting embodiments or aspects, traffic analysis system
110a may derive the embeddings from values associated with a hidden layer of the
predictive model.

[0110] Referring now to FIG. 5, illustrated is a diagram of non-limiting embodiments
or aspects of example three-node patterns of objects (e.g., motifs). As illustrated, each
pattern of objects may include one or more nodes connected via one or more edges.
The one or more edges may be uni-directional or bi-directional. For example, as
illustrated by pattern 502, node A may connect directionally (e.g., toward) via a uni-
directional edge to node B, and node B may connect directionally (e.g., toward) via a
uni-directional edge to node C. In another example, as illustrated by pattern 504, node
A may connect bi-directionally (e.g., toward and from) via a bi-directional edge node
B, and node C may connect directionally (e.g., toward) via a uni-directional edge to
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node A. In some non-limiting embodiments or aspects, there may be more and/or less
nodes for any pattern. Additionally or alternatively, there may be more and/or less
directional edges, the edges being either uni-directional or bi-directional.

[0111] Referring now to FIG. 6, illustrated is a diagram of non-limiting embodiments
or aspects of example four-node patterns of objects (e.g., motifs). As illustrated, each
pattern of objects may include one or more nodes connected via one or more edges.
The one or more edges may be uni-directional or bi-directional. For example, as
illustrated by pattern 602, node A may connect directionally (e.g., toward) via a uni-
directional edge to node B, node B may connect directionally (e.g., toward) via a uni-
directional edge to node C, and node C may connect directionally (e.g., toward) via a
uni-directional edge to node D. In another example, as illustrated by pattern 604, node
A may connect directionally (e.g., toward) via uni-directional edges to nodes B and C,
and node D may connect directionally (e.g., toward) via uni-directional edges to nodes
B and C. In some non-limiting embodiments or aspects, there may be more and/or
less nodes for any pattern. Additionally or alternatively, there may be more and/or less
directional edges, the edges being either uni-directional or bi-directional.

[0112] Referring nowto FIG. 7, illustrated is a diagram of non-limiting embodiments
or aspects of example five-node patterns of objects (e.g., motifs). As illustrated, each
pattern of objects may include one or more nodes connected via one or more edges.
The one or more edges may be uni-directional or bi-directional. For example, as
illustrated by pattern 702, node A may connect directionally (e.g., toward) via uni-
directional edges to nodes C and D, node B may connect directionally (e.g., toward)
via uni-directional edges to nodes C and D, node C may connect directionally (e.g.,
toward) via a uni-directional edge to node E, and node D may connect directionally
(e.g., toward) via a uni-directional edge to node E. In some non-limiting embodiments
or aspects, there may be more and/or less nodes for any pattern. Additionally or
alternatively, there may be more and/or less directional edges, the edges being either
uni-directional or bi-directional.

[0113] Although the above methods, systems, and computer program products
have been described in detail for the purpose of illustration based on what is currently
considered to be the most practical and preferred embodiments or aspects, it is to be
understood that such detail is solely for that purpose and that the present disclosure
is not limited to the described embodiments or aspects but, on the contrary, is intended
to cover modifications and equivalent arrangements that are within the spirit and scope
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of the appended claims. For example, it is to be understood that the present disclosure
contemplates that, to the extent possible, one or more features of any embodiment or

aspect can be combined with one or more features of any other embodiment or aspect.
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WHAT IS CLAIMED IS:

1. A method for generating embeddings of objects in a
heterogeneous network, comprising:

receiving, with at least one processor, heterogeneous network data
associated with a plurality of objects in a heterogeneous network;

selecting, with at least one processor, at least one pattern of objects;

determining, with at least one processor, instances of each pattern of
objects based on the heterogeneous network data;

generating, with at least one processor, a pattern matrix for each pattern
of objects based on the instances of the pattern of objects;

generating, with at least one processor, pattern sequence data
associated with a portion of each pattern matrix;

generating, with at least one processor, network sequence data
associated with a portion of the heterogeneous network data;

combining, with at least one processor, the pattern sequence data and
the network sequence data into combined sequence data; and

generating, with at least one processor, a vector for each object of the
plurality of objects based on the combined sequence data.

2. The method of claim 1, wherein the plurality of objects comprises
a plurality of nodes, each node of the plurality of nodes connected to at least one other

node of the plurality of nodes by an edge.

3. The method of claim 1 or 2, wherein each edge is directional.

4. The method of any of claims 1-3, wherein each node comprises
a node type, and wherein the node type comprises one of a cardholder, an amount, a
merchant, a merchant category code, a location, a transaction channel, a restaurant,

a meal type, or a city.

5. The method of any of claims 1—4, wherein each edge comprises
an edge type, the edge type comprising one of spend, pay via, at, belongs to, pay to,

located in, visit, or eat.
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6. The method of any of claims 1-5, wherein selecting the at least
one pattern of objects comprises determining, with at least one processor, the at least
one pattern of objects has a frequency of occurrence that is statistically significant
based on the heterogeneous network data.

7. The method of any of claims 1—6, wherein determining the at least
one pattern of objects has the frequency of occurrence that is statistically significant
comprises:

extracting, with at least one processor, the instances of the at least one
pattern from the heterogeneous network data using graph submatching;

determining, with at least one processor, the frequency of occurrence of
the at least one pattern of objects based on the instances of the at least one pattern
of objects; and

determining, with at least one processor, the frequency of occurrence of

the at least one pattern of objects is statistically significant.

8. The method of any of claims 1-7, wherein each pattern of objects
comprises a motif, and wherein each pattern matrix comprises a motif adjacency
matrix, and wherein generating a pattern matrix for each pattern of objects comprises:

creating, with at least one processor, a matrix for each respective motif,
each row of the matrix associated with a first respective object of the plurality of objects
in the heterogeneous network and each column the matrix associated with a second
respective object of the plurality of objects in the heterogeneous network;

determining, with at least one processor, weights for the matrix, each
weight comprising a number of the instances of the motif that includes the first
respective object associated with a respective row of the matrix and the second
respective object associated with a respective column of the matrix; and

storing, with at least one processor, the matrix as the motif adjacency

matrix associated with the respective motif.

9. The method of any of claims 1-8, wherein the portion of each
pattern matrix comprises a random walk sample of the pattern matrix; and

wherein the portion of the heterogeneous network data comprises a
random walk sample of the heterogeneous network data.
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10. The method of any of claims 1-9, wherein generating the vector
for each object of the plurality of objects comprises:

inputting, with at least one processor, the combined sequence data into
a predictive model; and

determining, with at least one processor, the vector for each object of
the plurality of objects based on the output of the predictive model.

11. The method of any of claims 1-10, wherein the predictive model

comprises at least one of a neural network or a skip-gram model.

12. A system for generating embeddings of objects in a
heterogeneous network, the system comprising:
at least one processor programmed or configured to:

receive heterogeneous network data associated with a plurality of
objects in a heterogeneous network;

determine that at least one pattern of objects included in the
heterogeneous network has a frequency of occurrence that is statistically
significant;

select at least one pattern of objects based on determining that
the at least one pattern of objects has a frequency of occurrence that is
statistically significant;

determine instances of each pattern of objects based on the
heterogeneous network data;

generate a pattern matrix for each pattern of objects based on the
instances of the pattern of objects;

generate pattern sequence data associated with a portion of each
pattern matrix;

generate network sequence data associated with a portion of the
heterogeneous network data;

combine the pattern sequence data and the network sequence
data into combined sequence data; and

generate a vector for each object of the plurality of objects based
on the combined sequence data.
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13.  The system of claim 12, wherein the plurality of objects comprises
a plurality of nodes, each node of the plurality of nodes connected to at least one other

node of the plurality of nodes by an edge.

14. The system of claim 12 or 13, wherein when determining the at
least one pattern of objects included in the heterogeneous network has the frequency
of occurrence that is statistically significant, the at least one processor is programmed
or configured to:

extract the instances of the at least one pattern from the heterogeneous
network data using graph submatching;

determine the frequency of occurrence of the at least one pattern of
objects based on the instances of the at least one pattern of objects; and

determine the frequency of occurrence of the at least one pattern of
objects is statistically significant.

15. The system of any of claims 12-14, wherein each pattern of
objects comprises a motif, and wherein each pattern matrix comprises a motif
adjacency matrix, and wherein, when generating a pattern matrix for each pattern of
objects, the at least one processor is programmed or configured to:

create a matrix for each respective motif, each row of the matrix
associated with a first respective object of the plurality of objects in the heterogeneous
network and each column the matrix associated with a second respective object of the
plurality of objects in the heterogeneous network;

determine weights for the matrix, each weight comprising a number of
the instances of the motif that includes the first respective object associated with a
respective row of the matrix and the second respective object associated with a
respective column of the matrix; and

store the matrix as the motif adjacency matrix associated with the
respective motif.

16. A method for generating embeddings of objects in a
heterogeneous network, comprising:

receiving, with at least one processor, heterogeneous network data
associated with a plurality of objects in a heterogeneous network;

selecting, with at least one processor, at least one pattern of objects;
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determining, with at least one processor, instances of each pattern of
objects based on the heterogeneous network data;

generating, with at least one processor, a pattern matrix for each pattern
of objects based on the instances of the pattern of objects;

generating, with at least one processor, pattern sequence data
associated with a portion of each pattern matrix;

generating, with at least one processor, network sequence data
associated with a portion of the heterogeneous network data;

combining, with at least one processor, the pattern sequence data and
the network sequence data into combined sequence data; and

generating, with at least one processor, a vector for each object of the
plurality of objects based on the combined sequence data.

17.  The method of claim 16, wherein the plurality of objects comprises
a plurality of nodes, each node of the plurality of nodes connected to at least one other
node of the plurality of nodes by an edge.

18. The method of claim 17, wherein each edge is directional.

19. The method of claim 17, wherein each node comprises a node
type, and wherein the node type comprises one of a cardholder, an amount, a
merchant, a merchant category code, a location, a transaction channel, a restaurant,

a meal type, or a city.

20. The method of claim 19, wherein each edge comprises an edge
type, the edge type comprising one of spend, pay via, at, belongs to, pay to, located
in, visit, or eat.

21. The method of claim 16, wherein selecting the at least one pattern
of objects comprises determining, with at least one processor, the at least one pattern
of objects has a frequency of occurrence that is statistically significant based on the
heterogeneous network data.
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22. The method of claim 21, wherein determining the at least one
pattern of objects has the frequency of occurrence that is statistically significant
comprises:

extracting, with at least one processor, the instances of the at least one
pattern from the heterogeneous network data using graph submatching;

determining, with at least one processor, the frequency of occurrence of
the at least one pattern of objects based on the instances of the at least one pattern
of objects; and

determining, with at least one processor, the frequency of occurrence of
the at least one pattern of objects is statistically significant.

23. The method of claim 16, wherein each pattern of objects
comprises a motif, and wherein each pattern matrix comprises a motif adjacency
matrix, and wherein generating a pattern matrix for each pattern of objects comprises:

creating, with at least one processor, a matrix for each respective motif,
each row of the matrix associated with a first respective object of the plurality of objects
in the heterogeneous network and each column the matrix associated with a second
respective object of the plurality of objects in the heterogeneous network;

determining, with at least one processor, weights for the matrix, each
weight comprising a number of the instances of the motif that includes the first
respective object associated with a respective row of the matrix and the second
respective object associated with a respective column of the matrix; and

storing, with at least one processor, the matrix as the motif adjacency

matrix associated with the respective motif.

24. The method of claim 16, wherein the portion of each pattern
matrix comprises a random walk sample of the pattern matrix; and
wherein the portion of the heterogeneous network data comprises a

random walk sample of the heterogeneous network data.

25. The method of claim 16, wherein generating the vector for each
object of the plurality of objects comprises:
inputting, with at least one processor, the combined sequence data into

a predictive model; and
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determining, with at least one processor, the vector for each object of
the plurality of objects based on the output of the predictive model.

26. The method of claim 25, wherein the predictive model comprises

at least one of a neural network or a skip-gram model.

27. A system for generating embeddings of objects in a
heterogeneous network, the system comprising:
at least one processor programmed or configured to:

receive heterogeneous network data associated with a plurality of
objects in a heterogeneous network;

determine that at least one pattern of objects included in the
heterogeneous network has a frequency of occurrence that is statistically
significant;

select at least one pattern of objects based on determining that
the at least one pattern of objects has a frequency of occurrence that is
statistically significant;

determine instances of each pattern of objects based on the
heterogeneous network data;

generate a pattern matrix for each pattern of objects based on the
instances of the pattern of objects;

generate pattern sequence data associated with a portion of each
pattern matrix;

generate network sequence data associated with a portion of the
heterogeneous network data;

combine the pattern sequence data and the network sequence
data into combined sequence data; and

generate a vector for each object of the plurality of objects based
on the combined sequence data.

28. The system of claim 27, wherein the plurality of objects comprises

a plurality of nodes, each node of the plurality of nodes connected to at least one other

node of the plurality of nodes by an edge.
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29. The system of claim 27, wherein when determining the at least
one pattern of objects included in the heterogeneous network has the frequency of
occurrence that is statistically significant, the at least one processor is programmed or
configured to:

extract the instances of the at least one pattern from the heterogeneous
network data using graph submatching;

determine the frequency of occurrence of the at least one pattern of
objects based on the instances of the at least one pattern of objects; and

determine the frequency of occurrence of the at least one pattern of
objects is statistically significant.

30. The system of claim 27, wherein each pattern of objects
comprises a motif, and wherein each pattern matrix comprises a motif adjacency
matrix, and wherein, when generating a pattern matrix for each pattern of objects, the
at least one processor is programmed or configured to:

create a matrix for each respective motif, each row of the matrix
associated with a first respective object of the plurality of objects in the heterogeneous
network and each column the matrix associated with a second respective object of the
plurality of objects in the heterogeneous network;

determine weights for the matrix, each weight comprising a number of
the instances of the motif that includes the first respective object associated with a
respective row of the matrix and the second respective object associated with a
respective column of the matrix; and

store the matrix as the motif adjacency matrix associated with the

respective motif.

31. A computer program product for generating embeddings of
objects in a heterogeneous network, comprising at least one non-transitory computer-
readable medium comprising one or more instructions that, when executed by at least
one processor, cause the at least one processor to:

receive heterogeneous network data associated with a plurality of
objects in a heterogeneous network;

determine that at least one pattern of objects included in the
heterogeneous network has a frequency of occurrence that is statistically significant;

46



WO 2020/113208 PCT/US2019/063953

select at least one pattern of objects based on determining that the at
least one pattern of objects has a frequency of occurrence that is statistically
significant;

determine instances of each pattern of objects based on the
heterogeneous network data;

generate a pattern matrix for each pattern of objects based on the
instances of the pattern of objects;

generate pattern sequence data associated with a portion of each
pattern matrix;

generate network sequence data associated with a portion of the
heterogeneous network data;

combine the pattern sequence data and the network sequence data into
combined sequence data; and

generate a vector for each object of the plurality of objects based on the

combined sequence data.

32. The computer program product of claim 31, wherein the plurality
of objects comprises a plurality of nodes, each node of the plurality of nodes connected

to at least one other node of the plurality of nodes by an edge.

33. The computer program product of claim 31, wherein the one or
more instructions that cause the at least one processor to determine that the at least
one pattern of objects included in the heterogeneous network has the frequency of
occurrence that is statistically significant cause the at least one processor to:

extract the instances of the at least one pattern from the heterogeneous
network data using graph submatching;

determine the frequency of occurrence of the at least one pattern of
objects based on the instances of the at least one pattern of objects; and

determine the frequency of occurrence of the at least one pattern of

objects is statistically significant.

34. The computer program product of claim 31, wherein each pattern
of objects comprises a motif, and wherein each pattern matrix comprises a motif
adjacency matrix, and wherein, when generating a pattern matrix for each pattern of
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objects, wherein the one or more instructions further cause the at least one processor
to:

create a matrix for each respective motif, each row of the matrix
associated with a first respective object of the plurality of objects in the heterogeneous
network and each column the matrix associated with a second respective object of the
plurality of objects in the heterogeneous network;

determine weights for the matrix, each weight comprising a number of
the instances of the motif that includes the first respective object associated with a
respective row of the matrix and the second respective object associated with a
respective column of the matrix; and

store the matrix as the motif adjacency matrix associated with the
respective motif.

35. The computer program product of claim 31, wherein the one or
more instructions that cause the at least one processor to generate the vector for each
object of the plurality of objects cause the at least one processor to:

input the combined sequence data into a predictive model; and

determine the vector for each object of the plurality of objects based on

the output of the predictive model.
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