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AA  Central control system

BB  Transmit/receive first authentication information issuance request

CC  Transmitreceive first authentication information

DD Parent device

EE Execute authentication

FF  Transmitreceive first token + first authentication information (= second authentication information)
GG  Child device

HH  Transmit/receive communication request

I Provide/receive service

JJ Certificate authority

KK External system

LL  Transmitreceive second token + first authentication information (= third authentication information)
MM Management system

(57) Abstract: This authentication system comprises a certificate authority, a central control system, a group including a
drone serving as a parent device and a drone serving as a child device, a management system, and an external system. The
central control system includes a first authentication information transmission unit for transmitting first authentication
information received from the certificate authority to the parent device; the parent device includes an authentication unit
for executing authentication with the child device belonging to the same group and a second authentication information
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transmission unit for transmitting second authentication information, including a first token with an expiration time and
the first authentication information, to the authenticated child device; the management system includes an authentication
unit for executing authentication with the external system and a third authentication information transmission unit for
transmitting third authentication information, including a second token and the first authentication information received
from the certificate authority, to the authenticated external system; and the child device and the external system include
an authentication unit for executing authentication on the basis of the second authentication information and the third
authentication information.
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